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Abstract

Embedded Systems (ES) are becoming increasingly prevalent across various industries,
playing an important role in everything from critical infrastructure to consumer electronics.
However, their resource-constrained nature and complex interactions with the physical
world make them susceptible to security vulnerabilities. Fuzzing, a technique that feeds
random or mutated data to a program to uncover software bugs and vulnerabilities, has
emerged as a powerful tool for improving embedded system security.

This thesis explores the concept of power fuzzing, a specialized fuzzing approach that
focuses on capturing variations in the power consumption of the Target System (TS) as
feedback. We examine the power fuzzing structure, highlighting the different events trig-
gered during fuzzing and the inherent variability associated with these events. The thesis
also addresses challenges in data capture and the limitations of the Target System (TS).

Furthermore, this thesis proposes two enhancements to improve the effectiveness of
power fuzzing architectures: (1) Hardware Trigger and (2) Profile and Fine-Tune (PnFT)
Approach. These enhancements aim to address the aforementioned challenges and con-
tribute to a more robust security testing methodology for Embedded Systems (ES).
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Chapter 1

Introduction

ES have become integral to modern technology, designed to perform specific functions
with high reliability. These systems are widely used in consumer electronics, process con-
trol systems, aircraft, automotive systems, and numerous other applications where their
dependability is high. As important components in the expanding Internet Of Things (IoT)
landscape, ES facilitate seamless connectivity and data exchange, enhancing efficiency and

innovation across industries [24]. Moreover, they play an important role in supporting the
development and deployment of Artificial Intelligence (AI), which is rapidly advancing as a
transformative technology [73]. The integration of ES in AI applications enables real-time

data processing and decision-making, driving advancements in automation, machine learn-
ing, and intelligent systems. As the reliance on ES grows, ensuring their security becomes
increasingly critical. Undocumented behaviour of these systems can lead to significant
risks, highlighting the need for robust testing methodologies.

Fuzzing, a dynamic testing technique, has gained importance in identifying security
flaws within the software by providing random or malformed inputs to TS. Fuzzing is
beneficial for testing ES due to their resource-constrained nature. These systems possess
just enough computing power to perform their dedicated tasks and often cannot support
additional security features. Fuzzing targets specific components, optimizing resource usage
and prioritizing critical areas. It also enables the gradual identification of vulnerabilities,
providing iterative improvements without high resource allocation.



1.1 Motivation

Implementing fuzzing in ES presents challenges. Its effectiveness relies on analyzing feed-
back such as crash reports, logs, and unexpected behaviour — capabilities typically avail-
able in general computing platforms but limited in ES due to resource constraints. To
overcome this issue, we need to use Side-Channel Analysis (SCA) to monitor some other
aspects of the ES as feedback without affecting the functioning of the system itself. Power
fuzzing is an effective fuzzing technique because it leverages power consumption data to
identify vulnerabilities in ES. By analyzing variations in power usage during different op-
erational states, it uncovers hidden behaviours and potential security flaws. This approach
allows for non-intrusive testing, providing insights into the system’s response to diverse in-
puts without altering its functionality. This thesis explores the power fuzzing architecture
in detail and its associated challenges and suggests some enhancements to implement this
technique better to fuzz ES.

1.2 Thesis Outline

In this thesis, we begin by introducing the underlying problem, followed by background
information to aid the reader’s understanding. The background chapter clarifies the con-
cept of ES, discussing their classification and security aspects. It then explains fuzzing, its
various types, and its application to ES, concluding with an overview of SCA.

Chapter 3 delves into the power fuzzing architecture, detailing the different components
and their roles and providing a functional overview. We explore the key events within the
power fuzzing process, explaining the activities between them to elaborate the overall
workflow. This chapter concludes by examining the timing variability among these events
and the reasons behind each variation.

Chapter 4 offers a detailed examination of the challenges in the power fuzzing architec-
ture. We describe the experimental setup used to obtain results, discuss the significance
of ideal power trace capture in the fuzzing process, and outline the difficulties in obtaining
high-quality power traces. Additionally, we address the challenges posed by fluctuations
in target properties beyond our control and the absence of standardized analysis methods.

Chapter 5 proposes two enhancements to the power fuzzing architecture and process.
The first enhancement involves using nonintrusive methods to collect power traces with
precise timing, mitigating some timing variability. The second enhancement suggests em-
ploying an informed fuzzing approach to fine-tune the process for each TS, optimizing its
effectiveness.



Chapter 2

Background

Understanding the terminology and background information is important for a complete
grasp of the power fuzzing architecture. This section provides essential contextual infor-
mation to ensure clarity and understanding of the concepts discussed.

2.1 Embedded Systems (ES)

ES are specialized hardware and software solutions that perform specific functions, often
interfacing directly with the physical world through their peripherals [72]. They exist in-
dependently or typically form part of larger structures like IoT, finding application across
various industries and products. There is a fundamental difference between ES and other
computing systems: ES integrate computation with physical constraints. This integra-
tion means that the powerful separation of computation (software) from physical elements
(platform and environment), a central principle that has enabled advancements in com-
puting science, does not apply to embedded systems [35]. It is important to note that both
the hardware and software of ES are designed precisely to their requirements, avoiding un-
necessary overhead in size, power consumption, and cost to execute their tasks efficiently
[105]. Beyond computing power, time responsiveness is critical for ES, as many require
deterministic handling of real-time events [(7].



2.1.1 Classification of Embedded Systems (ES)

The diversity and specificity of ES applications contribute to the complexity of classifi-
cation. One might begin by categorizing ES based on the industries they are used in,
such as aerospace, transportation, and manufacturing. However, this initial categorization
requires further improvement. Within each industry, the complexity of tasks varies, lead-
ing to different requirements on the ES. Simpler applications utilize devices with limited
memory and processing capabilities. In contrast, more demanding tasks require ES that
are less constrained, often capable of replacing basic computer functions. Consequently,
we must further categorize these systems based on the computing power of the onboard
microcontroller [$6]. One of the better ways to classify ES is based on whether they use
Operating System (OS) or not [24]; this categorization is a broader classification which
encompasses all the minor categorizations.

e ES Running OS: ES that use OS are required to manage complex and computa-
tionally demanding tasks. Tasks that require operator involvement, network man-
agement, and performing common computing operations run on a General Purpose
Operating Systems (GPOS) [81]. These OS need to be customized to the correspond-
ing hardware and require multi-core Central-Processing Unit (CPU) and GigaBytes
of Random-Access Memory (RAM) to run efficiently. BusyBox [83] is a great example
of GPOS and is widely used to develop consumer-grade [oT products. On the other
hand, there are a lot of applications that are time-critical and require strict reliabil-
ity and determinism, which is not provided by GPOS [¢1]. Such applications use ES
with Embedded OS, which are tailored to serve the specific needs of the application.
These OS are light-weight compared to GPOS and require just MegaBytes of RAM
and single-core CPU to run smoothly. FreeRTOS [!] is an example of Embedded OS.

e ES not Running OS: They are typically employed to perform less critical and
simpler tasks. These systems are designed with very limited computing and stor-
age capabilities, making them ideal for low-power applications. They use interrupt-
driven or polling methods for control, which allows them to respond to events in
real-time with minimal resource usage [07]. Their design focuses on efficiency and
cost-effectiveness, ensuring that they can operate effectively within the constraints
of their intended use. GPS dongle is an example of such as ES [21].



2.1.2 Security of Embedded Systems (ES)

With an exponentially growing number of devices entering the IoT space, rapid advance-
ments in technology and ease of accessibility, information security has become a huge
concern for general-purpose systems, encouraging significant investment in technologies to
ensure the confidentiality, integrity, and availability of these systems across various lay-
ers [98]. Researchers are advocating the concept that every system should independently
safeguard itself without relying on external security mechanisms. N. F. Syed et al. [93] in
their comprehensive survey on the Zero Trust (ZT) security paradigm, describe the fun-
damental principles of ZT and explore various options for its successful implementation,
including advanced techniques for authentication, access control, encryption and micro-
segmentation, while advocating for its growing need. General-purpose systems, with their
ample resources, can integrate these advanced security technologies without compromising
operational efficiency.

However, the scenario is different for ES. These systems have been designed with a fo-
cus on functional requirements, often neglecting security considerations. Design priorities
have typically centred on cost, performance, and power efficiency, with minimal regard
for security. The limited hardware resources of embedded systems often prevent the in-
tegration of security technologies. Consequently, the IoT space is affected by numerous
security vulnerabilities [69]. In this connected world, enhancing device security requires
strengthening the weakest link: ES. A comprehensive study by Srivaths Ravi et al. [79]
discusses the significant security challenges faced by modern ES, emphasizing that security
is not merely an add-on but a critical design consideration alongside cost, performance,
and power. They highlight the “security processing gap,” “battery gap” and “assurance
gap” as key issues and explore recent advancements and future research opportunities in
secure embedded system design. Designers must adopt new architectural paradigms that
prioritize security from the outset. This includes incorporating hardware security modules,
cryptographic algorithms, security protocols, and the latest secure versions of software li-
braries and kernels.

The development of secure products provides a competitive edge in commercial terms.
However, the testing process, which aims to uncover backdoors or undocumented be-
haviour, is one of the most resource-intensive stages of the development lifecycle. As a
result, traditional testing methodologies are increasingly being improved with newer ap-
proaches capable of identifying more vulnerabilities in less time. Fuzzing has emerged as
one of the most effective techniques for this purpose [67]. According to the “IEC 62443-4
Practice 5, SVV-3 Vulnerability testing” standard, fuzzing is mandated for external in-
terfaces [24]. The standard stipulates that fuzzing should be an obligatory step in every



new development. The ISO/SAE 21434 standard [60] establishes a framework of technical
requirements for cybersecurity and risk management to secure motor vehicles throughout
their life cycle. It includes fuzz testing as a test method suitable for automated execu-
tion. In the context of constrained environments like ES, external testing remains the only
feasible method for identifying vulnerabilities. ES typically lack the capacity to run addi-
tional security software. Therefore, fuzzing presents an attractive alternative, offering the
ability to test an embedded TS without requiring extra software on the device or detailed
knowledge of its internal operations.

2.2 Fuzzing

Fuzzing, also known as fuzz testing, is an automated testing technique that provides invalid,
unexpected, or random data as inputs to a target. The primary goal of fuzzing is to
identify vulnerabilities, crashes, and bugs within TS applications by stressing them with
malformed inputs [104]. This technique is particularly effective in uncovering security
vulnerabilities that can be exploited by attackers, making it a crucial component of modern
system security practices. Fuzzing systematically injects various input variations into a T'S
or application. These inputs can include random data, boundary values, or specifically
crafted payloads designed to test the robustness of the TS. The behaviour of the TS is
then monitored for any anomalies such as crashes, memory leaks, or unexpected outputs.

Fuzzing involves several key phases that test the TS for undocumented behaviour.
The first phase is Input Generation, where a large set of random, malformed, or semi-
random inputs are created to simulate potential attack vectors. This phase often involves
techniques such as mutation or generation-based methods to ensure diverse input coverage
[24]. The second phase is Execution, where these inputs are fed into the TS, and its
behaviour is monitored for any anomalies or crashes. This phase can be automated to
test numerous inputs in a short period rapidly. The third phase is Monitoring and
Data Collection, where detailed information about the TS’s response to each input is
collected. This includes power traces, log files, and any other relevant data that can indicate
abnormal behaviour. The fourth phase is Analysis, where the collected data is analyzed
to identify patterns, anomalies, or crashes that could indicate vulnerabilities. Advanced
analysis techniques, including machine learning and signal processing, can be used to sift
through large datasets efficiently. Finally, the Reporting phase involves documenting the
identified vulnerabilities, their potential impacts, and recommendations for remediation.
This phase is crucial for communicating findings to developers and stakeholders, enabling
them to address the security flaws effectively.



2.2.1 Types of Fuzzing

Just like for ES, we can categorize fuzzing techniques based on various parameters. These
include input generation techniques, analysis techniques, and execution techniques. How-
ever, in this subsection, we will use a widely accepted classification method that categorizes
fuzzing techniques based on prior knowledge of the target and input. This approach allows
us to differentiate between different fuzzing methodologies and understand their unique
advantages and challenges in the context of the information available about the TS and
the nature of the input data.

e Black-Box Fuzzing: It treats the TS as an opaque entity without knowledge of
its internal workings. The fuzzer generates inputs blindly using random mutation
limited by some rules without considering the structure or behaviour of the TS [25].
This approach simulates an external attack scenario where the attacker has no insight
into the system’s implementation. While black-box fuzzing is relatively easy to set
up and does not require access to source code or detailed system documentation, it
often lacks efficiency and thoroughness. The fuzzer might miss subtle vulnerabilities
or fail to reach deeper states of the system due to its random and uninformed nature.
However, it is a practical choice when source code is unavailable or when quick, broad
testing is needed [G1].

e White-Box Fuzzing: It leverages complete knowledge of the T'S’s internals, includ-
ing source code, design documents, and architecture [18]. This detailed understanding
allows the fuzzer to generate targeted and intelligent inputs. Techniques such as sym-
bolic execution and static analysis are often employed to guide the input generation
process, ensuring complete coverage and the identification of subtle vulnerabilities
[32]. White-box fuzzing is highly effective but requires significant resources, includ-
ing access to source code and computational power. Its setup is complex, involving
deep integration with the development environment, but the results are usually more
thorough and precise compared to black-box fuzzing.

e Grey-Box Fuzzing: It strikes a balance between black-box and white-box ap-
proaches by utilizing partial knowledge of the TS. It involves monitoring run-time
behaviour, such as code coverage, to inform and optimize input generation [50, G1].
Grey-box fuzzers often use light-weight instrumentation to gather information about
which parts of the code are executed with each input. This feedback mechanism helps
the fuzzer explore more code paths and discover vulnerabilities more efficiently than
black-box fuzzing. Grey-box fuzzing provides a good compromise, offering improved



effectiveness over black-box fuzzing while avoiding the high complexity and resource
demands of white-box fuzzing. It is particularly useful in situations where partial
information about the system is available, such as binary-level instrumentation or
when developers can provide high-level insights without full source code access.

2.2.2 Embedded Systems (ES) Fuzzing

Fuzzing is a well-established technique in software testing. In general software applications,
fuzzing works by automatically generating many inputs to test the software’s robustness
and security. This approach is highly effective in identifying buffer overflows, input valida-
tion errors, and other security flaws in desktop applications, and other software systems.
The primary reason for fuzzing’s success in software testing is the relatively straightforward
environment in which software operates, where inputs and outputs can be easily controlled

and monitored [ 1]. However, when it comes to ES, traditional fuzzing methods face some
limitations and challenges, making it difficult to apply these techniques directly. Eisele,
Max, et al. [25] present a systematic review of fuzzing approaches for ES, highlighting

the complexity posed by varied architectures and hardware peripherals. They provide a
formal definition of “embedded fuzzing” and categorize existing methods, culminating in
a comprehensive table of 42 entries that underscores significant opportunities for future
research due to current limitations.

ES fuzzing aims to test the software stored in the ES, commonly known as firmware,
which controls the hardware. However, due to target connectivity constraints, only appli-
cations might be fuzzed instead of the entire firmware. Finding debugging ports for all TS
poses a significant challenge. Researchers might have to locate the corresponding firmware
online and employ emulation-based fuzzing. This approach, however, might not reveal all
vulnerabilities present in the TS. Another challenge in ES fuzzing is the limited observ-
ability. Monitoring fuzzing results is crucial, yet crash detection in ES is notably more
challenging compared to traditional software fuzzing. Traditional software systems have
various detection mechanisms, such as error messages, security warnings, and system logs,
which enable easy crash detection. In contrast, ES firmware often lacks fault generation
mechanisms, making it difficult for a fuzzer to detect a fault or crash [103]. Furthermore,
many embedded devices do not have output devices, preventing users from noticing crash
detections. The limited computational resources in ES, including CPU power, RAM, and
storage, further complicate the fuzzing process. These constraints limit the capabilities for
debugging and logging, making it difficult to monitor the internal state and behaviour of
the ES during fuzzing.



Addressing these challenges, SCA presents a promising solution to the limited observ-
ability problem in ES fuzzing. By analyzing indirect information such as power consump-
tion or execution time, SCA can provide insights into the internal state of the ES without
needing explicit output mechanisms. This method can significantly enhance the ability to
detect crashes and other anomalies, thereby improving the effectiveness of fuzzing in ES.

2.3 Side-Channel Analysis (SCA)

SCA is a technique used to gather information from a computing device by observing
its physical or operational characteristics rather than relying on its logical output. These
characteristics, often called side channels, can include power consumption, electromagnetic
emissions, timing information, and acoustic signals. Kocher, Paul C. [17] introduced the
first SCA with execution time as the side-channel. SCA takes advantage of the fact that
the physical implementation of an algorithm may leak information about the internal state
of the device, which can be analyzed to infer sensitive data, uncover backdoors, or gain
insights into the device’s behaviour [76].

In the context of ES fuzzing, SCA can provide a powerful means of overcoming the
limitations posed by traditional fuzzing methods. Since ES often lack robust mechanisms
for outputting fault information and have limited computational resources, conventional
crash detection methods may fall short. SCA helps address these challenges by offering
an indirect way to monitor the system’s internal state and detect anomalies [11]. By
analyzing side channels such as power consumption or electromagnetic emissions, we can
detect subtle changes in the system’s behaviour that may indicate the presence of faults,
crashes, or other anomalies. This enhances the fuzzing process’s observability, even in
resource-constrained environments. In their study, G. T. Becker et al. [8] present three
verification methods to detect software plagiarism in ES without access to the source code,
utilizing side-channel information obtained during execution. Khan, Haider Adnan, et al.
[14] propose a novel malware detection system for critical ES that utilizes electromagnetic
side-channel signals to detect malicious activity, achieving 100% accuracy for DDoS and
ransomware detection and near-perfect accuracy for stealthier code modification from up to
3 meters away. SCA does not require modifying the TS or relying on its built-in debugging
capabilities. This non-intrusive nature makes it suitable for a wide range of ES, including
those with limited computational power or without output interfaces. Additionally, SCA
can detect a broader range of faults by capturing the physical indications of these faults
through side channels, providing a more complete assessment of the system’s security
and reliability. In their study, Y. Huang et al. [37] address the challenge of detecting



hardware Trojans by proposing a novel SCA test generation approach based on multiple
excitations of rare switching (MERS). Their method significantly increases Trojan detection
sensitivity, achieving higher detection coverage through scalable statistical test generation
and judicious test set reordering.

Power consumption stands out among the various side channels available for analysis
as one the most effective for ES fuzzing. Power consumption measurement is relatively
easy to perform and does not require specialized equipment. Most ES can be interfaced
with power measurement tools, making this side channel widely applicable. M. Dunne and
S. Fischmeister [23] propose using power trace monitoring as an additional feedback chan-
nel for fuzzing vehicle cyber-physical systems. By constructing a hardware-in-the-loop
system, they demonstrate the effectiveness of this black-box approach in detecting re-
sponses from Electronic-Control UnitS (ECUs) on a Controller-Area Network (CAN) bus,
even identifying hidden backdoors and undocumented functionality with high probability.
Gamaarachchi, Hasindu, and Harsha Ganegoda [30)] constructed a testbed for power anal-
ysis attacks to facilitate future studies and developed novel methods to breach the Speck
cryptographic algorithm within an hour, advocating the effectiveness of using power as
side-channel. Power traces also often contain much information about the system’s in-
ternal operations. Different instructions and states within the ES can produce distinct
power consumption patterns, allowing detailed analysis of the system’s behaviour [90].
Power measurements can be taken at high sampling rates, providing fine-grained tempo-
ral resolution. This lets us capture detailed power consumption patterns corresponding to
specific operations within the ES, facilitating precise fault detection. Moreover, power con-
sumption directly correlates with the ES’s computational activity. As the system executes
different tasks, processes data, or encounters faults, these activities display as variations in
power consumption. This makes power analysis particularly effective for monitoring and
understanding the ES’s behaviour during fuzzing.

10



Chapter 3

Abstract Overview of the Power
Fuzzing Architecture

System architecture describes the organized framework used to define and visualize a sys-
tem’s behaviour, structure, and components, as well as their interactions and constraints.
It guides the design and development process by acting as a blueprint outlining the parts of
the system and how they interact [(]. The abstract overview of power fuzzing architecture
provides a high-level understanding of the components and workflow involved in power
fuzzing. This chapter outlines the fundamental elements and their interactions within
the power fuzzing process, providing a better understanding of the architecture’s general
structure, underlying events and functionality.

3.1 Functional View

The functional view helps us outline a system’s primary functions and the interactions
between these functions. It focuses on what the system does and how the parts collaborate
to perform the required operations. This view abstracts the implementation details, pro-
viding a high-level understanding of the system’s capabilities and workflows [22]. Figure
3.1 shows the functional block diagram of the power fuzzing architecture. The architecture
comprises three main devices responsible for processing messages, transmitting messages,
and capturing power data, along with the TS that is being tested. Below is a brief overview
of the devices, components, and functionality.

11
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Figure 3.1: Functional View of Power Fuzzing Architecture

e Workstation: In a power fuzzing architecture, the workstation serves mainly two
functions: (1) generating the required input message and (2) storing captured power
data. The fuzzing framework generates the required input message accepted by the
TS; upon generating the message, it sends it to the OS, which processes the message
and sends it to the communication hardware. The OS is also responsible for receiving
the power data from the Power Capture Hardware and storing it for further analysis.

e Communication Hardware: The TS generally cannot understand the message
transmitted by the workstation. The Communication hardware translates the incom-
ing message into a format the TS accepts by adding the required protocol-specific
headers and control information. It also performs error detection and correction to
ensure data integrity and synchronizes its own timing with the incoming data streams
[38, 66]. In addition to these functions, the communication hardware may perform

12



buffering, temporarily storing data to manage flow control and prevent loss during
high-speed transmissions.

e Power Capture Hardware (PCH): Accurate capture and processing of power traces
are important aspects of the power fuzzing architecture. The PCH ensures precision
in capturing power data. The Power Collection Unit (PCU) detects and captures
variations in the TS’s power consumption and can amplify the analog power trace
if necessary. The Power Translation Unit (PTU) then maps these analog values to
digital values for further processing by the workstation.

e Target System (TS): The TS is an important element in the power fuzzing archi-
tecture. It is the ES, whose behaviour and power consumption are being analyzed.
The TS receives input messages generated by the fuzzing framework, processes these
messages, and performs the required tasks. Monitoring the T'S’s power consumption
during these operations helps identify vulnerabilities and inefficiencies.

3.2 Timeline Diagram

A timeline diagram is a visualization tool to show the temporal sequencing of activities
within the power fuzzing process. This diagram shows each step’s sequential order and
duration, helping identify challenges and optimize process efficiency.

Figure 3.2 shows the power fuzzing architecture timeline diagram. E; represents the dif-
ferent events, T; denotes the specific time points at which each event occurs, D; represents
the duration between these time points, and the ¢; signifies the variability associated with
each time duration. The power fuzzing architecture can be represented by a sequence of six
events. Understanding these events and their timing is crucial for identifying the sources
of variability and potential points of failure or inefficiency within the system. Subsection
3.2.1 provides a brief overview of these events to understand the power fuzzing architecture
better.
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3.2.1 Sequence of Events
Event-1 (E))

The fuzzing framework begins the process by creating messages based on the predefined
input grammar specific to the TS. ES inputs might vary in structure depending on the
system’s complexity and use case. The Input grammar specifies the structure and rules
defining the format of inputs provided to a system. Understanding input grammar is essen-
tial in the context of power fuzzing for ES, as it defines how inputs should be constructed
to test the system effectively [61].

We can divide the input grammar into the following types:

1. Command-Based Input Grammar (CBIG): ES uses CBIG to perform actions
through specific commands. These commands follow a predefined syntax and are
usually simple text strings that the system interprets and executes.

For example, modems and Global System for Mobile Communications (GSM) mod-
ules use "AT’ commands, a standardized set of instructions for controlling modems
[3]. Each command begins with the prefix "AT’, followed by a specific command
keyword (AT+<command>)

2. Message-Based Input Grammar (MBIG): ES communicates through structured
messages using MBIG. These messages typically consist of headers, payloads, and
sometimes footers, following specific formatting rules.

For example, The CAN bus protocol uses messages to communicate between different
ECUs in a vehicle [27]. Each message has an identifier and a data field that enables
the system to request data from or instruct an ECUs to perform a certain task.

3. Script-Based Input Grammar (SBIG): SBIG involves writing scripts in a specific
scripting language to perform tasks or tests. These scripts can be complex and are
often used in ES that perform composite operations.

For example, [oT devices running GPOS like Linux or Windows use shell scripts
or batch files to perform tasks. These scripts can perform various operations, from
simple commands to complex workflows.

The fuzzing framework sends the message to the TS once it is generated. This is

achieved through the OS, which provides a standardized interface for communication be-
tween software applications and hardware components. The fuzzing framework packages
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the generated message and prepares it for transmission by invoking an OS system call. The
OS system call is a mechanism that allows the fuzzing framework to request a service from
the OS. In this context, it sends the generated message to the target system. Upon receiv-
ing the system call, the OS processes the request. This involves several steps, including
validating the input, scheduling the transmission, and managing the underlying hardware
resources. The OS then sends the message to the communication device.

Event-2 (FE3)

The communication hardware begins receiving message from the OS. It starts by detecting
Start of Message (SoM), indicating that a new message is incoming. The detection of the
SoM triggers the communication device to prepare for data reception. Below-mentioned
is a brief overview of operations performed by a communication hardware with UART
communication protocol as an example.

1. Protocol-Handling: This operation involves interpreting the protocol-specific head-
ers and control information to ensure the message adheres to the expected format
and structure.

For example, when the communication hardware receives a UART message, it must
recognize the start bit, then read and process the data bits according to the configured
frame format as shown in Figure 3.3.

2. Synchronization: Communication hardware syncs its own timing with the incom-
ing data stream to ensure accurate data reception.

For example, UART communication is asynchronous, meaning there is no shared
clock signal between the sender and receiver. Instead, both must agree on the baud
rate (bits per second) to ensure proper timing.

3. Buffering: It involves temporarily storing received data in memory buffers before
processing. This helps manage data flow and check if upcoming parts of the message
are correctly aligned and interpreted.

For example, UART devices often have hardware buffers (FIFO - First In, First Out)
to store incoming data before it is sent to the TS.

4. Error Detection and Correction: This operation involves verifying the integrity
of the received data to ensure it has not been corrupted during transmission.
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For example, if the parity bit, as shown in Figure 3.3, is enabled, the receiver calcu-
lates the parity of the received data bits and compares it to the received parity bit.
A parity error is flagged if there is a mismatch, indicating possible data corruption.

Stop bit
(logic 1)
Start bit D?ta Parity bit !
(logic 0) 1 (optional) 1
________________ e e '
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
v v v v v

DO D1 D2 D3 D4 D5 D6 D7 PB

Figure 3.3: UART frame stack [7]

Dedicated communication hardware is essential because different protocols have unique
requirements for timing, data structure, and error checking. It is necessary to translate
the OS messages into a format that the ES can understand and respond to correctly. Once
this translation is achieved, the message is transmitted to the TS

Event-3 (E3)

TS begins receiving the translated message and detects SoM indicating arrival of new data.
The TS hardware takes time to copy the entire message from the communication buffer
into RAM or directly to the CPU for processing [70]. This operation involves various steps,
which are outlined below.

1. Buffering: The communication device temporarily stores the incoming message in
an internal buffer as it is received. This buffer acts as a holding area for the data
until it can be transferred to the system’s main memory or CPU.

2. Interrupt Generation: Once the buffer reaches a certain threshold or the entire
message is received, the hardware generates an interrupt to notify the CPU that a
new message is available for processing.
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3. Data Transfer to RAM/CPU: The system begins data transfer from the com-
munication buffer to the system’s RAM or directly to the CPU registers. A Direct-
memory Access (DMA) controller transfers the data from the buffer to RAM, reduc-
ing CPU usage in the data transfer process. Alternatively, the CPU might directly
read the data from the buffer and write it into RAM or process it immediately if the
data size is manageable.

Event-4 (FE))

The TS software is informed of the new message and prepares to process it. The software
is designed to handle tasks efficiently, but it may not always react to a new message
immediately [70]. In the context of ES software, many factors can cause this delay:

1. Context Switching: If the CPU is currently occupied with other tasks, the system
might need to perform a context switch. This involves saving the CPU’s current
state and loading the state needed to handle the new message. Context switching
introduces latency as the system transitions from its current task to handling the
new message.

2. CPU Scheduling: The software scheduler decides when the CPU should handle
the new message based on its priority and the current workload. If the CPU is busy
with higher-priority tasks, the handling of the new message might be delayed.

3. Resource Availability: The software may require access to certain resources, such
as memory or Input-Output (I/O) interfaces, which are currently unavailable or used
for other tasks. It may need to wait until those resources become available before it
can continue processing the message.

Event-5 (E5) and Event-6 (Es)

E5 and Eg represent the start and end of the processing phase of the received message
respectively. Each message is associated with a task of varying complexity. The TS hard-
ware and software work together to execute the task efficiently. The majority of the task
execution occurs within the application code and includes performing computations, data
manipulations, and other specific operations required by the task [77]. During task exe-
cution, the application code must handle any encountered errors. Once the main task is
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completed, the application performs post-processing steps such as logging results, updat-
ing states, or sending responses. The application code also manages these post-processing
activities.

3.2.2 Analyzing Time Variability (¢;):

We can observe from the timing diagram in Figure 3.2 that there is a time duration D;
between each event E; occurring at timepoint 7T;. Subsection 3.2.1 briefly discussed the
operations associated with each event that contributed to this time duration D;. We can
expect that every time duration has a variability ¢; associated with it. This variability
represents the uncertainty of the time duration between each event. Each variability e;
is unique, and this Subsection aims to analyze the factors causing this variability in time
duration.

Understanding the variability in time during the power fuzzing process is crucial for
identifying and addressing the challenges that arise. Theoretically, the cause of variability
in time duration between events can be broadly divided into two categories: noisy and
controllable. The goal behind looking for sources of variability is to identify all controllable
sources, isolate their effect on the total variability, and then figure out as many noisy sources
as possible to prevent their effects as best as possible.

One effective method for visualizing and analyzing the factors contributing to time
variability is the Ishikawa diagram, also known as a cause-and-effect diagram. This tool
helps to systematically identify potential causes of variability and categorize them, making
it easier to pinpoint specific areas for improvement [I1]. Creating an effective Ishikawa
diagram requires a structured approach to identify and organize all potential causes of a
problem.

1. Step-1: Clearly define the problem or effect we want to analyze. In our case, the goal
is to address the cause contributing to the variability in the time duration between
events in a power fuzzing architecture. This will be the head of our diagram.

2. Step-2: The next step is to identify the main categories of causes that contribute
to the problem and tailor the categories to fit the specific aspects of the problem if
necessary.

3. Step-3: Finally, we need to brainstorm appropriate causes and group similar causes
within each category.
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Causes of Variability ¢;

This variability occurs in the time duration Dy, which represents the time between Event-1
(E7) and Event-2 (F5). The time duration between these two events is associated with
the generation of the message by the fuzzer and pre-processing of the message by the OS
before transmitting the message further. This variation occurs due to the reasons outlined
below.

1. Message Property: As mentioned in Subsection 3.2.1, the grammar of the input
message may vary based on TS use-case and requirements. CBIG have simpler,
more straightforward syntax compared to MBIG, which may include headers, footers
and payloads, making it more complex. SBIG complexity can range from simple
to complex based on the task it performs. The time needed to process and format
messages correctly can increase or decrease based on the variation in length and
structure of the input message to the TS [102].

2. OS Handling: The fuzzing framework invokes an OS system call to send the mes-
sage, and the time taken for the OS to process this call can vary. System calls
involve transitioning from user mode to kernel mode, which adds overhead [99]. The
OS manages hardware resources, such as CPU and RAM, and the efficiency of this
management can also affect the time taken to send a message. Alongside this, the
OS schedules the transmission of the message, balancing it with other tasks and pro-
cesses running on the system, which can introduce delays depending on the system
load [38]. A. Beifuf} et al. [10] show that the Linux kernel running on a CPU with a
3.3 GHz frequency can take up to 535 ns to process network packets.

3. Hardware Efficiency: The hardware interface at the source might also perform
some operation, which might introduce a delay in transmission. The system often
buffers data before transmitting it, and the time taken to buffer data can vary based
on buffer size and availability. The efficiency of hardware drivers in managing data
transmission affects overall performance [99]. Drivers need to handle data transfer
requests and manage hardware resources efficiently to reduce processing delays. L.
Abeni et al. [2] present that memory and I/O operations in a Linux-based OS can
take up to a few milliseconds to complete, depending upon the task.

4. System Load: In modern computers, this is generally not a cause of delay, but
with the introduction of complex OS, it might cause delays in performing required
tasks. Other processes running simultaneously on the system can compete for CPU,
RAM, and other resources, introducing delays. Background tasks, such as system
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maintenance and updates, can consume resources and affect system performance as
well.

System Load

Hardware Interface

OS Handling

Figure 3.4: Variability ¢; Cause and Effect Diagram

Causes for Variability e

The communication hardware’s task is to translate the incoming message from the OS
into a format that the TS understands. The communication hardware performs various
operations during this process, as mentioned in the previous Subsection 3.2.1. Multiple
factors can introduce variability in the time duration it takes for the communication device
to translate the message, which has been mentioned below.

1. Protocol-Handling: Messages belonging to each communication protocol require
a different amount of processing time [102]. More complex protocols with detailed
headers and control information require more processing time than simpler protocols.
The specific configuration of the frame format also introduces variability in the pro-
cessing time. For instance, a UART frame might be simple with start, data, parity,
and stop bits (c.f. Figure 3.3), while protocols like CAN or Ethernet involve more
detailed frame structures [27, 91] and require more time to translate.
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2. Synchronization: Some communication protocols have clock synchronization, while
others do not. Generally, synchronized systems benefit applications requiring high
data rates, low latency, and predictable performance [12]. In contrast, asynchronous
systems offer simplicity, flexibility, and scalability, making them suitable for less
timing-critical applications. Proper synchronization is important for accurate data
reception [12]. In asynchronous protocols, any variation in the transfer rate requires
re-synchronization, introducing variability. Moreover, differences in clock speeds be-
tween the sender and receiver can cause misalignment, necessitating periodic re-
synchronization to ensure data integrity, contributing to timing variability as the
system works to maintain synchronization. W. Elmenreich and M. Delvai [20] show
in their study how commercial UARTSs display timing inaccuracies due to arithmetic
errors in their baud rate settings and potential send jitter. The instability of a real
clock causes baud rate drift and clock deviations, requiring synchronization every few
seconds.

3. Error Management: Many communication protocols in the scope of ES have robust
error-checking mechanisms. This is important to maintain the integrity of transmit-
ted data. The error-checking features add to the processing time as each data byte
must be checked for errors. The complexity of these mechanisms directly impacts
the time taken for error detection [91]. When the system detects errors, it requires
additional time to handle them. This might involve requesting re-transmissions or
applying correction algorithms.

4. Buffering: The communication device translates every byte of the message received
from the OS before transmitting it to the TS, and hence, it is required to store
this data into a buffer [78, 29, 65]. The size and efficiency of the hardware buffers
are important in managing data flow. Larger buffers can hold more data, potentially
reducing the need for immediate processing but also increasing latency if not managed
efficiently. J. Li and J. Shen [19] show that managing DMA buffer size in a UART to
WLAN converter reduces transmission errors and maintains high-speed data transfer,
preventing delays of several seconds at low speeds. If the incoming data rate exceeds
the processing rate, buffers may overflow, leading to data loss and the need for re-
transmissions. This overflow causes variability as the system deals with managing
and recovering from these events.
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Causes for Variability ;3

Once the TS hardware receives the message, it must perform various operations to prepare
the message for processing. The time duration these operations take is dependent on the
hardware capabilities of the T'S. Multiple factors can bring variability in message processing
time by the TS hardware.

1. Interrupt Generation: The time the hardware takes to generate an interrupt and
for the CPU to acknowledge and handle it can vary based on the system’s interrupt-
handling capabilities and current CPU load. For instance, The Advanced-RISC Ma-
chine (ARM) Cortex-M4’s interrupt latency is around 12 clock cycles (approximately
150 ns at 80 MHz), and context switching takes about 6 clock cycles [101], with vari-
ability introduced by current CPU load and task priority. Interrupt handlers can
take up to a few microseconds to complete [9]. If multiple interrupts are occurring,
the priority of the interrupt can affect how quickly it is serviced. Additionally, a high
frequency of interrupts can cause delays in handling each interrupt [30], leading to
variability in processing times.
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2. Buffering: As mentioned previously in Subsection 3.2.1, buffering can cause vari-
ability in the timing duration between events. In the scope of TS hardware, different
buffer sizes can lead to varying amounts of data being stored before processing.
Smaller buffers may require more frequent transfers, while larger buffers might in-
troduce delays if they take longer to fill [12]. If the buffer overflows due to high
incoming data rates, it can cause data loss or necessitate re-transmission, introduc-
ing variability [15]. Inefficient buffer management algorithms can also delay storing
and retrieving data.

3. Data Transfer to RAM/CPU: The received message is either stored in the RAM
for later processing or is sent to the CPU for immediate processing. If the data is
sent to RAM, the efficiency of the DMA controller in transferring data can introduce
variability. For instance, the DMA controller in the ARM Cortex-M4 can achieve
data transfer rates up to 20 MB s™!, whereas the DMA controller in the ARM Cortex-
M4 can achieve data transfer rates only up to 15 MBs™! [101], This results in a
33% reduction in CPU load in the ARM Cortex-M4 compared to the Cortex-M3.
Moreover, the time taken to access RAM can vary due to memory latency [75],
which is influenced by factors like memory type, current load, and memory controller
efficiency, contributing to the variability. If the data is directly sent to the CPU, the
current CPU load and transfer task’s priority can introduce processing delays.

4. Environment Factors: Finally, ambient temperature variations can affect the TS
hardware and impact the performance of electronic components [65]. Higher tem-
peratures can lead to thermal throttling, where the system slows down to prevent
overheating. Benoit-Cattin et al. [12] show that active cooling with a hysteresis-
based fan prevents thermal throttling in edge devices, improving CNN throughput
by up to 90% compared to scenarios without cooling. Electro-Magnetic Interferences
(EMI) from nearby electronic devices or equipment can disrupt signal integrity and
communication between hardware components [$5]. This can lead to errors in data
transmission, requiring re-transmissions and causing delays in processing.
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Causes for Variability ¢,

As highlighted in Subsection 3.2.1, the TS software may or may not process a message
as soon as it is notified about it from the TS hardware due to various software-related
overheads. Several factors can introduce variability in the time it takes for the software
to begin processing the message. These factors are mainly related to the nature of the
ES and the specifics of the TS software and hardware interactions. The factors have been
categorized and outlined below.

1. CPU Scheduling and Load: The CPU scheduler determines the order in which
tasks are executed based on their priority and the current system workload. If the
CPU is busy with higher-priority tasks, the processing of the new message may be
delayed until those tasks are completed. The variability in CPU scheduling depends
on the scheduling algorithm used and the current load on the system. Additionally,
context-switching occurs when the CPU must switch from one task to another. This
process involves saving the state of the current task and loading the state of the new
task. It introduces latency because the system must pause the current task, save its
state, load the state of the new task, and then begin execution. This delay can vary
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depending on the complexity of the tasks and the efficiency of the context-switching
mechanism. K. Baynes et al. [7], from their simulation bed, show that for different
embedded OSs and even simple schedulers, CPU load could vary execution time of
tasks in the order of milliseconds.

. Resource Availability: The software may need to access specific memory loca-
tions that are currently in use or require allocation. Waiting for memory access or
allocation can vary based on number background processes running and the number
of tasks contending for the same resource. A similar scenario is possible when the
system tries to access 1/O interfaces.

. Interrupt Handling: The time taken to handle hardware interrupts notifying the
software of the new message may vary due to various factors such as nested interrupts,
interrupt prioritization, and lengthy Interrupt-Service Routines (ISRs). ISRs that
take a long time to execute due to complex processing requirements can block other
interrupts and delay the overall system response [80]. Additionally, the overhead
associated with saving and restoring the CPU state during interrupt handling, as well
as resource contention among different ISRs, can further contribute to the variability
in response times. Jian Yang et al. [100] demonstrate that the execution time
for different ISRs in a Linux kernel can vary by a few nanoseconds and by several
milliseconds between two different kernel versions.

. Software Efficiency: The efficiency of the software code in handling the new mes-
sage is important to handle incoming messages quickly. Poorly optimized code can
increase the time needed to begin processing the message. The overhead associated
with creating and terminating threads to handle the new message contributes to the
time delay. Additionally, the time required for processes to communicate with each
other through Inter-Process Communication (IPC) mechanisms like message queues,
pipes, or shared memory introduces variability in processing time [74]. There is also
the overhead associated with making system calls. Frequent system calls or system
calls with high overhead can slow down the processing of the message. Se-Ho Park
et al. [71] present the performance of embedded Linux and Windows on an ARM
platform, showing that completion times can vary by 2-5 ps between the OSs and
typically take several microseconds to complete.
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Causes for Variability ¢5

Every input message to the TS triggers the execution of a different task. The time re-
quired to complete these tasks can vary significantly due to the complexity and nature of
the operations involved, making it difficult to quantify the variability accurately. Several
factors influence this variability in task execution time, as listed below.

1. Task: Different tasks require varying amounts of computational power. Complex al-
gorithms, extensive data processing, or heavy calculations will take more time. Tasks
involving large data sets or extensive data manipulation will take longer to complete
as well. In systems with real-time constraints, certain tasks may be prioritized over
others. The time to complete the current task can vary based on its priority relative
to other running tasks. All this can lead to variability in time duration to execute a
task.

2. I/O Operations: Interaction with peripheral devices can introduce delays. The
speed and efficiency of these devices, as well as the bus architecture, affect the overall
timing [97]. Time taken for data transfer over communication interfaces can also

27



introduce variability. If tasks involve reading from or writing to disk, the variability
in disk I/O speeds can affect timing. Tasks that depend on network communication
can be affected by network latency and throughput issues.

. Error Handling: Error handling can introduce time delays and variations during
message transmission. Similarly, detecting errors during task execution will require
additional time to correct them. This includes retry mechanisms, data validation, and
recovery procedures. Handling unexpected conditions or exceptions during task exe-
cution can bring delays in task execution. Moreover, logging detailed error messages
and diagnostic information can take additional time [(4], especially if the logging
mechanism is synchronous.

. System Resources: Task execution requires the involvement of both TS hardware
and software. Hence any delay in these resources for processing the message can cause
variability in time duration to process the message. If multiple tasks or processes
share the CPU, the current CPU load can cause the time to react to a message to vary.
Delays in accessing RAM or other memory components can also introduce variability.
If the task involves frequent memory reads/writes, this can also significantly impact
timing.

Error Handling

Variability €

Figure 3.8: Variability €5 Cause and Effect Diagram
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Chapter 4

Challenges

Chapter 3 provided a broad overview of the elements and events associated with the power
fuzzing architecture. We can observe that power fuzzing requires the efficient collaboration
of hardware and software components to fuzz an ES effectively. While the power fuzzing
architecture is a powerful tool for identifying vulnerabilities in ES, it faces several significant
challenges.

These challenges mainly arise from the timing variability between different events of
the power fuzzing architecture as shown in Figure 3.2, hardware limitations of the dif-
ferent devices shown in Figure 3.1 and the various uncontrollable properties of the TS
itself. Timing variability can lead to inconsistencies in test results, making it difficult to
identify vulnerabilities accurately. Hardware limitations, such as the precision of power
measurement, devices and the processing capabilities of the fuzzing framework, can con-
strain the effectiveness of the power fuzzing process. Additionally, the TS may exhibit
unpredictable behaviour due to environmental factors, inherent design complexities, and
other uncontrollable properties, further complicating the fuzzing efforts.

This section elaborates on some of the key challenges posed by the current power fuzzing
architecture. Each challenge is detailed and explained through experiments conducted on
an ES to provide a clearer understanding of the issues. By highlighting these challenges,
we can identify areas for improvement and potential solutions to enhance the overall ef-
fectiveness of power fuzzing techniques. The insights gained from these experiments will
contribute to developing more robust and reliable fuzzing strategies for ES.

29



4.1 Experimental Setup

This section provides an overview of the hardware and software components used to gather
power traces for visualizing and understanding the challenges posed by a traditional power
fuzzing architecture. The setup comprises various components, each playing an important
role in ensuring the accurate capture and analysis of power traces. The experimental setup
follows the architecture specified in Section 3.1. We detail the specifications and roles
of each component, including the workstation, communication hardware, TS, and PCH,
to highlight their contributions to the overall experiment and to address the inherent
challenges effectively.

4.1.1 Hardware
Workstation:

It performs major tasks of generating input messages, storing power traces and analyzing
power traces. Lenovo ThinkCentre M90t Desktop was selected as the computing platform,
and its specifications are mentioned in Table 4.1. The multi-core CPU and substantial
RAM ensure efficient execution of input generation scripts and concurrent processing of
long power traces. The high storage capacity allows for the storage of a vast set of power
traces. Furthermore, the latest generation Universal Serial Bus (USB) ports ensure con-
tinuous data transfer to the T'S.

Components Specifications
RAM 64 GB
CPU Intel(R) Core(TM) i5 -12600
Storage 1TB
USB Ports USB-A 3.2 Gen 1 and Gen 2

Table 4.1: Specification of Lenovo ThinkCentre M90t Workstation

Target System (TS):

RPi 3B development board is used as the T'S. The specifications of the RPi 3B development
board are detailed in Table 4.2. This board supports multiple communication protocols,
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making it highly versatile for various applications. Additionally, it supports Embedded-
Linux, which closely resembles the OS used in consumer [oT products on the market. This
makes the RPi 3B a good choice as a TS for our experiments, providing a realistic and
practical environment to test and analyze power fuzzing techniques.

Components Specifications
RAM 1 GB
CPU ARM(R) Cortex-A53
Storage Variable
GPIO Pins 40
Communication Protocols Wi-Fi, Bluetooth, UART, SPI, 12C

Table 4.2: Specification of RPi 3B Development Board

Communication Hardware:

UART communication is chosen for the interaction between the workstation and the TS.
UART is a widely adopted communication protocol, particularly for debugging ES. Many
consumer-grade [oT products feature exposed UART pins specifically for testing purposes,
making it an ideal choice for our experimental setup. Workstations communicate using
USB, while ES, like the RPi 3B, rely on Transistor-Transistor Logic (TTL) level serial
communication. Hence, we require to use a USB-TTL converter to bridge the commu-
nication between the workstation and RPi. Our experimental setup uses the DFRobot
DFRO0065 USB-TTL converter. It features a compact design, plug-and-play functionality,
and compatibility. It also has dual TTL logic level (3.3V/ 5V) support required by different
TS.

Power Capture Hardware (PCH):

Our PCH is based on the current measurement of the T'S inspired by the setup implemented
by M. Dunne et al. [23]. Current flow is one of the most frequently used parameters for
assessing and diagnosing the operational efficiency of electronic systems [20]. Monitoring
current flow allows for accurate measurement of power consumption and enables the iden-
tification of irregularities or spikes that can indicate the presence of bugs or vulnerabilities
in the system [33]. As mentioned in section 3.1, PCH consists of two components: (1)
PCU and (2) PTU. In our experimental setup, the PCU consists of a shunt resistor board
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attached to a 2-stage fully differential amplifier circuit. The shunt resistor is placed in
the current path and develops a voltage across itself proportional to the current passing
through it. Because the shunt resistor should not affect the current flow significantly, it is
often quite small. As a result, the voltage developed across the shunt resistor is also quite
small. Hence, we pass this small voltage drop through an amplifier circuit that amplifies
the input voltage by two times. This amplified analog voltage needs to be converted into
a digital representation, which is handled by the PTU. Teledyne ADQ32-PCle digitizer is
used as the PTU in our experimental setup. It is a high-performance Analog-to-Digital
Converter (ADC) that provides accurate and precise digital representation of analog sig-
nals. It has a substantial on-board storage to store long power traces and connects to
the Peripheral Component Interconnect Express (PCle) slot of the workstation, enabling
fast data transfer for further analysis. Specifications of the digitizer have been provided in
Table 4.3.

Components Specifications
ADC Resolution 12 bit
Maximum Sampling Frequency 2.5 GHz
Input Voltage Range 0.5 Vpp
On-Board Memory 8GB

Table 4.3: Specification of Teledyne ADQ32-PCle Digitizer

4.1.2 Software

The Lenovo ThinkCentre M90t workstation has been equipped with Linux-based Ubuntu
OS [34]. Ubuntu is known for its stability and reliability, making it a good choice for
running long-term experiments without unexpected crashes or interruptions. Its efficient
resource management ensures better performance, minimizing the impact of background
processes. The necessary Teledyne drivers to communicate with the ADQ32-PCle digitizer,
USB device drivers and dependencies to run python and C++ codes have also been installed
in the Ubuntu OS.

The RPi 3B development board is equipped with Raspbian OS [36]. It is optimized
for the RPi hardware. It provides a user-friendly environment tailored to RPi’s ARM
architecture, making it ideal for prototyping and developing IoT projects. Its lightweight
design ensures efficient performance on the limited resources of the RPi, while maintaining
compatibility with various applications and peripherals.
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4.2 Data Capture

The quality of captured data is crucial in effectively performing any SCA. The feedback to
the fuzzer needs to be accurate and reliable to analyze and detect undesirable behavior of
the system. Inaccurate data can lead to false positives or missed vulnerabilities, undermin-
ing the integrity of the analysis. Moreover, the resolution and granularity of the captured
data are essential for identifying subtle variations in power consumption that may indicate
potential security flaws.

In the scope of power fuzzing, good data would mean good quality of captured power
traces. An ideal power trace would have the following features:

1. High Sampling Rate: The power trace should be captured at a sufficiently high
sampling rate to accurately capture the transient power fluctuations caused by data-
dependent operations within the target device. A higher sampling rate allows for
better resolution and detection of subtle power variations [62].

2. Low Noise: The power trace should have low noise and interference from external
sources. Noise can obscure the data-dependent power signatures, making it difficult
to extract useful information [16]. Proper shielding, filtering, and noise reduction
techniques are essential.

3. Precise Synchronization: The power trace should be precisely synchronized with
executing the target operations or instructions within the T'S. Accurate synchroniza-
tion is crucial for aligning the power trace with specific operations and extracting
meaningful information [62].

4. Sufficient Trace Length: The power trace should capture the duration of the target
operations or algorithms of interest. A trace that is too short may miss important
power signatures or fail to capture the complete execution flow [90].

5. Multiple Traces: Ideally, multiple power traces should be collected for the same
operations or algorithms. This allows statistical analysis, averaging, and noise re-
duction techniques to improve the signal-to-noise ratio and increase confidence in
the extracted information [17].

Capturing an ideal power trace with the desired features poses significant challenges
in a practical power fuzzing setup. Hardware and software interactions at various
stages of the power fuzzing architecture introduce timing variability, making it dif-
ficult to obtain good-quality power traces. Subsection 3.2.2 explains this timing
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variability in detail. This section provides a comprehensive overview of the chal-
lenges posed by the timing variability between different events in capturing power
trace data.

4.2.1 Capturing Data at the Right Instant

One of the challenges in power fuzzing architecture is capturing data at the precise moment
when significant events occur. Timing variability between events poses a significant hurdle.
Each event in the power fuzzing timeline (c.f. Figure 3.2) has associated durations (D;)
and variabilities (¢;). These variabilities cause deviations when the events occur, making it
difficult to synchronize data capture perfectly. For instance, even minor delays in detecting
the SoM or transferring data from communication buffers to the CPU can result in missed or
inaccurate power traces. Aligning the exact moment of data capture with the occurrence
of critical events is important for good-quality power trace data. Still, it is difficult to
achieve this in a real-world setting, as we will observe in this Subsection.

Figure 4.1 illustrates the power consumption pattern of the RPi development board
when subjected to the ‘ls’ [55] command. This power trace was collected at a frequency
of 1MHz for 100,000 sample points, representing a total time period of 100ms. The
portion of the power trace circled in orange represents the time duration D3 between
Event-3 (E3) and Event-4 (F4). The System-On-Chip (SoC) on the RPi includes a Mini-
UART peripheral that handles general-purpose UART communication [13]. This peripheral
directly interfaces with the CPU. The time the Mini-UART peripheral takes to receive and
process the message depends on the number of bytes received. The longer the message,
the more time it takes to synchronize, error-check, and buffer the message. Consequently,
this results in higher power consumption for a longer duration. In our case, since the ‘Is’
[05] message is just two bytes long, we observe a spike in power consumption for only a
short period of time. The portion of the power trace circled in green represents the time
duration Dj between Event-5 (Ej5) and Event-6 (Eg). This is the total duration for the
TS to react to the received message. In this scenario, it is the time taken by the SoC on
the RPi development board to process the ‘Is’ command. This time duration also varies
based on the complexity of the task to be performed, its priority, and the availability of
hardware resources. Figure 4.1 also shows multiple significant spikes in power consumption
of the RPi occurring at different time points. These spikes are undesirable and occur due
to the various periodic and aperiodic background processes running simultaneously, which
consume CPU cycles. These background processes are essential for the basic functioning
of the TS. Interrupting or halting them could potentially damage the TS or disrupt its
normal operations.
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Figure 4.1: Power Consumption of RPi for ‘Is’ [75] Command

Now, let us examine the portion of the power trace before the occurrence of Event-3
(E3), annotated by time duration D; 4+ Ds. This portion represents the time it takes for
the workstation’s OS to process and send the generated message to the communication
hardware (c.f. Event-1 (Fj)) and the time it takes for this communication hardware to
translate the generated message and send it to the TS (c.f. Event-2 (E,)). This portion of
the power trace is undesirable to us as we are only interested in the region of the power
trace circled in green, representing the actual reaction of the TS to the received message.
In the current power fuzzing architecture, power trace data collection is started just before
sending the generated message. Hence, this captures the time it takes for Event-1 (E})
and Event-2 (FE5) to complete. It is difficult to gauge how long these two events take
to complete due to various factors mentioned in Subsection 3.2.2. Figure 4.2 depicts the
variability €; + €5 associated with time duration Dy + Dy (c.f. Figure 3.2). We can observe
that the amount of time it takes to process, translate and send the ‘ls’ [55] message varies
by a visible amount. During this time, when the TS has not received any message, it
consumes only the default amount of power, as shown in Figure 4.1. However, even in this
idle state, multiple background processes run simultaneously. These processes consume
CPU cycles and can impact the T'S power consumption. If we start capturing power traces
while a background process is running, the spike in power consumption might appear in
the starting portion of the power trace. This is visible in the 2"¢ and 4" captures in Figure
4.2. These undesirable spikes can lead to incorrect classification of power traces during
further analysis.
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Figure 4.2: Power Consumption of RPi for ‘Is’ [55] Command over Multiple Runs
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Figure 4.3 gives us a better understanding of the variability in time duration for Event-1
(E1) and Event-2 (Es,) to complete over multiple transmissions of the ‘Is’ [55] command. We
can observe that for 500 transmissions of the ‘Is’ command to the RPi development board
in the given experimental setup, the mean completion time (D; + D,) for Event-1 (E;) and
Event-2 (Es) is 33.63ms. The standard deviation of 9.42ms indicates visible variability
(€1 + €2) in the completion times, suggesting that some executions take considerably longer
or shorter than the average. The minimum observed completion time is 11.80 ms, while
the maximum is 51.72ms, resulting in a range of 39.92ms. The spread is five times larger
than the total execution time for ‘Is’ [55] command, further emphasizing the variability
(€1 4 €2) in the completion times. We also observe that the distribution is not Gaussian,
which appears inconsistent with the Central Limit theorem (CLT) [18]. However, this
arises because the variability (e; + €;) is derived from multiple independent factors with
non-identical distributions. The CLT holds true only when these factors are identically
distributed. Lindeberg’s theorem [51] extends the CLT to accommodate non-identically
distributed variables, provided they satisfy Lindeberg’s conditions. Given the complex
interdependencies and non-deterministic nature of OS behaviour, it is improbable that OS
variabilities strictly adhere to the Lindeberg conditions. Quantifying the impact of these
various factors would make for an interesting future research topic.

—-=- Mean
—--- Standard Deviation
=+ Min Value
==+ Max Value
[ Data Histogram

25000 30000 35000 40000
Sample Point at Which Event-3 Begins

Figure 4.3: Histogram Representation of Sample Points at Which Event-3 (FEs3) Begins
When ‘Is’ [55] Command Is Sent to the RPi Development Board 500 Times. Power traces
were collected for 100,00 Sample Points at 1 MHz

The observed variability differs for different experimental setups. It is also possible that
we might see an extended range of variability for more number of runs. We cannot con-
trol the workstation OS’s basic functioning or the communication hardware’s limitations,
making this timing variability unavoidable and somewhat unpredictable.
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4.2.2 Capturing Data for the Right Duration

In the previous Subsection, we visualized how the variability €;4¢5 in time duration D;+ Do
needed to complete Event-1 (F;) and Event-2 (F5) affects our ability to capture data at
the right instant. In this Subsection, we are going to focus on variability €5 occurring in
time duration Dj between events Event-5 (Ej5) and Event-6 (Fg). As shown in Figure
4.1, we only need the portion of the power trace circled in green for our analysis, while
the other regions would introduce noise into the data. Even if we manage to isolate this
crucial portion of the power trace from the rest, we won’t consistently capture the correct
duration every time due to two major reasons: (1) The TS’s reaction time for the same
message is not consistent, and (2) The T'S’s reaction time varies for different messages.

Let us begin by examining the first reason, as mentioned in Subsection 3.2.2: running a
task efficiently requires the availability of system resources at the right moment. However,
due to the presence of multiple background processes, there is a contention for the system
resources, and it might take longer than expected to complete a task. Figure 4.4 shows the
variations in time duration it takes to execute a particular task over a period of multiple
runs. This data was collected by subjecting the RPi development board to the ‘Is’ [57]
message 100 times. In our experimental setup, the RPi is running Raspbian OS [36], which
is based on the Linux kernel. This allows us to use the in-built ‘time’ command to measure
the duration of time a command takes to execute [58]. The ‘time’ command accounts
for the user CPU time and the system CPU time consumed by the input command. We
can observe that even at low CPU load of 1%, the time RPi takes to execute ‘Is’ [57]
command is not very consistent, it varies between 8.4ms and 9.2ms indicating a timing
variability of €5 = 0.8 ms. When the CPU load is high at 60%, we see a 25% increase in
the execution time of the ‘ls’ command as compared to when the CPU load was low at
1%. This increase in execution time can be linked with the delays in I/O operations and
context-switching in the OS as mentioned in Subsection 3.2.2. Alongside this, we can see
that variability €5 in the execution time of the ‘Is’ [55] command has also increased. At a
high CPU load of 60%, execution time of ‘Is’ command varies between 10.6 ms and 12.2 ms
indicating a timing variability €5 = 1.6 ms, which is a 60% increase in variability compared
to the variability at a low CPU load of 1%. These observations indicate that irrespective
of the CPU load, the execution time for a particular task is inconsistent and would only
vary more with increased CPU load. Hence, there is a chance we capture more than the
required amount of trace and introduce noise in the captured data making it a challenge
to capture good-quality data trace.
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Figure 4.4: Execution Time of ‘Is’ [55] Command on RPi Development Board for 100 Runs
at Low and High CPU Loads

Moving onto the second major reason mentioned in the first paragraph of this Subsec-
tion. Every input message performs a task of varying complexity. Based on the amount of
system resources required a task could take longer or shorter time to execute. Figure 4.5
shows execution times of three commands: (1) ‘Is’ [55], (2) ‘ps’ [50] and (3) ‘uname -a’ [59)]
accepted by the Raspbian OS on the RPi development board. The region of power trace
circled in green represents the execution time for the three commands and the difference
is clearly visible. The ‘ps’ command’s need to access extensive process information re-
sults in the longest execution time, while the ‘s’ command’s dependency on file metadata
retrieval places it in the middle. The ‘uname -a’ command’s straightforward nature and
minimal system calls contribute to its quick execution. Similarly, every command requires

39



a different amount of time to finish executing, making it challenging to measure and docu-
ment the execution time for each command accurately. This variability introduces further
complexity when capturing the right portion of the power trace for analysis.
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Figure 4.5: Power Consumption of RPi when subjected to ‘Is’ [55], ‘ps’ [0] and ‘uname
-a’ [59] Commands
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4.2.3 Capturing the Right Amount of Data

Capturing a single power trace can often yield noisy data, making it difficult to extract
meaningful insights about the T'S’s behaviour. To solve this issue, one of the approaches is
to collect multiple traces and average them to reduce the noise and highlight the relevant
features. The question then arises: how many traces are necessary to achieve a reliable
average? This Subsection explains why answering this question within the scope of power
fuzzing for ES is challenging.

Signals consist of a persistent desired pattern or component and a variable undesired
noise component. Averaging multiple traces helps to smooth out random noise and tran-
sient variations that can obscure the true power consumption patterns [21]. In mathe-
matical terms, averaging multiple traces enhances the Signal-to-Noise Ratio (SNR). SNR
measures the ratio of signal power to background noise power, typically expressed in deci-
bels dB. A high SNR means the signal is clear and easily identifiable, while a low SNR
means the signal is obscured by noise, making it challenging to discern or recover [96]. The
total power P; of a signal is an important feature for calculating SNR. We can calculate
it by summing the absolute squares of its time-domain samples and dividing by the signal
length or, equivalently, by squaring its Root Mean Square (RMS) level [63] and can be
represented with Equation 4.1.

1 M-1

P=— 3 Jslmlf?, (4.1)

m=0

Where S[m]| represents the m!" sample point of the digitized signal, and M is the total
number of sample points in the signal. For signals containing distinct components and
Gaussian noise, the total power P; equals the sum of the signal power P, and the noise
power P,. After averaging N samples and accounting for noise reduction [21], the power
Prr—ave 1s adjusted as described in the corresponding Equation 4.2.

b
PM—an:Ps—i_N? (42)

Equation 4.2 indicates that averaging ‘N’ traces reduces the noise power (F,) by a factor
of ‘N’. This implies that the more traces we average, the lower the total power (P;) of
the signal. Consequently, the overall SNR improves, allowing us to obtain a clearer and
more accurate representation of the T'S’s power consumption patterns. From a statistical
perspective, the law of large numbers [32] tells us that the more samples we collect, the
closer our average will be to the true mean of the underlying distribution. However, there
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is a point of diminishing returns where additional traces provide minimal improvement in
the accuracy of the average. Determining the optimal number of traces involves balancing
the benefits of noise reduction against the practical constraints of time and computational
resources.

Figure 4.6 shows the trend in the total power of the power trace signal of the RPi
versus the number of traces averaged. To obtain this trend, we subjected the RPi to
the ’ls” [55] command 500 times continuously and stored the power traces for analysis. We
repeated this process four times under the same environmental conditions at different times
to verify if we could reproduce the same trend. We can observe the expected trend in the
first capture: the total power decreases as we average more power traces. After averaging
190 traces, the improvement in the total power of the signal diminishes, with the trend
showing a slight negative impact as we average more traces, indicating that collecting more
traces is not beneficial. In the case of the fourth capture, we see a continuous decreasing
trend as we approach 500 power traces. This indicates that collecting more traces might
prove beneficial for improving signal quality.

The second and third captures don’t follow the decreasing trend consistently. In the
second capture, the trend is maintained until 80 traces, after which there is a sharp in-
crease in total power for 100 averaged traces. Following this, we observe a short-period
sawtooth trend. Similarly, in the third capture, a sharp increase occurs after only 30 traces,
continuing until 60 traces, followed by a stretched sawtooth trend. This sharp increase in
total power, followed by a sawtooth pattern, indicates one or more of the following: (1)
noise dominated the majority of the power trace, obscuring the actual pattern; (2) the
power traces shifted significantly on the x-axis and y-axis; (3) some power traces failed to
capture the actual pattern. Consequently, many power traces collected during the second
and third captures need to be discarded and cannot be used for averaging. The x-axis
shift in power traces relates to the challenge mentioned in Subsection 4.2.1. Additionally,
during the second and third captures, the Raspbian OS [306] on the RPi likely executed
other background processes, heating the CPU and causing delays in executing the ‘Is’ [55]
command. This increased the power consumption of the RPi development board, result-
ing in higher variations on the x and y axes of the power trace. Non-stationary signals
exhibit time-varying statistical properties, causing their power to evolve over time. When
averaging such signals, the total power does not remain constant or decrease predictably
as with stationary signals; instead, it fluctuates as the intrinsic characteristics of the signal
and noise vary. Due to inherent TS properties, this uncertainty in capturing high-quality
power traces each time hinders our ability to determine the optimal number of traces to
capture for averaging.
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4.2.4 Capturing the Right Resolution of Data

The resolution of the captured data determines how finely we can observe the power con-
sumption variations of the TS. High-resolution data capture allows us to detect subtle
changes in power consumption that may indicate specific operations or potential vulnera-
bilities. However, achieving the right resolution poses several challenges.

e Hardware Limitation: The bandwidth of the data acquisition system impacts
the maximum sampling rate that can be used. Limited bandwidth can restrict the
resolution of the captured data, potentially causing important details to be missed
[89]. The sampling rate is a key factor in determining the resolution of the captured
data. A higher sampling rate can capture more details of the power consumption
profile, but it requires more storage space and processing power [39)].

e Noisy Data: In Subsection 4.2.3, we observed that noise in power trace signals could
significantly degrade the quality of power traces, diminishing the effectiveness of noise
reduction techniques such as averaging. High-resolution data is often more suscepti-
ble to noise, which can obscure meaningful patterns in the power trace [16]. The TS
CPU and OS operate with numerous background processes that introduce variability
in power consumption. T. K. Tan et al. [95] provide a comprehensive analysis of the
energy consumption in embedded OS. They introduce a macro-modeling approach
to quantify the energy overheads of various OS services and processes, highlighting
the impact of context switching, timer interrupt handling, and IPC on overall power
consumption. Capturing power traces at a high resolution amplifies these variations,
making it difficult to isolate the relevant data. This issue is compounded by the
fact that the sampling rate must be sufficiently high to capture the detailed power
consumption patterns associated with specific operations or potential vulnerabili-
ties. However, too high a sampling rate increases the likelihood of recording noise
and undesired power spikes. Additionally, since the power consumption pattern is
inconsistent every time, determining an effective sampling rate that balances cap-
turing desired patterns and variations in the power trace while minimizing noise is
challenging.

¢ Unsynchronised Data: Figure 4.2 illustrates the impact of variability €; on the
time required to execute Event-1 (E;) and Event-2 (FE3). Due to this variability,
the pattern corresponding to the actual execution of the input message shifts on
the x-axis. This shift complicates the determination of an optimal sampling rate for
data capture. Selecting a very low sampling rate can result in capturing a significant
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amount of noise and undesirable sections of the power trace after the message execu-
tion. Conversely, selecting a very high sampling rate might only capture the section
of the power trace preceding the actual execution, missing critical information.

Figure 4.7 illustrates the importance of selecting the appropriate sampling rate for data
capture in power fuzzing. The maximum number of sample points we can capture using the
digitizer in our experimental setup is 100,000. When we capture the original power trace at
1 MHz for 100,000 sample points, it represents a total time of 100 ms, allowing us to clearly
observe RPi’s reaction to the ‘ls’ [55] command. However, this also results in capturing
many noisy sections of the power trace after executing the command. If we increase the
sampling frequency to 1.25 MHz for 100,000 sample points, representing a total time of
80 ms, we can reduce some of the noisy parts. Further increasing the sampling frequency
2 MHz, representing a total time of 50 ms, allows us to partially capture RPi’s reaction to
the ‘18’ [55] command while also capturing significant noise that reflects the state of the
RPi before sending the message. Lastly, capturing the power trace at a sampling frequency
of 5 MHz for 100,000 sample points, representing a total time period of 20 ms, results in
capturing only noise without any meaningful reaction of the RPi to the ‘Is’ [55] command.
In summary, capturing the right data resolution in power fuzzing involves balancing the
need for detailed power traces with the limitations of the data acquisition system. An
optimal sampling rate ensures that we capture the essential patterns in the power trace,
reflecting the TS’s reaction to the input message without overwhelming the data with
irrelevant noise.
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4.3 Variable Target Properties

The intrinsic properties of the TS can greatly influence the power consumption patterns
and subsequently affect the accuracy of the power trace analysis. Factors such as the T'S’s
hardware characteristics, operational state, and environmental conditions all contribute to
variability in power traces. Understanding and accounting for these variable TS properties
is important for obtaining reliable and meaningful data during power fuzzing. This section
delves into the various target properties that introduce variability and explores how they
impact the overall effectiveness of the power fuzzing process.

4.3.1 Background Processes

A significant source of variability in power consumption is the background processes run-
ning on the TS. Background processes introduce noise into the power traces, complicating
the analysis and making it difficult to isolate the power consumption pattern associated
with the specific task being fuzzed. Even when the TS appears idle, these background pro-
cesses can consume CPU cycles and power, leading to visible and significant fluctuations
in the power trace data as seen previously in Figure 4.1. These processes are essential for
the system’s basic functioning and cannot be avoided. The key roles played by the back-
ground processes [15], along with their descriptions, have been listed in Table ?77; these
include tasks such as system management, peripheral control, and event handling. Except

Key Roles Description
Monitor system health, resource usage,
and performance metrics.
Manage network connections, handle data

System monitoring

Communication transmission, or sync data with remote
servers
Scheduling Schedule and execute periodic tasks

Listen for and respond to system events
or external triggers
Logging Handle system logging and error reporting
Manage hardware interfaces and device
drivers.

Event handling

Device Driver Management

Table 4.4: Key Roles played by Background Processes in an ES

for logging and device driver management, all the tasks listed in Table 4.4 are high-priority
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tasks. The TS software can switch to executing these high-priority tasks even in the mid-
dle of running the current task. This means that while the system processes the fuzzing
input message, a higher-priority task might preempt it, resulting in an incorrect power
consumption pattern. This preemption can significantly distort the power trace, leading
to inaccurate analysis and unreliable results in the fuzzing process.

Moreover, the timing and frequency of background processes are often unpredictable.
Based on their frequency, they can be divided into two categories: (1) periodic and (2)
aperiodic. Periodic background processes occur at regular intervals, making them pre-
dictable and relatively easier to manage when processing power trace data. In contrast,
aperiodic background processes occur at random intervals, posing a greater challenge due
to their unpredictability. This unpredictability complicates the isolation of relevant power
consumption patterns, leading to difficulties in accurately analyzing the data.

Finally, from a fuzzing perspective, background processes might be crucial. The primary
goal of a fuzzing experiment is to detect vulnerabilities and bugs by subjecting the TS to a
large number of random, malformed, or semi-random inputs. Important and less important
background processes might be linked to our fuzzing inputs, and we might only discover
vulnerabilities or bugs when these processes are running. While background processes pose
a challenge in terms of power consumption variability, they are beneficial for comprehensive
fuzzing. This duality makes it difficult to decide whether to disable background processes
during fuzzing experiments. Therefore, balancing the inclusion of background processes is
crucial.

4.3.2 Input Message Properties

Input messages play a critical role in power fuzzing experiments, as their properties can
significantly impact the effectiveness and accuracy of the analysis. In Subsection 3.2.1, we
examined how the input message’s grammar can vary based on the type and complexity of
the TS it serves. For a fuzzing experiment to be effective, we must fuzz the entire grammar
space of the input message. This comprehensive approach is essential to detect all possible
vulnerabilities and bugs in the TS. This Subsection explores two key challenges related to
our ability to fuzz the entire grammar space of the input: (1) the computational load of
messages and (2) the limitations posed by certain commands.
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Computationally Light Messages

One major challenge arises when the input messages are not computationally heavy. When
a message does not require substantial processing power, the resulting power consumption
pattern might be indistinguishable from the background noise. This lack of a distinguish-
able pattern makes it difficult to detect bugs or vulnerabilities in the TS. Figure 4.8 shows
the power consumption pattern of RPi when it is subjected to two computationally light
commands (1) ‘echo’ [53] and (2) ‘pwd’ [57]. The power traces were collected for 100,000
sample points at a frequency of 1 MHz, representing a total time period of 100 ms.

Power Consumption of RPi for "echo 'abc' " Command

Power Trace
8500 - [ System's Reaction to echo 'abc’
CPU reading UART message

{\

7500 o

ADC Values

6500 -

o 20000 40000 60000 80000 100000
Sample Points
Power Consumption of RPi for "pwd" Command
Power Trace
8500 - [ System's Reaction to pwd
CPU reading UART message
8000 - N
- { \
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[=]
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Figure 4.8: Power consumption Pattern for RPi when Subjected to (1)“echo ‘abc’ 7 [53]
Command and (2) ‘pwd’ [57] Command
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We can see that the execution times for the ‘echo’ [53] and ‘pwd’ [57] commands,
highlighted in green within the power trace, are very short and lack any distinguishable
pattern. These traces closely resemble background noise spikes. In contrast, the spike
caused by background noise and the CPU reading the message from UART, highlighted in
orange, exhibits a more significant pattern. This undesirable pattern can negatively impact
the averaging of traces, potentially leading to false classification of the power traces.

Blocking Commands

Another challenge is the inability to test commands that block the communication channel
between the fuzzing setup and the TS. In our experimental setup, we send commands
to the RPi development board using UART, which is a critical interface for sending and
receiving messages between the fuzzing setup and RPi. However, certain commands can
interfere with the UART interface, preventing further communication until they are fully
executed or timed out. This blockage disrupts the continuous flow of messages necessary
for effective fuzzing and data capture.

For instance, on a RPi running Raspbian OS [36], the command “cat /dev/ttyS0” [52]
can block the UART communication. This command continuously reads from the specified
UART port (ttySO in this case) and does not terminate until manually interrupted. As
a result, any subsequent attempts to send messages through the same UART port would
fail, as the port remains occupied by the blocking command. This situation disrupts the
power fuzzing process by preventing new inputs from being delivered to the TS, thereby
hindering the detection of vulnerabilities that require a sequence of varied inputs. Another
example is a command like “find / -type £’ [54]. This command searches for all files in
the filesystem. Depending on the number of files and the filesystem’s size, this process can
take a considerable amount of time to complete. Because the command takes so long to
execute, the interval at which new commands can be sent is significantly extended. This
delay reduces the throughput of the fuzzing process, making it less efficient. Furthermore,
in a typical fuzzing experiment, it is necessary to collect many power traces of the same
command to average out noise and identify consistent patterns. When a command takes
an excessively long time to execute, the total time required to collect a sufficient number
of traces becomes impractically long. This limits the feasibility of testing such commands
and reduces the overall effectiveness of the fuzzing experiment.
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4.3.3 Performance Variability Over Extended Runtime

The performance of a TS can degrade significantly over extended periods of runtime, posing
substantial challenges for power fuzzing. This performance degradation can affect the
accuracy of power trace analysis and the overall effectiveness of the fuzzing process.

The first major reason for this is the unavoidable heating of CPU. As the TS executes
a continuous stream of commands, the CPU generates heat, which can alter its power con-
sumption characteristics and obscure the patterns we aim to capture and analyze. When
the CPU temperature rises, the TS’s thermal management mechanisms may throttle the
CPU to prevent overheating. This throttling results in inconsistent execution times and
power consumption patterns, complicating the correlation between power traces and spe-
cific commands. Depending on the CPU’s temperature, the same command might exhibit
different power consumption patterns, making it difficult to identify genuine vulnerabilities
or anomalies.

Hardware variability is another factor that influences the power fuzzing process. Dif-
ferent units of the same model of the TS can exhibit variations in power consumption
due to manufacturing differences, component tolerances, and aging effects. These vari-
ations can affect the reproducibility and consistency of power trace data. Aging effects
also contribute to hardware variability. Over time, components such as capacitors, resis-
tors, and integrated circuits degrade, leading to changes in their electrical characteristics.
This degradation can cause shifts in the power consumption patterns of the TS, making it
difficult to compare power traces collected at different times.

4.4 Lack of Standard Analysis Methods

This section dives into the challenges in power fuzzing architecture due to the absence of
standardized analysis methods for interpreting power traces. This lack of standardization
hinders the consistency, reproducibility, and comparability of results across different studies
and experiments, ultimately affecting the reliability of power fuzzing as a method for
identifying vulnerabilities in ES.

Power traces are a type of time series data, capturing the power consumption of a
TS over time. Each power trace consists of numerous data points collected at specific
intervals, representing the electrical power usage at each moment. In theory, time se-
ries analysis methods should be applicable to power traces to identify patterns, trends,
and anomalies. However, traditional time series analysis techniques often fall short when
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applied to power traces due to several unique challenges inherent in power consumption
data. Traditional time series analysis methods, such as AutoRegressive Integrated Moving
Average (ARIMA) models [37], seasonal decomposition [19], and exponential smoothing
[31], are designed to handle relatively clean and stationary data with predictable patterns.
Power traces, however, are typically noisy, non-stationary, and exhibit complex patterns
influenced by various factors such as the system’s workload, background processes, and
environmental conditions [62]. These characteristics make it difficult to apply standard
time series techniques effectively. Power traces also often contain high-frequency noise,
transient spikes, and abrupt changes that are not easily modelled by conventional time
series approaches. The variability in power consumption due to hardware and software
interactions adds another layer of complexity.

Power trace analysis involves examining the power consumption patterns of a TS to
identify anomalies and potential vulnerabilities. However, researcher’s and practitioners’
methodologies for analyzing these power traces vary widely. These inconsistencies can
stem from differences in experimental setups, data acquisition techniques, signal processing
methods, and analytical tools used. Some studies may use simple statistical methods to
identify deviations in power consumption, while others might employ more sophisticated
techniques such as machine learning algorithms [13] or signal processing methods like
wavelet transforms and Fourier analysis [10]. The variability in these approaches makes it
difficult to establish a common framework for power trace analysis, leading to disparate
results that are hard to compare or reproduce.

The lack of standardized methods also affects the efficacy of power fuzzing. Without a
unified approach to analyzing power traces, it becomes challenging to benchmark the per-
formance of different fuzzing techniques or to validate the findings of a particular study.
Inconsistent preprocessing and filtering of power trace data can result in the misinterpre-
tation of noise as meaningful signals or the overlooking of subtle anomalies that indicate
genuine vulnerabilities. Consequently, this undermines the confidence in power fuzzing
results and limits its adoption as a robust security testing technique.
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Chapter 5

Proposed Enhancements

Chapter 4 detailed the various limitations and challenges associated with the traditional
power fuzzing architecture. The current architecture restricts the ability to capture high-
quality data, and the inherent properties of the TS augments these issues. While we
cannot gain significant control over the inherent properties of the TS and have to treat
such variations as noise, we can, however, address some of the challenges related to data
capture. This chapter aims to present two approaches to mitigate these issues, thereby
enhancing the overall effectiveness of power fuzzing. By focusing on improving data capture
techniques, we can better isolate meaningful patterns from noise, leading to more accurate
and reliable fuzzing results.

5.1 Hardware Trigger

Figure 3.2 depicts the various events occurring in a power fuzzing architecture. In the
context of ES fuzzing, we focus on the time duration Dj occurring between Event-5 (Ej)
and Event-6 (Eg), as this represents the execution phase of a command. Variations during
this phase indicate potential vulnerabilities or bugs. Currently, as shown in Figure 4.1,
the power trace captures variations in the power consumption of the TS during Event-1
(E1), Event-2 (Fy), Event-3 (E3), and Event-4 (E,), leading to a total time variability
er = €1 + €3 + €3 + €4 + €5. This results in the collection of noisy and shifted power
traces. The time duration D, required for Event-4 (Fy;) to complete is influenced by the
hardware and software limitations of the TS, and the variability e, remains beyond our
control. However, we can mitigate other timing variabilities by precisely adjusting the
instance at which we start collecting the power traces. This approach will help isolate the
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execution phase more effectively, reducing noise and enhancing the quality of the captured
power data.

The proposed approach involves a hardware setup that monitors communication be-
tween the communication module and the TS, capturing activity between Event-3 (E3)
and Event-4 (£,). This monitoring is non-invasive and does not interfere with actual com-
munication. Figure 5.1 shows the placement of the hardware setup in the current power
fuzzing architecture. Widely used communication protocols in ES, such as UART, SPI,
12C, CAN, USB, and Ethernet, are all serial protocols, meaning they transfer data one
bit at a time [92, 39]. Each protocol employs a specific format that generally includes a
start bit, stop bit, parity bit, and the message itself. Based on this structure, the hardware
setup implements a simple inference logic as mentioned in Algorithm 1. When the hard-

Algorithm 1 Inference Logic
Comm = Communication_Channel()
Trig = Trigger()
while True do
Msg = Comm.Read _Bit()
if Msg.End_Of Message() == True then
Trig.send()
else
Pass
end if
end while

ware setup detects the End of Message (EoM), it indicates that the T'S has also received it,
barring any environmental losses. Upon receiving the EoM, the TS’s only remaining task
is to react to the message. At this point, the hardware setup sends a trigger to the PCH
to begin collecting the power trace. The total variability in this trace is now ey = €4 + €5,
eliminating the variability €; + e5 + €3 from the trace by not capturing power data during
Event-1 (E;), Event-2 (E,), and Event-3 (E3). This method significantly enhances the
quality of the power trace by ensuring that the efficiency of the workstation in generating
fuzzing inputs and the communication hardware in translating and sending messages do not
affect the trace. Furthermore, this approach is protocol-agnostic, as it only collects power
traces at the EoM, regardless of the communication protocol’s specific message structure
and timing.
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Figure 5.1: Improved Functional View of Power Fuzzing Architecture

This approach effectively resolves the challenge of Capturing Data at the Right Instant
by aligning power traces precisely, thus eliminating the need for extensive shift correction
before analysis. This precision enables the use of various pattern recognition techniques to
isolate relevant portions of the trace, which enhances both the quality and reliability of the
data collected. As a result, this method substantially improves the accuracy and efficiency
of subsequent analyses in ES fuzzing, providing a clearer view of potential vulnerabilities
and system behaviours.

95



5.2 Profile and Fine-Tune (PnFT) Approach

The hardware trigger effectively addresses the challenge of data capture, reducing depen-
dency on the limitations of data generation and translation process. However, it does not
solve the issues of capturing the right amount and resolution of data. These challenges
occur due to the variable target properties beyond our control. To tackle the challenge of
Capturing the Right Amount of Data, one might consider various signal processing tech-
niques, such as spectral analysis and filtering, to distinguish between useful and irrelevant
traces. However, these methods typically require parameter settings that depend on ex-
tensive domain knowledge, which we lack regarding our TS [71, 4]. This knowledge gap
also limits our ability to determine the optimal resolution for power trace data capture,
further complicating the analysis and potentially obscuring significant findings.

To effectively address these challenges, an informed approach to fuzzing ES is impor-
tant. Attempting to fuzz a TS without carefully adjusting parameters such as power trace
capture frequency, resolution, and duration can yield inaccurate interpretations and flawed
analyses. Therefore, adopting a methodical approach is essential to enhance the effec-
tiveness of ES fuzzing processes significantly. The PnFT approach serves this purpose,
providing a structured framework for improved fuzzing outcomes. The steps involved in
this approach are outlined below:

1. Profile the Target: First, we conduct a thorough analysis of the ES to understand
its architecture, functionality, and constraints. This involves identifying communi-
cation protocols and hardware and software specifications. Profiling enables us to
gather essential information that informs the next phases, ensuring that fuzzing is
targeted and effective. The key aspects of profiling are mentioned below:

e Firmware Analysis: By examining the firmware, we can identify potential en-
try points for fuzzing and understand the software structure. We can understand
the file format and any headers to grasp the structure and memory layout. Ex-
plore available documentation to understand the system’s expected behaviour.
If possible, analyze the code (source or disassembled) to identify functions for
targeted fuzzing. Finally, examine how the firmware interacts with peripherals
and determine their expected input ranges.

e Communication Protocols: ES rarely operate in isolation. They interact
with sensors, actuators, and other devices to perform their tasks. Understand-
ing how these conversations happen is vital for effective fuzzing. Communication
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protocols define the language used by the ES to exchange information with ex-
ternal components. By identifying the protocols used by the ES, we can craft
fuzzing inputs that mimic real-world communication scenarios. This allows us
to test the system’s ability to handle unexpected data or invalid messages that
might be encountered during normal operation, potentially exposing vulnera-
bilities.

e Hardware Characteristics: ES are resource-constrained environments. Un-
like a powerful desktop computer, they often have limited memory, processing
power, and specific hardware components tailored for their function. It is im-
portant to understand the hardware characteristics of the ES. This includes
investigating the CPU, RAM and other processing components on-board to set
expectations before fuzzing and tailor our fuzzing approach. By understand-
ing these limitations, we can prevent our fuzzing attempts from overwhelming
the system’s resources or causing unintended hardware interactions that might
damage the device.

Gathering complete information about a TS can be challenging due to factors such
as prior research, proprietary constraints, and available online documentation. How-
ever, by collecting even small pieces of information and systematically connecting
them, one can gain sufficient insights to make educated guesses about the TS’s func-
tioning. This method enables a deeper understanding of the system, facilitating a
more informed and effective approach to fuzzing. By leveraging available data and
contextual clues, we can optimize the analysis and testing strategies.

. Fine-Tune the Setup: After profiling the TS, it is essential to tailor the fuzzing
parameters and environment to align with the specific characteristics and limitations
of the ES. By carefully adjusting these components, we can enhance the precision
of fuzzing, improving the likelihood of uncovering subtle vulnerabilities that may
otherwise remain hidden. We can consider the below-mentioned aspect to fine-tune
the fuzzing setup:

e Adjust Input Generation: Based on the profiling data, we can customize the
input generation to target specific functions or vulnerabilities in the firmware.
Use formats and patterns that reflect the target’s communication protocols and
expected input structures.

e Set Fuzzing Parameters: We can optimize parameters such as mutation rate,
input size, and fuzzing speed to suit the ES’s hardware limitations. This ensures
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the system remains stable during fuzzing while maximizing the likelihood of
triggering vulnerabilities.

e Configure Power Trace Capture: We can determine the appropriate sam-
pling frequency and resolution for power traces based on the system’s processing
capabilities. Use insights from profiling to decide the duration and timing of
power trace captures, focusing on desirable execution phases.

Each TS presents unique characteristics, requiring a tailored approach to fine-tuning
the fuzzing setup. Based on the information gathered during the profiling phase, it’s
essential to iteratively adjust multiple parameters to identify the optimal combina-
tion for the specific TS under test. This iterative process ensures that the fuzzing
parameters and settings are well-aligned with the system’s architecture and vulner-
abilities. Continuous refinement enhances the effectiveness of the fuzzing process,
ultimately leading to more accurate detection of potential security flaws.
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Chapter 6

Conclusion

In this thesis, we explored the internal workings of power fuzzing architecture, focusing
on its core components and the sequence of events that shape its operation. By analyzing
these events, we identified significant variabilities that can impact the efficacy of fuzzing
processes. These variabilities occur due to the various factors associated with the differ-
ent devices in the power fuzzing architecture. They highlight the challenges inherent in
capturing precise and accurate power trace data, which is crucial for effective vulnerability
detection in ES.

One of the primary challenges discussed was the difficulty in data capture due to the
limitations posed by the computing platform and the TS. Hardware and software char-
acteristics inherent to the workstation used for fuzzing and the communication hardware
that translates the messages can hinder our ability to assess the operational efficiency of
the fuzzing process accurately. These limitations can introduce potential delays within
the power fuzzing architecture, complicating the ideal timeframe for data capture and the
optimal data capture duration. This ambiguity creates uncertainty regarding the most op-
portune moment to capture data and the appropriate length of the data capture window.
Furthermore, the TS’s unknown properties contribute to the challenge of capturing the
most relevant data. The lack of enough knowledge about the T'S’s characteristics hinders
the selection of appropriate data capture parameters, potentially resulting in the capture
of insufficient or irrelevant data.

Another challenge discussed was the fluctuating nature of TS properties. These proper-
ties, often unpredictable and uncontrollable, introduce noise that can obscure meaningful
results. This noise complicates the interpretation of power traces, making it challenging to
distinguish between genuine vulnerabilities and mere anomalies in data. Furthermore, the
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current fuzzing space is hampered by the lack of standardized analysis methods. This ab-
sence of a uniform approach hinders the consistency, reproducibility and comparability of
results across various studies and experiments. The inconsistency introduced by disparate
analysis techniques ultimately undermines the reliability of power fuzzing as a method for
uncovering vulnerabilities within ES.

To address these challenges, we proposed two enhancements to the traditional power
fuzzing framework. The first enhancement involved the use of a hardware trigger mecha-
nism designed to synchronize data capture with specific events in the TS. This mechanism
aims to reduce the variability in power traces, improving data quality and the overall
reliability of the fuzzing process.

The second enhancement focused on optimizing the duration and resolution of data
capture. By implementing a tailored approach PnFT that considers the unique charac-
teristics of each TS, we can fine-tune the fuzzing setup to match the system’s behaviour
better. This methodology not only enhances the precision of vulnerability detection but
also streamlines the fuzzing process, ensuring that the insights gained are both relevant
and actionable. Together, these enhancements form a robust framework for advancing the
field of power fuzzing in ES.
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