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Abstract

Reinforcement Learning (RL) has emerged as a powerful paradigm for solving complex
sequential decision-making problems. However, its effectiveness is fundamentally depen-
dent on the availability of a well-specified reward function, the design of which is often a
significant challenge. Inverse Reinforcement Learning (IRL) offers a compelling solution
to this problem by enabling an agent to infer an underlying reward function from expert
demonstrations. This approach has become a cornerstone of imitation learning, allow-
ing machines to acquire sophisticated behaviors by observing human experts. A critical
assumption underpinning most IRL research is that the demonstrators, while potentially
suboptimal, are acting in good faith. This thesis challenges that assumption by formally
investigating a significant yet underexplored security vulnerability: the susceptibility of
IRL algorithms to intentionally malicious demonstrators. We address the scenario where
an adversary seeks to corrupt the learning process by strategically injecting a small num-
ber of deceptive demonstrations into a training dataset, with the goal of degrading the
performance of the final deployed policy.

This research formalizes the problem of adversarial demonstration attacks within the
IRL framework. The adversary’s objective is to design a malicious policy that generates
trajectories capable of manipulating the inferred reward function. To ensure the attack
remains covert, the malicious demonstrations must be statistically similar to the genuine
expert demonstrations. We introduce a similarity constraint, based on the expected feature
counts of trajectories, that forces the adversarial behavior to remain within a plausible, non-
detectable margin of the expert’s behavior. The core of our investigation is to determine
whether such a constrained, malicious policy can be systematically designed and to quantify
the extent of performance degradation it can induce on a policy learned from the corrupted
reward function.

To address this problem, we propose a novel optimization-based framework for generat-
ing the adversarial policy. The framework models the adversary’s strategy as a constrained
optimization problem over the space of state-action occupancy measures. The objective
is to find a policy that minimizes the expected cumulative reward according to the true,
ground-truth reward function, thereby maximizing the performance loss of the agent that
will learn from it. This minimization is subject to two key sets of constraints: (1) the
feature-matching similarity constraint that ensures the deceptive nature of the attack, and
(2) the standard Bellman flow constraints that ensure the resulting occupancy measure
corresponds to a valid policy under the environment’s dynamics. A time-varying stochas-
tic policy is then extracted from the solution to this optimization problem, providing a
concrete method for generating the malicious demonstration trajectories.
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The effectiveness of this framework is empirically validated through a series of con-
trolled simulation studies targeting the widely-used Maximum Entropy (MaxEnt) IRL
algorithm. Our experiments are conducted in two distinct grid-world environments: ‘Cliff-
World‘, which represents a safety-critical task with significant negative rewards, and ‘Four
Rooms‘, a more complex navigation environment with a larger state space. We systemati-
cally evaluate the impact of varying the fraction of injected malicious data and the strict-
ness of the similarity constraint. The performance of our proposed adversarial method is
benchmarked against both a baseline of expert-only demonstrations and a scenario where
random, non-strategic noise is injected into the dataset.

The results of our investigation reveal a significant vulnerability in MaxEnt IRL. We
demonstrate that injecting even a small fraction of malicious demonstrations, as little as
10%, can cause a disproportionately severe degradation in the performance of the deployed
policy. This performance drop is substantially greater than that caused by injecting an
equivalent amount of random noise, confirming the targeted nature of our adversarial
generation framework. The conclusions underscore the need for the development of robust
defense mechanisms and adversarially-aware IRL algorithms to ensure the safe and reliable
deployment of learning agents in real-world, high-stakes applications.
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Chapter 1

Introduction

This chapter establishes the context and motivation for the research presented in this
thesis. We begin with an overview of Reinforcement Learning (RL) and discuss the in-
herent challenges of manual reward function design. This discussion provides the moti-
vation for learning-from-demonstration methods, specifically Imitation Learning (IL) and
Inverse Reinforcement Learning (IRL), which use expert behavior to learn policies. We
then introduce the problem of adversarial demonstrations in IRL, where a fraction of the
demonstration data is intentionally misleading. Such misleading data can severely degrade
the performance of standard IRL algorithms, leading to suboptimal or even unsafe learned
behaviors. The focus of this thesis is to formalize this adversarial threat and demonstrate
the extent to which standard IRL methods fail in its presence. Finally, we state our core
research questions, summarize our contributions, and provide an outline of the thesis.

1.1 Motivation and Background

RL provides a mathematical framework for sequential decision-making, where an agent
learns to maximize a cumulative reward signal through interaction with an environment
[71]. RL has led to significant advances in diverse fields, including robotics and game
playing [55, 45].

A primary challenge in applied RL is the design of the reward function. A reward func-
tion that is misspecified or incomplete can lead to unintended or unsafe agent behaviors, as
manually encoding all desired objectives and constraints is often difficult and prone to error
[36]. An agent optimizing a flawed reward function may discover undesirable “loopholes”
that satisfy the literal specification of the reward while violating the designer’s intent.
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To address this challenge, researchers have developed methods for learning from demon-
strations [67, 6]. These methods learn from examples of desired behavior provided by an
expert. In IL [67], an agent learns a policy by directly mimicking the expert’s actions. In
IRL, the objective is to recover the underlying reward function that the expert is presumed
to be optimizing [57, 79]. Once this reward function is inferred, it can be used with stan-
dard RL algorithms to train a policy [79]. In many complex domains, collecting expert
demonstrations is more practical than engineering a correct reward function from scratch,
making IL and IRL powerful alternatives [6].

A foundational assumption for both IL and IRL is that the provided demonstrations
are a reliable reflection of the expert’s goal [57]. Consequently, most research assumes
the demonstrations are genuine and near-optimal. While some studies have started to
address the challenge of learning from suboptimal demonstrations [13], the possibility of
intentionally malicious demonstration data has received far less attention. This gap moti-
vates our investigation into the vulnerabilities of IRL when faced with adversarially crafted
demonstrations, which we formally introduce in the following section.

1.2 Problem Statement: Adversarial Demonstrations

in IRL

In many practical applications, demonstration data may be collected from unvetted or open
sources, introducing a security risk. This possibility raises a critical question: what if a
malicious actor provides misleading trajectories designed to corrupt the learning process?
We define these as adversarial demonstrations : trajectories that are crafted to appear
expert-like but are intended to bias an IRL algorithm toward an incorrect or harmful
reward function.

Formally, consider an IRL agent that receives a dataset of demonstrations. Most of
these demonstrations come from a genuine expert, but some are contributed by a malicious
demonstrator. The agent, unaware of this data poisoning, infers a reward function from
the mixed dataset and then deploys a policy trained on it.

The central question of this thesis is:

Can an adversary, by injecting even a limited portion of malicious demon-
strations, cause the learned reward function and resulting policy to deviate
substantially from the expert’s intended behavior?
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A successful attack must strike a balance between two possibly competing considera-
tions. On the one hand, the adversarial trajectories need to resemble the expert’s behavior
closely enough to avoid easy detection. On the other hand, they must differ sufficiently
to steer the inferred reward toward the attacker’s intended objective. These two forces
may align or conflict depending on how much dissimilarity the learning algorithm tolerates
before detection becomes likely. Subject to assumptions about the visibility of demon-
strations and the ability of the adversary to contribute new trajectories, our investigation
focuses on how the vulnerability of an IRL algorithm depends on the allowable degree of
deviation between adversarial and expert demonstrations. To make this setup concrete,
we include an introductory schematic figure (adapted from our work in [3]) that illustrates
the relationship between expert, adversarial, and mixed demonstration data, as well as the
downstream effect on the inferred reward and learned policy.

 

 

Figure 1.1: An adversary contributing a fraction δ of the demonstrations influences the
reward function inferred by MaxEnt IRL, thereby affecting the learned policy πdeployed.

1.3 Research Approach and Contributions

To investigate the central question posed above, we develop an optimization-based frame-
work for generating adversarial demonstrations, with a focus on classical maximum entropy
IRL. Instead of relying on heuristics such as hand-crafted perturbations of expert trajecto-
ries [39], we formalize the adversary’s task as an optimization problem that maximizes the
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impact on the learner, subject to a constraint that ensures the attack remains sufficiently
similar to the expert’s behavior. Our contributions are as follows:

(i) We formalize the generation of adversarial demonstrations as an optimization prob-
lem tailored to the Maximum Entropy (MaxEnt) IRL algorithm, a widely used and
representative IRL method [79]. We prove (Section 4.4) that, under a similarity
constraint, the adversary’s problem of maximally degrading the learned policy’s per-
formance is mathematically equivalent to minimizing the true value of the adversarial
policy itself. This establishes our formulation as the appropriate worst-case objective
for adversarial demonstration generation against MaxEnt IRL.

(ii) We analyze how the attack’s effectiveness varies with the similarity constraint, demon-
strating that the adversary’s impact is directly related to the behavioral deviation it
is permitted.

(iii) We compare our optimization-based attack against a baseline that injects random
noise into expert trajectories, showing that a strategic attack is significantly more
effective.

(iv) We conduct experiments in benchmark environments (CliffWorld and FourRooms)
and show that altering only 10% of the demonstrations with optimized adversarial
trajectories can mislead the IRL algorithm into learning a faulty reward function,
degrading the resulting policy’s performance by up to three times more than if the
same fraction of random trajectories were added.

(v) We conduct a preliminary investigation into the detection of these attacks, exploring
an unsupervised learning approach to identify adversarial trajectories as anomalies.

1.4 Outline of the Thesis

The remainder of this thesis is organized as follows:

• Chapter 2 reviews the relevant literature on RL, IRL, and learning from demon-
strations, highlighting both foundational approaches and recent advances.

• Chapter 3 introduces the necessary preliminaries, including sequential decision-
making, MDPs, and the MaxEnt IRL framework. This chapter also formalizes the
problem of generating malicious demonstrations within IRL, which serves as the
foundation for our subsequent analysis.
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• Chapter 4 details our methodology, presenting the optimization-based framework
for constructing adversarial demonstrations, along with the associated modeling as-
sumptions and algorithmic implementation.

• Chapter 5 reports the results of our simulation studies in the CliffWorld and Four-
Rooms environments, analyzing the effects of adversarial trajectories on reward in-
ference and learned policies.

• Chapter 6 concludes the thesis with a summary of contributions, discussion of
limitations, and directions for future research, including preliminary work on unsu-
pervised detection of adversarial trajectories.
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Chapter 2

Literature Review

Inverse Reinforcement Learning (IRL) is a key technique for inferring the goals that mo-
tivate the observed behavior of an expert or agent [57, 6]. Understanding the intent and
underlying objectives of expert demonstrations is crucial as intelligent systems become
more common in dynamic, human-centric environments. This chapter provides a survey
of IRL. We review major theoretical milestones and persistent challenges. We conclude
by identifying unresolved issues in the security and robustness of IRL, which motivate the
core contributions of this thesis.

2.1 Foundations of Learning from Demonstration (LfD)

A central problem in Reinforcement Learning (RL) is specifying a reward function that
elicits the desired behavior without creating unforeseen loopholes [28]. This process, known
as reward design, is notoriously difficult. An agent given a seemingly simple goal, such
as “clean the room,” might learn to hide objects instead of organizing them, a behavior
known as reward hacking [69, 5].

LfD offers an alternative to manual reward specification, meaning that instead of hand-
crafting a reward signal, the desired behavior is communicated through demonstrations
provided by an expert. The agent then attempts to reproduce these demonstrations, ef-
fectively replacing the need for an explicitly defined reward function. By observing and
mimicking an expert, an RL agent can learn complex skills in domains where formalizing
an objective is impractical, such as robotics or autonomous driving [67, 6]. Two primary
strategies dominate the LfD landscape.
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Behavioral Cloning (BC) frames LfD as a supervised learning problem. The agent
learns a mapping from states to actions based on a dataset of expert state-action pairs [75].
While simple and effective, BC is susceptible to Covariate Shift [65]. Small prediction errors
can lead the agent into states not seen during training, causing further errors to accumulate
and leading to catastrophic failures in performance [65].

IRL seeks to overcome this limitation by recovering the reward function that explains
the expert’s actions [57]. Instead of simply copying what the expert does, IRL infers
why the expert does it. With the learned reward function, an agent can use standard
RL algorithms to compute an optimal policy. This allows the agent to generalize to new
situations and potentially even surpass the expert’s performance, making IRL a powerful
approach [28]. However, it can also be computationally expensive because the reward
inference typically requires repeatedly solving RL problems during training [79, 1, 6].

2.2 Core Methodologies in IRL

The central task in IRL is to infer a reward function from observed behavior. This is chal-
lenging because many different reward functions can explain the same set of demonstra-
tions, making the problem underdetermined [57, 1]. The field has progressed by developing
methods to resolve this ambiguity, often by making specific assumptions about the expert’s
optimality or cognitive processes [63].

2.2.1 Early Formulations and the Ill-Posed Problem

The foundational challenge in IRL is that the problem is fundamentally ill-posed [57, 6].
For any policy, an infinite number of reward functions can make that policy optimal. For
instance, a reward function that is zero everywhere renders all policies optimal but offers
no information for learning a task [67]. This ambiguity means that simply finding one
reward function that explains the demonstrations is not enough; a principle is needed to
select a meaningful one.

Ng and Russell [57] offered the first formal solution by framing IRL as an optimization
problem based on the max-margin principle. Their method seeks a reward function
that makes the expert’s policy not merely optimal, but better than all other policies by the
largest possible margin. This principle, analogous to Support Vector Machines, provides a
way to resolve the ambiguity. However, this framework relies on the assumption that the
expert demonstrator is perfectly optimal. In practice, real-world demonstrations contain
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Figure 2.1: Different reward functions can induce the same optimal policy. Each grid
shows a different assignment of rewards to states (lighter squares represent higher rewards).
Despite these differences, the agent’s optimal behavior, following the arrows to reach the
rewarding states, remains the same. This illustrates the fundamental ambiguity in IRL:
multiple reward functions may explain the same observed behavior [48].

noise and suboptimal actions, which can make the optimization problem infeasible and
cause the method to fail [79].

2.2.2 The Maximum Entropy Framework

To address the fragility of the strict optimality assumption, Ziebart et al. [79] introduced
an approach based on the principle of maximum entropy. This framework models
expert behavior probabilistically instead of deterministically. It assumes the likelihood
of a demonstrated trajectory is exponentially proportional to its total reward, yielding a
distribution analogous to the Boltzmann distribution in statistical mechanics [24]. While in
principle one could consider many alternative probabilistic models, the exponential family
distribution is uniquely appealing: it is the solution that maximizes entropy subject to
feature-matching constraints, it is simple to normalize, and it remains differentiable with
respect to the reward parameters. These properties make it mathematically natural and
computationally convenient for inverse reinforcement learning. The key implication is that
the agent’s behavior distribution is as unbiased as possible beyond the imposed constraints,
avoiding arbitrary assumptions about unobserved preferences.

This probabilistic perspective allows MaxEnt IRL to handle noise and suboptimality
gracefully. Suboptimal behaviors are not contradictions but are simply interpreted as
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less likely outcomes. The framework resolves the ill-posed nature of IRL by selecting
the probability distribution over trajectories that is maximally non-committal, or has the
highest entropy, while still matching the expected feature counts observed in the expert’s
demonstrations [79]. This approach provides a robust mathematical foundation that has
become central to modern Imitation Learning (IL).

A primary computational bottleneck of MaxEnt IRL is the calculation of the partition
function, which involves summing over all possible trajectories. This sum is intractable
in large state spaces [79]. Despite this, the MaxEnt framework laid the groundwork for
scalable, model-free techniques like Generative Adversarial Imitation Learning (GAIL),
which approximate this process through adversarial training [37, 28].

2.3 Advances in Scalable IL

While the Maximum Entropy framework provided a principled way to handle suboptimal
demonstrations, its computational demands limited its application. A typical MaxEnt IRL
algorithm requires solving an RL problem in its inner loop, which is a resource-intensive
task [6]. This bottleneck hindered its use in high-dimensional and continuous environments.
The development of adversarial IL methods, inspired by connections to Generative Adver-
sarial Networks (GANs), offered a breakthrough in scalability by bypassing the explicit
reward learning step.

2.3.1 GAIL

Ho and Ermon [37] proposed GAIL, which reframes IL as a game between two neural
networks. A generator (the policy, π) tries to produce trajectories that are indistinguish-
able from expert demonstrations, while a discriminator (D) tries to tell them apart. This
adversarial process forces the policy to match the expert’s behavior distribution.

The key insight is that this adversarial game is equivalent to minimizing the diver-
gence between the state-action distributions (occupancy measures) of the policy and the
expert [37]. The policy is updated using a policy gradient algorithm where the reward sig-
nal is provided directly by the discriminator. This model-free approach avoids the nested
optimization loop of traditional IRL, enabling significant performance gains in complex,
high-dimensional tasks [37].

However, this scalability comes at a price. The discriminator in GAIL does not learn
a meaningful or transferable reward function. At convergence, an optimal discriminator
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outputs a constant value of 0.5 everywhere, providing no information about the expert’s
underlying preferences [28]. GAIL learns to mimic behavior effectively, but it loses the
core benefit of IRL: recovering a robust and generalizable reward function.

2.3.2 Adversarial Inverse Reinforcement Learning (AIRL)

To recover the reward function while maintaining the benefits of the adversarial approach,
Fu et al. [28] developed AIRL. AIRL modifies the GAIL framework to ensure the discrim-
inator learns a valid reward function.

The core problem AIRL solves is that the discriminator’s output in standard adver-
sarial imitation is entangled with the environment’s dynamics. A reward that encourages
visiting states that are easy to reach will not generalize to new environments with different
dynamics [28]. AIRL addresses this by designing a special discriminator structure that
disentangles a state-only reward function from the transition dynamics.

The progression from MaxEnt IRL to GAIL and then to AIRL represents a key ad-
vancement in IL. MaxEnt IRL provided a principled but computationally heavy method
for reward inference. GAIL achieved scalability by forgoing explicit reward recovery. AIRL
successfully combined the scalability of adversarial training with the original goal of IRL:
learning a robust and transferable reward function [28, 6]. However, like all LfD methods,
AIRL’s success depends on the assumption that the expert is competent and cooperative.
This assumption breaks down when demonstrations are intentionally misleading.

2.4 Types of Imperfect Demonstrations

Most IRL methods operate under the assumption that expert demonstrations are opti-
mal, or at worst, contain benign noise. In reality, demonstrations can suffer from various
imperfections, ranging from unintentional mistakes to deliberate, malicious manipulation.
While some forms of imperfection have been studied, the threat of an actively adversarial
demonstrator remains a significant and underexplored problem in IRL.

2.4.1 Learning from Sub-optimal and Noisy Experts

A well-studied problem in IRL is learning from demonstrations that are flawed but not
malicious. These imperfections can stem from sensor noise, environmental randomness, or
human limitations like fatigue and lapses in attention [75, 13].
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A substantial body of research aims to make IRL robust to these unintentional errors.
Probabilistic frameworks like MaxEnt IRL inherently tolerate some suboptimality [79].
More recent methods explicitly model and learn from demonstrators with varying skill
levels, which is useful when dealing with crowdsourced or heterogeneous data [18, 7]. These
techniques often infer both the reward function and the expertise level of each demonstrator
simultaneously [15]. Other approaches focus on filtering or re-weighting demonstrations to
reduce the influence of low-quality examples [16]. The common theme in this research is
reward signal recovery: the goal is to extract the expert’s true intent from a noisy dataset,
assuming the demonstrator is fundamentally cooperative [51, 70].

2.4.2 Strategic and Deceptive Demonstrators

A more difficult challenge arises when imperfections in demonstrations are intentional. In
this scenario, the demonstrator is a strategic agent with its own objectives, which may not
align with the learner’s. This shifts the problem from statistical inference to game-theoretic
reasoning [26].

One line of work addresses strategic manipulation. In the Multi-Principal Assistance
Games framework, a learning agent interacts with multiple demonstrators (principals),
each with a private reward function [26]. A rational principal may provide misleading
demonstrations to bias the agent’s inferred reward function toward outcomes that serve the
principal’s own interests. The intent is not necessarily to degrade the agent’s performance,
but rather to strategically exploit the learning process for individual advantage.

A different form of strategic behavior involves active deception, where an expert is aware
of being observed. This can be for obfuscation, to hide true intent, or for projection,
to create a false belief in the observer. In Inverse-Inverse Reinforcement Learning (I-IRL),
an expert (e.g., a cognitive radar) performs suboptimal actions to maximize the observer’s
uncertainty about its true reward function, thus protecting sensitive information [60]. In
contrast, research in Inverse Inverse Planning (IIP) explores how a demonstrator can ma-
nipulate its actions to project a specific, often false, objective. For example, an actor might
carefully select actions to lead an audience to a desired conclusion [20, 21].

2.4.3 Malicious Intent: Data Poisoning in IRL

The most severe form of intentional imperfection is malicious sabotage. This threat is
best understood as a Data Poisoning attack, a well-studied problem in adversarial
machine learning [12, 11]. In a poisoning attack, an adversary injects carefully crafted
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malicious samples into the training data to corrupt the learned model. These attacks
can be indiscriminate, aiming to degrade the model’s overall performance, or targeted,
causing the model to fail in specific, attacker-chosen situations while otherwise appearing
normal [11, 33].

In the context of IRL, a malicious demonstrator acts as a data poisoner by providing
harmful trajectories. The goal is no longer personal gain or secrecy, but the direct sabotage
of the learned policy. For example, a targeted attack could train an autonomous vehicle to
drive perfectly under most conditions but execute a dangerous maneuver when it encounters
a specific, rare road sign.

Another related threat is state adversarial perturbation, where an adversary manip-
ulates the states observed by the learner during training [17]. This creates a mismatch
between the states used for reward inference and the true environment, leading to a non-
robust policy. While the field has developed methods for handling noisy demonstrators,
defending IRL algorithms against dedicated Data Poisoning and state perturbation attacks
remains a critical, underexplored challenge.

2.5 Paradigms of Robustness in Learning from Demon-

strations

The challenge of building robust learning agents is fundamentally about identifying where
the adversary can inject data into the model. Most research in both Robust RL and Robust
IRL assumes the adversary exists in the test environment. This external adversary attacks
during deployment by perturbing the agent’s sensors, disrupting its actions, or altering the
world’s dynamics after a policy has been learned.

This thesis, however, addresses an adversary who operates much earlier and from a more
privileged position: an adversary disguised as a helpful expert who corrupts the training
data itself. We investigate the threat of Data Poisoning, where a malicious demonstrator
provides crafted examples to sabotage the learned reward function from within. We argue
that defending against this internal adversary is a distinct and largely overlooked problem.

2.5.1 Paradigms of Robust RL

Robust RL aims to produce policies that perform well under worst-case conditions. The
problem is typically framed as a zero-sum game between a learning agent and an adversary
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who perturbs the environment or learning process. The specific form of these perturbations
gives rise to different formulations of Robust RL [61].

• Transition Robustness: The adversary alters the environment’s transition dynam-
ics, P (s′|s, a), within a specified uncertainty set. The agent must learn a policy that
is robust to the worst-case dynamics [61].

• Disturbance Robustness: Inspired by robust control, this paradigm models uncer-
tainty as external forces that an adversary applies to the agent’s state transitions. The
agent must learn a control policy that can withstand these destabilizing forces [61].

• Action Robustness: The adversary perturbs the agent’s actions before they are
executed. This simulates effects like actuator noise or physical resistance [74].

• Observation Robustness: The adversary perturbs the agent’s state observations,
s, without changing the underlying state of the world. This is especially relevant for
agents that rely on high-dimensional sensory inputs like images [39].

2.5.2 Robustness Against Test-Time Perturbations in IRL

Recent work has started to apply robustness principles to IRL, primarily focusing on per-
turbations during policy execution. For example, the State-Adversarial Max-Margin IRL
(SAMM-IRL) algorithm learns a reward function in a State-Adversarial Markov Decision
Process (SA-MDP), where an adversary can manipulate the agent’s state observations at
test time [17, 77].

SAMM-IRL is designed to defend against test-time attacks, where the environment
itself is compromised during deployment. It assumes the expert demonstrations used for
training are clean and reliable. This threat model is fundamentally different from Data
Poisoning, which is a training-time attack. In a poisoning scenario, the adversary is
the demonstrator who provides corrupted data, but the test environment is assumed to be
clean. Therefore, existing robust IRL frameworks do not address the vulnerability of the
learning algorithm to a malicious expert.

2.6 Synthesis and Identification of the Research Gap

This chapter has outlined the development of IRL, from early max-margin methods that
assumed a perfect expert [57] to the probabilistic MaxEnt framework that could gracefully
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handle noisy and suboptimal data [79]. This shift to a statistical inference perspective was
critical, establishing a foundation that not only became a cornerstone of modern IRL but
also enabled the development of scalable adversarial methods like GAIL and AIRL [37, 28].

At the same time, the field’s conception of the “expert” has matured. The naive model
of a flawless oracle has been replaced by a more realistic spectrum of demonstrators. This
includes methods for learning from well-intentioned but flawed experts [7, 18] and, more
recently, from strategic agents who may be self-interested or deceptive [26, 60].

Despite this progress, a critical vulnerability persists. The majority of work on ro-
bustness, in both RL and IRL, focuses on defending against test-time attacks where an
external adversary perturbs the agent during deployment [61, 17]. However, the threat of a
training-time attack, where the adversary is the demonstrator who poisons the training
data, has been largely unaddressed.

This reveals a crucial research gap: the vulnerability of foundational IRL al-
gorithms to training-time Data Poisoning attacks. While modern IL has scaled
to complex problems, these advances often inherit the principles, and thus the potential
vulnerabilities, of the MaxEnt framework. The susceptibility of this core algorithm to a
malicious demonstrator who intentionally provides corrupted data to sabotage the learned
policy has not been systematically investigated. The precise nature of this fragility, and
the methods to defend against it, remain open and pressing questions.

This thesis addresses this gap by investigating the following questions: How can an
attacker optimally craft malicious trajectories to poison the MaxEnt IRL objective? What
is the theoretical and empirical fragility of this algorithm to such attacks? And what
defense mechanisms can be developed to ensure the integrity of the learning process in
untrusted environments? Answering these questions is essential for the safe and reliable
deployment of agents that learn from demonstration.
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Chapter 3

Preliminaries and Problem
Statement

This chapter builds the theoretical foundation for our analysis of vulnerabilities in Inverse
Reinforcement Learning (IRL). We begin with the core framework of sequential decision-
making, the Markov Decision Process (MDP). We then introduce IRL as the problem of
inferring objectives from observed behavior and highlight its inherent ambiguities. As a
solution, we provide a detailed look at Maximum Entropy IRL, a principled probabilistic
approach that is central to this thesis. Finally, we establish the security context by formally
stating the core research problem of this work.

Readers already familiar with Reinforcement Learning (RL) and IRL may choose to
skip directly to Section 3.5, where the problem statement is introduced.

3.1 Sequential Decision-Making

Sequential decision-making is mathematically formalized by the Markov Decision Process
(MDP), which provides the fundamental language for reinforcement learning [71, 57].

3.1.1 The MDP Framework

An MDP is a mathematical framework for modeling decision-making under uncertainty,
defined by a tuple M = (S,A, P,R, γ, T ).[62, 9].

15



• State Space (S): A finite set of states describing the environment.

• Action Space (A): A finite set of actions available to the agent.

• Transition Function (P ): P (s′ | s, a) is the probability of transitioning to state s′

from state s after taking action a. It defines the environment’s dynamics and assumes
the Markov Property, meaning the next state depends only on the current state and
action [71].

• Reward Function (R): R : S × A → R specifies the immediate reward for taking
an action in a state and implicitly defines the agent’s goal.

• Discount Factor (γ): γ ∈ [0, 1] discounts future rewards, balancing immediate and
long-term gains.

• Horizon (T ): Specifies the number of decision steps.

Note that this work assumes an undiscounted finite-horizon MDP. In finite-horizon
MDPs, the horizon length T implicitly plays a similar role by bounding the sum of
rewards, even when γ = 1.

The agent’s behavior is defined by a policy, π(a|s), which is a probability distribution
over actions for a given state. The agent’s goal is to learn a policy that maximizes the
return, Gt, which is the discounted sum of future rewards:

Gt =
∞∑
k=0

γkRt+k+1 (3.1)

The core notation used throughout this thesis is summarized in Table 3.1.

Table 3.1: Core MDP and Reinforcement Learning Notation.

Symbol Description

S A finite set of states (state space).
s, s′ Specific states, where s, s′ ∈ S.
A A finite set of actions (action space).
a A specific action, where a ∈ A.
P (s′ | s, a) Probability of transitioning to state s′ from state s after taking ac-

tion a.
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Table 3.1: Core MDP and Reinforcement Learning Notation (continued).

Symbol Description

R(s, a) Immediate reward for taking action a in state s.
γ Discount factor, where γ ∈ [0, 1).
π(a | s) Policy: the probability of taking action a in state s.
τ A trajectory (or episode): a sequence of state-action pairs

(s0, a0, s1, a1, . . . ).
Gt Return: the discounted sum of rewards from time step t.
V π(s) State-value function: the expected return starting from state s and

following policy π.
Qπ(s, a) Action-value function: the expected return after taking action a in

state s and then following policy π.
V ∗(s), Q∗(s, a) The optimal state-value and action-value functions, respectively.
π∗ An optimal policy that maximizes the expected return.

3.1.2 Value Functions and Optimal Policies

To evaluate a policy, we use value functions to estimate the expected return. The state-
value function, V π(s), is the expected return from starting in state s, while the action-value
function, Qπ(s, a), is the expected return from taking action a in state s and then following
policy π.

These functions adhere to a recursive relationship defined by the Bellman equations
[9]. The ultimate goal is to find an optimal policy, π∗, which achieves the highest possible
expected return from any state [71]. An optimal policy yields the optimal value functions,
V ∗ and Q∗, which uniquely satisfy the Bellman optimality equations:

V ∗(s) = max
a∈A

(
R(s, a) + γ

∑
s′∈S

P (s′|s, a)V ∗(s′)

)
(3.2)

Q∗(s, a) = R(s, a) + γ
∑
s′∈S

P (s′|s, a)max
a′∈A

Q∗(s′, a′) (3.3)

Solving an MDP is equivalent to finding a value function that satisfies this optimality
condition.
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3.2 Solving Markov Decision Processes

When the model of a Markov Decision Process (MDP) is fully known, meaning both the
transition probabilities P (s′|s, a) and reward function R(s, a) are available, finding an
optimal policy becomes a planning problem. This problem can be solved using several
methods, most notably Dynamic Programming (DP) and Linear Programming (LP).

3.2.1 Dynamic Programming

Dynamic Programming solves MDPs by converting the Bellman equations into practical,
iterative algorithms [71, 10]. The two primary DP methods are Policy Iteration and Value
Iteration.

Policy Iteration (PI) computes an optimal policy by alternating between two steps
until the policy stabilizes [38]. Starting with an arbitrary policy π, the algorithm first
performs policy evaluation, where the state-value function V π is calculated by iteratively
applying the Bellman expectation equation. Once the value function for the current policy
has converged, the algorithm proceeds to policy improvement. In this step, a new,
better policy is formed by acting greedily with respect to V π for every state. This two-step
cycle is guaranteed to converge to the optimal policy π∗ in a finite number of iterations for
a finite MDP [71].

Value Iteration (VI) combines the evaluation and improvement steps of PI into a single,
more efficient update rule derived from the Bellman optimality equation [62]. Instead of
iterating on the policy, VI iterates directly on the value function using the following update:

Vk+1(s)← max
a∈A

(
R(s, a) + γ

∑
s′∈S

P (s′|s, a)Vk(s
′)

)
(3.4)

This process repeats until the value function converges to the optimal value function V ∗.
The optimal policy π∗ is then extracted by selecting the greedy action in each state with
respect to V ∗. While PI may converge in fewer iterations, each iteration is more compu-
tationally complex. The faster updates of VI often make it more efficient, particularly for
problems with large state spaces [71].
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3.2.2 Linear Programming

The problem of solving an MDP can also be formulated as a Linear Program (LP), offering
a non-iterative approach to finding an optimal solution [62, 52]. This perspective is valuable
because it formally establishes that solving an MDP is a convex optimization problem.

The Primal Formulation. The primal LP formulation solves for the optimal value
function V ∗ directly. The objective is to find a value function that satisfies the Bellman
optimality conditions while being as small as possible. The formulation is:

min
V

∑
s∈S

α(s)V (s)

subject to V (s) ≥ R(s, a) + γ
∑
s′∈S

P (s′ | s, a)V (s′), ∀s ∈ S,∀a ∈ A
(3.5)

Here, α(s) is a vector of positive weights (e.g., an initial state distribution) ensuring a
well-posed problem, though the choice of α(s) does not affect the optimal solution V ∗.
The constraints force the value of any state V (s) to be at least as large as the value that
would be obtained by taking any action a and following the optimal policy thereafter. The
minimization objective ensures that at the solution V ∗, the inequality becomes an equality
for at least one action in each state, thereby satisfying the Bellman optimality equation.

The Dual Formulation and its Interpretation. The dual of the primal LP provides
a powerful and intuitive perspective by optimizing over a different set of variables. The
dual formulation is:

max
y

∑
s∈S

∑
a∈A

y(s, a)R(s, a)

subject to
∑
a∈A

y(s′, a) = α(s′) + γ
∑
s∈S

∑
a∈A

y(s, a)P (s′ | s, a), ∀s′ ∈ S

y(s, a) ≥ 0, ∀s ∈ S,∀a ∈ A

(3.6)

The dual variables y(s, a) have a direct interpretation: they represent the discounted ex-
pected number of times action a is taken in state s. This quantity is known as the state-
action occupancy measure. The objective is to find the occupancy measures that
maximize the total expected discounted reward. The constraints ensure flow conservation,
balancing the occupancy of a state with the probability of starting there and transitioning
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into it from other state-action pairs. The power of the dual formulation lies in its direct
link to policy execution. Once the optimal occupancy measures y∗(s, a) are found, the
optimal stochastic policy π∗(a|s) can be recovered through simple normalization:

1

π∗(a|s) = y∗(s, a)∑
a′∈A y∗(s, a′)

(3.7)

This formulation yields a stationary policy because it assumes an infinite-horizon, dis-
counted MDP. In Section 4.3, however, we consider a finite-horizon variant of the problem.
In that case, the occupancy measure depends explicitly on time, yt(s, a), and the recovered
policy πt(a|s) becomes non-stationary (time-indexed). This distinction explains why the
policy in Section 4.3 depends on t.

This dual perspective is central to our work, as it shifts the optimization problem from
finding indirect values to finding direct measures of policy behavior.

3.3 Inverse Reinforcement Learning

The methods discussed in the previous section require a known and well-defined reward
function R. In many real-world applications, this assumption is unrealistic. Manually
designing a reward function to capture a desired behavior for a complex task, such as
autonomous driving or robotic manipulation, is difficult and often impractical [1, 6]. A
minor misspecification of the reward can lead to unintended and undesirable behavior.

IRL provides an alternative. Instead of using a reward function to generate a policy,
IRL seeks to reverse this process. It infers the underlying reward function that best explains
an expert’s observed behavior [57, 6].

3.3.1 IRL Problem Formulation

The formal problem of IRL is to recover an agent’s reward function from its observed
actions. An IRL algorithm takes two inputs: a set of expert-generated trajectories,

1The primal–dual LP written above corresponds to the infinite-horizon discounted case, where γ < 1
ensures the expected return is finite and the dual variables y(s, a) represent discounted occupancy measures.
For finite-horizon MDPs, the LP is modified to use time-indexed occupancies yt(s, a) with explicit horizon
T , which we adopt later in Section 4.3.
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Dexp = {τ1, τ2, . . . , τM}, where each trajectory τ is a sequence of state-action pairs, and the
environment’s dynamics, P [1, 79]. The objective is to find a reward function R∗ under
which the expert’s policy, πE, is optimal or near-optimal.

To make this problem tractable, the reward function is commonly modeled as a linear
combination of a set of d-dimensional features, ϕ(s, a) ∈ Rd:

R(s, a) = w⊤ϕ(s, a)

In this model, the feature vector ϕ(s, a) captures important properties of a state-action
pair. For instance, in autonomous driving, features might include speed, distance to a
leading vehicle, and lane centeredness. The unknown weight vector w ∈ Rd represents the
expert’s preferences for each feature [1, 79]. The IRL problem thus becomes the task of
learning this finite-dimensional weight vector w.

A key concept in many IRL algorithms is feature expectations, which represent the
expected discounted cumulative feature vector for a policy π [1]:

µ(π) = Eτ∼π

[
∞∑
t=0

γtϕ(st, at)

]
The feature matching principle states that the goal is to find a policy π̃ whose feature
expectations µ(π̃) match the empirical feature expectations from the expert’s demonstra-
tions, µE. If ∥µ(π̃)−µE∥2 ≤ ϵ for a small ϵ, the learned policy’s performance is guaranteed
to be close to the expert’s performance with respect to the expert’s true, unknown reward
function [1].

3.3.2 Ambiguity in Reward Inference: The Ill-Posed Nature of
IRL

As discussed in Chapter 2, a fundamental challenge in IRL is that the problem is mathe-
matically ill-posed [66, 57]. This means the reward function cannot be uniquely identified
from the expert’s policy, even if that policy is perfectly optimal [4, 28]. Many different re-
ward functions can explain the same observed behavior. This ambiguity arises from several
sources:

1. The Trivial Reward Function: A constant reward function, such as R(s, a) = 0
for all states and actions, makes every policy optimal. If all actions yield the same
reward, no behavior is preferable to any other.
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2. Scaling Invariance: If a policy π∗ is optimal for a reward function R, it is also
optimal for any positively scaled version λR, where λ > 0. Uniformly scaling rewards
does not change the relative preference between actions, so the optimal policy remains
the same.

3. Potential Shaping: A more subtle source of ambiguity comes from potential-based
reward shaping [56]. Any reward function can be altered with a specific “potential
shaping” term without changing the optimal policy. For any function Φ : S → R
that maps states to a scalar value, the transformed reward function:

R′(s, a) = R(s, a) + γEs′∼P (·|s,a)[Φ(s
′)]− Φ(s)

produces the same set of optimal policies as the original reward function R. This
implies that an infinite set of structurally different reward functions can generate the
same optimal behavior, making them indistinguishable by observation alone.

This non-identifiability is the central hurdle that has driven the development of modern
IRL algorithms. Early methods, like max-margin approaches, used heuristics to resolve the
ambiguity, such as finding a reward function that makes the expert’s policy optimal by
the largest possible margin [1]. The development of probabilistic frameworks, particularly
Maximum Entropy IRL, was a direct response to this ambiguity, shifting the goal from
finding a single correct reward function to characterizing a distribution over behaviors
consistent with the expert’s demonstrations.

3.4 Maximum Entropy IRL

To address the core ambiguity in IRL, a probabilistic framework based on the principle of
maximum entropy was introduced [79, 78, 76, 27]. This method infers the reward function
that best explains the observed behavior while assuming as little as possible beyond the
data.

3.4.1 The Maximum Entropy Principle

The principle of maximum entropy is a foundational idea in information theory, commonly
applied in statistical inference [40, 79]. It states that, given certain known constraints (such
as feature expectations from observed data), the best choice of a probability distribution
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is the one with the highest entropy. This means selecting the most uniform or unbiased
distribution that still satisfies the constraints. By avoiding unwarranted assumptions, this
approach leads to simpler models that explain the data while reducing the risk of overfitting
and improving generalization [79].

3.4.2 The MaxEnt IRL Framework

Maximum Entropy IRL (MaxEnt IRL) applies this principle by finding the probability
distribution over trajectories, p(τ), that has the highest entropy while also being consis-
tent with the expert’s observed behavior. This consistency is enforced by constraining
the distribution’s expected feature counts to match the empirical feature counts from the
demonstrations. This leads to the following constrained optimization problem:

max
p

[
−
∑
τ

p(τ) log p(τ)

]
s.t.

∑
τ

p(τ)ϕ(τ) = µE (3.8)

where ϕ(τ) =
∑

(s,a)∈τ ϕ(s, a) is the cumulative feature vector for a trajectory τ , and µE

is the empirical feature count from the expert demonstrations. This formulation ensures
that the learned distribution is maximally non-committal beyond the constraints imposed
by the expert’s behavior.

The solution to this entropy maximization problem is a Gibbs distribution, where the
probability of a trajectory τ is exponentially proportional to the rewards accumulated
along it [79, 27]:

P (τ | w) = 1

Z(w)
exp

(
w⊤ϕ(τ)

)
, (3.9)

Here, the reward weights w serve as the Lagrange multipliers for the feature matching
constraints in the optimization problem. Z(w) is the partition function, which normalizes
the distribution:

Z(w) =
∑
τ

exp
(
w⊤ϕ(τ)

)
.

The learning objective is to find the reward weights w that maximize the likelihood of the
observed expert demonstrations Dexp:

w∗ = argmax
w

∑
τ∈Dexp

logP (τ | w). (3.10)

The gradient of the log-likelihood has an intuitive form [79]:

∇wL(w) = µE − Eτ∼P (·|w)[ϕ(τ)], (3.11)
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where µE is the empirical average of feature counts over the expert trajectories. This
gradient reflects the difference between the expert’s feature expectations and those induced
by the current model. Learning proceeds by adjusting w to minimize this gap. The
optimization problem is convex and can be solved using gradient-based methods. For
clarity and completeness, we summarize the standard Maximum Entropy IRL algorithm
in Algorithm 1, following [79]. We include this detailed description because it provides the
foundation for our later discussion of vulnerabilities and adversarial demonstrations.

The MaxEnt IRL framework offers a significant advantage over earlier deterministic
approaches, as summarized in Table 3.2. By producing a full probability distribution
over behaviors, it naturally accounts for noise and sub-optimality. This principled use of
uncertainty helps resolve the ambiguity inherent in IRL and makes MaxEnt IRL more
robust to imperfect demonstrations.

3.5 Problem Statement

The previous sections established that MaxEnt IRL provides a robust framework for learn-
ing from demonstrations, even when they are suboptimal. This robustness, however, relies
on the fundamental assumption that the demonstrator acts in good faith [79, 7, 19]. This
thesis challenges that assumption by investigating a scenario where a malicious adversary
intentionally corrupts the demonstration data to manipulate the learning process. We
model this as a data poisoning attack.

Adversarial Demonstration Injection. Consider a standard IRL setting where a
learner aims to recover a reward function from a dataset of expert demonstrations, Dexp ={
τ iexp
}M
i=1

. The recovered reward function, R̂, is then used to train a final deployed pol-
icy, πdeployed. Now, suppose an adversary generates a dataset of malicious demonstrations,

Dmal =
{
τ jmal

}K
j=1

, by following a malicious policy, πmal. The adversary’s demonstrations

are injected into the training set, creating a poisoned dataset Dmod. This modified dataset
is composed of a fraction of malicious data, δ ∈ [0, 1], and a fraction of expert data, 1− δ.
When the IRL algorithm is applied to Dmod, it recovers a perturbed reward function, R̃,
which in turn yields a corrupted deployed policy, π̃deployed.

Adversarial Objective. The adversary’s goal is to design the malicious policy πmal such
that the performance of the resulting deployed policy, π̃deployed, is minimized. Performance
is measured by the expected return under the true (and unknown to the learner) expert
reward function, Rexp.
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Algorithm 1 Maximum Entropy Inverse Reinforcement Learning (MaxEnt IRL) [79]

1: Input: Expert trajectories {τi}Ni=1, feature map ϕ(s, a), learning rate α, convergence
threshold ϵ

2: Initialize: Reward weights w0 (e.g., zeros or small random values), iteration counter
k = 0

3: Compute empirical feature counts from expert demonstrations:

µE =
1

N

N∑
i=1

T∑
t=0

ϕ(sit, a
i
t)

4: while ∥µE − µk∥2 > ϵ do
5: Compute reward function: Rk(s, a) = w⊤

k ϕ(s, a)
6: Compute soft value function Vk(s) via backward soft value iteration:

Vk(s) = log
∑
a

exp

(
Rk(s, a) + γ

∑
s′

P (s′|s, a)Vk(s
′)

)

7: Derive stochastic policy:

πk(a|s) =
exp (Rk(s, a) + γ

∑
s′ P (s′|s, a)Vk(s

′))∑
a′ exp (Rk(s, a′) + γ

∑
s′ P (s′|s, a′)Vk(s′))

8: Estimate expected feature counts µk under current policy πk (e.g., via forward state
visitation):

µk = Eτ∼πk

[
T∑
t=0

ϕ(st, at)

]
9: Update reward weights:

wk+1 ← wk + α(µE − µk)

10: k ← k + 1
11: end while
12: Return: Final reward weights wk
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Similarity Constraint. To be effective in a data poisoning attack, the adversarial demon-
strations must closely resemble those of the expert in distribution. The adversarial demon-
strations should be statistically similar to the expert demonstrations to avoid detection.
We formalize this with a constraint:

d(Dmal,Dexp) ≤ ϵ, (3.12)

where d(·, ·) is a suitable divergence metric and ϵ is a small tolerance threshold. Given
the mechanics of MaxEnt IRL, a natural choice for d is a distance metric based on feature
expectations.

Building upon these concepts, we formally investigate the following research problem:

Problem 1. Can a malicious policy be designed to significantly impair the performance
of a deployed policy learned from an IRL-recovered reward when a fraction δ of expert
demonstrations is substituted with adversarial data, while the adversarial data remains
statistically indistinguishable from the expert’s? To what extent does the performance of
this learned policy degrade?

This problem gives rise to several fundamental questions that this thesis aims to answer:

1. What strategies can a malicious demonstrator employ to manipulate the learned
policy most effectively?

2. How sensitive is MaxEnt IRL to adversarial corruption of its training data, and how
much data manipulation is required for significant performance degradation?

3. In safety-critical environments, what are the practical implications of such adversarial
corruption on agent behavior?

Chapter Summary

This chapter established the theoretical groundwork and defined the central problem for the
thesis. We began with the Markov Decision Process (MDP), the formal framework for
sequential decision-making. We then introduced IRL as the problem of inferring rewards
from demonstrations, highlighting that it is fundamentally ill-posed due to the ambiguity
of reward functions.

To address this challenge, we provided a detailed overview of Maximum Entropy
(MaxEnt) IRL, a principled probabilistic method that resolves ambiguity by finding the
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reward function that explains the expert’s behavior with the least possible commitment.
This is achieved by finding a distribution over behaviors that matches the expert’s observed
feature expectations while maximizing entropy.

Finally, we leveraged these concepts to formalize our research problem. We defined
an adversarial data poisoning attack model where a malicious agent injects carefully
crafted demonstrations into an expert dataset. The adversary’s goal is to corrupt the re-
ward function inferred by a MaxEnt IRL algorithm, thereby degrading the performance
of the final deployed policy, all while remaining undetected. With the foundational con-
cepts established and the research problem defined, we now proceed to develop our attack
methodology and analyze its effectiveness.
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Table 3.2: A Comparison of IRL Paradigms: Max-Margin vs. Maximum Entropy.

Aspect Max-Margin IRL [1] Maximum Entropy
IRL [79]

Core Principle Seeks a reward function
where the expert’s pol-
icy value exceeds that of
all other policies by the
largest margin.

Finds the reward func-
tion that makes the ex-
pert’s behavior max-
imally likely under a
probabilistic model that
is otherwise maximally
non-committal.

Optimization Problem A constrained optimiza-
tion problem that max-
imizes the value margin
between the expert’s pol-
icy and all alternatives.

An unconstrained con-
vex optimization prob-
lem that maximizes the
log-likelihood of the ex-
pert trajectories, which
is equivalent to matching
feature expectations.

Ambiguity Resolution Assumes expert optimal-
ity and resolves ambigu-
ity by finding the reward
that makes the expert
appear “most” optimal.

Resolves ambiguity by
selecting the maximum
entropy (most random)
policy distribution con-
sistent with the expert’s
observed feature counts.

Resulting Policy Typically deterministic,
as the learned reward
is used with a standard
MDP solver (e.g., Value
Iteration).

Inherently stochastic.
The probability of a tra-
jectory τ is exponentially
proportional to its re-
ward: P (τ) ∝ exp(R(τ)).

Robustness to Suboptimality Sensitive to suboptimal
demonstrations. Can fail
if no reward function ren-
ders the expert’s policy
strictly optimal.

Naturally handles subop-
timal and noisy demon-
strations by modeling
a distribution over all
behaviors rather than as-
suming a single optimal
path [78].
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Chapter 4

Methodology

Building on the problem statement defined in Chapter 3, this chapter details the methodol-
ogy for investigating adversarial attacks against Maximum Entropy Inverse Reinforcement
Learning (IRL). We develop a formal, optimization-based framework to generate maximally
harmful yet indistinguishable adversarial demonstrations. This allows us to precisely model
the adversary’s capabilities and systematically evaluate the impact of their data poisoning
attack on the learner’s final policy.

4.1 Threat Model and Methodological Assumptions

To formally analyze the research problem stated in Section 3.5, we must first define the
specific threat model and methodological assumptions that ground our investigation. These
choices allow us to establish a worst-case scenario to determine the system’s vulnerability.

• Adversary’s Goal (Performance Degradation): Consistent with our problem
statement, the adversary’s primary objective is to manipulate the training data such
that the final policy deployed by the learner achieves the lowest possible expected
cumulative reward under the true, secret reward function.

• Adversary’s Knowledge (White-Box Attack): We assume a white-box at-
tack model, where the adversary has complete knowledge of the system: the MDP’s
transition function (P ), the expert’s true reward weights (w∗), and access to the ex-
pert’s policy or demonstrations. This strong assumption is standard for foundational
security analysis and allows us to establish the maximum potential threat.
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• Adversary’s Capability (Data Poisoning): The adversary’s sole capability is
to inject a limited number of maliciously crafted demonstration trajectories into the
expert’s dataset, modeled by a contamination ratio δ ∈ [0, 1]. The adversary cannot
alter the IRL algorithm itself.

• Learner and Environment Scope: Our analysis focuses exclusively on Maxi-
mum Entropy IRL within finite-horizon, discrete-state, and discrete-action MDPs.

• Similarity Metric: We formalize the similarity constraint from Problem 1 using
an ℓ2-norm bound on feature expectations, following the approach of [36]. This
metric is computationally tractable and directly relevant to the feature-matching
objective of MaxEnt IRL. The choice of the ℓ2-norm encourages the adversary to
make many small, subtle changes across all features rather than a few large, obvious
ones, making the attack more difficult to detect via simple observation. We also
use the ℓ2-norm because it is a standard metric for measuring the distance between
feature expectations in previous IRL work.

While the white-box assumption is a limitation, analyzing this worst-case scenario
provides a crucial security baseline. Insights gained from this model can inform the devel-
opment of defenses against more constrained, real-world attackers.

4.2 Modeling the Expert and the Adversary

To address this problem, we require formal models for the genuine expert and the malicious
adversary. The expert provides demonstrations that the IRL agent aims to emulate, while
the adversary attempts to corrupt this learning process. This section details the formal
models for both agents, establishing the foundation for our analysis.

4.2.1 Expert Model: Soft Value Iteration

To align with the probabilistic nature of Maximum Entropy IRL, we model the expert
as a softly rational agent rather than a perfectly optimal one [78, 79]. A softly rational
agent balances the goal of maximizing cumulative reward with maintaining a degree of
stochasticity, or entropy, in its policy. This behavior, which can capture more realistic
forms of decision-making, is modeled using Soft Value Iteration (SVI). SVI is a well-
established modification of the classic Value Iteration algorithm [78, 35].
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SVI incorporates an entropy term into the Bellman equation [79]. Whereas the stan-
dard Bellman operator uses a “hard” maximum to select the single best action, the soft
Bellman operator uses a “soft” maximum. This operation, formally a log-sum-exp func-
tion, considers a weighted combination of all actions [78]. The resulting soft Q-value,
Q∗

soft(s, a), represents the value of a state-action pair adjusted for this policy entropy. The
optimal soft value function is defined as [78]:

V ∗
soft(s) = α log

∑
a′∈A

exp

(
1

α
Q∗

soft(s, a
′)

)
(4.1)

The optimal policy under this framework, which we use to model our expert, πexpert, is
derived from a softmax distribution over the soft Q-values:

πexpert(a | s) =
exp

(
1
α
Q∗

soft(s, a)
)∑

a′∈A exp
(
1
α
Q∗

soft(s, a
′)
) = exp

(
1

α
(Q∗

soft(s, a)− V ∗
soft(s))

)
(4.2)

Here, α > 0 is a temperature parameter that controls the level of stochasticity. As α→ 0,
the policy approaches a deterministic optimal policy. Conversely, larger values of α lead
to more uniform, exploratory behavior. This model provides a principled method for
generating the expert demonstrations, Dexpert, that serve as the ground truth for the IRL
problem.

4.2.2 Adversarial Model: Constrained Value Minimization

The adversary’s goal is to find a policy that is maximally harmful yet stealthy. We model
this as a constrained optimization problem: the adversary seeks a policy that minimizes
the expected cumulative reward under the true reward function R∗, while ensuring its
behavior stays close enough to that of the expert to avoid detection.

This stealth requirement is formalized through feature matching. Since MaxEnt
IRL learns a reward function by matching the expert’s feature expectations, the adversary
exploits this by generating trajectories whose feature counts are nearly identical to those
of the expert. Specifically, the adversary’s expected feature vector must lie within an ϵ-ball
of the expert’s empirical feature vector ϕ̂E, computed from the expert’s demonstration set
Dexpert. We express this similarity constraint as:∥∥∥∥∥∑

t,s,a

x(s, a)tϕ(s)− ϕ̂E

∥∥∥∥∥
p

≤ ϵ (4.3)
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where x(s, a)t is the occupancy measure of the adversarial policy and ϕ(s) is the feature
vector for state s. This constraint ensures that the adversary’s trajectories remain close to
the expert’s, even as they encode a harmful objective.

The choice of norm ∥ · ∥p defines the adversary’s stealth strategy. In this work, we use
the ℓ2-norm, which encourages small, spread-out changes across all features, making the
attack more subtle and harder to detect.

4.3 An Optimization Framework for Adversarial At-

tacks

We formulate the task of generating deceptive demonstrations as a convex optimization
problem using occupancy measures and feature matching. This lets the malicious demon-
strator find a policy that minimizes the true expected return while staying statistically
close to the expert, and allows us to use efficient solvers to find the optimal deceptive
policy under the given constraints.

4.3.1 Occupancy Measures for Policy Representation

The key technique that makes our framework tractable is the use of state-action oc-
cupancy measures. An occupancy measure x(s, a)t represents the expected number of
times a policy visits state s and takes action a at time step t. There is a one-to-one corre-
spondence between policies and the set of valid, feasible occupancy measures [72]. This is
powerful because policy-dependent expectations, which are often complex, become linear
functions of the occupancy measure. This allows us to transform the difficult problem of
searching over the space of policies into an efficient search over the convex polytope of valid
occupancy measures.
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4.3.2 The Adversarial Optimization Problem

The adversary solves the following optimization problem to find the optimal deceptive
occupancy measure, x∗:

min
x(s,a)t

∑
s,a,t

γtx(s, a)tϕ(s)Tw∗ (4.4a)

subject to:

∥∥∥∥∥∑
s,a,t

x(s, a)tϕ(s)− ϕ̂E

∥∥∥∥∥
2

≤ ϵ, (4.4b)∑
a∈A

x(s, a)t =
∑

s′∈S,a′∈A

P (s|s′, a′)x(s′, a′)t−1, ∀s, t, (4.4c)∑
s,a

x(s, a)0 = p0(s), ∀s, (4.4d)

x(s, a)t ≥ 0, ∀s, a, t. (4.4e)

Here, (4.4a) is the value-minimization objective, (4.4b) is the ℓ2-norm stealth constraint,
and constraints (4.4c)-(4.4e) ensure that the resulting x is a dynamically feasible occupancy
measure corresponding to a valid policy.

4.3.3 Policy Extraction from Occupancy Measures

The solution to the optimization problem is an occupancy measure, x∗(s, a)t. To generate
trajectories, this measure must be converted into an executable policy, πt(a|s).

Because we consider a finite-horizon MDP of length T , the extracted policy is non-
stationary (time-indexed). This does not contradict the Markov property: the process
remains Markovian, but optimal actions may vary across time steps since the remaining
horizon length influences decision-making.

First, we compute the time-dependent state occupancy measure, x̃t(s), by marginalizing
over actions:

x̃t(s) :=
∑
a∈A

x∗(s, a)t ∀s ∈ S, t = 0, 1, . . . , T. (4.5)

The time-indexed policy πt(a | s) is then recovered by normalizing the state-action occu-
pancy by the state occupancy at each time step [30]:

πt(a | s) =


x∗(s, a)t

x̃t(s)
, if x̃t(s) > 0,

πt
0(a), otherwise,

(4.6)
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where πt
0(a) is a default policy (e.g., a uniform random policy) for states not visited under

the optimal adversarial plan. By construction, this ensures that for each time t and state
s, the action probabilities sum to one:

∑
a∈A πt(a | s) = 1. This policy is then used to

generate the set of adversarial demonstrations, Dadv, which can be used to evaluate the
vulnerability of an IRL agent.

4.3.4 Algorithmic Implementation

The problem in (4.4) is a Quadratically Constrained Linear Program (QCLP), which can be
solved efficiently using standard convex optimization software (e.g., CVXPY with a solver
like MOSEK or Gurobi). The overall process for generating adversarial data is summarized
in Algorithm 2.

Algorithm 2 Adversarial Trajectory Generation

1: Input: Environment (P, γ, p0), true reward weights w∗, expert policy model (SVI with
parameter α), stealth budget ϵ.

2: Generate a set of expert demonstrations Dexpert by rolling out πexpert.

3: Compute the empirical expert feature expectations ϕ̂E from Dexpert.
4: Construct the optimization problem defined in Equation (4.4).
5: Solve the QCLP to obtain the optimal adversarial occupancy measure x∗(s, a)t.
6: Extract the time-indexed adversarial policy πt

adv(a|s) from x∗(s, a)t.
7: Generate a set of adversarial demonstrations Dadv by rolling out πt

adv.
8: Output: Adversarial dataset Dadv.

4.3.5 Baseline for Comparison: The Constrained Randomized
Policy

To evaluate the strategic nature of our adversarial policy, we must compare it against a
meaningful baseline. A naive attack could simply inject random noise, which might also
degrade the IRL agent’s performance. To demonstrate that our optimization-based attack
is more effective than random corruption, we establish a baseline that is subject to the
same statistical constraint as our adversary.

This baseline is a randomized policy whose occupancy measure is also constrained
to satisfy Equation 4.4b. In states where the feature-matching constraint is not active,
this policy defaults to uniform random action selection, as described by the ‘otherwise‘
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case in Equation 4.6. This baseline is more rigorous than unconstrained noise because
it maintains the same statistical similarity to the expert as the optimized adversary. By
comparing the performance degradation caused by our strategic adversary to that caused
by this constrained random policy, we can isolate the impact of the value-minimization
objective, separating strategic harm from the effects of mere statistical deviation.

4.4 Justification of the Adversarial Objective

This section provides the formal mathematical reasoning that underpins our choice of
adversarial objective. We demonstrate that for an adversary conducting a data poisoning
attack, the goal of maximally degrading the performance of the final policy learned by
a feature-matching IRL agent is provably equivalent to minimizing the expected value of
the adversarial demonstrations themselves. This equivalence is critical, as it validates the
specific optimization problem formulated in our methodology.

We begin by formally defining the components of the adversarial interaction.

Definition 1 (Component Definitions). Let the following be defined for an MDP with true
reward weights w∗ ∈ Rd and feature map ϕ:

• Feature Expectations µ(π) ≜ Eπ[
∑

t ϕ(st)]: The expected feature vector for a policy
π.

• Policy Value V (π) ≜ w∗⊤µ(π): The true expected return of policy π.

• Expert and Adversarial Features: µE ≜ µ(πE) and µA ≜ µ(πA) are the feature
expectations of the expert and adversarial policies, respectively.

• Mixed Features µmix = (1− δ)µE + δµA: The feature expectations of the contami-
nated dataset, where δ ∈ (0, 1) is the mixing (contamination) ratio.

• Relearned Policy πrelearned: The policy learned by the agent, which, by the principle
of feature matching, satisfies µ(πrelearned) = µmix.

The adversary’s ultimate goal is to select their policy πA (and thus its feature vector
µA) to minimize the value of the final policy deployed by the learner, V (πrelearned), subject
to a stealth constraint ∥µA − µE∥2 ≤ ϵ. The following theorem proves that this goal is
equivalent to the more direct objective of minimizing V (πA).
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Theorem 1 (Equivalence of Adversarial Objectives). Minimizing the value of the final
learned policy, V (πrelearned), with respect to the adversary’s choice of µA is mathemati-
cally equivalent to minimizing the value of the adversarial policy, V (πA), under the same
constraints. Formally:

argmin
µA

V (πrelearned) = argmin
µA

V (πA)

Proof. The adversary’s primary objective is to solve the following optimization problem:

min
µA s.t. ∥µA−µE∥2≤ϵ

V (πrelearned)

We begin by expanding the objective function, V (πrelearned), using the definitions provided
in 1. By the principle of feature matching, the learned policy’s features are equal to the
mixed features.

V (πrelearned) = w∗⊤µ(πrelearned)

= w∗⊤µmix

Substituting the definition of µmix:

V (πrelearned) = w∗⊤ ((1− δ)µE + δµA)

= (1− δ)w∗⊤µE + δw∗⊤µA (by linearity of the dot product)

= (1− δ)V (πE) + δV (πA) (by definition of policy value)

The adversary’s optimization problem can therefore be expressed as finding the µA that
solves:

min
µA

[(1− δ)V (πE) + δV (πA)]

In this expression, the term (1 − δ)V (πE) is a constant with respect to the optimization
variable µA, since the expert’s policy πE, the true reward weights w∗, and the contamination
ratio δ are all fixed from the adversary’s perspective. Furthermore, since δ is a positive
constant, minimizing an affine function of the form C1 + δ · g(x) (where C1 is a constant)
is equivalent to minimizing the function g(x) itself.

Here, C1 = (1− δ)V (πE) and our function is g(µA) = V (πA). Therefore, the argument
µA that minimizes the full expression is the same as the argument that minimizes V (πA).
This shows the equivalence of the problems and completes the proof.

The result of Theorem 1 confirms that our chosen adversarial objective, minimizing
the value of the crafted demonstrations, is sufficient to produce demonstrations that most
effectively degrade the agent’s final performance.
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4.5 Chapter Summary

This chapter detailed the formal methodology for investigating adversarial attacks against
Maximum Entropy IRL. We began by establishing a precise white-box threat model, where
an adversary’s goal is to degrade the learner’s policy performance by injecting a limited
number of poisoned demonstrations. The adversary’s stealth is formally defined by an
ℓ2-norm similarity constraint on the demonstrations’ feature expectations.

The core of our methodology is an optimization framework that models the generation
of adversarial data as a convex optimization problem. By representing policies with state-
action occupancy measures, we transformed the complex search over policy space into a
tractable Quadratically Constrained Linear Program (QCLP). This allows the adversary
to efficiently find a policy that minimizes the expected cumulative reward under the true
reward function while remaining statistically indistinguishable from the expert. We also
outlined the complete algorithmic process for generating these adversarial trajectories and
established a constrained random policy as a baseline for comparison.

Critically, we provided a formal justification for our adversarial objective. We proved
through Theorem 1 that minimizing the value of the adversarial demonstrations is math-
ematically equivalent to the adversary’s ultimate goal: minimizing the performance of the
policy ultimately learned by the agent from the poisoned data. This theoretical validation
confirms the soundness of our approach. With this principled methodology in place, we
are equipped to empirically evaluate the threat of such adversarial attacks.
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Chapter 5

Simulation Studies

This chapter presents a series of simulation studies designed to empirically validate the
concepts developed in this thesis. We conduct controlled experiments to assess the impact
of mixed-policy demonstration data on Inverse Reinforcement Learning (IRL) and the per-
formance of policies trained on the inferred rewards. The primary objective is to quantify
how the presence of non-expert trajectories, specifically those generated by malicious and
random policies, affects the ability of a standard IRL algorithm to recover an expert’s
underlying reward function.

Our investigation is guided by two central research questions:

1. How sensitive are standard IRL algorithms, such as Maximum Entropy IRL, to
demonstration datasets that contain a mixture of expert and non-expert behaviors?

2. How do different types of non-expert data, specifically, systematically adversarial
versus purely random trajectories, differ in their impact on the reward inference
process?

To address these questions, we perform experiments in two well-understood grid-world
environments: CliffWorld and Four Rooms. These environments are computation-
ally tractable yet represent distinct challenges common in Reinforcement Learning (RL),
namely safety-critical navigation and complex exploration. By systematically varying the
proportion of non-expert data, denoted by δ, and a feature similarity constraint, denoted
by ϵ, we map the vulnerability surface of the IRL process.

This chapter is structured as follows. First, we detail the simulation setup, including the
methods for generating and mixing trajectories, the process for training the learning agent,
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and the specific characteristics of the experimental environments. Next, we present and
analyze the results from our two case studies, dedicating a section to each. In these sections,
we evaluate the performance of the learned policies and interpret the graphical results to
understand the vulnerabilities observed. We conclude with a comparative analysis and a
discussion of the key findings, highlighting their broader implications for applying IRL in
real-world scenarios where data sources may not be perfectly reliable.

5.1 Simulation Setup

We built a simulation pipeline to test how the composition of demonstration data affects
reward inference and policy learning. The pipeline’s core components are: the policies used
to generate trajectories, the data mixing procedure, the final policy training stage, and the
evaluation environments.

5.1.1 Trajectory Generation and Mixing

The foundation of our experiments is a dataset that mimics a scenario where expert demon-
strations are contaminated with data from other sources. This is a realistic assumption in
many applications where data is collected from users with varying skill levels or intentions.

Policy Definitions

We begin by defining three distinct policies for each environment:

• Expert Policy (πexpert): To align with the probabilistic framework of our model,
as discussed in 4.2, the expert is not assumed to be perfectly optimal, but rather
softly rational [79]. This expert policy, derived using Soft Value Iteration (SVI),
represents a highly proficient behavior that balances maximizing cumulative reward
with maintaining a degree of stochasticity. It serves as the target behavior for the
learning agent to imitate. We generate a set of 1000 expert trajectories by executing
this policy.

• Malicious Policy (πmalicious): An adversarial policy designed to find worst-case
demonstrations that mislead the reward learning process. As explained in 4.3 rather
than being random, this policy algorithmically generates behaviors that are subtly
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yet maximally detrimental. These behaviors are constrained to remain plausible
enough to be confused with expert demonstrations, making them effective for dis-
covering vulnerabilities in the reward model. A corresponding set of 1000 malicious
trajectories is generated.

• Random Policy (πrandom): A policy that selects an action uniformly at random
from the set of available actions in each state subject to the similarity constraint.
This policy serves as a baseline for unstructured, non-expert behavior. We generate
1000 trajectories by executing this policy.

Dataset Composition

With these three sets of trajectories, we create our final training datasets. Each dataset is a
mixture of expert trajectories and one of the two non-expert types (malicious or random).
A mixing ratio, denoted by δ ∈ [0, 1], controls the composition by defining the proportion
of non-expert trajectories. For a total dataset size of N = 1000 trajectories, the final set
contains (1− δ) ·N expert trajectories and δ ·N non-expert trajectories.

For instance, a mixing ratio of δ = 0.1 results in a dataset composed of 900 expert
trajectories and 100 malicious (or random) trajectories. This process allows us to sys-
tematically study how the level and type of data contamination affect the outcome. The
final mixed dataset serves as the input to the Maximum Entropy IRL algorithm, for which
we use the standard implementation provided by the imitation library [31]. Our central
hypothesis is that the algorithm will be misled by the non-expert data, and by observing
how the inferred reward function changes with different levels of contamination, we can
quantify the robustness of the method.

5.1.2 Reward Inference and Policy Training

The ultimate test of an inferred reward function is the quality of the policy it produces. A
reward function that appears plausible but leads to a suboptimal or unsafe policy is not
practically useful. Therefore, our evaluation process involves two key steps.

First, the MaxEnt IRL algorithm infers a reward function from the mixed-policy dataset.
Second, we use this inferred reward function to train a new policy from scratch. We refer
to this policy as the deployed policy (πdeployed). The training of πdeployed is a standard
RL problem where the agent’s objective is to find a policy that maximizes the cumulative
sum of the inferred rewards.

40



The performance of this deployed policy is our primary evaluation metric. We measure
its effectiveness by computing the empirical average return, which is the average total
true reward the policy accumulates over many evaluation episodes. Using the ground-
truth reward for evaluation allows us to objectively measure how well the deployed policy
performs the intended task, independent of the potentially flawed inferred reward. A
significant drop in the average true return of πdeployed indicates that data contamination has
successfully poisoned the reward inference process, resulting in an ineffective or dangerous
policy.

5.1.3 Simulation Environments

The choice of environment is crucial in any RL study. To ensure our findings are generaliz-
able, we selected two environments that present distinct challenges: the classic CliffWorld
and a modified Four Rooms environment. Both are visualized in Figure 5.1.

S

G
B

(a) Four Rooms environment

S G

B B B B B

(b) CliffWorld environment

Figure 5.1: A visualization of the two grid-world environments used in our simulation
studies. The goal state (G) is shown in green, the hazardous state (B) is in red, and the
agent’s starting state (S) is in blue. These environments provide structured testbeds for
safety and exploration challenges.
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CliffWorld

As depicted in Figure 5.1b, CliffWorld is a grid-based navigation task widely used to study
the trade-off between exploration and safety [71]. The environment consists of a grid where
an agent starts at a designated location (S) and must navigate to a goal (G). A large section
of the grid is a “cliff”, which represents a failure state.

The reward structure reflects the high stakes of a safety-critical application:

• Goal: Reaching the goal state provides a reward of +10.

• Cliff : Stepping into any state in the cliff region results in a large penalty of −10.

• Step Penalty: Each action incurs a small penalty of −1 to encourage finding an
efficient path.

The optimal policy in CliffWorld involves taking a longer, safer path along the edge of the
grid. Any policy that attempts a shortcut risks falling into the cliff. This makes CliffWorld
an excellent environment for studying how adversarial data can manipulate a learned policy
into taking unsafe actions. The planning horizon is set to T = 10, emphasizing the need
for both safe and efficient navigation.

Four Rooms

The Four Rooms environment, shown in Figure 5.1a, presents an exploration challenge.
Based on the MiniGrid framework [22], this environment consists of four interconnected
rooms with narrow passageways. The agent starts in one room and must navigate to a
goal located in another.

For our experiments, we modified the standard Four Rooms environment to ensure full
observability. This means the agent perceives the entire state of the environment at each
timestep. This modification simplifies the problem by removing the challenge of partial
observability, allowing us to focus purely on planning and decision-making in a larger state
space.

The reward structure is defined as follows:

• Goal: Reaching the goal state yields a reward of +1.

• Hazardous State: Entering a specific “hazardous” state (B) results in a penalty of
−3.
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• Step Penalty: A penalty of −1 is applied for each step to encourage efficiency.

Compared to CliffWorld, Four Rooms has a significantly larger state space and a longer
planning horizon of T = 50. The main difficulty is discovering the narrow passageways
to construct a path to the goal. This makes it a suitable test case for understanding how
adversarial data might affect a learned policy’s ability to explore and navigate in a more
complex environment.

5.2 Case Study 1: CliffWorld

The CliffWorld environment serves as our primary testbed for evaluating the impact of
adversarial data in a safety-critical context. The severe penalty for falling off the cliff
makes any deviation from the optimal safe path highly consequential. In this section, we
analyze how the performance of the deployed policy degrades in the presence of malicious
and random non-expert trajectories.

5.2.1 Impact of Malicious Trajectories

Our first experiments investigate the effect of the mixing ratio, δ, which controls the per-
centage of non-expert trajectories in the demonstration dataset. We do this by fixing a
value for ϵ and changing δ gradually. The results, presented in Figure 5.2, are clear. The
most critical observation is that malicious trajectories have a disproportionately
larger negative impact than random trajectories. For example, a small contamina-
tion of just 10% malicious data causes a drop in the deployed policy’s average return that is
comparable to that from a 50% contamination with random data. This finding highlights
a crucial vulnerability: MaxEnt IRL is particularly susceptible to structured, adversarial
noise. An adversary does not need to overwhelm the dataset with bad examples; a few
carefully chosen trajectories can be sufficient to compromise the learned reward function
and, consequently, the safety of the resulting policy.

This heightened sensitivity is a direct result of how the malicious policy is generated.
It actively produces trajectories that differ from the expert’s in terms of feature counts
(e.g., visiting different states) while remaining plausible enough to mislead the learning
algorithm. In CliffWorld, this often means generating trajectories that move closer to the
cliff’s edge or hit the cliff. When MaxEnt IRL processes this contaminated data, it may
incorrectly infer that states near the cliff are not as dangerous as they truly are, leading
to a deployed policy that takes unsafe shortcuts.
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Although our method does not explicitly target particular actions, in practice the result-
ing malicious trajectories tend to concentrate their errors around the most safety-critical
states (e.g., near the cliff edge). This emergent behavior mirrors what one might expect
from an adversary who deliberately manipulates only high-stakes actions, even though the
attack here is trajectory-level rather than action-level. As a result, the observed vulnera-
bility already approximates the effect of a more targeted adversary, highlighting how easily
structured noise can undermine safety.

5.2.2 Sensitivity to the Similarity Constraint

The second parameter we investigate is the similarity bound, ϵ, which constrains how
much the feature counts of non-expert trajectories can deviate from those of the expert.
A smaller ϵ forces non-expert trajectories to be very similar to the expert’s, while a larger
ϵ allows for greater deviation.

The plots in Figure 5.3 show a consistent trend: as ϵ increases, the average return of
the deployed policy steadily decreases. This is intuitive, as a larger ϵ gives the adversary
more freedom to generate misleading trajectories. At very low values of ϵ, the constraints
are tight, so neither the malicious nor the random policy can deviate significantly from the
expert, and the learned policy’s performance remains high.

However, an interesting phenomenon occurs at higher values of ϵ. The impact of the
random baseline begins to plateau because the random policy, being undirected, cannot
effectively exploit the additional freedom to degrade performance further. In contrast, the
malicious policy continues to drive down the average return. This demonstrates that the
malicious policy is more efficient at using its deviation budget to cause harm.

5.2.3 Summary of Findings in CliffWorld

The short planning horizon of CliffWorld (T = 10) likely exacerbates the performance
degradation, as the agent has little opportunity to recover from a poor decision. A single
wrong step can lead to a fall into the cliff. In summary, the CliffWorld case study un-
derscores a critical vulnerability for IRL applications in high-risk domains. The results
demonstrate that:

1. Adversarially generated trajectories are significantly more damaging than random
noise.
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Figure 5.2: Performance of the deployed policy (πdeployed) in CliffWorld as the mixing ratio
(δ) varies for different fixed similarity bounds (ϵ). Each plot shows the average return of the
policy trained on the reward inferred from a dataset contaminated with either malicious
or random trajectories. Results are compared against expert-only data (δ = 0). Curves
are averaged over 30 seeds, with shaded regions indicating standard deviation.
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Figure 5.3: Performance of the deployed policy (πdeployed) in CliffWorld as the similarity
bound (ϵ) varies for different fixed mixing ratios (δ). Each plot shows the average return of
the policy trained on the inferred reward. Curves are averaged over 30 seeds, with shaded
regions indicating standard deviation.

46



2. Even a small fraction of adversarial data can severely compromise the performance
and safety of the learned policy.

3. The short horizon and severe penalties characteristic of safety-critical tasks can am-
plify the effects of data poisoning.

These findings strongly suggest that for any real-world application of IRL where safety is
a primary concern, developers must actively consider and defend against the possibility of
systematic, adversarial manipulation of the demonstration data.

5.3 Case Study 2: Four Rooms

Moving from the safety-critical nature of CliffWorld, the Four Rooms environment allows
us to study the impact of adversarial data on a task defined by exploration in a large
state space. The primary challenge is not avoiding catastrophic penalty but efficiently
navigating a complex world to reach a goal. The longer planning horizon of T = 50 also
provides more opportunity for an agent to recover from suboptimal moves.

5.3.1 Analysis of Adversarial Impact

The most immediate observation from the results in Four Rooms (Figure 5.4 and 5.5) is
that the overall impact of adversarial trajectories is less severe than in CliffWorld. The
deployed policy’s performance degrades more gracefully as the mixing ratio δ and similarity
bound ϵ increase. This reduced sensitivity can be attributed to several factors:

• Larger State Space: The environment and its corresponding feature space are
much larger. In this high-dimensional space, it is more difficult for an adversary to
find specific feature deviations that can effectively and consistently mislead the IRL
algorithm.

• Longer Planning Horizon: With a horizon of T = 50, the cumulative feature
counts are less sensitive to single-state deviations. The impact of a few “bad” state
visits can be diluted over the course of a long trajectory.

• Milder Penalties: The task is one of reachability, not strict safety. The penalty for
entering the hazardous state (−3) is mild compared to the catastrophic cliff penalty.
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Despite this increased resilience, the adversarial threat remains. The malicious policy is still
consistently more effective at degrading performance than the random baseline, although
the gap between them is smaller than in CliffWorld. This confirms that the vulnerability of
MaxEnt IRL to directed attacks is a general phenomenon, even if its severity is modulated
by the environment.

5.3.2 Parameter Sensitivity in a Complex Environment

The effective scale of the similarity bound ϵ also differs in this environment. Due to the
higher-dimensional feature space and longer trajectories, the numerical values of feature
count differences are naturally larger. This is why the experiments in Four Rooms explore
a higher range for ϵ (up to 30.0) compared to CliffWorld (up to 10.0). This observation
highlights how the environment’s characteristics, such as its size and horizon, directly
influence the dynamics of the feature-space adversarial attack.

5.3.3 Summary of Findings in Four Rooms

The Four Rooms case study provides a crucial counterpoint to the severe failures observed
in CliffWorld. It demonstrates that the severity of the adversarial impact depends heavily
on the structure of the environment and the task. Key takeaways include:

1. Complexity as a Partial Defense: Larger state spaces and higher-dimensional
features can offer a degree of natural robustness against feature-space attacks, making
it harder for an adversary to craft a maximally damaging trajectory.

2. General Vulnerability Persists: While the impact is less severe, the performance
degradation from malicious data is still consistent and more significant than that
caused by random data, reaffirming the fundamental nature of the vulnerability.

3. Environment-Specific Attack Parameters: The effective range and impact of
hyperparameters like ϵ are tied to the environment’s properties, emphasizing that
adversarial robustness is not a one-size-fits-all problem.

Overall, while the Four Rooms environment is less susceptible to catastrophic failure, the
results still clearly show that adversarial manipulation can lead to a quantifiable decrease
in policy efficiency and goal-achievement.
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Figure 5.4: Performance of the deployed policy (πdeployed) in Four Rooms as the mixing ratio
(δ) varies for different fixed similarity bounds (ϵ). Each plot shows the average return of the
policy trained on the reward inferred from a dataset contaminated with either malicious
or random trajectories. Results are compared against expert-only data (δ = 0). Curves
are averaged over 24 seeds, with shaded regions indicating standard deviation.
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Figure 5.5: Performance of the deployed policy (πdeployed) in Four Rooms as the similarity
bound (ϵ) varies for different fixed mixing ratios (δ). Each plot shows the average return of
the policy trained on the inferred reward. Results for malicious data are compared against
a random data baseline and expert-only data. Curves are averaged over 24 seeds, with
shaded regions indicating standard deviation.
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5.4 Comparative Analysis and Discussion

A direct comparison of the CliffWorld and Four Rooms case studies yields a broader un-
derstanding of how mixed-policy data affects reward learning. This section synthesizes the
findings from both environments and discusses the overarching principles they reveal about
the vulnerabilities of IRL.

5.4.1 Synthesis of Environmental Effects

The most noticeable conclusion from our experiments is that while the vulnerability of
MaxEnt IRL to adversarial data is a general phenomenon, its manifestation is highly
environment-dependent. The contrasting results can be attributed to a few key prop-
erties:

• Risk Profile: CliffWorld is a high-risk environment with a brittle reward structure,
where a single mistake leads to catastrophic penalty. Four Rooms is a lower-risk
environment where mistakes lead primarily to inefficiency. Adversarial attacks are
far more potent in high-risk settings.

• State Space Complexity: The small, simple state space of CliffWorld makes it
easier for an adversary to manipulate feature counts in a targeted and impactful
way. In the larger feature space of Four Rooms, the effect of any single adversarial
trajectory is diluted, providing a form of natural robustness.

• Planning Horizon: The short horizon in CliffWorld (T = 10) amplifies the impact
of poor decisions, as there is little time for recovery. The longer horizon in Four
Rooms (T = 50) allows for more robust, averaged behavior to emerge over time.

The comparative heatmaps in Figure 5.6 provide a clear visual summary of the perfor-
mance differences across environments. In CliffWorld (left), average return drops sharply
for higher mixing ratios and larger similarity bounds, with a broad region of poor perfor-
mance shown in darker shades. In contrast, the Four Rooms environment (right) maintains
higher returns over a larger parameter range, with performance degradation appearing only
at the upper extremes of both parameters. These patterns suggest that the impact of a
feature-based adversarial attack is closely tied to the structure and dynamics of the envi-
ronment.
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Figure 5.6: Side-by-side comparison of heatmaps showing the average return of the deployed
policy as a function of the mixing ratio δ (x-axis) and the similarity bound ϵ (y-axis). The
color scale represents policy performance, with yellow indicating high return and dark blue
indicating low return. CliffWorld (a) exhibits substantial performance drops over a wide
parameter range, while Four Rooms (b) remains robust except at the highest δ and ϵ values.

5.4.2 The Disparate Impact of Malicious and Random Data

Across both environments, a consistent pattern emerged: adversarial trajectories are
fundamentally more damaging than random trajectories. Randomness introduces
directionless noise, which a statistical method like MaxEnt IRL can often average out, espe-
cially at lower contamination levels. Malicious trajectories, however, represent a directed
attack. They are optimized to find weaknesses in the learning algorithm’s assumptions
and to push the inferred reward function in a specific, undesirable direction. Our results
empirically confirm that this directed pressure is far more effective at corrupting the learn-
ing process. This implies that defending against such attacks requires more than simple
data filtering; it requires methods that can identify and mitigate systematically misleading
examples.

5.4.3 Chapter Summary and Key Findings

Our simulation studies have empirically characterized the vulnerabilities of Maximum En-
tropy IRL to mixed-policy data. The key findings of this chapter are:
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1. Fundamental Vulnerability: MaxEnt IRL is susceptible to data poisoning from
non-expert trajectories. This vulnerability can lead to flawed reward functions and,
in turn, to suboptimal or unsafe deployed policies.

2. Adversarial Magnification: The negative impact is significantly magnified when
the non-expert data is generated by a malicious adversary rather than a random
process. A small fraction of adversarial data can cause a disproportionately large
degradation in policy performance.

3. Environment as a Modulator: The degree of vulnerability is strongly modu-
lated by the environment’s characteristics. High-risk environments with simple state
spaces and short horizons, like CliffWorld, are extremely fragile. More complex envi-
ronments with lower risk profiles, like Four Rooms, exhibit greater resilience but are
not immune.

4. Predictable Degradation: The performance of the policy learned from the inferred
reward tends to degrade in a predictable, often linear, fashion with increases in the
proportion of adversarial data (δ) and the allowed feature deviation (ϵ).

In conclusion, this chapter has empirically validated the theoretical concerns that mo-
tivate this thesis. Through controlled experiments, we have shown that learning from
demonstrations is not an inherently robust process when the demonstration data source
is untrustworthy. These findings establish the practical need for developing new, more
robust imitation learning techniques capable of defending against the vulnerabilities we
have characterized.
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Chapter 6

Conclusion and Future Work

This thesis investigated the adversarial vulnerability of Maximum Entropy Inverse Re-
inforcement Learning (IRL). Our goal was to understand how malicious demonstrations
could corrupt a learned reward function and the resulting policy. This chapter consoli-
dates our findings, discusses the study’s limitations, presents an extension of our work into
adversarial detection, and outlines promising directions for future research.

6.1 Summary of Contributions

Our research provides a focused analysis of adversarial attacks on the MaxEnt IRL frame-
work, demonstrated through experiments in the Four Rooms and CliffWorld gridworlds.
The central contribution of this thesis is demonstrating that a small number of strategi-
cally crafted adversarial trajectories can severely degrade an agent’s learned policy. The
magnitude of this degradation depends on the environment’s complexity and the nature of
its risks.

Our key findings are summarized as follows:

• High Impact in Critical Environments: In CliffWorld, an environment with
high-risk penalties, poisoning the expert data with just 10% adversarial trajectories
caused a catastrophic decline in policy performance. The impact was comparable to
that of a much larger (50%) set of random trajectories, which highlights the threat
of targeted attacks in safety-critical systems.
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• Influence of Environmental Complexity: In the Four Rooms environment,
which has a larger state space and requires longer-horizon planning, performance
degraded more gradually. The scale of this environment makes it more difficult for
an adversary to craft demonstrations that are both deceptive and significantly alter
the expert’s feature expectations. Nevertheless, the results confirm that the policy
is still compromised.

• Superiority of Strategic Adversaries: We showed that our adversarial generation
method, which directly targets the mechanics of MaxEnt IRL, causes a more severe
performance drop than introducing random noise. By generating trajectories that
are intentionally misleading yet remain within a specified similarity bound (ϵ) of the
expert’s feature expectations, the adversary effectively poisons the learning process.

Collectively, these findings emphasize the vulnerability of MaxEnt IRL to strategic
manipulation and highlight the need for robust learning algorithms, particularly for agents
deployed in real-world systems.

6.2 Limitations of the Current Study

While our findings illuminate a critical vulnerability, it is essential to acknowledge the
limitations that frame our study. These boundaries define the scope of our conclusions and
provide a clear context for interpreting the results.

6.2.1 Assumption of a Fully-Informed Adversary

A significant limitation is the assumption that the adversary has full knowledge of the
expert’s demonstration set and the environment’s dynamics. This “white-box” attack
model represents a worst-case scenario and may not be realistic in many applications. A
“black-box” adversary with only partial information would face a more difficult task. Our
study thus establishes a baseline for vulnerability, but future work should explore more
constrained threat models.

6.2.2 Fixed Planning Horizon

Our experiments assume that all trajectories have a fixed, finite length. While many real-
world tasks can have variable durations, this was a deliberate choice to ensure a rigorous
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evaluation.

Variable-horizon environments can provide an implicit informational side-channel about
the task’s reward function. Episode termination, whether from success or failure, can
offer a strong signal that allows an agent to achieve high performance by simply learning
to manipulate the episode duration. This phenomenon does not generalize to complex
problems lacking such clear terminal cues [46]. To ensure our results reflect the agent’s
ability to learn from the demonstrations rather than from confounding environmental cues,
we adopt the recommended practice of using fixed-horizon settings [23, 46].

6.2.3 Computational Complexity and Scalability

The optimization process used to generate adversarial trajectories is computationally in-
tensive and scales with the size of the state space. This cost limited our analysis to
environments with discrete and relatively small state-action spaces. Applying our method-
ology directly to problems with large or continuous state spaces would be computationally
infeasible with current methods.

6.2.4 Focus on the Maximum Entropy IRL Framework

This study has focused exclusively on the MaxEnt IRL framework. Other IRL paradigms,
such as Bayesian IRL or Generative Adversarial Imitation Learning (GAIL), may possess
different robustness characteristics. Our findings of vulnerability cannot be automatically
generalized to these other methods.

6.2.5 Discrete State and Action Spaces

Our analysis was conducted entirely within discrete state and action spaces. Many real-
world applications, particularly in robotics, involve continuous domains. Extending this
work to continuous spaces would require function approximators, such as neural networks,
which could introduce different dynamics and vulnerabilities.
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6.3 Extension: Unsupervised Detection of Adversar-

ial Trajectories

Given the demonstrated vulnerability of MaxEnt IRL, a natural line of defense is to detect
and filter malicious data. This section details our investigation into whether unsupervised
learning methods can distinguish between expert and adversarial trajectories. The central
hypothesis is that malicious and expert trajectories possess structurally different latent
features that can be identified through representation learning.

6.3.1 Learning Trajectory Embeddings with a VAE

We frame detection as an anomaly detection problem. The core idea is to learn a low-
dimensional vector representation, or embedding, for each trajectory using a Variational
Autoencoder (VAE) [44]. In this learned latent space, we expect trajectories from different
sources to form distinct clusters.

Our model is a β-VAE with an LSTM-based architecture. The encoder, a two-layer
LSTM, processes a sequence of state-action pairs and maps the entire trajectory to a latent
distribution (mean µ and log-variance log σ2). The decoder, an LSTMCell, then attempts
to reconstruct the original action sequence given a sample from this latent distribution and
the true state sequence.

The model was trained for 1000 epochs for Four Rooms and 100 for CliffWorld using
the β-VAE objective function with a β value of 0.1. This encourages the model to learn
a more disentangled latent space. For the Four Rooms environment, we used a hidden
dimension of 128 and a latent dimension of 64. For the CliffWorld environment, the latent
dimension was increased to 128 to better capture its dynamics. The convergence of the
training process for both environments is shown in Figure 6.1.

6.3.2 Visualization and Cluster Analysis

To interpret the learned embeddings, we used two dimensionality reduction techniques:
Principal Component Analysis (PCA) [50] for a linear projection and t-Distributed Stochas-
tic Neighbor Embedding (t-SNE) [49] for a non-linear visualization. These methods help
us see if the expert (red) and adversarial (blue shades) trajectories are separable in the
latent space.
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6.3.3 Preliminary Findings and Discussion

Our results show that learning trajectory embeddings is a promising direction for adver-
sarial detection, though its effectiveness varies by environment.

In the Four Rooms environment, the separation is remarkably clear (Figure 6.2 and 6.3).
The PCA plot shows the expert trajectories forming a distinct cluster on the left, well-
separated from the adversarial data. Furthermore, the adversarial cluster exhibits a clear
gradient, with lighter blue points (lower ϵ) positioned closer to the expert cluster and darker
points (higher ϵ) moving progressively farther away. The t-SNE visualization makes this
separation even more stark, revealing tight, well-defined clusters for the expert data and
for different levels of adversarial attack. This strong result suggests that in environments
with clear goal-directed structures, the VAE can effectively learn to distinguish legitimate
and malicious behavior.

In the CliffWorld environment, detection is more challenging (Figure 6.4 and 6.5). The
PCA plot shows a general separation, but with significant overlap between expert and
adversarial points. The t-SNE plot improves the visualization by forming more defined
clusters, but the boundary is less clear than in Four Rooms. The expert trajectories them-
selves are fragmented into several smaller groups, and adversarial points are interspersed
nearby. This suggests that in environments where optimal and suboptimal behaviors are
more nuanced, the latent representations are less easily separable.

This investigation reinforces a central conclusion of our thesis: defending against ad-
versarial demonstrations is a difficult problem. While detection offers a potential layer
of security, its reliability is not guaranteed and depends heavily on the task. This moti-
vates the pursuit of IRL algorithms that are intrinsically robust, rather than reliant on a
separate, potentially fallible, filtering step.

6.4 Future Research Directions

The insights and limitations of this thesis point to several important avenues for future
work.

6.4.1 Developing Inherently Robust IRL Algorithms

The most critical research direction is the development of IRL algorithms that are inher-
ently robust to adversarial data. Rather than relying on data filtering, these methods

58



would be designed to be resilient. Promising approaches include:

• Robust Optimization: Reformulating the MaxEnt IRL objective within a minimax
framework, where the agent optimizes for a reward function that performs well even
under a worst-case choice of demonstrations.

• Data-Centric Regularization: Incorporating techniques from robust statistics to
automatically down-weight the influence of outlier trajectories on the learned reward
function.

• Ensemble Methods: Learning an ensemble of reward functions from different sub-
sets of the demonstration data, where the final policy is derived from a consensus
that could mitigate the impact of a few malicious examples.

6.4.2 Improving Unsupervised Detection Methods

Our preliminary work on unsupervised detection can be extended significantly. Future ef-
forts could focus on developing more sophisticated representation learning techniques tai-
lored for detecting adversarial intent. This includes exploring contrastive learning methods
to more forcefully separate expert and non-expert behaviors in the embedding space, or
designing architectures that explicitly model trajectory sub-goals to better identify anoma-
lous behavior.

6.4.3 Extension to Multi-Agent Scenarios

Applying these concepts to Multi-Agent IRL (MA-IRL) opens up a rich problem space. In a
cooperative setting, one agent could be a “traitor,” providing demonstrations that sabotage
the team goal. In a competitive setting, an adversary might “help” an opponent learn a
suboptimal strategy that is easily exploitable. Investigating these threats is foundational
for building secure and reliable multi-agent systems.

6.5 Concluding Remarks

This thesis has explored the critical domain of adversarial security in IRL. We have demon-
strated that the Maximum Entropy IRL algorithm is vulnerable to purposeful manipula-
tion. By crafting plausible yet deceptive demonstrations, an adversary can corrupt the
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learned reward function and degrade an agent’s policy, with severe consequences in safety-
critical contexts. We extended this work to explore unsupervised detection of such attacks,
and our findings show that while this is a promising approach, its success is not universal
and highlights the inherent difficulty of the problem. As autonomous systems are deployed
in increasingly high-stakes environments, the assumption of benign training data is no
longer tenable. This work is a step toward a more security-conscious paradigm for imita-
tion learning, one that acknowledges potential threats and actively seeks to build systems
that are not just intelligent, but also trustworthy and resilient.
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Figure 6.1: VAE training loss curves for both environments, showing the total loss, recon-
struction loss, and KL divergence over 1000 epochs(Four Rooms) and 100 epochs (Cliff-
World). The stable convergence indicates that the model successfully learned to compress
and reconstruct the trajectories.
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Figure 6.2: PCA Visualization of trajectory embeddings for the Four Rooms environ-
ment.Expert trajectories are shown in red, while adversarial trajectories are shown in
shades of blue, with darker shades corresponding to a higher attack budget ϵ.
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Figure 6.3: t-SNE Visualization of trajectory embeddings for the Four Rooms environment.
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blue, with darker shades corresponding to a higher attack budget ϵ.
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critical setting.
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Glossary

Covariate Shift A distributional mismatch between training and deployment, where
small errors during imitation cause the agent to visit unseen states, leading to error
accumulation 7

Data Poisoning An adversarial attack where malicious samples are injected into the
training data to corrupt the learned model; can be targeted or indiscriminate ix,
11–14

MDP Markov Decision Process, a mathematical framework for modeling sequential decision-
making, defined by the tuple (S,A, P,R, γ), where S is the set of states, A the set
of actions, P the state transition probability function, R the reward function, and
γ ∈ [0, 1) the discount factor 4
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