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Abstract

Embedded systems play a crucial role in safety-critical domains, and it is essential
to maintain their integrity. This thesis presents a robust framework for detecting hard-
ware and firmware anomalies in embedded systems through boot-phase power consumption
analysis. The proposed Sliding Window Anomaly Detection (SWAD) method establishes
a nominal boot power profile and compares new boot traces against this baseline us-
ing sliding windows. By analyzing localized power dynamics, SWAD detects deviations
caused by hardware or firmware modifications while accommodating natural variations in
power behaviour. Experimental validation on single-board computers and flight controllers
demonstrates the method’s effectiveness in identifying diverse hardware and firmware at-
tacks, achieving overall F1 scores of 98%, 96%, and 85% across three systems used in the
case studies. These results highlight the promising role of power side-channel analysis in
enhancing security in complex embedded systems.
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Chapter 1

Introduction

Embedded systems are widely used in safety-critical domains such as automotive, military,
and industrial control [81], and it is crucial to ensure their security. While there exist
conventional security measures for embedded systems, such as code signing for firmware
protection and ARM TrustZone for hardware security, their effectiveness can be com-
promised. For instance, any mishandling of the cryptographic keys can undermine the
protection provided by code signing [24]. Similarly, TrustZone-based hardware security
mechanisms have also been shown to be vulnerable to attacks, demonstrating that even
built-in hardware security is prone to exploitation [26]. Furthermore, TrustZone-based
approaches often introduce power and computational overhead, along with high imple-
mentation costs, limiting their practicality for many embedded systems [40]. Additionally,
the limited observable outputs of embedded systems [62] make integrity verification chal-
lenging. These factors leave embedded systems susceptible to various attacks, including
firmware tampering, hardware trojans, and unauthorized modifications [77, 62].

To address these vulnerabilities, we propose leveraging side-channel information, specif-
ically power traces, to detect anomalies in the hardware and firmware of embedded systems.
Side-channel information provides a non-intrusive way to gain insights into the internal
state of a system. Power traces, in particular, are well-suited for this purpose because of
their correlation with system activity and can provide insights into hardware and firmware
behaviour without requiring direct access to internal components [50, 70]. In this study,
we focus on power consumption during the boot phase, as this segment of the power traces
captures both hardware and firmware activities and exhibits consistent, repeatable pat-
terns [23]. This consistency makes boot-phase power traces a reliable basis for anomaly
detection.

1



Our proposed power-based side-channel methods complement traditional security mech-
anisms by addressing their limitations. We will demonstrate that these methods are appli-
cable across diverse platforms and capable of detecting a broad range of attacks. Further-
more, we will show that power-based approaches are more cost-effective than traditional
hardware security measures, requiring no additional power or computational overhead from
the systems, making them suitable for deployment in embedded systems.

Our work is inspired by the Boot Process Verifier (BPV) approach proposed by Grisel-
Davy et al. [24], which demonstrated the potential to detect firmware anomalies by mon-
itoring a device’s power consumption during its boot process. Building upon the BPV’s
framework, this thesis introduces SWAD, a method designed to detect both hardware and
firmware anomalies in embedded systems. SWAD constructs a reference profile of nominal
boot-time power consumption behaviour, where deviations from this profile may indicate
firmware tampering or hardware compromise.

Unlike the full-window comparison used in BPV, SWAD performs localized analysis of
boot power traces using sliding windows. It computes an anomaly score threshold for each
window, enabling the method to adapt to varying levels of local variance and adjust its
sensitivity to deviations. Additionally, this localized approach also allows SWAD to detect
short-lived but critical anomalies that may be overlooked by full-window comparisons. We
evaluated SWAD on single-board computers and flight controllers, demonstrating its effec-
tiveness in detecting a variety of hardware and firmware attacks. SWAD achieved overall
F1 scores of 98%, 96%, and 85% across the three systems used in our case studies, whereas
the benchmark method based on full-window comparison, as used in BPV, achieved overall
F1 scores of 92%, 50%, 51%.

The organization of this thesis is as follows: Chapter 2 provides the necessary back-
ground information. Chapter 3 formulates the problem and details the SWAD methodol-
ogy. Chapter 4 presents the case studies and analyzes the experimental results. Finally,
Chapter 6 concludes the thesis by highlighting the main findings and contributions, as well
as discussing the limitations and potential directions for future work.
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Chapter 2

Background

This chapter discusses the essential background knowledge related to our study. We begin
with an overview of embedded systems, their core components and their characteristics.
Next, we introduce the system integrity verification methods for hardware and firmware.
Given that embedded systems often lack such verification methods, we review those applied
to more advanced systems and discuss their limitations when applied to embedded systems.
We then provide an overview of common real-world attacks on hardware and firmware. Fol-
lowing this, we explain the concept of side-channel information and its relevance to security
analysis, highlighting how power consumption data emerges as a particularly compelling
form of side-channel information for our study.

2.1 Embedded Systems

Embedded systems are computer systems designed for specific applications, comprising
three fundamental components: hardware, firmware, and software. Each layer plays a
distinct role in fulfilling the tasks of embedded systems. Although firmware is a specialized
form of software, we distinguish between the two by defining “firmware” as the software
responsible for low-level control, while “software” refers to programs that manage higher-
level commands. Below, we provide further details for each component:

• Hardware: The hardware forms the physical foundation of an embedded system, in-
cluding electronic components such as microprocessors, memory, sensors, and actua-
tors. Its design—ranging from integrated circuits to printed circuit boards—directly
influences system performance, power consumption, and overall functionality [79].
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• Firmware: Firmware is tightly integrated with the hardware and is typically stored
in non-volatile memory. It is responsible for the low-level control and initialization
of hardware components. Due to storage constraints and its essential role in system
boot-up and configuration, firmware is usually compact and optimized for perfor-
mance and security [16].

• Software: The software layer encompasses higher-level functionalities beyond basic
hardware control. It is responsible for implementing complex operations and user
interfaces tailored to the specific applications [13].

Together, the firmware and software provide commands while the hardware executes
the functionalities, creating integrated systems that perform dedicated tasks.

Embedded systems are widely employed in various applications, such as industrial au-
tomation, automotive control units, and medical devices [81]. Compared to general-purpose
computers, embedded systems are typically characterized by the following features [66]:

• Power Efficiency: These systems are optimized for low power consumption, making
them ideal for power-constrained applications. This efficiency also helps minimize
heat generation, often eliminating the need for moving parts such as fans [36].

• Single-Purpose Design: Embedded systems are engineered to perform a specific
function throughout their operational lifetime. They lack redundant computational
power, as they are not intended to perform additional tasks. Furthermore, they usu-
ally have limited observable outputs, focusing on executing specific tasks rather than
supporting various user interactions.

• Cost-Effectiveness: Embedded systems are often more affordable due to their single-
purpose functionality and the absence of expansion slots for peripherals, which re-
duces complexity and manufacturing costs. This cost-effectiveness makes them suit-
able for mass production and deployment in cost-sensitive applications [83].

2.2 Integrity Verification for Hardware and Firmware

Attacks can target any component of embedded systems, and in this study, we focus on
safeguarding embedded systems from hardware and firmware attacks. Due to resource
constraints, embedded systems often lack such protections. In contrast, general-purpose
systems, such as personal computers (PC), typically employ more sophisticated protection
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methods as they have more resources for implementing security measures. This section
reviews existing general hardware and firmware integrity verification methods and discusses
the challenges and limitations of applying these methods to embedded systems.

2.2.1 Hardware Integrity Verification

Hardware integrity verification traditionally depends on specialized security mechanisms
designed for specific systems, providing functions such as secure key storage and plat-
form authentication. In general-purpose computing, industry standards like Trusted Plat-
form Module (TPM) and Intel Software Guard Extensions (SGX) serve this role [48, 28].
However, embedded systems lack widely applicable security solutions due to their diverse
hardware architectures. For instance, the ARM TrustZone security feature is exclusive to
ARM-based processors like Cortex-A and Cortex-M [84, 44], while systems using other ar-
chitectures, such as MIPS32 M5150 [47], do not support it [78]. Additionally, these security
mechanisms are typically embedded at the hardware level, such as on a PC motherboard,
with configurations that vary across systems, reducing their portability and adaptability.

In addition, the vast diversity of embedded systems hardware architectures make de-
signing and manufacturing tailored solutions for each architecture costly. Moreover, these
components require extra power and computational resources. Many embedded systems
operate under constraints such as limited power and processing capacity, making it chal-
lenging to integrate resource-intensive solutions [40, 84].

Furthermore, even the tailored security solutions can still have vulnerabilities. A no-
table example is the CLKSCREW attack [76, 58], which exploits dynamic voltage and
frequency scaling mechanisms to bypass ARM TrustZone protections and gain unautho-
rized access to secure areas.

Therefore, there is a pressing need for effective, adaptable and resource-efficient security
solutions that can ensure hardware integrity across diverse platforms without imposing
significant overhead or necessitating extensive customization.

2.2.2 Firmware Integrity Verification

Firmware integrity verification techniques, such as Secure Boot, use cryptographic code
signing to ensure that only authorized firmware is executed, preventing the execution of
unauthorized or malicious code [24]. However, these methods rely on the secure manage-
ment of cryptographic keys, which are often distributed among multiple organizations or

5



vendors. Any mishandling or compromise of these keys poses a significant threat to system
integrity [24].

Additionally, vulnerabilities in Secure Boot implementations can be exploited to by-
pass these protections. For instance, the BlackLotus UEFI bootkit takes advantage of
such weaknesses to disable Secure Boot, effectively undermining firmware integrity [49].
Attackers can also exploit race condition-based techniques, such as TOCTOU attacks,
which manipulate the delay between verification and execution, allowing them to mod-
ify firmware after it has been verified but before it is loaded. A notable example of this
method was used to bypass Secure Boot in Cisco systems, demonstrating its real-world
feasibility [33, 82].

These limitations of existing firmware integrity verification methods underscore the
need for more effective and robust safeguards.

2.3 Common Attacks

Understanding the types of attacks embedded systems may face is essential to protect them
from hardware and firmware integrity compromises. In this section, we provide an overview
of documented real-world attacks that exploit vulnerabilities in hardware and firmware.

Common Attacks on Hardware

Hardware vulnerabilities in embedded systems often arise from flaws in physical com-
ponents or manufacturing processes [52]. In this study, we discuss attacks that involve
physical modifications, where attackers exploit these weaknesses by altering or replacing
hardware components, thereby compromising system integrity [51]. Common physical
modifications include:

1. Component Replacement Attacks: Attackers replace system components—including
storage devices or entire systems—with counterfeit or malicious versions to intro-
duce covert functionalities. For example, hardware Trojans embedded in integrated
circuits can facilitate unauthorized access or data leakage [77].

2. Peripheral Injection Attacks: Unauthorized peripherals may be introduced into a
system to manipulate signal flows or extract sensitive data. A notable example is
the USB Rubber Ducky [19], a device resembling a standard USB flash drive but
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functioning as a keystroke injection tool. Users may overlook its presence since it
appears to be an ordinary USB device. However, once connected, it acts as a vir-
tual keyboard, executing pre-programmed keystrokes to control the system, execute
commands, or leak data.

3. Signal Injection Attacks: Attackers can inject malicious signals into a system to alter
its behaviour or extract information. Electromagnetic signal injection attacks, for
instance, can exploit vulnerabilities in differential signalling, leading to unauthorized
control or data breaches [32].

Common Attacks on Firmware

Vulnerabilities in firmware can arise from various sources, such as poor development prac-
tices, flawed update mechanisms, and deliberate tampering during manufacturing. The
increasing complexity of firmware update mechanisms and the lack of adequate security
practices lead to increased risks associated with firmware security [24]. Common firmware
attack techniques include:

1. Firmware Modification Attacks: Attackers exploit weaknesses in firmware update
processes to install malicious firmware. For instance, insecure implementations of
Platform Key in UEFI systems can allow attackers with compromised private keys
to sign and deploy malicious firmware that appears legitimate [57].

2. Firmware Version Change Attacks: Attackers may manipulate firmware update mech-
anisms to force a downgrade or upgrade to an insecure version, effectively reintro-
ducing previously patched vulnerabilities, as illustrated in [54].

3. Bootloader Attacks: The bootloader, which is responsible for initializing the operat-
ing system, can be another target for attack. By exploiting weaknesses in bootloader
authentication mechanisms, attackers can bypass security checks and load malicious
firmware. For example, one study describes a bootloader vulnerability where us-
ing custom arguments allows attackers to bypass authentication, granting access to
sensitive system resources such as password hashes [56].

4. Firmware Configuration Manipulation: Attackers can modify firmware configurations
to disable critical security settings or weaken integrity checks. Such manipulations
can persist across reboots and enable the execution of unauthorized software, leading
to integrity breaches [55].
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These hardware and firmware attacks highlight the risks associated with embedded
systems that lack robust safeguards. In Chapter 4, we will conduct case studies by simu-
lating some of these attacks to evaluate the effectiveness of our proposed SWAD method
in defending against them.

2.4 Side-Channel Information

In this section, we provide an overview of side-channel information in cybersecurity, ex-
amining its role from both adversarial and defensive perspectives. We then focus more
specifically on power side channels, discussing their characteristics and relevance in greater
detail.

2.4.1 Overview of Side-Channel Information

Side-channel information refers to measurable signals or phenomena arising from the phys-
ical implementation of systems, which can reflect the systems’ internal states or behav-
iors [63]. Common sources of side-channel information include:

• Power Consumption: Variations in power consumptions can disclose information
such as the types of operations performed, their intensity and duration. Specific
tasks like encryption, complex computations, or idle states exhibit distinct power
usage patterns, enabling detailed profiling of internal processes and activities [38].

• Timing Information: Measurements of operation durations or response times can re-
veal internal computational characteristics. For example, variations in execution time
may indicate the use of fixed Diffie-Hellman exponents, RSA private key structures, or
other cryptographic parameters [37]. These timing variations reflect data-dependent
behaviors that offer insight into the underlying computations.

• Electromagnetic Emissions: Electromagnetic signals emitted by electronic circuits
can reveal information about internal system activity, including instruction execution,
data transfers, memory accesses, and cryptographic computations, along with their
timing and duration [1].

• Acoustic Signals: Mechanical noises generated by hardware components, such as fans,
hard drives, or relays, can reflect the operational load, activity intensity, and even op-
erational sequences within a system. Beyond these mechanical sources, high-pitched
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noises emitted by electronic components can reveal detailed information about the
software’s internal operations, including sensitive security-related computations. For
instance, different RSA keys have been shown to produce distinguishable acoustic
patterns, and full RSA keys have been extracted using sound captured from a mobile
phone or a microphone several meters away during decryption tasks [21].

2.4.2 Side-Channel Information in Cybersecurity

Traditionally, side-channel information has been viewed as a security concern, as it can
indirectly reveal sensitive internal states. Rather than attacking cryptographic algorithms
directly, adversaries exploit observable side effects of system execution to bypass in-system
protections [24]. For example, Kocher [37] demonstrated timing attacks that exploit varia-
tions in the duration of cryptographic operations to recover secret keys from systems using
RSA, Diffie-Hellman, and other algorithms, highlighting how computationally inexpensive
measurements could pose significant risks to widely used cryptosystems. Similarly, Genkin
et al. [21] introduced an acoustic cryptanalysis attack capable of extracting complete 4096-
bit RSA keys from laptop computers by analyzing high-frequency sounds emitted during
RSA decryption. Both studies underscore how side-channel information can significantly
weaken the security of cryptographic systems.

Side-channel attacks can pose significant risks to security-critical systems, prompting
extensive research into countermeasures. Many existing work focuses on securing crypto-
graphic implementations by developing techniques such as masking, shielding, and noise
insertion to minimize information leakage [50]. For instance, Ding et al. [14] proposed a
statistical model for higher-order Differential Power Analysis (DPA) attacks on masked
devices, which evaluates how factors like algorithmic confusion, signal-to-noise ratio, and
masking influence leakage. These efforts aim to reduce unauthorized information exposure
and strengthen system resilience against increasingly sophisticated side-channel threats.

Conversely, side-channel information can also serve defensive purposes. When employed
proactively, side-channel analysis can provide valuable insights into system states, facili-
tating the detection and analysis of anomalous behaviors [24]. For embedded systems,
defensive mechanisms based on side-channel information are particularly advantageous be-
cause they are non-intrusive and require minimal or no modifications to existing system
designs.
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2.4.3 Power Side-Channel Information

Power consumption has a direct link to system operations, allowing adversaries to infer
internal states based on physical processes and circuit activity [43]. Its effectiveness as
a means of extracting sensitive information has been demonstrated across a range of en-
vironments. For example, Lipp et al. showed that software-based power analysis can
recover cryptographic keys on general-purpose computing systems, compromising system
security [42]. Building on this foundation, Conti et al. applied fine-grained energy profiling
to uniquely identify laptop users, achieving over 80% accuracy within 3.5 hours of moni-
toring power consumption across user groups [11]. Further, Michalevsky et al. found that
even aggregate power measurements from mobile devices can inadvertently reveal precise
location information, highlighting the wide applicability of power side-channel techniques
across platforms [46].

Beyond its malicious applications, power side-channel analysis has also emerged as a
promising defensive tool across a range of hardware platforms. Nguyen [65] demonstrated
its potential for detecting malware in conventional computing systems, while Jiménez [30]
leveraged power profiles to uncover unauthorized activities on laptops. Extending these
ideas to smaller-scale platforms, Han [27] showed that similar techniques are effective in
microcontroller-based systems, demonstrating their applicability on resource-constrained
embedded devices. These studies highlight that power consumption data can be leveraged
to enhance system security.

Power consumption analysis is particularly noteworthy in the context of hardware and
firmware integrity verification for embedded systems, as it offers several compelling advan-
tages:

1. Cost-Effectiveness: While the tools for collecting power consumption data are spe-
cialized, their design can be generic, enabling application across different embedded
systems. For instance, a generic tool can be engineered to collect power consumption
data for various embedded systems, such as single-board computers, drones and med-
ical devices. Furthermore, since power consumption data can be collected through
external measurements at the power supply level, the measurement tool can be reused
on multiple devices. This reusability also improves cost-effectiveness.

2. Effectiveness and Wide Range of Applications: Power consumption levels have a
direct correlation with system activity, and when used defensively, can help detect
anomalous behaviour indicative of integrity breaches across a wide range of systems.
For example, [39] demonstrates that power traces can identify specific instructions
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a microcontroller executes during sensor data processing. In addition, Clark et al.
proposed a malware detector based on power consumption for medical devices [10],
demonstrating the feasibility of using power analysis for security purposes [24].

3. Comprehensive Attack Detection: Since power consumption data reflect both hard-
ware operations and firmware executions, it can capture a broad spectrum of potential
attacks, providing a more holistic security assessment.

4. Security: Forging or modifying the power profile in an embedded system is chal-
lenging. This inherent difficulty adds a layer of security to power-based integrity
verification methods [22].

These features make power trace verification a valuable addition to existing hardware
and firmware integrity verification methods. The work of Grisel-Davy et al. inspires this
study [24], who demonstrated the feasibility of using boot-time power traces for firmware
verification. The authors proposed the BPV method to identify tampered firmware based
on boot power traces. Building upon their work, this thesis introduces a method called
SWAD, which targets anomaly detection in both hardware and firmware, aiming to improve
detection accuracy and defend against a broader range of attacks. Similar to BPV, we focus
on the boot phase of the power consumption signals, as this segment primarily captures
hardware and firmware activities. In contrast, post-boot power traces also capture software
activities, which exhibit more variability and complicate the isolation of hardware and
firmware effects. Furthermore, power traces from multiple boot-ups demonstrate consistent
and repeatable patterns, as observed by [23]. This reliability makes them a reliable basis
for anomaly detection in hardware and firmware.
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Chapter 3

Methodology

In this chapter, we formulate the problem and present our proposed SWAD method for
anomaly detection in embedded systems. The SWAD pipeline includes data collection,
preprocessing, training, and testing.

We begin with a guiding example and a high-level overview of the approach. We then
detail each component of the method. First, we describe the process of collecting power
traces. Next, we outline our preprocessing strategy, which focuses on dimensionality re-
duction and noise suppression to improve data quality. We follow this with trace alignment
and amplitude normalization, which ensure consistency across traces for meaningful com-
parison. Subsequently, we explain how the training and test datasets are constructed.
In the training phase, we compute anomaly scores for each trace and define a threshold
to distinguish nominal from anomalous behavior. In the testing phase, we classify new,
unlabeled traces based on this threshold.

The chapter concludes with a discussion of the advantages of the proposed approach.

3.1 Problem Statement and Assumptions

As discussed in Chapter 2, boot power traces can be used to analyze the internal states
of embedded systems. We define a nominal system as one operating in its expected state,
free from hardware or firmware modifications. By collecting a set of power traces during
the boot sequence of such a system, we hypothesize that these traces form a consistent
and identifiable signature of nominal behavior. Modifications to the system are expected
to introduce measurable deviations in the boot power trace, enabling anomaly detection.
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A boot power trace is defined as a real-valued time series representing the system’s
power consumption over time during the boot process. Each data point corresponds to an
instantaneous power reading captured at regular intervals. In this context, a real-valued
time series refers to a sequence of real numbers sampled at successive time steps.

We formalize the anomaly detection problem as follows:

Problem Statement 1 (Anomaly Detection with Boot Power Traces) Given
a set of N nominal power traces V = {v1, v2, . . . , vN}, where each vi is a real-valued time
series of size L and duration D, representing power consumption during the boot sequence
of a nominal system, and a new boot power trace u of the same size and duration, determine
whether u originates from the nominal system or represents an anomaly.

We define the size and duration of a power trace as:

• Size (L): The number of samples in the trace.

• Duration (D): The total time span of the trace, measured in milliseconds (ms).

Figure 3.1 illustrates an example boot power trace. The x-axis represents time in mil-
liseconds, and the y-axis shows the amplitude measured by the power monitoring system.
Each point reflects the instantaneous power consumption of the device. Prior to approxi-
mately 4000 ms, the system is in the pre-boot phase, where the signal primarily captures
ambient noise. After this point, the amplitude increases and a structured pattern emerges,
reflecting the system’s dynamic activity during boot-up. This segment is what we define
as the boot power trace used for anomaly detection in our work.

We establish the following assumptions for this research:

1. Initial Power Spike: We assume that boot power traces exhibit an initial power spike
at system startup, marking the beginning of the boot process. This assumption en-
ables precise identification of the boot power trace’s starting point, which is essential
for aligning multiple traces during analysis.

2. Boot Process Duration: We assume that the duration of the boot process for the
target system is known a priori. This assumption allows us to capture complete boot
power traces. In practice, prior knowledge of the boot duration can be established
through preliminary testing of multiple boot cycles. More details on this process are
given in Section 5.1.
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Figure 3.1: Example of a boot power trace. The x-axis represents time (ms) and the y-axis
represents the digitizer’s power amplitude readings. The pre-boot phase (before 4000 ms)
shows ambient noise, while the subsequent pattern reflects the system’s boot process.
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3. Finite Boot Behaviour: We assume that the nominal device’s boot process follows
a consistent pattern, making its boot power traces largely predictable with minimal
variation across multiple traces. This assumption allows us to effectively model the
system’s power consumption patterns.

In addition, this research operates under the following practical constraints:

1. Limited Training Data: In practice, the nominal data available for training is lim-
ited. While collecting more boot traces prior to deployment is possible, it can be
time-consuming and resource-intensive, particularly for systems with physical setup
requirements or slow reboot cycles. For instance, as shown in Chapter 4, our training
set consists of only 10 nominal boot power traces. Assuming this constraint, in our
case studies (Chapter 4), we limit the size of our training set to only 10 traces.

2. Unbounded Anomaly Space: We formulate our problem as a classical anomaly de-
tection task, where only nominal data is available for training and anomalies are
undefined and potentially unbounded. Unlike conventional classification problems
with predefined classes, we assume access only to nominal power traces and no prior
knowledge of anomalous behavior.

3.2 Guiding Example

To illustrate the effectiveness of boot power trace analysis for anomaly detection, consider
a hypothetical case involving the flight controller SFW, which has a boot process duration
of 14 seconds. Initially, we collect 10 power traces during the system’s boot sequence under
nominal conditions to establish a baseline signature of its expected behaviour. These traces
are preprocessed using the methods described in Sections 3.5 and 3.6. Subsequently, we
simulate a TOCTOU attack based on techniques described in [82, 59]. In this attack, an
attacker exploits the temporal gap between system verification and operation by introduc-
ing modifications during the boot process. After executing this simulated attack on the
SFW flight controller, we collect a power trace from the compromised system.

Figure 3.2 presents a comparison between the 10 nominal traces and the one anomalous
trace. The nominal traces exhibit consistent patterns, with level transitions occurring at
similar time points, whereas the trace from the attacked system displays an evident delay
in these transitions. This deviation demonstrates that the TOCTOU attack alters the boot
power signature, and by identifying this change, we can detect the attack.
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Figure 3.2: Comparison of power traces from a nominal SFW boot process and an attacked
system. The nominal traces exhibit consistent transitions, while the anomalous trace
shows a noticeable delay, indicating the impact of the TOCTOU attack on the boot power
signature.
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Figure 3.3: Overview of the SWAD method.

3.3 Overview of Approach

In this section, we provide a high-level overview of the proposed SWAD method, with
Figure 3.3 illustrating its key components and workflow.

First, we use a power capture system to collect raw power traces from the idle state
(before system power-on) to the end of the boot process. Next, the raw traces undergo a
two-step preprocessing phase. Initially, PAA is applied to compress and denoise the traces;
subsequently, a median filter is employed to suppress impulse noise further.

Following preprocessing, we perform trace alignment and amplitude normalization.
Temporal alignment is achieved by synchronizing the traces using the initial power spike as
a common starting point, thereby enabling a point-by-point comparison across traces. The
traces are then trimmed to the same size and duration, corresponding to the duration of
the boot process. Since our analysis focuses on the relative patterns of power consumption
rather than the absolute amplitude values, we apply normalization on traces to simplify
subsequent analysis.

Once we collect and process a set of nominal and anomalous traces, we partition the
dataset into a training set and a test set. We construct a reference trace from the training
set and segment it using sliding windows. Within each window, we establish an anomaly
score threshold based on the variations among the nominal traces relative to the reference
trace. Then, given a test trace, we compute an anomaly score for each window. We flag
the trace as anomalous if its anomaly score exceeds the threshold in any window. We will
delve into details for each of these components in the following sections.
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3.4 Data Collection

In this section, we describe the method used to acquire power traces that capture the boot
process. This process can be used to collect power trace from both nominal and anomalous
systems.

To begin, we set up a power capture system in accordance with the methodology out-
lined in [61]. This setup utilizes a Power Capture Hardware (PCH) to measure the power
consumption of the embedded device. Rather than connecting the embedded system di-
rectly to the power outlet, the measurement system is inserted in series between the power
source and the device, in the following configuration:

PowerOutlet→ PCH → EmbeddedSystem.

Figure 3.4 illustrates this configuration. In this thesis, we adopt the measurement setup
described in [61] to collect power traces. The process involves placing a resistor in series
with the system’s power input and capturing the voltage drop across the resistor over time.
These measurements are then used to generate power traces, which serve as the raw data for
subsequent analysis. The specific PCH employed for this study is a Teledyne ADQ32-PCIe
digitizer (see Figure 3.5), which is interfaced with a dedicated PC to facilitate high-speed
data acquisition at a sampling rate of 100 samples per ms.

For each session, to capture a complete power trace of the boot process, we use a script
to start the digitizer and then boot the target system. Let D∗ represent the expected
duration of the boot process. To account for the brief delay between activating the digitizer
and initiating the system boot, we include a 3,000 ms buffer, resulting in a total recorded
duration of

D = D∗ + 3000ms.

Our analysis indicates that this buffer is sufficient to capture the entire boot event, and the
resulting trace encompasses an initial idle segment followed by the actual boot process. We
will describe the method for extracting the boot process segment in Section 3.6. Figure 3.6
illustrates an example of a collected power trace that includes the boot process. Note
that the absolute level of the digitized value shown in Figure 3.6 does not convey essential
information, and only the relative patterns are meaningful. We will apply normalization
in Section 3.6 to facilitate analysis.

Note that the sampling rate of 100 samples per ms is determined by the maximum
capability of the capture card. This reflects a trade-off between sampling frequency and
the total duration that can be recorded. To maximize the amount of information captured
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Figure 3.4: Illustration of the setup of the power capture system using PCH.

Figure 3.5: A example of a Teledyne ADQ32-PCIe digitizer [74].
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Figure 3.6: Example power trace collected from a BBB during the boot process, sampled
at 100 samples per ms.

within the boot process, we select the highest frequency that still permits complete coverage
of the entire boot sequence. However, this high-frequency setting also introduces consider-
able noise due to factors such as electrical interference and inherent sensor noise [67]. This
is observable in Figure 3.6, where the raw signal exhibits frequent fluctuations. To address
this, we apply noise reduction techniques during the preprocessing stage, as described in
Section 3.5, to enhance pattern clarity.

After acquiring the power trace with duration D, we turn off the digitizer and transfer
the power traces to a dedicated storage server to ensure that the data are securely archived
and readily accessible for subsequent analysis. Using this method we collect a set of power
traces from a nominal embedded system, referred to as Snominal, and another set from a
modified embedded system, referred to as Smodified. These traces will be used in subsequent
sections for training and testing.

3.5 Data Preprocessing

In this section, we describe our preprocessing approach for the collected raw power traces
to extract dominant patterns and facilitate analysis.

The raw power traces acquired are sampled at a rate of 100 samples per ms, resulting
in very large trace sizes. For example, a 20-second trace contains 2 million samples. While
this high-resolution data captures fine-grained details, it also introduces noise, which can
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obscure critical patterns and complicate trace comparison [67]. To mitigate these issues,
we apply a two-stage preprocessing pipeline: (1) trace compression using PAA to denoise
and reduce the size while retaining temporal duration, and (2) further noise suppression
via a median filter. These preprocessing steps are applied to both the nominal traces in
Snominal and the modified traces in Smodified. Detailed explanations for each stage of the
pipeline are provided in the following sections.

3.5.1 Power Trace Compression via Piecewise Aggregate Ap-
proximation

In this step, our objective is to denoise and reduce the size of the power traces (i.e.,
the number of samples) without altering their overall duration. This allows us to reduce
computational and memory requirements and facilitate the analysis of dominant patterns.

We employ PAA [35] for this purpose. Given a downsampling rate of n, we partition a
trace of size L into L

n
segments of equal size, where each segment contains n samples. The

aggregated value for the i-th segment, denoted by q̄i, is computed as follows:

q̄i =
1

n

i·n∑
j=(i−1)·n+1

qj, (3.1)

where qj is the value of the j-th sample in the original trace. The sequence of aggregated
values forms the compressed trace, whose size is Lcompressed = L

n
. Importantly, while the

size of the trace is reduced, the duration remains unchanged. For example, a raw power
trace with a duration of 20 seconds and L = 2,000,000 samples, when compressed with
n = 100, will still span 20 seconds but will contain only Lcompressed = 20,000 samples. In
this case, the effective sampling rate becomes 1 sample per ms. This approach effectively
condenses the original trace into a series of aggregated values that capture the dominant
patterns while discarding much of the high-frequency noise. Figure 3.7 illustrates the power
trace before and after PAA, demonstrating that PAA retains the essential patterns while
significantly reducing noise.

This reduced representation is vital for our application because it enables efficient
comparisons and analyses of both the nominal traces in Snominal and the modified traces in
Smodified without being encumbered by excessive data volume or pervasive noise.

There are numerous alternative techniques for dimensionality reduction and denois-
ing [31, 80, 73]. Below, we review four commonly used approaches and evaluate them
relative to PAA, discussing their advantages and limitations when applied to power traces.
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Figure 3.7: Comparison of a power trace from a BBB before and after PAA downsampling.
The downsampled trace retains dominant patterns while reducing high-frequency noise

• Uniform Downsampling: This method reduces the size of power traces while
maintaining the original duration by selecting every k-th sample from the signal [31].
It is computationally efficient and straightforward to implement. However, because
it simply discards the samples between the selected points, important pattern details
may be lost. Additionally, uniform downsampling does not inherently address noise
suppression, leaving the resulting trace vulnerable to the effects of noise.

• Symbolic Aggregate Approximation: This method transforms time-series data
into a symbolic representation by discretizing amplitude values into a finite alphabet.
This transformation not only reduces the dimensionality of the data but also assists in
reducing noise by smoothing small fluctuations. Despite these benefits, the discretiza-
tion process may lead to a loss of detailed amplitude information, and subtle differ-
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ences in amplitude—which might be important for detecting anomalies—could be
completely lost or misrepresented in the symbolic domain. In addition, this method
assumes the time series follows a Normal distribution [41], which does not necessarily
hold for power traces.

• Principal Component Analysis: This method reduces dimensionality by pro-
jecting high-dimensional data onto a new set of orthogonal axes—principal compo-
nents—that capture the maximum variance in the data [45]. While PCA can isolate
and retain the most significant features by discarding noise-associated components,
it does not preserve the duration and temporal ordering of the data. As a result,
detecting anomalies that occur at specific moments during the boot process becomes
challenging.

• Wavelet Transform: The wavelet transform decomposes a signal into time-frequency
components, effectively capturing both local temporal and spectral characteristics [25].
This property makes it particularly effective for denoising non-stationary signals such
as boot power traces. However, the wavelet transform does not inherently reduce the
data size; and additional dimensionality reduction techniques are required to achieve
a more compact representation. Furthermore, wavelet-based methods can be compu-
tationally intensive and demand careful selection of wavelet bases along with appro-
priate decomposition levels, complicating their deployment in resource-constrained
environments.

Compared to these alternatives, PAA is particularly attractive for power traces for the
following reasons:

• Noise Reduction and Pattern Preservation: By averaging over segments, PAA
effectively smooths out high-frequency noise while retaining macro-level patterns—such
as voltage regulator activation or memory initialization—that characterize the boot
sequence [35].

• Interpretability and Temporal Integrity: The downsampled data produced by
PAA preserves the original trace’s duration, amplitude levels, and temporal order [35].
This retention of time information is critical for detecting anomalies occurring at spe-
cific moments within the boot process. For instance, if one process starts a few sec-
onds later than its normal start time, the timing discrepancy can be clearly identified,
enabling precise pinpointing of the anomaly within the time span.
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• Computational Efficiency: Owing to its simple averaging mechanism, PAA is
computationally lightweight, making it well-suited for resource-constrained environ-
ments [35].

Thus, PAA is an effective and practical solution for compressing power traces in our
application.

3.5.2 Impulse Noise Suppression via Median Filtering

The second stage of our preprocessing pipeline is median filtering. Although PAA is ef-
fective at reducing high-frequency noise, transient artifacts such as impulse noise due to
sporadic electrical interference can still persist. Impulse noise appears as sudden, short-
duration spikes in the power trace that may distort key patterns and impede accurate
analysis, and a median filter can effectively address this challenge [2]. A median filter of
kernel size s, which we require to be an odd natural number, replaces each sample value
with the median of the s samples in its local neighbourhood—comprising the sample itself
and its s−1

2
immediate neighbours on either side.

Formally, let q̄i denote the i-th sample in a PAA-compressed trace of size Lcompressed.
The median-filtered value q̃i is then given by:

q̃i = median
(
q̄i− s−1

2
, q̄i− s−1

2
+1, . . . , q̄i, . . . , q̄i+ s−1

2
−1, q̄i+ s−1

2

)
(3.2)

for i ∈ {1 + s−1
2
, . . . , Lcompressed − s−1

2
}.

For samples with indices

i ∈
{
1, . . . ,

s− 1

2

}
∪
{
Lcompressed −

s− 1

2
+ 1, . . . , Lcompressed

}
,

where a full neighbourhood is not available, we compute the median using all the available
neighbouring samples. This ensures that every sample in the trace is processed appropri-
ately, including the boundaries.

This approach effectively balances the suppression of impulse noise with the preserva-
tion of the underlying patterns in the power trace. It is notably more robust to outliers
than techniques such as mean filtering, which computes the average of samples within each
kernel-a method that can be disproportionately influenced by extreme values [2]. In con-
trast, the median filter resists outlier effects, ensuring that sudden spikes do not distort
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Figure 3.8: Comparison of a power trace from a BBB before and after median filtering.
The processed trace effectively reduces transient noise spikes while preserving key patterns.

adjacent data. Figure 3.8 illustrates this effect, showing a power trace before and after me-
dian filtering. Notably, the spike around 4000ms is removed, while key structural patterns
in the trace are retained.

By applying our preprocessing pipeline, which combines PAA and median filtering, we
effectively reduce both the noise and size of the power traces while preserving the essential
underlying patterns. This refined representation facilitates more accurate and reliable
anomaly detection in the subsequent steps of our SWAD method.
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3.6 Trace Alignment and Amplitude Normalization

As described in Section 3.4, the collected power traces comprise an idle segment (represent-
ing the pre-boot state) followed by the actual boot process. However, due to variations in
the durations of these idle segments, the temporal position of the boot process start differs
across traces. We perform temporal alignment to synchronize the boot segments across all
traces to facilitate trace comparisons. In addition, recognizing that the relative amplitude
scales are more critical than the absolute values, we apply amplitude normalization.

This section details our approach in five interconnected phases: (1) anchor trace es-
tablishment, (2) boot segment identification, (3) temporal alignment, (4) trace trimming,
and (5) amplitude normalization. The complete workflow is formalized in Algorithm 1,
and each component is supported by empirical validation. Figure 3.9 presents a compar-
ison of traces before and after alignment, demonstrating improved synchronization and
consistency.

3.6.1 Anchor Trace Establishment

The alignment process begins with selecting an anchor trace, which serves as the refer-
ence point for identifying the boot starting point and aligning all other traces accordingly.
Although any trace from the nominal or anomalous sets could theoretically serve as the
anchor, we choose an anchor from the nominal set for practical reasons. In actual deploy-
ments, we only have access to nominal system power traces for developing the anomaly
detection method. Therefore, we randomly select a trace from the pre-processed nominal
set as the anchor trace.

Aligning the remaining traces with this anchor trace ensures meaningful synchronized
comparisons while avoiding the computational complexity associated with alternative align-
ment methods such as pairwise alignment.

3.6.2 Boot Start Detection

The start of the boot segment is marked by a sharp increase in power consumption from
the pre-boot idle state to elevated levels as the device initializes. We detect this starting
point via a two-step threshold-based method:

• Threshold Parameterization: An empirically determined threshold, Tbootup, is set to
represent the minimum power amplitude that signifies boot initiation. This threshold
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Figure 3.9: Comparison of traces before and after alignment, trimming and amplitude
normalization, zoomed into the first 2,000 ms for clearer visual inspection. These traces
are captured from the BBB. The processed traces exhibit improved alignment.
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is derived from analyzing multiple boot sequences to balance between noise immunity
and detection sensitivity.

• Boot Start Localization: The algorithm scans the anchor trace sequentially until it
encounters the first sample with an amplitude exceeding Tbootup. This sample, which
we denote its index as iboot, is considered as the start of the boot segment.

Once the boot start in the anchor trace is identified, we extract the subsequent samples
spanning a duration of D∗, which is the expected duration of the boot process. We refer
to the resulting trace as the anchor boot trace. Since the power trace compression results
in an effective sampling rate of 1 sample per ms, the size of the extracted trace is given by
L∗ = D∗ · (1 sample/ms).

This threshold mechanism effectively filters out low-amplitude pre-boot fluctuations
while reliably capturing the distinct power surge that indicates boot initiation, allowing
for the extraction of the anchor boot trace. Figure 3.10 illustrates a sample trace before
and after boot start detection and boot sequence extraction.

3.6.3 Temporal Alignment

Next, we illustrate our approach of aligning all traces to the anchor boot trace, which is
used as the temporal reference. The process is carried out as follows:

• Anchor Segment Extraction: The first ⌊L∗

20
⌋ samples of the extracted anchor boot

trace are used to create the anchor segment. This 5%-sized segment is purposefully
selected for trace alignment for the following reasons:

– Early boot operations are generally stable and less affected by subsequent hard-
ware or firmware modifications, thereby bolstering the reliability of the align-
ment.

– The initial phase of the boot process displays a distinctive power surge that
remains highly consistent across different traces, serving as a robust feature for
alignment. In contrast, reducing the segment size may increase variability across
traces, complicating alignment.

– Aligning based on the initial segment preserves temporal delay anomalies, as
illustrated in Figure 4.2. In contrast, alignment using a later segment could
obscure these time delay features, which are critical for anomaly detection.
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Figure 3.10: Comparison of a power trace from a BeagleBone Black before and after boot
start detection. The post-processed trace begins at the point of boot initiation and spans
the expected boot duration, forming the anchor boot trace.
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• Sliding Window Distance: For each unaligned trace, we slide a window of size ⌊L∗

20
⌋

along the entire trace, positioning the window’s starting point at each sample. At
each sample index i, we compute the Manhattan distance di between the window
segment extracted from the unaligned trace and the anchor segment as:

di = Manhattan Distance
((

qi, qi+1, . . . , qi+⌊L∗
20

⌋−1

)
, anchor segment

)
,

where q represents the unaligned trace and qi denotes its i
th sample.

• Optimal Alignment Point: The sample index i at which the corresponding window
segment yields the minimum Manhattan distance di is selected as the optimal align-
ment point, denoted by ibest.

• Boot Power Trace Extraction: Using ibest as the reference, we extract the boot power
trace from the unaligned trace as

(qibest , qibest+1, . . . , qibest+L∗).

This results in a boot power trace that is aligned with the anchor boot trace and has
a size of L∗ (corresponding to a duration of D∗).

We apply this alignment process to all traces, ensuring the extracted boot power traces
are aligned at the initial boot surge.

An alternative alignment strategy is to independently apply the threshold-based boot
start extraction to each trace and treat the resulting segments as aligned. However, this
method can lead to suboptimal results due to noise and subtle variations in power con-
sumption during boot initiation. For example, suppose we set Tbootup = 500 to detect boot
start; one trace might first exceed this threshold with an amplitude of 600, while another
might do so at an amplitude of 1, 000. In such cases, aligning the traces solely based on
the threshold crossing may result in misalignment, as it might be preferable to synchronize
based on a point where the amplitude in the lower-valued trace is closer to 1, 000 rather
than merely the first occurrence above 500. The anchor trace-based alignment approach
effectively mitigates these issues by determining the optimal alignment point utilizing infor-
mation from an extended segment that captures the initial boot surge rather than relying
on a single threshold-exceeding sample.
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3.6.4 Amplitude Normalization

The digitizer acquired the raw data in arbitrary units due to the lack of absolute calibration
for signal amplitude. Since our pattern-centric algorithm prioritizes relative power level
patterns over absolute values, scaling the amplitude levels will not lead to losing essential
details of the power traces. Here, we apply min-max normalization to transform the am-
plitude values to a scale that is easier to analyze. Importantly, we use the minimum and
maximum values derived from the anchor boot trace to transform all traces, which ensures
that relative amplitude differences are preserved across the traces. Using trace-specific
minima and maxima could distort these relative levels. Specifically, for a boot power trace
q, the normalized trace qnormalized is computed as:

qnormalized =
q −min(qanchor)

max(qanchor)−min(qanchor)
.
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Algorithm 1 Trace Alignment and Amplitude Normalization

1: Input: Unaligned power traces unaligned traces (after PAA compression and median
filtering)

2: Output: Aligned and normalized power traces aligned boot traces
3: aligned traces set← [ ]
4: anchor trace← random select(unaligned traces) ▷ Anchor Trace Establishment
5: for i← 0 to len(anchor trace) do
6: if anchor trace[i] ≥ Tbootup then ▷ Boot Start Detection
7: anchor boot trace← anchor trace[i : i+ L∗]
8: break
9: Initialize scaler ← MinMaxScaler()
10: anchor trace← scaler.fit(anchor boot trace)
11: anchor segment← anchor boot trace[0 : ⌊len(anchor boot trace)/20⌋] ▷ Temporal

Alignment with the first 5% as reference
12: for all trace ∈ unaligned traces do
13: lowest distance←∞, best index← 0
14: for i← 0 to len(trace) do
15: segment← trace[i : i+ len(anchor segment)]
16: current dist← distance(segment, anchor segment)
17: if current dist < lowest distance then
18: lowest distance← current dist
19: best index← i
20: aligned trace← trace[best index : best index+ L∗]
21: aligned trace← scaler.transform(aligned trace) ▷ Amplitude Normalization
22: Append aligned trace to aligned traces

23: return aligned traces

3.7 Construction of Training and Test Datasets

After preprocessing the traces, we construct the training and test datasets. First, we create
the training set Straining by randomly sampling without replacement from Snominal, ensuring
that Straining is a proper subset of Snominal, i.e., Straining ⊊ Snominal. Next, we form the
test set Stest by combining the remaining nominal traces with the set of modified traces,
expressed as Stest = (Snominal \ Straining)∪ Smodified. This configuration mirrors our anomaly
detection scenario, in which only nominal traces are used during training. Once the model
is trained, it is evaluated on test set traces to assess its ability to differentiate between
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nominal and anomalous traces. For notation convenience in later sections, we define:

N = |Straining|, M = |Stest|.

3.8 Training Phase

In the training phase, we utilize the training dataset to understand the characteristics of
nominal boot power trace behaviour and establish a basis for effective anomaly detection.
To accomplish this, we employ a sliding window approach comprising four key steps: (1)
reference trace construction, (2) sliding window segmentation, (3) anomaly score calcula-
tion, and (4) threshold construction. These steps are detailed in the following subsections.

3.8.1 Reference Trace Construction

In this step, we construct a reference trace that captures the power consumption behavior
during a nominal boot process, serving as a baseline for identifying deviations in new
observations. This strategy is commonly employed in distance-based anomaly detection
methods [72]. Specifically, the reference trace is generated by computing the median of
values at each sample index across all traces in Straining. Given Straining = {v1, v2, . . . , vN},
where each trace vi has a size of L∗, the reference trace vr is constructed with samples
defined as:

vr,j = median(v1,j, v2,j, . . . , vN,j),

for j ∈ {1, . . . , L∗}.
We choose median aggregation due to its robustness against outliers, ensuring that

transient anomalies or measurement artifacts in individual traces do not disproportionately
affect the reference trace. This approach yields a temporal consensus that accurately
reflects the central tendency of nominal boot power traces within the training dataset.

3.8.2 Sliding Window Segmentation

With the established reference trace, we then segment it to be enable localized analysis of
the boot power trace and enhancing detection sensitivity. We divide both the reference
trace and training traces into overlapping windows with a sliding window approach. Each

33



window has a fixed size W ≤ L∗ (except for the last window, which may be smaller), and
overlaps α% with its previous window, where α ∈ (0, 100). The first window starts at the
initial sample of the boot power trace, and the kth window starting at the ⌈(k − 1) · (1−
α) ·W ⌉sample, resulting in a total of K = ⌈ L∗

(1−α)·W − 1⌉ windows.

3.8.3 Anomaly Score Calculation

For each window, we calculate an anomaly score for each trace in the training set by mea-
suring its deviation from the reference trace. The training set anomaly scores helps gauge
the nominal level of deviations. The Manhattan distance is employed for this calculation; a
detailed discussion of this design choice is provided in Section 5.2. Specifically, for window
k ∈ {1, . . . , K} and trace i ∈ {1, . . . , N}, the anomaly score aki is calculated as:

aki =

(k+1)·W−1∑
j=k·W

|vi,j − vr,j|, (3.3)

where vi,j represents the value of the j-th sample in trace vi. This process yields a set
of anomaly scores for each window across all training set traces.

3.8.4 Threshold Construction

In the final step, we utilize the anomaly scores from the training set traces to establish
a threshold for each window, distinguishing nominal behaviour from potential deviations.
Let Ak represent the set of anomaly scores for window k. The anomaly detection threshold
is defined as:

Thresholdk = µ(Ak) + 5 · σ(Ak), (3.4)

where µ(Ak) and σ(Ak) denote the mean and standard deviation of the anomaly scores
in the set Ak. According to Chebyshev’s inequality, this threshold ensures that at least
96% of the nominal segments’ anomaly scores for window k fall within this range, providing
a robust basis for anomaly detection [71].
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3.8.5 Overall Training Algorithm

The training phase is summarized as follows:

1. Construct the reference trace vr using median aggregation.

2. Partition the reference and training traces into overlapping windows of size W .

3. Compute anomaly scores for all traing set traces within each window using the Man-
hattan distance.

4. Determine each window’s anomaly threshold based on the training traces anomaly
scores.

These steps collectively enable a comprehensive characterization of normal boot power
consumption, providing a baseline against which deviations in test traces can be effectively
identified.

It is important to note that when W = L∗, this sliding window approach simplifies to
a full-window approach, as adopted in the BPV method [24]. However, the full-window
approach does not effectively account for varying levels of local variance in traces. Addi-
tionally, aggregating deviations over the entire trace may obscure short-lived but critical
anomalies, as prolonged small deviations can dominate and mask brief, significant ones.
Our proposed sliding-window method, which compares trace segments to corresponding
segments in vr, is capable of capturing transient irregularities in specific phases of power
consumption and adapts to variance fluctuations. Figure 3.11 and Figure 3.12 illustrate
the varying level of standard deviations across windows. Our proposed approach ensures
that the model captures both global and localized patterns in power consumption. We
will use the full-window approach as a benchmark method to highlight the improvements
brought by our sliding-window approach in Chapter 4.

3.9 Testing Phase

In the testing phase, we establish a decision criterion to determine whether a boot power
trace from the test dataset is anomalous, thereby indicating the presence of hardware or
firmware anomalies in the system. For a given boot power trace u ∈ Stest, we compute
its anomaly scores for each window and compare these scores against the thresholds set
during the training phase.
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Figure 3.11: An illustration of three processed nominal traces from BBB, shown in the full
window and zoomed-in views of Window 1 and Window 4, each with a window size of 825
ms.
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Figure 3.12: An illustration of the average standard deviation of training set traces for
each window.

To determine whether the entire trace u is anomalous, we employ an OR criterion
inspired by the logical OR gate: u is flagged as anomalous if it exceeds the threshold in
any window. Formally, with K windows of size W , the classification for u is determined
by:

Anomalous(u) =
K∨
k=1

(
k+W−1∑

j=k

|uj − vrj| > Thresholdk

)

This approach improves the sensitivity of anomaly detection, especially for localized
anomalies, by marking the entire trace as anomalous if any single window signals an
anomaly. This feature is particularly valuable for safety-critical embedded systems, where
maintaining system integrity is crucial and any anomalies can pose significant risks.

There are alternative approaches to establishing the decision criterion within our sliding
window framework. For instance, one could classify anomalies based on the number of
windows where the threshold is breached, such as flagging a trace as anomalous only if its
anomaly scores exceed their corresponding thresholds in the majority of windows. While
this method reduces false positives by requiring multiple violations, it sacrifices the ability
to detect short-term, localized deviations. This trade-off conflicts with the primary goal
of our sliding window approach. Thus, the OR criterion is the preferred method for our
purposes.
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3.10 Advantages of SWAD

Having presented the entire pipeline for the SWAD method, we now discuss four key
advantages offered by this framework:

• Adaptive Sensitivity and Localized Detection: By conducting analysis within
smaller windows, SWAD can capture varying levels of local variance in traces and
adjust its sensitivity to deviations accordingly. For instance, in windows where even
nominal traces exhibit high variance in power consumption patterns—indicative of
high noise levels—our detection method becomes less sensitive, thereby reducing the
likelihood of falsely flagging a nominal trace as anomalous and decreasing false pos-
itive rates. Conversely, in windows where nominal power traces show low variance,
even a small deviation in an anomalous trace relative to other windows can be effec-
tively detected, thus reducing false negative rates. Additionally, SWAD is adept at
identifying short-lived but critical anomalies that might be overlooked in full-window
comparisons. This capability is particularly valuable for detecting transient or local-
ized deviations, which is a desirable feature for anomaly detection in safety-critical
embedded systems.

• Data and Computational Efficiency: SWAD theoretically only requires two
traces in the training set to work, and in Section 4, we will see that with 10 traces in
the training set, the algorithm performs effectively, which is a significant advantage
in real-world applications where data availability may be limited. This capability
ensures that SWAD remains applicable and efficient even under data constraints. In
addition, the distance-based approach incurs lower computational costs compared
to more complex methods, such as those employing deep learning models. This
efficiency makes it suitable for implementation on devices with computational con-
straints, enhancing its practicality.

• Interpretability: Alternative approaches, such as using Principal Component Anal-
ysis for dimensionality reduction or employing deep learning models for classification,
often transform data into complex embedded spaces, making interpretation chal-
lenging. Additionally, the decision-making processes in deep learning models are
non-linear and lack explainability. In contrast, SWAD allows users to visualize the
reference trace and directly compare it with the observed trace. The sliding window
approach further aids users in identifying anomalies by highlighting specific windows
that signal deviations. With domain knowledge, users can potentially uncover the
root causes of anomalies. This transparency fosters trust in the system and facilitates
the resolution of detected anomalies.
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• Maintainability and Flexibility: The simplicity of the SWAD framework allows
for easy maintenance and modification without requiring extensive specialized knowl-
edge in fields such as machine learning or data science. This is particularly advanta-
geous in sensitive environments where external support is restricted due to security
or confidentiality concerns. Additionally, the framework includes tunable parame-
ters that enable users to adapt the algorithm to specific use cases and operational
requirements, such as adjusting window sizes or threshold parameters. This flexibil-
ity ensures that SWAD can be tailored to different systems and anomaly detection
scenarios, making it applicable across diverse domains.

These advantages position SWAD as an effective and practical solution for detecting
hardware and firmware anomalies in embedded systems. Its interpretability fosters trust,
making it particularly suitable for environments where transparency is crucial. Addition-
ally, the framework’s simplicity, maintainability, and flexibility empower users to actively
engage in system monitoring and maintenance, allowing them to tailor the solution to their
specific needs and operational contexts.
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Chapter 4

Case Studies

In this chapter, we present case studies in which we apply the SWAD method to detect
hardware and firmware anomalies in three embedded systems: the BBB, SFW, and CPCO.
The BBB is a single-board computer, while the SFW and CPCO are flight controllers.
For each embedded system, we simulate a range of real-world hardware and firmware
anomalies, providing a diverse set of scenarios to evaluate the effectiveness of our proposed
SWAD method. We use the full-window approach discussed in Section 3.8.5 as a baseline
for comparison. We begin this chapter by outlining the evaluation criteria, followed by
detailed case studies for each embedded system. Next, we assess the sensitivity of the
selected parameter settings and discuss relevant real-world considerations. Finally, we
conclude the chapter with an analysis of SWAD’s detection limits, providing insight into
the extent to which the model can reliably identify deviations from nominal profiles.

4.1 Evaluation Criteria

In this study, we use the F1 score to evaluate the performance of the SWAD method. To
explain this metric, we first introduce the following concepts:

• True Positives (TP): The number of correctly identified anomalies.

• False Positives (FP): The number of instances incorrectly identified as anomalies.

• True Negatives (TN): The number of correctly identified nominal instances.
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• False Negatives (FN): The number of anomalies that were not detected.

• Precision: Precision measures the proportion of correctly identified anomalies among
all detected anomalies. It is defined as:

Precision =
TP

TP + FP

High precision indicates that the algorithm generates few false positives, which is
crucial in applications where false alarms are costly.

• Recall: Recall measures the proportion of actual anomalies that are detected. It is
defined as:

Recall =
TP

TP + FN

High recall ensures that the algorithm misses a few anomalies, which is crucial in
safety-critical systems.

With the above building blocks, The F1 score is defined as:

F1 score = 2 · Precision · Recall
Precision + Recall

(4.1)

The F1 score balances precision and recall and accounts for both false positives and
false negatives [8]. This balancing makes it particularly suitable for anomaly detection,
where both precision and recall are important.
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Figure 4.1: An example of a BBB used in the case studies [5].

4.2 Case Study: Single-board Computer – Beagle-

Bone Black

In this section, we apply the SWAD method to detect hardware and firmware anomalies in
the BBB (Figure 4.1), a commonly used single-board computer. Single-board computers
such as BBB are characterized by their high processing power, flexible peripheral expan-
sion, and extensive firmware support, making them widely used in robotics, IoT gateways,
industrial control, and research laboratories [20]. This flexibility increases the potential
attack surface, making BBB an ideal case study object for evaluating the effectiveness of
SWAD in real-world scenarios.

4.2.1 Nominal Setup

The nominal setup for the BBB serves as the baseline for detecting anomalies introduced
by hardware and firmware attacks. This setup includes:

• SD Card: The BBB uses a 16GB Patriot SD card for booting the operating system.

• Firmware Version: The BBB runs am57xx-debian-11.7, a stable and widely used
firmware version for this device [6].

4.2.2 Simulated Hardware Attacks

The BBB is susceptible to hardware attacks that exploit its flexibility and peripheral
support. Drawing on documented real-world hardware attacks as discussed in Section 2.2,
we simulate the following scenarios where hardware components are replaced or added:
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• SD Card Replacement: We simulate a hardware replacement attack by substituting
the original SD card with another 16GB Patriot SD card. In real-world scenarios,
such replacements can be challenging to detect, as the SD cards look identical. How-
ever, subtle variations between the original and replacement cards may arise from
sources such as manufacturing differences or age, potentially leading to discrepan-
cies in their boot power traces. This test evaluates whether SWAD can detect these
subtle variations.

• BBB Replacement: We simulate another hardware replacement attack by replacing
the original BBB with another identically configured BBB. This test assesses whether
SWAD can detect subtle variations between these seemingly identical devices.

• Peripheral Additions: We simulate four hardware addition attacks by attaching pe-
ripherals—specifically, a monitor, a USB WiFi adapter, a hard disk, and a phone—to
the BBB, one at a time. Due to their power demands, these additional hardware com-
ponents may alter the boot power consumption behaviour. This test determines if
SWAD can detect such additions.

4.2.3 Simulated Firmware Attacks

Based on documented real-world firmware attacks we discussed in Section 2.3, we simulate
scenarios where the firmware running on the BBB is modified:

• Firmware Version Change: We upgrade or downgrade the original firmware from
am57xx-debian-11.7 to different versions, including am57xx-debian-11.8, am57xx-
debian-11.6, and am57xx-debian-10, one at a time. These different versions may
result in varied boot power consumption behaviours due to factors such as differing
initialization routines, bug fixes and optimizations, and security updates. This test
assesses whether SWAD can detect such changes in firmware versions.

• Bootloader Version Change: Bootloader is a critical component of the boot pro-
cess, responsible for loading the operating system. We upgrade the bootloader to
version U-boot v2022.04-bbb.io-am335x-am57xx [4]. This upgrade may lead to dif-
ferences in boot power traces for similar reasons as firmware version changes, and we
assess if SWAD can detect this bootloader change.
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4.2.4 Experiment Setup

We collect boot power traces from the nominal setup and various attack scenario setups,
perform data processing, and construct the training and testing datasets following the
methodologies outlined in Chapter 3. Specifically, the collected power traces have a dura-
tion of D = 19, 500ms. After processing with PAA downsampling rate of n = 100 and a
median filter with kernel size s = 5, the extracted boot power traces have a duration of
D∗ = 16, 500ms, corresponding to a size of L∗ = 16, 500 samples. We construct sliding
windows from the boot power traces, each with a size of W = 825 samples and overlapping
α = 50% of the previous window, resulting in K = 39 windows. We collect 30 nominal
traces for each scenario and randomly select 10 of these to form the training set. We then
collect 20 anomalous traces for each scenario (or each specific setup within a scenario) and
combine them with the remaining 20 nominal traces to create the test set. This ensures
class balance within the test set, with 20 traces per setup. Table 4.1 summarizes the
number of traces collected for each scenario and the sizes of the training and test sets.

Table 4.1: Experiment setup for BBB: Number of nominal and anomalous traces collected
for each attack scenario, along with the sizes of the training and test sets.

Scenario
Nbr. of
Nominal
Traces

Nbr. of
Anomalous

Traces

Training
Set
Size

Test
Set
Size

SD card replacement 30 20 10 40
BBB replacement 30 20 10 40

Peripheral additions 30 80 (20 per setup) 10 100
Firmware version change 30 60 (20 per setup) 10 80

Bootloader attacks 30 20 10 40

4.2.5 Results

We apply SWAD to each attack scenario to detect anomalous traces within each scenario’s
test set. The F1 score is calculated for each scenario, using the full-window approach as
a baseline for comparison. We summarized the result in Table 4.2. The SWAD method
achieves a high F1 score across all attack scenarios, with an overall F1 score of 98%.
Notably, in the peripheral additions scenario, where the full-window approach struggles,
SWAD significantly outperforms it.
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Table 4.2: Summary of anomaly detection performance for BBB.
Device Scenario F1 score (SWAD) F1 score (full-window)
BBB SD card replacement 100% 100%

BBB replacement 100% 100%
Peripherals additions 95% 78%

Firmware version change 100% 100%
Bootloader version change 100% 100%

Overall 1 98% 92%

Analysis of Attack Scenarios

In this part, we provide a detailed discussion of SWAD’s performance in each attack sce-
nario.

• SD Card Replacement: Both methods achieve a 100% F1 score in this scenario.
Figure 4.2 illustrates an example of a nominal trace, an anomalous trace, and the
reference trace, showing that replacing the SD card introduces a delay at the start of
the boot process. This delay could be attributed to differences in SD card controller
initialization times or loading speeds. The delay persists throughout the entire du-
ration, resulting in high anomaly scores for both methods, as they are calculated by
aggregating point-wise distances with the reference trace. Thus, both methods can
detect this change.

• BBB Replacement: Both methods achieve a 100% F1 score in this scenario. Fig-
ure 4.3 presents an example of a nominal trace, an anomalous trace, and the reference
trace, revealing noticeable deviations across many segments. These variations could
arise from differences in manufacturing, component aging, or usage history of the two
BBB systems. Both methods successfully detect this change.

• Peripheral Additions: In this scenario, SWAD achieves a 95% F1 score, whereas the
full-window approach reaches only 78%. Upon investigation, we find that the four
different peripheral additions lead to two main types of pattern changes in the boot
power traces. The first type is characterized by a spike in power consumption near
the end of the boot sequence, observed in the cases of disk, phone, and WiFi stick
additions, as illustrated in the top plot of Figure 4.4. This spike may occur because

1Note that this overall F1 score is calculated by first counting all the TP, FP, and FN in each attack
scenario, and then applying the F1 score formula in Equation 4.1.
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the peripheral does not significantly draw power during the early boot stages and only
begins drawing power at a later stage, causing a noticeable change near the end. The
second type is characterized by a level shift throughout the entire duration, observed
in the case of monitor addition, as shown in the bottom plot of Figure 4.4. A possible
explanation for the observed decrease in power consumption when connected to a
monitor is that it may result from system optimizations, such as reduced GPU/CPU
load or power management adjustments to accommodate the display. We find that
the misclassified cases under the full-window approach mainly arise from the first
type of pattern change, particularly from the phone addition case. From the plot, we
can see that this deviation from the reference trace is short-lived and localized. When
using the full-window approach, this deviation gets averaged out, and because the
phone addition case’s deviation is relatively small in amplitude compared to disk and
WiFi stick additions, it is prone to be masked by long-lived but minor deviations. The
sliding window approach is more sensitive to such localized changes, as the segment
containing this power spike can easily detect this deviation. This makes SWAD a
superior tool for detecting such anomalies.

• Firmware Version Change: Both methods achieve a 100% F1 score in this scenario.
A visual inspection of Figure 4.5 reveals that the example traces for each firmware
version change setup exhibit substantial differences across many segments of the boot
power trace. These differences could be caused by changes in kernel configurations,
drivers, or system services, which alter the system’s boot behaviour. Since numerous
segments have relatively large deviations, both methods can effectively detect them.

• Bootloader Version Change: Both methods achieve a 100% F1 score in this scenario.
The example of a nominal trace, an anomalous trace, and the reference trace shown
in Figure 4.6 indicate that modifying the bootloader results in a delay in the early
part of the boot process, and noticeable amplitude deviations in several segments.
Potential causes for these changes include alterations in the bootloader code execution
order, differences in hardware initialization sequences, or modified timing in loading
subsequent stages of the boot process. Similar to the SD card replacement and
firmware version change scenarios, both methods can easily detect the delay and
large amplitude deviations caused by bootloader changes.

In summary, SWAD proves to be an effective anomaly detection method for protecting
the BBB against various hardware and firmware attacks. It is particularly valuable in
scenarios where attacks result in short-lived deviations in the boot power trace, which are
challenging to detect using the alternative full-window method.
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Figure 4.2: An illustration comparing a nominal trace, an anomalous trace, and the refer-
ence trace for the SD card replacement scenario in case studies on BBB, shown in the full
window and a zoomed-in view.
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Figure 4.3: An illustration comparing a nominal trace, an anomalous trace, and the ref-
erence trace for the BBB replacement scenario in case studies on BBB, shown in the full
window and a zoomed-in view.
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Figure 4.4: An illustration comparing a nominal trace, four anomalous traces, and the
reference trace for the peripheral additions scenario in case studies on BBB, shown in the
full window and a zoomed-in view.
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Figure 4.5: An illustration comparing a nominal trace, three anomalous traces, and the
reference trace for the firmware version change scenario in case studies on BBB, shown in
the full window and a zoomed-in view.
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Figure 4.6: An illustration comparing a nominal trace, an anomalous trace, and the ref-
erence trace for the bootloader version change scenario in case studies on BBB, shown in
the full window and a zoomed-in view.
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Figure 4.7: An example of a SFW used in the case studies [75].

4.3 Case Study: Flight Controller – Speedybee F405

Wing

This section examines the application of SWAD for detecting hardware and firmware
anomalies in the SFW (Figure 4.7), a widely used flight controller in unmanned aerial
vehicles (UAVs), commonly known as drones. Flight controllers such as the SFW manage
critical real-time tasks, including sensor fusion, motor control, and flight stabilization [17].
Ensuring system integrity is crucial for its operational safety, as modifications or replace-
ments can introduce unintended behaviour or security vulnerabilities.

4.3.1 Nominal Setup

The nominal setup for the SFW serves as the baseline for detecting anomalies introduced
by hardware and firmware attacks. This setup includes:

• Firmware Version: The SFW operates on ArduPilot Plane V4.5.5, a stable and
widely-used firmware version [3].

4.3.2 Simulated Hardware Attacks

For the SFW, we simulate hardware replacement attacks based on documented real-world
hardware attacks as discussed in Section 4.2.2. Specifically, we replace the original SFW
with three distinct units, named SFW02, SFW03, and SFW04, each running the same
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firmware (ArduPilot Plane V4.5.5) and with identical configuration. Similar to the BBB,
while these units appear identical, they may not necessarily exhibit the same power be-
haviour during the boot phase due to factors such as manufacturing differences and age.
This experiment evaluates whether SWAD can detect these variations.

4.3.3 Simulated Firmware Attacks

Based on documented real-world firmware attacks we discussed in Section 2.3, we simulate
scenarios where the firmware running on the SFW is modified:

• Firmware Version Change: We replace the original firmware with different versions,
including ArduPilot Plane V4.5.4 and ArduPilot Plane V4.4.0. These versions might
cause differences in boot power consumption behaviour due to factors such as differing
initialization routines, bug fixes and optimizations, and security updates. This test
evaluates whether SWAD can identify changes from different firmware versions.

• Firmware Modification: We manually alter the firmware by introducing controlled
anomalies one at a time, including buffer overflows and intentional time delays, which
could lead to different boot power behaviour. This scenario assesses whether SWAD
can identify these modifications.

4.3.4 Experiment Setup

For the SFW, we collect power traces with a duration of D = 17, 000ms. After processing
with PAA downsampling rate of n = 100 and a median filter with kernel size s = 5, the
extracted boot power traces have a duration of D∗ = 14, 000ms, corresponding to a size of
L∗ = 14, 000 samples. From these boot power traces, we construct sliding windows with
a size of W = 700 samples and overlapping α = 50% of the previous window, resulting
in K = 39 windows. The remainder of the experiment setup follows the same procedure
outlined for the BBB in Section 4.2.4. Table 4.3 summarizes the number of traces collected
for each attack scenario, and the sizes of the training and test sets.

4.3.5 Results

In each attack scenario, we utilize SWAD to identify anomalous traces within the test set
and calculate the F1 score. We then compare SWAD’s performance with the full-window
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Table 4.3: Experiment setup for SFW: Number of nominal and anomalous traces collected
for each attack scenario, along with the sizes of the training and test sets.

Scenario
Nbr. of
Nominal
Traces

Nbr. of
Anomalous

Traces

Training
Set
Size

Test
Set
Size

SFW replacement 30 60 (20 per setup) 10 80
Firmware version change 30 40 (20 per setup) 10 60
Firmware modification 30 40 (20 per setup) 10 60

approach. Table 4.2 summarizes the results. Overall, the SWAD method consistently
achieves a high F1 score across all attack scenarios, with an overall F1 score of 96%,
significantly outperforming the full-window approach in all attack scenarios.

Table 4.4: Summary of anomaly detection performance for SFW.
Device Scenario F1 score (SWAD) F1 score (full-window)
SFW SFW replacement 95% 68%

Firmware version change 100% 14%
Firmware modification 94% 48%

Overall2 96% 50%

Analysis of Attack Scenarios

This section offers an in-depth analysis of SWAD’s performance across the various attack
scenarios.

• SFW Replacement: In this scenario, the SWAD method surpasses the full-window
approach, achieving an F1 score of 95%. Figure 4.8 provides a visualization of a
nominal trace, an anomalous trace for each anomaly setup, and the reference trace.
We observe that the replacement with SFW04 introduces frequent spikes compared
to the reference trace, while replacements with SFW02 and SFW03 cause noticeable
localized deviation in earlier trace segments. The full-window method fails to de-
tect replacements with SFW02 and SFW03, as other minor, long-lasting deviations
overshadow the localized deviations.

2Note that this overall F1 score is calculated by first counting all the TP, FP, and FN in each attack
scenario, and then applying the F1 score formula in Equation 4.1.
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• Firmware Version Change: In this scenario, SWAD achieves an F1 score of 100%,
whereas the full-window method only reached 14%. Figure 4.9 illustrates a nominal
trace, an anomalous trace for each anomaly setup, and the reference trace, showing
that switching to firmware version 4.5.4 introduces a level shift in the second half
of the trace while switching to firmware version 4.4.0 results in relatively short-lived
pattern deviations. These deviations are effectively captured by SWAD. However,
the full-window approach misclassifies most anomalous cases because the nominal
traces already exhibit relatively large variances, overshadowing the more localized
deviations.

• Firmware Modification: In this scenario, SWAD achieves an F1 score of 94%, sig-
nificantly outperforming the full-window approach, which has an F1 score of 48%.
By examining an example of a nominal trace, an anomalous trace, and the reference
trace in Figure 4.10, we observe that the firmware modifications introduce noticeable
pattern changes in the boot power traces. SWAD effectively capture these changes,
while the full-window approach struggles with the time delay injection change due
to the relatively short-lived nature of the deviation.

Overall, these test cases demonstrate that SWAD is an effective method for detecting
anomalies caused by hardware and firmware modifications. It offers significant performance
improvements over the full-window method due to its ability to detect localized variations.
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Figure 4.8: An illustration comparing a nominal trace, three anomalous traces, and the
reference trace for the SFW replacement scenario in case studies on SFW, shown in the
full window and a zoomed-in view.
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Figure 4.9: An illustration comparing a nominal trace, two anomalous traces, and the
reference trace for the firmware version change scenario in case studies on SFW, shown in
the full window and a zoomed-in view.
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Figure 4.10: An illustration comparing a nominal trace, two anomalous traces, and the
reference trace for the firmware modification scenario in case studies on SFW, shown in
the full window and a zoomed-in view.
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Figure 4.11: An example of a CPCO used in the case studies [69].

4.4 Case Study: Flight Controller – CubePilot Cube

Orange+

This section examines the application of SWAD for detecting firmware anomalies in the
CPCO (Figure 4.11). Similar to the SFW, the CPCO is a drone flight controller. The
experiment conducted on the CPCO serves as a complement to the case study on the
SFW.

4.4.1 Nominal Setup

The nominal setup for the CPCO serves as the baseline for detecting anomalies introduced
by firmware attacks. This setup includes:

• Firmware Version: The CPCO runs ArduPilot Plane V4.5.5, a stable and widely-used
firmware version [3].

4.4.2 Simulated Firmware Attacks

We simulate scenarios where the firmware running on the CPCO is modified. These sce-
narios are based on documented real-world firmware attacks discussed in Section 2.3.

• Firmware Version Change: We replace the original firmware with different versions,
including ArduPilot Plane V4.5.4, ArduPilot Plane V4.4.4, and ArduPilot Plane
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V4.4.0. These version changes may result in different boot power consumption be-
haviours due to factors such as differing initialization routines, bug fixes and optimiza-
tions, and security updates. This scenario evaluates whether SWAD can effectively
detect such changes.

4.4.3 Experiment Setup

For the CPCO, we use the same experiment setup as BBB as in Section 4.2.4. We summa-
rize the number of traces collected for each attack scenario, and the sizes of the training
and test sets in Table 4.5.

Table 4.5: Experiment setup for CPCO: Number of nominal and anomalous traces collected
for each attack scenario, along with the sizes of the training and test sets.

Scenario
Nbr. of
Nominal
Traces

Nbr. of
Anomalous

Traces

Training
Set
Size

Test
Set
Size

Firmware version change 30 60 (20 per setup) 10 80

4.4.4 Results

For the firmware change attack scenario, we apply SWAD to detect anomalous systems
and evaluate their performance using the F1 score. SWAD achieves an 85% F1 score, sig-
nificantly outperforming the full-window approach, which only reaches 51%. As shown in
Figure 4.12, the differences in power traces between firmware versions V4.4.4, V4.5.4, and
the reference trace are subtle and primarily localized, causing the full-window approach
to struggle in detecting these changes. Firmware version V4.4.0 exhibits much more sub-
stantial pattern changes compared to the reference trace, and both methods ca detect this
change.

Table 4.6: Summary of anomaly detection performance for CPCO.
Device Scenario F1 score (SWAD) F1 score (full-window)
CPCO Firmware version change 85% 51%

Overall, this attack scenario demonstrates the capability of SWAD to detect firmware
anomalies in the CPCO, particularly highlighting its effectiveness in identifying localized
deviations.
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Figure 4.12: An illustration comparing a nominal trace, three anomalous traces, and the
reference trace for the firmware version change scenario in case studies on CPCO, shown
in the full window and a zoomed-in view.
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4.5 Parameter Sensitivity Analysis

The performance of SWAD depends on several tunable parameters, including the PAA
downsampling rate n, median filter kernel size s, sliding window size W , and window
overlap ratio α. In our case studies, we adopt a default configuration with n = 100, s = 5,
W = 5% of the boot power trace length, and α = 50%. To evaluate the robustness and
sensitivity of each parameter, we conduct a series of experiments using the BBB firmware
attack scenario as a representative case. In each experiment, one parameter is varied while
the others are held fixed at their default values.

Our results show that SWAD is generally robust to a range of parameter values. Perfor-
mance remains stable across a wide range of downsampling rates and median filter kernel
sizes, with degradation only occurring under extreme smoothing. Similarly, sliding window
size and overlap ratio influence detection accuracy, but the method performs well as long as
the window size is not excessively large and a minimal overlap is maintained. These find-
ings confirm that the selected parameter settings in our case studies are effective, though
they can be further fine-tuned for specific system characteristics in practical deployments.

4.5.1 PAA Downsampling Rate

Table 4.7 summarizes the F1 scores of SWAD across different PAA downsampling rates n,
tested for n ∈ {10, 25, 50, 100, 200, 400, 800, 1000}. Each value of n determines how many
original samples are aggregated into a single downsampled point. Larger downsampling
rates improve noise reduction and computational efficiency but risk discarding important
signal details. As shown in the table, SWAD is generally robust to the choice of n, main-
taining a 100% F1 score up to n = 100. However, performance begins to degrade at higher
downsampling rates due to excessive smoothing, which reduces signal details. We select
n = 100 in our case studies as it provides an effective balance between computational
efficiency, noise reduction, and detection accuracy.

4.5.2 Median Filter Kernel Size

Table 4.8 shows the sensitivity of SWAD to different median filter kernel sizes s, where s ∈
{1, 3, 5, 7, 9, 21, 51, 101, 251, 501, 1001}. The kernel size determines the level of smoothing
applied to the trace: larger values provide stronger noise reduction but risk removing
important signal features. Only odd values are used to preserve symmetry around the
center sample, which is standard for median filtering [2].
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Table 4.7: Performance of SWAD across different PAA downsampling rates.
Downsampling Rate F1 score

10 100%
25 100%
50 100%
100 100%
200 98.73%
400 93.33%
800 93.33%
1000 90.41%

As with the PAA downsampling rate, we observe that performance remains stable for
small kernel sizes, but begins to degrade as s increases beyond 51. Excessive smoothing
at large kernel sizes leads to loss of essential signal details, thereby affecting detection
accuracy. We select s = 5 in our case studies as it offers a balance between noise suppression
and detection accuracy.

Table 4.8: Performance of SWAD across different median filter kernel size.
Median Filter Kernel Size F1 score

1 100%
3 100%
5 100%
7 100%
9 100%
21 100%
51 98.73%
101 96.10%
251 87.32%
501 90.41%
1000 88.88%

4.5.3 Sliding Window Size

We evaluate the impact of the sliding window size W on performance in Table 4.9. Since
different systems have varying boot power trace lengths, we express W as a percentage of
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the trace length. Specifically, we test W ∈ {1%, 3%, 5%, 10%, 20%, 25%, 50%, 75%, 100%}
of the boot power trace.

Smaller window sizes can capture localized variations more effectively but may be sen-
sitive to noise, while larger windows are more robust to noise yet less responsive to local
anomalies. Our analysis reveals that detection accuracy begins to degrade when the win-
dow size exceeds 5%. Therefore, we select W = 5% in our case studies to balance between
sensitivity and robustness.

Table 4.9: Performance of SWAD across different sliding window sizes (as a percentage of
the power trace length).

Sliding Window Size (% of Boot Power Trace Size) F1 score
1% 100%
3% 100%
5% 100%
10% 80%
20% 71.43%
25% 68.29%
50% 68.29%
75% 0%
100% 13.79%

4.5.4 Window Overlap Ratio

Table 4.10 summarizes the F1 scores of SWAD across different window overlap ratios
α ∈ {1%, 3%, 5%, 10%, 25%, 50%, 75%, 99%}, where α indicates the percentage of sample
points each sliding window shares with the previous one. Higher overlap can improve
sensitivity to localized anomalies but increases computational cost.

As shown in the table, SWAD maintains strong performance across a wide range of
overlap ratios. The method is particularly robust even at relatively low values of α, with
only a performance drop at 3%. This robustness is partly due to our default sliding window
size of 5% of the power trace length, which is already small enough to capture localized
anomalies effectively. In our case studies, we use a default overlap ratio of 50%, which
provides a good balance between sensitivity and computational efficiency.
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Table 4.10: Performance of SWAD across different window overlap ratio.
Window Overlap Ratio F1 score

1% 100%
3% 74.42%
5% 100%
10% 100%
25% 100%
50% 100%
75% 100%
99% 100%

4.6 Real World Considerations

Our experiments simulate controlled attack scenarios where only one component is modified
while others remain unchanged. However, real-world attackers are unlikely to restrict
themselves to a single modification. For example, in the BBB replacement scenario, an
attacker might introduce firmware changes rather than keeping the firmware unchanged.
Such combined modifications would result in more significant variations in boot power
trace, making them easier to detect. Therefore, our proposed SWAD method is evaluated
on a more conservative basis and remains applicable and effective for identifying anomalies
in practical settings.

4.7 Detection Limits of SWAD

In this section, we analyze the detection limits of SWAD to determine the extent of devia-
tion it can reliably identify. We assess the algorithm’s sensitivity from two key perspectives:

1. Aggregated Deviation: SWAD detects anomalies by computing an anomaly score
for each window of a trace, aggregating the pointwise deviations from the reference
trace. Although this score does not separately quantify the duration or magnitude
of deviations, it is directly used to determine if an anomaly exists. This makes it a
practical and accurate reflection of the algorithm’s actual detection limits. To further
illustrate these limits, we will employ a separation plot for visualization.

2. Theoretical Duration and Amplitude Deviation: A more intuitive approach
is to analyze detection limits regarding the duration and magnitude of deviations
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required for SWAD to flag an anomaly. However, real-world power traces exhibit
inherent random noise at each time point, causing deviations throughout the entire
trace with varying magnitudes. To provide a more precise analysis, we theoretically
evaluate the scenario in which a given power trace deviates from the reference trace
for various lengths of brief segments. Specifically, we determine the maximum average
deviation magnitude that can persist over these short segments before being flagged
by SWAD. We will employ a residual power envelope plot to visualize the detection
limits.

Together, these perspectives offer insights into the detection limits of SWAD.We explore
them in detail in the following sections, using the BBB firmware version change attack
scenario as an example.

4.7.1 Aggregated Deviation

Our SWAD algorithm flags a trace as anomalous if its anomaly score, calculated as the
aggregated absolute pointwise deviation from the reference trace, exceeds a threshold in any
window. Thus, the detection limit of the algorithm is determined by the threshold value
for each window. Figure 4.13 illustrates this concept by showing the distribution of the
anomaly scores in Window 5 from the BBB firmware version change attack scenario. Each
data point represents the anomaly score of a single trace from the test set, while the vertical
red dotted line indicates the detection threshold. Traces with scores to the left of this line
are considered nominal, whereas those to the right are flagged as anomalies. In this plot,
we present aggregated anomaly scores for nominal system traces and for anomalous traces
from four different firmware versions. We observe a large gap between the scores of nominal
and anomalous traces, with the latter greatly exceeding the detection threshold. This
demonstrates that this window effectively separates nominal and anomalous behaviour.

4.7.2 Theoretical Duration and Amplitude Deviation

While the aggregated deviation provides a direct measure of SWAD’s detection limits, we
further examine the duration and magnitude of deviations that lead to flagged anomalies.
Consider a scenario in which a given trace deviates from the reference trace within a given
window. We define two key metrics:

• Anomaly Duration (La): The number of samples over which the given trace deviates
from the reference trace.
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Figure 4.13: Distribution of anomaly scores for test set traces in the BBB firmware version
change scenario in Window 5. Each point represents the anomaly score of a test trace,
with the red line indicating the anomaly threshold.

• Anomaly Magnitude (D): The average deviation of the given trace from the reference
trace over the anomaly duration La.

Given the anomaly threshold Thresholdk for window k, the boundary average deviation
for a given anomaly duration is defined as:

Dboundary =
Thresholdk

La

. (4.2)

Using Window 5 from the BBB firmware version change attack scenario as an example,
we plot the boundary average deviation across different anomaly durations, forming what
we refer to as the residual power envelope. This envelope determines the maximum allow-
able duration and corresponding average deviation before a trace is flagged as anomalous;
points above the envelope are identified as anomalous, while those below are considered
nominal.
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In practice, power traces contain inherent random noise; consequently, both nominal
and anomalous traces exhibit an anomaly duration close to or equal to the full window
length. In such cases, plotting the boundary average deviation in the residual power enve-
lope essentially reduces to the anomaly distribution score plot shown in Figure 4.13—with
the difference that Figure 4.13 depicts the aggregated deviation from the reference trace,
whereas the residual power envelope plot displays the average deviation.

To enhance the effectiveness and interpretability of the residual power envelope anal-
ysis, we modify the definition of La by counting only those samples that are considered
significantly abnormal. Specifically, for each sample index, we compute the Manhattan
distance of the training set traces from the reference trace and calculate the standard
deviation of these distances. A sample in a test trace is deemed significantly abnormal
if its distance from the reference trace exceeds the 90th percentile of the nominal traces’
distances. As illustrated in Figure 4.14, the blue shaded region represents the range where
a sample is not considered significantly abnormal and not counted into La. This approach
allows us to focus solely on relatively large deviations to make the power envelope analysis
more meaningful.

Figure 4.15 demonstrates the residual power envelope for the scenario we demonstrate
in Figure 4.14. Figure 4.16 presents the resulting residual power envelope with the distribu-
tion of all the traces in the test set of BBB firmware version change scenario in Window 5.
Each data point represents a test trace. Traces located near the upper-right corner in-
dicate substantial deviation from the reference trace, with longer anomaly durations and
higher anomaly magnitudes. In contrast, traces near the lower-left corner exhibit minimal
deviation, with fewer anomalous points and lower average scores. Thus, the residual power
envelope effectively characterizes the detection limits of SWAD, with traces closer to the
envelope being more prone to misclassifications.

There are similar concepts to the residual power envelope in the literature, often re-
ferred to as the detection envelope, sensitivity envelope, or residual threshold envelope [68].
Similar to our use case, the envelope concept is commonly employed to:

• Quantify the range of residual values that are considered normal.

• Establish detection thresholds that balance sensitivity and specificity.

• Understand how subtle changes in system behaviour may evade detection.
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Figure 4.14: An illustration of the range within which sample points are considered normal,
with points outside the range deemed significantly abnormal and included in La, alongside
a nominal trace and an anomalous trace for comparison.
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Figure 4.15: An illustration of the residual power envelope for BBB that determines the
maximum allowable duration and corresponding average deviation before a trace is flagged
as anomalous.
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Figure 4.16: An illustration of the residual power envelope for BBB, where each point
corresponds to a test set trace in the BBB firmware version change scenario in Window 5.
Points above the envelope are considered anomalous, while points below are considered
nominal.
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4.7.3 False Positive and False Negative Tradeoff

Next, we discuss the tradeoff between false positive and false negative misclassifications by
leveraging the anomaly score distribution and residual power envelope plots. The anomaly
threshold used to distinguish between nominal and anomalous traces in window k is com-
puted as in Equation 3.4. This threshold is adjustable via the number of standard de-
viations: a higher multiplier yields a wider threshold, reducing the likelihood of flagging
nominal traces as anomalous at the risk of missing some anomalies, while a lower multiplier
narrows the threshold, increasing sensitivity but with the risk of false alarms.

To illustrate this tradeoff, we define two alternative thresholds:

Thresholdk
narrow = µ(Ak) + 1 · σ(Ak), (4.3)

Thresholdk
wide = µ(Ak) + 9 · σ(Ak), (4.4)

where µ(Ak) and σ(Ak) are the mean and standard deviation of the anomaly scores in
window k, respectively.

Using BBB firmware version change attack scenario with Window 5 as an example.
Figure 4.17 and Figure 4.18 illustrate the impact of these thresholds on the anomaly score
distribution and the residual power envelope. With Thresholdk

narrow, several nominal traces
are misclassified as anomalous. In contrast, Thresholdk

wide is insufficiently sensitive, result-
ing in some anomalous traces—such as those corresponding to firmware version 4.4.4—not
being detected. These results underscore the inherent tradeoff between false positives and
false negatives. In practice, users can adjust the threshold according to their specific needs,
using these plots as a guide to balance false positives and false negatives.
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Figure 4.17: An illustration of three different anomaly thresholds, along with the distribu-
tion of anomaly scores for test set traces in the BBB firmware version change scenario in
Window 5.
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Figure 4.18: An illustration of three power envelopes, along with the distribution of test
set traces in the BBB firmware version change scenario in Window 5.
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Chapter 5

Discussion

5.1 Boot Process Duration Determination

In the assumption stated in Section 3.1, we assume that the duration of the boot process is
known a priori. In practice, however, this duration must be empirically determined based
on observable criteria.

In our research, we employed two complementary methods to estimate the end of the
boot process. The first method involved visual observation. By monitoring the system’s
output, such as the display, console messages, or LED status indicators, we identified the
point at which the system transitioned to a stable, ready state.

The second method was based on trace-based analysis. We collected extended-duration
power traces over multiple boot cycles and analyzed the variance across these traces. When
the power behavior became highly variable or unstable across traces, which we interpreted
as an indication of post-boot activities, we considered the preceding point as the end of
the boot process. This approach allowed us to determine a consistent cutoff for capturing
the boot phase while excluding unrelated runtime fluctuations.

5.2 Distance Metric Selection

In our anomaly detection framework, we use the Manhattan distance to calculate the
anomaly score of each traces. This choice is motivated by several practical considerations.
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First, Manhattan distance is less sensitive to large individual deviations compared to the
Euclidean distance, which amplifies outliers due to the squared error term. Since power
traces can contain occasional spikes or transient noise, the Manhattan distance offers a
more stable and robust measure. It is also particularly effective at capturing small but
long-lasting deviations, which may be diluted with Euclidean distance.

Second, Manhattan distance provides a more interpretable anomaly score. Because it
directly sums absolute differences in power at each time point, the resulting value has a
clear physical meaning—it represents the total deviation in power usage across the window.
This contrasts with Euclidean distance, whose squared terms can distort scale and obscure
interpretation.

Therefore, we choose Manhattan distance for its ability to balance detection sensitiv-
ity, robustness to noise, and the interpretability of results in the context of power-based
anomaly detection.
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Chapter 6

Conclusion

This study proposed using boot power traces to detect hardware and firmware anomalies
in embedded systems. Our approach identifies potential security breaches by comparing
unlabeled traces against nominal profiles. We introduced SWAD, a novel sliding window
anomaly detection method, which improves upon a full-window approach by capturing
transient irregularities and adapting to local variations within power traces.

We evaluated SWAD across a range of simulated real-world hardware and firmware at-
tack scenarios, using the full-window approach as a benchmark. SWAD achieved F1 scores
of 98%, 96%, and 85% for attacks on BBB, SFW, and CPCO, respectively, outperform-
ing the full-window approach, which yielded 92%, 50%, and 51% in the same scenarios.
These results confirm the practical viability of SWAD across diverse platforms and attack
types. In addition, this power side-channel method is cost-efficient, as it relies on a generic
power monitoring device that can be applied across different systems without requiring
direct access to internal components. Moreover, the reference trace-based approach used
in SWAD provides advantages in explainability, simplicity, and robustness, making SWAD
well-suited for real-world deployment.

Despite these compelling features, SWAD has certain limitations. While the default
anomaly detection threshold defined in Section 3.4 is generally effective across the analyzed
attack scenarios, it may not be optimal for all datasets or operating conditions. Fine-
tuning is often necessary to balance false positives and false negatives, especially with
noisy or highly variable power traces. Additionally, parameters such as downsampling
rate, median-filter kernel size, sliding window size and window overlap ratio influence
performance and should be carefully tuned in practical deployments. Addressing these
challenges through adaptive parameter tuning can be an area of future research. Moreover,
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the threshold currently used to identify the start of the boot process in Section 3.6.2 is
determined empirically and could be improved through automation to reduce reliance on
manual analysis.

Finally, our study evaluated SWAD on three embedded systems. Future work can ex-
tend this research by exploring a broader range of embedded platforms and attack scenarios
to validate the method’s effectiveness further.
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[45] Andrzej Maćkiewicz and Waldemar Ratajczak. Principal components analysis (PCA).
Computers Geosciences, 19(3):303–342, 1993.

[46] Yan Michalevsky, Gabi Nakibly, Aaron Schulman, Gunaa Arumugam Veerapandian,
and Dan Boneh. PowerSpy: Location Tracking using Mobile Device Power Analysis,
2015.

[47] Microchip Technology Inc. MIPS32® microAptiv™ and M5150 Core In-
struction Set Architecture (ISA) OverviewToggle the hierarchy tree under
MIPS32® microAptiv™ and M5150 Core Instruction Set Architecture (ISA)
Overview. https://developerhelp.microchip.com/xwiki/bin/view/products/

mcu-mpu/32bit-mcu/PIC32/mz-arch-cpu-overview/isa-overview/, 2023. Ac-
cessed: 2025-04-12.

[48] Microsoft. Trusted Platform Module Technology Overview, 2024. Accessed: 2025-02-
14.

[49] Microsoft Security Response Center. CVE-2022-21894 - Windows Boot Manager Se-
curity Feature Bypass Vulnerability, 2022. Accessed: 2025-02-19.

[50] Jyotiprakash Mishra and Sanjay K. Sahay. Modern Hardware Security: A Review of
Attacks and Countermeasures, 2025.

[51] MITRE. CAPEC-401: Hardware Integrity Attack, 2018. Accessed: 2025-02-20.

[52] MITRE. CAPEC-440: Hardware Integrity Attack, 2018. Accessed: 2025-02-20.

[53] MITRE. CAPEC-532: WebView Injection, 2018. Accessed: 2025-02-20.

[54] MITRE. CVE-2019-19642, 2019. Accessed: 2025-03-08.

83

https://developerhelp.microchip.com/xwiki/bin/view/products/mcu-mpu/32bit-mcu/PIC32/mz-arch-cpu-overview/isa-overview/
https://developerhelp.microchip.com/xwiki/bin/view/products/mcu-mpu/32bit-mcu/PIC32/mz-arch-cpu-overview/isa-overview/


[55] MITRE. CVE-2024-20456, 2024. Accessed: 2025-03-08.

[56] MITRE. CVE-2024-38279, 2024. Accessed: 2025-03-08.

[57] MITRE. CVE-2024-8105, 2024. Accessed: 2025-03-08.

[58] MITRE. CWE-1247: Improper Protection Against Voltage and Clock Glitches, 2024.
Accessed: 2024-04-02.

[59] MITRE. CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition, 2024.

[60] MITRE. Pre-OS Boot: System Firmware, 2024. Accessed: 2025-02-20.

[61] Carlos Moreno, Sean Kauffman, and Sebastian Fischmeister. Efficient program tracing
and monitoring through power consumption - with a little help from the compiler. In
2016 Design, Automation Test in Europe Conference Exhibition (DATE), pages
1556–1561, 2016.

[62] Mehari Msgna, Konstantinos Markantonakis, David Naccache, and Keith Mayes. Ver-
ifying Software Integrity in Embedded Systems: A Side Channel Approach. 04 2014.

[63] Maria Mushtaq, Muhammad Asim Mukhtar, Vianney Lapotre, Muhammad Khurram
Bhatti, and Guy Gogniat. Winter is here! A decade of cache-based side-channel
attacks, detection mitigation for RSA. Information Systems, 92:101524, 2020.

[64] Sung Dae Na, Qun Wei, Ki Woong Seong, Jin Ho Cho, Myoung Nam Kim, Carlos
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