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Abstract

Threshold schemes are a critical cryptographic primitive that allows a set of n total
parties and a threshold of at least t parties to collaborate to jointly perform some function,
such as generating key material or issuing a digital signature. Threshold schemes allow
for improved robustness in the case of failure, and distribute trust among many parties.
In particular, the security of the scheme assumes ¢ — 1 players are corrupted, and so can
deviate arbitrarily from the protocol. The security of the scheme ensures that in spite
of a subset of corrupted players, the scheme can provide important properties such as
robustness, unforgeability, or indistiguishability from some target distribution.

In this work, we examine the special cases of distributed key generation and thresh-
old signing. In particular, we present constructions that optimize for considerations that
are important to implementations in practice. Such considerations include simplicity, net-
work round efficiency, computational and bandwidth efficiency, and low use of broadcast
channels.

Firstly, we present FROST, a Flexible Round-Optimized Schnorr Threshold signature
scheme. FROST improves upon prior threshold Schnorr signature schemes in that signa-
tures can be generated with only two network rounds among participants, while remaining
secure against concurrent adversaries. We show that FROST is secure under the Alge-
braic One-More Discrete Logarithm (-~AOMDL) assumption in the Random Oracle Model
(ROM).

Secondly, we present Storm, a simplified three-round distributed key generation proto-
col (DKG). Storm presents a simplified alternative to prior DKGs with a similar security
model, assuming the Discrete Logarithm Problem (DLP) is hard, and provides a generic
construction that may be applicable beyond discrete-logarithm assumptions.

Finally, we present Arctic, a two-round deterministic threshold Schnorr signature
scheme. Arctic allows signers to remain stateless, with the exception of persisting state
of their long-lived signing keys. Arctic requires a slightly weaker trust model in that it
assumes the majority of signers are honest, but shows improved efficiency over alternative
deterministic threshold Schnorr signature schemes for small signing coalitions (fewer than
25 signers). We show that Arctic is secure assuming DLP in the ROM.
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Chapter 1

Introduction

While the goal of cryptography can be described in many ways, one common motivation is
often authorization within a digital environment; i.e., the assurance that only a designated
party is allowed to perform some action. The goal of authorization is generally accom-
plished by granting the authorized party knowledge of a secret, and then later challenging
the party to demonstrate knowledge of this secret value. This intuition describes the strat-
egy underlying interactive identification protocols and digital signature schemes—common
cryptographic building blocks in secure protocols.

A challenge emerges when considering the possibility that this authorized party may
later become compromised by an adversarial party, or might simply fail. For example,
a database holding a secret value might become corrupted. One real-world example is
that of certificate authorities, which have been long-documented to perform untrusted ac-
tions [ | In this setting, even if the designated party correctly demonstrates knowledge
of a secret key, the party may still violate trust.

As cryptographers, the question then emerges as whether new cryptographic primitives
can be designed to better reflect the trust required in a real-world setting. For this partic-
ular example, instead of distributing one secret value to authorize a designated party, one
might ask whether is it possible to instead designate multiple parties that must cooperate
to perform a trusted action.

In this dissertation, we address this question by investigating the real-world utility of
threshold schemes. Threshold schemes are a critical cryptographic primitive that requires
at least a threshold t parties out of a set of n total parties to collaborate to perform some
function. This function depends on the use case. For example, the parties might perform
threshold signing | , , |, outputting a joint signature at the end of the



protocol. Alternatively, participants might participate to jointly generate cryptographic
key material [ , , , , , , , , ,

, |. This key may then be used within the context of other threshold schemes,
such as evaluating a pseudorandom function (PRF) in a threshold manner | ]

Threshold schemes are an appealing primitive due to their ability to ensure robustness
in the case of failure, and to distribute trust among many parties. In particular, the security
of the scheme assumes t — 1 players are corrupted, and so can deviate arbitrarily from the
protocol. The security of the scheme ensures that in spite of a subset of corrupted players,
the scheme remains secure. As such, threshold schemes offer practical security benefits,
allowing for dynamic key management and defense in depth against potential adversarial
corruptions. While some threshold schemes can be instantiated by each party simply
performing a single-party protocol in parallel, a practical goal for many threshold schemes
is to preserve compatibility with existing single-party schemes, to minimize implementation
complexity and to ensure efficiency.

Motivation. Interest in threshold schemes is growing in practice. For example, as of
early 2025, NIST is expected to issue a call for threshold schemes ranging from distributed

key generation to threshold zero-knowledge proofs | , |. The NIST call specifi-
cally requests threshold variants of single-party signature schemes, including Schnorr sig-
natures [ |, which is a core focus of this thesis.

However, significant challenges arise when using threshold schemes in practice, such as
gracefully handling failure cases, performing multi-party operations at scale, and operating
in a setting where signers are not guaranteed to always be online. Furthermore, multi-
party, multi-round schemes such as threshold signatures introduce significant complexity
and performance costs over single-party signature schemes. For this reason, schemes that
are simple to implement, provide defense-in-depth measures, and incur low round com-
plexity are attractive in practice. However, such schemes are difficult to prove secure
using standard security assumptions. For example, for discrete logarithm-based thresh-
old signatures, the most efficient two-round schemes require the one-more discrete loga-
rithm assumption to demonstrate unforgeability [ , ], whereas less-efficient
three-round schemes can be proven secure using the discrete logarithm assumption di-
rectly | : : ].

Problem to Overcome. While threshold schemes offer benefits such as redundancy
and increasing the cost to a potential adversary, the downside to threshold schemes in
practice is their complexity and performance overhead. Multi-round, multi-entity protocols



incur additional performance and complexity challenges beyond the single-party setting.
These challenges are compounded when considering real-world failures, such as network
failures and timeouts. As such, even though efficient threshold schemes might possibly
incur stronger security assumptions, these tradeoffs are often practically worthwhile when
considering improvements in reduced complexity and increased performance.

With the goals of efficiency, simplicity, and security in mind, in this work, we investigate
how to design efficient threshold schemes, and propose a range of constructions that provide
improved efficiency over prior works in the literature. In particular, our thesis statement
is as follows:

It is possible to construct efficient threshold key generation and signature
schemes that are practically useful, with reasonable security assumptions. By
practical utility, we refer to the properties that implementations often require,
such as the simplicity of the scheme, low number of communication rounds
among parties, and computational and bandwidth efficiency.

1.1 Overview of Results

This dissertation presents new techniques to simplify and improve the practicality of thresh-
old Schnorr signatures and discrete-logarithm based distributed key generation. Chapter 3
gives an efficient randomized threshold Schnorr signature scheme, Chapter 4 gives a generic
construction for a distributed key generation (DKG) scheme. Chapter 5 gives an efficient
deterministic threshold Schnorr signature scheme.

1.1.1 Chapter 3: An Efficient Randomized Threshold Schnorr
Signature Scheme

The first contribution of this dissertation is to define FROST, a Flexible Round-Optimized
Schnorr Threshold Signature scheme. FROST is a two-round randomized threshold Schnorr
signature scheme, which can optionally be used in the preprocessing setting. FROST
defines a multi-party signing protocol that outputs a signature that is verifiable under the
single-party Schnorr signature verification algorithm | .

By saying that FROST can be used in the preprocessing setting, we mean that FROST
can be used in the setting where the first round is performed in a batched manner. In



other words, performing the threshold signing protocol may require only a single online
round of interaction among all parties, if the first round is performed in a batched manner
by each signing party.

While threshold Schnorr signature schemes certainly existed in the literature prior to
FROST, all prior schemes fall into one of two categories. Prior schemes either require more
than two rounds of interaction among all parties | |, or are insecure in a concurrent
setting | | due to a polynomial-time forgery attack | , ].

One might ask why limiting the number of communication rounds when performing
signing is in fact desirable. What we have learned from practitioners is that round efficiency
is highly desirable for implementations in practice, due to the complexities that arise when
coordinating communication rounds among multiple parties. In the setting where parties
could fail to reply or respond in a delayed manner, managing timeouts and session state
across concurrent signing sessions becomes highly complex when signing is performed at
scale.

We note that FROST achieves improved round efficiency in the optimistic case that
no participant fails to respond or misbehaves. However, in the case where a participant
contributes malformed values during the protocol or simply fails to respond, honest parties
can identify and exclude the misbehaving participant, and then re-run the protocol. In
other words, FROST does allow for some form of identifiable abort, but is not robust, in
that any deviation from the protocol requires aborting and re-running.

We prove the security of FROST with respect to the Algebraic One-More Discrete

Logarithm (.-AOMDL) assumption, formalized by Nick et al. | |. which is a weaker
variant of the One-More Discrete Logarithm (¢-OMDL) assumption | , ].
While FROST was proven secure with respect to ¢-OMDL | |, we additionally show

how this proof extends to -AOMDL. ¢-OMDL defines an interactive discrete-logarithm
assumption, in which the adversary is given ¢ + 1 discrete logarithm challenges, and is
required to output ¢ + 1 solutions, while being given ¢ queries to a discrete-logarithm
solution oracle. ¢-OMDL is a stronger security assumption, as the /~-OMDL oracle must
output solutions to arbitrary group elements, and so the oracle is not guaranteed to run
in polynomial time. /(-AOMDL additionally requires the adversary to give as input the
representation of the input group element with respect to all challenge group elements.

As such, the /-AOMDL solution oracle is guaranteed to run in polynomial time, therefore
making -AOMDL a weaker assumption than -OMDL.



1.1.2 Chapter 4: A Generic Distributed Key Generation (DKG)
Construction

The second contribution of this dissertation is to define a simple generic distributed key
generation (DKG) construction. While key generation for threshold signature schemes can
be performed in a centralized manner using a trusted dealer, often distribution of trust
is likewise required during the generation of key material. As such, DKG schemes allow
participants to collaborate to generate asymmetric key material in such a way that the
secret key is unknown and secret shared among all participants.

Our generic DKG construction relies on three cryptographic building blocks: a secure
hash function, an Aggregatable Verifiable Secret Sharing (AgVSS) scheme, and a Non-

Interactive Key Ezchange (NIKE) scheme. We show how Feldman’s VSS | | can be
augmented to be used as an AgVSS.

The goal for presenting a generic DKG is to enable flexibility for implementations and
standardization efforts. Future implementations may wish to opt for different building
blocks, and so a generic construction allows for different choices while maintaining formal
guarantees of security. Further, this flexibility may be worthwhile to ongoing NIST stan-
dardization efforts for threshold schemes | ]. The utility of a generic DKG is that any
instantiation of the DKG will remain secure, so long as each underlying building block is
secure.

We give a concrete construction of our generic DKG which we call Storm, which builds
upon Feldman’s VSS | | and a straightforward discrete-logarithm NIKE, which we
define in Section 2.4.1.

1.1.3 Chapter 5: An Efficient Deterministic Threshold Schnorr
Signature Scheme

The third contribution of this dissertation is to define a deterministic threshold Schnorr
signature scheme. While FROST is desirable in practice, one downside is that participants
cannot re-use secret state across signing sessions, as doing so will result in complete ex-
posure of their secret signing key. In the real-world setting where machines can go offline
and reboot without warning, such a strong requirement can prove challenging in practice.
The goal of a deterministic threshold signature scheme is to protect against such cases, as
participants are no longer required to maintain state when performing signing.

Towards this goal, we present Arctic, a deterministic and stateless threshold Schnorr
signature scheme. The primary goal of Arctic is simplicity. While prior deterministic



threshold Schnorr signature schemes have been defined | , , ] in
the literature, these prior schemes rely on either generic multi-party computation tech-
niques, or generic non-interactive zero-knowledge proof systems, and therefore incur com-
plexity and performance overhead. The observation underlying Arctic is that in settings
where the expected number of honest parties outnumbers the number of corrupt parties, we
can define a simpler and more efficient deterministic threshold Schnorr signature scheme.

In particular, for moderately sized groups (i.e., when n < 20), Arctic is more than
an order of magnitude more efficient than existing deterministic schemes in the liter-
ature | , ; | Arctic is three orders of magnitude more efficient
when n < 10. For larger groups, Arctic scales linearly relative to the number of processing
cores. Importantly, signers in Arctic are required to generate and maintain secret keys,
but otherwise do not need to manage secret state.

We prove the security of Arctic by showing a reduction to the Discrete-Logarithm (DL)
problem in the Random Oracle Model (ROM). Showing a reduction to standard security
assumptions in the ROM is highly desirable, as these assumptions are the same as is
required for the security of the single-party Schnorr signature scheme | ].

1.2 Impact in Practice

The main impact this thesis has had in practice is the implementation and standardization

of FROST, which we now describe.

The Zcash Foundation has implemented FROST and incorporated FROST into the
core Zcash protocol | , |. FROST is used to partition a spending key for a Zcash
wallet into multiple shares. As such, FROST allows a Zcash user to issue a transaction
only after a threshold number of signing shares are used to produce a signature. FROST
improves over prior schemes such as Bitcoin’s multisig design | ], in that a FROST
signature does not leak the number of signers and hence avoids fingerprinting attacks on-
chain. Bitcoin’s multisig design, on the other hand, simply concatenates ¢ signatures into
one joint signature, where the public key is the set of n public keys.

FROST has been defined as an informational RFC for the Crypto Forum Research
Group (CFRG) within the IRTF | |. FROST is the first threshold signature
scheme to be defined within an IRTEF RFC. The scheme is defined to be agnostic to any
particular choice of parameters, and supports a range of parameter choices. Furthermore,
the RFC does not define how key generation is performed, and simply assumes that partic-
ipants are initialized with secret signing shares that are Shamir secret shares of a signing



key. The RFC therefore is compatible with any key generation RFC that might be defined
in the future which outputs keys of this form.

Other blockchains beyond Zcash have investigated the use of FROST to perform multi-
party signing, most notably, Bitcoin. There is existing effort to define FROST as a Bitcoin
Improvement Proposal (BIP) [ ] and build additional infrastructure with FROST
in mind, including distributed key generation | ]. FROST is also used within the
context of bridging mechanisms, allowing funds to flow from Bitcoin to other blockchain
networks | ]. The security of FROST has also been discussed within the Ethereum
community | .

There is additionally a team working to define a FROST submission for the NIST
threshold signature scheme call for proposals | , |. Portions of this disserta-
tion will be employed towards this effort; namely, the proof for /-AOMDL security of
FROST, which is a weaker assumption than -OMDL, which prior proofs of security rely
upon | |]. We hope that the submission of FROST to the NIST call for threshold
schemes allows for more widespread adoption of threshold signatures beyond the cryp-
tocurrency space, into domains such as banking and digital certificate management.



Chapter 2

Background

In this chapter, we review the relevant background necessary for the remainder of this
thesis.

2.1 General Background

In this section, we review general background, including notation, cryptographic building
blocks, notions of security, and security assumptions.

2.1.1 Notation

We represent a security parameter as A € Z. We denote the assignment of an element y to
the value x as y < z, and sampling an element from some set S uniformly at random as
x ¢~ S. For a randomized algorithm A, we write z <> A() to indicate the random variable
x that is output from the execution of A. We say that f is a negligible function of A if it
holds that limy_,o, f(A)A® =0, for all ¢ > 0 | -

Let G be a cyclic group of prime order ¢, and Z, be the field of integers modulo ¢. Let
g be a generator of G.

We use [n] to represent the set {1,...,n}, and represent integer vectors in bold-face
font. For a set S, we denote (f) to mean the set that consists of all size-t subsets of S.



Polynomial Interpolation. A polynomial f(z) = ag + a1z + axx® + ... + az_12'7" of
degree t — 1 over a field F can be interpolated by t points. Let n be a set of ¢ distinct
integers corresponding to the z-coordinates z; € F,i € 7, of these points. Then the
Lagrange polynomial L;(z) has the form:

Lz) = J] 2= (2.1)

jemg#i " J

Given a set of ¢ points (z;, f(2;))icp;), any point f(z,) on the polynomial f can be
determined by Lagrange interpolation as follows:

fla)) = flan) - Li(x)

ken

Game-Based Security. An experiment (or game) Expgzy is played with respect to a

security notion sec, an adversary A modeled by a probabilistic (randomized) algorithm,
and a cryptographic primitive C. The experiment is initialized within a main procedure,
whose output is the output of the game. The goal of A is to win the game, the conditions
under which is defined within the experiment. The probability of A’s success thus defines
how secure C is with respect to the security notion sec.

PPT Adversaries. We say that an adversary A is probabilistic polynomial-time (PPT)
if it is run on random coins and its execution is performed in time that is polynomial
relative to the size of its input. In other words, there exists a polynomial f, such that for
every input z € {0,1}", A(x) terminates within at most f(n) steps.

Group Generation. Let GroupGen be a probabilistic polynomial-time algorithm that
takes as input a security parameter 1* and outputs a group description (G, ¢, g) consisting
of a group G of order ¢, where ¢ is a 2\-bit prime, and a generator g of G.

2.1.2 Assumptions

We next review the various cryptographic assumptions that we will need in the remainder
of this thesis.



dl N N
Expl () Exp’ 2™ () O9(X, o, {Bi}s )
G * GroupGen(1* e O ?
(S o)< SowBCenl) 1 (G.a.9) ¢ GrownGen(1) - [if X # 9" [Ty X/
R ce 0 | return L |
¥ & A((G4,9), X) for 1 € (0.0} do ]
T L, coerl
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return 1 7« (20,...,70) T o+ Zi:[) i
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return 0

Figure 2.1: The Discrete Logarithm (DL), One-More Discrete Logarithm (/-OMDL), and
Algebraic One-More Discrete Logarithm (-~AOMDL) games. The boxes indicate the differ-
ences in the .~AOMDL game to the /-OMDL game. ¢ is the bound on the number of times
the adversary A is allowed to query the DL oracle.

Discrete Logarithm (DL) Assumption. The DL assumption is shown in Figure 2.1.
G is a cyclic group with prime order ¢ and generator g € G; these parameters are generated
by the algorithm (G, ¢, g) <~ GroupGen(1?), which accepts as input the security parameter
A

To begin, a PPT adversary A is given a value X € G such that X = ¢* without
knowing the value of x. The challenge to the adversary is to output z.

We say that the DL assumption holds if the advantage to a PPT adversary in success-
fully producing such an x is a negligible function of A.

Computational Diffie-Hellman Assumption (CDH). The Computational Diffie-
Hellman Assumption (CDH) can be described as follows. To begin, public parameters are
generated by the algorithm (G, ¢, g) <~ GroupGen(1*), where G is a cyclic group with prime
order ¢ and generator g € G.

A PPT adversary A is then given the following values:

(9,9% ¢")
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The challenge to the adversary is then to compute ¢g?*. The CDH assumption holds if
the advantage to any PPT adversary in successfully doing so is a negligible function of A.

One-More Discrete Logarithm Assumption (/-OMDL). The One-More Discrete
Logarithm (¢-OMDL) assumption | , | extends the DL assumption, which is
non-interactive, into an interactive assumption. We show the /~-OMDL assumption along
with the DL assumption in Figure 2.1. We denote the bound on the number of times the
adversary A is allowed to query its DL oracle by /.

The differences between the /-OMDL assumption and the Algebraic One-More Discrete
Logarithm (/-AOMDL) assumption experiments are highlighted in a box; the key distinction
is that in the /-AOMDL game, the adversary can only query for linear combinations of its
challenge group elements; in the /~-OMDL game, the environment must return the discrete
logarithm of an arbitrary group element. It does so by the algorithm dlog, which is an
algorithm that finds the discrete logarithm relation of the input X € G and g.

To begin in the /~-OMDL experiment, public parameters are generated by the algorithm
(G, q,g) < GroupGen(1?), where G is a cyclic group with prime order ¢ and generator
g € G. Then, a PPT adversary A is given £+1 discrete logarithm challenges (X, ..., X,) €
G**! with respect to g. It is also given access to a discrete logarithm oracle, that when
queried on an arbitrary group element X € G, returns the discrete logarithm of that value.
The adversary is said to win the /~-OMDL game if it makes ¢ or fewer queries to the discrete
logarithm oracle, and produces correct solutions (zo,...,x¢) to its £ 4+ 1 challenges such
that X; = g%, 1 € {0,...,(}.

The ¢-OMDL assumption holds if the advantage to any PPT adversary in winning the
(-OMDL game is a negligible function of \.

Algebraic One-More Discrete Logarithm Assumption (/~-AOMDL). The algebraic
one-more discrete logarithm assumption (/-AOMDL) was formalized by Jonas, Ruffing,
and Seurin | |. We highlight differences with the ~-OMDL assumption in Figure 2.1.
The ¢-AOMDL assumption holds if the advantage to any PPT adversary in winning the
(-AOMDL game is a negligible function of .

Note that while the /~-OMDL assumption is not falsifiable (because the adversary is
allowed to query for the discrete logarithm of any arbitrary group element), the .-~AOMDL
assumption is falsifiable. This is because the input to the discrete logarithm oracle is
a linear combination of all challenges issued to the adversary, so it is guaranteed that

11



the environment runs in polynomial time with respect to a PPT adversary. Hence, the
(-AOMDL assumption is a strictly weaker assumption than standard /-OMDL.

An adversary in the /-AOMDL game is initialized in exactly the same manner as an
(-OMDL adversary, with the same winning condition. The only distinction between the
games is the inputs to the discrete logarithm oracle. In the /-~AOMDL setting, the adversary
provides a vector («, By ..., ;) of coefficients to the discrete logarithm oracle. The oracle
then responds with the integer linear combination of these coefficients with respect to the
discrete logarithm of the set of challenges (Xo, ..., X;). Informally, an /~AOMDL adversary
can be used to win the -OMDL game, therefore implying that if /-OMDL is hard, then
(-AOMDL is hard.

Algebraic Group Model (AGM). We next introduce the Algebraic Group Model
(AGM). The AGM is relevant when discussing related work and prior proofs of security
for FROST, as presented in Chapter 3.

Introduced by Fuchsbauer, Kiltz, and Loss | |, the Algebraic Group Model (AGM)
gives an idealized representation of a group, by requiring the adversary to act algebraically.
In other words, when an adversary outputs a group element X € G to the environment, it
additionally is required to output its representation with respect to all other group elements

the adversary has seen thus far. In other words, the adversary must output a coefficient
vector v = (a, by, by, ...), such that X = g* AP AR . .

Knowledge of Exponent Assumption (KoE). We next introduce the Knowledge of
Exponent (KoE) assumption. KoE is employed in related work to Storm, which we discuss
in Chapter 4.

The KoE assumption says that for an adversary that is given input (g, h = ¢°, q), if the
adversary outputs a value (C,Y) € G? such that C* = Y, then there exists an extractor
algorithm that given (g,h = ¢°,q), the extractor can output z such that C' = ¢* (and,
consequently Y = C%). Intuitively, KoE assumes that in order to output such a (C,Y),
the adversary must know z.

The Knowledge of Exponent (KoE) assumption | : | is an unfalsifiable
assumption, as it is impossible to show that such an extractor must exist. However,
this assumption is useful to prove security for both SNARKs | | and threshold
schemes | .

12



Algorithm Fork®(X) [Fork® (X)

Sample coins p for C at random.

hi,...,h, & H

(j,aux) < C(X, (h1,...,h); p)

return L if j = 1

h;-,...,h:, & H

(7', aux’) < C(X7 (hi,..., hj_1, ;, - .,h;);p)
return | if ;' = 1

return L if j # j

/. Fail if any outputs sampled from H collide
if (hy,...,hy, h;, ..., hl) contains a repeated element
return |

', aux, aux’)

return (h;, hj,

Figure 2.2: The general forking algorithm Fork®(X) and the modified general forking
algorithm Fork® (X).

2.2 General Forking Lemma

We review the general forking lemma by Bellare and Neven | |, which itself is a for-
malization of the forking lemma introduced by Pointcheval and Stern | ]. The forking
lemma is a useful tool to proving the security of signature schemes in the random oracle
model (ROM). We use the forking lemma to prove the security of FROST in the ROM in
Chapter 3, and Storm in Chapter 4.

We show the general forking algorithm in Figure 2.2, as well as a slight modification,
which we describe in Section 2.2.1.

The algorithms are defined with respect to an algorithm C and instance X. The dif-
ference between the general forking algorithm and modified variant is shown in a box,
for emphasis. In summary, the modified general forking algorithm aborts if any of the
(h1y... he Yoo hy) collide. The modified variant allows us to account for hash colli-
sions in a generalized manner, as the forking algorithm aborts on any hash collision.

Lemma 1 (General Forking Lemma | ). Let H be a finite set and v > 1 be an
integer. Let |G be a randomized instance generator and let X <~ 1G be an instance. Let C
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be a randomized algorithm that takes as input X, quantities hy, ..., h, € H, and a random
tape p. Let accept(C) be the probability that C outputs an accepting answer, namely

X &G, hyy.o he & H

accept(C) :=Pr |j # L : (j,aux) & C(X, (hy, ..., h); p)

Let ForkC(X) be the general forking algorithm defined in Figure 2.2 and let
accept(Fork®) :==Pra# L : X <G, < Fork®(X)].

Then, accept(Fork®) is bounded by

accept(Fork®) > accept(C) - (% 1 ) .

v |H]

2.2.1 A Modified Forking Lemma

We will employ a slight modification of the forking experiment, and give a corollary on
how it impacts the accepting probability of its output.

The modification to the forking experiment is natural; intuitively, we add an additional
abort condition if any of the values hy, ..., h,, b, ..., h; collide. Because there are at most
2r values, and they are all sampled uniformly at random from the set H, the probability
that any of them collide is at most 2r?/ |H|. By considering this case here, we can be sure
that such collisions are considered in our proof of security for Arctic.

Corollary 1. Let Forkfn be the forking experiment in Figure 2.2. Then using the notation
of Lemma 1 we have

accept(Fork®,) > accept(Fork®) — Pr[BadHashEvent]

2.2

> accept(Fork®) — 2r%/|H| (2:2)
Where BadHashEvent denotes the event that Fork, returns L due to the bozed lines in
Figure 2.2.

Proof Intuition for Corollary 1. The intuition for Corollary 1 is straightforward, as
it simply bounds the probability that two values sampled uniformly at random from a set
(with replacement) might collide. As such, it bounds the probability that the same value
might be sampled twice, when 2r total sampling events are performed.
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Expps.a(A) O (m)

par < Setup(1*) Qm — Qm U{m}
Qm <0 o « Sign(sk,m)
(pk, sk) <~ KeyGen() return o

(m*,0%) ¢ A7 (pk)
return 0 if m* € Q,,
V Verify(pk, m*, o*) # 1

return 1

Figure 2.3: The EUF-CMA security game for a digital signature scheme DS.
2.3 Digital Signatures and Schnorr Signatures

Definition 2.3.1 (Digitial Signatures). A digital signature scheme consists of polynomial-
time algorithms (Setup, KeyGen, Sign, Verify), defined as follows:

e Setup(1*) — par: On input a security parameter 1%, this deterministic algorithm
outputs public parameters par (which are given implicitly as input to all other algo-
rithms).

o KeyGen() — (pk,sk): This probabilistic algorithm outputs a public key pk and secret
key sk.

e Sign(sk,m) — o: On input a secret key sk and a message m, this (possibly proba-
bilistic) algorithm outputs a signature o.

o Verify(pk,m,o) — 0/1: On input a public key pk, a message m, and a purported
signature o, this deterministic algorithm outputs 1 (accept) if o is a valid signature
on m under pk; else, it outputs 0 (reject).

A digital signature scheme must be correct. It is said to be secure if it is existentially
unforgeable under chosen-message attacks (EUF-CMA).

Definition 2.3.2 (Correctness). A digital signature scheme (Setup, KeyGen, Sign, Verify) is
correct if for all security parameters X € N, all public parameters par < Setup(1%), all key
pairs (pk,sk) <~ KeyGen(), and all messages m, we have:

Pr[Verify(pk, m, Sign(sk, m)) = 1] =1
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Definition 2.3.3 (EUF-CMA). Let the advantage of an adversary A playing the Existen-
tial Unforgeability under Chosen-Message Attack (EUF-CMA) game, Exp*’, as defined in
Figure 2.3, be as follows:

AdVUDfS,A(A) = ‘PT[EXPgs,A(/\) = 1”

A digital signature scheme DS = (Setup, KeyGen, Sign, Verify) is existentially unforgeable
under chosen-message attacks if for all PPT adversaries A, Adv“DfS’ A(X) is negligible.

2.3.1 Schnorr Signatures

A Schnorr signature | | is a Sigma protocol zero-knowledge proof of knowledge of
the discrete logarithm of the public key pk. A Sigma protocol is characterized by the
prover first outputting a commitment, the verifier then sending a random challenge to
the prover, and then the prover outputting a response. The Schnorr signature scheme is
made non-interactive and bound to the message m by the Fiat-Shamir transform | -

Schnorr signatures are secure under the discrete logarithm assumption in the random oracle
model [ ].

Definition 2.3.4 (Schnorr Signatures | ). The Schnorr signature scheme consists of
polynomial-time algorithms (Setup, KeyGen, Sign, Verify), defined as follows:

e Setup(1?) — par: On input a security parameter 1, run (G, q, g) <+ GroupGen(1*)
and select a hash function H : G x G x {0,1}* — Z,. Output public parameters
par < ((G,q, g),H) (which are given implicitly as input to all other algorithms).

e KeyGen() — (pk,sk): Sample a secret key sk <~ Z, and compute the public key as
pk < ¢®. Output key pair (pk,sk).

e Sign(sk,m) — o: On input a secret key sk = x and a message m € {0,1}*, sample
a nonce r <~ Z,. Then, compute a nonce commitment R < g¢", the challenge ¢ +
H(R, pk,m), and the response z < r + cx. Output a signature o < (R, z).

o Verify(pk,m,c) — 0/1: On input a public key pk, a message m € {0,1}*, and a
purported signature 0 = (R, z), compute ¢ < H(R,pk,m). Output 1 (accept) if
R - pk® = g?; else, output 0 (reject).
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2.4 Non-Interactive Key Exchange (NIKE)

In Chapter 4, we give a generic Distributed Key Generation (DKG) scheme that builds
upon a Non-Interactive Key Exchange (NIKE) | , , | scheme. We
additionally define a verification algorithm that checks whether a tuple is in fact a valid
keypair.

Definition 2.4.1. A Non-Interactive Key Exchange (NIKE) NK with verification is
the tuple NK = (Setup, KeyGen, Verify, SharedKey), where

e Setup(1*) — par: On input a security parameter 1%, this deterministic algorithm
outputs public parameters par (which are given implicitly as input to all other algo-
rithms).

e KeyGen() — (sk,pk): This probabilistic algorithm generates a secret key sk and cor-
responding public key pk.

o Verify(sk, pk) — {0, 1}: On input the secret key sk and public key pk, this determin-
istic algorithm verifies that (sk, pk) is a valid output from NK.KeyGen.

e SharedKey(sky, pky) — ©: On input secret key sk and public key pk,, this determin-
istic algorithm outputs the shared key 1 generated by the combination of one party’s
secret key sk, and the other party’s public key pk,.

For correctness, we require that for all (ski,pk;) <~ NK.KeyGen() and (sky, pky) <-
NK.KeyGen(), the following conditions hold:

NK.Verify(sk;, pk;) = 1, for i € {1,2} and
NK.SharedKey(sky, pk,) = NK.SharedKey(sks, pk;)

In addition to the requirement that a NIKE be session-key unrecoverable, we addition-
ally require that a NIKE be binding. We discuss both properties next.

Session-Key Recovery. A NIKE that is session-key unrecoverable ensures that given
the public keys of two parties pky, pksy, it should be hard for an adversary to obtain the
shared secret. While prior security notions for non-interactive key exchange exist in the
literature | , |, these notions allow an adversary to act as an active partici-
pant. Our constructions require only the more restricted model where the adversary learns
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Epr\ﬁé,Au)\)

par < NK.Setup(1*)

(ski, pky) <~ NK.KeyGen()
(ska, pky) <~ NK.KeyGen()

1 < NK.SharedKey(sky, pksy)
P <= A(pky, pky)

return 1 if ¢/ = ¢

return 0

Figure 2.4: Unrecoverability experiment defining the advantage of an adversary A against
a non-interactive key exchange (NIKE) NK.

key material but does not contribute itself, and must compute the shared secret directly.
We present this restricted notion in Figure 2.4.

The advantage of an adversary A against NK in the unrecoverability experiment as
defined in Figure 2.4 is
Advyi 4 (A) = Pr{Expyk 4(A) = 1]

Definition 2.4.2. A NIKFE is session-key unrecoverable if for all probabilistic polyno-

mial time adversaries A, the function Advyy 4(\) is negligible.

Binding. We introduce an additional security property that must hold when the adver-
sary is allowed to generate both sides of the key exchange. Informally, a NIKE is binding
when NK.SharedKey(sky, pky) must equal NK.SharedKey(sks, pk; ), even when the adversary
is allowed to generate (ski, pk,), (sko, pky) itself. The only restriction to the adversary is
that both keypairs must be valid, and the adversary can perform all NK operations directly.
We formalize this requirement in Figure 2.5.

The advantage of an adversary A against NK in the binding experiment as defined in
Figure 2.5 is . .
AdvRRe4 () = PrExppirdy(A) = 1]

Definition 2.4.3. A NIKE is binding if for all probabilistic polynomial time adversaries
A, the function Advk,lféflA()\) is negligible.
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EXPW?AO\)

par + NK.Setup(1?)

(ski, pki, sk3, pk3) < A(par)

return 0 if NK.Verify(skj, pky) # 1

return 0 if NK.Verify(sks, pk3) # 1

return 1 if NK.SharedKey(skj, pk3) # NK.SharedKey(sk3, pk])

return 0

Figure 2.5: Binding experiment defining the advantage of an adversary A against a non-
interactive key exchange (NIKE) NK.

2.4.1 A Concrete NIKE

We now describe a concrete NIKE which is a non-interactive Diffie-Hellman key exchange,
with additionally a verification check to ensure that pk = g*<.

e Setup(1?) — par: On input a security parameter 1*, run (G, ¢, g) < GroupGen(1?).
Output public parameters par <— (G, g, g) (which are given implicitly as input to all
other algorithms).

e NK.KeyGen() — (sk, pk): Sample secret key sk <~ Z,; derive public key pk € G as
pk = g*k. Output (sk, pk).

o NK.Verify(sk, pk) — {0, 1}: Output 1 if pk = ¢g*; otherwise, output 0.

o NK.SharedKey(skj, pky) — %: Derive the shared key ¢ € G as ¢ < pki'. Output o).

We next demonstrate that the concrete scheme is unrecoverable assuming the Compu-
tational Diffie-Hellman (CDH) problem is hard, and is unconditionally binding.

Theorem 1. The concrete NIKE of Section 2.4.1 is unrecoverable against a probabilistic
polynomial-time adversary A, assuming the Computational Diffie-Hellman (CDH) assump-
tion holds in G. More specifically, for any PPT adversary A that attacks NK, there exists
an adversary B with approximately the same running time as A such that

Advi (V) < Advi™ (\)
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Because breaking session key recovery in our concrete scheme simply requires an adver-
sary to guess a valid Diffie-Hellman shared secret knowing only two public keys, we omit
the proof for Theorem 1 as it is a direct reduction to CDH.

Theorem 2. The concrete NIKE of Section 2.4.1 is binding against a computationally
unbounded adversary A.

Proof. We now show that any adversary A cannot win the binding experiment Exp”™

in Figure 2.5 for the concrete NIKE of Section 2.4.1. A wins when it can produce some
(ski, pkj, sk3, pk3) such that:

1. NK.Verify(sk}, pkj) outputs 1, and

2. NK.Verify(sks, pk;) outputs 1, but

3. NK.SharedKey(skj, pk;) # NK.SharedKey(sk3, pky)

However, in the setting of the concrete scheme, this means that pki = ¢¥T and pk} =
g*2, yet (pk})*ki % (pk})®2, which is impossible. O

2.5 Threshold Secret Sharing Schemes

Definition 2.5.1. A (n,t)-threshold secret sharing scheme is a tuple of algorithms
TS = (Setup, Share, Recover), such that:

e Setup(1*) — par: On input the security parameter, this deterministic algorithm out-
puts public parameters par which are given implicitly as input to all other algorithms.

e Share(s,n,t) = ({(1,¢1),...,(n,0n)}): A probabilistic algorithm that accepts as in-
put the security parameter A, the secret s, the number of participants n, and the
threshold t, where n and t are positive integers, and n > t. QOutputs the list of shares

{(L o), (1, dn)}-

e Recover(t,{(i, ;) }icc) — s/L: A deterministic algorithm that accepts a threshold t
and a set of shares {(i,¢;) biec. Output L if C € [n] orif |C| < t. Otherwise, recover
s using the set of shares.
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For correctness, for all security parameters A and n,t,C, such that n > ¢, t > 1,
C C [n], and |C| > t, the following must hold:

TS.Recover(t, {(i, #) }icc) = s, where TS.Share(s,n,t) — ({(¢, #:) }icm))

Remark 1 (Required number of shares for recovery). Because Recover requires a set of size
at least ¢, the definition implicitly ensures that the algorithm receives a sufficient number
of shares for recovery.

2.5.1 Shamir Secret Sharing

We now define Shamir secret sharing as one concrete instantiation of a threshold secret
sharing scheme.

Definition 2.5.2 (Shamir secret sharing | ). The Shamir secret sharing scheme is
a concrete instantiation of a threshold secret sharing scheme that consists of the following
algorithms:

e Shamir.Setup(1*) — par:
On input the security parameter, run (G,q, g) + GroupGen(1*). Output public pa-
rameters par = (G, q, g), given implicitly as input to all other algorithms.

e Shamir.Share(s,n,t) — {(1,¢1),...,(n,¢n)}: On input a secret s, the number of
participants n, and a threshold t, perform the following. First, define a polynomial
f(Z) = s+a1 +aZ?+ - + a1 Z7 by sampling t — 1 coefficients at random
(a1,...,a1-1) < Zg. Then, set each participant’s share ¢;,1 € [n], to be the evaluation
of f(i):

sz' — S+ Z aj@'j

jelt—1]

Output { (%, ¢;) }icpn)-

e Shamir.Recover(t, {(i, i) }icc) — $/L: On input a threshold t and a set of shares
{(i, ¢i) }ico, output L if C € [n] orif |C| < t. Otherwise, recover s as follows:

ieC
where the Lagrange coefficient for participant i in the set C' is defined by

/\Z‘ZH._—‘].

/l J—
jecyzi b Y
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2.5.2 Verifiable Secret Sharing

Verifiable Secret Sharing (VSS) allows a dealer to share a secret s in such a way that
participants can ensure that combining their shares allows for recovery of a secret that
corresponds to a public commitment to s, without learning s in the process. Participants
verify that their shares can correctly recover s using this commitment. While prior defini-
tions of VSS schemes | ] define algorithms to issue and verify shares, and recover the
secret, we additionally define an algorithm to derive shares in a public domain. This notion
has been employed implicitly in prior DKGs | |, and we formalize this construct here.

Definition 2.5.3. A Verifiable Secret Sharing (VSS) scheme S is the tuple (Setup,
Share, Recover, Verify, GetPub) and parameterized by a one-way map ASecretToPuinc S =
P that maps elements in the secret domain S to the public domain P, where

e Setup(1*) — par: On input a security parameter 1, this algorithm outputs public
parameters par (which are given implicitly as input to all other algorithms).

e Share(s,n,t) — ({(1,¢1),...,(n,¢n)}, D): A probabilistic algorithm performed by a
dealer that accepts as input the secret s € S from the secret domain g, the number
of participants n, and the threshold t, where n and t are positive integers, and n > t.
Outputs the list of shares {(1,¢1),...,(n,¢,)} and commitment D.

o Verify(i,¢;, D) — {0,1}: A deterministic algorithm performed by a recipient of a
share that accepts an identifier i, a share ¢;, and a commitment D. Outputs 1 if the
share 1s valid with respect to D, otherwise outputs 0.

e Recover(t,M) — s/L: A deterministic algorithm that accepts a recovery set M =
{(J, ¢j) }jec, where C' is a set of participant identifiers such that |C| > t. Employ M
to obtain s, or output L in the case of failure.

e GetPub(i, D) — W;: A deterministic algorithm that accepts an identifier i and a
commitment D. QOutputs a share commitment W; in the public domain associated
with identifier 1.

For correctness, for all security parameters par <— Setup(1?), for all s € S , and n,t, C,
such that n > ¢, ¢t > 1, C' C [n], and |C| > ¢, the following must hold:

S.Verify(i, ¢;, D) = 1 for all i € [n], and
S.GetPub(i, D) = S.SecretToPublic(¢;) for all i € [n], and
S.Recover(t,M) = s, where

S.Share(s,n,t) = ({(4, #) }iep);, D) and M = {(7, ;) }icc
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Zero-Indexing. For the purposes of our definitions, we additionally require that a VSS
be zero-indexed, which we define next.

Definition 2.5.4. A zero-indexed VSS is one which satisfies the correctness condition
augmented with the following line:

S.Verify(0, s, D) =1 and S.GetPub(0, D) = S.SecretToPublic(s) . (2.3)
A prototypical example of a zero-indexed VSS is Feldman’s secret sharing | |, which
itself builds on Shamir secret sharing | |. Zero-indexing is important later in our

generic construction given in Chapter 4, to demonstrate a relation between the VSS and a
NIKE, where the secret that is input to the VSS is the secret key output from the NIKE
key generation algorithm.

We now employ the notion of a zero-indexed VSS to define the security notions of secrecy
and uniqueness for VSS schemes, building upon prior definitions in the literature | ,
|, but formalized in game-based notation.

Secrecy. A VSS scheme is secret if an adversary that is allowed to corrupt up to t —
1 players has a negligible probability of learning the secret s. This notion can be also
expressed in terms of simulatability; i.e., an environment that can simulate secret sharing
for an unknown challenge ensures that the adversary learns no additional information than
is known by the environment. We formalize this notion in Figure 2.6, with respect to
an algorithm SimShare that is defined in the context of the concrete construction. The
experiment takes as input any secret s from the secret space S. Importantly, we do not
restrict secrets to be sampled uniformly at random; even degenerate cases should hold. In
other words, even “seemingly bad” cases are allowed, such as the identity element.

The advantage of an adversary A against a VSS scheme S in the secrecy experiment as
defined in Figure 2.6 is

AdVSS?fél,SimShare(A) = meag(‘Pr[Engefél,SimShare()U s)=1]— 1/2|)

Definition 2.5.5. A VSS scheme S is secret if there exists an algorithm SimShare such
sec

that for all probabilistic polynomial time adversaries A, AdVs ) simshare(A) 5 a negligible
function of \.
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Expg(?il,SimShare()V S)
b < {0,1}
par < Setup(1*)

(n,t, corrupt, stq) <~ A(par)
return 0 if ¢ > n or corrupt € [n] or |corrupt| > ¢
ifb=0
({(4, #5)}jen)> D) < S.Share(s, n, t)
else // b=1 case
A < S.SecretToPublic(s)
({(J, ?j) }jecorrupts D) <~ SimShare(A, n, t, corrupt)
for j € corrupt do // The simulation must produce |corrupt| valid shares
return 1 if S.Verify(j, ¢;, D) # 1
return 1 if S.GetPub(0, D) # A // The commitment must be valid with respect to A
b < A(sta, {(J, 95)}jecorrupt, D)
return 1 if ' =

return 0

Figure 2.6: Secrecy experiment defining the advantage of an adversary A against a Verifi-
able Secret Sharing scheme (VSS) S that is zero-indexed.

Uniqueness. Informally, a VSS scheme S that is unique is one where the public com-
mitment D uniquely determines the output from S.Recover. We formalize this notion in
Figure 2.7.

The advantage of an adversary A against S in the uniqueness experiment as defined in
Figure 2.7 is
Advlslfj()\) = Pr[Explslfj()\) =1]

Definition 2.5.6. A VSS scheme is unique if for all probabilistic polynomial time adver-
saries A, Advg {(A) is a negligible function of \.

2.5.2.1 Feldman’s VSS

As a concrete VSS in the discrete logarithm setting, Feldman’s Verifiable Secret Shar-
ing | ] is an important building block. Feldman’s VSS itself is an augmentation to
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Exps 4 ()
par < Setup(l)‘)

/) A chooses two recovery sets and a commitment with respect to the same threshold
(t*, M3, M3, D¥) <~ A(par)
for (i,¢;) € M7 do
return 0 if S.Verify(i, ¢;, D*) # 1
for (i, ¢;) € M} do
return 0 if S.Verify(i', ¢}, D*) # 1
return 0 if S.Recover(t*,M]) = L V S.Recover(t*,M3) = L
/) A wins if it can generate two different recovery sets for the same
// commitment, but which recover distinct secrets
return 1 if S.Recover(t*, M) # S.Recover(t*, M3)

return 0

Figure 2.7: Uniqueness experiment defining the advantage of an adversary A against a
Verifiable Secret Sharing scheme (VSS) S.

Shamir’s secret sharing | |, allowing participants to verify the correctness of their
in zero knowledge, by committing to the polynomial “in the exponent.” Here, the map
S.SecretToPublic is simply a — g%, where g is the generator of the group G, and a € Z,.

We now define the scheme more precisely.

e Setup(1*) — par: On input a security parameter 1*, run (G, q, g) <+ GroupGen(1*)
and select a hash function H : {0,1}* — Z,. Output public parameters par <«
((G,q,g),H) (which are given implicitly as input to all other algorithms).

e Share(s,n,t) — ({(1,¢1),...,(n,¢n)}, D). Accepts as input the security parameter
A, a secret s € Z,, the number of participants n € N, and the threshold ¢t € N such
that 1 <t < n. Perform the following steps:

1. Sample t — 1 coefficients at random: (ay,...,a; 1) <= Zg_l.

2. Using s as the constant term and aq, ..., a;_1 as the remaining coefficients, define
the (t — 1)-degree polynomial f(z) = s+ Y.\_1 a;2".

3. Generate n shares ¢; € Z, by deriving ¢; < f(j), j € [n].
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4. Define Ay = ¢* and A; = g%, for i € [t — 1].

5. Define the VSS commitment D as the vector of commitments to the coefficients
of fi D+ (Ao, . ,Atfl).

6. Output ({(%, ¢;)}icp, D), where each ¢ represents the identifier of the recipient
of ¢l

o Verify(i, ¢;, D) — {0,1}: Accepts as input a participant identifier i € [n], the share
¢; that belongs to participant i, and a VSS commitment D that is a tuple of group
elements, such that |D| = t. Verifies that (i, ¢;) is a valid point on f as follows:

1. Parse (Ao, ..., A1) < D.
2. Output 1 if Equation 2.4 holds; otherwise, output 0.

t—1
.7 ik
g =T AL (2.4)
k=0

e Recover(t,M) — s/L: Accepts as input the threshold ¢, a recovery set M =
{(J, #;)}jec consisting of secret shares for a coalition C' C [n] where |C| > ¢. If
|C| < t, output L. Using the inputs, perform the following steps:

1. Derive Lagrange coefficients for each identifier {L;(0)};ec.
2. Derive s < > ;¢ - L;(0).
3. Output s.
o GetPub(i, D) — W;: Accepts as input a participant identifier i and a VSS com-

mitment. Parse (Ag,..., A1) < D. Outputs W; = ¢/® by computing W; <
|D|—1 Az”“
k=0 1k -

2.6 Threshold Signatures

This section defines threshold signature schemes. Portions of this section are adapted from
previous work by myself and co-authors | ].

A threshold signature scheme allows a set of signers—t at minimum, out of n possible

signers—to jointly produce a signature on a message such that the signature verifies under
a public key that represents the set of all n signers. A threshold signature scheme should
remain unforgeable even if t. signers are corrupted, where t. <t — 1.
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Note that our definition of threshold signatures simply assumes that participants ex-
change protocol messages p;;, where j represents the j™ signing round, and i represents
participant 7. We model threshold signatures assuming a coordinator role, and so do not
distinguish between peer-to-peer and broadcast messages. Our notion of unforgeability
assumes that the adversary can play the role of the coordinator, and so can selectively
choose which messages each participant receives in each round of signing.

To simplify notation, the below definition assumes a centralized key generation algo-
rithm to generate the joint public key representing all n signers and the shares of the
corresponding secret key. However, a distributed key generation (DKG) protocol may
replace this trusted dealer. We discuss DKGs further in Chapter 4.

Definition 2.6.1. A threshold signature scheme TS whose signing protocol consists
of k rounds is a tuple of the following algorithms TS = (Setup, KeyGen, (Sign,, ..., Sign,.),
Combine, Verify), defined as follows:

e Setup(1?) — par: A deterministic algorithm that accepts as input a security parameter
A, and outputs public parameters par (which are given implicitly as input to all other
algorithms).

o KeyGen(n,t) = (pk, {pk;}icin]; {ski}icm)): A probabilistic algorithm that takes as input
the number of signers n and the threshold t and outputs the public key pk representing
the set of n signers and the set {pk;}icin) of public keys for each signer, such that
pk, € P and pk € P, where P is the domain of public keys for TS. The algorithm also
outputs set {sk;}icin of secret shares corresponding to a secret key sk, where sk; € S
and sk € S, such that S is the domain of secret keys for TS. Fach sk; is given to
participant i, for i € [n|. It is assumed that participant i is sent its respective share
sk; privately.

o Sign; — p14,...,5ign, — p.i: A set of probabilistic algorithms where each subsequent
algorithm represents a single stage from rounds 1,...,Kk in an interactive signing
protocol, performed by each signing party i in a signing set C C [n],|C| > t, with
respect to a message m, defined as follows:

(pl,i; Stl’i) <— Signl(i, Ski, C, m)
(pjirstji) < Signy(stj—1:, PM;1)for2 <j<r-—1 (2.5)
Pr,i < Sign, (ste—14, PMy_1)

where p1;,...,psi are sets of protocol messages for each signing round, PM; =
{pj.iticc is a set of protocol messages, and st;; is the state of signing party i in C
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in round 7. The signing set C' and message m are shown here as inputs to the first
round, but they may be deferred to subsequent rounds, depending on the scheme.

e Combine(C,m, PM;,PMsy,..., PM,) = o:
A deterministic algorithm that takes as input the signing set C, the message m, and
a set of protocol messages PMyi, PMs,...,PM, from all k signing rounds, and
outputs a signature o. (Note that this algorithm is separate from the signing rounds
and may be performed by one of the signers or an external party.)

o Verify(pk,m,oc) — 0/1: A deterministic algorithm that takes as input the public key
pk, a message m, and a purported signature o, and outputs 1 (accept) if the signature
verifies; else, 0 (reject).

Remark 2. The syntax assumes that the signing set C', message m, and secret key share
sk; are given as input in the first round of signing. However, constructions may defer these
values to later rounds of signing, if the proof of security so allows.

Remark 3. The key generation algorithm assumes that the public key shares and public
keys are from the same domain P, and likewise the secret key shares and secret keys from
the domain S. Note however that some constructions may have different domains for key
shares and the joint keys.

Remark 4 (On Protocol Message Types). Our definition of threshold signatures does
not distinguish between broadcast messages or peer-to-peer messages, and simply defines
protocol messages p. The concrete construction of the threshold signature scheme will
provide the necessary structures to realize any necessary assumptions for protocol message
delivery.

Correctness. A threshold signature scheme is correct if for all security parameters A € N,
public parameters par < Setup(1?), all 1 < ¢t < n, all C C [n] such that |C]| > ¢, all
messages m and for (pk, {pk; }icp, {ski}icn)) ¢ KeyGen(n,t), the signing algorithms as
defined in Equation 2.5 return signature shares that, when combined with all other shares,
produce a signature o such that Verify(pk, m,o) = 1.

2.6.1 Static Security

Most threshold signature schemes in the literature are proven in the static security model,
which captures a limited adversary that can only corrupt parties at the onset of the pro-
tocol. A stronger adversarial model is one that considers an adaptive adversary, which we

28



Exptd (A, n,t, t) OSien (eid, k, C, m)

ID + 0; Q<+ 0 return L if | < Init(eid, k, C,m)

rmd « 0 (PMi[eid, k], sty [eid, k])

par < Setup(lk) < Sign (k, skg, C,m)
(corrupt, st4) <~ A(par,n,t,t.) PM; i < PM;leid, k]; rnd[eid, k] < 1

return L if corrupt ¢ [n] V |corrupt| > ¢, return PM;y

honest < [n] \ corrupt

(pk, {pk;, ski}icn]) < KeyGen(n, t) O3 (eid, k,PM;_q) for2<j<rk—1
input < (pk, {pk; }icin]» {skj}jccorrupt,sta)  return L if eid ¢ ID
(m*,0*) & AOEnSEn2 Signn(input) V k ¢ honest V rnd[eid, k] # j — 1
return 1 if m* ¢ Q,, parse {PM;1iticc < PM;

A Verify(pk, m*,o*) = 1 return L if PM;_y; # PM;_1[eid, k]
return 0 (PM;eid, k], st;eid, k])

< Sign;(st;_1leid, k], PM;_1)

Init(eid, k, C,m) PM;j < PMjleid, k]; rnd[eid, k] < j
if k ¢ honest N C vV return PM;

CZnVvIC| <tV S _

ign,
rndeid, k] # L -’ (eid, k, PM—1)
return | return L if eid ¢ 7D

if eid ¢ ITD V k ¢ honest V rnd[eid, k] # £ — 1

ID «+ ID U {eid} parse {PM,_1i}icc < PMy-1
Qm + Qm U {m} return L if PM, 1 # PM,_1leid, k]

PM,[eid, k] < Sign,. (stx—1[eid, k], PM_1)
PM, 1 — PM,leid, k]; rndleid, k] < K
return PM, ;.

Figure 2.8: Static unforgeability game for a threshold signature scheme with x signing
rounds. Note this definition captures “weak” unforgeabiilty, as compared to static security
for strong unforgeability of threshold signatures [ ].

describe in Section 2.6.2. However, proving security assuming an adaptive adversary is
more challenging, and often requires tradeoffs in the performance overhead of the scheme,
or stronger security models [ , ]. For this reason, we focus on proving the
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security of FROST in Chapter 3 and Arctic in Chapter 5 assuming a static adversary.

We provide a game-based definition for unforgeability of threshold signatures in Fig-
ure 2.8, inspired by the definitions as given by Crites et al. [ |. and Libert et
al. [ |. The static security game is analogous to existential unforgeability under cho-
sen message attack (EUF-CMA) | | for standard, single-party signature schemes,
as defined in Figure 2.3. The public parameters par are implicitly given as input to all
algorithms, and PMy, PMasy, ..., PM, represent sets of protocol messages defined within
the construction. eid denotes an execution identifier, which is not assumed to be consistent
among participants.

In the static (weak) unforgeability game, the environment accepts as input a security
parameter A, total number of players n, a reconstruction threshold ¢, and a corruption
threshold ¢, that the adversary may corrupt, such that ¢, <t < n.

The environment generates public parameters par and initializes the adversary with
(par,n,t,t.). The adversary chooses a set of corrupted parties corrupt, and the challenger
sets the honest parties honest <— [n] \ corrupt. The challenger then runs KeyGen to derive
the joint public key pk representing all n signers, the individual public key shares {pk; }icn)
and the secret key shares {sk;};cin). It returns pk, {pk;}icp,), and the set of corrupt signing
shares {sk;} jeccorupt to the adversary.

After key generation has concluded, the adversary can then query signing oracles
O>en . OSe for honest signers to engage in subsequent signing rounds, across dif-
ferent sessions. The adversary can participate as a signer in the signing protocol, on behalf
of ¢ — 1 number of corrupted parties of its choosing. The adversary controls all protocol
messages given to honest parties throughout the signing protocol. The environment per-
forms various checks during the signing rounds to ensure each participant being called is in
fact uncorrupted, is in the correct signing round, and that their protocol message in each
round is faithfully carried to the next. Each of these checks is carried out with respect
to the execution identifier, denoted by eid. The adversary wins if it can produce a valid
forgery o* = (R*, 2z*) with respect to the joint public key pk on a message m* that has not
been previously queried.

Note that notions of strong static unforgeability also exist for threshold signatures
[ |, and requires that the tuple (m*,o*) was not output from a valid run of the
protocol (involving honest parties), a stronger condition than weak unforgeability, which
requires only that m* was not queried to honest signers. We do not consider this notion of
security in this thesis, but FROST has been proven to achieve strong static unforgeability
in external work | |. We model the adversary as rushing, as it may wait to produce
its outputs after having seen honest protocol messages in each round. The adversary is
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allowed to be concurrent, as it may open simultaneous signing sessions at once or choose
not to complete a signing session. We model concurrency explicitly in our definition to
ensure that our notion of security protects against practical attacks which can occur under
a concurrent adversary | .

Definition 2.6.2 (Static Security). Let the advantage of an adversary A playing the static
security game against a threshold signature scheme Expfr“;A(/\,n,t,tC), as defined in Fig-
ure 2.8, be as follows:

AdVEE (A, t.) = |Pr[Exps (A, n, ) = 1]]

A threshold signature scheme TS is statically secure if for all PPT adversaries A,
Advﬁf'SfVA(/\, n,t,t.) is negligible, for (n,t,t.) € Nt <n, t. <t.

2.6.2 Adaptive Security

In this work, we consider only static security for our threshold Schnorr signature construc-
tions. While adaptive adversaries are certainly closer to a real-world setting, the complexity
of modeling adversarial corruptions in a proof of security introduces challenging complexi-
ties. We leave proving the adaptive security of FROST in Chapter 3, Storm in Chapter 4,
and Arctic in Chapter 5 to future work. We however next provide a high-level discussion
of adaptive security here, for comparison.

In the adaptive setting, the adversary is given the added capability to corrupt parties
at any point during the protocol, based on all protocol messages it has seen. This is in
contrast to the static setting, where the adversary must declare the set of corrupt parties
at the onset of the protocol, before any messages have been sent. Adaptive corruption
means the adversary receives not only the corrupted party’s secret key, but also its state
across all signing sessions.

At any time throughout the experiment, the adversary may query an additional oracle
OCermPt to corrupt up to ¢, honest signers, obtaining both their secret key and as well as
state across all signing sessions. As such, in the adaptive setting, the adversary is not
restricted to choosing its set of corrupt participants corrupt only at the beginning of the
game, and learns additional information throughout the game (e.g., the signing state for
each corrupted participant).
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2.7 ROS Attacks

Unlike prior multi-party Schnorr signature schemes in the literature | , ],
both FROST in Chapter 3 and Arctic in Chapter 5 are secure against concurrent adversaries
which may attempt ROS-style attacks. The ROS (Random Inhomogeneities in a Overde-
termined Solvable System of Linear Equations) problem | , , , ]
over Z, in dimension ¢ is defined as follows. At a high level, the goal is to find a solution to
¢ + 1 linear equations modulo ¢, where some elements in the equations are output from a
random oracle. In other words, given a random oracle H,,s and a set of arbitrary functions
fivi € {1,...,0+1}, where f;(Z!) — Zg, the goal is to find coefficients a; € Zg,i € [(]
such that
arcy + azcy + ...+ agce = Hros(frg1((ai)icpy, aux))

where ¢; = Hyos(f;((ai)icpg, aux)). It is always possible to find the first £ — 1 values simply
by setting a; = 1,7 € [ — 1]; the challenge is to find the £** solution.

Wagner | | and Benhamouda et al. | ] showed how to solve the ROS prob-
lem in subexponential time, and demonstrated its applicability to the forgeability in a
range of blind and multi-party signature schemes—including blind and threshold Schnorr
signatures—assuming a concurrent adversary, which may open an arbitrary number of sign-
ing sessions simultaneously. The proofs for prior multi-party Schnorr signature schemes
shown to be insecure by Drijvers et al. | | and Benhamouda et al. | | either
considered only a sequential adversary which opened only one signing session at a time, or
overlooked subtle errors in the proof.

2.8 Network Communication Channels

Underlying any multi-party scheme is the requirement that participants send and receive
messages over a network channel. We now describe two different types of channels that
we employ later for defining and constructing a distributed key generation protocol, and
additional roles and assumptions later used in our threshold signature schemes.

Synchronicity. In a synchronous model of communication, we assume all honest parties
wait to proceed to a subsequent round until they have received the expected inputs from
all other participants from a prior round. Additionally, we assume that the network is
reliable, and is guaranteed to deliver all messages to the intended recipients within a fixed
amount of time known to all parties.

32



Broadcast channels. A broadcast channel sends one message to all other players, Mes-
sages sent and received over a broadcast channel are denoted as inb;, which is the set of
broadcast messages that is received as input for the i protocol round. The vector inb;
consists of broadcast messages bmsg,, ..., bmsg,, sent by participants 1, ..., n. Participant
k is the sender of a broadcast message bmsg,, and all other participants are the receivers
of this message.

Broadcast channels have the following properties:

1. Consistent. Each participant has the same view of the message sent over the channel.

2. Authenticated. Players know that the message was in fact sent by the claimed sender.
In practice, this requirement is often fulfilled by a PKI.

3. Reliable Delivery. Player i knows that the message it sent was in fact received by
the intended participants.

4. Unordered. The channel does not guarantee ordering of messages.

Peer-to-peer channels. Messages sent and received over this channel are denoted as
inp, and outp,, where inp, is the vector of peer-to-peer messages that is received as input
for protocol round ¢, and outp, is the vector of peer-to-peer messages that is output at
the end of network round 7. The channels inp, and outp,; consist of peer-to-peer messages
which we denote as pmsg, ;, where here, participant 7 is the sender and participant j is the
receiver.

Peer-to-peer channels are authenticated, reliable, and unordered. Additionally, peer-
to-peer channels are confidential; i.e., only participants ¢ and j are allowed to know the
contents of pmsg; ;.

2.9 Additional Roles and Adversaries

In this section, we discuss additional considerations for adversarial power in the multi-party
setting. We also discuss an additional role for multi-party protocols beyond a participant.
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Rushing Adversary. A rushing adversary is one that “speaks last”; i.e., it waits
to receive inputs from honest participants before publishing its own. Such an adversary
models the capabilities of a real-world adversary, as threshold schemes assume any par-
ticipant can be malicious, and honest participants may not be able to distinguish corrupt
from honest parties. Importantly, a rushing adversary may be able to choose its input
adaptively after observing inputs from all other participants.

Security definitions consider such an adversary, by allowing the adversary to query
for honest participants’ contributions in a round before publishing its own. We consider
rushing adversaries in the proofs of security given in Chapters 3, 4, and 5.

Coordinator Role. In lieu of a broadcast channel, an entity that plays the role of a
coordinator may instead be used. In this setting, the coordinator would be trusted to
reliably route messages. However, even if the coordinator failed to do so, for the schemes
presented in this thesis, the outcome would only result in a denial of service (i.e., the
coordinator cannot impact the unforgeability of the scheme). This fact remains true even
if the coordinator were to drop or re-order messages, or send different messages to different
participants.

We consider the coordinator role in Chapters 3 and 5 as a mechanism to reliably route
messages among signing participants.
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Chapter 3

FROST: A Flexible,
Round-Optimized, Schnorr
Threshold Signature Scheme

Threshold signature schemes are a cryptographic primitive to facilitate joint ownership
over a private key by a set of participants, such that a threshold number of participants
must cooperate to issue a signature that can be verified by a single public key. Threshold
signatures are useful across a range of settings that require distribution of trust among a
set of equally trusted parties.

Similarly to signing operations in a single-party setting, some implementations of
threshold signature schemes require performing signing operations at scale and under heavy
load. For example, threshold signatures can be used by a set of signers to authenticate
financial transactions in cryptocurrencies | |, or to sign a network consensus pro-
duced by a set of trusted authorities | |. In both of these examples, as the number
of signing parties or signing operations increases, the number of communication rounds
between participants required to produce the joint signature becomes a performance bot-
tleneck, in addition to the increased load experienced by each signer. This problem is
further exacerbated when signers utilize network-limited devices or unreliable networks for
transmission, or protocols that wish to allow signers to participate in signing operations
asynchronously. As such, optimizing the network overhead of signing operations is highly
beneficial to real-world applications of threshold signatures.

Today in the literature, the best threshold signature schemes are those that rely on
pairing-based cryptography | , |, and can perform signing operations in a
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single round among participants. However, relying on pairing-based signature schemes
is undesirable for some implementations in practice, such as those that do not wish to
introduce a new cryptographic assumption, or that wish to maintain backwards compati-
bility with an existing signature scheme such as Schnorr signatures. Surprisingly, today’s
best non-pairing-based threshold signature constructions that produce Schnorr signatures
with unlimited concurrency | | require at least three rounds of communication during
signing operations, whereas constructions with fewer network rounds | | must limit
signing concurrency to protect against a forgery attack by Drijvers et al. | ]. In
particular, these schemes are insecure against ROS (Random inhomogeneities in a Overde-
termined Solvable system of linear equation) attacks | , |. We discuss the
ROS problem more in Section 2.7.

In this chapter, we present FROST, a Flexible Round-Optimized Schnorr Threshold
signature scheme that addresses the need for efficient threshold signing operations while
improving upon prior constructions to ensure strong security properties without limiting the
parallelism of signing operations. FROST can be used as either a two-round protocol where
signers send and receive two messages in total, or optimized to a (non-broadcast) single-
round signing protocol with a pre-processing stage. FROST achieves improved efficiency
in the optimistic case that no participant misbehaves. However, in the case where a
misbehaving participant contributes malformed values during the protocol, honest parties
can identify and exclude the misbehaving participant, and re-run the protocol.

The flexible design of FROST lends itself to supporting a number of practical use
cases for threshold signing. Because the preprocessing round can be performed separately
from the signing round, signing operations can be performed asynchronously; once the
preprocessing round is complete, signers only need to receive and eventually reply with a
single message to create a signature. Further, while some threshold schemes in the literature
require all participants to be active during signing operations | , |, and refer
to the threshold property of the protocol as merely a security property, FROST allows any
threshold number of participants to produce valid signatures. Consequently, FROST can
support use cases where a subset of participants (or participating devices) can remain
offline, a property that is often desirable for security in practice.

Contributions. In this chapter, we present the following contributions.

e We review related threshold signature schemes and present a detailed analysis of
their performance and designs.

e We present FROST, a Flexible Round-Optimized Schnorr Threshold signature
scheme. FROST improves upon prior Schnorr threshold signatures by defining a
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signing protocol that can be optimized to a (non-broadcast) single-round operation
with a preprocessing stage. Unlike many prior Schnorr threshold schemes, FROST
remains secure against known forgery attacks without limiting the concurrency of
signing operations.

e We then present a proof of security and correctness for FROST. Note that subsequent
works have also given a direct proof for FROST | ] to the One-More Discrete
Logarithm (/-OMDL) problem; we present a slightly modified variant which shows a
reduction to the Algebraic One-More Discrete Logarithm (¢-AOMDL) problem.

3.1 Related Work

In this section, we present related work to FROST. We consider work published prior to
FROST, as well as subsequent work. Importantly, all prior related Schnorr threshold sig-
natures are either vulnerable to a forgery attack against a concurrent adversary | ],
or do not allow for single-round online signing.

3.1.1 Prior Related Work

We now review prior threshold schemes with a focus on Schnorr-based designs, and split our
review into robust and non-robust schemes. Robust schemes ensure that so long as t par-
ticipants correctly follow the protocol, the protocol is guaranteed to complete successfully,
even if a subset of participants (at most n — t) contribute malformed shares. Conversely,
designs that are not robust simply abort after detecting any participant misbehaviour.

Robust Threshold Schemes. Stinson and Strobl | ] present a threshold signature
scheme producing Schnorr signatures, using the modification of Pedersen’s DKG presented
by Gennaro et al. | | to generate both the secret key s during key generation as
well as the random nonce k for each signing operation. This construction requires at
minimum four rounds for each signing operation (assuming no participant misbehaves):
three rounds to perform the DKG to obtain k£, and one round to distribute signature
shares and compute the group signature. Each round requires participants to send values
to every other participant.

Gennaro et al. | ] present a threshold Schnorr signature protocol that uses
Pedersen’s DKG | ] to generate both s during key generation and the random nonce
k for signing operations. However, this scheme is insecure against ROS attacks | ].

37



Pedersen’s DKG requires two rounds among participants, and so this construction requires
an additional round for signing. Each round requires that all participants send values to
all other participants. The authors also discuss an optimization that leverages a signature
aggregator role, an entity trusted to gather signatures from each participant, perform
validation, and publish the resulting signature, a role we also adopt in our work. In their
optimized variant, participants can perform Pedersen’s DKG to generate multiple k£ values
in a pre-processing stage independently of performing signing operations. In this variant, to
compute ¢ signatures, signers first perform two rounds of ¢ parallel executions of Pedersen’s
DKG, thereby generating ¢ random nonces. The signers can then store these pre-processed
values to later perform ¢ single-round signing operations.

Importantly, the signing operation defined by FROST does not perform a DKG during
signing operations as is done in both of the above schemes | , |, but instead
make use of additive secret sharing and share conversion. Consequently, FROST trades
off robustness for more efficient signing operations, such that a misbehaving participant
can cause the signing operation to abort. However, such a tradeoff is practical to many
real-world settings.

Non-Robust Threshold Schemes. FROST is not unique in trading off favouring
increased network efficiency over robustness. Gennaro and Goldfeder | ] present a
threshold ECDSA scheme that similarly requires aborting the protocol in the case of par-
ticipant misbehaviour. Their signing construction uses a two-round DKG to generate the
nonce required for the ECDSA signature, leveraging additive-to-multiplicative share con-
version. This DKG has been also applied in a Schnorr threshold scheme context to generate
the random nonce for more efficient distributed key generation operations | ] in com-
bination with threshold Schnorr signing operations | ]. In later work | ], Gennaro
and Goldfeder define an optimization to a single-round ECDSA signing operation with a
preprocessing stage, which assumes the protocol will abort in the case of failure or partic-
ipant misbehaviour. Their end-to-end protocol with identifiable aborts has eight network
rounds, six of which require broadcasting to all other signing participants, and two of which
require performing pairwise multiplicative-to-additive share conversion protocols. Further,
while the protocol can be optimized into a preprocessing phase, the choice of the signing
coalition must be determined at the time of preprocessing. FROST defines a more efficient
preprocessing phase as secret nonces can be generated in a distributed manner in the pre-
processing phase entirely non-interactively. Further, participants can “mix” preprocessed
values across different signing coalitions, as FROST requires that the choice for the signing
coalition be made only during the second and final round of signing.

Recent work by Damgard et al. | ] defines an efficient threshold ECDSA con-
struction that similarly to FROST requires aborting in the case of misbehaviour. How-
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ever, the security of their scheme requires the majority of participants to be honest, and
n > 2t+1. Further, their scheme requires all n participants take part in signing operations,
where the threshold ¢ is simply a security parameter.

Similarly to FROST, Abidin, Aly, and Mustafa | | present a design for authenti-
cation between devices, and use additive secret sharing to generate the nonce for Schnorr
signatures in a threshold setting, a technique also used by FROST. However, the authors
do not consider the Drijvers attack | | and consequently their design is similarly
limited to restricted levels of parallelism; i.e., it is not secure against a concurrent ad-
versary. Further, their design does not include validity checks for responses submitted
by participants when generating signatures and consequently does not detect nor identify
misbehaving participants.

FROST improves upon prior work in Schnorr threshold schemes by providing a single-
round signing variant with a preprocessing stage that is agnostic to the choice of the
signing coalition. Further, the number of signing participants in FROST is required to be
simply some ¢ < n, while remaining secure against the Drijvers attack | ] and other
ROS | | attacks.

3.1.2 Subsequent Work

Since the publication of FROST, the insecurity of the ROS problem has been under-
scored [ |, and additional concurrently secure threshold Schnorr signature schemes
have been proposed. We now review subsequent works.

Efficient Algorithms for Solving ROS Problems. Whereas prior works | ,

| established the existence of a sub-exponential time algorithm for solving the ROS
(Random inhomogeneities in a Overdetermined Solvable system of linear equation) prob-
lem, (first introduced by Schnorr | ]), Benhamouda et al. | | give a polynomial-
time algorithm. We discuss the ROS problem more in Section 2.7. Benhamouda et al. then
show how the ROS problem can be applied to blind and threshold Schnorr signatures, to
produce a forgery in polynomial time.

Concurrently Secure Threshold Schnorr Signatures. FROST2 | | is an
optimized version of FROST that reduces the number of exponentiations required for
signing from ¢ to one. A further optimization of FROST2, called FROSTS3, is introduced
by Ruffing et al. | |, and proven secure with a DKG by Chu et al. | . All
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three of FROST, FROST2, FROST3 are proven statically secure under the algebraic one-
more discrete logarithm assumption (¢-AOMDL) | ].

Lindell presents a three-round threshold Schnorr signature | | with the goal of
defining a scheme that is both secure against ROS attacks and secure in the random
oracle model under the discrete logarithm assumption only. Static security is modeled in

the universal composability framework (UC) | ] and therefore captures a concurrent
adversary.
Sparkle | | is a three-round threshold Schnorr signature scheme that is proven

secure under t — 1 adaptive corruptions. In order to achieve full adaptive security, the
authors rely on the algebraic one-more discrete logarithm assumption (.-~AOMDL) in the
AGM and ROM. When the adversary is limited to making ¢ — 1/2 corruptions, however,
the authors prove the adaptive security of Sparkle under only /-AOMDL in the ROM, by
a reduction that rewinds.

Makriyannis | | defines a commit-reveal threshold Schnorr signature scheme sim-
ilar to Sparkle, called Classic S., and proves security with respect to an idealized notion
of threshold signatures by Canetti et al. | |. They consider adaptive security but
employ the guessing argument that incurs exponential tightness loss relative to the number
of parties.

3.2 FROST Signatures

We next present the FROST signature scheme, which is a threshold Schnorr signature, out-
putting a signature that is valid under the Schnorr signature verification algorithm | l;
see Section 2.3.1.

3.2.1 Key Generation

The FROST threshold signature scheme assumes that all parties are given Shamir secret
shares of a signing key sk € Z,, such that the public key is pk = ¢*. In other words,
we assume each participant ¢ € [n] receives the secret signing key share sk;, such that
{(i,sk;)}7_, <~ Shamir.Share(sk, n, t). Key generation can be performed via a trusted dealer,
or in a distributed manner via a distributed key generation (DKG) protocol.
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Setup(1?)

Sign, (stk, skg, m, C, PMy) // For party k

(G, q,9) < GroupGen(1*)

/) Select two hash functions Hnon, Hsig

par <= (G, q,9), Hnon, Hsig)
return par
// par is given implicitly
// as input to all other algorithms

KeyGen(n,t)

// Shown in the centralized setting,
// but a DKG can likewise be used.
sk < Zg; pk g
{(4,5ki) }icpn) = Shamir.Share(sk,n, )
// Shamir secret sharing of sk
for i € [n| do
pk; g
return (pk, {pk; }ic[n), {ski tic[n))

Sign,() // For party k

di, ep < Zg

Dy = g™; By < g;
sty < (Dg, di, B, ex)
pik < (Dy, Ey)
return (p; j,sty)

// Signy must be called at most once per sty
parse (Dy,, dy, E., e)) < st
parse {D;, E;}icc + PMy
return L if (D, E,) € {(D;, Ei) }ico
for : € C do

a; <= Hnon (i, pk, m, { (i, Dy, Ei) }iec)
R« [] Di- E*

icC

¢ « Hsig (R, pk,m)
2 4 dj, + epag + cApsky

/| A is the k' Lagrange coefficient for C
P2,k < 2k
return ps g

Combine(C, m, PMy, PMy)
parse {(Dj, E;) }iec < PMi,{zi}iec < PMas
for i € C do
a; < Hnon (i7 pk, m, {('La Di> Ei)}iEC)
R+ HDZ -Eiai; Z < ZZZ'; g (R,Z)
ieC ieC
return o

Verify(pk, m, o)

parse (R, z) <o

¢ < Hgig (R, pk,m)

if R-pk®=g*
return 1

else return 0

Figure 3.1: The FROST threshold signature scheme
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3.2.2 The FROST Signature Scheme

We now introduce the signing protocol for FROST. This operation builds upon known
techniques in the literature | , | by employing additive secret sharing and share
conversion to non-interactively generate the nonce value for each signature. However,
signing operations in FROST additionally leverage a novel binding technique to avoid
known forgery attacks without limiting concurrency. Verification of signatures is identical
to (single-party) Schnorr signatures. As discussed in Remark 2 in Section 2.6, giving the
coalition C' and message m can be safely deferred to Round 2.

We present FROST signing in two parts: a pre-processing phase and a single-round
signing phase. However, these stages can be combined into a two-round protocol if desired.

At a high level, the ROS-style attack of Drijvers et al. | | requires the adversary
to either see the victim’s commitment values in the first round before selecting their own
commitment, or to adaptively choose the message to be signed, so that the adversary can
manipulate the resulting challenge for the set of participants performing a group signing
operation. To prevent this attack without limiting concurrency, FROST “binds” each
participant’s response to a specific message as well as the set of participants and their
commitments used for that particular signing operation. In doing so, combining responses
over different messages or participant/commitment pairs results in an invalid signature,
thwarting ROS-style attacks such as those of Drijvers et al.

Coordinator Role. Our presentation of FROST assumes a coordinator role to choose
the set C' C {1,...,n} of signers, where ¢t < |C'| < n. Note that in Figure 3.1 and in this
description, we assume |C| = t, for how each )\; is defined, per Section 2.1.1. However,
the protocol can be defined for the more general case of t < |C|, such as by changing
how Lagrange coefficients are defined, or requiring the coordinator to pick a subset of ¢
partial signatures. The coordinator is trusted to not perform denial of service attacks,
but otherwise is untrusted. Even if the coordinator were fully malicious, FROST remains
unforgeable. The coordinator can be a stand-alone entity, or may also be a signer as well.

First Signing Round Sign,. As a reminder, the public parameters par are implicitly
given as input to all algorithms and protocols. The coalition C' is required to be ordered
to ensure consistency.

In this setting, ¢ determines the number of nonces that are generated and their corre-
sponding commitments that are published in a single preprocessing step. Implementations
that do not wish to cache commitments can instead use a two-round signing protocol, where
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participants publish a single commitment in the first round. Note that preprocessing for
FROST is not reusable, meaning that each commitment generated in the preprocessing
stage must be used at most once during an online signing stage.

Each participant ¢ € C begins by generating a list of single-use private nonce pairs and
corresponding public commitment shares ((di;, Di; = ¢%), (e, Eij = ¢%9))i_,, where j is a
counter that identifies the next nonce/commitment share pair available to use for signing.
Each participant ¢ € C' then publishes its set of commitments (D;;, Eij)ﬁzl. These sets are
then stored by any entity that might perform the coordinator role during signing.

This first signing round can be performed in a batched manner, as an optional pre-
processing stage. The first signing round can be batched and performed in an offline
manner, as the message to be signed is required as input only in the second (online)

signing round.

Second Signing Round Sign,. At the beginning of the signing protocol in Figure 3.1,
the coordinator selects a coalition of parties C' C [n],|C| > t to perform signing. The
coordinator then selects the next available commitment (D;, F;) : i € C, which are later
used to generate a secret share to a random commitment R for the signing group.! The
coordinator then creates the set B, where B is the ordered list of tuples ((D;, E;))icc. The
coordinator then sends (m, B) to every participant i € C.

After receiving (m, B) from the coordinator to initialize a signing operation, each par-
ticipant checks that m is a message they are willing to sign. Then, using m and B, all
participants derive the “binding values” a;,i € C such that a; = Huon(7, pk, m, B), where
H,on is a hash function whose outputs are in Zy.

Each participant then computes the commitment R; for each participant in C' by de-
riving R; = D; - (E;)%. Doing so binds the message, the set of signing participants, and
each participant’s commitment to each signature share. This binding technique thwarts
the attack of Drijvers et al.| |, as attackers cannot combine signature shares across
disjoint signing operations or permute the set of signers or published commitments for each
signer.

The commitment for the set of signers is then simply R =[], R;. As in single-party
Schnorr signatures, each participant computes the challenge ¢ = Hqg (R, pk, m).

The resulting secret nonce is k = >, k;, where each k; = d; + €; - a;, and (d;, €;)
correspond to the (D; = g%, E; = g°) values published during the preprocessing stage.

IBach participant contributes to the group commitment R, which corresponds to the commitment g*
to the nonce k in step 1 of the single-party Schnorr signature scheme in Section 2.3.1.
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Each participant’s response z; to the challenge can be computed using the single-use
nonces (d;, e;) and the long-term secret shares sk;, converted to additive form:

ledl‘F(elal)—i—)\lSle

Combine. The coordinator (optionally) checks the consistency of each participant’s re-
ported z; with their commitment share (D;, F;) and their public key share pk;. If every
participant issued a correct z;, the group’s response is z = Zie(] z;, and the group signature
on m is 0 = (R, z). This signature is verifiable to anyone performing a standard Schnorr
verification operation with pk as the public key (Section 2.3.1).

Handling Ephemeral Outstanding Shares. Because each nonce and commitment
share generated during the first round of signing described in Figure 3.1 must be used at
most once, participants should delete these values after using them in a signing operation,.
An accidentally reused (d;;, e;;) can lead to exposure of the participant’s long-term secret
SkZ'.

However, if the coordinator chooses to re-use a commitment set (D;, E;) during the
signing protocol, doing so simply results in the participant P; aborting the protocol, and
consequently does not increase the power of the coordinator.

3.2.3 Correctness of FROST

Signatures in FROST are constructed from two polynomials; the first polynomial f;(z)
defines the secret sharing of the private signing key sk (such that pk = ¢*) and the second
polynomial f5(x) defines the secret sharing of the nonce k such that k = >, . d; +¢; - a;
using the associated public data (m, B) to determine a;. During the key generation phase,
the first polynomial f;(x) is generated by the dealer picking its coefficients at random, such
that the secret key shares are sk; = f1(i) and the secret key is sk = f1(0).

During the signature phase, each of the participants in the coalition C' selected for
signing use a pair of nonces (d;, ¢;) to define a degree |C|—1 polynomial f5(x), interpolating

the values (i, d"+e"'H”°:'\Ei’pk’m’B)), such that f>(0) =Y, di + € - a;.

Then let f3(x) = fo(x)+c- fi(z), where ¢ = Hgg(R, pk,m). Now z; equals d; + (e; - a;) +
Ai-ski-c = Ni(fa(@)4c- f1(7)) = Aifs(i), s0 2 = ), 2 is simply the Lagrange interpolation
of f3(0) = (X ,cc di + €55 - a;) + ¢ - sk. Because R = g>iccéite% and ¢ = Hggy(R, pk,m),
(R, z) is a correct Schnorr signature on m.
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3.3 Security of FROST

We now present a direct proof of static (weak) unforgeability for the FROST signa-
ture construction given in Figure 3.1. This proof builds on prior proofs of security for
FROST | |, but gives a reduction to /~-AOMDL, as opposed to .-OMDL. As dis-
cussed in Section 2.1.2, -AOMDL is a falsifiable and hence weaker assumption than /-
OMDL. Note that prior work also established strong unforgeability of FROST | ],
but with respect to -OMDL.

Our proof assumes a centralized key generation mechanism.

Theorem 3. FROST is statically unforgeable against an adversary A that is allowed to
corrupt up to t—1 participants, assuming the {-AOMDL assumption holds for GroupGen, in
the ROM. In other words, for every static unforgeability adversary A that wins the (static)
unforgeability game as given in Definition 2.6.2, there exists a PPT adversary D that wins

the -AOMDL game.
The advantage of A is bounded by

Advikost a0t t— 1) < 1/g, - Advi™(0) + negl(\) (3.1)

where { = 2qy, such that ¢, = ¢, + qn + qs + 1 is the number of times A is allowed to query
the random oracle, where q, is the number of times A is allowed to query Huon, qn is the
number of times A is allowed to query Hsg, and gs is the number of times A is allowed to
query its signing oracle.

To prove Theorem 3, we rely on two lemmas.

Lemma 2. There exists an algorithm SIM which can simulate FROST with respect to an
(-AOMDL instance to an adversary A playing against the unforgeability game as in Fig-
ure 2.8. In other words, A has negligible additional advantage in winning the unforgeability
game when interacting with SIM that it does when playing against FROST directly.

Concretely, in the setting where A is allowed up to t — 1 corruptions, then

2
AdVE: oot 4 (AN n t,t — 1) < Pr[ SIMA(par,n,t,t — 1, X) # L |+ L + ‘2]— (3.2)

7 q q
Lemma 3. Given any PPT adversary A that is allowed to corrupt t — 1 participants and

wins the unforgeability game against FROST, and a simulating algorithm SIM which can
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simulate FROST, then there exists a PPT (-AOMDL adversary D that can use A as a
subroutine to solve for its (-AOMDL challenge.

Concretely,

f
Advaiid (par, n,t,t — 1, X) > Advirost (7.t t — 1)° _ 2 3_qf 24
D 3 10y Uy ) = @ p q P

Proof of Lemma 2. We give the proof by one game hop and then describing the simulator
SIM.

Game 0. This is the unforgeability game as defined in Definition 2.6.2, instantiated with
FROST.

Let A be an adversary playing the static unforgeability game. A is allowed to query
Hnon @n number of times, Hgj g, number of times, and is allowed to make ¢, signing queries.
Without loss of generality, we assume A queries Hqg on its forgery (R*, pk,m*). Finally,
let ¢ = qn +qn +qs + 1.

Let Wy be the event that A wins Game 0. Then, the advantage of A is simply

Advikost.a(A) = Pr[Wy (3.4)

Game 1. The only difference between Game 0 and Game 1 is as follows. If A queries
Hsig or Hpon on any input that produces a colliding output with another query, then the
environment aborts.

Difference between Game 1 and Game 0. Let W, be the event that A wins Game 1.
Because we model Hgz and H,on as random oracles, then

2

IPr[W] — Pr[W]| < ;f—q (3.5)

Game 2. We now describe a simulating algorithm SIM that simulates FROST to A.

Setup. SIM is initialized with public parameters par = (G, ¢, g), threshold parameters the
total number of parties n, threshold ¢, and corruption threshold ¢ — 1. Additionally, SIM is
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initialized with the instance X , which is comprised of a set of 2¢q, + 1 /-AOMDL challenges
{Xo,..., X9}, and a set of values {hy,...,h, } to program its random oracles. SIM can
query the /~AOMDL solution oracle O% up to g, times.

SIM then initializes the following values:

1. tables Qnon < 0, Qsig < 0 to simulate random oracles Hyon, Hsig;

2. table Q; + () to maintain state during its simulation;

3. tables W, W' to maintain open and closed sessions,

4. the table @Q,, < () to maintain the set of messages queried by A to honest signers,

5. the counter € <— 1 to keep track of which .~AOMDL challenges have yet been used.

SIM runs A(par,n,t — 1,t) on the public parameters par. A chooses the initial set of
corrupted parties corrupt <— [n], |corrupt| < ¢t —1. SIM sets honest <— [n] \ corrupt and must
reveal the secret keys of the corrupted parties to A, which it does in the next step.

Simulating KeyGen. To simulate key generation where SIM is the trusted dealer, SIM does
the following:

1. It sets pk = X.

2. To simulate key generation for the signing keys, SIM first picks t — 1 secret key shares
for the corrupt parties (sk;)iccorrupt <~ Zq, and defines their corresponding public keys
pk; < g% for all i € corrupt.

3. SIM then derives the public key shares pk;, j € honest for the remaining honest parties
in the exponent, as follows:

pk,; = (pk)0@ . ] gt (3.6)

i€corrupt

where L;(z) is the i*" Lagrange polynomial defined by corrupt U {0}.

Then, SIM runs A0 (pk {Pk; }jem, {ski}iccorrupt, Sta), and responds to its oracle
queries, as we describe next.
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Simulating Random Oracles. To simulate A’s random oracle queries, SIM programs
Hnon, Hsig with values from its input {hq,..., kg, }, as follows.

e Huon : When A queries Hpo, on (k, pk,m, {(i, D;, E;) }icc), To respond, SIM does the
following;:

1.

First, SIM checks if Qnon[(k, pk, m,{(i, D;, E;) }iec)] # L. If so, SIM simply
returns Qnon{(ka Pk7 m, {<Z7 Di7 Ei)}iGC)]7

. Otherwise, for all 7 € C', SIM does the following:

(a) SIM sets a; < he and Qnon[(4, Pk, m, {(2, Di, E;) }icc)] = a; where hy, 0 € [g,]
is the next-unused hash value provided to SIM on initialization.

3. Then, SIM derives R < [[,. D; - E".
4. SIM checks if Qqg[(R, pk,m)] = _L; if the check does not hold, SIM aborts with

BadEvent;.

5. Otherwise, SIM sets ¢ <— hyy1, where hy is the next-unused random oracle out-
put, and stores Qsig[(R, pk,m)] = c.
6. Finally, SIM returns ay.

o Hg, : When A queries Hg, on (R, pk,m), SIM checks whether Qgg[(R, pk,m)] # L;
if the check does not hold, then SIM returns Qsg[(R, pk,m)]. Else, SIM sets ¢ < hy,
where h; is the next-unused random oracle output, stores Qsg[(R, pk,m)] = ¢ and
returns c.

Simulating Signing Oracles. To simulate signing oracles, SIM does as follows:

e Round 1 (O5e"(k,eid)): When A queries O5"™ on honest participant identifier
k € honest and session identifier eid, SIM does the following:

1.

2.

3.

Checks if this signing session has already started by checking if (k,eid) € W,
returning L to A if the check holds.

Otherwise, it opens a new signing session for participant k by storing W <«
W U{(k,eid)}.

Next, SIM sets Dy, <+ Xz and Ej < Xzy1, where C represents the next-unused
value from the set of challenges (Xi, ..., Xo,,). It then increments € <— € + 2.
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4. SIM then sets sty eiq < (k, eid, Dy, E}), and stores Q1[(k, eid)] = (Dg, Ek),
5. Finally, SIM returns (Dy, Ex) to A.

e Round 2 (05" (k, eid, m, C,{(D;, E;) }icc)): When A queries O%&" for honest par-
ticipant identifier £ € honest, session identifier eid, message m, signing set C, and set
of nonce commitments {(D;, E;) }icc, SIM does as follows:

1. Checks if this signing session has already closed by checking if (k,eid) € W'. If
the check holds, return L to A.

2. Checks if this signing session has not yet been opened, by if (k,eid) ¢ W,
returning L if the check holds.

3. Checks that (k,eid, Dy, Ex) € @1 and Q2[(Dy, Ex)] = L to ensure that they
were indeed issued in Round 1 and have not yet been used, returning L if the
check does not hold.

4. Otherwise, SIM follows the protocol honestly to derive each a;,7 € C', and then
the group commitment R < [],. D;-E;* and the challenge ¢ <— Hgjg (R, pk,m).

5. SIM then sets Zj, < Dy, - E;* - pk,f)““, and queries the (~-AOMDL oracle O%
on Zj, and coefficients (a, (5;)ic[2q,+1]), Where each coeflicient is zero, with these
exceptions; @ = cArD i onupe SKiLi(K), and (8o = A~ Li(k), By = 1, By1 = ai).
Here, (7,7 + 1) corresponds to the (~-AOMDL challenges (D, = X, E, = X, 41)
for this signing query, where L is the Lagrange polynomial for i € corrupt
associated with the set {0} U corrupt, such that pkj = pkro(ke . gea

6. SIM then receives z in return from its .~AOMDL oracle, which is the discrete
logarithm of Z.

e SIM then stores Q2[(Dg, Ex)] = (2, cAk).

e SIM then returns z; to A.

Analysis of Simulation. SIM’s simulation of key generation and signing is perfect. For
key generation, A receives a valid secret key that is the point ¢ on the polynomial f, where
pk; = ¢/@. For signing, simulation is perfect because SIM receives z, from its (~AOMDL
oracle, which is the discrete logarithm of Zj, with respect to Dy, F, pk.

SIM’s simulation of the random oracles is perfect, with exception of when it aborts due
to a bad event. SIM responds to random oracle queries by lazy sampling; SIM aborts due
to BadEvent; with probability 1/¢ for each query to H,on, for a total of ¢, possible queries,
hence; it aborts with total probability ¢,/q each time SIM is exeucted.
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Output. At the end of the game, A outputs a forgery (m*, o* = (R*,2%)). If g*° #
R*-(pk)¢" (meaning that the forgery is invalid), SIM outputs L. Without loss of generality,
we assume that A queried Hgg on (R*, pk, m*).

Otherwise, if A’s forgery is valid, SIM outputs the tuple (¢, aux), where ¢ is the index
corresponding to ¢* = hy, and aux = ({sk; }iccorrupt; @1, (m*, 0*)) is the tuple including the
corrupted parties’ secret key shares, the set of signature shares in ), output by SIM on
behalf of honest parties during its simulation, and the adversary’s forgery with respect to
pk = Xj.

Difference between Game 1 and Game 2. The only additional advantage introduced
in Game 2 is that SIM aborts on BadEvent; with probability g,/q total probability. Let W,
be the event that A wins in Game 2. Then

[Pr[Wa] — Pr[IW]| < % (3.7)

Finishing the Proof. The advantage of A against SIM is given by Game 2. Combining
Equations 3.4, 3.5, and 3.7 gives Equation 3.1. This completes the proof. O

Proof of Lemma 3. We now show that if there exists a PPT adversary A against the un-
forgeability of FROST and an algorithm SIM as described in Lemma 2 that simulates
FROST to A, then we can define a PPT adversary D that can efficiently solve for an
(-AOMDL challenge instance.

D begins by accepting parameters par = (G, ¢, g) and a set of 2¢; + 1 (~AOMDL chal-
lenges { Xy, ..., X, }. It then chooses a (t,n) such that n > ¢.

D then executes the modified forking algorithm Fork®™(X) as described in Section 2.2
and shown in Figure 2.2, providing as input the instance X = (par, {Xo, ..., Xog, },n,1).
Furthermore, D manages SIM’s queries to the /-~AOMDL oracle. Each instance of SIM will
“use” up to ¢, queries to D’s .~AOMDL oracle, and so Fork,S,iM (X) will “use” 2¢5 ¢-AOMDL
oracle queries in total.

Fork>(X) then either outputs L when it fails or the value (j,aux) when it accepts.
Corollary 1 upper-bounds the probability that Forkf,'LM(X ) will output L and Lemma 2
upper-bounds the additional advantage of A against SIM.

We next show that when Fork>™(X) outputs an accepting output (i.e., it does not
output L), then D can solve for its .~AOMDL challenge with perfect success.
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Extracting the Discrete Logarithm of X,. In the case that Fork>™(X) outputs an
accepting output, it outputs the tuple (h;, h;, aux, aux’ ). From these values, D then parses
the following;:

(m*, o) < aux, (m*™,o*) + aux/,
(R*7 Z*) (_ 0_*7 (R**’ z**) % O-**7
R

Because h;, h; are with respect to the same index j corresponding to A’s random query
for ¢*, ¢

*k

in its first and second execution, then we know that R* = R** and m* = m**.
D can then solve for the discrete logarithm y to its challenge Xy = ¢¥, as follows:

Z* _ Z**
ct—c
Because Fork,, outputs L in the case when any random oracle outputs collide (i.e., in
the case when any h; = h}), then we know that this equation is solveable.

Solving for Honest Parties’ Secret Keys sk, k € honest. In order to perform the
next step of solving for the remaining /~AOMDL challenges X, ..., Xy,,. D needs to be able
to derive the secret keys of each honest party. However, it can do so by using {sk; }iccorrupt
and x, simply by deriving sky < zoAj + Ziecormpt sk; A, for each k € honest, where X! is
the Lagrange coefficient associated with the set {0} U corrupt.

Extracting the Discrete Logarithms of X;,..., Xy, . Finally, D must solve for all
remaining (D; = X;, E; = X;11) (-AOMDL challenges. D can do so in the same manner
as prior reductions to -OMDL | ], since D has already made its .~AOMDL queries
and obtained valid solutions. We give these techniques below, for completeness.

How D solves for the discrete logarithm of each challenge pair depends on several factors.
We describe each case. First, recall after the two (successful) executions of Fork>™(X),
D will obtain (aux,aux’), the signature pairs generated by SIM during its simulation of
signing, as shown in Equation 3.9.

(eid;, aio, Cio, Dio, Fio, zio), t € [gs], and

3.9
(eid;, a1, i1, Din, B, zin), 0 € [gs) (3.9)
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Because (1) SIM is deterministic (as SIM is run on the same random tape for each
execution, apart from the values {h4, ..., hy, } to program its random oracles) and (2) each
commitment pair is associated with exactly one session identifier eid;, the commitment pairs
(Djj, E;j) will be issued with the same eid; each time SIM is executed. Hence, D;o = Dj
and EiO = Eﬂ.

Consequently, the following cases depend only on the relation between (a;o,a;1) and
(¢io, ¢i1), which in turn determine (z;9, 2i1)-

Case 1 (ajo # aj,cio # ci). Because a;o # a1, and ¢o # ¢, then zp # zy with
overwhelming probability (note that if a;g # a;1 and ¢;0 # i1 but 2z = 2, O% will have
been queried only once and so D can query the oracle directly to solve, similarly to what
is described in the case below).

Hence, in this case, O% will have been queried twice during the two executions of SIM
to obtain z;y and z;; However, D can solve for both x; = d; and z;,, = e; without making
any additional O% queries, by performing the following steps:

e Step Onme. Derive z;y — z;; (where unknown terms are underlined), resulting in
Equation 3.10, after cancelling out the d; term:

20 — 2i1 = € * Qo + SKiAi - cio — €i - ag — sk - ¢ (3.10)

e Step Two. D can then solve efficiently for e;, by Equation 3.11

S k- \:(cir — ¢
., — Fi0 = 2+ skidilea — cio) (3.11)
— a;0 — Q41

Because a;y # a;1, Equation 3.11 is solveable.

e Step Three. D can then solve efficiently for d;, as follows:
%ZZio—ei'aio—CiO'Skk

So, in this case, exactly two O queries were made for the two challenges (X; =
D;, X;11 = E;), and D can efficiently solve for y; = d; and y;11 = e;.
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Case 2 (aj = a;1,¢Cio = ¢;1). In this case, because a;0 = a;1 and ¢;o = ¢;1, then z;p = 2.
Consequently, SIM will have made only one unique O% to obtain z;y = 2;, leaving one
additional query available in the allowed “budget.”

D can then query O% one additional time on D; to obtain d; = ;. D can then solve for
x;11 = e; directly, by solving the linear relation in Equation 3.12 where the single unknown
term e; is underlined for emphasis:

e; = 230 ) SKiA; * Cio (312>

_ Qa0

So, again, in this case, exactly two O queries were made for the two challenges (X; =
DZ’, Xi+1 = Ez), and D has solved for Y; = dl and Yivr1 = €.

Case 3 (a0 # a;1,¢io = ¢i1). Because a; is (indirectly, via R) an input to the random oracle
when generating ¢;, then this event occurs only when there is a collision in ¢;. If this event
occurs, then D must abort. We refer to this bad event as BadEvent,. This case occurs with
negligible probability 1/q for each signing query that .4 makes, with total probability ¢s/q.

Case 4 (a0 = ai1,cio # ¢i1). Again, for similar reasons as in the case above, when Hg,
forks, then subsequent queries to H,,, will also fork, because SIM always programs its
random oracle with the next-available value h;. We refer to this bad event as BadEvents.
This case occurs with negligible probability 1/q for each signing query that A makes, with
total probability ¢s/q.

Finishing the Proof. D will hence succeed with advantage

Advasii () > Pr[Fork>™ (par, {Xo, ..., Xa4.},7,t) # L] — Pr[BadEvent,] — Pr[BadEvent;]

— — — — — Pr[BadEvent,] — Pr[BadEvent;]
Gr q q

// Combining Corollary 1 and Lemma 2
> AdVlFlf:{OST”A()\, n, t, t— 1)2 2q7n 3q2 2q5

dr q q q

First, Lemma 2 gives the relation Pr[SIM(par,n,t,t — 1,X) £ 1] >
AdvEEOSTﬁA(/\, n,t, t—l)—%—%. Then, because D runs the forking algorithm Fork,,, on SIM,
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and Fork,,, runs SIM twice, then by Corollary 1, Pr[Fork%M(par, n,t,t—1, X) # 1] is greater

f f
than or equal to A2FrostAMmED® 2q,  2¢2 24 AdvirosT, A nt—1)*
q ar q q 2q° qr

or, simplified,

2r _ 347
q q
This bound quantifies the probability that:

1. SIM will not abort across its two executions,
2. SIM outputs the same index across its two executions, and

3. none of the random oracle inputs collide.

Then, we have to account for the probability that BadEvent, and BadEvents occur,
which causes the reduction D to abort. Recall that Pr[BadEvent,] = Pr[BadEvent,| = ¢,/q,
and each of these events occurs when D attempts to extract its ~AOMDL solution (i.e.,
these events occur after Fork>™ has finished its execution). Hence, the probability of these
bad events adds an additional 2¢,/q term to yield the bound.

This completes the proof. O]

3.4 Implementation and Operational Considerations

We have implemented FROST in Rust, using Ristretto over curve25519 | ] for the
group operations. Our source code can be found at https://crysp.uwaterloo.ca/
software/frost.

We now discuss two topics that may be of interest to implementors.

Publishing commitments. The preprocessing step for FROST requires some agreed-
upon location for participants to publish their commitments to, such as a commitment
server, which is trusted to provide the correct (i.e., valid and unused) commitment shares
upon request. If malicious, it could perform a denial-of-service attack, or it could provide
stale or malformed commitment values on behalf of honest participants. However, simply
having access to the set of a participant’s public published commitments does not grant
any additional powers.

Performing two-round FROST without central roles. While the round complex-
ity of FROST can be optimized using central roles such as the signature aggregator, some
implementations may wish to remain completely decentralized. In this setting, participants
can simply broadcast the outputs of Round One and Round Two to each other.

o4


https://crysp.uwaterloo.ca/software/frost
https://crysp.uwaterloo.ca/software/frost

Chapter 4

A Formal Treatment of Distributed
Key Generation, and New
Constructions

Threshold signature schemes such as FROST generally require a distributed protocol to
generate key material among all signing participants in an untrusted manner; such protocols
are referred to as Distributed Key Generation (DKG) schemes. DKG schemes underlie
many multi-party cryptographic primitives in use today in addition to threshold signature
schemes | ) ) ], such as distributed randomness beacons | . At
a high level, a DKG allows a set of n participants to cooperate to generate a keypair,
such that the public key represents the entire set of participants, and each participant
holds a share of the corresponding secret key. DKGs ensure that the public key is agreed
upon by all (honest) parties at the end of the protocol, but no single party knows the
corresponding secret key. However, this secret key can be recovered given a threshold ¢
number of cooperating parties, where t < n.

Despite widespread interest in DKGs, existing constructions fall short in their com-
plexity or security guarantees. One example is Pedersen’s DKG | | and variants of
Pedersen’s DKG | , |, discussed in Chapter 3. While Pedersen’s DKG is ap-
pealing because of its simplicity and efficiency, its security to date has only been proven in
the context of specific applications | , , |. More specifically, it is
possible that the use of Pedersen’s DKG may be secure in some settings, but not in others.
It has been speculated that Pedersen’s DKG can be proven secure under the UC-definition
of idealized discrete-logarithm key generation with additive bias, where the bias is cho-
sen by the adversary [ ]. However, no such proof yet exists. While many alternative
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DKG constructions have been presented in the literature | , , , ,
, , , , |, these constructions incur undesirable protocol
complexity or require pairings.

Conversely, growing interest in threshold schemes points towards the need for alterna-
tive discrete-logarithm DKGs that are friendly to standardization efforts | , ]
For example, the FROST Schnorr threshold signature scheme | , ], intro-
duced in Chapter 3, for which an IETF specification exists | |, is written in a way
to be agnostic to any particular key generation scheme. Ideally, a candidate DKG to be
standardized should be applicable not only to a specific threshold signature scheme, but
also to other applications that require secret key material to be distributed among a set of
trusted parties | .

Proving the Security of DKGs. However, challenges arise when proving the security
of a DKG in a standalone manner; i.e., that the DKG is secure in any setting in place
of its target (single-party) key generation scheme. Although existing simulatability-based
notions for DKGs exist | , , , , , |, these notions
prove to be either incomplete or insufficient. For example, many simulatability-based no-
tions assume important details such as the consistency of honest participants’ state or
that adversarial players do not cause the protocol to abort. However, such assumptions
are not guaranteed in a distributed, multi-party setting. Notably, participants that force
the protocol to abort during the last round can be employed as a vector for a key-bias
attack [ |. Under the hood, many definitions assume the protocol to be robust; i.e.,
that the protocol will always complete successfully in spite of misbehaving parties. How-
ever, doing so increases the complexity for the protocol by requiring additional complaint
and voting rounds, which are difficult to implement correctly in practice.

4.1 Our Contributions

A Generic DKG. In this chapter, we present a simple generic DKG construction that
is a good candidate for ongoing threshold standardisation efforts. Our construction relies
on three simple cryptographic building blocks: a secure hash function, an Aggregatable
Verifiable Secret Sharing (AgVSS) scheme, and a Non-Interactive Key Exchange (NIKE)
scheme. The ability to aggregate Feldman’s VSS | | has been extensively employed in
prior DKG constructions | , , , , |; we simply formalize
the notion of a VSS that is aggregatable, and present new security notions to reflect this
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GJKR | ] Storm PedPop | , ]
Optimistic Rounds 3 3 2
Total Rounds 6 4 2
Robustness Strong Weak No
Bandwidth 2nt + 3n nt + dn nt + 3n
Computation 2nt+2n +t nt + 2n nt + 2n
Assumption DLP CDH KoE/AGM
Threshold n>2t—1 n>2t—1 n>t

Table 4.1: Comparison between Storm and related, non-publicly-verifiable, synchronous
constructions.

property. We additionally provide formal definitions and notions of security for a NIKE,
as well as concrete AgVSS and NIKE constructions.

Why a Generic Construction? The goal for presenting a generic DKG as opposed to a
monolithic construction is to enable flexibility for implementations and future standardiza-
tion efforts. For example, while we define concrete AgVSS and NIKE constructions, future
implementations may instead wish to employ a standardized NIKE | ] instead.
Further, as NIST is currently in the process of standardizing threshold primitives | ],
it may be worthwhile to leverage future VSS standards, which may possibly diverge from
the concrete VSS defined in this work. Or, implementations may wish to define a con-
struction that employs publicly verifiable randomness, a polynomial commitment scheme
that is more efficient, or derives secret values deterministically, such as from a seed phrase.
The utility of a generic DKG is that so long as the chosen building blocks are secure, any
instantiation of our generic DKG using these building blocks will remain secure.

Concrete Instantiation: Storm. We then describe a concrete instantiation of our
generic construction that we call Storm (Synchronous, disTributed, Optimized geneRation
of key Material).

The security of Storm reduces to the Computational Diffie-Hellman (CDH) problem in
the random oracle model. Storm is compatible with existing threshold cryptosystems such
as threshold Schnorr signatures | , | and similar discrete-log based systems.
Storm is simpler and therefore (slightly) more efficient than related synchronous DKGs
in the discrete-logarithm setting with similar security guarantees | |. Tts efficiency
improvement is due to the use of a NIKE, which allows the parties to derive a “tweaked”
key at the end of the protocol, preventing adaptive attacks.
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Comparing Storm to Related Schemes. We compare in Table 4.1 the practicality
and security of Storm to related constructions in the literature that require only standard
(i.e., non-pairing based) groups that are secure in the random oracle model, and have
formal proofs of security.

Optimistic rounds considers only when no participant cheats; total rounds includes
additional rounds required to recover from players that misbehave during the protocol.
Robustness indicates whether the protocol always succeeds assuming some number of hon-
est players (strong) or allows non-fatal aborts (weak). Bandwidth efficiency denotes the
number of group and field elements sent and received by each participant throughout the
protocol. Computational efficiency denotes the number of exponentiations required (i.e.,
scalar multiplications in an elliptic curve group). The value n is the total number of par-
ticipants in the protocol, ¢ is the threshold number required to recover the secret key, and
the number of corrupted parties is assumed to be at most t — 1. DLP denotes the Discrete
Logarithm Problem, KoE the Knowledge of Exponent model; AGM is the Algebraic Group
Model, and CDH the Computational Diffie-Hellman Problem.

Foramlized Notions of Security for DKGs. Our goal is to prove the security of our
generic construction in such a way that (i) demonstrates the DKG can be securely used
in any setting where its target key generation scheme is used, and (ii) captures implicit
notions such as handling adversarial aborts and honest participant consistency. Towards
this end, we introduce formal game-based security notions for DKGs that generalize and
extend prior notions in the literature. Our games make explicit important details such as
communication patterns between honest and adversarial players, where prior notions have
omitted some details. For example, our games explicitly model the adversary as rushing,
in that it can always query for honest player’s contributions before producing its own. We
then prove the security of our generic DKG with respect to these notions.

For a DKG to be secure, we require that the DKG be strongly or weakly robust,
zero-knowledge, and indistinguishable. Strong versus weak robustness captures the dis-
tinction between a protocol that always succeeds assuming some threshold of honest par-
ticipants (strong robustness), and one which allows for non-fatal aborts that do not impact
the security of the scheme (weak robustness). Similar to prior simulation-based notions,
zero-knowledge requires that the DKG is simulatable with respect to a public key. In-
distinguishability requires that the output of a DKG be indistinguishable from its target
(single-party) key generation scheme. By fulfilling the notion of indistinguishability, the
DKG can be securely employed in any setting where the target (single-party) key genera-
tion scheme could be used. However, for cryptosystems that ensure secret and public keys
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have a unique correspondence (such as discrete-log based schemes), zero-knowledge implies
indistinguishability.

We instead opt for a game-based approach, so we can explicitly and independently
define each notion.

Future Work: Proving Equivalence and Composability. We chose to employ a
game-based approach to defining the security of DKGs, with the goal of clearly separat-
ing notions and defining how the adversary interacts with honest participants throughout
the protocol execution. However, our game-based notions do not demonstrate that a
DKG is secure even when composed with other protocols, such as threshold signatures.
One approach to demonstrating composability is using the Universal Composability (UC)
framework | |. However, another approach would be to prove equivalence between
our game-based notions and a simulation-based notion of security for a DKG. We discuss
this second approach further in Section 4.7.

What We Do Not Do. Our definitions and constructions assume a strictly synchronous
setting; i.e., that every participant in the protocol terminates a round before beginning
the next. While asynchronous DKGs exist | , , , : :

], these constructions require the tradeoff of increased complexity. For similar
reasons, we require the existence of a secure broadcast channel.

Additionally, while some prior DKGs build upon a publicly verifiable secret sharing

scheme (PVSS) | , ], we explicitly do not, due to the tradeoff in increased im-
plementation complexity. Furthermore, we do not consider scalability for large numbers
of parties [ ; , ], although such optimizations could be employed to

define a more efficient instantiation of our generic construction.

We leave proofs of adaptive security for our generic construction for future work. Tech-
niques to achieve tight proofs of adaptive security in stronger security models (such as the
AGM) have recently been demonstrated in concurrent work | , ]; we expect
these techniques to similarly apply to our constructions.

Summary of Our Contributions. In this chapter, we present the following contribu-
tions.

e We introduce the notion of an aggregated Verifiable Secret Sharing (AgVSS) scheme,
building upon its implicit use in prior literature. We then give concrete AgVSS and
Non-Interactive Key Exchange (NIKE) constructions.
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e We present formal game-based definitions for the security of a DKG, that makes ex-
plicit details such as communication patterns between honest and corrupted players,
expectations of participant consistency and requirements of key validity. Further,
our separation of the notion of robustness into a strong and weak variant allows for
a simpler and more efficient DKG construction.

e We give a generic DKG construction, and prove its security using our new notions.
Our generic construction requires a secure hash function, an AgVSS, and a NIKE.

e We introduce Storm, a concrete instantiation of our generic construction. The se-
curity of Storm reduces to the Computational Diffie-Hellman (CDH) problem in the
random oracle model.

4.2 Related Work

Synchronous VSS-Based Discrete-Logarithm Constructions. Pedersen’s DKG | ] is
a two-round protocol among n parties, such that each party plays the role of the dealer
for Feldman Verifiable Secret Sharing (VSS) | ]. Gennaro et al. | ] describe

an attack against Pedersen’s DKG, which we refer to as the Key-Influence attack, that
considers a rushing adversary, who is allowed to speak last. In this attack, an adversary
can influence the distribution of key material by adaptively choosing their contribution.
While the authors later demonstrate unforgeability of a Schnorr threshold signature scheme
with Pedersen’s DKG employed for key generation | ], this proof of security does
not extend to other applications. Gurkan et al. | | show that Pedersen’s DKG
can be used securely in any setting where the cryptographic scheme is “rekeyable”. In
other words, if the scheme produces some cryptographic output o; (such as a ciphertext
or signature) that is valid with respect to a secret key sky, it is possible to obtain a
second value 0y < fi(01,sk’, ), such that o, is valid with respect to a related secret key
sky < fo(sky,sk’, ), where « is a side input and fy, f, are efficient update functions. While
some constructions such as BLS signatures | | do support rekeyability, others such as
Schnorr signatures do not.

Gennaro et al. | | present a construction secure against the Key-Influence at-
tack that is (similar to our generic construction) three rounds in the optimistic setting,
but it has higher round complexity when parties misbehave. While their description of
their construction implies that a round to broadcast failure messages is optional, their con-
struction is in fact insecure without this round, as a malicious party may force a subset of
parties to fail, and so selectively choose which participant contributions are used towards
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the creation of the output public key and secret key shares (thereby biasing the output
key material). While requiring higher round complexity, their construction offers strong
robustness as players negotiate in the second and third round which qualified set of players
to continue the protocol with. Our generic construction simply aborts the protocol, re-
quiring the implementation to investigate the set of cheating players outside the protocol,
a reasonable assumption in practice.

Lindell | | introduced a DKG that builds upon Schnorr proofs of knowledge and
online-extractable zero-knowledge proofs of knowledge. However, the protocol incurs com-
putational costs due to the requirement of online extractors | |. Furthermore, the
security of the scheme is only generally discussed without reference to a concrete notion of
security.

Many efficient pairing-based DKGs and secret-sharing primitives are described in the
literature | , , , |. Further, concrete DKGs have been pre-
sented in the ECDSA and RSA settings | : : : . This work
presents a generic construction that can be instantiated without pairings.

Synchronous PVSS-Based Discrete-Logarithm Constructions. Our generic constructions
assume VSS as a building block, and consequently incur an extra round of communica-
tion. It is possible to instead use a publicly verifiable secret sharing scheme (PVSS), as is
demonstrated by alternative DKGs in the literature. However, PVSS schemes require that
secret key material be encrypted to receivers’ public keys, thereby requiring a complicated
decryption step. For this reason, we define our construction to explicitly incur an addi-
tional network round. However, our construction could instead be adapted to use a PVSS
and thereby use only two network rounds.

Definitions of DKG Security. Gurkan et al. | | present a definition of DKG security,
in which the DKG is secure if its use within some larger protocol does not weaken the se-
curity of the overall scheme from the centralized (single-party) setting. We build upon this
notion by defining the security of a DKG with respect to a target key generation scheme.
Bacho and Loss | | introduce the security notions of consistency and oracle-aided alge-
braic simulatability for a DKG. Their notion of consistency is encompassed by our notions
of strong and weak robustness. Because their notion of oracle-aided simulatability assumes
a discrete logarithm oracle, it is not applicable to schemes without such algebraic structure.
Boneh and Shoup | | present a generic definition for the security of a distributed key
generation protocol using a simulation-based approach, with respect to a target trusted
secret sharing scheme. However, their definition is given in a UC-based approach, whereas
we present security experiments using a game-based approach to explicitly define subtle
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details such as participation communication patterns and aborts. However, our notions do
not guarantee security under composition with other schemes.

4.3 Aggregatable Verifiable Secret Sharing (AgVSS)

We now augment the notion of a verifiable secret sharing scheme as presented in Defini-

tion 2.5.3 to define an aggregatable verifiable secret sharing scheme (AgVSS) A. The ability

to aggregate Feldman VSS has been demonstrated before | |, and is employed im-

plicitly in nearly every DKG that has been defined in the literature | , ,
, ] but we formalize the notion of an AgVSS more generally.

An AgVSS builds upon a base VSS scheme, and is defined with respect to the same
map SecretToPublic : S — P as the base VSS that maps elements in the secret space S to
the public space P, and an auxiliary distribution AX that has guessing entropy linear in
the security parameter \.

Definition 4.3.1. An Aggregatable Verifiable Secret Sharing (AgVSS) scheme A
is the tuple (Setup, Share, Recover, Verify, GetPub, AggPriv, AggPub, Tweak), where

Share, Recover, Verify, GetPub are identical to the base VSS scheme as in Definition 2.5.3,
and where

e Setup(1*) — par: A deterministic algorithm that accepts as input a security parameter
A, and outputs public parameters par (which are given implicitly as input to all other
algorithms).

e Tweak( 0, aux) — v: A deterministic algorithm that accepts as input a public aggre-
gation set O consisting of £ VISS commitments {Dr,..., D}, and an auxiliary string
aux drawn from AX. Output a tweak v € S.

o AggPriv(P,v) — w;: A deterministic algorithm that accepts as input a private aggre-
gation set P consisting of £ shares {¢;};ci, and a tweak v. Output the aggregated
share w; for party 1.

e AggPub(O,v) — C: A deterministic algorithm that accepts as input a public aggre-
gation set O consisting of € VSS commitments {Dy, ..., Dy}, and a tweak v. Output
the aggregated commitment C.

Similarly to the VSS setting, we require that the AgVSS be zero-indexed.

62



Expa™™ (A, n, t,C, £)
return 0if t >nVvC Z [n]VI|C| <t
par < Setup(1*)
aux <~ A.AX
for j € [{] do
s; & S; ({2, ¢ji) Yie)» Dj) < A.Share(s;, n,t)
v < A Tweak({D;};¢(g, aux)
for i € [n] do
w; < A.AggPriv({dji}jein: {Dj}jei: v)
C' <+ A.AggPub({D;}jcig,v)
for i € [n] do
return 0 if A Verify(i, w;, C) # 1
§ < A.Recover(t, {(k, W) }rec)
return 0 if A.Verify(0, 3, C) # 1
/) This check assumes the AgVSS is zero-indexved

return 1

Figure 4.1: Notion of correctness for an AgVSS.

Aggregation Correctness. An AgVSS A must fulfill the notion of correctness for a
VSS scheme. In addition, an AgVSS must fulfill the notion of correctness when the scheme
is aggregatable; i.e., that for all n,t, ¢, C, where n,t,¢ € N, C' C [n], and |C| > t,

Pr[Epr’rr()\,n,t,C’, () = 1] =1

where Expy™ (A, n, t, C, ¢) is presented in Figure 4.1.

Intuitively, the experiment in Figure 4.1 ensures that an AgVSS is correct if the cor-
responding secret output from A.Recover is valid, meaning that A.Verify outputs 1 when
checked with respect to the AgVSS commitment C.

An AgVSS must satisfy aggregated secrecy and uniqueness, as discussed next.

Aggregated Secrecy. Unlike in the plain VSS setting, an AgVSS allows for aggregating
shares and commitments that could both be honestly as well as maliciously generated.
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Hence, we require that the AgVSS fulfills the notion of aggregated secrecy, which we for-
malize in Figure 4.2.

Remark 5 (Aggregated secrecy for an AgVSS is a generalization of VSS secrecy). The
secrecy game for a VSS scheme as shown in Figure 2.6 only allows the adversary to receive a
single set of shares and their corresponding commitment from the environment. Hence, the
aggregated secrecy game in Figure 4.2 is a strict generalization of the VSS secrecy game,
as the adversary in the secure aggregation game can not only query for many shares and
commitments, but submit its own. As a consequence, any AgVSS that fulfills aggregated
secrecy is also secret.

When executing the experiment shown in Figure 4.2, the environment simulates one
secret sharing operation with respect to a challenge A when the random bit b = 1. The
environment then allows the adversary to query for corrupted parties’ shares by O and
submit its own shares for honest parties by OReevShare . The adversary is then provided with
the auxiliary string aux. The adversary automatically wins if the aggregated commitment
C does not fulfill the check A.GetPub(0, C) # A. Otherwise, A outputs a guess b’ to guess
if it is in the real or simulated environment.

The advantage of an adversary A against A in the aggregated secrecy experiment as
defined in Figure 4.2 with respect to algorithms SimShare, SimTweak is

Advzsl;c,SimShare,SimTweak(/\) = me%x }Pr[Expzb;ejé({,SimShare,SimTweak()‘7 S) - ]‘] - 1/2{
Definition 4.3.2. An AgVSS scheme A achieves aggregated secrecy if there exist effi-
cient algorithms SimShare, SimTweak such that for all probabilistic polynomial-time adver-
saries A, the function AdVxY simshare.simTweak (A) 5 @ negligible function of .

Uniqueness. The uniqueness property for an AgVSS is the same as that of the base
VSS, as presented in Figure 2.7. Notably, the adversary in this experiment can perform
aggregation directly, and so the experiment does not change.

4.3.1 A Discrete-Log Based AgVSS

We now present a concrete AgVSS scheme that is secure in the discrete logarithm set-
ting, builds upon Feldman’s VSS, and assumes an honest majority of participants. The
algorithms Share, Recover, Verify, GetPub are identical to Feldman’s VSS, as described in
Section 2.5.2.1.
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Expa(A, s) Oshare(y /- Performs secret sharing
b<{0,1} if issuedchal =0
par < A.Setup(1?) issuedchal + 1
A < A.SecretToPublic(s) ifb=0
issuedchal < 0 {(4,9j)}j=1, D < A.Share(s, n, 1)
aux ¢~ A.AX Q2 < Q2 U {({(J, #j)}jehonest,, D)}
El +0 return ({(.77 ij)}jEcorrupt, D)
Q1+ 0,Q2+ 0,Q3« 0 else // b=1 case
(n,t,corrupt, sty) < A(1%) out <~ SimShare(\, corrupt, A)
if t > n V corrupt Z [n] (o, {(J, #j) }jecorrupt, D*) < out
or |corrupt| > ¢ Q1+ (o, D)
2 <~ {0,1}; return 2 return ({(4, ¢;)}jecorrupt, D)
honest < [n] \ corrupt U0 +1; sp <& 8
St L AT ORI O () Yy, Dy < AShare(sm, )
if issuedchal = 0 Q2 + Q2 U{({(J, ¢¢5) } jehonest » D) }
z <~ {0,1}; return 2 return ({(j, ¢¢;)}jecorrupts Der)
ifb=1
e (D) UID Y aw) O UG G bichenes, D)
C + A.AggPub(in) for j € honest
if A.GetPub(0, C) # A if A.Verify(j, ¢j, Do) # 1
return 1 return |
b A9 (st aux) Q2 + Q2 U{({(J, ej) }jenonest, D) }
/A performs e li+1
// aggregation directly

return 1 if ' = b OTweak(O, aux;)
return 0 v

ifb=1

v < SimTweak(0;, aux;, Q1, Q2)
else
v < A.Tweak(O;, aux;)
return v

Figure 4.2: Aggregated secrecy experiment for a zero-indexed Aggregatable Verifiable Se-
cret Sharing scheme (AgVSS). 65



Let the distribution AX be the uniform distribution on Z,. We now define the additional
algorithms for this concrete AgVSS.

e A.Setup(1*) — par: On input a security parameter 1*, run (G, ¢, g) < GroupGen(1*).
Let H: G* x Z, — Z, be a cryptographically secure hash function, whose inputs are
a tuple consisting of a vector of group elements in G, and an element in Z,. Output
public parameters par < ((G, ¢, g), H) (which are given implicitly as input to all other
algorithms).

- A.-Tweak( O, aux): Let O = {D;},ciq be the public aggregation set of the correspond-
ing ¢ Feldman VSS commitments to P, such that |O| = ¢, and O is sorted in a
canonical order. Further, let aux be an element in Z,. Generate v < H(O, aux).
Output v.

- A.AggPriv(P,v): Let P = {¢ji}cq be a private aggregation set of ¢ Shamir secret
shares, and v € Z; be an auxiliary string.

1. Derive the aggregate share via Equation 4.1.

Jel]

2. Output w;

- A.AggPub(O,v): The input set O is as defined above, and v is the output of A.Tweak.
Perform the following:

1. Derive the commitment to the aggregated constant coefficient by Equation 4.2:

dg=g"- T Dol (42)

JEld

2. Derive the commitment to the k € {1,...,t — 1} aggregated coefficients by
Equation 4.3:

Ay = ] Dilk] (4.3)

Jjeld
Let C'= <A0, cee ,At_1>
3. Output C

We demonstrate the correctness and security properties of the concrete scheme next.
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4.3.1.1 Proofs for Discrete-Logarithm Based AgVSS

In Section 4.3.1, we define a concrete AgVSS which builds upon Feldman’s VSS and is
secure in the honest majority setting. We demonstrate the correctness, aggregated secrecy,
and uniqueness of that scheme now.

Correctness. The honest majority AgVSS scheme of Section 4.3.1 fulfills the notion of
correctness for the base VSS scheme, as the algorithms Share, Recover, Verify, GetPub are
identical to Feldman’s VSS, as is the map SecretToPublic. We now demonstrate that the
concrete AgVSS scheme fulfills the additional notion of correctness for an AgVSS scheme.

Theorem 4. The honest majority AgVSS scheme of Section 4.3.1 is correct in the sense
of Figure 4.1.

Proof. We analyze each case where a return value of 0 could occur in Figure 4.1, and
demonstrate that that event will not occur.

Case 1. We first show that for each i € [n], A.Verify(i, w;, C) = 1. Recall that w; is simply

—v—l—quﬂ

JEW]

by Equation 4.1. Because each ¢;; was generated by the A.Share algorithm, then ¢;; = f;(i)
for some polynomials fi,..., f; each of degree t — 1. Let f' = v + Zie[ﬁ] fi- Then (i, w;) is
a valid point on f’, because

y=v+Y di=v+ > fi)

Jele] JE]

Because C' is a commitment to the same f’ as shown in Equations 4.2 and 4.3, then
A Verify(i, w;, C) will output 1. Note also that A.Recover will output § = f'(0) = v +

Zjem Sj

Case 2. We next prove that A.Verify(0, s, C) = 1. As above, after performing A.AggPub,
the resulting aggregated commitment C'can be represented as a commitment to the poly-
nomial f’. A.Verify(0, s, C) checks that ¢® = Ap (from Eq. 2.4 with i = 0). From Eq. 4.2,

Ay = ¢* ieiq Dil0l = 9" - 1 ng = 9" Iljciq 9. Since s =v+ 3 .y s; as above,
A.Verify(0, $, C) will output 1.

This concludes the proof. O
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Aggregated Secrecy. We now show that the concrete scheme of Section 4.3.1 fulfills the
notion of aggregated secrecy from Figure 4.2. To do so, we first show how the environment
simulates SimShare and H. Without loss of generality, we assume |corrupt| = ¢ — 1.

SimShare(\, corrupt, A) H(O;, aux;)
aZg; Ag=A-g" /) Q1,Q2,Qs are defined
for j € corrupt do // by the experiment

qu <i Zq lf Qg[Oi,auxi] 75 1
for ke {l,...,t—1} do return Q3 0;, aux;]

A = Agé’k - I " D" =@

J€Ecorrupt {Dj}je[é/] — QQ

D= <A0,...,A(t,1)> 0= {Dj}je[é’} U D*
return (o, {(J, ¢;)}jecorrupt, D) if aux; # aux or O; # O

// Respond honestly if this is
// not the challenge query
Q3[0;,aux;] < Z,
return Q3[0;, aux;]
a+— Qq
for {(J, Prj)}jchonest kel € Q2
in < (2, {(J, Pkj) } jenonest)
sk < A[H].Recover(in)
v (1) (at > i)
i€[n]
Q3[0;,aux;| + v

return v

Figure 4.3: Algorithms to simulate secret sharing and tweak generation in an AgVSS to
an adversary.

Lemma 4. When playing the secure aggregation game as in Figure 4.2 against the concrete
scheme, the output of O when b = 0 (i.e., when the environment honestly performs
A.Share) is indistinguishable to an adversary from the output when b = 1 (i.e., when the
environment performs SimShare as shown in Figure 4.3), assuming the adversary controls
no more than |corrupt| =t — 1 participants.
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Proof. SimShare accepts a challenge A € G, and outputs a randomly sampled secret «,
|corrupt| shares, and an AgVSS commitment. To begin, it picks a € Z, at random, and
then generates a blinded commitment Ag to the (unknown) discrete logarithm of A using
« as the blinding factor, by Equation 4.4.

AQ =A- ga (44)

SimShare then picks ¢ — 1 shares for the corrupted parties at random, resulting in
the list of shares () ;jecorrupt & thil) and then generates commitments to coefficients

Ay, ..., Ag_1) with respect to these shares and Ay, by Equation 4.5.

Ap= A T g% (4.5)

jEcorrupt

Here, L;, denotes the k™ coefficient of the Lagrange polynomial L’(z), which is com-
puted with respect to the set {0} U corrupt. The commitment D to the |corrupt| shares
is then D = (Ay,..., Au—1)). The simulation is perfect because D simply is committing
to a random polynomial f “in the exponent”, whose constant term is the discrete loga-
rithm of Ay, (where Ay is a blinded commitment to the discrete logarithm of A) and with
t — 1 random points that are the shares distributed to the adversary. Each additional
coefficient ag, k € [t — 1] of f is committed to “in the exponent” via Ay, which can be
determined via Equation 4.5. Hence, so long as the adversary controls fewer than ¢t — 1
players, A.Verify(i, ¢;, D) for all i € corrupt will output 1. ]

Lemma 5. The adversary has negligible advantage in distinguishing the environment’s
simulation of Tweak in the concrete scheme of Section 4.5.1 in the (programmable) random
oracle model, assuming an honest majority.

Proof. Recall that Tweak is instantiated by H in the concrete scheme. For any query
(O, aux’) where aux; # aux, the environment simply programs H to return a random value.
However, when it receives a query for (O, aux), it programs H to return v as in Equation 4.6.
Recall that aux is provided to the adversary only after it has finished querying O°"*¢ and
OReevShare and so similarly O is fixed at the time that the adversary can query with aux as
input (i.e., the environment will never have to guess which query to program).

V=~ — 5, (4.6)
el
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There are three requirements that must be satisfied for the environment to program H
correctly.

1. The programmed output v must be indistinguishable from a random value.

2. The environment must be able to derive {s;};cje without the involvement or detec-
tion of A.

3. The environment can correctly program H strictly before A can query on inputs
(0, aux).

We first demonstrate that the output v from Equation 4.6 is indistinguishable from any
other output from H. Recall that « is chosen at random when SimShare is performed, and
published only within the commitment Ay as shown in Equation 4.4, serving as a blinding
factor for A. Because A is chosen at uniformly at random from the public domain, and
because « is chosen at random, the v value in Equation 4.6 is indistinguishable from a
random element to A. Moreover, even if the adversary submitted inputs to QRecvshare iy
the attempt to cancel out the outputs from O°"® the adversary would be unable to do
so, because the adversary sees only the blinded commitment Ay as shown in Equation 4.4,
and because A is chosen uniformly at random. Therefore, programming H at exactly one
point with v is indistinguishable to any other point that is honestly programmed with a
random value chosen from Zj,.

Second, the environment can derive {s;},cje without the involvement or detection of A,
because we operate in the honest majority setting, and assume that the environment sim-
ulates at least ¢t honest players. The environment can therefore reconstruct the adversary’s
s; values (from )2), and it knows its own (from both @; and @)s).

Finally, the adversary does not learn aux until after it has completed its queries to
Oshare and OReevshare - Before returning aux to A, the environment programs H with v on
inputs (0, aux). Because AX = Z, and aux is some uniform element from AX, then .4 had
negligible probability in learning the output H with input aux until the environment has
programmed it. The environment is able to correctly program on these inputs using v
because it is guaranteed that A cannot further influence O. In other words, there is no
danger that the environment must make a decision on which input to program using v.

This completes the proof. n

Theorem 5. The concrete scheme of Section 4.53.1 fulfills aggregated secrecy against an
adversary A as in Figure 4.2, assuming an honest majority.
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Proof. Recall that that in the aggregated secrecy game, A has three opportunities to
distinguish the b = 0 game from the b = 1 game:

1. by how the environment responds to OShare,
2. by how the environment responds to O™k and

3. whether or not A.GetPub(0, C) evaluates to the challenge A when b = 1.

For (1), by Lemma 4, Q5" is indistinguishable to the adversary when b = 0 (i.e.,
shares are honestly generated) and when b = 1 (i.e., SimShare is performed), For (2),
by Lemma 5, the environment can simulate H in a way that is indistinguishable to the
adversary in the b = 0 case (the output is chosen at random) and the b = 1 case (the
output is programmed). We complete the proof by showing that the adversary has zero
advantage for (3).

Recall that the concrete AgVSS is zero-indexed, per Definition 2.5.4. By Lemma 4, the
environment can embed A in the first query of the adversary to O in a way that is
indistinguishable to A. A must query 0" at least once (i.e., if issuedchal = 0 at the end
of the experiment, then the experiment returns a random bit and .4 has no advantage).
Hence, it is guaranteed that the public recovery set {D;};c[q that is input to A.AggPub
will include a contribution with respect to the discrete logarithm of A.

Equation 4.7 shows that the commitment to the constant term of C (where
C = {Ao,...,Ai_1}) evaluates to A. Because the concrete AgVSS is zero-indexed,
A.GetPub(0, C) also evaluates to A.

Ag=g"- H D;[0]
JEl

=g" A g gXien (4.7)
_ gfafzz'e[z/] SiUA - ga . gZiE[W] S
=A

Hence, the adversary gains no advantage in its guess of i, regardless of whether it is
operating in the real (b = 0) or simulated (b = 1) setting. This concludes the proof. O
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Uniqueness. The uniqueness of the concrete AgVSS also follows from that of Feldman’s
VSS, as we now show. As an observation, this proof might apply to AgVSS schemes in
general, where the scheme builds on a secure VSS, and where the aggregation algorithm
accepts only “public” values.

Theorem 6. The concrete AgVSS scheme is unique.

Proof. We now show that the additional aggregation algorithm in our AgVSS construction
gives the adversary no additional power in the uniqueness game than in the plain Feldman’s
VSS setting.

Recall the VSS uniqueness experiment in Figure 2.7. The adversary is required to
output a valid tuple (M3, M3, D*), for which S.Recover(M7}) # S.Recover(M}). As above, we
know that the adversary cannot win the uniqueness game in the Feldman’s VSS setting, no
matter what strategy it employs, including using the AgVSS aggregation algorithm, since
the aggregation algorithm uses no information hidden from the adversary. Therefore the
adversary cannot win the uniqueness game in the AgVSS setting either. n

4.4 Distributed Key Generation (DKG)

Informally, a Distributed Key Generation (DKG) scheme allows a set of n players to jointly
generate a public key pk and a secret key sk, such that all parties learn the public key pk but
no single party learns sk. Instead, each party ¢ has a share sk; of the secret key, such that
a threshold ¢t number of shares are required to recover sk, where ¢t < n. A DKG generates
secret and public keys that are compatible with some target key generation scheme which
operates in the centralized (single-party) setting.

We now formalize the definition of a DKG. We begin by defining a target single-party
key generation scheme TK that the DKG implements in a distributed manner.

Definition 4.4.1. A target key generation scheme TK is the tuple TK = (KeyGen,
Verify), where:

e KeyGen(1*) — (sk,pk): A probabilistic algorithm that accepts as input a security
parameter A\ and outputs a secret and public keypair (sk, pk), where sk € S and
pk € P.

o Verify(sk, pk) — {0,1}: A deterministic algorithm that accepts as input a secret and
public keypair (sk, pk), and outputs 0 if the keypair is invalid; otherwise, outputs 1.
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e For correctness, we require that for all (sk, pk) <— TK.KeyGen(\), we have

TK.Verify(sk, pk) = 1

Definition 4.4.2. A distributed key generation scheme, or DKG, is the tuple of
the protocols D = (KeyGen, Recover) parameterized by the number of rounds k. A DKG 1is
defined with respect to a target key generation scheme TK, where:

e KeyGen(1*,n,t) — ((pk, qual,aux), (status;, sk;)icin)) - An interactive protocol between
n participants. Accepts as input the security parameter X\, and positive integers n >
t > 1, where n is the number of participants and t is the threshold.

The protocol outputs a public value (pk, qual,aux) and private values (status;,sk;),i €
[n] where:

pk is the public key representing the group; it will be L if the protocol terminated
unsuccessfully.

qual C [n] is the set of qualified players remaining at the end of the protocol; it
will be 1 if the protocol terminated unsuccessfully.

aux is any auziliary information that may be required for a particular application,
such as participant public keys,

status; indicates if participant © completed the protocol successfully, and can be
either abort, L, or accept. Here, abort indicates the protocol terminated early,
1 indicates a critical fail state has been reached, and accept indicates that the
protocol completed successfully.

sk; s participant 1’s secret key share; it will be L if the protocol terminated
unsuccessfully.

Internally to the KeyGen protocol, each participant performs the following:

PerformRound, (1%, n,t,id;) — (st;, outp, bmsg;): The algorithm run by the par-
ticipant to initiate the protocol. Accepts the security parameter X\, the number
of participants n, the threshold t, and the participant identifier id;. Outputs the
state st; for that participant, the vector outp of any outgoing peer-to-peer mes-
sages to other parties, and a broadcast message bmsg; to all other parties. See
Section 2.8 for definitions of these network channels.
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— PerformRound, (st;, inp,inb) — (st;, outp, bmsg;): The algorithm run for each in-
termediate round k € {1,...,k—1} in the protocol. Accepts as input the partici-
pant’s internal state st;, the vector inp of any peer-to-peer messages sent by other
participants in the previous round, and the set inb of any broadcast messages sent
by other participants in the previous round. Qutputs the tuple (st;, outp, bmsg;).

— Finalize(st;, inp,inb) — ((pk, qual,aux),(status;, sk;)ic[n)) - Accepts participant
state st;, peer-to-peer messages outp, and broadcast messages inb. Qutputs a
public output (pk,qual,aux) and a private output (status;,sk;).

e Recover(pk, t,{(i,sk;) }icc) — sk/L: Accepts as input the public key pk, the threshold
t, and a set of secret key shares {(i,sk;) }icc, where |C| > t. Derive sk from {sk;}icc.
If TK Verify(sk, pk) # 1, output L. Otherwise, output sk.

e For correctness, we require that, when all participants follow the protocol:

if D.KeyGen(1*,n,t) — ((pk, qual), {(status;, sk;))ie(n))
then D.Recover(pk, t,{(%,sk;) }icc) — sk for all C' C [n] Nqual, |C| > t,
and TK.Verify(sk, pk) — 1

A DKG must be correct, and fulfill the security notions of zero-knowledge and indistin-
guishability. Additionally, a DKG may fulfill the notion of either strong or weak robustness.
We explain these concepts next.

4.4.1 Robustness

We now review the notion of robustness, building upon the formalism presented by Gurkan
et al. | |. In the literature, robustness today refers to the property that so long as
the number of corrupted and honest participants meet some pre-defined threshold, then
the protocol will complete successfully. The definition by Gurkan et al. deems a DKG to
be robust if honest parties’ shares combine to output a secret key that is valid with respect
to a public key. However, the notion by Gurkan et al. does not consider the consistency of
players’ ending states.

We present several clarifications to the notion of robustness using a game-based defi-
nition in Figure 4.4. First, our definition is generalizable beyond discrete-logarithm based
constructions. Second, our definition encodes two different forms of robustness. Strong
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robustness defines the existing notion of robustness in the literature. We additionally in-
troduce the notion of weak robustness, which allows the protocol to non-fatally abort, so
long as all honest participants maintain the same status. In particular, participants can
exit either with an abort status or a L status, where L indicates a critical failure. A critical
failure depends on the context of the construction; for the generic construction we present
in Section 4.5, a critical failure occurs when the adversary can cause the protocol to abort
in the final round of the protocol, which in turn has consequences for the proof of security.

Prior notions in the literature considered only strong robustness; however, introducing
a weaker variant allows us to define a more efficient construction that fulfills our other
notions of secrecy and indistinguishability.

Remark 6 (Number of Honest Players). The robustness experiment in Figure 4.4 assumes
an honest majority of players. If an adversary were allowed to control the majority of
participants, it could split the view of honest participants, unless some additional structure
is assumed, such as a public bulletin board.

Common Oracles. We define common oracles that are used within the respective secu-
rity experiments for a DKG in in Figure 4.5. Boxed algorithms are used by the robustness
and indistinguishability games; dashed boxed algorithms are used by the zero-knowledge
game.

4.4.1.1 Strong Robustness

We show the strong robustness attack experiment in Figure 4.4, where its differences with
weak robustness are outlined in a box.

The advantage of an adversary A against D in the strong robustness experiment is
AV (V) = PrBxpiri™ (V) = 1]

Definition 4.4.3. A DKG D 1is strongly robust if for all probabilistic polynomial-time

adversaries A, the function Adethijt()\) is negligible.

The strong robustness attack game allows A to participate in key generation and control
up to t—1 players, the set of which we denote by corrupt. We denote the set of honest players
as honest. The robustness attack game has oracles QPerfermRound, pc (v — 1} and
OFinalize iy common with other games, so we show these oracles in Figure 4.5. The adversary

75



Exppii ™ (M) |1 Exppd ™ (M)

!
!
L

rc < 0 // Ensure rounds are queried in order
inpy; < 0,...,inpy, < 0 // Simulate peer-to-peer channels
(n,t, corrupt, stq) < A(1"); return 0 if n < ¢V corrupt ¢ [n] V |corrupt| > ¢
honest < [n] \ corrupt
return 0 if |[honest| < ¢
for i € honest do
(st;, outpy;, bmsg;) <— PerformRoundy(A, n,t,7)
inpy[i] < outpy;[k], V k € [n]
/) Set party i’s peer-to-peer messages for all other parties

OPerformRoundg 7(QFinaIize .
A (StAu {'npli}i€corrupt7 {bmsgi}iehonest)

return 0 if rc # Kk // Prevents trivial win by forcing coordination

‘if Ji € honest : status; # accept‘

‘if di,j € honest : status; # statusj‘

‘ /) A wins if any honest party ends in a disjoint state

r------ - - - - - - - - - - " " """ """ -" -~ -~ -~ -~ - -~ - - - - - - - - -TSTC-To/OTTTTT-TT-T-TT--° ml
!

/) A loses if all honest parties end in a consistent aborted state
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — ———mm—— - o .

for i, € honest do
return 1 if pk; # pk;
return 1 if qual; # qual;
return 1 if aux; # aux;
pk = pk;,i € honest // All honest parties at this point have the same view of pk
sk < D.Recover(pk, {(,sk;) }ichonest)
return 1 if sk = L

return 0

Figure 4.4: Robustness experiment for a DKG. Weak robustness differences are highlighted
in a dashed box; strong robustness differences are highlighted in a solid box.
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(QpPerformRound,, ({{pmSgi,j }jehonestv bmsgn }iewrrupt) OFinalize({{pmsgi!j }jehonestv bmSg”' }iEcorrupt)

// Ezecutes round return L if rc#k—1
/o€ [k —1] rc«rc+1
return L if r £rc+1 for i € corrupt, j € honest do
// Ensure all prior rounds inp,.;[i] < pmsg; ;]
// have been queried, for j € honest do
// and that this round has in « (stj, inp,.;, {bmSgri}iG[n])

t yet b ied.
// mot yet been querie out < Finalize(in)

rc<r
r----- - - T - T~ -~ i
for ¢ € corrupt, j € honest do 1 out <— SimFinalize(in) 1
L e e e e e - - - - - o .}
NPy (1] < pmsg; [J] (pkj,qualj,auxj), (status;, sk;) < out

for j € honest do

in (Stj7 inp'rj7 {bmSgri}iE[n])

‘ out <— PerformRound,.(in) ‘

(stj,outp, 41 j,bmsg, 4 ;) <+ out
for k € [n] do
inp,y1k < outp, 4 ;[K]

return ({inp,41 ; }iccorrupt; {bMsg; }jehonest)

Figure 4.5: Common oracles used within security experiments for a distributed key genera-
tion scheme. Boxed algorithms are used by the robustness and indistinguishability games;
dashed boxed algorithms are used by the zero-knowledge game.
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participates in the protocol by exchanging peer-to-peer and broadcast messages with honest
players in each round /¢ via the oracle @QPerformRound; — The experiment is responsible for
exchanging messages between parties and enforcing assumptions of the underlying network
channels. Additionally, the experiment ensures that rounds must be queried in order, and
that no round is repeated.

A wins the strong robustness game under three conditions. First, if it causes any honest
player to end in a non-accepting state. Second, if it causes any honest player’s view of
pk,qual, or aux to be different from any other honest player’s view. Finally, A wins if
it can cause the resulting keypair to be invalid with respect to the target key generation
algorithm (recall that D.Recover tests for validity of the keypair, and outputs L if sk is
invalid).

4.4.1.2 Weak Robustness

We similarly present the weak robustness attack experiment in Figure 4.4, where its dif-
ferences with strong robustness are outlined in a dashed box. Intuitively, weak robustness
differs from strong robustness in that it allows honest parties to end in an aborted state
abort, so long as all honest parties end in the same state. Otherwise, if all honest parties
end in an accepting state, it is identical to the notion of strong robustness.

When considering simulation-based definitions, the definition either considers a scheme
that is strongly robust, or where the adversary can abort the protocol at any point during
the protocol execution, even after seeing the output key material. However, weak robust-
ness allows the adversary to abort the protocol execution, but only before some critical
state; i.e., before the adversary has learned any information about the output key. As
such, it is a more fine-grained notion of tolerated aborts than a simulation-based notion
of abort, as weak robustness considers where in the protocol execution the adversary is
allowed to abort.

The advantage of an adversary A against the DKG D in the weak robustness experiment
is
AdVE () = Pr{Expl ™ () = 1]

Definition 4.4.4. A DKG D is weakly robust if for all probabilistic polynomial-time
wk-rbst

adversaries A, the function Advy 7" (A) is negligible.

A wins the weak robustness game under three conditions. First, A wins if honest
players do not all finish with the same status. Otherwise, if all honest players have status
accept, then A wins if the honest players’ view of pk or qual are not all the same or if the
resulting keypair is invalid with respect to the target key generation algorithm.
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4.4.2 Zero Knowledge

We next turn to defining zero-knowledge for a DKG. Zero knowledge requires that a prob-
abilistic polynomial-time adversary A allowed to control up to ¢t — 1 participants does not
gain any additional advantage in its effort to learn sk than it would against the target key
generation algorithm. This notion is formalized by the requirement of simulatability: that
the DKG can be simulated to an adversary with respect to some challenge A€ 15, where
A is a valid public key for the target key generation algorithm. We formalize this notion
in Figure 4.6. The oracle QPerformRounds g defined in Figure 4.5.

Note that we implicitly assume weak robustness, as the adversary cannot win if it causes
all participants to non-fatally abort.

Our definition of zero-knowledge is distinct from the simulation-based notion of secrecy
introduced by Gennaro et al. | ] in that we formally define the notion with respect
to a target key generation algorithm. whereas the definition by Gennaro et al. assumes
random group elements as the public key to simulate. In some settings (where public and
secret keys have a unique correspondence), then these definitions are the same. If not, then
such simulation-based notions fail to consider indistinguishability, as discussed below.

We now define this notion of zero-knowledge more formally. The advantage of an
adversary A against a DKG D with respect to the simulation algorithms (SimRound;,i €
{0,...,k — 1}, SimFinalize) in the zero-knowledge experiment as defined in Figure 4.6 is

AdVZDk,A,SimRoundi,SimFinalize(>‘) = ‘Pr[EXpZDk,A,SimRoundi,SimFinaIize(/\) =1] - 1/2‘

Definition 4.4.5. A DKG D is zero-knowledge if there exist efficient algorithms
SimRound; (for each i < k) and SimFinalize such that for all probabilistic polynomial-time
adversaries A:

zk . ..
AdVD,A,SimRound,-,SimFinaIize()‘) is negligible.

The zero-knowledge attack game in Figure 4.6 requires A to successfully guess if the
environment that it is in is real or simulated with respect to a challenge A, where A is a
public key generated by TK.KeyGen. The game accepts as input the security parameter
A, and internally to the experiment, samples a bit b € {0, 1} at random. In the simulated
setting (when b = 1), the environment simulates the honest participants with respect to A
by employing the simulation algorithms (SimRound;,i € {0, ...,k — 1}, SimFinalize). The
adversary wins by default if the environment cannot simulate the protocol; i.e, the resulting
group public key pk does not equal A. Otherwise, the adversary wins if it successfully
guesses whether it is playing against the real or simulated protocol.
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zk
EXpD,A,SimRoundi,SimFinalize(A)

b<{0,1}
z < {0,1} // Random coin for losing conditions

rc < 0 // Ensure rounds are queried in order
inpy; < 0,...,inpy,, < 0 // Simulate peer-to-peer channels
(n,t, corrupt, stq) < A(1%); honest « [n] \ corrupt
if n <tV corrupt ¢ [n] V |corrupt| >t
return 2
(-, A) & TK.KeyGen(1*)
for i € honest do
if b = 0 then (st;, outp;, bmsg;) <— PerformRoundy(\, n, ¢, 1)
else (st;, outp;, bmsg;) < SimRoundg[H](\, n,t,i, A)
inpy.[i] < outpy[k], V k € [n]
/) Set party i’s peer-to-peer messages for all other parties

v+ A (StAa {inplj}jECOrruptv {bmsgi}iehonest)

if rc # Kk // Prevents trivial win by forcing coordination

PerformRound Finali
(©PerformRoun ¢ OFinalize

return z
if status; = abort for all j € honest
return z
/) A cannot win if all honest parties non-fatally abort
ifb=1
return 1 if 3 € honest : pk; # A
/) A wins when b =1 if the game is not simulated with respect to A

return 1 if b 2 b

return 0

Figure 4.6: Zero-knowledge experiment for a DKG.

4.4.3 Indistinguishability

The security of any key generation protocol requires that the secret key be hard to guess
or learn from the public transcript. In the single-party setting, the adversary does not
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have any influence over the sampling of key material, and so guaranteeing this property is
straightforward. However, because the adversary is an active participant in a distributed
key generation protocol, we must ensure that a subset of at most ¢ — 1 colluding players
cannot bias key material.

To establish this property, we require that a DKG must generate keys that are in-
distinguishable from keys output by the target key generation algorithm. This property
is implied by the notion of secrecy if the underlying construction assumes a one-to-one
correspondence between secret and public keys. For example, the Gennaro et al. notion
of simulatability assumes that indistinguishability of the resulting keypair is an implicit
consequence of the ability to simulate with respect to a public key. However, simulatabil-
ity does not necessarily imply indistinguishability, because the zero-knowledge game only
guarantees the indistinguisahbility of public key material between the real and simulated
environments. If there is a one-to-one relation between public and secret keys, proving
zero-knowledge implies indistinguishability. For cryptosystems where a one-to-many rela-
tion can exist between public and private keys, such as in some lattice-based cryptosystems,
proving that a DKG is zero-knowledge may not necessarily imply indistinguishability from
its target key generation scheme.

Because our generic construction similarly assumes a one-to-one correspondence of se-
cret and public keys, we do not make use of this notion of indistinguishability in the proof
of security for our generic construction, as the proof of zero-knowledge implies indistin-
guishability. For future reference, we give the notion of indistinguishability more formally
next.

Note that we implicitly assume weak robustness, as the adversary cannot win if it causes
all participants to non-fatally abort.

The advantage of a distinguishing adversary £ against a DKG D in the indistinguisha-
bility experiment in Figure 4.7 with respect to the target key generation algorithm TK and
participating adversary A is

Advil;qI'K,A,S(A) = ‘PT[EXPEI%K,A,s(A) =1] - 1/2‘

Definition 4.4.6. A DKG D is indistinguishable from its target key generation algo-
rithm if for all probabilistic polynomial-time adversaries A and computationally unbounded
distinguishers &£, Advg%—KyA’g()\) is negligible.

The attack game in Figure 4.7 allows for two distinct adversaries, A and £. The oracles
OPerformRound; and RO are defined in Figure 4.5. A participates in the protocol and controls
up to t — 1 players. &£ is simply given two sets of keypairs after the protocol completes,
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and is required to guess which keypair was generated by the distributed key generation
protocol and which by the target key generation protocol. Note that A and £ are assumed
to be black box and act arbitrarily, but are not allowed to share state. Otherwise, the
game could trivially be won simply by A informing £ which public key was output from
the distributed key generation protocol. To similarly prevent this trivial win condition, the
keypair output from the distributed key generation execution must be valid, otherwise A
could force the protocol to output an invalid keypair, which £ could trivially distinguish
from the output of TK.KeyGen.

4.5 A Generic DKG Construction

We now introduce a weakly robust generic DKG construction that assumes an honest
majority, shown in Figure 4.8. The DKG is initialized with a NIKE NK as defined in Sec-
tion 2.4, an AgVSS A as defined in Section 4.3, and a hash function H. We present the con-
crete construction in Section 4.6. Recall that setup functions par < NK.Setup(1*); par’ <
A.Setup(1*) are performed at setup, not at the time of key generation.

Our generic construction employs the following building blocks:

e A secure hash function H, where H; and H; are domain-separated instances of H,
such that:

— Hy o ({D;}jem), aux) — v: Accepts as input a tuple, where the first element in
the tuple is a set of n AgVSS commitments ordered canonically, and the second
element is an auxiliary element aux as output by Hy below. The output is the
tweak employed by the AgVSS aggregation algorithm.

— Hy : {9} e — aux: Accepts as input a set of n elements, and outputs an

auxiliary element aux.

e An aggregatable verifiable secret sharing scheme A[H;] = (Setup,Share, Verify,
Recover, GetPub, AggPriv, AggPub, Tweak) that is zero-indexed.

e A non-interactive key exchange (NIKE) NK = (Setup, KeyGen, Verify, SharedKey).

The secret and public domains of the AgVSS and NIKE must be the same as that of the
target key generation scheme, and the distribution over the secret domain for the NIKE
must be the same as that of the target key generation scheme. Further, we assume that
the NIKE outputs secret and public keys with strictly a one-to-one relation.
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EXp}Zr)l,ql'K,A,S (A)

b<{0,1}
2 <-{0,1} // Random coin for losing conditions
rc < 0 // Ensure rounds are queried in order
inpyy < 0,...,inpy, < 0 // Simulate peer-to-peer channels
(n,t,corrupt,sta) < A(X)
if n <tV corrupt ¢ [n] V |corrupt| > t then return z
honest <— [n] \ corrupt
for i € honest do
(st;, outpy;, bmsg;) < PerformRound,[H](\, n, ¢, 1)
inpy[i] - outpy;[k], ¥V k € [n]

OPerformRounde70Finalize7RO .
A ({lnpli}z‘ecorrupty {bmsgi}iehonesty StA)

if rc # Kk // Prevents trivial win by forcing coordination
return z

if {j : status; = abort};chonest = honest
return z

if 3i € honest : status; # accept

return z

for 7,5 € honest do
return 1 if pk; # pk;
return 1 if qual; # qual;
pky < pk
sko < D[H].Recover(pkg, ¢, {(7,sk;) }ichonest)
// All parties at this point have the same view of pk and qual
return 1 if skg = L
(ski, pky) ¢~ TK.KeyGen(\)
b' < E((pkp, skp), (Pkq_p, Ski-p))
return 1if b’ =b

return 0

Figure 4.7: Indistinguishability experiment for a DKG.

83




PerformRound,[H](\, n, ¢, )

Finalize[H](st;, 0, inbs)

(i, Aj) < NK.KeyGen()
in < (i, n,t)
{(4, ¢ij) =1, Di <= A[H1].Share(in)
(Bi, Ei) <~ NK.KeyGen()
bmsgg; < (Aq, Ei, D)
for j € [n],j #ido
pPmsgq;; < (4, Pij)
sti < (Bi, ¢ii, Di, Ei)
outp < {pmsgo ;; }jen] ji
return (st;, out,, bmsgy ;)

PerformRound, [H](st;, inp,, inby)

parse {(i,¢ji) }j—1 < inp;
parse {(A;,Ej, Dj)}i_; < inby
for j € [n],j #ido
if A[H1].Verify(i, ¢ji, D)) # 1
or A[H;].GetPub(0, D;) # A;
sti.status = abort; bmsg; ; < L
return (st;, L,bmsg, ;)
st; < st; U {(J, #ji) }iepn)
bmsg; ; <— accept

return (st;, L,bmsg, ;)

PerformRound,[H](st;, }, inb,)
if L €inby

st;.status = abort
return (st;, 1, 1)
bmsg, ; < Bi

return (st;, L, bmsg, ;)

if st;.status = abort
return (L, 1, 1), (abort, 1)
parse {5} }jen),j»i < inbs
qual < 0; corrupt < 0
for j € [n],j #1ido
if NK.Verify(5;,E;) =1
1; < NK.SharedKey(f;, A;)
qual < qual U {j}
else corrupt « corrupt U {j}
if corrupt # ()
Broadcast {¢;i}jecorrupt
Receive {¢jk’}j€corrupt,k6qual
for k € qual do
if 37 : A[Hi].Verify(i, ¢i, Dj) # 1
qual < qual \ {k}
for j € corrupt do
a; < A[Hq].Recover(t, {(k, ®ji) } kequal)
j <= NK.SharedKey(a;, E;)
v AlHi]. Tweak({D; 1y, {1;12,)
ski < A[H1].AggPriv(i, {¢;i}jem), v)
C < A[H1].AggPub({D;} jcin]; v)
pk <= A[H;].GetPub(0, C)
s/ Derive public keys
for i € qual do
pk; = A[H1].GetPub(i, C)
aux <— {pki}iEquaI
return (pk, qual,aux), (accept, sk;)

Figure 4.8: A generic DKG protocol. See corresponding text for full description.
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In addition to these building blocks, our construction requires that these primitives
are algebraically composable. Intuitively, the secret key output from NK.KeyGen should
be a valid secret that can be shared via A.Share, and the AgVSS commitment should
be verifiable with respect to the public NIKE key. Towards this latter point, we require
Assumption 1 to hold.

Assumption 1. For par < NK.Setup(1*) and par’ < A.Setup(1*)
any (sk, pk) <~ NK.KeyGen(), and any (n,t) € N such that n > t; and any C C [n], |C] > t,
Equation 4.8 holds:
NK.Verify(sk, pk) = 1, where
({(¢,#:) }iem)), D) < A[Hi].Share(sk, n,t) and
pk <— A[H;].GetPub(0, D) and
sk < A[H;].Recover(t, {(i, ¢;) }icc)

(4.8)

4.5.1 Key Generation Protocol

As shown in Figure 4.8, the key generation protocol is completed in three network rounds
in the optimistic setting and four network rounds in the worst-case setting.

Each PerformRound, operation is defined with respect to participant . The peer-to-peer
channel inputs for round r are inp, and outputs are outp,, composed of the peer-to-peer
messages pmsg;. The broadcast channel inputs are inb, composed of the broadcast messages
bmsg;, sent by participant j, j € [n].

First, in PerformRound,,, each participant 7 performs NK.KeyGen twice; first to generate
a secret key «; and its commitment A;, and second to generate a random value [; and
its commitment E;. Then, each participant ¢ performs an AgVSS secret sharing of «,
outputting n secret shares {(j, ¢s;)}jcpn), and an AgVSS commitment D;. Finally, each
participant ¢ broadcasts its NIKE and AgVSS commitments to all other players via a
broadcast message bmsg ;. Additionally, each participant 7 sends one secret share to every
other player j # i via a peer-to-peer message pmsg, ;;, keeping one share for itself.

In PerformRound;, each participant i receives shares { (i, ¢j;) }jejn),j from all other play-
ers via the peer-to-peer channel input inp; and commitments {(4;, E;, D;)};em),jz from all
other players via the broadcast channel input inb;. Each participant then verifies the
correctness of their received share with respect to its corresponding commitment. Addi-
tionally, each participant ¢ verifies that the secret committed to in D; is the same secret
committed to in A;, by checking that A.GetPub(0, D;) = A;. If any check fails, the par-
ticipant will broadcast a 1 message, and set their status to abort. Any participant that
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sets their status to abort results in that participant terminating (immediately exiting) the
protocol. Else, it will broadcast an accept message.

In PerformRound,, participants receive as input status messages from all other partici-
pants via the broadcast channel input inb,. If any participant received a 1 message, that
participant immediately exits PerformRound, after setting their status to abort.! Other-
wise, each participant ¢ broadcasts [3; to all other participants (which is the opening to the
commitment E; sent in PerformRound,).

Finally, in Finalize, each participant ¢ receives as input the openings {f;},cp),j»i from
all other participants via the broadcast channel inbs. For the values they received from
every other player j # 4, they first verify the correctness of the opening /3; with respect to
E;. Depending on the output of this check, each participant ¢ does the following:

o If the opening 3; is valid, participant ¢ then derives the blinding factor ; by per-
forming 1); <— NK.SharedKey(f3;, A;).

e If the opening j3; is invalid, the set of participants qual that followed the protocol
honestly cooperate to derive the correct v; for the cheating participants corrupt.
They do so by broadcasting their respective shares from the misbehaving parties,
and then use the set of received shares to recover o;. Note that even if an adver-
sary at this stage were to broadcast incorrect shares, because we assume an honest
majority of players, then all honest participants will receive a sufficient number of
honest shares to recover successfully, and can verify the correctness of the recovered
secret against the commitment sent in earlier rounds. They can do so by check-
ing if A[H,].Verify(i, ¢,i, D;) = 1 for each identifier j € corrupt, k € qual, updating
qual <— qual \ {k} if the check does not hold.

Each remaining participant then performs NK.SharedKey(a;, E;), obtaining 1; as the
result. Due to the assumption that at least £ honest participants exist in qual, this
step will always complete successfully.

Next, each participant derives v <= A[H;]. Tweak(O, {¢1,...,9y}), where O = {D;} e
is the set of all AgVSS commitments for each participant. Each participant ¢ then performs
A.AggPriv and A.AggPub, using as input the set of all their received shares P = {¢;;} e,
the set of AgVSS commitments O, and v. FEach participant ¢ employs the output of
A.AggPriv and A.AggPub to determine their aggregated secret key share sk; and commit-
ment C. The group public key pk is then derived using C. Similarly, the set of each

IBecause the fail message L is sent on a broadcast channel, if any participant receives a fail message,
then all participants receive that message
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participant’s individual public key pk; is derived using C, and then output as the auxiliary
data.

The tweak ensures that the resulting public key is unknown to an adversary at the time
when it picks its contributions to the protocol. As such, at the beginning of the DKG, the
adversary cannot adaptively pick its contributions so that the resulting public key can be
influenced predictably. In other words, the adversary cannot force the resulting public key
to “hit” some desired outcome, such as being even or odd, for example.

Participants complete Finalize after setting their status to accept and updating their
internal state. The public output at the end of Finalize is (pk, qual, aux). The private output
to each participant i is (status, sk;).

4.5.2 Recovery Algorithm

While most practical DKG applications do not require the participants to actually come
together to recover the secret key, it is possible that some applications may wish to do so.
We define the recovery algorithm now.

o Recover(pk, t,{(7,sk;) }icc) — sk/L: Accepts the public key pk € G and |C| > ¢t
tuples {(7, sk;) }scc consisting of participant i’s identifier and their secret key. Using
these inputs, perform the following steps:

1. Derive sk = A.Recover(t, {(,sk;) }icc)-
2. If TK.Verify(sk, pk) # 1, output L.
3. Output sk.

4.5.3 Security of the Generic Protocol

We next demonstrate that the generic protocol in Figure 4.8 is weakly robust and zero-
knowledge.

4.5.3.1 Robustness

Theorem 7. The generic construction is weakly robust in the honest majority setting
(t —1 < n/2) against an adversary A controlling up to t — 1 participants in the random
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oracle model, given a zero-indexed and secure AgVSS A and a binding NIKE NK, such that
Assumption 1 holds.

Concretely, for every adversary A that attacks the scheme, there exist adversaries
(B1, By) that run in about the same time as A such that

AdVES(N) < Advyis, (A) + Advid 1 5, (V). (4.9)
Proof. We prove Theorem 7 by a sequence of games.

Game 0. This is the DKG weak robustness game as in Figure 4.4, applied to the construc-
tion in Figure 4.8.

Let Wy be the event that A wins in Game 0. Then,
Adviy (A) = Pr[Wy]

Game 1. The only difference in Game 1 is if A outputs a tuple (E;, pk;, Dj, ;) j € corrupt
where (Ej;, pk;, D;) are output in PerformRound, and f3; is output in PerformRound, such
that Equation 4.10 holds, then the experiment aborts.

A[H;].GetPub(0, D;) = pk, and
NK.Verify(3;,E;) — 1, but (4.10)
NK.SharedKey(/3;, pk;) # NK.SharedKey(a;, E;)

However, if the NIKE is binding and Assumption 1 holds, then Game 1 and Game 0
are indistinguishable to A.

Reduction to NIKE Binding. Let By be an adversary playing against the NIKE binding
game, as shown in Figure 2.5. Recall that in the binding game, the adversary accepts
as input only the public security parameters par, and is required to output two pairs
(sk7, pki, sks, pks) such that Verify outputs 1 for both pairs, but NK.SharedKey(skj, pks) #
NK.SharedKey(sk3, pk}).

As such, B; simulates Game 1 to A in exactly the same way as Game 0. However,
in Finalize, if A outputs some f; with respect to the commitments (pkj,Ej,Dj) out-
put in PerformRound, such that Equation 4.10 holds, then B; recovers «;, and outputs
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(o, pk;, B, Ej) as its output to the NIKE binding game. Recall that the only inputs to B,
from the NIKE binding game are the NIKE public parameters.

B, recovers «; by performing «; <— A[H;].Recover(t,M;), where M; = {(k, ¢;1) } kehonest-
B, can recover s; because the checks in PerformRound; completed successfully (else the
honest participants would have aborted the protocol in PerformRound; and PerformRound,)),
then each share in M; is a valid share of the secret a;; committed to by D; and pk;. Further,
because B; simulates at least ¢t honest players, it has a sufficient number of shares to perform
this recovery step.

Hence, when A distinguishes Game 1 from Game 0 (i.e., by causing Game 1 to abort),

then B; wins.

Difference between Game 0 and Game 1. Let W; be the event that A wins in Game 1.
Then, .
|Pr(W:] — Pr[Wo]| < Adviks, (M) (4.11)

Game 2. The only difference in Game 2 is that in Finalize, if Equation 4.12 holds, then the
experiment aborts.

sk <— A.Recover(t, {(i, sk;) }ichonest), but

_ (4.12)
NK.Verify(sk, pk) — 0

However, if the AgVSS is unique, then Game 1 and Game 2 are indistinguishable.

Reduction to AgVSS Uniqueness. Let By be an adversary playing against the AgVSS
uniqueness game.

By follows the protocol as defined in Figure 4.8 honestly for all parties ¢ € honest.
However, in Finalize, By recovers sk and tests to see if Equation 4.12 holds. By can recover
sk without the involvement of A because it simulates at least ¢ honest parties.

Recall that

sk; < A[H1].AggPriv(i, {5 ;}jem)s {D)}jem)» aux)

and
C < A[H1].AggPub({D;} je[n), aux)
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The only values that differ between each honest party when performing this aggregation
step are the sets {¢;;};jecm-

If Equation 4.12 holds, then this means that at least one honest party k& € honest
received a share ¢;, from a corrupted party j € corrupt such that A[H,|.Verify(k, ¢, D;) =
1 but where Equation 4.13 holds.

A[H1].Recover(t, {(¢, ¢;.) }rchonest) 7

A[H1].Recover(t,{(, ¢ ;) }rchonest) (4.13)

where ¢j,€ = ;‘747 except for £ = k. Let M, = {(67 ¢j,€)}€€honest and M, = {(67 ¢;‘,é)}€€honest-
When this event has occurred, B, submits (¢, My, Mg, D;) as its output to the AgVSS
uniqueness game. When A can distinguish Game 2 from Game 1, then B, wins the AgVSS
uniqueness game.

Difference between Game 1 and Game 2. Let Wy be the event that A wins in Game 2.
Then,

|Pr[Ws] — Pr(Wi]| < Adviagd, 5,(V) (4.14)

Finishing the Proof. Recall that in the weak robustness game, the adversary has four
opportunities to win, assuming all honest parties have not aborted the protocol. First, if
any honest party has a disjoint view of pk, second, if any honest party has a disjoint view
of qual, and third, if any honest party has a disjoint view of aux. Finally, the adversary
wins if the sk that is recovered from the honest parties’ shares is invalid.

Because we assume a broadcast channel, if any honest party aborts in PerformRound,
or PerformRound,, then all honest parties will likewise abort. And so if any honest party
proceeds to Finalize, then all honest parties will proceed to Finalize, and all honest parties
will set their status to accept. While honest parties might abort (meaning strong robustness
cannot be met), honest parties will consistently either end in an aborted or accepting status,
meaning the weak robustness game can be fulfilled. The only remaining opportunity for
A to win the weak robustness game is to disrupt consistency of pk, qual, aux, or to make
D[H].Recover output L.

Again, because we assume a broadcast channel, all parties will maintain the same view
of {(B;,Ej,pk;, D;)}. And so all parties will determine the set qual in Finalize using the
same information. Hence, the adversary has no advantage in forcing a disjoint qual.

From Game 1, we know that all honest parties derive the same view of {¢;} such that
NK.SharedKey(/3;, pk;) — v;. Because the tweak value v is derived from Hj using the values
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{®;}jem), then all parties will obtain the same v. Because pk is derived using v and the
set {D;}jecm), then the adversary has no advantage in forcing a disjoint pk. Similarly, the
adversary has no advantage in forcing a disjoint aux = {pk; }icqual, Which are also derived
from v and the set {D;};cp-

Finally, from Game 2, we know that D[H].Recover will output a sk that is valid with
respect to pk.

The adversary in Game 2 then has no advantage in winning the DKG weak robustness
game. Concretely, combining the advantages in Equations 4.11 and 4.14 gives Equation 4.9.
This completes the proof. O

4.5.3.2 Zero-Knowledge

Theorem 8. The generic construction is zero-knowledge in the honest majority setting
(t —1 < n/2) in the random oracle model, against a PPT adversary A controlling up to
t — 1 participants, assuming the generic construction itself is weakly robust, the AgVSS A
achieves aggregated secrecy, and the NIKE NK is unrecoverable.

Concretely, for every adversary A that attacks the construction, there exist adver-
saries (By, Bs, By) that run in about the same time as A, and algorithms SimRound;,i €
{0,...,2},SimFinalize, such that

AdVZDk,A,SimRoundi,SimFinaIize()‘> < AdVZeﬁl],Bl()‘) + Advf\ﬁi,Bg()\) “dn

asec (4.15)
+ AdVAT, ) B, SimShare, SimTweak (A)

where SimShare, SimTweak are as defined for aggregated secrecy of the AgVSS, as in Defi-
nition 4.3.2, and q;, denotes the number of queries A is allowed to make to Hy.

Proof. We now complete the proof of Theorem 8 via a sequence of games.

Game (. This is the DKG zero-knowledge game when b = 0 as in Figure 4.6, applied to
the construction in Figure 4.8.

Let Wy be the event that A outputs 1 in Game 0. Then,

AdVZDk,A,SimRoundi,SimFinaIize()‘) = Pr[Wy]

Let C be the experiment that implements the DKG zero-knowledge experiment to A.
We now describe in further detail how C simulates the game.
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Setup. To begin, C initializes @)1 < 0 to simulate H; and @, < ( to simulate H,, in
addition to initializing each honest party as shown in Figure 4.6. C handles A’s random
oracle queries by lazy sampling, as follows:

H; : When the adversary queries H; on inputs (0;, aux;), C checks if it is in ()1, and if so,
returns the corresponding v;. Otherwise, C randomly samples v; from its respective
domain, sets Q1[(O;, aux;)] = v;, and then returns v;.

Hy : When the adversary queries Hy on inputs {91, ...,%,}, C checks if it is in ()3, and
if so, returns the corresponding aux;. Otherwise, C randomly samples aux; from its
respective domain, sets Qz[{11, ..., 1, }] = aux;, and then returns aux;.

C performs all signing oracle queries honestly.

Game 1. The only difference between Game 0 and Game 1 is that in Game 1, C performs
SimRoundy, . .., SimRound,;_1, SimFinalize for participant 7 < honest with respect to the
challenge A. More specifically, when performing SimRoundy, C employs ({#} ;}jccorrupt;

Dr) < A[H;].SimShare(\, n, t, T, A) for an honest participant 7 sampled from the set of
honest participants at random, such that Equation 4.16 holds:

S.GetPub(0, DX) = A (4.16)

C performs SimRound;, SimRound,, SimFinalize as in the real protocol. However, one
consequence of C simulating secret sharing with respect to A is that C cannot correctly
derive each honest players’ sk;, for all ¢ € honest when performing SimFinalize. This however
does not impact the ability of C to simulate all honest players, in part because C never
reveals {sk;}ichonest directly.

If the AgVSS is secret, then Game 0 and Game 1 are indistinguishable to A.

Reduction to AgVSS (Non-Aggregated) Secrecy. We will construct a reduction B; which
is an adversary against the AgVSS (non-aggregated) secrecy game as defined in Defini-
tion 2.5.5.

By is constructed similar to Game 0, with the following exception. B; simply performs
PerformRound; for each honest non-simulated party ¢ € honest,i # 7. However, for the
simulated honest party 7, instead of following the protocol honestly, B; instead employs
the challenge received as input ({(J, ¢;)}jecorrupt; D) from the AgVSS secrecy experiment.
In particular, it sets D, < D, and ({(J, ¢r;) }jecorrupt < ({(J, ;) }jccorrupt- It then follows
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the remainder of the protocol honestly. While it will not be able to derive the honest
player’s secret keys in PerformRound, this will not have an impact on its ability to correctly
simulate, as corrupt parties will receive valid shares (and so can derive their secret keys
correctly), and honest parties’ shares (and secret keys) are never revealed.

The simulation of Game 0 by B; is identical to when b = 0 in the AgVSS secrecy game.
Hence, the only distinction between Game 0 and Game 1 is when b = 1 in the AgVSS
secrecy game.

When A outputs b as its guess, then B; outputs &’. Hence, when A distinguishes
Game 0 from Game 1, B; wins the AgVSS secrecy game.

Difference between Game 0 and Game 1. If the AgVSS is secret, then the difference between
Game 0 and Game 1 is negligible. Let W; be the event that A wins in Game 1. Then

|Pr[W1] — Pr[Wo]| < Advitis, (A) (4.17)

Game 2. The difference between Game 1 and Game 2 is code movement from Finalize to
PerformRound,, as shown in Figure 4.9, which shows code movement. In particular, the
code that is moved is highlighted, moved from Finalize to PerformRound,.

Rather than learning corrupted players’ blinding factors as input to Finalize, C instead
derives blinding factors for all corrupted parties in PerformRound,, (importantly, before it
reveals the honest players’ blinding factors to .A) using the shares from all honest players.
If C is unable to recover these blinding factors, then it returns L.

However, because C simulates at minimum ¢ honest players (honest majority model),

it can perform A.Recover without the involvement of corrupted parties.

Difference between Game 1 and Game 2. Let Wy be the event that A wins in Game 2.
Then,

Pr[W,] = Pr[IV;] (4.18)

Game 3. The only difference between Game 3 and Game 2 is that if the adversary queries
the random oracle H; with respect to any of the honest parties’ blinding values {t; }ichonest
before being provided with the witness values {;}ichonest @s input to PerformRound,, then
the game aborts.

If the NIKE is session-key unrecoverable, the additional advantage to A is negligible.
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PerformRound, (st;, inp, inb)

Parse inputs honestly as defined in the protocol
for j € [n],j #ido
if A[H].Verify(i, ¢ji, D;) # 1
or if A[H].GetPub(0, D;) # pk;
st;.status = abort
return (st;, L, 1)
sti < st; U{(i,9ji) }jeln]
Mg = {(J, ;) trecorrupt,jechonest

| g A.Recover[H](t, My, Dy, |

’return Lif o = J_‘

’wk <+ NK.SharedKey[H](ay, E),V i € corrupt
0= {Dj}je[n]

aux < {9;} e

return (st;, 1, accept)

Figure 4.9: Game 2 for the Zero Knowledge Proof for Generic Construction. The boxes
indicate steps that are performed in addition to Game 1.
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Reduction to NIKE Unrecoverability. We will construct a reduction B3 which is an adver-
sary against the NIKE unrecoverability game, such that Bs simulates Game 3 to \A.

B3 begins by receiving (pk;, pky) in the NIKE unrecoverability game. It then simulates
Game 3 to A in exactly the same manner as in Game 2, with the following exception. B
simply performs PerformRound,, honestly for each honest party i € honest,i # 7. However,
for honest party 7, B instead simulates the protocol via SimRound; it sets pk,. < pk;
and E; < pk, B3 then simulates secret sharing via SimShare with respect to pk.. From
Game 1, we know that doing so is indistinguishable to A. B3 then follows the remainder
of PerformRound, as for all the other honest parties.

When simulating (QPerformRounds = B, acts honestly for all honest parties i € honest, i #
7. However, for participant 7, B, does the following. Because it does not know the
corresponding . to E., it instead must guess. It looks at all of the queries made to H; that
A has made up to that point, and randomly selects one of the inputs. Let this randomly
selected input be ({1;} aux®).

;e[n]’
Bs then picks the simulated party’s element v, < {1; };e[n}’ and outputs ¢’ = 1, as its
guess for the NIKE unrecoverability game. If A queries H; with v, before Bs has completed

QPerformRound; then Bs wins the NIKE game with probability i.

Difference between Game 2 and Game 3. Let W3 be the event that A wins in Game 3.
The additional ability for A to win Game 3 is then bounded by its ability to win the NIKE
unrecoverability game. Hence,

|Pr[Ws] — Pr[Ws]| < Advik ,(A) - au (4.19)

Game /. The only difference between Game 3 and Game 4 is that in Game 4, C simulates

secret sharing for participant 7 <~ honest with respect to the challenge A. From Game 1,
we know that C can do so in such a way that is indistinguishable to A. However, in Game 4,
it additionally does so in such a way that Equation 4.20 holds after performing Finalize.

C[H,].GetPub(0, C) = A (4.20)

More specifically, in @QPerfermRoundy ¢ herforms
({(J, b2;) }jccorrupts Dr) <= A[H;].SimShare(\, corrupt, A) .

It then follows the remainder of PerformRound, as in Game 3.
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Then, in OFerfermRounds it derives v as v’ <~ A[H;].SimTweak(O, st,). It then programs
Ho (0, aux) with v'. From Game 3, we know that C can derive aux in (PerformRounds "1yt A
has only negligible probability of doing so.

We will see that, if the AgVSS is securely aggregatable, then the additional advantage
to the adversary in Game 4 is negligible.

Reduction to AgVSS Aggregated Secrecy. We will construct a reduction B4 which is an ad-
versary against the AgVSS aggregated secrecy game, such that B, simulates either Game 3
or Game 4 to A. When the hidden bit b in the AgVSS aggregated secrecy game is b = 0,
B, ends up simulating Game 3; when b = 1, B, ends up simulating Game 4.

B, is constructed similar to Game 3, except as follows. When A queries (QFerformRound

for each honest player k € honest:
B, queries the AgVSS oracle O%"¢(), receiving ({®;}ichonest, D). Bs then uses these out-
puts to simulate participant 7 for (QPerformRound;

B, follows the protocol honestly for all other players, and submits all ({¢x; }jenonest, Dk)
for k € [n] \ 7 to the AgVSS oracle (ORecvShare,

Then, By receives aux’, and then queries the AgVSS aggregated secrecy oracle (OTveak
on inputs (O, aux’), receiving v’ in return. By then programs its own Hy (O, aux) = v’. From
Game 3, A can query for its output with negligible probability before B, programs it. B,
then follows the remainder of Game 3 as before.

When A outputs ¥, then B, outputs &'. Hence, when A distinguishes Game 3 from
Game 4, B, wins the AgVSS aggregated secrecy game.

Difference between Game 8 and Game /4. Let W, be the event that A wins in Game 4. The
difference between W3 and W, is bounded by the advantage of A in the AgVSS aggregated

security game.
‘PT[W4] - PI‘[WgH < AdVaAS[ifl],B4,SimShare,SimTweak()‘) (421)

Finishing the Proof. The resulting public key in Game 4 is identical to the challenge A,
and hence is identical to the DKG zero-knowledge game when b = 1. The adversary then
has at most negligible advantage in winning the DKG zero-knowledge game. Concretely,
combining the advantage of the adversary in (4.17)-(4.21) proves Equation 4.15. This
concludes the proof. O
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4.6 Storm, a Discrete-Logarithm Based DKG

Finally, we instantiate our generic DKG presented in Section 4.5 with a concrete construc-
tion, Storm. Due to the proof of security for the generic construction, Storm is secure
under the Computational Diffie-Hellman (CDH) problem in the random oracle model, in
the honest majority setting.

Target Key Generation The target key generation scheme TK for Storm is defined
as follows. The secret domain S is the field Z4 and the public domain P is the group G
generated by g.

e KeyGen(\) — (sk, pk): Sample sk <~ Z,. Generate pk < g*. Output (sk, pk).

e Verify(sk, pk) — {0,1}: Output 1 if g* = pk. Otherwise, output 0.

Building Blocks. We next describe the concrete building blocks required for Storm:

1. the NIKE scheme presented in Section 2.4.1,
2. the DL-based AgVSS scheme presented in Section 4.3.1, and

3. a secure hash function H, where H;, and H, are domain-separated instances of H.
These functions are defined as follows:

e H, : (G")" x Z; — Z,: Accepts as input a vector, where the first element is a
tuple of n AgVSS commitments D; € G, j € [n] which are each a tuple of group
elements of size ¢, and the second element is an auxiliary element aux € Z,.

e Hy: (G)" — Z,: Accepts as input a vector of n blinding factors ¢; € G, j € [n],
and outputs an auxiliary element aux € Z,.

Correctness and Security. Storm is an instantiation of the generic construction pre-
sented in Section 4.5, such that Assumption 1 holds for the DL-based AgVSS scheme
presented in Section 2.4.1 and the DL-based AgVSS scheme presented in Section 4.3.1.
For this reason, the correctness and security of Storm follows from the proofs for the
generic scheme.
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For security, by Theorem 7 Storm is weakly robust, assuming the AgVSS is zero-indexed
and secure, and the NIKE is binding. We establish the security of the zero-indexed DL-
based AgVSS scheme in Section 4.3.1.1, and Theorem 2 establishes that the concrete NIKE
of Section 2.4.1 is binding.

By Theorem 8, Storm is zero-knowledge, assuming the AgVSS achieves aggregated
secrecy and the NIKE is unrecoverable. We establish that the zero-indexed DL-based
AgVSS scheme indeed achieves aggregated secrecy in Section 4.3.1.1. The unrecoverability
of the concrete NIKE of Section 2.4.1 is a direct reduction to CDH.

4.7 Future Work and Composability

Because we prove the generic construction secure with respect to our game-based notions,
we do not inherently prove that the generic construction is secure with respect to any other
protocol; i.e., we do not prove security under composability. One approach to demonstrat-
ing composability is using the Universal Composability (UC) framework | ]. However,
a second approach would be to prove that a DKG that is secure under these game-based
notions is likewise secure under a simulation-based notion. Such an approach was taken by
Boneh et al. | ] to show equivalence between their game-based notions of security
for an Exponent Verifiable Random Function (eVRF), and a simulation-based notion of
security.

To do so, we first must determine which notion of simulation-based security our game-
based notions capture. Katz | | gives several notions of simulation-based security for
DKGs, defining full security as a DKG whose output keys are indistinguishable from keys
from the target single-party key generation algorithm. He defines security with abort as a
DKG that achieves full security with the exception of an adversary that can force honest
participants to abort (and hence introduce bias).

We postulate that it is possible to prove a DKG that is weakly robust, zero-knowledge,
and indistinguishable under the simulation-based notion of security with aborts. Note
that if the weakly robust DKG additionally implemented identifiable aborts and re-ran the
protocol, it may be possible for the DKG to achieve full security, as the adversary would
be able to terminate the protocol early but not learn any information about the public
key before doing so. Furthermore, we postulate that it is possible to prove a DKG that is
strongly robust, zero-knowledge, and indistinguishable under the simulation-based notion
of full security.
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Chapter 5

Arctic: Lightweight and Stateless
Threshold Schnorr Signatures

In this chapter, we focus our attention on deterministic threshold Schnorr signatures; i.e., a
deterministic threshold signature scheme that is compatible with the (single-party) Schnorr
signature verification algorithm | ]. In this chapter, we move to the setting where the
minimum number of signers p is generalized to some ¢t < pu < n, while still preserving
security when up to t — 1 signers may be corrupted.

As we saw in Chapter 3, efficient (two-round) threshold Schnorr signatures exist in the
randomized setting | , , |, where each party is assumed to securely
maintain state between signing rounds and have access to good sources of randomness.
However, efficient and deterministic threshold Schnorr signatures has thus far remained an
elusive goal.

Why Deterministic Threshold Signatures? Producing threshold signatures in a de-
terministic manner is useful for two reasons. First, it is useful as a general defense-in-depth
measure, to protect against the event of temporarily losing access to good sources of ran-
domness | ], such as if a machine randomly rebooted.

Second, threshold Schnorr signature schemes generally require participants to perform
multiple rounds of communication before a joint signature can be issued. As such, par-
ticipants must keep state between each round, and carefully delete state once a signing
protocol is completed. In the setting where the signer must produce signatures at increas-
ing scale and in a concurrent setting, managing state can become a significant performance
bottleneck. Further, secure management of secret state can be considered a security risk.
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In particular, for threshold Schnorr signatures, participants must generate secret nonces
for each signing session. If a participant’s state is mismanaged in such a way that it is
used even twice, a fatal key-recovery attack is possible. However, in the setting where
machines can go offline at any time, and signing is done at scale and concurrently, such
careful management of secret state becomes even more challenging.

The Challenge of Efficient Deterministic Multi-Party Schnorr Signatures.
While the goal of efficient and deterministic multi-party Schnorr signature schemes is de-
sirable, producing such schemes has proven difficult. The challenge can be summarized as
follows. While honest participants can certainly pick their nonces deterministically (say,
by hashing their secret signing share and the message), a malicious party might deviate
from the protocol and pick its nonce at random. Recall that for Schnorr signatures, the
output signature ¢ = (R, z) is a commitment R and response z, satisfying the relation

= R - pk® for a challenge ¢ + H(R, pk,m). In the setting for threshold Schnorr signa-
tures, where (R, z) are contributed to by all signing parties, one party deviating from the
protocol results in the challenge c likewise changing.

If honest parties cannot verify that other parties followed the protocol, such a deviation
would allow an adversary to perform a key recovery attack with as little as two signing
queries. A key-recovery attack is possible is because the adversary can force honest parties
to re-use their nonces, while corrupted parties introduce fresh randomness by picking non-
deterministic nonces. Doing so would lead to the group commitment R changing, which in
turn leads to the challenge ¢ changing. An honest participant’s secret key share could then
be obtained simply by solving the linear equation sk; = %, where 21, zo are signature
shares from two different signing sessions, and ¢, ¢, are the corresponding challenges.

Prior deterministic multi-party Schnorr signature schemes in the literature | ,

| can be broken down into two general approaches. We give an overview
of the approaches that support the general threshold setting with general (¢, u,n) in Ta-
ble 5.1, with more context now.

The first approach requires that signers output zero-knowledge proofs that a Pseu-
dorandom Function (PRF) was evaluated correctly [ , |. However, this
approach adds undesirable performance and complexity overhead. For example, while
MuSig-DN | | requires only two network rounds, proof generation requires approx-
imately 1 second (regardless of the number of signers) for 256-bit security, and verification
requires at least 10n ms. Similarly, the scheme by Garillot et al. | | requires three
rounds of communication between signers and high complexity and bandwidth overhead.
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The second approach by Kondi et al. | | is to use as a black box a Pseudo-
random Correlation Generator (PCG) | | to generate nonces in a verifiable man-
ner | ]. However, while the PCG used in their construction can support 2-of-2
signing, | , |, it remains an open problem as to how to extend such a PCG to
the general threshold setting for any ¢, u, or n | |. As such, the scheme by Kondi et
al. | | supports only the ¢t = = n = 2 setting.

Therefore in this chapter, we address the following question:

Can we design a simple, deterministic, and stateless two-round threshold
Schnorr signature scheme, with similar efficiency to existing randomized
schemes and acceptable security assumptions in practice?

5.1 Our Results

We answer the above question in the affirmative. In particular, we present Arctic, a de-
terministic and stateless threshold Schnorr signature scheme. For moderately sized groups
(i.e., when n < 20), Arctic is more than an order of magnitude more efficient than existing
deterministic schemes in the literature; it is three orders of magnitude more efficient when
n < 10. For even larger groups, Arctic scales linearly relative to the number of processing
cores available to most machines. Signers in Arctic are required to generate and maintain
secret keys, but otherwise do not need to manage secret state.

To achieve efficient determinism, Arctic requires three tradeoffs. The first tradeoff is in
the number of required signers; Arctic requires p > 2t — 1 parties to participate in signing.
This requirement is because Arctic assumes the honest majority model. We discuss in
Section 5.2 why the assumption of an honest majority is acceptable for some real-world
applications.

The second tradeoff is in the required overhead as the signing set grows large. Under
the hood, Arctic employs a replicated secret sharing scheme | ], and so requires par-
ticipants to store a secret key of size (7;:11) As such, Arctic outperforms other schemes in
the literature for moderately sized groups, but incurs a crossover point as the signing set

grows large.

The final tradeoff is that Arctic as defined does not support identifiable abort. While the
protocol allows honest participants to identify that misbehavior has occurred, the protocol
does not support identifying which participant caused the abort (which is possible for
MuSig-DN | ], for example). However, we give a discussion on how Arctic can be
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extended to support identifiable abort, and indeed robustness, in the honest supermajority
setting (i.e., when p > 3t — 2).

Verifiable Pseudorandom Secret Sharing (VPSS). As a building block, we first
formalize a cryptographic primitive that we call a Verifiable Pseudorandom Secret Sharing
(VPSS) scheme. While pseudorandom secret sharing is a standard notion in the literature,
and verifiability of such schemes had been employed implicitly in maliciously secure MPC-

based schemes | |, we present a formal definition for a VPSS and give game-based
security notions | |, building on existing notions of verifiable random functions in the
literature | , , , ].

Intuitively, a pseudorandom secret sharing scheme allows a coalition of players holding
pre-established secret shares of a random secret to generate shares of additional pseudo-
random secrets. A wverifiable pseudorandom secret sharing scheme is simply an extension
to allow for public verifiability by collectively verifying the outputs for the set of par-
ticipants. As such, misbehavior of players in a VPSS can be detected assuming some
threshold of honest participants. As we will see in the case of Arctic, a VPSS allows for
more efficiently verifying the correctness of the output of a pseudorandom function that is
distributed among a set of players, without requiring each player individually to produce
a zero-knowledge proof that it followed the protocol.

We then define a concrete VPSS construction that we call Shine that builds upon
the pseudorandom secret sharing scheme by Cramer et al. | |. We augment the
scheme by Cramer et al. to additionally define a verification algorithm that is publicly
verifiable even when players only publish commitments to their shares; i.e., it preserves
secrecy of players’ shares while allowing players to verify that all other players followed
the protocol honestly. Shine is efficient for moderately sized groups; concretely, evaluation
requires (’Z:ll) sub-microsecond hash and field operations, and verification requires 2t — t
group exponentiations, where ¢ is the corruption threshold. We prove that Shine is secure
assuming the existence of a secure hash function in the honest majority model, i,e., when
> 2t — 1, where g is the minimum number of participants required to participate in the

protocol. Additionally, we require that as n grows, ¢ remains O(1) so that (’Z:ll ) = poly(n).

A New Two-Round, Deterministic, and Stateless Threshold Schnorr Signature.
Next, we introduce Arctic, a new two-round, deterministic, and stateless threshold Schnorr
signature. Arctic is an order of magnitude more efficient than related schemes in the
literature for moderately sized groups (n < 20), due to its use of Shine as a building block.
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Table 5.1:  Comparison of multi-party deterministic Schnorr signature schemes in the
ROM that support general choices of n.

Furthermore, Arctic supports the general threshold setting for any ¢, x and n, so long as
pw>2t—1and p <n.

At a high level, Arctic uses Shine in the first round of signing to generate partici-
pant nonces and commitments; participants publish their commitments without having to
maintain state of their (secret) nonce. Then, in the second round, participants use Shine
to re-derive their nonce and commitment, and verify all other participants’ commitments,
ensuring that other participants followed the protocol correctly. If the verification check
holds, participants derive the group commitment as the aggregation of all participants’
individual commitments, and generate a signature share as a combination of their nonce,
challenge, and secret signing share. The output signature is the aggregated group com-
mitment and an aggregation of all participants’ signature shares, and can be verified using
the single-party Schnorr verification algorithm.,

We prove the unforgeability of Arctic assuming the hardness of the discrete logarithm
problem in the random oracle model, assuming . > 2t — 1, the adversary corrupts at most
t—1 players, and (’Z:ll) = poly(n). We describe in Section 5.2 why requiring honest majority
assumptions can be practical for some real-world deployments of threshold signatures, at
the benefit of improved simplicity and performance.

Comparison with Related Schemes. We give an overview of Arctic in Table 5.1 in
comparison to related schemes in the literature. In the table, we review only schemes that
support a general number n of parties (i.e., we exclude 2-0f-2 schemes). Computation is
given with respect to the operations that dominate; estimates for MuSig-DN are given with
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respect to a 256-bit elliptic curve. We give further information is given in Section 5.8.1.
Bandwidth similarly is given with respect to a 256-bit elliptic curve | , ].

Performance Analysis of Arctic. To estimate the practicality of Arctic for various
choices of n,t, and u, we implement the scheme and provide concrete benchmarks.

Arctic is highly efficient for moderately sized groups, and so is a good choice for such
settings. As we show in greater detail in Section 5.8, for a group where 2t—1 < p < n < 20,
Arctic signing operations require less than 100 milliseconds of computation for each signer,
and for n < 10, less than 1 millisecond. Signing however increases in cost relative to the
corruption threshold; for signing sets of size n = 25, ¢ = 11, the computational overhead for
each signer on a single core requires one second. However, Arctic is highly parallelizable,
showing almost perfect linear speedups for up to 32 cores for that size of signing set.

For comparison, MuSig-DN requires about 1 second in computational overhead per
signer | |, regardless of the size of the signing set. As such, Arctic is a practical
choice for moderately sized groups of n < 25, whereas MuSig-DN or GKMN21 | ]
may be good choices as the set of signers grows large, depending on the parallelization of
each scheme.

Our Contributions. In summary, the contributions in this chapter are as follows:

e We formalize the definition of a Verifiable Pseudorandom Secret Sharing (VPSS)
scheme, and give game-based security notions.

e We define a concrete VPSS scheme that we call Shine, which extends the pseudoran-
dom scheme by Cramer et al. | | to allow for public verifiability, assuming an
honest majority of participants.

e We then present Arctic, a deterministic and stateless two-round threshold Schnorr
signature scheme. Arctic uses Shine as a building block to generate participant nonces
and commitments, and verify that participants performed this action correctly.

e We prove that Arctic is secure under the discrete logarithm problem in the random
oracle model, assuming Shine is a secure VPSS, the adversary corrupts fewer than ¢
parties, at least p > 2t — 1 parties participate in the signing protocol, and (’Z:ll) =
poly(n).

e We provide performance benchmarks for Arctic for different sizes of signing sets, and
show that parallelization enables a linear speedup in signer computation.
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5.2 Observations of Honest Majority Assumptions in
Practice

While honest minority assumptions may be desirable for some real-world applications,
we observe that honest majority assumptions may be an acceptable tradeoff for other
applications in exchange for statelessness, improved performance, and protocol simplicity.

For applications that can easily support additional signers, moving from an honest
minority setting to honest majority can be relatively straightforward. For example, an
application that currently uses a (¢t = 2, u = 2,n = 3) configuration can instead move to a
(t =2, =3,n=4) configuration.

In settings that require liveness, honest majority requirements are already assumed, to
ensure usability of the shared secret key even when corrupt players refuse to participate.
For example, applications such as cryptocurrency wallets often implicitly require honest
majority assumptions, to ensure that corrupt players cannot prevent use of funds by simply
refusing to participate in signing operations.

Finally, some applications may see the requirement for additional signers as an accept-
able tradeoff to mitigate the security risk of protocol complexity, as protocol complexity
increases the risk of exploitable implementation errors | ].

5.3 Related Work

In this section, we review prior deterministic threshold signature schemes in the literature.
We review randomized threshold Schnorr signature schemes in Section 3.1.

The BLS signature scheme | | is deterministic, because the signature is of the
form 2 < H(m)*. Likewise, threshold BLS signatures are similarly deterministic [ ]
However, such schemes are often not viable in a practical setting that requires backwards
compatibility with Schnorr signature verification, or due to the requirement of pairings.

Deterministic threshold Schnorr signatures have been described in the literature, but
rely on heavyweight zero-knowledge proofs to demonstrate that each participant followed
the protocol correctly. The challenge of deterministic threshold Schnorr signatures is that
of verifiability, because if even one participant deviates from the protocol and chooses its
nonce randomly, a complete key-recovery attack is possible.

Nick et al. | ] define a threshold Schnorr n-of-n multisignature that uses
SNARKSs to demonstrate in zero-knowledge that a participant generated its nonce cor-
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rectly using a PRF with respect to a pre-established keypair. However, the authors report
the computational overhead of at least 943 ms for a single execution, independent of the
number of signers, due to the overhead of proving the PRF was evaluated correctly in
zero-knowledge. In particular, to instantiate the PRF, a non-algebraic cryptographic hash
function H : {0,1} — G must be used, along with a regular function f : G — Z,. The
complete PRF Fy is defined by Fy(z) = f(sk- H(z)), where sk is a PRF key. Then, signers

generate a Bulletproof | | to prove in zero-knowledge that the nonce was derived
with respect to F', sk, and some input H(x).
Bronte et al. | | define an MPC protocol to partition the functionality of EADSA,

which itself is deterministic. However, their MPC protocol is randomized and requires
multiple rounds of interaction, and therefore is stateful.

Garillot et al. | | similarly rely on parties sampling and committing to a PRF
key at the time of key generation, but instead make use of the Zero-Knowledge from Garbled
Circuits (ZKGC) paradigm | | to demonstrate that the PRF was derived correctly.

The specific function that is garbled is C'(x) = ¢(F(x)), where F is a boolean circuit such
as AES, and ¢ is standard exponentiation (or curve multiplication). The authors give
efficiency estimates for a 256-bit curve and using SHA-512 as the PRF F’; the performance
overhead is dominated by performing 132,000 AES invocations and 256 additions in Z,
per proof generated and verified. For a signing invocation involving ¢ parties, each party
must then perform 256t field operations and 132,000t AES invocations, accounting for each
proof a signer generates and the ¢t — 1 proof verifications for all other signers.

Kondi, Orlandi, and Roy | | take a different approach, and define a two-round
stateless and deterministic two-party Schnorr signature scheme using pseudorandom corre-
lation functions (PCFs) | | as a building block. In particular, their scheme employs
a Paillier-based PRF | ], but additionally define a verification mechanism to ensure

that parties honestly followed the protocol. However, their scheme is restricted to the two-
party setting, and as written, cannot be extended to the general (¢,n) threshold setting.
In particular, the PCF used as a building block by their scheme assumes only two parties.
Extending their scheme to any (¢, n) setting requires designing a new n-party PCF | ].

Honest Majority Threshold Signatures. Honest majority threshold schemes have
been proposed in the literature as a means to achieve properties that are either impossible,
or require higher performance overhead, in the honest minority setting. Notably, honest
majority schemes have been demonstrated to achieve robustness or to circumvent requiring
the use of heavyweight zero-knowledge proofs | ].

Gennaro et al. | | use error correcting codes in the honest majority setting
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to achieve a robust threshold DSS scheme. Similarly, Ruffing et al. [ ] present a
wrapper to the FROST threshold signature scheme to achieve robustness, in the honest
majority setting.

In the randomized threshold ECDSA setting, Damgard et al. | |, Doerner et
al. | ], and Delskov | ] show how the pseudorandom secret sharing scheme
by Cramer et al. | | can be employed as a sub-protocol for improved efficiency. How-
ever, our work targets the setting of deterministic threshold Schnorr signatures.

Distributed VRFs. Galindo et al. | ] give a formalization of distributed VRFs
and their security notions. While our notions for a Verifiable Pseudorandom Secret Sharing
(VPSS) scheme are similar, our definition for a VPSS does not require that players’ outputs
are accompanied by a zero-knowledge proof that the protocol was performed correctly.
Instead, the VPSS verification function collectively verifies all parties’ outputs.

Pseudorandom Secret Sharing. Our VPSS construction Shine builds on the pseu-
dorandom secret sharing scheme by Cramer et al. | ]. Note that while Cramer et
al. additionally define a Non-Interactive Verifiable Secret-Sharing (NIVSS) variant, their
construction assumes that players output shares in the clear, and requires an honest su-
permajority so that the secret can be recovered. In our case, players verify the correctness
of their shares with respect to other players’ public commitments, and requires only hon-
est majority (as players simply need to determine if any other party deviated from the
protocol).

While we are the first to do so in a threshold Schnorr signature setting, pseudorandom
secret sharing has been used as a building block in other other threshold settings. For

example, Jarecki, Krawczyk, and Resch | | define a threshold Oblivious PRF which
likewise builds upon pseudorandom secret sharing.

5.4 Deterministic Threshold Signature Schemes

We begin with the definition of a deterministic threshold signature scheme, and then define
the notion of unforgeability. We build upon standard definitions and notions of unforge-
ability for threshold signatures in the literature | , , , ].

Intuitively, our definition for deterministic threshold signature schemes is identical to
that of randomized threshold signature schemes, with the exception that in the determinis-
tic setting, the signing algorithms are deterministic and the signer does not maintain state

107



between rounds. Furthermore, each signing round in the deterministic setting is given as
input the message m, coalition of signers C', and secret signing key share sk;.

Definition 5.4.1 (Deterministic Threshold Signatures). A deterministic threshold sig-
nature scheme DT with an interactive signing protocol consisting of k rounds is a tuple
of PPT algorithms TS = (Setup, KeyGen, (Sign,, ..., Sign, ), Combine, Verify), defined as fol-
lows:

e Setup(1*) — par: A probabilistic algorithm that accepts as input a security parameter
A and outputs public parameters par, which are then implicitly given as input to all
other algorithms.

o KeyGen(n,t, 1) — (pk, {pk;,ski}icn)): A probabilistic algorithm that takes as input
the total number of possible signers n, the corruption threshold t, and the minimum
number of participating signers . Qutputs the public key pk representing the set of
n signers, the set {pk;,sk;}icin of public and secret key shares for each signer.

e (Sign,,...,Sign,) — {pgk), . .p,&k)}kec: A set of deterministic algorithms where each
algorithm represents a single stage in an interactive signing protocol performed by
signing party k € [n] in a signing set C C [n],|C| > p with respect to a message m,
defined as follows:

pgk) A Signl(ka Skk7 m, C)? SRR pf(ik) A Signfi(k7 Skkv m, C7 {pf(izzl}160)
where pgk), e ,p,gk) are protocol messages produced by party k € C.

e Combine(pk,m, C,{(p\", ..., p"}icc) — o A deterministic algorithm that takes as
mput the public key pk, the message m, the set of signers C', and the set of protocol
messages sent by each party during the Signy, ..., Sign, signing stages, and outputs a
joint signature o.

o Verify(pk,m,o) — 0/1: A deterministic algorithm that takes as input the public key
pk, a message m, and signature o and outputs 1 to indicate accept if the signature
verifies; otherwise, it outputs 0 to indicate reject.

Remark 7 (Distributed key generation). Our definition assumes a centralized key gener-
ation algorithm KeyGen to generate the public key pk and public key shares {pk;, sk; }icjn)-
However, our scheme and proofs can be adapted to use a fully decentralized distributed
key generation protocol (DKG).

Remark 8 (Deferring the Choice of Coalition to Later Rounds). Our definition assumes
that the coalition of signers C' is provided in the first round of signing Sign,. However,
some constructions (as is the case with Arctic) may defer the choice of C' to later rounds.
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EXptllDfT,A()Vn?tv ILL) (f)Signl (k7m’ C)

par & DT.Setu p(lA) // k denotes the participant identifier

Q + 0 // set of queried messages pgk) — DTS|gn1(k7 sk, m, C)
(corrupt,sta) <> A(par,n,t, ) return pgk)
if |corrupt| >t

return L

OS& (k,m, C, {0\ }ice)

honest < [n] \ corrupt .
(pk, {pk;, sk ) < DT.KeyGen(n,t,u) ~ // Jord €{2om =1}

k : ‘
in < (pk, {pk; }i1, {skj}jccorrupt, Sta) p§- ) < DT.Sign,(k, sk, m, C, {P§Q1}i60)

(m*,a*) (i AOSig"iﬁiE["@](in) return p§k)
if m* ¢ Q ADT.Verify(pk,m*,0") =1
return 1 OSig””(/f, m, C, {P,(Ql}z‘eC)
return 0
Q QU {m}

p*) « DT Sign, (k, sky, m, C, {P,(fll}iec)

return p,({k)

Figure 5.1: Unforgeability experiment for a deterministic threshold signature scheme with
a k-round signing protocol.

Correctness. A deterministic threshold signature scheme DT is correct if for all security
parameters A, all 1 < ¢ <y < n, all participant identifiers k € [n], all C' C [n] such that
p < |C| < n, and for all messages m € {0, 1}*, the following relation holds:

DT .Verify(pk,m,o) =1, for
(pk, {pk;, sk }icn) < DT.KeyGen(n, t, 1), where
p\ « DT Sign, (k,skr,m, C), ..., p" « DT.Sign, (k,ski, m, C, {p\  }icc), and

K

o < DT.Combine(pk, m, C, {pgi), e ,p,(f)}iec)
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5.4.1 Unforgeability

We present a game-based definition of unforgeability for a deterministic threshold signature
scheme in Figure 5.1. This notion of unforgeability is analogous to the standard notion of
chosen message attack (EUF-CMA) for standard signature schemes | ]. We present
the adversary as a static adversary, which is allowed to corrupt at most ¢ — 1 signers.

The game assumes a static adversary that picks the players it corrupts at the beginning
of the game. The public parameters par are implicitly given as input to all algorithms, and
pgk), e ,p,(f) represent protocol messages sent by participant k& throughout the interactive
signing protocol. The static unforgeability game for a deterministic threshold signature
scheme is nearly identical to that of a randomized scheme, with the exception that the
environment does not maintain state between invocations of signing oracles by the adver-
sary, and the adversary provides as input the message m and coalition of signers C' (of its

choosing) for each call to a signing oracle.

In the static unforgeability game for a deterministic threshold signature scheme, the
environment allows the adversary to sample the corrupt parties corrupt C [n]. If the
set of corrupt parties is smaller than the corruption threshold ¢, it derives the set of
honest parties honest C [n] as the remaining parties in [n]. The environment then runs
KeyGen to derive the joint public key pk representing the set of n signers, the set of
public key shares {pk;}icn), and the secret key shares {sk;};cp,). The adversary is then run
on input n,t, ji, par, pk, {pk;}icin, and the corrupt signing key shares {sk;} ecorrupt- The
adversary can then query any honest signers k£ € honest of its choosing at each step in the
signing protocol, and has full power over choosing the set of signers C' and the message
m. Additionally, the adversary may query the signing round oracles in arbitrary order.
However, unlike in the randomized setting as shown in Figure 2.8, the environment for a
deterministic threshold signature scheme does not maintain any session identifiers, or state
about ongoing signing sessions. The adversary wins if it can produce a valid forgery o*
with respect to the joint public key pk on a message m* that has not been queried to Q51"
(i.e., in the final round of signing). Importantly, this definition allows the adversary to be
rushing, meaning it can wait to produce its outputs after having seen the honest outputs
first. The adversary may also be concurrent, meaning it can open simultaneous signing
sessions at once, or choose not to complete a signing session.

Definition 5.4.2 (Unforgeability). Let the advantage of a static adversary A playing the
unforgeability game against a deterministic threshold signature scheme DT as defined in
Figure 5.1 be as follows:

Advir 4(A,n,t, 1) = Pr[Exppy 4(A,n,t, 1) = 1]
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A deterministic threshold signature scheme DT is unforgeable if for all PPT adversaries
A, AdenyA(A, n,t, u) is negligible in X, for all n,t,n € N, where t < p < n.

5.5 Verifiable Pseudorandom Secret Sharing

We now introduce an extension to pseudorandom secret sharing that we call a Verifiable
Pseodurandom Secret Sharing (VPSS) scheme. We begin by motivating the need for a
VPSS, and then formally define VPSS and its security properties. Finally, in Section 5.5.3,
we give a concrete VPSS construction, Shine, that we later use as a building block for
Arctic.

5.5.1 Motivation

A verifiable random function (VRF) | ] is a keyed PRF, such that the PRF can be
evaluated using only knowledge of a secret key, but is publicly verifiable given a public key.
In particular, in addition to outputting the evaluation of the VRF, it also outputs a zero-
knowledge proof that the VRF was evaluated correctly. A distributed VRF | , ,

] allows the evaluation algorithm to be partitioned among a set of participants,
all of whom are equally trusted.

However, the use case of generating deterministic nonces for threshold Schnorr signa-
tures presents a slightly different challenge. Instead of directly verifying that the nonce r;
was correctly generated, we instead need to verify correctness in zero-knowledge, with re-
spect to a commitment R; = ¢"*. One approach in the literature is to employ non-algebraic
pseudorandom functions to generate the nonce, and then prove in zero-knowledge the cor-
rectness of the corresponding commitment | , |. Unfortunately, generat-
ing such zero-knowledge proofs requires higher computational and complexity overhead.

We instead take a different approach towards verifying that a distributed pseudorandom
function was correctly performed by a set of parties. Instead of each participant outputting
a zero-knowledge proof that they individually performed the action correctly, we observe
that the correctness of the evaluation can instead be collectively publicly verified, assuming
some threshold of honest participants. Such an observation leads naturally to employing a
pseudorandom secret sharing scheme | |, which is categorized by all parties holding
a set of secret key shares, and individually and non-interactively being able to generate
secret shares of additional pseudorandom values. We show that pseudorandom secret
sharing schemes have a natural extension to the publicly verifiability setting. Finally, we
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give a concrete and efficient VPSS scheme, where all participants can publish commitments
to their generated shares, and perform polynomial interpolation over elements in the public
domain to ensure correctness.

We next build upon these observations by formalizing the notion of a verifiable pseu-
dorandom secret sharing scheme.

5.5.2 VPSS Definition and Notions of Security

We now present an extension on pseudorandom secret sharing that we call a Verifiable
Pseudorandom Secret Sharing (VPSS) scheme. In particular, a VPSS defines an additional
verify algorithm to ensure that the pseudorandom function was performed correctly by
collectively verifying outputs by all participants.

Definition 5.5.1. A Verifiable Pseudorandom Secret Sharing scheme is the tuple of
algorithms VP = (Setup, KeyGen, Gen, Verify, Agg, Recover), such that:

e Setup(1*): A probabilistic algorithm that accepts as input the security parameter X,
and outputs public parameters par, where par is given as implicit input to all other
algorithms.

o KeyGen(n,t,u) — L/(sky,...,sk,): A probabilistic algorithm that accepts as input the
total number of participants n, a corruption threshold t, and the minimum number
of parties p required to participate in Gen. On failure, output L, otherwise, output n
secret keys, one for each of the n participants.

e Gen(k,skg, w) — (dy, Di): A deterministic algorithm that accepts as input a partici-
pant identifier k, the secret key for that participant sk, and some input w. Generates
the pseudorandom secret share dy € P from some domain P, using sk as the ran-
dom seed and w as the corresponding input. Then, generates its public commitment
Dy, € O to dy. from some domain O. Outputs (dy, Dy).

o Verify(t, u,C,{D;}jec) — {0,1}: A deterministic algorithm that accepts as input
the corruption threshold t, the minimum number of participants p, a coalition of
participants C' such that |C| > u, and a set of commitments to pseudorandom secret
shares (D;)jec for that coalition. Outputs 1 to indicate that the secret sharing was
correctly performed, otherwise, output 0.
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o Agg(t,iu,C.{D;}jecc) = D: A deterministic algorithm that accepts as input the cor-
ruption threshold t, the minimum number of participants i, a coalition of participants
C such that |C| > u, and the set of commitments to pseudorandom secret shares.
Outputs the commitment to the aggregated pseudorandom secret D.

e Recover(t, i, C,{d;}jec) — L/(d,D): A deterministic algorithm that accepts a cor-
ruption threshold t, the minimum number of participants u, a coalition C with |C| >
w, and a set of shares {d;};ec. It outputs L if |C| < p or if the shares are incon-
sistent. Otherwise, it recovers d using the set of shares, derives the corresponding
commitment D, and outputs (d, D).

Correctness. A VPSS is correct if for all A\, possible inputs w and choices of t, u,n € N
where t < ;i < n, when par <~ VP.Setup(1*) and (ski, ..., sk,) <~ VP.KeyGen(n,t, i), there
exists d € P, D € O such that Equation 5.1 holds:

for all i € [n] and for all C' C [n],|C| > p, when
VP.Gen(i,sk;, w) — (d;, D;), then

VP .Verify(t, u, C{D;}jecc) = 1, and (5.1)
VP.Recover(t, i1, C, (d;)jec) — (d, D), and
VP.Agg(t, 1, C, (Dj)jec) = D

5.5.2.1 Security

Similarly to verifiable random functions | , , , , we say that
a VPSS is secure if it is unique, verifiable, and pseudorandom.

Uniqueness. Intuitively, a VPSS is unique if it produces exactly one commitment to a
(pseudorandom) value for each input w, regardless of the choice of coalition. More specif-
ically, picking different coalitions should always result in the same commitment D, when
the input w remains the same. We show the VPSS uniqueness experiment in Figure 5.2.

In the uniqueness experiment, the adversary is allowed to query honest participants
for shares and commitments on inputs of its choosing. The adversary then outputs the
evaluation input w, two coalitions C,C’, and two sets of commitments (D;)iccncorrupt,

(D;)iEC"ﬂcorrupt
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Expyp_4(A 0, t, 1) O%en (&, w;)

par & VP.Setup(l)‘) // k denotes the participant identifier
(corrupt,sta) <~ A(par,n,t, 1) (di, D) < VP.Gen(k, sk, w;)
return L if |corrupt| >t return (dg, D)

honest < [n] \ corrupt
(ski, ... ,sky) <= VP.KeyGen(n,t, i)
(w, out) <= A% ((sk;)jecormupt, Sta)
(C, (Di)iecneorrupt): (C"5 (D})icc/ncorrupt) < out
(dj, Dj) <= VP.Gen(j,sk;,w), j € honest
S1 < (Di)iecrcorrupt U (Di)ieChonest
Sy < (D;)icc'ncorrupt U (Di)icrnhonest
return 0 if VP.Verify(t, u,C, S1) # 1
return 0 if VP.Verify(t, u,C’, S5) # 1
D + VP.Agg(t,u,C, Sy)
D' «+ VP.Agg(t, u,C’, Ss)
if D#D'

return 1

return 0

Figure 5.2: Uniqueness game for a VPSS.

The environment then derives the honest players’ shares and commitments on w, pro-
ducing (d;, D;)jenonest- After deriving the sets S < (D;)iecrcorupt U (Di)iecrhonest and
Sy (D)iccrncorrupt U (Di)iccmhonest; the adversary loses if the verification algorithm out-
puts 0 on either set. If both sets verify, the adversary wins if the corresponding commit-
ments for each set are not equal.

We define uniqueness for a VPSS more formally in Definition 5.5.2.

Definition 5.5.2. Let the advantage of an adversary A playing the uniqueness game as
defined in Figure 5.2 be as follows:

Advyh 4 (A n,t, 1) = PrExpyp (A n,t, ) = 1]

A VPSS VP is unique if for all PPT adversaries A, Adwyp', is a negligible function
of A, form,t,p e N, t < pu<n.
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EXpy/ePr,fA<>‘a n, t> :u) OGen(kv wl)

par < VP.Setu p(l/\) // k denotes the participant id
(corrupt,sta) <~ A(par,n,t, 1) (di, D) < VP.Gen(k, sk, w;)
return L if |corrupt| >t return (di, Dy)

honest < [n] \ corrupt
(ski, . ..,sky) <= VP.KeyGen(n,t, i)
(w, C, (D;) jecrcomupt) <= A" ((5k;)jecormupts Sta)
for j € C do
(d;,D}) < VP.Gen(j,sk;, w)
if (Dj)jecncorrupt = (D) jecncorrupt
return 0
/A must deviate from the protocol to win
S < (D) recncormupt U (D) jechonest
if VP .Verify(t, u,C, S) = 1
return 1

return 0

Figure 5.3: Verifiability game for a VPSS. Note the environment enforces the authenticity
of participant contributions.

Verifiability. Intuitively, a VPSS is verifiable if given a set of commitments to shares
from a coalition of participants, the verify algorithm will detect if some subset of players
deviated from the protocol. We show the VPSS verifiability experiment in Figure 5.3.

In the experiment, the adversary is allowed to query honest participants for shares and
commitments on inputs of its choosing. The adversary then outputs a coalition C', a VPSS
input w, and a set of commitments (D;);ccncorrupt- The environment then follows the pro-
tocol, deriving both the corrupt and honest players’ commitments on w, and producing
(D)jec. The adversary loses if its output is identical to the honestly derived commit-
ments for the corrupted players. Then, the environment checks if the set of commitments
(Ds)iccncorrupt U (D) jecrhonest are valid with respect to C'and w. If so, the adversary wins,
otherwise, it loses.

We define verifiability for a VPSS more formally in Definition 5.5.3.

Definition 5.5.3. Let the advantage of an adversary A playing the verifiability game as
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Eoliry (.1, 1) 0%k, w)

b<{0,1} /| K denotes the participant identifier
z < {0,1} return L if k ¢ honest
Q<+ 0 ifb=0
par <~ VP.Setup(1*) (dk, Dy) < VP.Gen(k, sk, w)
(corrupt, sta) <> A(par,n,t, i) return (dy, D)
return L if |corrupt| >t // b=1 case
honest < [n] \ corrupt if Qw] # L
(ski, .. .,sky) <> VP.KeyGen(n,t, i) (D, {(di, Di) }ienonest) < Qw]
out <= AC™" ((sk;) jecorrupt, Sta) else
(M, w*, C* {D;} jccomupt) < out d &P
b1 in « (w,d', corrupt, n, (sk;) jecorrupt)
return z if Q[uw*] = L (D, {(di, Di) }ichonest) <= SimGen(in)
(D, {DsVichonest) < Q[w*] Qlw] = (D, {(di, Di) }ichonest)
if VP.Verify(t, i, C*, { Di}pecr) # 1 Teturn (di, Dy)
return z
if VP.Agg(t, p, C*, {Di}rec) # D
return 1

return 1 if b 2 v

return 0

Figure 5.4: Pseudorandomness game for a VPSS.
defined in Figure 5.3 be as follows:

Adwya' (A, n, t, 1) = PrExpys (A, n, t, p) = 1]

A VPSS VP is verifiable if for all PPT adversaries A, Ade,eSfA s a negligible function
of A, forn,t,p e N, t < p<n.

Pseudorandom. Intuitively, a VPSS is pseudorandom if the adversary has negligible
advantage distinguishing between a real VPSS output from one that is randomly sampled.
We show the VPSS pseudorandomness experiment in Figure 5.4.
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In the pseudorandomness experiment, the environment begins by picking a random bit
b < {0,1}. Tt then performs key generation, and initializes the adversary with the public
parameters and the corrupted parties’ secret key shares.

The adversary is allowed to query O®" on honest participants for shares and com-
mitments on inputs of the adversary’s choosing. If b = 0, the environment responds by
following the VPSS protocol. If b = 1, the environment first checks to see if it has responded
to the query before, replying with the response if so. Otherwise, it uses a simulating algo-
rithm SimGen to simulate generating honest players’ shares and commitments. The details
of SimGen depend on the specifics of the VPSS construction.

The adversary outputs (0, w*, C*,{D;};ccorupt), Where 0’ is the adversary’s guess for
the value of b, and (w*, C*,{D;}jecorrupt) corresponds to one of the sessions the adversary
initiated with O%n.

If b = 1, the environment checks if (w*, C*,{D;},ccorrupt) cOrresponds to an existing
session and is consistent with the honest parties’ commitments, outputting a random coin
if it does not. Otherwise, the environment next checks that the aggregated commitment
VP.Agg(t, i, C*, { Dy }kec+) is equal to the simulated commitment D for that session, if the
check does not hold, the environment outputs 1.

Otherwise, the environment checks if the adversary’s guess ¢’ is equal to b; outputting
1 if the check holds, otherwise, outputting 0.

We define pseudorandomness for a VPSS more formally in Definition 5.5.4.

Definition 5.5.4. Let the advantage of an adversary A playing the pseudorandomness
game as defined in Figure 5.4 be as follows:

Advssp‘{l()\,n,t,u) = ‘Pr[Exp{’,SP({il(/\,n,t,u) =1]— 1/2|

A VPSS VP is pseudorandom if for all PPT adversaries A, Adv{’,spdf4 is a negligible
function of A, forn,t,p e N, t < pu <n.
5.5.3 Shine, A Concrete Verifiable Pseudorandom Secret Shar-

ing Scheme

We now define a concrete VPSS that we call Shine, that builds upon the pseudorandom
secret sharing scheme as defined by Cramer, Damgard, and Ishai | ]. However, Shine
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additionally defines a verify algorithm that is publicly verifiable (assuming the authenticity
of the inputs), as well as an algorithm to combine participant commitments.

As a reminder, the pseudorandom secret sharing scheme by Cramer, Damgard, and
Ishai | | itself builds on replicated secret sharing [ ]. However, Cramer et al.
define a mechanism to non-interactively convert shares of a replicated secret sharing scheme
to shares of a Shamir-secret-shared value. They then show how this mechanism can be
used as a distributed pseudorandom function; i.e., given a replicated secret sharing of a
random value, participants can generate Shamir secret shares of an unbounded number of
pseudorandom values, without interaction.

We extend this pseudorandom secret sharing scheme by Cramer et al. and addition-
ally define a public verifiability mechanism. More specifically, we define a Verify function
that uses the set of participants’ commitments to ensure all participants performed the
evaluation step in a consistent manner. Such consistency checks have been used in prior
literature | |, but our check is performed over commitments to secret shares, as
opposed to verifying the shares directly. We prove that Shine is secure assuming a crypto-
graphically secure hash function, when at minimum 2¢ — 1 parties participate in evaluation
and up to ¢ — 1 participants are corrupted (honest majority).

We now define Shine in more detail. We show KeyGen for Shine as a centralized op-
eration, but this operation can easily be decentralized. Shine is additionally defined with
respect to a hash function H, where H : Z, x {0,1}* — Z, is a cryptographically secure
hash function.

e Shine.Setup(1%): Accepts as input the security parameter ), outputs public parame-
ters par = (G, ¢, g), where (G, ¢, g) is generated by GroupGen(1%). par is given as an
implicit input to all other algorithms.

e Shine[H].KeyGen(n,t, ) — L/(skq,...,sk,): On input the total number of partic-
ipants n, the corruption threshold ¢, and minimum number of participants p, the
dealer performs replicated secret sharing of a random secret sk € Z, | ], follow-
ing the following steps:

1. First, the dealer checks if u > 2t — 1; if the check fails, output L.

2. Let A be the set such that A = (t@) (notation as defined in Section 2.1.1), and
let v be the size of A; i.e, v =[A] = (,")).

3. Generate v secret shares {¢; }ie[y, by sampling ¢; <= Z,, i € [y]. Implicitly, the
secret sk is such that sk =}, .
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. Initialize empty sets sk; = 0, ..., sk, = 0.

For each set a; € A,i € [y] and each participant identifier j € [n] \ a;, append
Skj — Skj U {(a,-, ¢z)}

Output (sk,...,sk,). Each sk; is a set of size § = (7;__11), consisting of the
tuples (a;, ¢;). Each a; is itself a set, such that a; C [n| and |a;| = ¢ — 1, where

if a; € sk;, then j & a;.

e Shine[H].Gen(k, ski, w) — (dg, Dx): On input participant identifier k € [n], secret key
share skg, and input w € {0, 1}*, perform the following steps:

1.
2.

4.
D.

Parse {(a;, ¢;) }icps) < sk
For each set a;, let L, (x) be the degree ¢ — 1 polynomial defined by the set a;,
as given in Equation 5.2:

L@ =11 ! ; & (5.2)

JEa;
Note that L (j) = 0 for all j € a; and L] (0) = 1.
Obtain the share via Equation 5.3:
di < Y H(¢s,w) - L, (k) (5.3)

1€[6]

Note that the L (k) values can be precomputed by participant k, as they are
independent of w, so this step requires ¢ evaluations of H and ¢ multiplications
and additions in Z,.

Derive the commitment to dj, as Dy, < g%.
Output (dg, Dy).

e Shine[H].Verify(t, i, C,{D;};ec) — {0, 1}: Perform the following steps:

1.
2.

If |C| 2 p, return 0.

Otherwise, define B = (B, By, ..., Bjc|-1) to be the tuple of |C| commitments
to coefficients of a polynomial f defined “in the exponent,” where each D;,7 € C
is a commitment to a point on the same polynomial f. Each B; can be derived
via Equation 5.4:
L.
B; =[] b;” (5.4)

jec
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4.

where L;; is the coefficient of the i term ¢ of the j™ Lagrange polynomial
L;(z) for the coalition C, as described in Section 2.1.1.

Let ¢ = |C|—t. The verifier now checks that all participants followed the protocol
honestly, by checking in the exponent that their shares lie on a polynomial of
degree t — 1. In particular, the verifier ensures that B is a commitment to a
polynomial of degree at most ¢t —1,! by checking the last ¢ entries in B are equal
to the identity of G:?

By 14 =1Ig, Vi€ [ (5.5)

If the check in Equation 5.5 holds, output 1, otherwise, output 0.

e Shine[H|.Agg(t, 1, C,{D,};jec) — D: Accepts as input the corruption threshold ¢,
minimum participants 4, the coalition C, and set of (verified) commitments {D; }jec).
The commitments can be combined as in Equation 5.6, where the coefficients \; are
determined by the coalition C.

D« [P} =By (5.6)

jec

Output D.

e Shine[H].Recover(t, i, C, {d;};ec) — L/(d,D): Receives as input the corruption
threshold ¢, the minimum number of participants u, the coalition C', and the set
of pseudorandom secret shares {d;},cc. Performs the following steps:

D.
6.

1. If |C] < p, or C ¢ [n], output L.

2. For each d;, j € C, derive D; + g"i.
3.
4

. Otherwise, the shares can be combined as in Equation 5.7, where the \; are

If Shine.Verify(t, u, C,{D;};ec) # 1, then output L.

determined by the coalition C'.

de > dj- )\ (5.7)

jeC

Derive the commitment to d as D < g¢%.
Output (d, D).

"'When at least t parties follow the protocol honestly, their shares will completely define this polynomial.
2As an optimization, note that By, ..., B;_1 need not be computed.
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Correctness. By correctness of pseudorandom secret sharing as defined by Cramer et
al. | ], when key generation is honestly performed, the Gen algorithm produces secret
shares d; = f(i) that are points on a degree t — 1 Shamir secret sharing polynomial f(x) =
> icpy H(di, w) L (). The combined commitment d = 37, - d;A; for C' C [n], |C] =2t — 1
is a commitment to a pseudorandom secret value d = f(0) = Ziem H(¢i, w). Agg and
Recover simply perform polynomial interpolation of these values with respect to the set of
participants, and so are likewise correct.

Verify is correct because honest parties output commitments D; = ¢g7® for the degree
t — 1 polynomial f defined above. Therefore, if all parties are honest, the coefficients of ¢,

, 2|71 of f(z) will be 0, so the commitments By, ..., Bjc|-1 to those coefficients will
be I (the identity element of G), and so Verify will output 1.

5.5.3.1 Security

Shine is verifiable, unique, and pseudorandom. We give the corresponding proofs next.

Theorem 9. Shine is perfectly verifiable, assuming the adversary controls at most t — 1
participants, at least t participants are honest, and participants exchange messages over an
authenticated channel.

Proof. Recall that in the verifiability game, the adversary is required to provide an input
w, a coalition C' C [n], and a set (D;)iccncorrupt; such that (D;)iccncorrupt does not equal
the set (D})iccncorrupt, Where (d;, D;) < Shine.Gen(i, sk;, w) is obtained honestly. The en-
vironment derives the values (d;j, D;) < Shine.Gen(j,sk;,w),j € C N honest for honest
participants, reflecting the requirement that participants’ messages are received over au-
thenticated channels. The adversary wins when Shine.Verify(¢, u, C,S) outputs 1, where

S = (Dj)jec-

For Shine.Verify(t, 1, C, S) to output 1, then Equation 5.5 must hold. But for Equa-
tion 5.5 to hold, then (D;)jcc must define a degree ¢ — 1 polynomial in the exponent.
However, this polynomial is completely defined by the set of honest participant commit-
ments (D;)jecnhonest; because we assume |honest| > ¢, and a degree ¢ — 1 polynomial is
uniquely defined by ¢ points.

Hence, when corrupted participants do not honestly follow the protocol, then the re-
sulting polynomial committed to in S will be of higher degree than ¢ — 1. As such, Shine
is perfectly verifiable, as the advantage to the adversary to win the game is zero. O
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Theorem 10. Shine is perfectly unique, assuming the adversary controls at most t — 1
participants, at least t participants are honest, and participants exchange messages over an
authenticated channel.

Proof. In the uniqueness game given in Figure 5.2, the adversary is required to provide an
input w and the tuples (C, (D;)iccncorrupt), (C”, (D) iccrncorupt)- The environment then de-
rives honest parties’ contributions (D;) < Shine.Gen(j, sk;, w), again reflecting the authen-
ticated channel, and the environment derives the commitment sets S = (D;);ecnhonest U
(Di)iccrcormupt and Sa = (D) jecrnhonest U (D5)iccncorrupt- The adversary wins if both sets
are valid for their respective coalitions, and yet the output of Shine.Agg outputs different
combined commitments.

However, for Shine.Verify(C, S;) and Shine.Verify(C’, S3) to both output 1, then Equa-
tion 5.5 must hold. But for Equation 5.5 to hold, then S; and S; must each define a degree
t — 1 polynomial. Further, because we assume at least ¢ honest participants, then S; and
So must agree on at minimum ¢ points.

As such, when both Shine.Verify(C, S;) and Shine.Verify(C, S3) both output 1, then
the sets S7 and S, must define the same degree ¢t — 1 polynomial. Because Shine.Agg
simply performs polynomial interpolation in the exponent to output the commitment to
the constant term of the polynomial, then information-theoretically, it must be the case
that Shine.Agg(S;) = Shine.Agg(S2). Therefore, uniqueness likewise holds perfectly for
Shine, as the advantage to the adversary to win the game is zero. O

Theorem 11. Shine is pseudorandom in the Random Oracle Model, assuming the adver-
sary controls at most t—1 participants, at least t participants are honest, Shine is verifiable,
and where (n,t) € N are such that (?:11) = poly(n). Concretely,

AdVERL. (At ) < gn/q (5.8)

where qy is the number of times A is allowed to query H.

Proof. We prove Theorem 11 by a sequence of games.

Game 0. This is the peudorandomness game as defined in Figure 5.4 instantiated with
Shine, when b = 0. Let W, be the event that A outputs ' = 1 in Game 0.
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SimGen(w, d, corrupt, n, {sk; } jecorrupt)

D+ gd
(dj, Dj) < Shine.Gen(j, sk, w), for j € corrupt

// This step is possible because Shine is verifiable,

// and so it is guaranteed that the correct (d;, Dj), j € corrupt are derived
Define f(z) =d-Lo(z)+ »  d;-Lj(x)

jecorrupt
// Li(x) is the Lagrange polynomial defined by corrupt U {0}
honest = [n] \ corrupt
for i € honest do
Derive d; + f(i)
D; + g%
return (D, {(d;, D;) }ichonest)

Figure 5.5: Simulating algorithm SimGen for Shine.

M Let Skcorrupt = UiecorniptSki? and let SI(honAest = UjehonestSkj- Then Skhonest\Skcorrupt
is necessarily non-empty, so let ¢ be such that (-, ¢) € sknonest \ SKcorrupt-

Note that this ¢ will be random in Z4 and unknown to A. Then the only difference

between Game 0 and Game 1 is that if A queries H on any input (gZ;, -), the environment
aborts.

Difference between Game 1 and Game 0. When A is allowed to make up to g
queries to H, then the probability the environment aborts is at most g5, /q. Let W; be the
event that A outputs ¥’ = 1 in Game 1. Then

P[] — Pr[Wy]| < %h (5.9)

Game 2. This is the pseudorandomness game as in Figure 5.4, when b = 1, and where
SimGen is as shown in Figure 5.5, along with the abort condition of Game 1.

On start, the environment initializes a table @ < (. Then, when A queries Q%"
on input (k,w), instead of performing Shine.Gen honestly, the environment first checks if
Q[w] # L; if the check holds, it parses (D, {(d;, D;)}ichonest) < Q[w] and returns (dg, Dy).
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Otherwise, the environment samples d <~ P, and then obtains (D, {(d;, D;) }ichonest) <
SimGen(w, d, corrupt, n, {sk; } jecorrupt ), Where SimGen is defined as in Figure 5.5. Note that
SimGen requires that Shine to be verifiable, and hence that |honest| > ¢. The environment
updates Q[w]| = (D, {(d;, D;) }ichonest), and then returns (dy, Dy).

Analysis of SimGen Because Game 1 aborts on the condition that the adversary guesses
the honest participants’ secret key, in Game 2, the adversary must win with knowledge of
only t — 1 secret keys. However, because we assume that the number of honest parties is
at least ¢, then the honest parties will completely determine the combined d.

Furthermore, because Shine is verifiable, then SimGen can derive the corrupt parties’
contributions (d;, D,),j € corrupt before it determines honest parties’ contributions. As
such, corrupt parties cannot adaptively choose their contributions after the fact to influence
the resulting D < Shine.Combine(t, i, { D; }icc+). Hence, the simulation by SimGen is
perfect.

Difference between Game 2 and Game 1. In Game 1, O%"(k,C,w) returns
(f(k), g'™®)) where f(z) = > icip H(di,w) - Li, (z), as defined in Equation 5.3. Since
H(¢,w) is unknown to A, f(x) is a random degree-(¢ — 1) polynomial that passes through
(J, Y;) jecorrupt-

In Game 2, O%"(k, C,w) returns (f(k),g’*®), where f(z) = d - Lo(z) + > jccormupt i °
L;(z). Since d is random, this is also a random degree-(¢ — 1) polynomial that passes
through (j,;)jecorrupt-

There is no difference between the distributions of these outputs. Let W5 be the event
that A outputs ¥’ = 1 in Game 2. Then
|Pr[Wy] — Pr[Wi]| =0 (5.10)

Game 3. Game 3 is identical to Figure 5.4 instantiated with Shine, when b = 1.

Difference between Game 3 and Game 2. The only difference between Game 3 and
Game 2 is that Game 2 has the abort condition, but Game 3 does not. Let W3 be the
event that A outputs b’ = 1 in Game 3. Then as above,

IPr[W5] — Pr[Ws)| < %’L (5.11)
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Finishing the Proof. Combining Equations 5.9-5.11 yields

AdvEr. ANty 1) = [Pr[Explup, 4(An,t, 1) = 1] = 1/2)
|Prlt) =0Ab=0]+Pr[t) =1Ab=1]—1/2|

=[50 = Pty + g Prtmal -
1 dn

'—(Pr[Wg] — Pr[WoD‘ =y

[\

which gives Equation 5.8. This completes the proof. ]

5.6 Arctic, A Deterministic and Stateless Two-Round
Threshold Schnorr Signature Scheme

We now introduce Arctic, an efficient, two-round, deterministic threshold Schnorr signature
scheme for moderately sized groups of participants that does not require participants to
keep state between rounds of the signing protocol. As a building block, Arctic uses Shine
to generate nonces deterministically, and to verify that all other participants followed the
protocol honestly. Arctic is secure assuming fewer than t participants are corrupted, and
at least p participated in the signing protocol, where p < n but pu > 2t — 1.

We further require that messages exchanged between participants are sent over an
authenticated channel. Arctic builds upon the verifiable pseudorandom secret sharing
scheme Shine defined in Section 5.5.3, as well as Shamir’s secret sharing. Verification of
signatures is identical to the single-party Schnorr verification algorithm.

Remark 9 (Distributed Key Generation). The Arctic construction given in Figure 5.6
assumes a centralized key generation procedure; however, using a distributed key generation
(DKG) scheme is equally possible. We discuss one possible DKG in Section 5.6.2.

Remark 10 (Requirement of Authenticated Channels). We require that the messages
exchanged between participants in the Arctic construction shown in Figure 5.6 be sent
over authenticated channels; i.e., messages must be authenticated and verifiable as having
come from their purported senders. Otherwise, an adversary can simply pick contributions
that are consistent with a single honest party’s R;, which would result in a valid input for
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Setup(1?)
(G, q,9) < GroupGen(1*)
par < ((G7Q7g)7 H17 H27 H3)

return par

// par is given implicitly
// to all other algorithms

KeyGen(n,t, i)

// Performed by a trusted

// dealer, or DKG
ifu<2t—loru>n

return |

// Require > 2t — 1 signers
sk <= Zg; pk gk
{(i,skZ@)) 1 < Shamir.Share(sk, n, t)
(skgl))?zl <> Shine[H;].KeyGen(n, t, )
for i e {1,...,n} do

pk? gk

sk; (skgl), sk§2), pk)

p; <+ (pk;”)
return (pk, {(pk;, ski)}ie[n])

Sign, (k, sk, m)

(sk,il),sk,g2), pk) < sk

yr < Ha(pk,m)

(rg, Ri) Shine[Hl].Gen(k,sklgl),yk)
return (yi, Ry)

Signy (K, sk, m, O {(y;, R))}jec)
return L if |C] <2t —1
(sk,(:),skgf), pk) < sk
y' « Ha(pk,m)
for j € C' do
if y; # Y
return |
(7, By)
< Shine[H;].Gen(k, sk,(:), v)
// Re-derive state from Sign,
if k¢ C or R, # Ry,
return |
input < (¢, 1, C, {R;}jec)
if Shine[H;].Verify(input) # 1
return |
R < Shine[H;].Agg(input)
¢ < Hs(R, pk,m)

Zi 1+ c-sk,(f)

return z;

Combine(pk, m, C, {(y;, R;), zj }jec))

input < (¢, 1, C, {R; }jec)
R < Shine[H;].Agg(input)
¢ < H3(R, pk,m)

// Aj are Lagrange

/) coefficients for C
Z Z 2\

jel

if g* # R - pke

return |

return o = (R, z)

Figure 5.6: Arctic, a deterministic threshold Schnorr signature scheme.




Shine.Verify. Note that we do not assume the authenticated channel maintains any session
identifiers or state about messages; Arctic remains secure even if the adversary were to
replay old authenticated messages. However, if a participant receives an unauthenticated
message, we require that the participant aborts.

5.6.1 The Construction

We now give more detail for each stage in Arctic; see Figure 5.6 for a high-level overview.

Key Generation. All participants with identifiers ¢ € [n] begin by receiving a secret

signing share skz@) and a public signing share pkEQ) = gSkEQ). In Figure 5.6, we show key

generation as a centralized procedure, but a DKG can likewise be used. Each sk§2) is a
t-of-n Shamir secret sharing of the group’s joint secret key sk; participants use these keys
for signing messages. Participants also receive the public signing keys {pk?)}ie[n} for all

other participants.

Each participant receives a secret Shine key skgl) generated by performing Shine.KeyGen.
Participants use these keys to generate nonces and commitments for each signing session.
Each participant’s public key share pk; is just one public key, where pk;, = pkiz). Each
participant’s secret key share is the tuple sk; = (skgl), skEZ), pk).

Coordinator Role. Arctic assumes an external mechanism to choose the set C' C
{1,...,n} of signers, such that p < |C| < n. The coordinator may perform denial of
service attacks, but otherwise cannot impact the security of Arctic. The coordinator can
be a stand-alone entity, or may also be a signer as well.

Signing. In the first round of signing, each participant k receive as input a message m.
First, each party derives y; < Hy(pk,m). To generate their nonce r; and commitment Ry,
each participant performs (ry, Ry,) <~ Shine.Gen(k, sk,il), yr). Each participant then outputs
(Y, Ry); they do not need to keep any state.

In the second round of signing, all participants again receive as input a message m,
as well as a set C' representing the indices of at least p signers, where C' C [n],|C| > p.
Additionally, participants receive the list of tuples {(y;, R;)} ec- First, each party re-derives
y' < Hy(pk,m). Then, each party checks the consistency of all other parties’ views of m
by checking that for each ¢ € C', y; = 3y/. Because we require that each protocol message
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is authenticated by its respective party, then this check guarantees that an adversarial
player cannot split the view of honest players by sending different messages or choices of
coalitions. If any check fails, the party aborts.

Otherwise, if all consistency checks succeed, each participant re-derives their nonce and
commitment using Shine, again performing (ry, R}) < Shine.Gen(k,skg),y’). Then, the
participant checks its identifier is in the coalition C' and that R) = Ry, aborting if either
check does not hold. Then, each participant verifies that all other participants followed
the protocol to derive their commitment, by checking Shine.Verify(¢, i, C, (R;) ec). If the
check fails, they abort the protocol.

Finally, if all of the above checks pass, each participant k£ € C will then derive the
group commitment R <— Shine.Agg(t, i, C, {R;}jec), and the challenge ¢ < Hs(R, pk,m).
Finally, each participant derives their signature share z; <— ri +c- sk,(f). Each participant

outputs z; as its output for Sign,.

Combination and Verification. To perform the Combine algorithm, the group com-
mitment R is first derived using values output by participants from Sign,;. Then, the
response z is derived by finding z < > jec #jAj, where the A; are the Lagrange coefficients
for the set C'. The output from Combine is the Schnorr signature o = (R, z), which can be
verified using the single-party Schnorr verification algorithm given in Section 2.3.1.

5.6.2 Possible Extensions

We now discuss two possible extensions to Arctic.

Robustness. Arctic as currently defined is not robust; if any party submits invalid com-
mitments, then the output from Shine.Agg cannot be used. However, it is possible to
extend Shine to be robust, therefore also ensuring that Arctic can likewise be extended.
To do so in a secure manner, the robust extension would require additional players, along
with a protocol to come to consensus about which players misbehaved.

In particular, by requiring that the minimum number of participants u be of size at least
i > 3t — 2, Shine and Arctic can be securely used in a robust manner. The requirement
that © > 3t — 2 is referred to as the honest supermajority setting. We give further details
on how robustness can be achieved in Section 5.7. In this setting, Shine.Verify can both
detect any inconsistencies as well as identify the misbehaving players. This property could
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likewise allow for extending Arctic to support robustness, under the same assumption that
w >3t —2.

Distributed Key Generation. To define the signing keys (pk(2), (skl(?))?:l), any DKG
that Shamir secret shares a discrete logarithm secret key could be employed, such as the
three-round DKG by Gennaro et al.| -

As one possibility to perform Shine[H;].KeyGen in a distributed manner, each subset of
n —t+ 1 parties could assign one representative to generate a secret PRF key uniformly at
random for that subset. The representative would then share this PRF key with all parties
in their subset. To ensure security against fully malicious adversaries, parties within each
subset could perform a subsequent broadcast round to compare their received inputs, to
ensure consistency.

5.6.3 Correctness and Security

We next demonstrate the correctness and security of Arctic.

5.6.3.1 Correctness

In the first round of signing, participants will output nonces and commitments (r;, R;) <
Shine.Gen(i,skEl), y;), for i € C, where y; < Ha(pk,m), and R; = g".

In the second round of signing, each participant receives the set of tuples {(y;, R;)}ec-
After deriving y" <— Ha(pk, m), then the check that y; = ¢/ for each j € C' will succeed.

Because Shine is correct, then Shine.Verify(¢, u, C, {R; }jcc) will output 1 and the same

group commitment R =[] R;j will be computed regardless of the choice of C'. Because

jec
Shine.Gen is deterministic, then after deriving y < Ha(pk,m), Shine.Gen(k,sk,(:),y) will
output the same (ry, Ry) as derived in the first round of signing.

After deriving (ry, Ry), all signers in a coalition C' output valid signature shares zj, with
respect to R and challenge ¢ = H3(R, pk,m), where z, = . + ¢ - sk,(f). The aggregated
signature is then o = (R, z), where 2 = 3, z; - A;. Because sk = . skgz))\j, pk =
e gZiECSk?)’\j, and R =[]

jec R;j — gXsec™iN we have that ¢* = R - pk®, as required.
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5.6.3.2 Unforgeability

We next demonstrate the static (weak) unforgeability of Arctic, via Theorem 12. We
believe it is possible to additionally prove that Arctic is strongly unforgeable, but leave
this topic for future work.

Theorem 12. Arctic is unforgeable in the ROM against a PPT adversary A playing the
static unforgeability game as shown in Figure 5.1 against Arctic, assuming A can make up
tot — 1 corruptions, the number of honest parties is at least t, the discrete logarithm as-

sumption, participants exchange messages over an authenticated channel, Shine is a secure
VPSS, and where (n,t) € N are such that (7;__11) = poly(n).

Concretely, let Adv%l()\) be the advantage of an adversary D against the discrete loga-
rithm assumption. The advantage of A is bounded by

2 302
Adefrctic,A(Aa n,t, M) < \/qrAdV%l(/\) —+ w + ZT

where 1 > 2t—1 and n > u, and where ¢, = q2+q3+2qs+ 1, such that qs s the number
of times A is allowed to query the signing oracles, q, is the number of times A is allowed
to query Hy, qo is the number of times that A is allowed to query Ho, and g3 is the number
of times A is allowed to query Hs.

To prove Theorem 12, we rely on two lemmas.

Lemma 6. There exists an algorithm SIM which can simulate Arctic with respect to a
discrete logarithm challenge to an adversary A playing against the unforgeability game
as in Figure 5.1. In other words, A has negligible additional advantage in winning the
unforgeability game when interacting with SIM than it does against Arctic directly.

Concretely, in the honest majority setting with authenticated channels, then

+ 2
(1 +g3) +Q_r

Adefrctic,A<)‘7 n, t> /L) S AdvlsllfM,A()‘7 n, tv :u) + q 2q

(5.12)

where p1 > 2t — 1 and n > i, and where (n,t) are such that (7~]) = poly(n).

Lemma 7. Given any PPT adversary A that wins the unforgeability game against Arctic
and a simulating algorithm SIM which can simulate Arctic, then there exists a PPT DL
adversary D that can use A as a subroutine to solve for its DL challenge.
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Concretely, in the honest majority setting with authenticated channels,

AdVarcsic 4 (A, 1, £ 1) :
AdV%()\) > VAchc,A( » 1, mu) . 2((]1 + Q3) i 3& (513)
qr q q

where > 2t — 1 and n > p, and g, = go + g3 + 2qs + 1, and where (n,t) € N are such that
(371) = poly(n).

Proof Intuition. We give the proof in two parts. First, Lemma 6 shows that a simulating
PPT algorithm SIM exists which can simulate Arctic to an unforgeability PPT adversary A
with respect to a public key pk for which SIM does not know the corresponding secret key.
Recall that we give the unforgeability game in Figure 5.1. We show that the advantage of
A with respect to SIM is negligibly different than its advantage against Arctic.

We prove Lemma 6 using a series of game hops, showing that because Shine is verifiable,
unique, and pseudorandom, then SIM can simulate a signing session for a message m cho-
sen by A with respect to pk. in a way that is indistinguishable to A from a real execution
of the signing protocol. SIM does this by sampling (z,¢) uniformly at random in Q5"
deriving R as R = ¢g* - pk™ ¢, and then programming Hs(R, pk,m) on ¢. Then, to simulate
each honest party’s commitment R;,7 € honest, SIM uses its knowledge of corrupt parties’
Shine keys skgl)7 J € corrupt to derive corrupt parties’ nonces and commitments, by per-
forming (r;, R;) < Shine.Gen(j, skg.l), y). SIM can then correctly derive each honest party’s
commitment Ry, k € honest by performing polynomial interpolation in the exponent, with
respect to R and the set (R;);ecorrupt-

Because Shine is verifiable, if A submits commitments (R)jecncorrupt # (125)jecrcorrupt
to ©%&" SIM will output L with the same probability as in the real scheme. Because
Shine is unique, then R is fixed with respect to y < Ha(pk, m), regardless of A’s choice
of coalition in the second round. Finally, because Shine is pseudorandom, then unless
A can guess gg, where qg is an honest party’s portion of the replicated secret defined in
Shine.KeyGen, then SIM can simulate each honest party’s R;,7 € honest with negligible
advantage to A. We show that in order for A to break the pseudorandomness of Shine,
it must guess a preimage of Hy, which it can do with negligible advantage less than ¢, /q,

where ¢; is the number of queries A is allowed to make to Hj.

If A wins the unforgeability experiment against Arctic, A will output a forgery o* =
(R*, z*) corresponding to a message m* that is valid under a challenge public key pk.
Lemma 7 shows that given a successful PPT adversary A, a PPT reduction D exists
against the Discrete Logarithm assumption. In particular, we show that D can use A
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and SIM to solve for its discrete logarithm challenge. D accepts a group element Y € G
from its discrete logarithm challenger, and its goal is to output y such that ¥ = g¥.
It uses the modified forking algorithm Fork>™(X) shown in Figure 2.2 on the instance
X = (par,Y,n,t, ), where n, t, u are chosen by D. Fork,, runs SIM twice, the first time on
X and the set {hq, ..., hy }, which is the set of random oracle outputs that SIM will use to
program its random oracle. On the second execution of SIM, SIM is again given X and the
set {hi,...,hj_1, B, ... by}, where hy corresponds to the challenge ¢* = H(R*, pk,m*) for
the forgery ¢* output by A in its first execution. Corollary 1 lower-bounds the probability
that A will output a second forgery o™ = (R*, z**) on the same random oracle query
c™ = H(R*, pk,m*) as in its first iteration, where the programmed outputs c* = h;, c** = h/,
are such that ¢* # ¢**. D can use the two forgeries output by A in its first and second
execution to then solve for the discrete logarithm solution y = Z=2_

¥ —c** "

Proof of Lemma 6. We prove Lemma 6 by a sequence of games.

Game 0. This is the unforgeability game as defined in Figure 5.1, instantiated with
Arctic. Let A be an adversary playing against the unforgeability game.

Let Wy be the event that A wins Game 0. Then, the advantage of A is simply

Advxfrctic,A()‘) = Pr[WO] (514)

Game 1. The only difference between Game 0 and Game 1 is as follows. If A queries
Hy or Hs on any input that produces a colliding output with another query, then the
environment aborts.

Difference between Game 1 and Game 0. Let W, be the event that A wins Game 1.
Because we model Hy and Hj as random oracles, then

IPr[W] — Pr[Wy]| < g—; (5.15)

Game 2. The only difference between Game 2 and Game 1 is as follows. If A queries
05" on an input (k,m,C,S;) where S; = (y;, Ri)icc, such that the following relation
holds:
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y < Ha(pk,m); y = y;,7 € C, and
|C' N honest| > ¢,
Shine.Gen(i,sk!",y) = (), R)) Vie C and (5.16)
Shine.Verify(t, 1, C, (R;)jec) = 1, but
St #(yi, R)icc

then the environment aborts.

Reduction to Verifiability of Shine. We now define a reduction B that uses A as a
subroutine when it plays against the verifiability game of Shine.

To begin, B; receives as input from the VPSS verifiability game as shown in Figure 5.3
the set of Shine secret keys (sk§”),~ecormpt. It honestly follows the protocol to generate
signing key material, and then sets sk; < (skgl),skgz),pk) for all ¢ € corrupt. It then
outputs to the adversary A the key material (pk, (pk;)jc[n); (5Ki)iccorrupt)-

To simulate signing, when A queries O€" on input (k,m), By derives y < Hy(pk,m)
honestly. B, then queries its own VPSS verifiability oracle O%" on (k,y) receiving (dy, Dy)
as the output. It sets Ry = Dy, and outputs (y, Ry).

When A queries O%€" on input (k,m, C, (y;, R})jec), By first performs Shine.Verify on
the inputs, outputting L if the input is invalid. Otherwise, B, then derives y < Ha(pk, m)
honestly.

Bs then derives each corrupted party’s nonce and commitment honestly, by performing
(rl, RY) Shine.Gen(i,skEl),y), for i € corrupt N C. If any (R; # R;), for i € corrupt N C,
then By terminates the execution of A. B, then submits (y, C, (R;)iccorruptnc) as its own
output to the VPSS verifiability experiment.

Otherwise, B, simply simulates by querying Q%" for each honest party honest N C' on
input y, to re-derive (r;, R;) for j € honest N C' . By then follows the remainder of the
protocol honestly, outputting its signature share zj.

The simulation by By is perfect because the simulation by the VPSS oracle O%" is
perfect. Further, the early termination of A has no consequence on the indistinguishability
of the simulation.
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Difference between Game 2 and Game 1. The additional advantage to A in Game 2
is upper-bounded by the advantage that By wins its VPSS verifiability game against Shine.
Let W5 be the event that A wins in Game 2, and let Advg‘ffifmﬁ2 be the advantage that B,
has in the verifiability experiment against Shine. Because Shine is perfectly verifiable in
the honest majority setting, and Arctic likewise assumes an honest majority then

|Pr[Ws] — Pr[W]] < Advgﬁﬁﬁeﬁz =0 (5.17)

Game 3. The only difference between Game 2 and Game 3 is as follows. If A queries
05" on the inputs (m, C, S) and (m, C’, S") such that S = (y, R;)icc and S’ = (y, R})iccr
and (C,S) # (C',5"), but the following relation holds:

y < Ha(pk,m)
(rj, Rj) < Shine.Gen(7, skﬁl) y),j € honest N (C'UC")
|C' M honest| > ¢, |C’' N honest| > ¢ (5.18)

Shine.Verify(t, u, C, (R;)icc) = 1, Shine.Verify(t, u, C', (R.)icc) = 1, but
ShmeAgg(t7 Ky Ca (RZ)ZEC> 7& ShmeAgg(ta K C/a (R;')ZEC’)

then the environment aborts.

Reduction to Uniqueness of Shine. We now define a reduction Bs that uses A as a
subroutine when it plays against the uniqueness game of Shine.

To begin, Bj receives as input from the VPSS uniqueness experiment the set of Shine
secret keys (skgl))iemrmpt. Bs then generates a table ) to maintain queries by A to 05",
It honestly follows the protocol to generate signing key material, and then sets sk; <«
(skl(-l),sk@, pk) for all i € corrupt. It then outputs to the adversary A the key material

(pka (pkj)je[n]a (Ski)iECOrrupt)-

To simulate signing, when A queries 058" on input (k,m), Bs first derives y <
Ho(pk,m) honestly. It then queries its own VPSS uniqueness oracle O" on the input
(k,y), receiving (dg, Dy,) as the output. It sets Ry = Dy, and then outputs (y, Rx).

When A queries 05" on input (k,m, C, (y;, R;)jec), Bs again derives y < Ha(pk, m)
honestly. After checking that y = y; for each ¢ and that £ € C, it then updates @ to be
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Q <+ QU{(m,C,y,{R,};ec)}. Bs then checks @ to see if any two entries (m, C,y,{R;};ec),
(m,C",y,{R}}jecr) exist such that Equation 5.18 holds.

If the check succeeds, then Bs terminates the execution of A. Bz then outputs (y, (C,
(Rj)jecncomupt); (C's (R})jecneorrupt)) @s its own output to the VPSS uniqueness game.

If the check fails, then Bs again queries its own VPSS uniqueness oracle O%" on the
input (k,y), receiving (dg, Dy) as the output. Bs then sets rp = dj and Ry = Dy. It follows
the rest of the protocol honestly.

The simulation by Bs is perfect because the simulation by the VPSS oracle Q%" is
perfect. Further, the early termination of A has no consequence on the indistinguishability
of the simulation.

Difference between Game 3 and Game 2. The additional advantage to A in Game 2
is upper-bounded by the advantage that Bs wins its VPSS uniqueness game against Shine.
Let W5 be the event that A wins in Game 3, and let Advg;flsmne be the advantage that Bs
has in the verifiability experiment against Shine. Because Shine is perfectly unique in the
honest majority setting with authenticated channels, then

|Pr[Ws] — Pr[Ws]| < Advg%hine =0 (5.19)

Game 4. The only differences between Game 4 and Game 3 are as follows. On initial-
ization, the environment initializes a table @ < ().
Let skf:(l,)rrupt = Uiecormptskgl), and let sk,(i))nest = Ujehonestskgl). Let ngﬁ be such that (-, QB) €
(1)
sk

honest skg,zmpt. If A queries H; on é, then the environment aborts.

Otherwise, when A queries 08" on party k € honest and message m, instead of
producing each party’s nonce using Shine, the environment first derives y < Hy(pk,m)
honestly. It then checks if Q[y] # L ; if so, it parses (r;, R;)ichonest < @[y], and returns
(y, Ry). Otherwise, it does the following:

1. Sample r < Z,.

2. Use the algorithm SimGen as defined by Shine in Figure 5.5 to generate (R, {(r;,
Ri)}iehonest) — SimGen(ya r, corrupt, n, {Skgl)}iECOrrupt)-

3. Set Q[y] = (Ti, Ri)iehonest-
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4. Return (y, Ry).

When A queries %8 on party k € honest, message m, coalition C, and set of com-
mitments (R;);ec, the environment first derives y <— Ha(pk, m) honestly. It then checks if
Qly] = L ; if so, it returns L. Otherwise, it parses (7;, R;)ichonest <— Q[y]. It follows the
protocol honestly to derive z;, and outputs zj.

Reduction to Pseudorandomness of Shine. We now define a reduction B, that uses
A as a subroutine when it plays against the pseudorandomness game of Shine. We assume
without loss of generality that |corrupt| = ¢ — 1.

On initialization, By receives as input from the VPSS pseudorandomness experiment the

set of Shine secret keys (skgl))i&orrupt. It honestly follows the protocol to generate signing

key material, and then sets sk; < (skz(»l), skl@), pk) for all i € corrupt. It then outputs to the
adversary A the key material (pk, (pkj)je[n], (ski)iccorrupt)-

When A queries Hy on inputs (¢;,y), By does the following:

1. Sets k be the identifier of an honest party. Note that all of sk,(:) is known to B, except

~

the entry (a;, ¢) where a; = corrupt.
2. Queries O°" on input (k,y), receiving in return (dy, Dy).
3. Checks if the following relation holds:

Z(ae,@)esk;”,z;éi Hi(ée, y) - Ly, (k)

Hi(1,y) = di a0

(5.20)

where L;, (z) and L, (v) are defined in Equation 5.2.

4. If the relation holds, then B, outputs 0.
Otherwise, when A queries OS€™ on input (k,m), By first derives y < Hay(pk,m)

honestly. It then queries its VPSS pseudorandomness oracle O%" on input (k,y), receiving
in return (dy, Dy). It sets rp = dy and Ry = Dy. By then outputs (y, Ry).

When A queries O5€"2 on input (k, m, C, {(y;, Ri) }icc), Bs does the following:
1. Checks if |C N corrupt| < ¢, if the check does not hold, B, aborts.
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2. Otherwise, By derives y < Hy(pk, m) honestly.

3. It then checks that y = y; for all i € (', and that k € C. If any check fails, B4 outputs
1.

4. Tt then queries its VPSS pseudorandomness oracle O%" again on input (k,y), re-
obtaining (dj, D).

5. It then follows the remainder of the protocol honestly, deriving 2z = ry + ¢ - sk,(f).

6. B4 then outputs to A the signature share z; for party k as its output.

Finally, when A terminates and outputs its forgery (R*, z*), By outputs 1, along with
(R*, z*) and the index associated with ¢*.

Difference between Game 4 and Game 3. Because we assume |corrupt| < ¢, By will
abort with zero probability. The additional advantage to A in Game 4 is thus upper-
bounded by the advantage that B, wins its VPSS pseudorandomness game against Shine.
In particular, when the pseudorandomness game bit b = 0, then B,4’s simulation is identical
to that of Game 3. and if b = 1, then it is identical to Game 4.

Let W, be the event that A wins in Game 4, and let Adv%i(’ighine be the advantage that
B, wins the pseudorandomness experiment against Shine. Then

[Pe(WA] = P[] < AdvE Gy < 7 (5.21)

where ¢; is the number of times A is allowed to query H;.

Game 5. We now describe a simulating algorithm SIM that simulates Arctic to A, with
respect to a challenge group element Y € G for which SIM does not know the corresponding
discrete logarithm.

Setup. SIM accepts as input an instance X, which is a tuple consisting of public param-
eters (G, ¢, p), a discrete logarithm (DL) challenge Y € G, and the total number of parties
n, the corruption threshold ¢, and the minimum number of signing parties u. In addition,
SIM accepts as input a set of ¢, = g2 + ¢3 + 2¢s + 1 hash values {hq,..., hy, }.

Next, SIM initializes the following values:
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Initializes the table Qq <— () to maintain signatures it issued for honest participants
during its simulation, and the table Q,, < () to maintain the set of messages queried
by A to OS2,

Initializes the tables Q1, Q2, Q3 < 02 to manage random oracle queries and responses.

Initializes the table Q, < () to manage state between signing queries.

Initializes the counter k, <— 1 to track issued random oracle outputs.

SIM then runs A(par,n,t, u). A outputs the set of corrupted parties corrupt such that
|corrupt| <t — 1, as well as its internal state st4. SIM sets honest «<— [n] \ corrupt and must
reveal the secret keys of the corrupted parties to A, which it does in the next step.

Simulating KeyGen. To simulate key generation where SIM is the trusted dealer, SIM does
the following:

1. It sets pk =Y.

2. To simulate key generation for the signing keys, SIM first picks ¢ — 1 secret key shares
for the corrupt parties (sk(Q))leco,mpt & Z4, and defines their corresponding public

keys pkg — g " for all i € corrupt.

3. SIM then derives the public key shares pk§2), J € honest for the remaining honest
parties in the exponent, as follows:

pk® = (pk®)2ol) . [ g7 H0) (5.22)

i€corrupt
where L;(z) is the i*® Lagrange polynomial defined by corrupt U {0}.

4. To simulate key generatron for the Shlne keys, SIM simply performs key generation
honestly, deriving (sk1 ..., sk)) & Shine.KeyGen(n, t).

5. SIM then sets sk; = (skg-l), skgz), pk), for j € corrupt, and pk;, = (pkl@)), for i € [n].

Then, SIM runs AC°= %" (sta, Pk, {Pk;}jeln)» {5Ki ficcorrupt), and responds to its oracle
queries, as we describe next.
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Simulating Random Oracles. To simulate A’s random oracle queries, SIM simply
performs lazy sampling. It programs H; with values sampled from its own random tape;
however, it programs Hs, Hs with values from its input {hi, ..., hy }, as follows.

e H; : When A queries H; on inputs (¢;,y), SIM does the following:

1. Checks if ¢; = ¢, where ¢ is such that (,QAS) € skfi))nest \ skg),mpt, and where

1 1 1 1
Skgoarupt - Ui6corrupt5k£ )7 and Sk}(m)nest = UjehonestSkg' )

2. If this check holds, SIM aborts. We refer to this bad event as BadEvent;.

3. Otherwise, SIM checks to see if Q1[(¢i,y)] # L, if the check holds, it returns
Ql[(¢%7y)]7

4. Otherwise, it samples v <~ Z, (using its own random tape).

5. It then sets Q1[(¢:,y)] = 7.
6. Finally, SIM returns ~.

e Hy : When A queries Hy on inputs (pk,m), SIM first checks to see if Qz[(pk,m)] # L,
If so, it returns Q,[(pk, m)]. Otherwise, it sets y < hy,, and increments k, < k, + 1.
It then sets Qq[(pk,m)] = y. Finally, SIM returns y.

e H; : When A queries Hz on inputs (R, pk,m), SIM checks to see if Q3[(R, pk,m)] # L.
If so, it returns Qs[(R, pk,m)]. Otherwise, it sets ¢ < hy,, and increments k, < k,+ 1.
it then sets Q3[(R, pk,m)] = ¢. Finally, SIM returns c.

Simulating Signing Oracles. To simulate signing oracles, SIM does as follows:

e Sign,(k,m): When A queries O%&" on participant identifier & and message m, SIM
does the following:
1. If k& & honest, output L.
2. Derives y < Ha(pk, m) honestly.
3. SIM then checks to see if Q,[y] # L. If so,
(a) SIM parses (m’, z, ¢, R, (R, 2;) jefn)) < Qy[y]-
(b) SIM then returns (y, Ry).
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4. However, if this is the first time that A4 has queried ©%&"1 on m, SIM then
samples z - Z,, and sets ¢ < hy,. It then increments the counter k, < k, + 1.

5. SIM then derives R < g* - pk™“.

6. Then, using its knowledge of (skgl), skgz)),i € corrupt, SIM deterministically de-
rives each (r;, R;, z;),1 € corrupt, by first deriving

(ri, R;) < Shine.Gen(i,skgl), y)
and then deriving

(2)

)

zi < 1; +c-sk

7. SIM then derives each honest party’s commitment R;,j € honest with respect
to the joint commitment R defined in Step 5 and each corrupted party’s R;, ¢ €
corrupt, via Equation 5.23:

Ry« R%O . ] RN (5.23)
i€corrupt
where L;(z) is the i*" Lagrange polynomial defined by corrupt U {0}.

8. SIM then derives each honest party’s response z;,j € honest via Equation 5.24:

zj 2z Lo(j) + Z i+ Li(j) (5.24)
iE€corrupt
9. SIM sets Q,[y] = (m, z,¢, R, (R}, j) jem))-
10. SIM then checks if Q3[(R, pk,m)] = L; if the check does not hold, then a bad

event has occurred. We refer to this bad event as BadEvent,. In this case, SIM
aborts. Otherwise, SIM programs Qs[(R, pk,m)] = c.

11. SIM then outputs (y, Rx).

e Sign,(k,m,C, (y;, Rj)jec): When A queries O5€"™ on honest participant identifier ,
message, coalition, and tuples {(y;, R;)}jec, SIM does the following:

1. Honestly follows the protocol to ensure that |C| > 2t — 1, and returns L if the
check does not hold.

2. Checks to ensure that & € honest and k£ € C, if not, SIM outputs L.
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3. Derives 3y’ < Ha(pk, m) honestly.
4. If y; # o for any i € C, then SIM outputs L.

5. SIM verifies the query is valid, by checking that Shine.Verify(t, u, C, (R;)jec) = 1.
If the check does not hold, SIM outputs L.

6. SIM then checks if Q,[y'] # L. If the check does not hold, then a bad event has
occurred; we refer to this bad event as BadEvents. In this case, SIM aborts.

7. Otherwise, SIM parses the entry (m, 2, ¢, R, (R, 2})jem)) < Qyly/].

K

8. If (Rj)jec # (R})jec, SIM aborts. We refer to this event as BadEvent,.

9. Otherwise, SIM derives R « Hjec R]A.j, where \; is defined by C. If R # R/,
SIM aborts. We refer to this bad event as BadEvents.

10. Otherwise, SIM returns z;.

Analysis of SIM’s Simulation. The simulation of Hy, Hy, and Hj3 are perfect because
SIM simply simulates by lazy sampling.

SIM’s simulation of key generation for signing keys with respect to pk for which it does
not know the corresponding sk is perfect, because A is allowed to corrupt up to ¢t — 1
participants. As such, SIM chooses t — 1 random secret keys sk§2),z' € corrupt, and then
simulates signing for the (unknown) honest signing keys sk§.2), j € honest. SIM follows the
protocol honestly when it derives Shine keys.

SIM’s simulation of signing is indistinguishable from honestly following the protocol
when SIM does not abort, because the output signature 2, from O>" is valid with respect
to the relation g% = Ry - (pk,(f))c, where Ry, is output from OS€". Further, by Equa-
tions 5.23 and 5.24, all honest parties’ commitments (R;);chonest and responses (2;)ichonest
are consistent with corrupted parties’ commitments and responses for any signing session.

SIM aborts with negligible probability more than Game 4 because:
1. When SIM aborts due BadEvent; and |honest| > ¢, then Game 4 also aborts.

2. The probability that BadEventy occurs is g3/q because it can only occur if A queries
Hs(R, pk,m) for the correct R for the given m as computed in step 5 of SIM’s simu-
lation of Sign,.

3. SIM aborts due to BadEvents with zero probability, because we assume the use of
authenticated channels.
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4. If SIM aborts due to BadEvent,, then |C' N honest| > ¢, and so Game 2 also aborts.

5. If SIM aborts due to BadEvents, then |C'Nhonest| > ¢, then both Game 3 and Game 4
would also abort.

Output. At the end of the game, A outputs a forgery (m*,o* = (R*,z*)). If g #
R*-(pk)®" (meaning that the forgery is invalid), SIM outputs L. Without loss of generality,
we assume that A queried Hs on (R*, pk, m*).

Otherwise, if A’s forgery is valid, SIM outputs the tuple (j,aux), where j is the index
corresponding to ¢* = h;, and aux = (m*,o*) is the adversary’s forgery with respect to
pk =Y.

Difference between Game 5 and Game 4. The only additional advantage introduced
in Game 5 is that SIM aborts on BadEvent, with probability ¢s/q if A queries Hs before it
is programmed. Let W5 be the event that A wins in Game 4. Then

IPr[Ws] — Pr[Wy]| < % (5.25)

Finishing the Proof. The advantage of A against SIM is given by Game 5. Combining
Equations 5.14, 5.15, 5.17, 5.19, 5.21, and 5.25 gives Equation 5.12. This completes the
proof. O

Proof of Lemma 7. We now show that if there exists a PPT adversary A against the un-
forgeability of Arctic and an algorithm SIM as described in Lemma 6 that simulates Arctic
to A, then we can define a PPT adversary D that can efficiently solve for discrete logarithm
challenges.

D begins by accepting a discrete logarithm challenge Y € G and public parameters par.
It then chooses a (t,p,n) such that n > p > 2t — 1, and (7)) = poly(n).

D then executes the modified forking algorithm Fork>™(X) as described in Section 2.2
and shown in Figure 2.2, providing as input the instance X = (par,Y,n,t, u).

Fork>(X) then either outputs L when it fails or the value (j,aux) when it accepts.
Corollary 1 upper-bounds the probability that Forkf,'LM(X ) will output L and Lemma 6
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upper-bounds the additional advantage of A against SIM. Putting these two together
gives Equation 5.26.3

uf
AdVArctic,A(A’ n, t7’u)2 _ Q(Q1 + q3) _ 3_q3 (526)

accept(Fork>™) >
dr q q

We now show that when Fork>™(X) outputs an accepting output (i.e., it does not
output L), then D can solve for its discrete logarithm challenge Y with perfect success.

In the case that Fork>™(X) outputs an accepting output, it outputs the tuple (hy, B,
aux, aux’). From these values, D then parses the following:

(m*,0%) + aux, (m*™, ™)« aux,
(R*’ Z*) % O_*’ (R**’ Z**) % O-**7
c*,

_ ! kk

Because hj, h'; are with respect to the same index j corresponding to A’s random query
for ¢*, ¢

*k

in its first and second execution, then we know that R* = R** and m* = m™**.
D can then solve for the discrete logarithm y to its challenge Y = ¢¥ by Equation 5.27:

ct—c
Because Fork,, outputs L in the case when any random oracle outputs collide (i.e., in
the case when any h; = h.), then we know that Equation 5.27 is solveable. This completes
the proof. n

5.7 Extending Shine and Arctic to be Robust

As presented, Shine is not a robust algorithm: if corrupt players output incorrect values
from Shine.Gen, then Shine.Verify will compute that the |C| > 2t — 1 commitments do not
all lie on the same degree-(t — 1) polynomial in the exponent, and output 0. However,
Shine.Verify will not necessarily be able to identify which party or parties misbehaved.

3Because SIM is run twice by Fork,,, the number of bad events that can occur is doubled.
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This is because it is possible for the t — 1 corrupt parties to output commitments that are
wrong, but consistent with up to ¢t — 1 of the honest players’ commitments, making it look
like the remaining honest player was the outlier. Therefore, as we see in Figure 5.6, Arctic
will have to just abort in the case that Shine.Verify outputs 0.

However, we observe that in the honest supermajority case, where |C| > 3t — 2, and so
there are at most ¢ — 1 corrupt parties and at least 2¢ — 1 honest parties, Shine.Verify can
be modified to be robust: if any corrupt parties output incorrect values from Shine.Gen,
Shine.Verify will be able to notice the inconsistency and identify the misbehaving parties.
Those parties can then be kicked out of C', and Arctic will be able to continue and produce
its correct deterministic signature. The misbehaving parties may also be able to be kicked
out of the system entirely, or have other external sanctions applied. The same observation
was made by Cramer et al. | ] for their NIVSS, but in their setting, the shares are
themselves published, whereas in Shine, only commitments are available to Shine.Verify.

The reason this works is based on a simple fact about polynomials, as used in error-
correcting codes: there can only be at most one polynomial of degree t — 1 that passes
through at least 2¢ — 1 of a given set of 3t — 2 points. The reason is that if f; and f; each
passed through a (possibly different) set of at least 2t — 1 of the 3¢t — 2 points, then those
two sets must intersect in at least ¢ points (by simple counting). Those ¢ points uniquely
define a polynomial of degree ¢t — 1, and so f; = f5. In the honest supermajority setting,
the at least 2t — 1 honest parties will give consistent outputs from Shine.Gen, and so there
will be exactly one (not at most one) polynomial of degree t — 1 that passes through at
least 2t — 1 of the exponents of the 3t — 2 commitments.

The typical way to find this unique polynomial is with the Berlekamp-Welch algorithm,
but Shine.Verify only has access to commitments to the purported polynomial evaluations,
and not the evaluations themselves. However, we can take advantage of the fact that we
are already assuming that (?:11) is not too large, and take a more brute force approach.
The modification to Shine.Verify is then as follows: if player k& running Shine.Verify would
output 0 in Step 4 of Shine.Verify, instead iterate through all ¢ — 1-sized subsets S of C'\ {k},
and reconstruct (in the exponent) the polynomial that passes through player k’s own point,
and the points of S. If that polynomial fails to pass through at most ¢ — 1 of the points,

those points are the misbehaving parties. Exclude them from C', and output 1.

There are (‘?':11) possible subsets S, and at least (2::11) of those subsets contain only

honest parties. If the iteration is done in a pseudorandom order (for example, keyed by
dy), then the expected number of iterations before the misbehaving parties are identified is
at most ('fl__ll) / (2;__11), which is significantly smaller than (7;:11), which we already assumed
is not too large.
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Extending Shine to be robust will make round 1 of Arctic robust, so that the correct R
can be computed even if some or all of the malicious parties submit incorrect R2; values. To
make round 2 of Arctic also robust, we must also guard against an adversary submitting
a correct R; in round 1, but an incorrect signature share z; in round 2.

In the event of the failure of the test g* # R-pk®in Combine, one can identify the parties

that submitted incorrect z; values by checking g - R;-(pk;)¢. Once the parties submitting
incorrect signature shares are eliminated, the remaining correct shares (of which there will
be at least t) can be combined into the final signature o = (R, z).

5.7.1 Communication Model for Robust Arctic

For non-robust Arctic, we discuss in Remark 10 how our adversarial model requires au-
thenticated channels, but does not assume replay protection. However, additionally in
the robust setting, parties will require a communication channel that ensures protection
against replayed messages, to ensure that an adversary cannot replay old messages from
honest participants, resulting in a potential abort. Furthermore, to achieve robustness,
the communication model likewise requires liveness; the adversary cannot prevent honest
parties from exchanging messages.

5.8 Performance Analysis of Arctic

In this section, we analyze the performance of Arctic. In terms of the number of rounds
of communication, Arctic matches the state of the art, with two, and it sends significantly
less bandwidth per signature, at 65 bytes per participant. Therefore, we focus on the
computational complexity.

There are two sources of potentially expensive computation: the two calls to Shine.Gen
(one in each of Sign, and Sign,), and the call to Shine.Verify in Sign,. Which one dominates
depends on the parameters n, t, and the number of participants in the signing protocol.
Recall that C is a set representing the identifiers of participants in a particular signing
session. Although the minimum number of participants required for signing is |C| > p >
2t — 1, we assume |C| = n for this analysis, to give an upper performance bound. As such,
performance will be even better when p < |C| < n.

Shine.Gen primarily performs § = (?:11 ) hash computations, field multiplications, and

field additions, as seen in Equation 5.3 (recalling that the L, (k) values can be precom-
puted). Shine.Verify computes ¢ = |C| —t, |C|-way multiexponentiations. When ¢ is small,
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Figure 5.7: Single-core wall clock time for for Arctic.

we expect the Shine.Verify cost to dominate, and for larger ¢, the Shine.Gen cost should
dominate.

To concretely evaluate the performance of Arctic, we implemented it in Rust.* We ran
our implementation over all allowable combinations of parameters ¢ > 2, 2t — 1 < |C| <
n < 25, using a 4-core 3.7 GHz Intel E-2374G CPU. We measured the computation time
for each of Sign,, Sign,, and Combine, averaged over 10 signatures, for each parameter
combination. In Figure 5.7, we show the (single-core) total runtime of Sign,, Sign,, and
Combine for various combinations of parameters. We concretely measure Shine.Gen to
take around 0.24¢ microseconds for each of its two invocations, and Shine.Verify to take
around 7¢|C| microseconds. For ¢t < 4, the latter dominates, for ¢ = 5, they are roughly
comparable, and for ¢t > 6, the former quickly dominates.

For comparison, we also show the computational time for MuSig-DN, but only the zero-
knowledge proof and verification components of their algorithm. We ran their code | ]
on our same machine to obtain these figures. We can see that for n < 20, Arctic is more
than an order of magnitude faster than MuSig-DN, and for n < 10, it is three orders of
magnitude faster.

As seen in Figure 5.7, the computation time for the (n,|C|,t) = (25,25, 11) parameter

combination, where § = (fé) = 1961256 is around 940 ms, almost all of which is spent in

Shine.Gen computing Equation 5.3. However, we observe that Equation 5.3 computes the

40ur code is available at https://git-crysp.uwaterloo.ca/iang/arctic/.
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Figure 5.8: Scaling experiment, showing the wall clock time of (n,|C|,t) = (25,25,11)
shown in Figure 5.7 relative to CPU cores.

sum of ¢ independent terms, and so is highly amenable to parallelization, which we also
implemented and measured. We ran this scaling experiment both on the above machine,
and also on a 40-core 2.3 GHz Intel 8380 CPU. The results are shown in Figure 5.8. Al-
though the slower clock speed of the 40-core CPU puts it at a disadvantage for smaller
numbers of cores, we can see almost linear scaling for both CPUs. Using all 4 cores, the
4-core CPU sees a speedup of 3.69x for Shine.Gen and 3.65x in total time, while using
32 cores, the 40-core CPU sees a speedup of 27.9x for Shine.Gen and 25.7x in total time.
Beyond 32 cores, we observed diminishing returns.

5.8.1 Comparison to Related Work

For comparison, we next expand on our performance estimates for two related schemes
given in Table 5.1. We do not give exact computation estimates, but instead give estimates
for computation that dominate. For bandwidth, we estimate for a 256-bit elliptic curve,
and so estimate scalers as 32 bytes and group elements as 33 bytes.

MusSig-DN [ ]. Nick et al. | | present the proof size as 1124 bytes,
which agrees with our measurements. Further, each participant sends one group element
in round one, and outputs one field element in round three, yielding the total of 1189 bytes
we report in Table 5.1.
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While Nick et al. give total computational overhead for MuSig-DN for a 256-bit curve,
we give more detail as to computation that dominates when performing signing operations.

The computational overhead of MuSig-DN is dominated by the cost of generating and
verifying Bulletproof | | proofs. For each signing operation, each participant must
generate one proof and verify (n — 1) other proofs. While the computational overhead
of Bulletproofs scales linearly relative to the size of the circuit, batch verification and
multi-scalar multiplication allow for improved performance.

Proofs in MuSig-DN require a circuit of 2030 multiplication gates | |, and
estimates are given with respect to a 256-bit elliptic curve group. Naively, this overhead
would translate into roughly 2030n operations for each signer, due to the requirement that
each signer generates a proof and verifies n — 1 other proofs.

However, when considering speedups offered by multi-scalar multiplications and batch
verification, the overhead for a signer becomes roughly 2030 operations, plus additional
(small) terms linear in n. When generating a MuSig-DN proof using Bulletproofs, we
estimate that the dominant computational overhead is roughly 6 - 2030 multi-scalar multi-
plications, to commit to the circuit constraints and additional factors. For batch verifying
n — 1 MuSig-DN proofs, we estimate the dominant computational overhead to the verifier
is 2030 + 24(n — 1) scalar multiplications.

GKMN21 | ]. Garillot et al. [ ] give computational and bandwidth
estimates for a single sender and receiver, but each player will be involved in t—1 concurrent
sending and receiving sessions with all other players. As such, the estimate we give in
Table 5.1 is for the total sending and receiving overhead for each signer in a signing session
with ¢ participants.

Arctic. For bandwidth, each party sends one group element and one field element as the
output to the first signing query, and then outputs a single field element in the second
signing round.

For computation, each party performs Shine.Gen once for each signing round, resulting
in (?:11) field and hash operations, and one group multiplication, for each execution. In
the second round of signing, each party performs Shine.Gen again, for another (7;:11) field
and hash operations, and one group multiplication, and also Shine.Verify and Shine.Agg,

which require 2¢? — ¢ group multiplications.
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Chapter 6

Conclusion

In this thesis, we have investigated the design of practical threshold key generation and
signing schemes. We have presented several constructions that minimize barriers to imple-
mentation, including reducing network latency and communication overhead, and limiting
state-keeping.

In Chapter 3, we presented FROST, a Flexible Round-Optimized Schnorr Threshold
Signature. We showed how FROST can be used either as a two-round protocol, or opti-
mized to a single-round online signing protocol with a batched preprocessing phase. As
discussed in Section 1.2, FROST has already found use in practice, and will likely be-
come the scheme of choice in the future for thresholdizing Schnorr signatures in practical
applications.

In Chapter 4, we presented new game-based definitions for distributed key generation
schemes. We then presented a generic construction that employs as building blocks a non-
interactive key-exchange (NIKE) scheme, an aggregated verifiable secret sharing (AgVSS)
scheme, and a secure hash function. We then presented Storm, a concrete instantiation
of our generic construction that is secure assuming the hardness of the Computational
Diffie-Hellman (CDH) assumption.

Finally, in Chapter 5, we presented Arctic, a deterministic and stateless threshold
Schnorr signature scheme. Arctic builds upon pseudorandom secret sharing as a building
block, and allows all participants to perform a two-round threshold signing operation,
without requiring participants to maintain state in between or across signing rounds. Arctic
requires the assumption of an honest majority, and is efficient for small signing groups (i.e.,
when the total number of possible signers is less than 25).
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The thesis statement, as given in Chapter 1, is that it is possible to construct efficient
threshold key generation and signature schemes that are practically useful. The three
constructions we present in this thesis are optimized for efficiency, simplicity, and low
round complexity, and are among the most efficient in the literature, while maintaining
backwards compatibility with existing centralized schemes, often a key priority in practice.
The real-world deployment of FROST in particular underscores that this thesis statement
is true.

6.1 Future Work

While this thesis presents advancements in the design of practical threshold key genera-
tion and signatures, many problems remain. For example, this thesis largely considers the
problem of efficient and practical threshold Schnorr signatures. However, it is possible that
the techniques employed in this work are equally applicable in the setting of other signa-
ture schemes, such as threshold ECDSA. While randomized threshold ECDSA signatures
under honest-majority assumptions exist that similarly build upon pseudorandom secret
sharing | , ], the techniques we employ in FROST may likewise
potentially be applicable to improving the efficiency of threshold ECDSA signatures.

Another avenue for future research is the investigation of the minimal security assump-
tions required for two-round threshold Schnorr signature schemes. While Arctic can be
proven under standard assumptions, FROST requires the stronger Algebraic One-More
Discrete Logarithm (.-AOMDL) assumption. It is interesting to consider whether this dif-
ference is inherent, or if it is possible to prove two-round randomized Schnorr threshold
signature secure under weaker assumptions.

6.2 Reflections

While threshold signatures have been extensively studied in the literature for decades, it
is only more recently that threshold signatures have enjoyed adoption in practice. With
the increase in real-world deployments, additional requirements have been introduced for
the design of threshold signatures, including simplicity, minimizing round complexity, and
backwards compatibility with single-party signature schemes, such as Schnorr signatures.
These new requirements in practice have led to the research presented in this thesis.

What does the future hold for threshold signatures and distributed key generation?
Clearly, investigating how to define quantum-secure (and practical) versions of these
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schemes is an immediate priority. However, as threshold signatures gain more widespread
adoption, it will be interesting to see what additional practical requirements emerge. In
particular, using threshold cryptography beyond the core current use case of securing cryp-
tocurrencies is an important next step. Hopefully, threshold cryptography will continue to
prove its relevance in the real world by distributing trust, in a wider range of use cases in
the future.
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