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Abstract

Modern high-performance computing environments face increasing demands from data-
intensive applications, making efficient network I/O a critical performance factor. The
Linux network stack, traditionally reliant on interrupt-driven models, employs mechanisms,
such as NAPI and SoftIRQ, to balance responsiveness and throughput. However, frequent
context switches, cache pollution, and lack of alignment between application execution
and interrupt handling can degrade performance, especially under heavy network loads.
Virtualized environments further complicate this landscape, as software-emulated devices
and layered interrupt delivery introduce additional overhead. Recent advances, such as
busy polling and hardware interrupt coalescing, offer improvements but often trade off
CPU efficiency for lower latency and higher throughput.

This thesis investigates the design and evaluation of a hybrid interrupt handling mech-
anism, IRQ Suspend, within the Linux network stack. The approach dynamically switches
between interrupt-driven and busy polling modes based on application activity and traf-
fic load, aiming to reduce context switches and better synchronize packet processing with
application execution. Through comprehensive experiments on both bare-metal and vir-
tualized systems, including scenarios with VirtIO-net, SR-IOV, and PCI-passthrough, the
study demonstrates that IRQ Suspend consistently improves throughput and tail latency
compared to traditional interrupt-driven and static busy polling configurations. The re-
sults show that IRQ Suspend achieves performance close to that of pure busy polling under
high load, while significantly reducing CPU utilization during idle periods. Additionally,
examining the cache behavior of the IRQ Suspend approach reveals more efficient cache
usage compared to interrupt-driven methods, with particularly noticeable improvements
in L1 instruction cache utilization. These findings highlight the importance of adaptive,
application-aware interrupt management for modern network stacks, offering a practical
path to high efficiency and predictable performance in both physical and virtualized envi-
ronments.
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Chapter 1

Introduction

Modern high-performance computing environments support increasingly demanding work-
loads, such as large-scale key-value stores, web services, and cloud platforms, that depend
heavily on fast and reliable network I/O. As network bandwidth and CPU core counts
continue to grow, the task of efficiently delivering and processing network packets becomes
more challenging. In these systems, the operating system’s method of handling incoming
network interrupts plays a key role in determining overall performance, influencing both
throughput and latency under various traffic conditions.

Traditionally, Linux has employed an interrupt-driven model for network packet deliv-
ery. In this approach, the arrival of a packet at the network interface card (NIC) triggers a
hardware interrupt, which is serviced by a high-priority handler within the kernel. To avoid
excessive overhead from frequent interrupts, especially under high packet rates, Linux de-
fers most packet processing to a lower-priority context known as software interrupt request
(SoftIRQ) [34]. Components such as Receive Side Scaling (RSS) [59] and New API (NAPI)
[66] further refine this model by distributing interrupt handling across multiple cores and
adaptively switching between interrupt-driven and polling-based processing, respectively.

Despite these optimizations, interrupt-driven processing can still introduce significant
overhead and unpredictability. Frequent context switches, cache pollution, and the lack
of coordination with application execution can degrade both throughput and tail latency,
especially under high or bursty traffic conditions. To address these challenges, Linux has
introduced busy polling. Busy polling allows application threads to directly poll the NIC’s
receive queues, bypassing the interrupt path and enabling more predictable, low-latency
packet processing. However, this approach can lead to high CPU usage, as polling threads
remain active even during idle periods.

The complexity of interrupt handling is further magnified in virtualized environments,
where network devices are emulated and interrupt delivery is managed entirely in software.
Technologies such as VirtIO-net [49, 65] and Vhost-net [2] have been developed to reduce
the overhead of virtualized network I/O, but the fundamental trade-offs between interrupt-
driven and polling-based processing remain.
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Given these challenges, there is an opportunity for application-aware interrupt manage-
ment strategies that dynamically adapt to workload characteristics and system state. This
thesis focuses on the evaluation of a hybrid interrupt request (IRQ) handling mechanism,
known as IRQ Suspend [15], within the Linux network stack, which dynamically switches
between interrupt-driven and busy polling modes based on application activity and traffic
load.

The remainder of this thesis is organized as follows. Chapter 2 reviews the back-
ground and related work in Linux network stack interrupt handling, including detailed
discussions of interrupt-driven I/O, NAPI, busy polling, and virtualization-specific consid-
erations. Chapter 3 presents the design of the proposed hybrid IRQ handling method and
explores various network stack alignment strategies. Chapter 4 details the experimental
setup and evaluation methodology, while Chapter 5 analyzes performance results and pro-
vides insights into the underlying hardware behavior. Finally, Chapter 6 concludes with a
summary of findings and directions for future research.

1.1 Contributions

The core contributions of this thesis include:

• Assessed the effectiveness of the IRQ Suspend in virtualized environments.

• Identified underlying factors contributing to performance improvements.

• Built upon the initial proposal of IRQ suspend from prior work [10, 11].

• Contributed to the implementation of the mechanism [75].

• Performed tests on early versions to validate both functionality and performance.
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Chapter 2

Background and Related Work

2.1 Busy Polling vs. Interrupt-Driven I/O

In device I/O operations, the CPU requires a mechanism to determine when a periph-
eral device, such as a disk or a NIC, has data available or has completed an operation.
Two principal methods are employed for this interaction: busy polling (synchronous) and
interrupt-driven (asynchronous) signaling. In busy polling, the CPU continuously inspects
the device’s status registers in a tight loop to check if servicing is needed. This approach
ensures immediate awareness of device readiness by actively polling the hardware. Alterna-
tively, interrupt-driven I/O allows the device to notify the CPU when it requires attention
by raising an interrupt. Upon receiving such a signal, the CPU temporarily halts its cur-
rent task and invokes the appropriate Interrupt Service Routine (ISR) within the operating
system to handle the event.

From a performance standpoint, busy polling avoids the overhead of context switching
and keeps execution within the same thread, which may reduce latency in some scenarios.
However, it leads to inefficient CPU usage during idle device periods, as the processor
cannot sleep or perform other useful work. It also prevents entry into low-power states,
resulting in higher energy consumption.

In contrast, interrupt-driven I/O provides more efficient CPU utilization by allowing
the processor to execute other tasks or enter power-saving modes, responding to devices
only when needed. Despite this efficiency, it introduces performance overheads due to
the context switch required to service each interrupt. Under high interrupt load, this can
escalate into interrupt livelock [48], where excessive time spent in interrupt handling
starves user-level processes. Additionally, interrupts introduce inherent latency between
the device’s signal and the CPU’s handling, caused by factors such as scheduling delays,
interrupt masking, or preemption by higher-priority events.

In modern systems the network stack is one of the most demanding device I/O subsys-
tems, as NIC link speeds have grown from gigabit to tens or even hundreds of gigabits per
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second. Every incoming packet must traverse multiple layers of the network stack, from
the NIC’s driver up through protocol layers such as TCP or UDP. Inefficient I/O handling
at any stage can lead to packet drops, CPU saturation, and degraded application perfor-
mance. Relying solely on interrupts at these speeds can generate millions of events per
second, overwhelming both the CPU and the interrupt subsystem. By contrast, continuous
polling can waste vast numbers of CPU cycles when the load is below a certain point. This
trade-off has driven the adoption of hybrid solutions, most notably NAPI, and further
optimizations, such as multiqueue processing, IRQ affinity, and deferred polling [16] to
sustain increasing traffic volumes without sacrificing responsiveness or unduly taxing CPU
resources.

2.2 Interrupt-Driven Handling in the Network Stack

In traditional UNIX-like [71] operating system kernels (such as Linux), the network stack
relied exclusively on hardware interrupts to deliver incoming packets to the protocol layers.
When a packet arrives, the NIC raises an interrupt that invokes its ISR. The ISR then
disables further NIC interrupts, fetches the packet from the Direct Memory Access (DMA)
ring buffer, and hands it off directly to the network stack. After traversing the IP, transport,
and socket layers, any user-space process waiting for that packet is awakened. Because this
delivery occurs independently of the application’s context, it is referred to as asynchronous
execution.

Early applications typically used blocking I/O calls (e.g., read, write) under a one-
thread-per-connection model, which led to substantial scheduling overhead as connection
counts increased. To mitigate this, operating systems introduced I/O-multiplexing APIs,
first select and poll [5, 22], and later epoll [46] and kqueue [38], enabling a single thread
to efficiently monitor and service many simultaneous connections.

Under light traffic, this interrupt-driven approach incurs minimal overhead and delivers
packets to the stack almost instantaneously. However, as packet rates increase, its efficiency
collapses: the ISR often runs for extended periods with interrupts disabled, incurring
costly context switches, and can even suppress lower-priority interrupts entirely. This
leads to erratic latency spikes and risks dropped events when the CPU remains tied up in
the ISR. To address these shortcomings, the modern network stacks incorporate adaptive
mechanisms, such as IRQ deferral. This thesis examines these Linux-specific interrupt-
handling strategies in depth.

2.2.1 Interrupt-Driven approach in Linux Kernel

Linux systems adopt an interrupt-driven I/O model for handling high-speed NICs, but
with key modifications to manage the high frequency of events these devices can generate.
When a packet arrives at a NIC (RX path), the standard processing sequence begins with
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the device transferring the packet into system memory using DMA, placing it into a pre-
allocated ring buffer, known as an RX queue. Once the transfer is complete, the NIC raises
a hardware interrupt to notify the CPU that a new packet is available.

The interrupt is initially serviced by the NIC device driver through a short interrupt
handler, commonly referred to as the top half in Linux terminology [77]. This handler
runs at high priority, often with interrupts on the same line temporarily disabled to avoid
nested handling. Its role is intentionally limited in scope to ensure minimal execution
time. Typically, the handler acknowledges the interrupt and flags the packet for further
processing. To prevent interrupt flooding, the handler also disables further interrupts from
the same device and defers the main processing to a lower-priority execution context. This
deferral strategy is essential because complete packet processing, such as passing it through
the network stack, can be computationally expensive. Performing such work directly within
the interrupt handler would extend the duration during which the CPU is unavailable for
other tasks and may delay the handling of subsequent interrupts. By offloading this work
to a deferred context, Linux ensures more balanced CPU utilization and reduced latency
across system operations.

Linux handles deferred interrupt processing using a mechanism known as SoftIRQ
[34, 78]. A SoftIRQ serves as the bottom half handler, a routine that is scheduled to
execute outside of the immediate hardware interrupt context, allowing the system to com-
plete tasks initiated by an interrupt without holding up the CPU. The Linux networking
subsystem relies extensively on SoftIRQ. Specifically, it defines dedicated SoftIRQ types
such as NET RX SOFTIRQ for packet reception and NET TX SOFTIRQ for transmission (TX
path).

The execution of a SoftIRQ generally occurs shortly after it is raised, either as the CPU
exits the hardware interrupt context or at the next suitable opportunity within the kernel’s
scheduling cycle. The Linux kernel checks for any pending SoftIRQs after completing
hardware interrupt handling, as well as during system call returns or when performing
a reschedule. For incoming network traffic, the SoftIRQ handler is the net rx action

function, which is registered during system initialization as the handler for NET RX SOFTIRQ.
The net rx action function carries out the majority of the work associated with processing
received packets, making it a central component of the Linux network stack’s receive path.

SoftIRQs in Linux offer significant scalability benefits but also introduce potential lim-
itations. One of their key strengths is the ability to execute concurrently across multiple
CPUs, enabling high-throughput workloads, such as handling large volumes of incoming
network packets, to be effectively distributed among CPUs. On systems with multi-queue
NIC, techniques, such as RSS [59] allow each queue’s interrupt to be directed to a separate
CPU core. Each core can then independently raise and process its own instance of the
network SoftIRQ, which supports parallel packet processing and improves performance on
multi-core systems. However, this design also carries the risk of SoftIRQ induced CPU
starvation. If packet arrivals are continuous and excessive, the system may spend an in-
ordinate amount of time handling SoftIRQs, delaying other kernel- or user-space tasks.

5



To address this, Linux introduces heuristics and control mechanisms, such as capping the
number of packets or the time spent per SoftIRQ execution (e.g., limiting processing to a
2 ms window). When these thresholds are exceeded, the remaining work is either resched-
uled or offloaded to a dedicated per-CPU kernel thread known as ksoftirqd, ensuring a
balance between responsiveness and fairness in CPU time allocation.

2.2.2 Adaptive Polling in Linux: NAPI

While SoftIRQ improves efficiency by deferring and batching work, very high rates of in-
coming network packets can still strain system resources by triggering many interrupts.
To mitigate this, the Linux networking subsystem employs NAPI [74, 66], a mechanism
designed to reduce interrupt overhead through adaptive polling. NAPI provides a hybrid
approach that blends interrupt-driven and polling-based processing. When a packet ar-
rives on an idle network interface, the NIC initially generates an interrupt, triggering the
driver’s interrupt handler. Rather than processing just a single packet, the handler disables
further interrupts for that NIC and schedules a NAPI poll routine, which is executed in
SoftIRQ context via net rx action. This routine enters polling mode temporarily, fetch-
ing and processing packets directly from the NIC’s RX queues in batches. The poll function
continues either until it reaches a configured packet limit (the budget) or the RX queue
is empty. By processing multiple packets per interrupt, NAPI significantly reduces the
frequency of interrupts and spreads their overhead across many packets, improving overall
system efficiency in high-traffic scenarios.

During the NAPI polling cycle, if the poll function processes fewer packets than the
defined budget, this suggests that the system has caught up with the incoming traffic and
the NIC’s receive buffer is empty. In such cases, the polling routine concludes by invok-
ing napi complete done, which re-enables hardware interrupts for that NIC. This allows
the system to revert to interrupt-driven processing for subsequent packets, maintaining
low-latency responsiveness under light traffic conditions. Conversely, if the polling cycle
reaches the budget limit, indicating that additional packets may still be pending or arriving
faster than they can be processed, the system does not immediately re-enable interrupts.
Instead, it keeps interrupts disabled and typically schedules another polling round to han-
dle the remaining load. This adaptive behavior enables the system to remain in polling
mode during periods of heavy traffic, effectively reducing interrupt overhead, while still
transitioning back to interrupt mode during lighter traffic to optimize for responsiveness.

NAPI offers a balanced and adaptive mechanism for handling network packet reception,
combining the strengths of both interrupt-driven and polling-based processing. Under
high traffic conditions, NAPI significantly improves throughput and reduces CPU usage
by minimizing interrupt overhead and context switching. It allows packet processing to
scale across multiple CPUs by associating each RX queue with a dedicated NAPI context,
which can be scheduled concurrently via SoftIRQ. This design improves cache locality,
supports efficient packet drops at the NIC buffer under overload, and helps preserve packet
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ordering. Modern multi-queue NICs benefit greatly from this architecture, as each queue
and its corresponding interrupt can be mapped to separate CPU cores, enabling parallel
and efficient packet handling.

However, in low-load scenarios, the interrupt-driven nature of NAPI causes application
threads to relinquish the CPU when no packets are available, transitioning cores into sleep
states. This introduces additional latency due to CPU wake-up time, thread scheduling
delays, and reduced processing speeds caused by power-saving states.

2.2.3 SoftIRQ Coalescing (Timer-Based NAPI) in Linux

The modern Linux kernel1 introduces a mechanism called SoftIRQ Coalescing (also known
as timer-based NAPI) [74], which further suppresses both hardware and software interrupts
when a NAPI polling cycle finishes without processing any packets. This approach aims
to lower the overhead caused by repeated SoftIRQ activations and frequent re-enabling of
hardware interrupts, especially under bursty traffic conditions.

Section 2.2.2 describes that when a NIC interrupt triggers NAPI polling, the driver
disables additional RX interrupts, and the NAPI poll function begins processing packets in
a loop. Once the polling cycle finishes, the NAPI logic re-enables hardware interrupts so
the NIC can signal the arrival of future packets. When SoftIRQ coalescing is enabled, this
behavior changes. Rather than immediately re-enabling the NIC interrupt at the end of
each poll, the kernel sets a timer to initiate the next NAPI poll after a configured delay.
This delayed activation reduces the frequency of interrupts and lowers processing overhead,
particularly under bursty or variable traffic. In effect, NAPI operates in a timer-driven
polling mode, postponing the re-enabling of interrupts for a short time. If packets arrive
during this interval, they do not trigger new interrupts; instead, the next scheduled NAPI
poll picks them up.

To implement this mechanism, two flags have been introduced: gro flush timeout

[19] and napi defer hard irqs [21]. It is important to note that the gro flush timeout

flag originally existed in the kernel to give the Generic Receive Offload engine its high-
resolution timer for flushing partially-aggregated packets. Later, this flag was repurposed
to be used as part of the SoftIRQ Coalescing. The gro flush timeout parameter defines
the delay interval in nanoseconds for the timer. This value determines how long the system
defers re-enabling the NIC interrupt while waiting for additional packets to arrive. The
napi defer hard irqs parameter specifies the number of consecutive empty NAPI polls
the system allows before giving up and re-enabling interrupts. Together, these settings
control how long the system stays in polling mode before returning to interrupt-driven
processing. These flags can be configured globally per NIC device using sysfs. However,
recent Linux kernels2 offer granular control through per-NAPI configuration, allowing sys-
tem administrators and developers to fine-tune software IRQ coalescing on a per-instance

1Linux version 5.0
2Linux version 6.13
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basis rather than globally [75]. This granular configurability is especially valuable in sys-
tems with multiqueue NIC or heterogeneous traffic, where different coalescing strategies
can be applied to optimize the trade-off between CPU utilization and packet-processing
latency.

2.2.4 Hardware Interrupt Coalescing

Although the kernel’s interrupt mitigation strategies, from pure interrupt-driven delivery
through NAPI’s adaptive polling to timer-based SoftIRQ coalescing, have steadily reduced
CPU overhead, they still incur processing costs on the host. Modern NICs, therefore,
offload much of this work into hardware, using both static and adaptive coalescing to
group packet arrivals before raising interrupts.

Static hardware interrupt coalescing relies on two primary mechanisms to reduce in-
terrupt frequency. In the timer-based configuration, the NIC defers raising an interrupt
for a specified duration (controlled via parameters rx usecs and tx usecs in ethtool),
allowing multiple packets to be grouped and processed together. Alternatively, in the
threshold-based mode, the NIC generates an interrupt once a predetermined number of
packets have arrived, using settings such as rx frames and tx frames [29, 62].

These configurations introduce some latency during periods of low network activity, as
packets may remain queued in the hardware until the timer expires or the packet thresh-
old is met. However, under heavier traffic conditions, this batching strategy significantly
reduces CPU overhead by minimizing the interrupt rate.

Static parameters cannot simultaneously optimize for latency in quiet periods and few
interrupts under heavy load. To address this trade-off, modern NICs support Dynamic In-
terrupt Moderation (DIM). DIM periodically samples per-queue statistics, such as packets
received, bytes processed, and interrupts fired, and adjusts the interrupt rate registers on
the fly. When sustained high traffic is detected, DIM lengthens the coalescing timer or
raises the frame threshold to group more packets and reduce overhead; in quieter intervals,
it shortens timers or lowers thresholds to ensure prompt packet delivery [23, 31].

2.3 Polling in the Network Stack

Section 2.2 shows that interrupt-driven I/O operates independently of the application’s
execution state. In this model, packet delivery is initiated by the hardware and proceeds
regardless of whether the receiving application is currently active. This lack of coordina-
tion can distort application execution by causing frequent context switches between the
application and the interrupt handler.

This issue becomes particularly pronounced in scenarios involving a dominant appli-
cation. A networking workload that consumes the majority of system traffic and runs on
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a designated subset of NIC queues and CPU cores. When interrupts intended for this
application are not coordinated with its execution, performance suffers due to application
execution distortion. Additionally, packets may arrive for other, less active applications,
which further amplifies context switching (between the application and the interrupt han-
dler context) and degrades CPU efficiency, even when those applications are not actively
scheduled.

In contrast, a pure polling approach places the responsibility of packet reception on the
application, which continuously loops to check the NIC’s RX queues for incoming packets.
Since this polling occurs within the application’s thread context, polling is often referred to
as a synchronous processing model. A key advantage of busy polling over interrupt-driven
methods is that the application determines when polling should begin. However, this
control comes at the cost of increased CPU usage, as the application must poll continuously
regardless of whether packets are arriving. This thesis focuses on polling mechanisms
implemented within the Linux kernel.

2.3.1 Busy Polling in Linux

Linux supports busy polling by allowing the socket layer to directly access the NIC’s receive
queue, bypassing the traditional interrupt-driven model for packet notification. When
busy polling is enabled, the kernel probes the NIC’s RX queue for new packets within the
calling application’s thread context, continuing until either a predefined threshold is met
or a timeout occurs. This avoids putting the thread to sleep and eliminates reliance on
interrupt wake-ups. The mechanism is built on top of the NAPI infrastructure, where the
thread actively invokes the NIC driver’s NAPI poll function to fetch packets. Busy polling
has undergone a notable evolution since its inception. Initially, it required dedicated driver
support through the ndo busy poll callback. With the release of Linux 4.12, busy polling
was further extended to work with the epoll interface, broadening its applicability to more
I/O-driven applications [79, 20].

Busy polling in Linux can be enabled system-wide through the net.core.busy poll

parameter, or configured on an epoll instance for finer control starting with kernel version
6.13 [18]. When enabled, applications can initiate busy polling during I/O multiplexing
calls such as epoll wait. If no packet arrives during the polling window, the application
thread transitions to a sleep state and waits for new interrupts. However, if a packet is
received during this period, it is processed synchronously in the same execution context as
the application.

This model allows applications to actively notify the kernel when they are idle and wait-
ing for incoming packets by invoking epoll wait. It establishes a cooperative interaction
between the application and the kernel, aligning packet processing with the application’s
execution state. Similarly, the NAPI mechanism (refer to Section 2.2.2) performs a form of
speculative polling when no packets are initially detected. In such cases, it runs a short op-
timistic loop to check for new packets before re-enabling interrupts. However, this NAPI
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polling loop fundamentally differs from busy polling. While busy polling occurs within
the context of the application thread, the NAPI loop runs independently in the SoftIRQ
context and has no awareness of the application’s workload.

Despite its advantages, busy polling is not without limitations. Interrupts can still
interfere with application execution. Although they are temporarily suppressed during the
busy polling phase, the kernel re-enables them afterward. As a result, while the application
is processing previously received data, it may still experience disruptions to its execution
flow. In addition, continuous RX polling leads to wasting CPU cycles.

2.4 Virtualization

Virtualization is a foundational technology in modern computing that enables multiple
Operating Systems (OS) to run on a single physical machine. A Virtual Machine (VM), or
a guest, executes an OS image on a physical machine. This physical machine that executes
a VM, is termed a Hypervisor (HV) [2]. Virtualization abstracts the underlying hardware
and provides each VM with an isolated environment, such as virtualized CPUs, memory,
disks, and network interfaces. This approach maximizes hardware utilization and enhances
flexibility for deploying, managing, and maintaining software systems. Several technologies
and tools work together to enable virtualization. Among the most prominent for Linux
are:

• Kernel-based Virtual Machine (KVM) [35]: KVM is a virtualization solution
that allows the Linux kernel to act as a HV. It enables multiple VMs to run in isolation
on a single physical host. Each VM operates within its own isolated environment,
complete with virtualized components such as CPU, memory, storage, and network
interfaces. KVM also leverages hardware-assisted virtualization technologies, such as
Intel VT-x [30] and AMD-V [55], to reduce overhead associated with caching, I/O,
and memory operations, allowing virtualized workloads to execute with performance
close to that of native hardware.

• Quick Emulator (QEMU) [7]: QEMU is an open-source machine emulator capa-
ble of replicating various hardware devices and CPU architectures. It can emulate
full systems, including CPUs and device peripherals. When used in combination
with hardware acceleration (e.g., Intel VT-d) or a virtualization solution like KVM,
QEMU can run virtual machines with near-native performance. Virtual machines
can be launched using QEMU’s command-line interface.

• Libvirt [72]: Libvirt is an open-source API designed for managing virtualization
platforms. It offers a standardized interface for creating, monitoring, and control-
ling virtual machines. Libvirt translates XML-based configurations into QEMU
command-line instructions. It also abstracts the complexity of managing different
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HV technologies, including KVM, Xen [6], and VMware [76], making it easier to
manage virtualized environments.

Each virtual machine operates with its own user and kernel space contained within a
QEMU process. A separate QEMU process exists for each virtual machine. Meanwhile,
KVM operates within the kernel space of the host virtualization system [61].

The discussion in the previous sections is focused on real interrupts generated by phys-
ical NICs. However, in virtualized environments, the scenario is different, in that the
underlying physical machine emulates interrupts. These virtual interrupts play a crucial
role in the performance of virtual NICs. It is important to understand how these emulated
interrupts are generated and how they affect the overall packet processing efficiency in a
virtualized setup. This section explores the behavior of virtual NICs and examines how
they handle packet processing within such environments. This section also discusses al-
ternative virtualization networking techniques used in virtualized environments, including
PCI-passthrough and Single Root Input/Output Virtualization (SR-IOV), in which direct
access to the physical NIC is achievable.

2.4.1 Traditional Network Virtualization

In traditional network virtualization, the VM is provided with a fully emulated NIC, such
as an Intel E1000 or Realtek RTL8139 Ethernet card [9]. When the guest OS boots, it
detects a virtual PCI NIC that mimics a real device and loads the appropriate driver
(e.g., the e1000 driver [73]). The guest driver operates with this virtual NIC as if it were
actual hardware, writing to control registers and configuring descriptor rings for sending
and receiving packets. All of these interactions are intercepted and handled by the HV’s
virtual device emulation layer.

When the guest driver attempts to transmit a packet by writing to a transmit descriptor
register, it invokes a VM EXIT hypercall—which saves the guest CPU’s state and switches
execution into the HV, performing a context switch from the guest to the HV. At this
point, QEMU’s emulated NIC reads the packet from the guest’s memory and forwards it
to the host’s networking subsystem, typically via a TAP device [37], which then routes the
packet through the physical NIC or a virtual switch. For incoming packets, the process
is reversed: the host receives the packet (for example, on a TAP device), passes it to the
HV’s emulated NIC, which copies the data into the guest’s receive buffer and raises a
virtual interrupt to inform the guest OS of the arrival. In this setup, QEMU handles all
aspects of device operation, including register emulation and networking logic, serving as
the intermediary between the guest and the host network.

This setup offers both benefits and drawbacks. Its main advantage lies in broad com-
patibility, any HV that supports the emulated device driver can use it without requiring
changes to the guest OS. However, because the HV manages all packet transmission and
reception while the guest remains unaware of the underlying virtualization, each packet
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incurs multiple context switches and data transfers between the guest and host. This
overhead results in a significant performance penalty.

2.4.2 VirtIO-net: Optimizing Network Virtualization

The VirtIO-net driver is a paravirtualized network driver designed to enhance the perfor-
mance of network I/O in a virtualized environment. Conventional network virtualization
techniques depend on full emulation of the NIC [65, 70], causing high context switching
(VM EXIT) overhead. VirtIO-net, on the other hand, is an example of a paravirtualization
method by which the guest operating system knows it exists in a virtual environment and
makes use of specialized drivers to communicate with the HV.

VirtIO-net offers several notable advantages over traditional virtualization methods. It
reduces the redundant context switches caused by VM EXIT calls, which significantly reduces
CPU overhead during network operations. Rather than emulating hardware interfaces,
VirtIO-net leverages shared memory for data exchange between the guest and host systems,
creating a more efficient communication path. Additionally, it provides a versatile solution
that adapts well to various virtualized environments, making it an optimal choice for
modern virtualization deployments.

The VirtIO-net architecture consists of two main components: the frontend driver in
the guest operating system and the backend driver in the HV [2]. These components
communicate with each other through shared memory. The frontend driver in VirtIO-net
is a network device in the guest operating system. It handles network operations and
communicates with the backend driver through Virtqueues. Virtqueue is a shared memory
structure between the guest and HV that manages the I/O operations.

Within the HV environment, the backend driver (typically integrated into systems like
QEMU for KVM) handles the critical task of transferring data between Virtqueues and the
host’s network infrastructure. When a guest transmits packets, the backend driver forwards
them to a TAP device [37], which functions as a virtual network interface operating on
the host system. A TAP device is a software-emulated Ethernet adapter that delivers raw
Ethernet frames to user-space programs via a file descriptor, allowing the QEMU to read
or inject packets into the physical NIC. Conversely, when packets arrive from external
networks, they first reach the TAP device, then pass through the backend driver, which
subsequently places them into the Virtqueue’s receive queue for guest processing.

The Virtqueue is described as a shared memory structure between the guest and the
HV, used to manage I/O operations in a virtualized environment. However, Virtual Ring
(Vring) is the ring buffer structure that is responsible for the actual data transportation
between HV and VM. The Vring mechanism is the core of VirtIO-net’s performance and
functionality. A Vring consists of three parts:

• Descriptor Table: Holds metadata of data buffers, including their memory location
and size.
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• Available Ring: The guest uses this ring to tell which buffers wait for processing.

• Used Ring: The HV updates the used ring to indicate it processed some buffers.

This architecture enables efficient asynchronous communication between the frontend and
backend drivers with less synchronization overhead.

One of the key optimization features of Vring are the interrupt suppression flags. These
interrupt suppression flags allow batch operation, which results in fewer host-guest noti-
fications. For instance, multiple buffers can be added to the available ring before sig-
naling the host, enabling efficient handling of bursts of I/O requests. Similarly, the HV
can suppress interrupts when updating the used ring, reducing interrupt overhead dur-
ing high-throughput operations. This communication mechanism between HV and the
guest reduces the latency compared to the traditional methods. Benchmarks show that
VirtIO-net’s paravirtualized transmission mechanism achieves 25% lower latency than fully
emulated devices [49].

2.4.3 Journey of a Packet through VirtIO-net Driver

This subsection shows how VirtIO-net moves packets between the backend and frontend
sides in both directions for TX and RX paths.

When the frontend driver writes a packet into the Available Ring of the Vring, it
notifies the backend by writing to a shared memory region, which triggers a VM EXIT3,
pausing the VM and handing control to the KVM. It is important to note that when
the interrupt suppression flag is active, the interrupt is postponed until a certain number
of packets have been enqueued. The KVM’s exit-processing path in the kernel catches
the VM EXIT, inspects its cause (a write to a specific memory region), packages up the
exit reason, and returns control to the QEMU in userspace. The QEMU identifies the
event as originating from the VirtIO-net device and, using the details provided by the
KVM, triggers its backend emulation routine. It then interacts with the TAP interface to
simulate a physical NIC and updates the Vring descriptor to indicate that the buffer has
been used. After completing this processing, the QEMU notifies the KVM, which restores
the virtual CPU’s saved state and resumes execution within the guest.

Once the guest is running again, the receive side of the VirtIO-net path takes over:
within the VirtIO-net backend, the QEMU spawns dedicated I/O threads tasked with
monitoring the TAP interface’s file descriptor for incoming traffic. These threads wake
as soon as the descriptor becomes readable, indicating that packets have arrived on the
physical NIC. At that point, the QEMU invokes the registered callback function, which

3A VM EXIT occurs when the CPU halts execution within the VM and transitions into the HV mode to
manage operations that the guest is not permitted to handle directly, such as I/O, privileged instructions,
or access to restricted memory. During this process, the CPU preserves the guest’s state, then transfers
control to the HV.
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reads the packets from the TAP device, scans the shared Vrings to locate an available RX

descriptor, copies the packet data into the RX Vring, advances the Used Ring pointer, and
marks the descriptor as used. At this point, the QEMU checks for the interrupt suppression
flag. If it is enabled, the QEMU waits for more packets until a threshold is met before
triggering an interrupt. After placing the packets into the shared queue, the QEMU signals
the KVM to run the guest and inject an interrupt into the virtual CPU. If the guest is idle
and waiting for packets, the KVM immediately resumes its execution; otherwise, the HV
records the pending notification and waits for the next VM EXIT, such as a timer or another
I/O event, to inject the signal [69]. The guest’s VirtIO-net frontend driver then handles
the interrupt by entering its polling routine, processing any received packets, and, if no
additional packets remain, returning to an interrupt-waiting state. Figure 2.1 illustrates
the packet processing workflow as defined by the VirtIO-net architecture.

Figure 2.1: VirtIO-net Architecture, Reprinted From [47] With Permission

2.4.4 Vhost-net: Optimizing the VirtIO-net Driver

The Vhost-net architecture enhances the traditional VirtIO-net design by shifting the data
path from the QEMU to a specialized kernel-space driver. With the Vhost-net driver oper-
ating within the host kernel, tasks such as Virtqueue management and packet forwarding
are performed entirely in kernel space, eliminating the need to route packets through
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the QEMU userspace process [2]. This design significantly reduces system calls, context
switches, and unnecessary data copying, which would otherwise be incurred during packet
transfers between the HV and the guest.

In the standard QEMU-based VirtIO-net setup (refer to Section 2.4.2), each packet
transmission involves the guest placing a buffer into a Virtqueue and notifying the QEMU
through KVM. The QEMU then retrieves the buffer, transmits it using the TAP interface,
and notifies the guest, again via the KVM, that the buffer has been processed. A similar
pattern occurs on the receive path, with interactions between the QEMU and the host
kernel (via the KVM). These exchanges between the userspace and kernel space of the host
introduce overhead due to frequent user-kernel transitions, memory copies, and context
switches. The Vhost-net approach avoids this overhead by allowing the kernel to manage
both the Virtqueues and the TAP interface directly. This enables packet transfers to bypass
the QEMU entirely, allowing data to move directly between the guest and the host network
stack.

Figure 2.2 illustrates how the packet path differs within the Vhost-net setup in com-
parison to VirtIO-net architecture. In this configuration, the Virtqueues are moved from
the QEMU process in the host userspace to the host kernel space.

Figure 2.2: Vhost-net Architecture Reprinted From [2] With Permission
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2.4.5 Device Passthrough

The VirtIO-net driver provides a paravirtualized network interface to virtual machines,
presenting a standardized virtual NIC to VMs rather than emulating specific hardware.
By offloading much of the virtualization work to the HV, VirtIO-net achieves good per-
formance and portability, but it still relies on software interception of every packet and
interrupt. In workloads demanding high throughput or low latency, such as large-scale web
services, or real-time data applications, this overhead can become a bottleneck. To address
these limitations, modern server-class NICs offer capabilities for direct device assignment,
allowing a physical NIC to be passed through to a virtual machine. In this setup, the
guest interacts with the NIC as if it were directly attached, just like the host would. This
approach bypasses the host’s network stack entirely, and hardware-generated interrupts
are delivered directly to the guest rather than being emulated. The Virtual Function I/O
(VFIO) kernel driver is responsible for enabling and managing this direct assignment.

The Linux kernel’s VFIO framework enables secure userspace access to hardware de-
vices by utilizing modern Input-Output Memory Management Unit (IOMMU) [1] features.
Developed to replace older methods such as UIO [36] and KVM-specific device assignment,
VFIO delivers a unified environment protected by IOMMU, enabling direct device access
while preserving overall system integrity. This capability proves essential in areas like
virtualization, high-performance computing, and low-latency I/O scenarios [41].

The security foundation of VFIO relies on IOMMU groups, which represent the small-
est units of hardware isolation enforced by the system’s IOMMU. Each group contains
devices that share physical DMA routes, and the Linux kernel mandates that all devices
in an IOMMU group must bind to VFIO drivers simultaneously. This rule ensures no HV
driver retains access to any group member, effectively closing off potential security risks
by preventing unauthorized DMA access. Within these groups, page tables manage ad-
dress translation for device memory accesses; although each group provides the minimum
isolation required for secure operation, VFIO supports page table sharing between groups
through its container abstraction, thereby reducing both platform and userspace overhead.

To coordinate multiple IOMMU groups and streamline their management, the VFIO
framework introduces containers as a higher-level abstraction. A container aggregates
several IOMMU groups under a single security boundary, manages their shared DMA
mapping policies and page tables, and enforces strict isolation of device DMA behavior.
By linking groups via a container, userspace applications can share page tables across
those groups, substantially decreasing Translation Lookaside Buffer (TLB) thrashing and
enhancing performance by reducing address translation overhead [41].

VFIO-PCI acts as a bridge between physical PCI devices and virtual machines, granting
VMs direct device access with near-native performance while preserving security through
IOMMU protection [58]. When a VM requests access to a physical device, the host first
binds the PCI device to the VFIO-PCI driver within the HV. QEMU then communicates
with the driver to present the device to the guest, allowing nearly transparent hardware
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access with minimal intervention from the HV. VFIO-PCI handles this device exposure by
mapping the device’s memory regions into the VM and managing its interrupts on behalf
of the guest. Under the covers, the VFIO-PCI driver uses the IOMMU to map each Base
Address Register into the VM’s address space, yielding an IOMMU-protected region that
the guest can safely use. When the VM issues DMA requests, VFIO-PCI collaborates with
the IOMMU to establish I/O virtual-to-physical address mappings, ensuring that device-
initiated DMA operations remain confined to the VM’s assigned memory and cannot breach
isolation guarantees.

Building on the VFIO-PCI functionality, PCI-passthrough grants a VM exclusive, near-
native access to the NIC by binding it to the VFIO-PCI driver on the host. To set this
up, the host must first enable and configure the IOMMU (e.g., Intel VT-d or AMD Vi) in
BIOS. Once the IOMMU is active, the VFIO framework programs the DMA remapping
tables so that all NIC-initiated memory accesses are confined to the VM’s physical address
space. This remapping is achieved through the IOMMU. The IOMMU translates the
NIC-generated addresses to the VMs physical address space. In addition, VFIO enables
the interrupt remapping, ensuring that the NIC’s IRQs are routed directly to the guest
rather than handled by the host. At this point, the administrator binds the NIC to
VFIO-PCI (replacing any in-kernel host driver), and QEMU is instructed to attach that
VFIO device to the VM. From then on, the guest sees the NIC as if it were its own:
NIC’s memory regions appear in guest’s address space, DMA operations flow securely
through the IOMMU, and interrupts fire directly inside the VM, all without additional
context switches through userspace. However, because PCI-passthrough allocates the entire
physical function exclusively to a single VM, it prevents sharing of that device among
multiple guests.

2.4.6 SR-IOV

PCI-passthrough implements a Full Passthrough model, granting a VM exclusive control
of the physical NIC and preventing any other guest from accessing it. An alternative
method exists to enable multiple VMs to share the same NIC hardware. The option is
called SR-IOV, referred to as Partial Passthrough in this thesis.

SR-IOV extends the PCI-passthrough model by subdividing one Physical Function (PF)
into multiple Virtual Function (VF), each of which can be passed through independently.
The PF is a fully featured PCIe function that manages SR-IOV capabilities (e.g., enabling
or disabling virtualization), whereas each VF is a lightweight PCIe endpoint that shares
the PF’s underlying hardware resources, such as queues, buffers, and DMA engines, but
presents its own base address registers, interrupt lines, and DMA streams. Virtual func-
tions cannot perform administrative tasks, such as resetting the device or changing shared
configuration; those remain the PF’s responsibility, ensuring safe separation between con-
trol and data planes.

To enable SR-IOV, the PF driver on the host writes the desired number of VFs to the
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NIC’s PCI configuration space (by setting the /sys/class/net/NIC PF/sriov numvfs). The
hardware then exposes that many new VF PCIe functions, each appearing as a separate
PCI device with its own DMA regions and interrupts. Administrators bind each VF
to VFIO-PCI just as with full passthrough. Underneath, the IOMMU is configured to
maintain isolated DMA mappings for each VF, and interrupt remapping directs each VF’s
interrupts straight to its assigned VM. Finally, QEMU attaches the VFIO-bound VFs to
individual guests, giving each VM a hardware-enforced, high-performance interface while
sharing the same underlying physical device.

Figure 2.3: PCI-passthrough and SR-IOV Architecture for a NIC
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Chapter 3

Network Stack Alignment

Chapter 2 explains that modern network stacks rely on two fundamental models for pro-
cessing incoming packets. The first is the asynchronous, interrupt-driven model, where
packet arrival triggers a hardware interrupt that invokes the NIC driver’s ISR, which in
turn defers further processing to the SoftIRQ context. The second is the synchronous,
polling-based model, where either the application or a kernel-bypass framework continu-
ously scans the NIC’s descriptor rings in a tight loop, enabling immediate packet handling
without relying on interrupts. The Linux networking subsystem accommodates both mod-
els. However, each introduces its own set of limitations that can affect performance under
different workloads.

This chapter introduces a set of configurations for organizing IRQ handling that explore
various combinations of spatial and temporal alignment within the Linux network stack.
Spatial alignment refers to the mapping of interrupt handling and application execution
to the set of physical CPU cores (core locality), whereas temporal alignment captures the
coordination of interrupt handling with the application’s execution path.

It is also important to emphasize that all configurations focus exclusively on optimizing
the RX path of the NIC. Since TX interrupts occur much less frequently and are typically
triggered only to reclaim transmit descriptors, they contribute minimally to the overall
overhead and are therefore not the focus of optimization in this work.

3.1 IRQ Routing

Efficient interrupt routing is a key aspect of modern network stack performance, partic-
ularly in systems with multiple CPU cores and Non-Uniform Memory Access (NUMA)
configurations. Affinity mappings define which CPU core is responsible for handling each
hardware interrupt. Each queue on the NIC is linked to a unique IRQ number, which can
be explicitly mapped to a set of CPU cores. This mapping influences cache locality, wake-
up latency, and the cost of inter-core communication. The impact is especially critical in
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multi-socket systems, as NICs are physically connected to a specific CPU socket. When
interrupts and packet processing are handled on cores or memory outside that socket, the
traffic must traverse inter-socket links, resulting in additional latency and performance
penalties.

The method used to handle each IRQ is important in shaping network stack perfor-
mance, especially in interrupt-driven setups where RX queues produce frequent interrupts.
While the optimal strategy may vary based on workload characteristics, two prevalent ap-
proaches are generally adopted: one involves dynamically distributing IRQs across available
CPU cores, whereas the other uses static assignments that bind specific IRQs to dedicated
cores.

3.1.1 Dynamic Routing

In dynamic IRQ routing, a user-space daemon is typically responsible for monitoring and
then reprogramming the interrupt handling across multiple CPU cores, based on the mon-
itored data, to prevent bottlenecks on any single core. A common implementation of this
strategy is IRQ balancing, which distributes the load of hardware interrupts based on
observed traffic patterns. Since different IRQs may experience varying levels of activity
depending on the workload, a daemon (called irqbalance daemon in Linux) monitors IRQ
usage and periodically updates CPU affinity settings to maintain an even distribution of
interrupt processing across available cores [27, 50, 57].

However, this approach has notable drawbacks. It does not account for the placement
and scheduling of the application, which can lead to poor performance or sub-optimal local-
ity (e.g., interrupts are assigned to CPUs on different NUMA nodes). In addition, different
assignments for IRQ placement can produce performance variations. This variability is
problematic for high-performance networking applications that demand a stable and pre-
dictable throughput. Finally, for a controlled performance evaluation, this approach is
inadequate, as it makes reproducing consistent results more difficult. As a result, disabling
the irqbalance daemon and utilizing a static method for IRQ affinity is usually preferred
in such scenarios.

3.1.2 Static Routing

An alternative is static routing, where each IRQ line is permanently bound to specific
CPU cores. There are two common strategies for static assignment. The first approach
maps IRQs to the same cores used by the application, allowing both packet processing and
application execution to occur on the same set of CPUs. The second approach, known as
IRQ packing, allocates a small, dedicated set of cores exclusively for handling interrupts.

The first approach, often referred to as one-to-one mapping, assigns each RX queue
to a dedicated CPU core. In a standard configuration, an application utilizing N cores
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(with N threads) is paired with N RX and N TX queues, where each core handles one
RX and one TX interrupt. It is typically assumed that the NIC evenly distributes traffic
across all RX and TX queues, resulting in a near-balanced interrupt load across cores. This
simple static setup enables efficient IRQ load balancing without relying on dynamic routing
solutions [10]. When used alongside features such as RSS and the SO INCOMING NAPI ID

[42] socket option, the configuration ensures that packets arriving on a specific NIC queue
are consistently handled by the corresponding CPU.

In contrast, the IRQ packing strategy reserves one or more CPU cores specifically for
handling hardware interrupts, while application logic runs on the remaining cores. This
approach sets the IRQ affinities to a small group of isolated CPUs, effectively concentrating
all interrupt handling on those cores. By doing so, it reduces context switching and prevents
cache pollution on cores running application workloads. In this setup, the number of
NIC queues is configured to match the number of dedicated IRQ-handling cores. These
dedicated cores perform both the interrupt processing and initial packet handling, then
forward the processed packets to application threads running on separate cores.

The literature [10] has shown that IRQ packing can deliver excellent performance and
competitive tail latency, highlighting the performance cost associated with hardware inter-
rupt handling. This supports the idea that separating application execution from interrupt
processing can lead to significant performance benefits. However, this method introduces
several challenges:

• Packing Configuration: Determining the optimal number of dedicated IRQ cores
depends heavily on the specific workload. Dynamically adjusting this allocation
at runtime is complex and not easily supported. Furthermore, in systems with a
NUMA setup, configuring IRQ packing becomes significantly more challenging, as
it requires careful coordination to avoid spreading resources across NUMA nodes.
When this separation is not managed properly, the system incurs additional latency
and performance penalties due to non-local memory access.

• Resource Overhead: In certain scenarios, more cores may be allocated to IRQ
handling than are actually needed. Since CPU cores can only be assigned in whole
units, it is not possible to precisely match the required processing capacity, which
may lead to underutilized resources.

3.1.3 IRQ Routing in Virtualized Environment

Section 2.4.3 explains that interrupt processing in a virtualized environment (specifically
VirtIO-net) involves two distinct stages. The first stage occurs on the HV, where the
physical NIC generates a hardware interrupt upon receiving a packet to alert the host CPU.
The second stage takes place inside the VM, after the I/O threads of QEMU (or Vhost) are
woken up by the hardware interrupts and begin polling the received packets, and forwarding
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them to the guest. As a result, the way hardware IRQs are configured on the host can
directly impact the performance experienced within the VM. It is important to note that
the IRQ routing discussed in this section specifically pertains to the VirtIO-net driver.
The impact of IRQ routing on Full Passthrough and Partial Passthrough remains
consistent with the analysis in the previous section, as both methods expose hardware
interrupts directly to the guest.

This thesis looks at two distinct ways to handle the hardware IRQs for a VM. The first
approach consists of the one-to-one static configuration discussed in section 3.1.2. The
second one is to use IRQ packing on the HV to separate the hardware interrupt from the
VM CPU cores.

In the first approach, every physical core that runs a VM application thread is also
responsible for handling a NIC queue. As a result, each RX queue of the NIC is explicitly
mapped to a dedicated physical CPU, and the corresponding virtual CPU of the VM is
scheduled on that same core.

This setup achieves a near-perfect alignment between the VM and the IRQ handler, as
both operate on the same set of cores. This alignment maintains a hot path for the data
between the HV and the VM. However, this configuration raises the possibility of hardware
interrupts interfering with the VM’s execution (distorting the application processing inside
the VM). Since the physical cores are shared, incoming hardware interrupts trigger context
switches from the VM application to the IRQ handler. Once the I/O threads complete
packet polling, the system restores the VM context.

Alternatively, the IRQ packing strategy on the HV addresses this issue by assigning
hardware interrupts to a dedicated set of physical cores that do not overlap with the virtual
CPUs of the VM. As described in Section 3.1.2, this setup reserves specific cores on the
HV solely for handling hardware interrupts, while the virtual CPUs run on separate cores.

This approach helps reduce context-switching overhead by preventing virtual CPU in-
terruption during application execution, an advantage particularly relevant for latency-
sensitive workloads. However, it introduces trade-offs: dedicating a core exclusively for
interrupt handling may lead to underutilized CPU resources, and it forfeits the tight align-
ment between interrupt and application processing seen in the previous configuration.

3.2 Polling

Interrupt-driven methods alone are not suitable as a general-purpose solution. Approaches
such as IRQ packing may result in inefficient use of system resources, while others can
compromise memory locality, leading to degraded performance. These limitations arise
because interrupt handling operates independently of the application’s execution context.

User-level networking frameworks often rely on polling to avoid the overhead associated
with interrupts and better synchronize with application logic. For example, Intel’s Data
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Plane Development Kit (DPDK) [8, 40] uses Poll Mode Drivers that expose the NIC’s
RX/TX descriptor rings directly to user space, allowing the application to continuously poll
and process packets in batches. In this design, interrupts are completely disabled, and the
application is fully responsible for both retrieving and handling packets. Packet polling
begins when the application has no other tasks to perform and pauses when it is actively
processing packets.

Linux offers a form of busy polling for applications (through I/O multiplexing calls
such as epoll wait), though it comes with certain limitations. As outlined in Section
2.3.1, the kernel disables hardware interrupts during the busy polling phase; however, it
re-enables them immediately afterward. As a result, while the application continues to
process previously received data, incoming interrupts may disrupt its execution. These
interrupts allow the application to detect newly arrived packets even before it enters the
polling cycle. This behavior limits the efficiency of busy polling. To address this issue and
better emulate the behavior seen in user-level networking frameworks, Busy Wait and the
IRQ Suspend mechanisms are introduced.

3.2.1 Busy Wait

The previous section shows that the current busy polling implementation re-enables inter-
rupts without considering whether the application is still handling data from a previous
polling cycle. A straightforward solution to this issue is to keep interrupts disabled through-
out the application’s execution. This allows the application to start polling for packets only
when it has completed processing and is ready for more work. This method is referred to as
Busy Wait in this thesis work, as the application continuously polls the RX queues without
relying on interrupts.

The Busy Wait mode is activated by enabling both the SoftIRQ coalescing mechanism
(see Section 2.2.3) and epoll’s busy polling support. Key parameters that control epoll
busy polling, such as prefer busy poll, busy poll budget, and busy poll usecs, can
be configured using the EPIOCSPARAMS ioctl interface [74]. Additionally, the epoll instance
must be set to non-blocking mode, meaning its timeout value must be less than or equal
to the busy polling timeout to ensure proper operation. Configuring the epoll timeout
in this manner prevents the application from entering the sleep state, even when a busy
polling cycle completes without receiving any packets.

When an application invokes the epoll wait system call, the kernel’s busy polling logic,
via the napi busy loop function, executes until its polling budget is exhausted or the time-
out expires. At the end of the polling cycle, the kernel checks whether prefer busy poll

is enabled. If this flag is set, the system then consults the gro flush timeout and
napi defer hard irqs values. If enabled, the SoftIRQ timer is deferred by the value
of gro flush timeout. Setting a sufficiently large value effectively postpones SoftIRQ
execution indefinitely, thereby keeping the system in busy polling mode.
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The described execution flow proceeds independently of whether events are present. If
epoll wait returns with events, the application begins processing the received packets. A
high value for gro flush timeout ensures that the SoftIRQ mechanism does not interrupt
the application during this processing. Once the processing is complete, the application
repeats the same steps. If no events are available, it continues invoking epoll wait until
an event occurs. This way, the packet polling path completely shifts from the SoftIRQ side
to the application side.

To fully leverage this method, a static one-to-one mapping between application threads
and the NIC’s RX queues (see Section 3.1.2) is strongly recommended. This one-to-one
mapping requires that every application thread handle one specific RX queue. If this con-
figuration is not applied, it might lead to performance degradation. For instance, if a single
core polls multiple queues, that core can become a bottleneck due to excessive polling load.

The Busy Wait approach shifts full control of packet polling to the application, ensuring
that packet handling remains highly synchronous. However, it has a significant drawback:
the mechanism continuously polls the RX queues, even under light traffic conditions. As a
result, CPU cores remain fully utilized regardless of workload, leading to inefficient use of
system resources.

3.2.2 IRQ Suspend

The Busy Wait approach delegates the responsibility of packet polling to the application.
However, it shows a limitation: when no packets are found during the polling loop, the
application continues to poll the NIC queues unnecessarily, resulting in wasted CPU cycles.
This highlights the need for a mechanism that allows the application to pause and switch
to an interrupt-driven mode during low traffic periods. The IRQ Suspend mechanism ad-
dresses this issue by extending the Busy Wait design to enable dynamic switching between
polling and interrupt modes based on traffic load.

Section 2.2.3 shows that the kernel uses two configuration flags to defer both hard-
ware and software interrupts by rearming the SoftIRQ timer. During the polling loop in
epoll wait, the busy polling logic checks these flags, and if set, it re-arms the SoftIRQ
timer. While this defers software interrupt handling, it does so without considering the
current state of the application workload. As a result, a low timeout value may interrupt
the application prematurely, while a high value can delay packet processing. To improve co-
ordination, a new mechanism is needed to address these shortcomings by making interrupt
control more responsive to application behavior.

The modification is implemented directly within the epoll wait system call and lever-
ages per-NAPI configuration flags to simplify integration. As part of the enhancement, a
new parameter called irq suspend timeout is introduced to further delay interrupt han-
dling when the busy polling loop exits with available events. As previously discussed, using
a small timeout value can prematurely interrupt the application, potentially disrupting its
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processing. The new parameter addresses this by allowing the application to extend the
interrupt deferral period. Specifically, as shown in Figure 3.1, this parameter is used to
rearm the SoftIRQ timer with a configurable timeout. The timeout should be set high
enough to ensure that the application can complete processing without interference. The
logic for this rearming behavior is implemented in the napi suspend irqs function.

On the other hand, when the application finishes processing its workload and a polling
cycle returns without any new events, the packet processing needs to migrate from busy
polling to interrupt-driven before the application thread enters the sleep state. This transi-
tion is triggered by scheduling the associated NAPI instance, which performs an additional
polling round. If no packets are available during this cycle and the gro flush timeout

parameter is set, the SoftIRQ timer is restarted using this timeout value. If the parameter
is not set, interrupts are re-enabled immediately. This step is essential because, during the
earlier busy polling phases, the application masked interrupts by rearming the SoftIRQ
timer. To restore normal interrupt handling, the system should proactively re-enable in-
terrupts or reset the SoftIRQ timer to a smaller value (gro flush timeout) rather than
waiting for the timer to expire. This logic is implemented inside the napi resume irqs

function.

Procedure EP POLL(ep, events) // epoll wait() implementation

1. eavail ← ep events available(ep)
2. loop
3. if eavail then
4. res ← ep send events(ep, events, maxevents) // Send events to application
5. if res > 0 then
6. napi suspend irqs(ep.napi id)
7. end if
8. if res > 0 then
9. return res
10. end if
11. end if
12. eavail ← do busy poll(ep)
13. if eavail then
14. continue
15. end if
16. napi resume irqs(ep.napi id)
17. sleep until notified(ep)
18. eavail ← ep events available(ep)
19. end loop

Figure 3.1: IRQ Suspend (Pseudo-code With Highlighted Modifications)

The IRQ Suspend mechanism can be activated by configuring SoftIRQ coalescing (op-
tional to set, but assigning a small value to gro flush timeout is recommended), assigning
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a large value to irq suspend timeout, and enabling the SO PREFER BUSY POLLING flag 1.
Unlike Busy Wait, the application’s associated epoll instance should be blocking. Block-
ing epoll refers to configuring its timeout so that the application enters a sleep state when
no events are detected. This behavior can be achieved by assigning a sufficiently large fi-
nite timeout value or by setting the timeout to -1, which causes the epoll wait to block
indefinitely until an event occurs.

3.2.3 Polling in Virtualized Environment

Polling plays a critical role in virtualized environments because it helps reduce the fre-
quency of context switches between the HV and the guest. Section 2.4.3 shows that when
the HV injects an interrupt into the guest, a VM EXIT is triggered. In contrast, during
busy polling, the guest can access packet data directly from the shared memory struc-
tures without relying on interrupts. By masking interrupts, the guest avoids unnecessary
exits, allowing the HV (under VirtIO-net scenario) or the NIC (under SR-IOV and PCI-
passthrough scenario) to place data into shared buffers without disrupting the virtual CPU
[64]. This approach significantly reduces context switching. This is especially beneficial
under high load. Therefore, polling inside the VM can lead to a better performance than
the interrupt-driven scenario.

The HV treats virtual CPUs as regular threads that must compete with other threads
for scheduling. Under a constant polling scenario, the virtual CPU remains active and
avoids voluntarily yielding, which effectively pressures the scheduler to keep it running.
Therefore, to fully utilize polling within a VM, it is recommended to pin each virtual
CPU to a dedicated physical core [32]. This approach minimizes contention and reduces
interference between virtual CPUs, leading to more consistent performance.

However, this behavior keeps the physical core underlying the virtual CPU fully occu-
pied, resulting in continuous CPU usage. If the core is shared with other threads, it may
raise fairness concerns. Hence, a more flexible approach, such as IRQ Suspend (refer to
Section 3.2.2), which dynamically switches between interrupt-driven and polling modes,
offers a better balance between performance and resource sharing.

1IRQ Suspend is added to the kernel version 6.13 or later

26



Chapter 4

Evaluation

In this chapter, the IRQ Suspend mechanism is evaluated in comparison to other represen-
tative configurations to analyze its effects on the network stack under controlled conditions.
The selected test cases reflect the extremes of the configuration spectrum.

4.1 Experimental Setup

4.1.1 Hardware

The evaluation is conducted on a system equipped with two Intel Xeon E5-2670 CPUs, each
with eight cores, resulting in a total of 16 cores within a dual-socket NUMA architecture.
The system features 32 GiB of memory, split evenly between the two NUMA nodes, with 16
GiB allocated to each. A Mellanox ConnectX-4 Lx 25 Gigabit Ethernet adapter provides
network connectivity. The base frequency of the CPU is 2.6 GHz, but during high load the
CPU runs at a constant turbo frequency of 3 GHz. Hyperthreading is avoided by binding
threads exclusively to the first hardware thread of each physical core. Cache configuration
for each core on the server includes 32KB for both Level-1-data-cache (L1d) and Level-1-
instruction-cache (L1i), 256KB of Level-2-cache (L2) cache, and 20MB of Last-Level-Cache
(LLC). Additionally, six client machines generate workload for the server.

4.1.2 Software

All servers used in the experiments run Ubuntu 24.04. Because the experiments require
per-NAPI configuration support (refer to Section 2.2.3), a Linux kernel version higher
than 6.13 is necessary. All experiments were performed using Linux kernel version 6.15.0,
compiled with the generic configuration [43].

In each test configuration, IRQs are statically assigned by mapping every CPU core
to a unique pair of RX and TX queues on the NIC. This setup ensures that each core is
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exclusively responsible for one RX and one TX queue, thereby eliminating contention or shar-
ing across interrupt contexts. To maintain consistency, dynamic IRQ-assignment service
(irqbalance) is disabled, preventing interrupt migration during execution. Furthermore,
all workloads are confined to a single NUMA node.

For the VM experiments, a bridge-based networking setup is used to route traffic be-
tween the HV and the VM. In general, when relying solely on software to connect a guest
VM to the outside world (or to the host), the choice is between port forwarding (NAT)
and bridging. With port forwarding, the Linux network stack intercepts packets destined
for the VM by matching them against iptable rules, rewriting addresses as needed, and
then forwarding the traffic to the VM’s virtual interface. The routing overhead intro-
duced by iptable does not scale well with increasing traffic. As the packet rate increases,
each packet must pass through the iptable before reaching the VM, which can create a
performance bottleneck under heavy network load [60].

By contrast, bridge networking relies on a “bridge device” in the host kernel, which
essentially functions as a software-based switch at the Ethernet layer. In Linux, a bridge
is created (for example, using brctl) and then associated with one or more physical and
virtual interfaces. In this setup, the bridge device is attached directly to the physical NIC
(refer to Section 4.1.1), and the VM’s virtual network interface (typically exposed as a
TAP) is bonded to that same bridge. Once configured, the bridge learns MAC addresses
dynamically by inspecting the source addresses of incoming frames on each port. When the
VM sends a packet, it is injected into the bridge; the bridge then forwards the frame either
to the physical NIC (if the destination MAC resides on the external network) or directly to
another enslaved interface. Likewise, packets arriving from the external network reach the
bridge through the physical NIC, and the bridge forwards them to the VM’s interface if
the destination MAC matches. Because the bridge operates at the Ethernet layer, the VM
appears on the same Ethernet segment as the host. This structure eliminates the overhead
of IP-level translations and allows frames to flow more directly [56]. Additionally, to
enhance networking performance, Vhost-net is enabled (refer to Section 2.4.4).

To minimize the scheduling overhead of virtual CPUs onto physical CPUs, each virtual
CPU is explicitly pinned to a designated physical core. These physical cores are all located
within the same NUMA node, ensuring consistent experiment results.

4.1.3 Benchmark

Memcached serves as an ideal application for benchmarking network stacks and systems
software because it is both widely used in production environments and lightweight enough
to reveal the underlying runtime system’s performance and efficiency characteristics. All
experiments in this study use Memcached version 1.6.32 running on the Linux kernel’s
network stack.

Mutilate [39], a widely recognized benchmarking tool for Memcached, generates the
workload for these experiments. Each of the 6 clients runs 8 threads (one per core), with
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every client thread establishing 16 connections to the server and operating with a pipeline
depth of 1. The experiments simulate Mutilate’s synthetic version of Facebook’s ”ETC”
workload, as documented in the literature [4], using a dataset of 1 million records [10].

4.2 Data Collection

Outputs from various tools are used to comprehensively analyze the behavior and effec-
tiveness of each test case. The primary tools used for data collection include Mutilate, Perf
[51, 25], and System Activity Reporter (SAR) [24].

Section 4.1.3 outlines that Mutilate serves as the load generator for the experiments.
After each test run, it produces several key metrics:

• Queries per Second (QPS): Measures the number of client requests processed by the
Memcached server per second, providing an overall indication of system throughput.

• Latency: Captures the time taken to fetch data from memory, measured from the
moment a GET request is issued to the point the response is received by the client.
Mutilate reports several statistics for this metric, including the average, minimum,
maximum, and the 95th and 99th percentiles. This study focuses on the 95th and
99th percentile values.

To measure the server’s peak throughput, a closed-loop experiment is used. In this
setup, each Mutilate agent sends pipelined requests up to a specified depth, then waits
for the responses before issuing new ones. Since the depth is set to 1 in this study, each
agent sends a single request and blocks until a response is received. By using a sufficient
number of parallel connections, the server can be driven to full capacity, with CPU usage
reaching 100%. Under these conditions, the measured QPS represents the server’s peak
request-handling rate.

Latency is measured using an open-loop setup, where the load generator controls the
request rate to allow precise monitoring of response times. In this configuration, the gener-
ator sends requests at a fixed rate below the maximum capacity, and the reported latency
reflects the server’s response time for each request. For latency analysis, researchers typi-
cally focus on tail latency rather than average latency. Consequently, this thesis examines
both the 99th and 95th percentiles, which indicate that 99% and 95% of the observed
latencies fall below a specific thresholds.

The SAR utility, included in the sysstat package, offers a detailed method for moni-
toring and analyzing system performance on Linux platforms. It collects data on various
metrics, such as CPU usage, memory consumption, I/O activity, and network performance
by accessing the /proc filesystem or reading from daily binary logs created by the sadc

daemon [24]. In this study, SAR is used to track CPU utilization of each application core at
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1-second intervals. After running for 10 seconds, the SAR process is terminated, yielding
10 data points that reflect the CPU usage of each application core.

Perf is a versatile performance analysis utility that interfaces directly with the CPU’s
Performance Monitoring Unit (PMU), allowing for unified tracking of both hardware and
software events. It supports a broad range of performance metrics with minimal overhead
on the application or system. In this study, the focus is primarily on events that reflect
CPU cycle consumption and cache behavior:

• cycles: total number of CPU core clock cycles consumed during program execution.

• instructions: total number of instructions executed during the program runtime.

• L1-icache-load-misses: number of instruction fetch misses in the L1 instruction
cache, highlighting stalls due to cold or capacity misses.

• L1-dcache-loads: total data load operations targeting the L1 data cache, represent-
ing both cache hits and misses.

• L1-dcache-load-misses: count of data load operations that missed in the L1 data
cache, reflecting inefficiencies at the first cache level.

• LLC-loads: total number of instruction and data loads accessing the last-level cache
(L3 cache).

• LLC-load-misses: number of loads that missed in the last-level cache, resulting in
accesses to main memory and contributing to memory-bound stalls.

Modern CPUs support only a limited number of hardware performance counters, mak-
ing it impractical to monitor a large set of events simultaneously without incurring trade-
offs. When the number of events exceeds the available counters, the system must employ
counter multiplexing, sharing counters across events. Although Perf can sample the ad-
ditional events, each sample introduces an interrupt and triggers kernel-side bookkeeping,
adding nontrivial overhead and perturbing the measured workload. Moreover, since each
event receives a fraction of the sampling window, the reported values may not accurately
reflect actual system behavior. To mitigate these issues, a more reliable approach involves
grouping related events [44], such as cache metrics, instruction counts, and CPU cycles,
and collecting them in separate runs. Following this method, the evaluation in this study
is performed in two stages: the first captures overall CPU cycles and instruction counts,
and the second focuses on cache-level behavior.
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4.3 Performance Metrics

To evaluate the performance differences across various test cases, it is essential to examine
changes in the total number of CPU cycles and executed instructions. By analyzing how
the instruction count and cycle usage vary between configurations, the specific factors
contributing to performance improvements are identified.

As noted in [10, 68], the Instructions per Cycle (IPC) metric serves as an indicator of
how effectively the CPU’s execution pipeline handles a given workload. In this context, IPC
correlates with overall performance (QPS). According to [10], the relationship is defined
by the following formula:

IPC =
instructions

cycles
IPQ =

instructions

queries
CPS =

cycles

unit time(1s)
(4.1)

QPS =
CPS × IPC

IPQ
⇔ QPS

CPS
=

IPC

IPQ
(4.2)

The formula shows that performance improves, as indicated by higher QPS, when
Instructions per Query (IPQ) is lower or IPC is higher. A lower IPQ means the CPU needs
fewer instructions to handle each query, pointing to more efficient execution. Similarly, a
higher IPC typically reflects reduced pipeline stalls, allowing the processor to complete
more instructions per cycle. Additionally, a lower Cycles per Second (CPS) indicates that
the CPU consumed fewer cycles to execute the same number of instructions. However,
this metric is meaningful only in a closed-loop setup, where the CPU remains consistently
active. In contrast, during open-loop experiments, CPS may not provide useful insights,
as a lower value could simply reflect underutilization of the CPU rather than improved
efficiency. A low CPS and IPQ under closed-loop scenario shows a more efficient CPU
execution path, resulting in a better IPC and QPS.

4.4 IRQ Suspend Effectiveness

This section replicates prior experiments from [10, 17] and reports the results to establish
a performance and efficiency baseline. A comparison is made between the performance
characteristics of the following test cases:

• No Coalescing: This configuration adopts a fully interrupt-driven model with no
interrupt coalescing, waking up the CPU in response to incoming interrupts. As
a result, it yields the lowest throughput, since it depends entirely on interrupts for
packet processing. Analyzing this setup is valuable because it highlights the overhead
associated with frequent interrupt handling. To implement this configuration, adap-
tive interrupt coalescing is disabled on the NIC, and the static coalescing threshold is
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set to its minimum, causing an interrupt to be generated for each individual packet
(see Appendix A.1).

• Adaptive Coalescing: This setting is similar to No Coalescing, but operates with
the NIC’s default hardware coalescing settings enabled (adaptive coalescing of the
NIC is enabled). Therefore, the NIC decides when to issue an interrupt, resulting in
a variable batch of packets before issuing an interrupt. This scenario is important to
evaluate because it reflects the standard behavior of interrupt handling with default
settings applied on both the kernel and the NIC (see Appendix A.2).

• Busy Wait: This setup reflects a fully busy waiting approach (discussed in Section
3.2.1), where the application continuously polls the NIC queues and interrupts are
completely disabled. By doing so, it maximizes throughput and keeps the CPU
fully occupied at all times, independent of the incoming traffic rate. Evaluating this
approach is essential because it demonstrates the highest level of performance the
application can potentially reach (see Appendix A.3).

• IRQ Suspend: This method dynamically alternates between polling and interrupt-
driven modes for packet processing based on the traffic load, offering a more adaptive
strategy (see Appendix A.4).

4.4.1 Closed-loop Maximum Throughput

Table 4.1: Throughput Metrics on Physical Machine, Memcached 8 Cores

Testcase QPS IPC CPQ CPU Breakdown (%)

User System SoftIRQ

No Coalescing 668,071 0.657 35,841 17 49 34

Adaptive Coalescing 905,219 0.829 26,451 21 53 26

IRQ Suspend 958,737 0.892 24,975 23 77 0

Busy Wait 963,527 0.895 24,850 22 78 0

Table 4.1 shows the performance metrics discussed in Section 4.3 for each test case. It
also presents the proportion of time each configuration spends in the SoftIRQ context.

The improvements observed in the IRQ Suspend and Busy Wait test cases arise from
shifting the packet processing path away from the traditional interrupt and SoftIRQ
pipeline. Instead, these mechanisms rely on the napi busy poll function, which enables
the kernel to poll the NIC queues directly from the context of the application thread. This
design change moves the ”hot path” of packet processing into the system context, reducing
context switches and simplifying the execution flow.

A key outcome of this transition is the enhancement of the IPC metric. Specifically,
IRQ Suspend and Busy Wait demonstrate a 36% improvement in IPC compared to the
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No Coalescing setup, and achieve a 7% increase relative to the Adaptive Coalescing

configuration. Since the packet handling now occurs in the same context as the application,
instruction paths remain more consistent and predictable. This visibility of instruction
flow, without interruption by asynchronous events, allows the CPU pipeline to execute
instructions more efficiently.

Table 4.1 confirms this behavior, showing that in both IRQ Suspend and Busy Wait,
the time spent in the SoftIRQ context is zero. This shift in execution highlights the
performance advantage of handling packets directly in the system path. Complement-
ing this, software-based IRQ coalescing helps delay the re-enabling of interrupts, which
further reduces interrupt frequency. Together, these mechanisms lower processing over-
head, streamline the packet handling pipeline, and contribute to improved throughput and
responsiveness under high traffic conditions.

Table 4.1 indicates that No Coalescing achieves the lowest throughput among all con-
figurations. This outcome is primarily driven by the high volume of interrupts it generates.
Since No Coalescing relies exclusively on interrupt-based processing, a significant portion
of CPU time is consumed by the SoftIRQ context (34% of the CPU time), reducing the
time available for the application thread. The elevated SoftIRQ utilization in Table 4.1
reflects this behavior. The Adaptive Coalescing setting delivers a notable performance
boost over the No Coalescing configuration by allowing the NIC to batch more packets
before generating an interrupt at the hardware level, resulting in a lower SoftIRQ percent-
age. However, despite this gain, it still underperforms compared to the IRQ Suspend and
Busy Wait mechanism. This gap arises because adaptive coalescing operates solely at the
hardware level and does not take the application’s state into account. In contrast, IRQ
Suspend and Busy Wait align packet processing with the application’s execution, ensur-
ing that interrupts do not disrupt its flow. As a result, they achieve greater performance
improvements.

4.4.2 Open-loop Latency

In addition to throughput, tail latency is a critical metric for comparing the IRQ Suspend

mechanism against alternatives. To measure tail latency, the load generators (refer to
Section 4.1.1) operate in an open-loop mode. The results presented in Figures 4.1a and
4.1b reflect the observed 95th and the 99th percentile latency in relation to the achieved
throughput during the experiment.

Figures 4.1a and 4.1b clearly demonstrate that both the IRQ Suspend and Busy Wait

configurations outperform the baselines (No Coalescing and Adaptive Coalescing) and
exhibit comparable tail latency characteristics. In the case of busy polling, the CPU
actively spins in a tight loop, continuously monitoring the NIC’s receive queue. As soon as
a packet arrives, it is processed immediately, eliminating the need for interrupt handling,
context switching, or scheduler coordination. Since the system never waits on an interrupt,
it avoids the latency introduced by deferred processing in components like SoftIRQ. The IRQ
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Suspend approach behaves similarly by remaining in polling mode while the application has
work to perform, but it gracefully falls back to interrupt mode once the workload subsides.
This design avoids delays associated with purely interrupt-driven processing and creates a
hybrid model that effectively bridges the behavior of the high-performance Busy Wait and
the interrupt-driven Adaptive Coalescing configuration. As a result, the latency curves
for IRQ Suspend and Busy Wait closely resemble each other, particularly under high traffic
conditions, as shown in Figures 4.1a and 4.1b. However, under light traffic, the behavior of
IRQ Suspend aligns more closely with that of the No Coalescing configuration. Another
notable observation is that the error bars become larger at higher throughput levels. This
behavior is expected, as increasing traffic causes packets to accumulate in various stages of
the packet processing path, such as NIC hardware queues and application socket buffers.

Conversely, the No Coalescing and Adaptive Coalescing setups trigger an interrupt
for each or a batch of incoming packets. Each packet must first pass through the IRQ
handler, then defer to the SoftIRQ context, and eventually wake the application thread.
This multi-stage process introduces additional overhead due to context switches and thread
wake-up delays, ultimately increasing the time required to process each packet. Since
adaptive hardware coalescing is disabled in the No Coalescing setup, the NIC triggers
an interrupt after receiving a packet. As discussed in Section 2.2.4, this configuration
enables the host CPU to react promptly to packet arrival. Consequently, packet polling
starts immediately after the interrupt, resulting in lower latency compared to the Adaptive
Coalescing configuration, where processing is deferred until a packet threshold is reached
or a timer expires.

4.4.3 CPU Utilization

Up to this point, the results show that both the IRQ Suspend and Busy Wait configurations
deliver comparable throughput and tail latency. However, the Busy Wait approach keeps
the CPU continuously active throughout the entire experiment, leading to constant CPU
usage and potential inefficiencies due to idle spinning and wasted hardware cycles. In
contrast, the Adaptive Coalescing and No Coalescing cases activate the CPU only when
packets arrive at the NIC, conserving CPU resources during idle periods.

The IRQ Suspend mechanism, acting as a hybrid approach, dynamically shifts between
Adaptive Coalescing and Busy Wait behavior depending on the network load. Under
low traffic, it behaves like the Adaptive Coalescing case by minimizing CPU usage, while
under high load, it ramps up utilization to match the performance of Busy Wait. In other
words, the IRQ Suspend mechanism re-enables interrupts only when the application has
no remaining workload to process. This adaptive behavior is shown in Figure 4.1c. The
Adaptive Coalescing configuration shows more efficient CPU utilization compared to No

Coalescing, as it benefits from packet batching. In contrast, No Coalescing generates
interrupts more frequently, causing the host CPU to become more active in handling a
smaller batch of incoming packets.
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(a) 95th Percentile Latency (b) 99th Percentile Latency

(c) CPU Utilization

Figure 4.1: Latency and CPU Utilization vs Throughput, Memcached 8 Cores (Lower is Better)1

1The X-axis is restricted to a QPS range of 100K to 500K because the NO Coalescing configuration
reaches its maximum throughput at approximately 660K. Including higher QPS values would distort the
latency comparison by disproportionately affecting the plot for this scenario. Limiting the range helps
maintain consistent visual comparison across all configurations.
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4.5 VirtIO-net Tests

While the experiments in Section 4.4 are conducted on a physical machine equipped with a
real NIC (refer to Section 4.1.1), this section demonstrates that the IRQ Suspend method
also performs effectively in a virtualized environment using an emulated NIC. These vir-
tual machine experiments are valuable because they highlight the effectiveness of the IRQ

Suspend mechanism even in scenarios where only software-generated IRQs are used.

In addition, evaluating a virtualized environment under various test scenarios is particu-
larly important due to the increasing dependence on virtualization within cloud computing.
VMs form the foundation of today’s cloud infrastructure, enabling scalable services and
multi-tenant workloads on shared physical resources [3]. Showing that the IRQ Suspend

and Busy Wait mechanisms remain effective even when only software-generated interrupts
are present reinforces their reliability and practical value for real-world cloud applications.

To configure the VM on the hypervisor, 8 virtual CPUs are provisioned and pinned
to a single NUMA node to avoid performance inconsistencies from cross-node memory
access. Since the guest system is unaware of the underlying hardware interrupts (see
Section 2.4.3), IRQ routing does not directly influence packet handling within the VM.
However, to demonstrate the effectiveness of the IRQ Suspend mechanism under different
IRQ routing strategies at the hypervisor level, two distinct configurations are evaluated:

• Aligned 4 cores: This setup ensures that the number of hardware interrupt-
handling cores on the hypervisor matches the number of VM application cores. Four
cores are allocated inside the VM for application processing, and the same four cores
on the hypervisor are assigned to handle hardware interrupts (see Appendix B.1).

• IRQ packing 4 + 2: In this configuration, two hypervisor cores are dedicated to
interrupt handling, while four cores inside the VM are used for application processing.
Section 3.1.2 outlines that determining the optimal number of the interrupt-handling
cores in IRQ packing is challenging. However, this setup ensures that the two IRQ
handling cores are utilized nearly to their full capacity, which is essential to get the
full advantages of the IRQ packing (see Appendix B.2).

Each configuration is evaluated under three execution modes: No Coalescing, Busy Wait,
and IRQ Suspend. The Adaptive Coalescing configuration is excluded because the vir-
tual NIC lacks support for adaptive coalescing and only allows static coalescing. In this
setup, the No Coalescing mode is configured to trigger an interrupt for every individual
packet.

It is important to note that in the VM experiments presented in this section, only 4
cores are assigned to the application within the VM. This choice stems from the observation
that allocating all available VM cores to the application can result in under-utilization due
to the limitations of bridged networking. Section 2.4.2 shows that several stages of virtual
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networking are handled by the hypervisor, which can lead to resource contention, causing
the VM’s application cores to be starved. Therefore, allocating 4 cores is considered a
balanced and reliable choice on the available hardware.

4.5.1 Closed-loop Maximum Throughput

Table 4.2: Throughput Metrics in VirtIO-net, Memcached 4 Cores Aligned

Testcase QPS IPC CPQ CPU Breakdown (%)

User System Softirq

No Coalescing 173,615 0.456 42,388 14 58 28

IRQ Suspend 227,455 0.565 34,016 18 80 2

Busy Wait 229,944 0.572 33,871 18 81 1

Table 4.3: Throughput Metrics in VirtIO-net, Memcached 4 + 2 Cores 2

Testcase QPS IPC CPQ CPU Breakdown (%)

User System Softirq

No Coalescing 287,631 0.596 34,301 18 55 27

IRQ Suspend 323,113 0.659 31,662 20 78 2

Busy Wait 325,748 0.664 31,982 20 79 1

Section 4.4.1 explains that the observed throughput improvements are primarily driven
by higher IPC and lower Cycles per Query (CPQ), which is reflected in Table 4.2 and
4.3. In a virtualized setup, the CPU must frequently handle VM EXIT events (especially
under high-traffic load), which involve transitioning between the guest and the hypervisor.
These transitions introduce context switches that would lead to pipeline stalls and reduce
instruction throughput, making improvements in IPC even more critical for performance
in this environment. Therefore, reducing the number of VM EXIT events improves overall
performance. It is important to highlight that this thesis evaluates the effectiveness of
IRQ Suspend only within the packed and aligned core configurations, without directly
comparing the two. Furthermore, the performance results in Table 4.3 are higher than
those in Table 4.2, primarily because the former allocates more virtual cores to application
processing.

The Busy Wait approach eliminates interrupt overhead by continuously polling the NIC
queues, which in turn reduces the frequency of VM EXIT events. This leads to fewer context
switches and, consequently, improved performance. Similarly, the IRQ Suspendmechanism
achieves comparable results by remaining in polling mode during periods of high network

2The values reported in this table are collected exclusively from the four application cores, excluding
any measurements from the IRQ handling cores.

37



traffic. This performance improvement is supported by the IPC increase. Table 4.2 shows
that the IPC for IRQ Suspend and Busy Wait increases by 26% in comparison to the No

Coalescing in the Aligned scenario, which shows a similar trend in Table 4.1. The packed
scenario (see Table 4.3) shows an IPC improvement of approximately 10%, the smaller
gain is attributed to the isolation of hardware interrupts from the application cores, which
reduces interference during application execution.

Additionally, both the IRQ Suspend and Busy Wait configurations lower the proportion
of time spent in the SoftIRQ context, both for the packed and aligned scenarios. This
indicates a shift in the packet processing path (from the traditional SoftIRQ-based handling
to a busy polling model) similar to the behavior described in Section 4.4.1, where packets
are processed more directly by the application.

Table 4.3 indicates that the performance gains from IRQ Suspend and Busy Wait are
smaller compared to the aligned configuration in Table 4.2. This is due to the complete sep-
aration of hardware interrupt handling from the application (VM) cores, which reduces the
number of context switches between the HV and the VM. As a result, the No Coalescing

configuration performs better in this scenario. Nevertheless, both IRQ Suspend and Busy

Wait still demonstrate benefits, achieving approximately a 12% performance improvement.
This improvement is primarily attributed to further minimizing context switches during
the application execution.

4.5.2 Open-loop Latency

Building on the discussion in Section 4.4.2, the VM latency results in Figures 4.2b and 4.3b
show that both the IRQ Suspend and Busy Wait reduce 99th percentile latency compared
to the No Coalescing setup in different loads.

Even within a virtual machine, where interrupt handling and scheduling delays intro-
duced by the hypervisor contribute additional overhead, pure busy polling remains effective
in reducing tail latency by eliminating per-packet IRQ processing and SoftIRQ wake-ups.
However, under low traffic conditions, the performance of IRQ Suspend, No Coalescing,
and Busy Wait configurations is nearly identical. This result is due to the static coalescing
software interrupts in the virtual NIC. Virtual NICs do not support adaptive coalescing;
therefore, for a small number of packets (in this testbed, 1 packet), an interrupt is trig-
gered. This results in better latency compared to an adaptive strategy. When an interrupt
is triggered for one packet, the CPU immediately becomes active and begins polling for
packets, resulting in low latency. However, as traffic increases, the frequency of interrupts
also rises, disrupting the application’s processing. This causes the CPU to switch more fre-
quently between the application thread and the SoftIRQ context, which leads to increased
latency.

Figure 4.3b illustrates that the No Coalescing test case performs more competitively
with IRQ Suspend and Busy Wait across a broader range of throughput levels. This im-
provement is attributed to the use of IRQ packing, where hardware interrupts are handled
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on separate cores from those running the application. As a result, the number of context
switches, which increases with rising throughput, is reduced compared to the aligned con-
figuration. In the aligned setup, the virtual CPU must yield to allow the physical core to
handle hardware interrupts and then resume execution, introducing additional overhead.
By reducing this context switching, the No Coalescing configuration under IRQ packing
achieves better performance. In addition, the IRQ Suspend and Busy Wait further reduce
the number of context switches, leading to a better response time and latency.

However, as shown in Figures 4.2b and 4.3b, the tail latency observed in the virtual
environment is notably higher than that of the physical NIC. In addition, the standard
deviation is notably higher for each of the curves. This increase stems from the additional
virtualization layer that packets must traverse. Once a packet is routed by the HV, the
corresponding virtual CPU needs to be awakened for processing. This extra processing
stage, along with the required context switching between the HV and the guest system,
adds to the overall latency. Moreover, the latency trend follows a similar pattern to that
shown in Figures 4.1a and 4.1b, where latency remains stable under low throughput and
rises as throughput grows. However, a key observation is that the magnitude of this
increase is significantly greater in the virtualized environment. This can be attributed
to the additional virtualization layer introduced by the bridge networking setup (i.e., the
software switch). As traffic grows, more packets must be transferred between the hypervisor
and the guest through the software switch, leading to increased packet accumulation at
various stages of processing and, consequently, higher latency.

4.5.3 CPU Utilization

CPU utilization in Figure 4.2c and 4.3c follow the same trend (increase of the CPU uti-
lization) as the physical machine tests (refer to Section 4.4.3) for all test cases. This is
because the No Coalescing configuration sits on the interrupt to start the packet process-
ing, while the Busy Wait does the constant polling loop on the RX’s queues. In addition,
IRQ Suspend enables the interrupts whenever necessary based on the application work-
loads, this leads to a better CPU utilization specially under low-load where the number
of packets per interrupt could be low. This behavior shows that enabling interrupts at
the right spot can potentially save energy and CPU cycles, even under the virtualized
environment.
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(a) 95th Percentile Latency (b) 99th Percentile Latency

(c) CPU Utilization

Figure 4.2: Latency and CPU Utilization vs Throughput, Memcached 4 Cores Aligned in VirtIO-net Scenario
(Lower is Better)2

2The x-axis is limited to a range of 40K to 120K QPS because the No Coalescing configuration hits its
peak throughput near 170K QPS, where latency becomes significantly high. Extending the range beyond
this point would distort the scale of the plot.
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(a) 95th Percentile Latency (b) 99th Percentile Latency

(c) CPU Utilization

Figure 4.3: Latency and CPU Utilization vs Throughput, Memcached 4 + 2 Cores in VirtIO-net Scenario
(Lower is Better)3

3The x-axis is limited to a range of 40K to 200K QPS because the No Coalescing configuration hits its
peak throughput near 270K QPS, where latency becomes significantly high. Extending the range beyond
this point would distort the scale of the plot. For seeing the trend of the latency, this range is enough and
shows how performant the IRQ suspend is against other mechanisms.

41



4.6 Full Passthrough and Partial Passthrough Tests

Table 4.4: Throughput Metrics in Full Passthrough Scenario, Memcached 8 Cores

Testcase QPS IPC CPQ CPU Breakdown (%)

User System SoftIRQ

No Coalescing 425,874 0.524 49,111 18 41 41

Adaptive Coalescing 708,727 0.710 32,358 21 51 28

IRQ Suspend 794,629 0.786 28,957 23 77 0

Busy Wait 808,865 0.791 28,890 22 78 0

Table 4.5: Throughput Metrics in Partial Passthrough Scenario, Memcached 8 Cores

Testcase QPS IPC CPQ CPU Breakdown (%)

User System SoftIRQ

No Coalescing 382,133 0.498 49,223 17 40 43

Adaptive Coalescing 685,760 0.697 32,339 21 51 28

IRQ Suspend 789,291 0.788 29,071 23 77 0

Busy Wait 807,070 0.782 29,025 22 78 0

All tests in the previous section use a virtual NIC, where software interrupts are han-
dled by the HV and the guest remains unaware of the hardware interrupts. However, as
explained in Section 2.4.6, enabling PCI-passthrough (Full Passthrough) and SR-IOV
(Partial Passthrough) allows for the guest to interact directly with the physical NIC,
as if it were running on the HV. This is achieved through the VFIO-PCI driver, which
redirects hardware interrupts to the virtual CPUs of the guest, removing the need for HV
intervention. As a result, the guest’s performance should relatively match that of the HV.
A set of experiments, identical to those are described in Section 4.4, have been conducted
using Full Passthrough and Partial Passthrough to validate that the guest achieves
comparable performance to the HV and that both IRQ Suspend and Busy Wait maintain
similar effectiveness.

Table 4.4 and 4.5 present the throughput results across various scenarios utilizing Full

Passthrough and Partial Passthrough for virtual networking. A key observation is that
both IRQ Suspend and Busy Wait exhibit a more pronounced performance effect in virtual-
ized environments compared to their impact on the physical machine. On the physical ma-
chine, IRQ Suspend and Busy Wait yield approximately a 6% performance improvement
over the Adaptive Coalescing setup, and about 45% over the No Coalescing setup. In
contrast, within the virtualized environment, these improvements increase to roughly 18%
and 90-110%, respectively. This can be attributed to how virtual CPU scheduling affects
performance, particularly maintaining virtual CPU activity without the HV interference
during periods of high network traffic leads to improved throughput and overall efficiency.
The VirtIO-net experiments conducted in the previous section attest to this finding as well.
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Additionally, the throughput results for IRQ Suspend and Busy Wait are relatively
close to those of the HV (both for Full Passthrough and Partial Passthrough), ap-
proximately 15–20% lower, as shown in Table 4.1 and 4.4. Part of the performance gap
is due to the added overhead introduced by the IOMMU, which performs address trans-
lation. According to prior studies [45], the DMA addresses generated by the CPU require
translation from I/O virtual addresses to the host’s physical memory addresses, and this
additional translation step introduces performance overhead.

Another notable insight from the performance tables is that interrupt-driven configura-
tions, specifically No Coalescing and Adaptive Coalescing, exhibit greater performance
degradation, approximately around 25-61%, compared to physical machine results. This
difference stems from how interrupts are processed, in addition to the other overheads.
In a physical machine, the ISR is executed immediately upon NIC-generated interrupts.
However, with Full Passthrough and Partial Passthrough, interrupts must first be
rerouted via the VFIO-PCI layer before the virtual CPU can be notified. According to the
literature [26], this extra layer of indirection introduces overhead and leads to performance
degradation, especially in the No Coalescing setup.

Figures 4.4a and 4.4b exhibit the same latency trends observed in Figures 4.1a and 4.1b,
with IRQ Suspend and Busy Wait outperforming the other configurations. At lower traffic
loads, IRQ Suspend behaves similarly to No Coalescing, but as the traffic increases, its
behavior aligns more closely with Busy Wait. The Adaptive Coalescing configuration
mirrors the HV results, maintaining higher latency levels compared to the others. This is
due to the adaptive coalescing policy of the NIC, which delays interrupt generation until
a timer expires or a specified packet threshold is reached.

Figures 4.4c and 4.5c indicate that CPU utilization is higher in all test cases compared
to the hypervisor-based experiments. One contributing factor to this increased CPU usage
is the KVM halt polling mechanism [32]. In this mechanism, when a guest virtual CPU
issues a halt instruction, the HV does not immediately trigger a VM EXIT and reschedule
another thread. Instead, KVM optimistically spins on the halted virtual CPU for a specified
duration, polling for wake-up events such as interrupts. If no work is detected within that
window, it then falls back to putting the virtual CPU to sleep. This increase of the CPU
usage is evident in the VirtIO-net experiments in Figure 4.2c and 4.3c.
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(a) 95th Percentile Latency (b) 99th Percentile Latency

(c) CPU Utilization

Figure 4.4: Latency and CPU Utilization vs Throughput, Memcached 8 cores in Full Passthrough Scenario
(Lower is Better)4

4The x-axis is limited to a range of 100K to 350K QPS because the No Coalescing configuration
hits its peak throughput near 420K QPS, where latency becomes significantly high. Extending the range
beyond this point would distort the scale of the plot.
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(a) 95th Percentile Latency (b) 99th Percentile Latency

(c) CPU Utilization

Figure 4.5: Latency and CPU Utilization vs Throughput, Memcached 8 Cores in Partial Passthrough Scenario
(Lower is Better)5

5The x-axis is limited to a range of 100K to 300K QPS because the No Coalescing configuration
hits its peak throughput near 380K QPS, where latency becomes significantly high. Extending the range
beyond this point would distort the scale of the plot.
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Chapter 5

Performance Breakdown

The performance results discussed in Chapter 4 indicate that the total number of instruc-
tions executed relative to the workload plays a major role in performance variation. The
efficiency with which the CPU executes these instructions, reflected by the IPC, is a signif-
icant factor. Improvements in IPC generally stem from executing more instructions while
reducing overall CPU cycles. The cache hierarchy helps in this regard by lowering the
latency involved in fetching instructions from the main memory. This chapter analyzes
how cache behavior in various test cases contributes to IPC improvements.

5.1 Cache Hierarchy

In modern processors, each CPU core typically contains a Level-1-cache (L1) cache, which
is divided into separate instruction (L1i) and data (L1d) caches. These L1 caches are
private to their respective cores, ensuring rapid access to frequently used instructions and
data. Following this, each core usually has its own L2 cache, which is unified for both
instructions and data, providing a larger storage area while still maintaining relatively low
latency. Beyond the L2 cache, the Level-3-cache (L3), often referred to as LLC, is shared
among all cores within the processor.

Inclusive and exclusive caching policies define how data is distributed among different
levels of the cache hierarchy. In an inclusive design, any data present in a higher-level
cache is guaranteed to also exist in the lower levels. In contrast, an exclusive cache ensures
that each data block exists in only one cache level at a time; if it is moved to a higher
level, it must be invalidated in the lower level. These policies influence the behavior of
cache hits and misses, the flow of data between cache levels, and how coherence and overall
cache capacity are managed. The hardware used for the experiments reported in this thesis
employs an exclusive caching strategy across L1, L2, and an inclusive strategy at the LLC.
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5.1.1 Journey of a Cache Line

The L1 cache is the first level accessed when a CPU core issues a memory request. On an
L1 hit, the requested data or instruction is retrieved within a few cycles, eliminating the
need to consult deeper cache levels. This low latency is due to the L1 cache’s small size
(typically 32–64 KiB), high associativity, and operating at the core’s full clock speed. In
the case of an L1 miss, the core allocates a miss-tracking entry and forwards the request
to the L2 cache. If the evicted line in L1 is dirty, it must first be written back to L2 before
the new cache line can be loaded.

If the L2 cache hits, it returns the full cache line to L1, where it is installed, possibly
evicting an existing line if needed, and the requested data or instruction is delivered to
the core. In inclusive cache hierarchies, a line present in L1 must also be present in L2,
ensuring coherence. If the requested line is not in L2 either, the request proceeds to the
LLC, with L2 assigning a miss-tracking entry to track the miss. Dirty evictions from L2
are written either to LLC (in inclusive systems) or to DRAM (in non-inclusive designs).

The LLC handles the final cache lookup. On an LLC hit, the line is returned to L2
and then forwarded to L1 and the core. In inclusive designs, the presence of a line in LLC
guarantees that the line either exists, or previously existed, in L2 and L1. If the LLC also
misses, the request is forwarded to main memory. Once retrieved, the data is allocated in
the LLC, promoted to L2 (evicting lines if necessary), and finally delivered to L1 for use
by the core.

5.2 Cache metrics

Section 5.3 explains that the Perf tool retrieves hardware performance counters by in-
terfacing with the PMU. In this study, cache hit and miss statistics are gathered from
these counters for each cache level, except the L2 cache. Specifically, the counters provide
separate counts for data and instruction loads and misses at the L1 level, and aggregated
counts for both at the last-level cache. However, accurately tracking data and instruc-
tion loads for the L2 cache is challenging. While the PMU offers a broad set of events to
monitor L2 cache behavior, determining the exact number of data and instruction loads
would require collecting a large number of counters. Since the number of available PMU
counters is limited, monitoring too many of them simultaneously can impact application
performance, leading to results that do not accurately reflect the application’s true be-
havior. Additionally, this study begins by collecting instruction counts and CPU cycles,
followed by separate experimental runs to capture cache-level events for the L1 and LLC.
Introducing an extra experimental layer solely for measuring L2 hits and misses would
likely add further inaccuracy to the data.

Therefore, L2 cache hit and miss statistics are derived indirectly using the data obtained
from L1 and LLC counters, as detailed below:
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L2 Loads = L1 Instruction Cache Misses+ L1 Data Cache Misses (5.1)

L2 Misses = L3 Loads (5.2)

There are a few caveats to consider when estimating L2 hits and misses using this method:

• The calculation does not include L2 write or store operations. However, since the
benchmark primarily consists of read operations, this omission is acceptable in this
specific context.

• Not every L1 miss results in an L2 access. In certain cases, such as data prefetching,
data may bypass the L2 entirely.

Additionally, the hit counts for each cache level are computed by subtracting the number
of misses from the total loads, since PMU counters do not report cache hits as a separate
event. The following formula is used to derive these values at each cache level (Lx):

Lx Hits = Lx Loads− Lx Misses (5.3)

5.3 Performance Assessment

All experiments in this section are conducted using a closed-loop configuration, where the
server operates at full capacity with 100% CPU utilization, ensuring it is fully saturated and
unable to process any additional load. Performance is measured using QPS, as described in
Section 4.2, with higher QPS values indicating better throughput and improved efficiency.
Alongside QPS, the performance table also includes IPC and CPQ. The CPS metric is
excluded from analysis, as it remains unchanged across all test cases. This behavior is
because the server maintains full CPU usage, meaning CPS equals the CPU frequency (2.6
GHz in this setup) multiplied by the duration of the experiment for each test case.

According to prior work [28], resolving a cache hit in the L1 cache typically consumes
between 1 to 4 cycles, while L2 hits take approximately 8-12 cycles. For LLC hits, the
latency is approximately 30-40 cycles. Cache miss penalties are approximated based on
the latency of hits at the next cache level; for example, a L1 miss is treated as a L2 hit in
terms of cycle cost. These numbers are approximated to capture a sense of the cache laten-
cies. However, the actual number of effective stall cycles can vary significantly depending
on microarchitectural factors, including pipeline depth, runtime data dependencies, and
whether out-of-order execution is able to hide part of the latency.

Because the modern system uses a multilevel cache hierarchy, raw access counts for
each cache level alone are insufficient to assess cache hierarchy performance. Instead, a
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common metric called Average Memory Access Time (AMAT) [54] is used to evaluate
cache efficiency by incorporating the hit and miss rates at each level. As the name implies,
AMAT reflects the average time required to access data across the cache hierarchy. The
equations below show how AMAT can be calculated in this setup, where 3 levels of cache
exist:

L3 AMAT = L3 Hit T ime +L3 Miss Rate ∗DRAM Hit T ime

L2 AMAT = L2 Hit T ime +L2 Miss Rate ∗ L3 AMAT

L1 AMAT = L1 Hit T ime +L1 Miss Rate ∗ L2 AMAT

(5.4)

From the above equations, the time that is required to answer each memory reference is:

L1 AMAT = L1 Hit T ime

+ L1 Miss Rate×
(
L2 Hit T ime+ L2 Miss Rate

×
(
L3 Hit T ime+ (L3 Miss Rate×DRAM Hit T ime)

)) (5.5)

In the above equation, memory references refer specifically to L1 loads, as this study focuses
solely on load operations. This simplification is justified by the nature of the workloads
presented in Chapter 4, which are predominantly read-only.

Based on the Equation 5.5, to calculate the AMAT for the first-level cache, a hit time is
needed. Therefore, this thesis assumes the following latencies for cache hits: L1 cache hits
incur 1 cycle, L2 hits require 12 cycles, and LLC hits take 40 cycles. The miss latencies can
be ignored since they appear as the next-level cache hits and are irrelevant for calculating
AMAT.

5.3.1 Cache Behavior of Test Cases

Table 5.1 and 5.2 show the number of loads, hits, and misses that occurred at each cache
level in addition to performance metrics such as IPC, QPS, and CPQ (refer to Section
4.3), which is taken from 4.1. The AMAT column shows the calculated AMAT for each
of the cache levels. It is important to emphasize that the values used in the AMAT
calculations do not represent the actual latencies for accessing each cache level. Hardware-
level optimizations, such as pipelining, instruction-level parallelism, and prefetching, are
not captured in these computations. As a result, the conclusions drawn from the cache
hierarchy tables should be interpreted as conceptual and relative indicators.

Another important consideration is that the total number of executed instructions
alone does not reflect how effectively the processor pipeline is utilized. The IPC metric is a
relative metric that inherently includes the effects of the hardware-level optimizations. For
example, Table 5.2 reports an IPC of approximately 0.829 for the Adaptive Coalescing

scenario, implying that the processor executed around 0.829 instructions per cycle. If
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Table 5.1: Cache and Performance Comparison: No Coalescing

Group Metric Hit Cost No Coalescing Busy Wait IRQ Suspend

Measured AMAT Measured AMAT Measured AMAT

L1 Data
Loads – 6199 – 5836 – 5838 –
Hits 1 5661 – 5487 – 5485 –
Misses – 538 – 349 – 353 –

L1 Instr.
Loads – 23535 2.151 22263 1.821 22283 1.822
Hits 1 21908 – 21238 – 21258 –
Misses – 1627 – 1025 – 1025 –

L2 Cache
Loads – 2165 16.656 1374 17.852 1378 17.893
Hits 12 1948 – 1208 – 1210 –
Misses – 217 – 166 – 168 –

LLC
Loads – 217 46.452 166 48.434 168 48.333
Hits 40 203 – 152 – 154 –
Misses – 14 – 14 – 14 –

Memory Hit 100 14 – 14 – 14 –

AMAT × L1 Instr. loads – – 50623 40540 – 40599 –

Performance
CPQ – 35841 – 24850 – 24975 –
QPS – 668071 – 963527 – 958737 –
IPC – 0.657 – 0.896 – 0.892 –

Table 5.2: Cache and Performance Comparison: Adaptive Coalescing

Group Metric Hit Cost Adaptive Coalescing Busy Wait IRQ Suspend

Measured AMAT Measured AMAT Measured AMAT

L1 Data
Loads – 5764 – 5836 – 5838 –
Hits 1 5398 – 5487 – 5485 –
Misses – 366 – 349 – 353 –

L1 Instr.
Loads – 21933 1.866 22263 1.821 22283 1.822
Hits 1 20851 – 21238 – 21258 –
Misses – 1082 – 1025 – 1025 –

L2 Cache
Loads – 1448 17.554 1374 17.852 1378 17.896
Hits 12 1277 – 1208 – 1210 –
Misses – 171 – 166 – 168 –

LLC
Loads – 171 47.017 166 48.434 168 48.333
Hits 40 159 – 152 – 154 –
Misses – 12 – 14 – 14 –

Memory Hit 100 12 – 14 – 14 –

AMAT × L1 Instr loads – – 40926 – 40540 – 40599 –

Performance
CPQ – 26451 – 24850 – 24975 –
QPS – 905219 – 963527 – 958737 –
IPC – 0.829 – 0.896 – 0.892 –

simply fetching an instruction from the L1 instruction cache costs about 1 cycle, this would
suggest that decoding, execution, and other instruction path stages impose no cost, which
is clearly unrealistic. Hence, absolute performance metrics do not capture the full picture
of CPU efficiency. Only relative comparisons across scenarios can reveal the effects of
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architectural enhancements and workload characteristics. Furthermore, this study excludes
the L1d AMAT calculation, as its impact is relatively minor compared to that of the L1i.
When a data cache miss occurs, the CPU can often continue executing other instructions,
minimizing pipeline stalls, unlike an instruction cache miss, which would directly disrupt
the instruction flow. However, to improve the accuracy of certain calculations, particularly
those related to estimating L2 loads, L1d metrics are still included in the presented tables.

In Table 5.1, the L1i’s AMAT for IRQ Suspend and Busy Wait improves by roughly
18% in comparison to No Coalescing, while the IPC sees an increase of about 36%.
This indicates that enhancements in the cache hierarchy account for nearly half of the
total IPC gain. A similar pattern is observed in Table 5.2 for the Adaptive Coalescing,
where L1i’s AMAT improves by 2.5% and IPC rises by approximately 7%. The remaining
performance gains likely stem from improvements in the L1 data cache and TLB. The
AMAT value suggest that the primary factor contributing to the overall efficiency of the
cache hierarchy is the L1 instruction cache. This finding can be supported by examining
the corresponding AMAT values at deeper cache levels. While deeper caches such as L2
and LLC show higher access rates (the value of AMAT is higher) under the IRQ Suspend

and Busy Wait configurations compared to No Coalescing and Adaptive Coalescing, it
is the L1 instruction cache that exhibits significantly better efficiency, showing that this
improvement is the main source of the performance gain.

A key takeaway from the results is that batching interrupts reduces the number of
instruction and memory references. This reduction is evident when comparing the cache
behavior of Adaptive Coalescing to that of No Coalescing. As outlined in Section
4.4, the No Coalescing configuration disables adaptive coalescing and relies on static set-
tings that trigger an interrupt after one packet, resulting in more frequent interrupts. In
contrast, Adaptive Coalescing leverages adaptive settings, allowing the NIC to batch
a larger number of packets before generating an interrupt. This batching reduces dis-
ruption to the instruction pipeline, as reflected by a higher IPC. Frequent interrupts can
hinder instruction execution, causing more pipeline stalls and reducing efficiency. The
decline in efficiency becomes evident when examining the number of CPU cycles (CPS
row) needed to execute the instructions (L1 Instr. loads row). The CPS metric reflects
the total number of cycles consumed, including both useful and stalled cycles. A higher
CPS value indicates that more cycles are required to complete the workload. For example,
in the No Coalescing configuration, the CPS value is approximately 35% higher than in
the Adaptive Coalescing case, suggesting that each instruction takes significantly longer
to execute. It is important to note that the No Coalescing configuration executes ap-
proximately 7% more instructions than Adaptive Coalescing; however, this increase is
significantly smaller than the rise in CPS, indicating that the remaining CPS overhead
primarily stems from stalled cycles rather than actual instruction execution.
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Chapter 6

Conclusion

A hybrid interrupt-management strategy, called IRQ Suspend, is evaluated in this thesis,
which dynamically alternates between busy polling and interrupt-driven modes for the
reception and processing of network packets based on real-time application activity and
traffic conditions. The evaluation spans physical hardware, VirtIO-net virtualization, Full
Passthrough, and Partial Passthrough scenarios, and systematic comparisons are made
against three approaches: pure interrupt-driven operation (No Coalescing), hardware
adaptive coalescing (Adaptive Coalescing), and continuous polling (Busy Wait).

Empirical results indicate that both IRQ Suspend and Busy Wait outperform interrupt-
driven baselines in throughput and tail latency, achieving higher IPC. This improvement
is attributed to the spatial and temporal alignment of packet processing with application
execution, resulting in better cache locality. Analysis of cache metrics reveals that part
of IPC improvements are linked to more efficient cache usage. By keeping packet pro-
cessing within the application context and minimizing disruptive interrupts, IRQ Suspend

and Busy Wait enhance cache hit rates and reduce average memory access times. While
Busy Wait maximizes performance, it does so at the cost of continuous CPU usage, even
during idle periods. In contrast, IRQ Suspend adapts to workload intensity, conserving
CPU resources under low load by reverting to interrupt-driven processing and ramping up
utilization only when necessary. The results also demonstrate that relying exclusively on
hardware-based adaptive coalescing does not yield optimal performance in terms of either
latency or throughput. This limitation arises because hardware coalescing operates inde-
pendently of the application’s execution state, meaning that interrupts could potentially
interfere with the application’s processing.

In virtualized environments, the benefits of IRQ Suspend are even more pronounced
than on a physical machine. The IRQ Suspend approach delivers about a 6% performance
boost over adaptive coalescing on the hypervisor and achieves a 45% gain compared to the
pure interrupt-driven approach. In virtualized environments, it improves performance by
roughly 18% over adaptive coalescing and demonstrates a 90–110% increase in scenarios
using Full Passthrough and Partial Passthrough for fully interrupt-driven configura-
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tion. By reducing the frequency of VM EXIT events and context switches between guest and
hypervisor, IRQ Suspend mitigates the additional overhead imposed by software-emulated
interrupts and virtual device layers. It is important to note that

This work opens several avenues for future exploration. While the IRQ Suspend mech-
anism is integrated into the epoll subsystem, the Linux kernel offers other I/O event
handling frameworks, such as io uring [14]. Extending this application-aware interrupt
handling technique to alternative subsystems could broaden its applicability and enhance
its utility across diverse I/O models. Furthermore, this study focuses on a virtualized
environment configured with VirtIO-net and Vhost-net. A valuable extension would be
to evaluate the proposed method under different hypervisors and network backends that
utilize varying hardware interrupt polling strategies. Additionally, investigating the cache
hierarchy in virtualized setups could offer deeper insights into performance behaviors and
bottlenecks, helping to further clarify how interrupt handling influences system efficiency.

As shown in this thesis, there is no universally optimal solution for all workloads. A
thorough understanding of the trade-offs introduced by different IRQ handling techniques
would help guide server tuning and system design for workload-specific performance opti-
mization.
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Appendix A

Test Cases

A.1 No Coalescing

The configuration below outlines how to reproduce the No Coalescing test case. It in-
cludes settings for per-NAPI parameters, per-epoll instance busy polling, and NIC-level
options.

1 # Per-NAPI configuration

2 napi_defer_hard_irq = 0

3 gro_flush_timeout = 0

4 irq_suspend_timeout = 0

5

6 # busy polling configuration per-epoll instance

7 prefer_busy_polling = false

8 busy_polling_budget = 0

9 busy_polling_period = 0

10

11 # NIC configuration

12 adaptive-rx = off

13 adaptive-tx = on

14 rx-usecs = 1

15 rx-frames = 128

16 tx-usecs = 8

17 tx-frames = 128

18 cqe-mode-rx = off

19 cqe-mode-tx = off

20 rx ring size = 1024

21 tx ring size = 1024
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A.2 Adaptive Coalscing

The configuration below outlines how to reproduce the Adaptive Coalescing test case. It
includes settings for per-NAPI parameters, per-epoll instance busy polling, and NIC-level
options.

1 # Per-NAPI configuration

2 napi_defer_hard_irq = 0

3 gro_flush_timeout = 0

4 irq_suspend_timeout = 0

5

6 # busy polling configuration per-epoll instance

7 prefer_busy_polling = false

8 busy_polling_budget = 0

9 busy_polling_period = 0

10

11 # NIC configuration

12 adaptive-rx = on

13 adaptive-tx = on

14 rx-usecs = 8

15 rx-frames = 128

16 tx-usecs = 8

17 tx-frames = 128

18 cqe-mode-rx = on

19 cqe-mode-tx = off

20 rx ring size = 1024

21 tx ring size = 1024
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A.3 Busy Wait

The configuration below outlines how to reproduce the Busy Wait test case. It includes
settings for per-NAPI parameters, per-epoll instance busy polling, and NIC-level options.

1 # Per-NAPI configuration

2 napi_defer_hard_irq = 100

3 gro_flush_timeout = 5000000

4 irq_suspend_timeout = 0

5

6 # busy polling configuration per-epoll instance

7 prefer_busy_polling = true

8 busy_polling_budget = 64

9 busy_polling_period = 1000

10

11 # NIC configuration

12 adaptive-rx = on

13 adaptive-tx = on

14 rx-usecs = 8

15 rx-frames = 128

16 tx-usecs = 8

17 tx-frames = 128

18 cqe-mode-rx = on

19 cqe-mode-tx = off

20 rx ring size = 1024

21 tx ring size = 1024
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A.4 IRQ Suspend

The configuration below outlines how to reproduce the IRQ Suspend test case. It includes
settings for per-NAPI parameters, per-epoll instance busy polling, and NIC-level options.

1 # Per-NAPI configuration

2 napi_defer_hard_irq = 100

3 gro_flush_timeout = 20000

4 irq_suspend_timeout = 20000000

5

6 # busy polling configuration per-epoll instance

7 prefer_busy_polling = true

8 busy_polling_budget = 64

9 busy_polling_period = 0

10

11 # NIC configuration

12 adaptive-rx = on

13 adaptive-tx = on

14 rx-usecs = 8

15 rx-frames = 128

16 tx-usecs = 8

17 tx-frames = 128

18 cqe-mode-rx = on

19 cqe-mode-tx = off

20 rx ring size = 1024

21 tx ring size = 1024
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Appendix B

Virtual Machine configuration

B.1 Aligned, CPU and NIC Configuration

The following outlines the VM configuration used in the virtualized experiments described
in Section 4.5, where four cores were assigned to run the application, and the same set of
cores also handled IRQ processing.

1 <domain type='kvm' id='3'>

2 <name>vm-ubuntu</name>

3 <uuid>021f52ee-61d9-4317-b19a-c93840571074</uuid>

4

5 <memory unit='KiB'>2097152</memory>

6 <currentMemory unit='KiB'>2097152</currentMemory>

7 <vcpu placement='static' cpuset='0-7'>8</vcpu>

8 <cputune>

9 <vcpupin vcpu='0' cpuset='0'/>

10 <vcpupin vcpu='1' cpuset='1'/>

11 <vcpupin vcpu='2' cpuset='2'/>

12 <vcpupin vcpu='3' cpuset='3'/>

13 <vcpupin vcpu='4' cpuset='4'/>

14 <vcpupin vcpu='5' cpuset='5'/>

15 <vcpupin vcpu='6' cpuset='6'/>

16 <vcpupin vcpu='7' cpuset='7'/>

17 <emulatorpin cpuset='5'/>

18 </cputune>

19 <resource>

20 <partition>/machine</partition>

21 </resource>

22 <features>
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23 <acpi/>

24 <apic/>

25 </features>

26 <cpu mode='host-passthrough' check='none' migratable='on'/>

27 <clock offset='utc'>

28 <timer name='rtc' tickpolicy='catchup'/>

29 <timer name='pit' tickpolicy='delay'/>

30 <timer name='hpet' present='no'/>

31 </clock>

32 <devices>

33 <emulator>/usr/bin/qemu-system-x86_64</emulator>

34 <interface type='bridge'>

35 <mac address='52:54:00:8b:ef:f1'/>

36 <source bridge='br0'/>

37 <target dev='vnet5'/>

38 <model type='virtio'/>

39 <driver name='vhost' queues='8' rx_queue_size='256' tx_queue_size='256'>

40 <host mrg_rxbuf='on'/>

41 </driver>

42 <link state='up'/>

43 <coalesce>

44 <rx>

45 <frames max='7'/>

46 </rx>

47 </coalesce>

48 <alias name='net1'/>

49 <address type='pci' domain='0x0000' bus='0x07' slot='0x00' function='0x0'/>

50 </interface>

51 </devices>

52 </domain>

53

B.2 4 + 2 Cores, CPU and NIC Configuration

The configuration below illustrates the IRQ packing setup used in Section 4.5, in which two
cores on the hypervisor are dedicated to network processing, while four cores are assigned
for application-level tasks.

1 <domain type='kvm' id='3'>

2 <name>vm-ubuntu</name>

3 <uuid>021f52ee-61d9-4317-b19a-c93840571074</uuid>
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4

5 <memory unit='KiB'>2097152</memory>

6 <currentMemory unit='KiB'>2097152</currentMemory>

7 <vcpu placement='static' cpuset='0-7'>8</vcpu>

8 <iothreads>2</iothreads>

9 <cputune>

10 <vcpupin vcpu='0' cpuset='0'/>

11 <vcpupin vcpu='1' cpuset='1'/>

12 <vcpupin vcpu='2' cpuset='2'/>

13 <vcpupin vcpu='3' cpuset='3'/>

14 <vcpupin vcpu='4' cpuset='4'/>

15 <vcpupin vcpu='5' cpuset='5'/>

16 <vcpupin vcpu='6' cpuset='6'/>

17 <vcpupin vcpu='7' cpuset='7'/>

18 <emulatorpin cpuset='6'/>

19 <iothreadpin iothread='1' cpuset='4'/>

20 <iothreadpin iothread='2' cpuset='5'/>

21 </cputune>

22 <resource>

23 <partition>/machine</partition>

24 </resource>

25 <features>

26 <acpi/>

27 <apic/>

28 </features>

29 <cpu mode='host-passthrough' check='none' migratable='on'/>

30 <clock offset='utc'>

31 <timer name='rtc' tickpolicy='catchup'/>

32 <timer name='pit' tickpolicy='delay'/>

33 <timer name='hpet' present='no'/>

34 </clock>

35 <devices>

36 <emulator>/usr/bin/qemu-system-x86_64</emulator>

37 <interface type='bridge'>

38 <mac address='52:54:00:8b:ef:f1'/>

39 <source bridge='br0'/>

40 <target dev='vnet5'/>

41 <model type='virtio'/>

42 <driver name='vhost' queues='8' rx_queue_size='256' tx_queue_size='256'>

43 <host mrg_rxbuf='on'/>

44 </driver>

45 <link state='up'/>
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46 <coalesce>

47 <rx>

48 <frames max='7'/>

49 </rx>

50 </coalesce>

51 <alias name='net1'/>

52 <address type='pci' domain='0x0000' bus='0x07' slot='0x00' function='0x0'/>

53 </interface>

54 </devices>

55 </domain>

56
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