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Abstract

The rapid integration of Al into everyday life has generated considerable public at-
tention and excitement, pointing to unprecedented gains in efficiency and personalization.
However, it concurrently raises concerns about the potential for automating algorithmic
harms, as well as re-entrenching existing social inequities. In response, the pursuit of
“trustworthy AI” has become a critical goal for researchers, corporations, and govern-
ments alike. Achieving this objective is a complex challenge with many possible ways to
realize it, ranging from policy and regulation to technical solutions such as algorithmic
design, systematic evaluation, and enhanced model transparency.

Contemporary Al systems, particularly those leveraging large-scale models, are fun-
damentally trained on vast amounts of data, often sourced from social interactions and
user-generated content. This dependence introduces a grassroots mechanism for auton-
omy: the possibility for everyday users, citizens, or workers to directly steer Al behavior.
This concept, known as Algorithmic Collective Action (ACA), involves a coordinated effort
where a group of individuals deliberately modifies the data they share with a platform,
with the intention of driving the model’s learning process toward outcomes they regard
as more favorable or equitable. We investigate the intersection between these bottom-up,
user-driven efforts to influence Al and a growing class of methods that firms already imple-
ment to improve model trustworthiness, especially privacy protections. In particular, we
focus on the setting in which an Al firm deploys a differentially private model, motivated
by the growing regulatory focus on privacy and data protection.

Differential Privacy (DP) is a formal, mathematical framework that provides provable
guarantees about the privacy of individuals whose data are used in a dataset. To op-
erationalize these privacy guarantees in deep learning settings, we employ Differentially
Private Stochastic Gradient Descent (DP-SGD), which is the de facto DP mechanism for
deep learning, making it a natural choice for assessing the effectiveness of ACA under
realistic conditions. Our findings reveal that while differential privacy offers substantive
protection for individual data, it concurrently introduces challenges for effective algorith-
mic collective action. Theoretically, we characterize formal lower bounds on the success
of ACA when a model is trained with differential privacy. These bounds are expressed as
a function of key variables: the size of the acting collective and the firm’s chosen privacy
parameters, which dictate the level of privacy the firm intends to enforce. Empirically, we
verify these theoretical trends through extensive experimentation by simulating collective
action during the training of a deep neural network classifier across several datasets. More-
over, we offer additional insight into how ACA affects empirical privacy, and we include a
socio-technical discussion of the wider implications for responsible Al.
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Chapter 1

Introduction

1.1 Motivation

Over the past decade, Artificial Intelligence (AI) has become integral to decision-making
processes across multiple domains, ranging from healthcare and finance to entertainment
and public administration. This rapid proliferation has been propelled primarily the by
access to vast quantities of data that enable Al firms to train large-scale machine learning
models. These datasets are collected from a variety of sources, such as publicly available
web content, user interactions with Al-driven products, and contributions from crowd
workers. The increasing availability of such data, together with advances in computational
power and learning algorithms, has made it possible to train models of unprecedented
complexity and capability.

While the scale and diversity of data have contributed substantially to the success
of modern Al systems, particularly deep learning models, this data-centric paradigm has
also raised profound ethical and social concerns. The extensive use of personal and po-
tentially sensitive information in training models has introduced pressing concerns about
algorithmic harms, such as threats to privacy, exposure of sensitive information, and bi-
ased decision-making that perpetuates social disparities. As a result, growing awareness of
these risks has prompted a broader movement toward responsible and ethical approaches
to Al development and deployment.

To address these concerns, researchers, practitioners, and policymakers have begun to
emphasize the need for “trustworthy AI”—systems that are transparent, fair, and account-
able. At the firm level, this growing emphasis on responsible Al has led to the adoption



of a range of technical and procedural measures aimed at embedding ethical principles
into the development process. These include fairness audits, bias mitigation algorithms
and privacy-preserving techniques as technical interventions, as well as broader organi-
zational measures like implementing governance frameworks, ethics review boards, and

transparency reporting mechanisms [64, 71]. Collectively, these interventions are designed
to guide the development and deployment of AI models in accordance with ethical norms
and regulatory standards [9]. Nonetheless, achieving these goals often involves navigat-

ing inherent trade-offs. For instance, methods aimed at enhancing fairness or protecting
privacy may reduce model performance or restrict data utility. Meanwhile, organizations
are driven by economic incentives to maximize user engagement and improve predictive
accuracy—priorities that can sometimes conflict with ethical considerations. Consequently,
the implementation of trustworthy Al remains a deeply complex and contested process.

Beyond firm-level interventions, governments and regulatory bodies have introduced
comprehensive legal frameworks such as the European Union’s General Data Protection
Regulation (GDPR) [28], Canada’s Personal Information Protection and Electronic Doc-
uments Act (PIPEDA) [31], and the California Privacy Rights Act (CPRA) [77] to safe-
guard user rights. These laws represent significant progress towards accountability and
transparency. However, despite incorporating certain measures such as privacy-by-design
and impact assessment requirements, these frameworks remain largely reactive in practice,
emphasizing compliance and post-hoc accountability rather than continuous, anticipatory
governance. As a result, these compliance-oriented approaches often fail to capture the
nuanced and complex issues associated with algorithmic bias, context-specific harms, or
the systemic power asymmetries embedded within data-driven ecosystems.

Taken together, both firm-level and regulatory interventions, while important steps
toward responsible AI governance, are insufficient to address the deeper structural in-
equalities and power imbalances between firms and their users.

1.2 Problem Statement and Research Questions

In parallel with organizational and regulatory measures, grassroots efforts of Algorithmic
Collective Action (ACA) are taking shape [10] as a bottom-up response to the growing
concentration of power within the Al ecosystem. Rooted in the classical theory of collective
action by Olson [66], ACA conceptualizes how individuals, by strategically controlling their
data contributions, can influence the behavior of machine learning models “from below”
[22]. In this way, coordinated data strategies can allow groups of users or workers to shape
algorithmic outcomes in ways that reflect their shared interests.



The emphasis on collective action is important, as individuals acting in isolation are
limited in their ability to exert influence. On platforms with large user bases, a single
individual’s data represents only an infinitesimal fraction of the total training set. Conse-
quently, self-interested manipulations by one person are largely powerless to systematically
influence the deployed model or fail to produce lasting changes in the learning outcomes.
However, when acting in coordination, users can exert enough leverage to meaningfully
steer the learning algorithm toward shared goals.

Motivated by perceived injustices such as opaque algorithmic management, unfair pay
distribution, or biased performance evaluations, affected workers are increasingly turning
to such tactics as an attempt to assert autonomy and bargaining power within systems that
otherwise treat them as passive data sources. For example, in the gig economy, groups of
ride-share or delivery drivers may coordinate to alter or withhold specific types of data—
such as selectively disabling GPS tracking or synchronizing log-ins—in order to disrupt
or retrain the firm’s assignment algorithms to their advantage [33]. Similarly, freelance
workers on digital labor platforms may strategically modify profile features or skill tags so
that the platform’s ranking model learns to prioritize members of their group.

Hardt et al. [10] introduces the notion of Algorithmic Collective Action in machine learn-
ing as a theoretical framework for understanding how groups of individuals can, through
coordinated modifications to their data, influence the behavior of learning algorithms. By
situating ACA within classical learning theory, the authors examine how strategic data
modifications affect model behavior under assumptions such as non-parametric optimal
learning, parametric risk minimization, and gradient-based optimization. Their findings
broadly support the conclusion that even algorithmic collectives of very small fractional
size can exert substantial influence over a platform’s learning process. Building on this
foundation, Ben-Dov et al. [11] extend the study of ACA to settings governed by robust
optimization. Together, these studies provide a theoretical basis for understanding how
the learning assumptions of an algorithm determine the feasibility and effectiveness of
collective data strategies.

While these theoretical studies of ACA highlight its potential to influence learning
dynamics, real-world machine learning systems are increasingly constrained by additional
safeguards. In particular, growing concerns about data protection, model memorization,
and information leakage are prompting firms to adopt privacy-preserving mechanisms.
These techniques aim to safeguard individual data contributions and limit the exposure
of sensitive information during training. However, the interaction between the actions
of coordinated users and privacy-preserving techniques employed by the model owners
remains largely unexplored, raising important questions about how privacy reshapes the
potential for Algorithmic Collective Action.



This thesis investigates the interplay between these two paradigms: Algorithmic Col-
lective Action and privacy-preserving techniques, with particular attention to Differential
Privacy (DP), a widely used mathematical framework for protecting individual-level data
through the injection of calibrated noise into the learning process. The overarching goal is
to understand how DP influences the ability of coordinated users to affect model outcomes,

and whether its adoption fundamentally reshapes the power dynamics between users and
Al firms.

Guided by this objective, this thesis addresses the following research questions:

RQ1: Can we theoretically characterize the relationship between a collective’s ability to
influence the model and the strength of the privacy guarantees determined by the firm’s
privacy design choices?

RQ2: Do these theoretical relationships hold in a practical, high-dimensional deep learning
setting? How does the “critical mass”—the minimum size of the collective required to
achieve a target level of influence—change as privacy constraints are tightened?

RQ3: What is the reciprocal effect of the presence of a collective on privacy? Does the
collective alter the model’s vulnerability to empirical privacy attacks, such as Membership
Inference Attacks (MIAs)?

1.3 Thesis Contributions

To address RQ1, we provide a theoretical model in which a collective interacts with a firm’s
learning algorithm, designed to optimize the firm’s objectives while also incorporating
differential privacy to protect individual data. In particular, we assume that the firm uses
a gradient-based learning algorithm and examine the implications of this design choice.
Within this framework, we derive a lower bound on the collective’s success. Our bound
generalizes a prior setting as a special case, occurring specifically when the firm does not
impose any privacy constraints. More broadly, the bound reveals a trade-off between the
firm’s privacy level and the collective’s success, where tighter privacy constraints lead to a
reduction in the collective’s success.

For RQ2, we validate our theoretical results with a systematic empirical evaluation
across different modalities covering text, image, and tabular classification tasks. In the
context of classification, we define the collective’s objective as correlating a specific signal



g(-) with a target label y*. In practice, the signal g(-) can represent inconspicuous modifi-
cations, such as a hidden watermark within an image or subtle syntactic changes in text,
to which individuals are largely indifferent. An individual described by a data point (z, y)
succeeds if the trained model f maps their modified features to the target label at the
test time. In fact, it is widely acknowledged in machine learning that hidden signals are
relatively easy to obtain in practical settings [17]. However, the ability to alter the label
of a data point is a considerably more demanding requirement.

To implement the firm’s privacy constraints, we apply Differential Privacy using the
standard Differentially Private Stochastic Gradient Descent (DP-SGD) algorithm. We
quantify the consistency between experiments and theory based on results from thousands
of training runs. Specifically, for each training run, we measure the critical mass and
empirically confirm the theoretical trade-off: the critical mass required for the collective
to succeed increases as the privacy constraints become stricter.

Finally, to investigate RQ3, we examine whether the presence of the collective alters
the model’s vulnerability to Membership Inference Attacks (MIAs), using the state-of-
the-art Likelihood Ratio Attack (LiRA). Our experiments systematically evaluate models
trained with varying collective sizes and different levels of differential privacy. The results
reveal that the presence of collective acts as an implicit regularizer, marginally reducing
the success of MIA. This observation motivates a deeper analysis of how the presence of
the collective changes the dynamics of the learning system.

Our contributions are summarized as follows:

e We identify, characterize, and analyze a trade-off between Differential Privacy and
Algorithmic Collective Action. Our theoretical model derives lower bounds on the
collective’s success under differential privacy constraints, expressed in terms of the
collective’s size and the privacy parameters.

e These theoretical findings are validated through extensive experiments on multiple
datasets, demonstrating that differential privacy reduces the collective’s ability to
influence the model’s behavior.

o We measure empirical privacy risk through the lens of membership inference attacks
and observe minor variations associated with the presence of the collective in the
data distribution.



1.4 Thesis Outline

The remainder of this thesis is structured as follows.

e Chapter 2 provides the technical background on the three core concepts of this thesis:
Algorithmic Collective Action, as formulated by Hardt et al. [10]; Privacy-Preserving
Training, with a focus on Differential Privacy; and Membership Inference Attacks,
particularly the Likelihood Ratio Attack.

e Chapter 3 develops a theoretical analysis of Algorithmic Collective Action under
Differential Privacy. It derives a lower bound on the collective’s success as a function
of its size and the governing privacy parameters.

e Chapter 4 presents the empirical validation of our theoretical findings. The chapter
describes the experimental setup, covering the datasets, the collective’s data mod-
ification process, and other implementation details. It then analyzes the results to
demonstrate how the collective’s success varies across different levels of Differential
Privacy. Furthermore, it presents the findings from our Membership Inference Attack
evaluations.

e Chapter 5 discusses the tensions between privacy and other trustworthy AI goals,
the potential for privacy to be used as an anti-cooperative strategy, and the broader
implications of the thesis.

e Chapter 6 reviews prior work most relevant to this thesis, including collective action,
private machine learning, and data poisoning. We highlight both classical results and
recent developments, drawing connections to the context of this work.

e Chapter 7 concludes the thesis by summarizing the key contributions, limitations of
this study, and promising directions for future research at the intersection of trust-
worthy learning algorithms and collective action.



Chapter 2

Background

This chapter provides the theoretical and conceptual foundation for the thesis. It formally
introduces the notions of Algorithmic Collective Action (ACA), privacy-preserving training,
and Membership Inference Attacks (MIAs), which together underpin our core research
question.

The first part of the chapter explores the framework of ACA as formalized by Hardt
et al. [10]. This framework models how a group of individuals or a collective interacts with
a learning algorithm and provides a principled way to define what it means for the col-
lective to “succeed” across various learning-theoretic settings. It serves as the conceptual
foundation for the discussions and analyses that follow. The second part of the chapter
turns to the notion of privacy-preserving training, focusing on Differential Privacy (DP) as
a rigorous mechanism for protecting individual data contributions. We further discuss its
practical application in deep learning through Differentially Private Stochastic Gradient
Descent (DP-SGD) [!], a widely used method that enables model training with quantifi-
able privacy guarantees. The final part of the chapter introduces MIAs, which provide
an empirical measure of privacy leakage, offering a practical way to evaluate how much
information about the training data a model inadvertently reveals. These attacks aim to
determine whether a specific data point was included in a model’s training set, thereby
exposing potential privacy risks even when the underlying data remain unseen. We pro-
vide a conceptual overview of MIAs, focusing particularly on the Likelihood Ratio Attack
(LiRA) [16], which forms the basis of our empirical analysis in the later chapters.

The remainder of the chapter is organized as follows. Section 2.1 discusses the theo-
retical foundations of algorithmic collective action. Section 2.2 reviews the principles of
differential privacy and its implementation in deep learning through DP-SGD. Section 2.3



introduces membership inference attacks and describes the LiRA method used in our anal-
ysis.

2.1 Algorithmic Collective Action

The notion of collective action originates in the social sciences and became especially in-
fluential in political economy and public choice theory. Classical collective action theory
examines how individuals with shared interests coordinate (or fail to coordinate) to achieve
a common goal that benefits the group as a whole [66]. Subsequent studies have extended
this framework by highlighting the role of group size, communication, enforcement mecha-
nisms, and repeated interactions in sustaining cooperation [67, 68, 12]. In modern settings,
collective action is often mediated by technological infrastructures such as digital platforms,
algorithms, and data-driven systems that govern interactions among individuals and shape
how coordinated outcomes are produced. Within this context, the notion of algorithmic
collective action inherits the classical problems of collective action—coordination, coop-
eration, and incentive alignment—while situating them within environments governed by
algorithms and data-driven decision systems.

2.1.1 Formal Setup of ACA

This work builds on the theoretical framework introduced by Hardt et al. [10], which
models the interaction between a firm’s learning algorithm and a strategic collective of
individuals. The population is described by a base distribution Py over data points z € Z,
where Z = X x ) is the feature-label domain, with X the feature space and ) the label
space. A typical data point is denoted by z = (z, y), with a feature vector x € X and its
associated label y € ).

Within the framework, the collective is represented by a parameter > 0, which
indicates that a fraction « of the data drawn from Py is controlled by the collective. The
collective selects a potentially randomized modification strategy h : Z — Z from a feasible
set H. Each h € H represents a permissible way to modify the controlled data. For
example, if the data consists of videos, a strategy h could be the function that applies
a specific watermark to the frames. Similarly, for text data like resumes, h might be a
transformation that rephrases content to match a distinct syntactic style. Applying h
to data drawn from P, induces the collective’s distribution P*, and the firm’s learning



algorithm A then encounters the following mixture data distribution P defined as:
P =aP" + (1 —a)P,. (2.1)

The firm’s learning algorithm 4 produces a classifier f = A(P) : X — ), trained on data
drawn from P.

2.1.2 Planting a Signal

We focus on a particular class of strategies in which a collective intentionally plants a signal
by modifying both features and labels of the data it controls—a setup referred to as the
feature-label strategy by Hardt et al. [10]. Formally, the collective chooses a target label
y* € Y and a feature transformation g : X — X. The corresponding feature—label strategy
is

h(z, y) = (9(), y*), (2.2)

so every controlled example (x, y) is replaced by the transformed pair (g(z), y*). In the
context of classification, the collective’s goal is to correlate a signal g(-) with the target label
y* so that an individual described by data point (z, y) succeeds whenever f(g(z)) = y*
during testing. Therefore, success is measured as follows:

Sla) = Pr [flo(x)) =y"]. (2.3)
This quantity captures how effectively the collective’s strategy shifts the classifier’s be-
havior on the base population as a function of its size a and the chosen transformation

g.

2.1.3 Critical Mass

We are interested in understanding how the success S(a) grows with collective’s size «,
and how large a must be to achieve a target success level. This concept can be formalized
as follows:

Definition 2.1.1 (Definition 1 from Hardt et al. [10]). The critical mass o* for a target
success level S* is defined as the smallest o for which there exists a strategy such that
S(a) > S*.



2.1.4 Collective Action in Risk Minimization

While Hardt et al. [10] explores multiple learning-theoretic settings, this work focuses
specifically on parametric risk minimization. In this setting, a firm selects a model from
a parameterized family { fp}sco with the objective of minimizing the expected loss, which
we formalize in the definition below. Their analysis also characterizes the collective’s
success criteria within the context of gradient-based optimization. In this subsection, we
review this definition of success, and in the following chapter, we extend this framework
to incorporate privacy constraints.

Definition 2.1.2 (Risk minimizer). Fix a loss function ¢. A firm is said to be a risk
mainimizer if, under the data-generating distribution P, it determines the model parameter
f according to

0= arg min zil'%)[f(@ 2) ]

Definition of Success

Within parametric risk minimization, we focus on gradient descent learners without im-
posing any convexity assumptions on the objective. We consider a learner that observes
the distribution P, at every time step ¢ [10]. Let the expected gradient of the loss ¢ over
P;, measured at the parameter 6, € ©, be defined as:

gpt(9t> = ZEEPt [Vg(gtv Z)] ) (24)

where V/(0;; z) denotes the gradient of the loss ¢ with respect to 6, for a sample z ~ P;.
The learner then performs the following gradient descent update with learning rate »:

Ori1 = 0, — 1 gp, (6r). (2.5)

By defining the target model 8* that the collective desires to achieve, the success of the
collective after t steps is measured as:

Se(a) = — 16, — 67| (2.6)

Collective’s Strategy

One natural way for the collective to steer the firm’s model toward a target parameter 6*
is by influencing the overall gradient used by gradient descent so that it points, on average,

10



in the desired direction. Suppose at each update the training data comes from a mixture
distribution defined in Equation (2.1), the gradient of the loss under the mixture is:

gp(6:) = (1 — ) gp, (6:) + a gp-(6)). (2.7)

If the collective can choose gp«(0) so that the mixture gradient equals a vector pointing
from 6; toward 6*, then gradient descent will move the parameter toward #*. A convenient
target for the mixture gradient is

gr(0) = &(0:) - (0: — 07), (2.8)
for some scalar £(6;) > 0. Solving for the required gradient under P’ yields

11—«

gp=(0) = — gpe(0) +&(0:) - (0 — 67). (2.9)

Definition 2.1.3 (Gradient-redirecting distribution from [10]). Given an observed model
0 and a target model 6*, the collective finds a gradient-redirecting distribution P’ for 0
where:

11—«

gp(0) = — gp,(0) +&- (0 —07),

for some £ € <0, a%}) Once such a distribution is identified, we can sample modified data

2 ~ P’ to guide the optimization process by setting:

h(z) =2

So long as the collective’s data adheres to the gradient-redirecting distribution P’, the
model’s gradient updates on the mixture distribution push it toward the collective’s desired
parameter 6*. Intuitively, the gradient under distribution P’ is composed of two terms—
one that reverses and rescales the original gradients gp,(6), and another that pushes the
parameters toward the collective’s desired model 6*.

Collective’s Success

We now state a theoretical bound on the effectiveness of the gradient-redirecting strategy.
In particular, the next theorem gives a lower bound on the collective’s success Sy(«) after
T gradient steps, assuming the collective can implement gradient redirection at each time
intermediate step.

11



Theorem 2.1.4 (Theorem 10 from Hardt et al. [10]). Assume the collective can implement
the gradient-redirecting strategy at all \0o+(1—X)0*, X € [0,1]. Then, there exists C'(a) > 0
such that the success of the gradient-redirecting strategy after T' steps is lower bounded by,

Sr(a) = = (1= C(a)" |60 — 67|

For reader’s convenience, the proof of this theorem is included verbatim from Hardt
et al. [10] in appendix A.1.

Here, C'(a) is directly proportional to the collective’s size a. The bound shows that
the gap between the current model 67 and the target #* decreases approximately at an
exponential rate of (1 —nC(a))?. Consequently, increasing o (and consequently C'(a))
raises the lower bound on Sp(«), indicating that the collective’s minimum guaranteed
level of success improves. In other words, larger collectives can more effectively steer the
optimization toward the desired model 8*. Moreover, the result implies that the collective
can, in principle, reach any desired model 6%, provided there exists a continuous path from
0y to 0* that does not encounter large gradients with respect to the initial distribution P.

2.2 Privacy-preserving Training

Organizations increasingly collect and analyze datasets that contain highly sensitive per-
sonal information—for example, health records, financial transactions, and location traces.
Modern machine learning systems and large models introduce new privacy risks because
they can encode and reveal properties of their training data even when the raw datasets
are never published. A desirable privacy solution for these settings must offer robust guar-
antees that remain valid even under the assumption of an adversary possessing unbounded
computational resources and comprehensive knowledge of the data processing algorithm.
Differential Privacy (DP) formalizes precisely this kind of strong guarantee.

The quantifiable and adversary-agnostic nature of the assurance offered by DP accounts
for its widespread adoption in high-stakes environments. It has been operationalized in
both industrial and governmental settings, notably forming the basis of the US Census
Bureau’s 2020 disclosure-avoidance system [2]. Consequently, DP has become a standard
tool for the development of privacy-preserving algorithms. Motivated by these features,
this thesis examines DP as a method employed by firms and investigates the resulting
dynamics of algorithmic collective action in this context.
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2.2.1 Differential Privacy

Differential Privacy (DP) is a mathematical framework designed to quantify and limit
the privacy risk to individuals whose personal data are used as input to an analysis or
algorithm. Originally introduced by Dwork [24], the central idea of DP is that the inclusion
or exclusion of any single individual’s record in a dataset should not significantly affect
the outcome of a mechanism. In this context, a mechanism refers to any algorithm or
computation applied to the data. DP focuses on randomized mechanisms, which introduce
randomness to reduce the impact of any single record on the result. A mechanism satisfies
DP if, for any two datasets differing by only one record, the probability distribution over
all possible outputs is nearly identical. To define this property precisely, we first introduce
two key notions: adjacency, which captures the idea of datasets that differ by exactly
one data point, and global sensitivity, which quantifies how much a function’s output can
change when a single record is modified.

A dataset D is defined as a multiset of elements drawn from a data universe U, and
the collection of all possible datasets is denoted by D. A numeric query f is a function
that maps a dataset to a real vector space, such that f : D — R C R". For instance,
the query f could be a training algorithm for a machine learning model, such as a logistic
regression or a neural network, and its output f(D) is the vector of the final trained model
parameters @ € R" or the corresponding model predictions.

Adjacency The concept of adjacency is fundamental in DP, as it determines the unit of
change that Differential Privacy seeks to protect, ensuring that adding or removing a single
individual’s data has minimal impact on the results of any analysis. Formally, adjacency
can be defined as follows!:

Definition 2.2.1 (Add/remove adjacency [27, 31]). Two datasets D and D’ are said to
be adjacent, denoted by D ~ D'  if |D A D'| = 1, where A is the symmetric difference
between the two sets.

Global sensitivity The concept of global sensitivity measures the maximum possible
change in a query’s output caused by the addition or removal of a single individual. This
measure dictates the amount of noise that must be added to the query output to achieve
privacy.

TAn alternative notion of adjacency, known as exchange adjacency, defines two datasets as adjacent if
they differ in the data of exactly one individual while maintaining the same dataset size. Conceptually,
this can be viewed as the removal of one individual followed by the addition of another.
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Definition 2.2.2 (Global sensitivity). The global sensitivity of a function f: D — R is
defined as the maximum difference in the output of f over all pairs of adjacent datasets
D ~ D' € D, measured with respect to p-norm:

Apf = max |[f(D) — f(D]], -

Formal definition of Differential Privacy The extent to which adding or removing an
individual’s data affects the outcome depends on the specific function under consideration,
whether it involves calculating sums, averages, or other measures. This sensitivity measure
indicates how much the output of the target function must be adjusted to protect an
individual’s privacy. DP accomplishes this by adding noise to the function’s output in an
amount calibrated to the function’s sensitivity. To formalize this intuition, DP is defined
in probabilistic terms, specifying how much the output distribution of a mechanism may
change when an individual’s data is added or removed.

Definition 2.2.3 ((g, 0)-Differential Privacy from Dwork et al. [26]). A randomized mech-
anism M : D — R with domain D and range R is (e, ¢)-differentially private if, for any
event S C R and any pair D, D" € D of adjacent datasets:

PrM(D) € S] < exp(e) PrM(D’) € S] + 9,

where the probability is calculated over the randomness of M.

A differentially private mechanism maps a dataset to a probability distribution over
possible outputs, for example, by adding noise or making randomized choices. The released
output corresponds to one random draw from this distribution. This inherent randomness
is precisely what provides privacy. The privacy guarantee is quantified by two parameters,
e and 9, which together determine the level of indistinguishability between outputs from
adjacent datasets.

Privacy loss ¢ The parameter ¢, referred to as the privacy loss, bounds the multiplicative
difference between the output distributions of adjacent datasets. Conceptually, € can
be viewed as a knob that controls the level of privacy. Smaller values of € correspond
to stronger privacy guarantees as they constrain how much the output probabilities can
differ when a single individual’s data is modified. When ¢ = 0 and 6 = 0, Pr[M(D) €
S] = Pr[M(D’) € S] for all S, providing perfect privacy, since the output distribution is
identical for all datasets. In this extreme case, no information about any individual can be
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inferred, and the output simultaneously conveys no utility because it must remain constant
regardless of the data. Conversely, as ¢ — oo, the privacy constraints become vacuous,
and the mechanism may reveal the data without restriction.

In practice, achieving a balance between privacy and utility requires selecting an appro-
priate value of €. Smaller values of £ (such as e < 1) provide stronger privacy guarantees
but may degrade data accuracy, whereas larger values (e.g., € > 5) offer higher utility at
the expense of weaker privacy protection. This trade-off is reflected in real-world deploy-
ments of differential privacy. Apple’s implementation of differential privacy in its data
collection systems employs a per-user, per-day privacy budgets typically in the range of
e =2toe =16 [23]. The U.S. Census Bureau adopted an overall privacy-loss budget of
e = 19.61 for the 2020 Census redistricting data [32]. In contrast, Google’s Community
Mobility Reports, published during the COVID-19 pandemic, used a considerably smaller
per-user daily budget of ¢ = 2.64 [5].

Failure probability ¢ The second parameter, ¢, represents a margin of error, defining
the probability with which the privacy guarantee may not hold. It is typically chosen
as a small value close to zero, often much smaller than 1/N, where N denotes the size
of the dataset. Selecting such a negligible § ensures that the risk of disclosing sensitive
information about any individual remains exceedingly low. Allowing a small positive ¢ is
often necessary to achieve reasonable utility, as enforcing § = 0 (known as pure differential
privacy) generally requires injecting excessive noise, rendering the results less informative.
When 6 > 0, the mechanism satisfies (¢, §)-DP, which is known as approzimate differential
privacy.

The Gaussian mechanism The canonical mechanism for (g, §)-Differential Privacy is
the Gaussian mechanism [27]. It operates by adding noise calibrated to the [y sensitivity
of a query, denoted by A, f. For a numerical query f: D — R, the mechanism is formally
defined as Mgauss(D; f,€) = f(D)+2, where z € R is a vector of i.i.d.? samples drawn from
N (0, 02I)3. While this standard calibration restricts € to the interval (0,1], generalized
variations such as the Analytical Gaussian Mechanism provide precise (g, §)-DP guarantees
for any € > 0 [3].

2i.i.d. stands for independent and identically distributed.
3To guarantee (g, §)-DP for ¢ € (0,1], the standard deviation o must satisfy o >

V2 In(1.25/8) (Aaf/e).
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An important feature of differential privacy is its composition property: when several
differentially private algorithms are applied to the same data, the overall privacy guarantee
degrades in a controlled way. This property allows us to quantify the cumulative privacy
loss over multiple computations. The compositional nature of DP makes it well-suited for
iterative algorithms, forming the foundation of Differentially Private Stochastic Gradient
Descent (DP-SGD), where composition governs how privacy loss accumulates over the
course of model training.

2.2.2 Differentially Private Stochastic Gradient Descent

Training modern deep learning models typically involves iterative optimization algorithms
such as Stochastic Gradient Descent (SGD). However, standard SGD does not preserve
privacy, as a model’s parameters ¢ can be heavily influenced by individual training examples
and may even “memorize” them [90, 15]. Applying the formal definition of DP to the entire
training function is challenging, since its global sensitivity is often complex to analyze and
can even be unbounded.

A more practical approach is to privatize each step of the optimization process and
then analyze the cumulative privacy loss using the composition properties of differential
privacy. Differentially Private Stochastic Gradient Descent (DP-SGD), proposed by Abadi
et al. [1], achieves (e, d)-Differential Privacy by extending the standard SGD algorithm and
modifying the gradient computation at each training iteration, as outlined in Algorithm 1.

Algorithm 1 DP-SGD algorithm from Abadi et al. [1]

Input: Dataset D, loss function ¢, learning rate 7, batch size B, noise scale o, clipping
threshold C| initial model 6,
for t € [T] do

Uniformly draw mini-batch B; from D

For each z; € B;, gflip(Qt) = clip(V{(0; 2;), O)

PP(0) = 7y (065700 + N (0, 0*C21) )

Oy =0 —n gDP(6t>
Return: 67 and the overall privacy cost (g, §)

The DP-SGD algorithm ensures privacy by introducing two key modifications to the
standard gradient computation. The first modification addresses the issue of unbounded
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sensitivity: in standard SGD, an individual data point z may yield an arbitrarily large gra-
dient V/(0y; z), resulting in unbounded sensitivity of the aggregated gradient. To mitigate
this, DP-SGD applies per-sample gradient clipping, wherein the 2-norm of each individual
gradient is restricted to a fixed threshold C'. This operation ensures that the contribution

of any single example to the sum ), gfzhp(@t) is limited to C'. Consequently, this clipping

step establishes a finite sensitivity bound.

The second modification introduces calibrated noise into the mechanism designed to
ensure differential privacy. Specifically, DP-SGD employs the Gaussian mechanism [27],
which adds Gaussian noise N (0, 02C?1;) to the sum of clipped gradients. This noise
is drawn from a distribution whose scale is determined by the sensitivity (or clipping
threshold) C' and a noise multiplier o. The noisy sum is then normalized by the batch size
|B;| to yield the final private gradient estimate gP¥(6;), which is then used to update the
model. A larger noise multiplier o provides stronger privacy guarantees (i.e., a smaller ¢),
but it also introduces more randomness into the gradient updates. This added randomness
can reduce the accuracy of the optimization and, consequently, the model’s overall utility.

Privacy accounting While each iteration of DP-SGD satisfies a certain level of privacy
on its own, model training typically involves thousands of such iterations, each consuming
a portion of the overall privacy loss. To rigorously track how privacy degrades across these
steps, privacy accounting techniques are used. A standard and powerful tool for this is
Rényi Differential Privacy (RDP), which extends the standard DP definition by expressing
privacy loss in terms of Rényi divergence between the probability distributions of outputs
on adjacent datasets [(62]. In the context of DP-SGD, the privacy accountant first computes
the RDP cost for a single training step, which depends on the noise multiplier ¢ and the
batch sampling probability |B;|/|D|. These per-step RDP values are then accumulated
over all training iterations and subsequently converted into an overall (e, §) guarantee
using standard transformations, resulting in the final reported privacy loss of the model.
In practice, DP-SGD implementations use RDP-based privacy accountants to obtain tight
bounds on the total privacy budget, allowing practitioners to balance privacy and model
performance more effectively.

2.3 Membership Inference Attacks

While Differential Privacy (see section 2.2) provides a formal, provable guarantee of privacy,
it is also essential to empirically measure the potential privacy leakage of machine learning
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models. A primary tool for this empirical evaluation is the Membership Inference Attacks
(MIAs). The goal of an MIA is to determine, given a data point z and black-box or white-
box access* to a trained model f, whether z was included in the model’s training dataset
D. This inference task is integral to privacy because it directly tests whether a model
“remembers” individual training examples. For instance, if an adversary can confirm that
a patient’s specific record was used to train a model designed to predict a particular disease,
it could reveal sensitive information about the patient’s health status.

The vulnerability of models to MIAs arises from their tendency, especially high-capacity
deep neural networks, to “memorize” or overfit to their training data [90]. As a result of
this memorization, the model often exhibits different behavior on inputs it was trained on
(members) compared to unseen inputs (non-members). For instance, the model may assign
a lower loss or higher confidence score to members than to similar non-member points.

The seminal work by Shokri et al. [75] formalized this threat and introduced a general
attack framework based on shadow models. In this approach, the adversary trains a set
of shadow models f/(f), where each model is trained on a dataset D; sampled from the
same underlying distribution as the target model’s data. By observing the outputs (e.g.,
confidence scores) of the shadow models on their respective members and non-members,
the adversary creates a new dataset to train a binary classifier. The classifier then learns
to distinguish the output patterns associated with member and non-member examples.
Finally, the adversary can infer the membership of the target point z by feeding the target
model’s output into the trained classifier.

The method we use in our analysis, the Likelihood-Ratio Attack (LiRA) [16] builds
upon this approach to membership inference. While it also relies on shadow models to
simulate the adversary’s knowledge, it differs from the earlier framework by replacing the
general attack classifier with a more direct and statistically grounded membership test.

2.3.1 Likelihood Ratio Attack

The Likelihood-Ratio Attack (LiRA), introduced by Carlini et al. [10], is a widely used
benchmark that reframes membership inference as a direct statistical hypothesis test. The
goal is to determine which of two hypotheses is more likely to be correct for a given data
point z:

4In a black-box attack, the adversary can only query the model and observe its outputs (for example,
predicted labels or confidence scores) without having access to the model’s internal parameters or architec-
ture. In a white-box attack, the adversary has full access to the model’s internals, including parameters,
gradients, and architecture, thus providing stronger adversarial access.
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e H;,: The data point z was in the training set D.

e H,: The data point z was not in the training set D.

LiRA operates by comparing the distribution of a scalar score s(f, z) extracted from the
model’s output. The central idea of LiRA is that s will follow two distinct probability
distributions depending on whether 2z is a member or not. Typical choices for this score
include the per-example loss, ¢(f(z), y), or the model’s predicted probability (confidence)
of the true label y, where z = (z, y).

The underlying intuition is that this score s will follow two different probability dis-
tributions depending on the membership status of the data point z. We are interested in
estimating:

e P(s| Hi,) (the IN distribution): The distribution of scores for point z given that z
was used to train the model.

e P(s| Hyy) (the OUT distribution): The distribution of scores for point z given that
z was not used to train the model.

Intuitively, since the model may memorize its training examples, we expect the IN distri-
bution to be concentrated around lower losses or higher confidence values than the OUT
distribution. Having been trained on z, the model produces a score s that is likely to be
an outlier relative to the scores it would generate for non-member points.

As the adversary lacks access to these true distributions, LiRA approximates them by
training several shadow models on datasets independently sampled from the same popu-
lation as the target model’s data. To build a statistical test specific to the point z, LiRA
trains two distinct ensembles of shadow models

Fin(z) = { i(nl), cee iﬂl’“)} each trained on a dataset that includes z,
Fou(2) = { F féﬁé)} each trained on a dataset that excludes z.

The adversary then computes the (sg:ore for z using each of these shadow models, giving
J

two sets of empirical scores: {s(f;)’,2)}7; and {s( féﬂl,z) T,. These samples serve as

empirical estimates of the score distributions IN and OUT for the specific z. LiRA models
these two distributions as Gaussian, N (jin, 02,) and N (feut, 02, ), Whose parameters are

estimated from the sample means and variances of these two sets of scores.
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Finally, to perform the attack, the adversary obtains the score s* = s(f*, z) from the
target model f*. They then compare its likelihood under the two estimated distributions
using the log-likelihood ratio:

p(s™ | Hin) ~log N (s*; pin(2), 07 (2))
p(s* | Hout) N(5*5N0ut(2)7‘7c2>ut<z>).

Thresholding A(z) yields the attack decision. A large positive value implies that s* is
significantly more likely under the IN distribution, leading the adversary to conclude that
z was a member. Intuitively, when the target model’s score s* falls within a region of
higher likelihood under the estimated IN distribution relative to the OUT distribution, the
attack infers that the point is a member.

A(z) = log

The effectiveness of LiRA is typically evaluated using two primary metrics: the Area
Under the Receiver Operating Characteristic Curve (AUC) and the True Positive Rate
(TPR) at a low False Positive Rate (FPR). The AUC provides a threshold-independent
measure of the attack’s overall discriminative power. It can be interpreted as the probability
that a randomly selected member receives a higher attack score A(z) than a randomly
selected non-member. An AUC of 0.5 is equivalent to random guessing, while scores at the
extremes (1.0 for perfectly correct classification and 0.0 for perfectly inverted classification)
both signify a perfect attack. However, in the context of privacy, TPR @ low FPR (for
instance, TPR @ 0.1% FPR) is often the more critical metric. This metric reflects a more
realistic and potentially more harmful attack scenario, in which the adversary aims for high
precision and seeks to be very certain that any point identified as a “member” is indeed a
member. By fixing the FPR at a low value, this metric evaluates the attack’s success rate
(TPR) under a high-confidence operating point. A high TPR at a low FPR indicates a
significant privacy vulnerability, as it demonstrates that the adversary can correctly identify
a substantial proportion of training examples while making very few false identifications.

2.3.2 Connections to Differential Privacy

As outlined in the previous section, an algorithm that satisfies (e, d)-differential privacy
provides a theoretical guarantee that the inclusion of any single example z can only mini-
mally change the model’s output distribution. A direct consequence is that, for any mem-
bership test (including LiRA), the adversary’s advantage is bounded in terms of (e, d).
By definition, DP constrains the likelihood ratio between a model trained with z and one
trained without it. This means that for a DP-trained model, the true IN distribution
P(s | Hiy) and OUT distribution P(s | Hoyt) are forced to be statistically similar. As the
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DP guarantee becomes stronger, the two distributions become increasingly similar, lead-
ing to substantial overlap. This, in turn, shrinks the expected log-likelihood ratio A(z)
toward zero, making it impossible for any adversary to confidently distinguish members
from non-members.

21



Chapter 3

Theoretical Analysis

This chapter develops the theoretical framework for analyzing the efficacy of collective
action under the constraints of Differential Privacy (DP). Building upon the work of Hardt
et al. [10], our analysis moves beyond the non-private setting to address the practical case
where firms must deploy models trained with learning algorithms that rigorously protect
user privacy. The primary objective is to formally characterize the fundamental trade-offs
between the level of privacy guaranteed to users and the potential success of the collective.

The central contribution of this chapter is the formulation and proof of the main the-
orem that quantifies the success of the collective action. This theorem provides a pre-
cise mathematical relationship between the collective’s success and its key structural and
privacy-related parameters. Specifically, we show how the collective’s success is a function
of the collective’s size and the parameters of the DP mechanism—the noise multiplier o and
clipping threshold C'. This result offers a clear interpretation of the “cost of privacy” by
quantifying how stringent privacy requirements may limit the collective’s success, and how
increasing the collective’s size can, in turn, compensate for the statistical noise introduced
by DP.

This chapter is organized as follows. We begin in section 3.1 by formally defining
the problem setup, outlining the theoretical assumptions underlying our analysis, and
describing the properties of gradient updates under DP. Following this, in Section 3.2, we
present our main theorem together with a rigorous proof and a detailed discussion of its
interpretation.
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3.1 Problem Setup

We assume that the firm deploys a private learning algorithm A with the objective of
preserving user data privacy. Given a data distribution P (modeled as a mixture dis-
tribution as defined in Equation (2.1)), the model chosen by the firm is represented by
f = A(P). Since we are concerned with gradient-based parametric risk minimization, we
focus on learning algorithms that rely on (stochastic) gradient descent to optimize the
model parameters—both with and without privacy constraints.

More specifically, we consider Differentially Private Stochastic Gradient Descent (DP-
SGD), a widely used algorithm for training models under (g, §)-differential privacy con-
straints. DP-SGD proceeds by (i) clipping per-example gradients to bound their sensitivity
and (ii) adding calibrated Gaussian noise to the aggregated clipped-gradients before per-
forming the parameter update. We now formalize the dynamics of a differentially private
learning process under algorithmic collective action. We consider a realistic learning sce-
nario that does not assume convexity of the objective function, where the learner observes
a batch of B sampled i.i.d. from the distribution P and aims to minimize the empirical loss
(>°,c5(6;2)) /|B| using gradient-based optimization methods. Here, £(6;z) denotes the
loss evaluated using model parameters 6 on an example z. We define the average gradient
over batch B as gg(f) = (3,.5V{(0; 2)) /|B|. This empirical formulation differs from
previous research [10], which analyzed expected gradients rather than the average over a
finite batch.

At each time step t, the learner observes samples B; from the current data distribution
Py, allowing the collective to adaptively interact with the learner by choosing B; from the
distribution P;. This setup models the best-case scenario for the collective, enabling us to
analyze the potential effectiveness of its strategy under ideal conditions. Given a clipping
threshold C' and a noise scale o, the model parameters are updated by taking a gradient
step computed according to the DP-SGD:

1 =0, — nﬁ ((Z clip(VE(6y; 2), 0)) + N0, 02(]2Id)> (3.1)

z€B

where 7 is the learning rate, clip(u, C') = u min(1, C/||ul|) denotes the gradient clipping
operation, which scales the gradient to have a norm of at most C', and I; denotes the d x d
identity matrix. For notational convenience, we first define the average clipped gradient

as ggjp(et) = (ZZGBt clip(Ve(0y; z), C)) /|B:|, which gives:

—clip 0202
t
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Next, we define the final noisy (differentially private) gradient as gg'(6,) = gg"(6;) +
N (0, (62C?/|B:|?) I4), resulting in:

Opp1 = 0, — 77§BDtP(9t), (3.3)

With this formulation in place, we now proceed to the theoretical analysis of how differ-
entially private learning dynamics influence algorithmic collective action.

3.2 Main Theoretical Results

This section presents our main theoretical result, which quantifies the effectiveness of the
collective’s gradient-redirecting strategy (as defined in Definition 2.1.3) under DP-SGD.
This result links the collective’s size «, the privacy parameters (the noise multiplier o and
the clipping threshold ('), and the optimization dynamics through a lower bound on the
collective’s success. The theorem below formalizes the bound.

Theorem 3.2.1. Assume that the collective can implement the gradient-redirecting strateqy
from Definition 2.1.5 at all Ny + (1 — X\)0*, where A € [0,1] and 0y,0* € R%. Then, for a
given clipping threshold C' and noise multiplier o, and letting |B|min denote the minimum
batch size observed over T steps, there exists B, o > 0, such that the success of the gradient-
control strateqy after T steps is lower-bounded with probability greater than 1 — ¢ by,

oC
Sr(a,0,C) > — (1 —nBaco)" 160 — 0% — B I Ags. (3.4)

Here, B, ¢ is directly proportional to the collective’s size o and clipping threshold C,
the function I'y denotes convergence-dependent noise-accumulation factor, and Ay is a
high-probability upper bound on the Euclidean norm of a d-dimensional standard Gaussian
vector. See subsection 3.2.1 for the proof, Equation (3.10) for the closed-form expressions,
and subsection 3.2.2 for the interpretation.

3.2.1 Proof of Theorem 3.2.1

Before proving Theorem 3.2.1, we present a lemma and several technical details that will
be used in the proof.
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Tail bound on scaled Gaussian norm In order to analyze the effect of the Gaussian
noise introduced by the DP-SGD updates, we require a high-probability bound! on the
norm of a multidimensional Gaussian vector. The following lemma provides such a bound,
which will be used in the proof of Theorem 3.2.1 to control the stochasticity introduced by
the Gaussian noise. The proof of this lemma is provided in appendix A.2.

Lemma 3.2.2. Let Yy, ..., Yy ~ N(0,0?) be independent Gaussian random variables, and
define the scaled chi-squared distribution as,

Then, for any 6 € (0,1), with probability at least 1 — 9,

Z<o <\/3+ 2log (%)) (3.5)

Decomposition of gradients At each iteration ¢, the model parameters are denoted by
0, € ©, and the learner observes samples B; from the data mixture P, = aP + (1 — )Py,
where P, is the collective’s data distribution. The corresponding average clipped gradient
over B,

,chp(et ‘Btl chlp Ve(eta ) C)’

z€B

which can then be decomposed as

1
e’ (6,) = > clip(V £(6;; 2), C) + Y clip(V £(6;; 2), C)
|Bt| z€B; z€By
B [ 1

B
- |Bz| |B’| Zchp (VL0 2), C) | + % (|BO| Z clip(V £(6y; 2), C))

—a gg,lp(et) (1 —a) gg(6)).

LA high-probability bound ensures that a random quantity deviates from its typical value (often its
expectation) by at most a specified amount with probability at least 1 — §, for a small § > 0 [0].
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Adding the per-step DP noise N (0, (62C?/|B;|?) I4) to both sides makes the left-hand side
gp’ (0,) (refer Equation (3.3)), yielding

—_DP —clip —clip 0202
98, (0:) = @ 9p (0r) + (1 —a) 98, (0) + N |Bt|2 — 5 ld

where C'is the clipping threshold, ¢ is the noise multiplier, and I; denotes the d x d identity
matrix.

Gradient redirection strategy under differential privacy Assuming that the col-
lective implements the gradient-redirecting strategy (Definition 2.1.3), we can express the
average clipped gradient under the collective’s distribution as?

952(0,) = a€°(0,) (6, — 07) (3.6)
@G (00) + (1= @) g (0:) = a £°(6:) (6, — 6) 3.7

where £°(60;) is a scalar, similar to £ defined in collective’s strategy of subsection 2.1.4 but
when considering clipped gradients at time step t. Rearranging the above expression gives
the clipped variant of Definition 2.1.3:

(0%

E(60) (6; —07) = g (6:) + ; T, (00)- (3:8)

We can further get the expression of £°(¢;) by taking norms on both sides and isolating
£°(0;), which yields

7chp (9,:) 1 aa —clip (Qt)
16 — 0%

€w0=‘ (3.9)

Proof. We begin with DP-SGD update (refer Equation (3.2))

cli 202
Orr1 =0 — 1 (Qsltp(et) +N (07 TB—P[d)> ;
t

2This implicitly assumes that the collective has some knowledge of the firm’s clipping operation when
selecting the gradient-redirecting distribution.
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where 7 > 0 is the learning rate. Starting with the final error after 7" iterations |67 — 6*||,
we unroll one step of the recurrence using the above DP-SGD update equation:

cl1 202 *
Or—1 —n gzslp(‘ngl)—i‘N 0, U—Qfd -0
’ |Br

Substituting the expected clipped gradients under the gradient-redirection strategy from
Equation (3.6), we obtain

167 — 67| <

202
0T—1 —1n (Oc g(j (QT—I) (67“_1 — ex) +N ( |U[5 |2]d)> — 0*

Factoring out (67— — 0*) gives

~[a=nacornori-om-ax (o ;,JQH

We now relax the bound by replacing £(67_;) with its minimum value £, = minye¢jo17 £¢(Afo+
(1 —\)#*), leading to

2,72
(- nace,) Or —07) —nN (0, 251,
|Br|?

To make the recursive structure explicit, we expand the update one additional step to
express Op_1 in terms of Op_o:

— H(l s ) (Br_s — 0°) — nN(0, 02C1) ( 1 (1—nats,) >H

_|._
|Br| |Br_1

Continuing this process, unrolling the linear recursion from 6r_; down to 6, yields

’ﬂ

-1

(1=nag,)’ (0o—60") —nN(0, 0°C°1,) g _|g@€mm)
- il

i

Using the fact that adding or subtracting a zero-mean Gaussian random variable does not
change the distribution, we obtain (where £ denotes equality in distribution):

’ﬂ
L

(1 —no gmln)
| Br—k|

S —na&m)’ (00— 07) +nN(0, 0*C?1y)

e
I
=
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By the triangle inequality, the norm of a sum is bounded above by the sum of the norms,
and pulling constants outside the norm then gives®

Tfl
< (=) o — 0+ 3 ‘ g“ﬁ“m [0, *C 1)
k=0 B

Applying Lemma 3.2.2; the right-hand side can be further upper-bounded with probability
at least 1 — ¢, for # with d degrees of freedom,

!

-1 k
1—nate,
< (1—nagh) 160—07 +n ( ‘Z:ir‘mn) (70(\/g+ \/210g1/5>

0

b
Il

Bounding the sum by assuming the minimum batch size |B|y, for all T' steps:
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The terms inside the summation form a geometric progression—replacing the summation
with its closed-form expression gives®
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Let Boo = &, I'r =1 <1 —(1- nBa,C)T> /Boc and Ags = (\/c_l + +/2log 1/5); then

we have
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IrAgs (3.10)
Multiplying both sides by —1 transforms the left-hand side into the collective’s success
(as defined in Equation (2.6)). This converts the upper bound on the parameter norm
difference into a lower bound on collective’s success, resulting in the final bound:

. oC
Sp(a,0,C) > — (1 =0 Bac)" |60 — 67 — BE. Tp Ags.
[
3For a geometric series Zk o k= o r” for r # 1.

*For any vectors a and b, [a -+ b] < [af + b]. More generally, for {a;}y, [0, aill < X0, faill
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3.2.2 Interpretation

The most intuitive factor that constrains the success of the collective when the firm uses
DP-SGD is the algorithm’s inherent ability to limit the influence of any individual data
point on the model’s output. Gradient clipping reduces the collective’s ability to align the
gradients in their desired direction, while the injected noise further deflects this directional
push. As a result, the signal that the collective is trying to correlate with the target label
is also attenuated. This is equivalent to the collective introducing a noisy signal, which in
turn increases the effort required for the collective to influence the outcome.

Theorem 3.2.1 provides a lower bound on the collective’s success, Sr, breaking its
structure into two components: a contraction term and a privacy penalty.

oC
ST(OC,O', C) > — (1 — ﬁBa’C)T H90 — (9"\&— W FT Ad,é-

Contraction term
Privacy penalty

The contraction term describes how quickly the collective’s gradient-redirecting strategy
can pull the model parameters 6, from their initial state 6, towards the collective’s target
0*. As T increases (or as B, ¢ or n increase), this factor decays toward zero. Because
success is defined as the negative of the contraction term, larger 1", B, ¢, or i correspond
to the greater success of the collective. On the other hand, the privacy penalty quantifies
how the random noise added to ensure differential privacy pushes the model away from any
fixed target, including the collective’s 8*. Increasing the privacy penalty reduces the value
on the right-hand side (due to the negative sign), which in turn decreases the collective’s
success. We now analyze how «, o, and C' influence the collective’s success.

Impact of collective’s size o The collective’s size o appears in B, o = afl,;, (see

Equation (3.9)). For the first term of the bound, a larger collective increases B, ¢, which in
turn speeds up the geometric contraction rate (1 — nBa,C)T. Intuitively, a larger collective
can pull the model more effectively toward the target. For the second term, B, ¢ appears
in the denominator of the I'y = 7 (1 — (1 —nBac)’)/Bac, a function that generally
decreases when B, ¢ grows. As a result, an increase in B, ¢ reduces the magnitude of the
privacy penalty, thereby increasing the lower bound. Therefore, a larger collective’s size
a unambiguously increases the lower bound on success by both strengthening the desired
signal and reducing the relative impact of the noise.

Impact of noise multiplier 0 The privacy penalty (the second term) is linear in o, so
increasing o—corresponding to stronger privacy guarantees and a lower privacy budget e—
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directly reduces the collective’s success. This reflects the fundamental trade-off: the same
mechanism that protects user privacy by adding noise also comes at the cost of reduction
in performance of the collective.

Impact of clipping threshold C' The clipping threshold C| set by the firm, influences
the bound in two opposing ways, leading to a nuanced overall effect.

e Positive effect via B, : Larger C' increases the clipped-gradient magnitude and
therefore B, ¢ (as B, ¢ is proportional to the norm of the expected clipped gradient).
As established in the analysis of «, a larger B, ¢ strengthens the signal (improving
the contraction rate) and reduces the relative noise impact (decreasing the I'y), thus
improving the bound.

e Negative effect via the noise multiplier: A larger C increases the per-step injected
noise (which has a standard deviation ¢C'). This, in turn, harms the collective’s
success by further lowering the second term.

As a result, the overall impact of the clipping threshold C' on the success of the collective
is determined by the interplay between these competing influences.

3.2.3 Recovery of the Non-private bound

Theorem 3.2.1 contains the non-private result as a single, natural corollary: by simul-
taneously removing both privacy mechanisms—taking the clipping threshold to infinity
(C' — o0) and setting the noise multiplier to zero (o = 0)—the DP-specific terms vanish
and the bound collapses to the previously established non-private bound. More precisely,
as C' — oo the clipped gradient constant B, ¢ converges to the non-private magnitude
C(«) used in Theorem 2.1.4, while o = 0 eliminates the second term; combining these lim-
its yields exactly the contraction bound stated in Theorem 2.1.4. The recovery is outlined
in appendix A.3.
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Chapter 4
Empirical Analysis

The preceding chapter established the theoretical foundations necessary to understand
the relationship between Algorithmic Collective Action and Differential Privacy. While
foundational, the theoretical analysis largely abstracts from many practical aspects of the
learning process. To bridge this gap between theory and practice, this chapter presents a
comprehensive empirical investigation. Our primary objective is to validate whether the
theoretically predicted trade-offs and relationships hold in the complex, high-dimensional,
and non-convex optimization landscapes of modern deep neural networks.

We use Differentially Private Stochastic Gradient Descent (DP-SGD) to protect the
privacy of the dataset and to examine how it affects the collective’s ability to influence the
behavior of deep learning models trained on standard benchmark datasets. Specifically, we
seek to quantitatively address the following research questions:

e How does the critical mass—the minimum collective’s size required to achieve a
desired level of success—quantitatively shift as privacy guarantees ¢ are tightened?

e What is the practical impact of the firm’s choice of hyperparameters, particularly
the gradient clipping threshold C, on the collective’s efficacy?

e In a reciprocal analysis, what effect does algorithmic collective action have on the
model’s empirical privacy, as measured by its vulnerability to privacy attacks?

To address these questions, this chapter is structured as follows. Section 4.1 details
the complete experimental setup. This includes information about the datasets, model

architectures, training procedures, and the collective’s strategy. Section 4.2 presents the
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primary results of our investigation. Through extensive experiments, we visualize the
trade-off between the collective’s success and the privacy loss € across different clipping
thresholds. Finally, section 4.3 shifts the perspective to investigate the reciprocal effects of
ACA on privacy, where we evaluate model’s vulnerability to Membership Inference Attacks
in the presence of a collective.

4.1 Experimental Setup

This section outlines a comprehensive experimental framework designed to empirically
investigate the effectiveness of Algorithmic Collective Action (ACA), under the assumption
that the underlying learning algorithm enforces differential privacy. The primary objective
of these experiments is to quantify how the introduction of Differentially Private Stochastic
Gradient Descent (DP-SGD), affects a collective’s ability to influence a model’s behavior.
We aim to identify the critical mass—minimum size of the collective required to achieve
the desired outcome—under varying privacy configurations.

4.1.1 Datasets and Tasks

To ensure that our findings are generalizable, we selected four datasets spanning different
data modalities and task complexities: one for multi-label, multi-class text classification,
two for multi-class image classification, and one for binary tabular classification. This
allows us to examine the collective’s influence across standard image classification bench-
marks as well as real-world textual and tabular data.

Resume We use a real-world corpus of approximately 30,000 anonymous resumes col-
lected from the web and annotated with high-level IT skill labels (for example, web de-
veloper, database administrator), introduced by Jiechieu and Tsopze [16]. The task is
formulated as a multi-label, 10-class text classification problem, where each resume may
have multiple labels associated with it. This dataset contains noisy natural-language in-
puts and entangled concepts, which are ideal for probing collective’s influence on model
behavior [10].

MNIST A foundational dataset in image classification, consisting of 60,000 training
images and 10,000 testing images of handwritten digits (0-9) [53]. Each image is a 28 x 28-
pixel grayscale grid. For the sake of simplicity, the training set was balanced to contain

32



5,000 samples per class, totaling 50,000 images. The task is 10-class image classification,
used as a proof of concept for our approach.

CIFAR-10 A more complex image classification benchmark containing 50,000 training
and 10,000 testing 32 x 32 color images across 10 mutually exclusive classes [19]. The
task is a 10-class image classification problem. The higher dimensionality and intra-class
variation of CIFAR-10 provides a more challenging environment to test the collective’s
impact.

Bank Marketing A tabular dataset containing 41,188 samples with 20 features covers
client demographic and marketing campaign details [03]'. The task is a binary classifica-
tion: predicting whether a client will subscribe to a term deposit. The data were balanced
using undersampling, resulting in a total of 7,888 data points. This dataset allows us to
study the dynamics of collective action in a real-world financial marketing context.

4.1.2 Model Architectures and Training

We select different model architectures and base model characteristics depending on the
datasets, and adjust the base architecture to accommodate DP-SGD. We also apply dif-
ferent training procedures across datasets to account for their varying characteristics and
modalities.

Model Architectures

For MNIST and CIFAR-10, we modified the standard ResNet-18 architecture. A key
modification involved replacing all Batch Normalization layers with Group Normalization.
This change was necessary for DP-SGD, as Batch Normalization’s reliance on batch-level
statistics complicates the computation of per-sample gradients, which are essential for
enforcing differential privacy. We also modified the initial layers of the model to better
accommodate the smaller input dimensions. Specifically, the first convolutional layer was
replaced by a 3 x 3 convolution (stride 1, padding 1, no bias) while preserving the original
number of output channels, and the initial max-pooling layer was substituted with a 1 x 1
max-pooling layer (stride 1, padding 0) to effectively remove its downsampling effect.

Dataset (version 1) fetched from OpenML using sklearn.datasets.fetch openml
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Following Hardt et al. [10], we use the DistilBERT architecture, a smaller, distilled
variant of BERT with 6 transformer layers, for training on the Resume dataset [73]. Distil-
BERT retains approximately 97% of BERT’s performance while using 40% fewer parame-
ters, making it a lightweight yet effective model for text classification. The Bank Marketing
dataset is modeled using a simpler feedforward neural network. This network consists of a
single hidden layer with 128 units and a ReLU activation function [3], followed by a final
output layer for binary classification.

Training Procedures

Design Overview Broadly, our experimental design varies two key factors: the collec-
tive’s size and the privacy configuration. The collective’s size determines the amount of
data controlled by the collective, while the privacy configuration specifies the parameters
and hyperparameters that govern the level of differential privacy. We test a spectrum of
privacy levels, ranging from no privacy to increasingly strict constraints. For each dis-
tinct privacy configuration, we train multiple models with varying collective’s sizes. This
approach allows use to identify the critical mass required to achieve success under each
privacy setting. The exact configuration are detailed in section 4.2.

Non-private Baseline As a baseline, models were trained with standard Stochastic Gra-
dient Descent (SGD) without the application of any privacy mechanisms. This non-private
baseline serves as a reference point for both model utility and the critical mass required
for collective action. For the Resume dataset, following the setup of prior work [10], we
instead use the AdamW optimizer [50] with its default parameters as implemented in the
transformers library.

Differentially Private Training We use DP-SGD for privacy-preserving training on
all datasets except the Resume dataset. For the Resume dataset, we use DP-AdamW, the
differentially private variant of AdamW, to enforce privacy constraints while maintaining
consistency with the non-private baseline. To validate our theoretical results, we performed
an extensive set of experiments, training multiple models while systematically varying the
key privacy parameters: the per-sample gradient clipping norm C and the noise multiplier
o. For precise privacy accounting throughout training, we use Rényi Differential Privacy
(RDP), as detailed in subsection 2.2.2.
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Figure 4.1: Binary masks illustrating the spatial structure of the two image transformation
signals applied to a 28 x 28 grid. The left mask corresponds to the patch transformation,
where the 2 x 2 white block in the top corner is a single pixel. The right mask corresponds
to the grid transformation, where each white pixel follows a periodic pattern.

Training Configuration Our training methodology differs across dataset. Models for
MNIST and Bank Marketing datasets were trained from scratch. For relatively complex
CIFAR-10 and Resume dataset, we leveraged transfer learning to improve utility under
privacy constraints. For the CIFAR-10 dataset, we first pre-trained a ResNet-18 model on
the CIFAR-100? dataset for 50 epochs This pre-trained model served as the initialization
point for all CIFAR-10 training experiments. For Resume dataset, we used a standard pre-
trained transformer model based on DistilBERT architecture as the starting point®. This
transfer learning approach is widely adopted in private machine learning, as it improves
model utility while maintaining rigorous privacy guarantees. In particular, pre-training on
publicly available data using a non-private algorithm, followed by fine-tuning on private
data with a private learning algorithm, is a standard and effective approach in the field.

4.1.3 Collective’s strategy

The feature-label strategy (defined in Equation (2.2)) is a method in which a fixed transfor-
mation g(-) is applied to the features of a subset of the training data, and the corresponding
labels are changed to a single target label y*. These signals are designed to be subtle and
difficult for humans to detect. The specific nature of the transformation g(-) is tailored to
the data modality being used.

2The CIFAR-100 dataset extends CIFAR-10 to 100 fine-grained classes and contains 60,000 color images
of size 32 x 32 (600 images per class).
3distilbert-base-uncased, available at https://huggingface.co/distilbert-base-uncased
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Image datasets For the image datasets, we implemented two types of transformations.
The pixel locations for both are visualized in Figure 4.1, with examples of the final applied
signals shown in Figure 4.2.

e Patch signal: This transformation modifies the intensity of a small, localized patch
of pixels in the corner of each image that the collective controls [35].

e Grid signal: This transformation blends a grid-like pattern with the original images
by adjusting the magnitude of every other pixel in every other row by a certain offset.

The precise offsets (magnitude of the change) for both transformations are specified in
section 4.2. To carry out the full feature-label strategy, the label of each transformed
image is reassigned to a class “8”, corresponding to the digit 8 in MNIST and to the class
“ship” in CIFAR-10 To ensure that the pixel values remain within the valid range [0, 255],
any pixel that would overflow when increased by an offset is instead decreased by the same
offset.

Text dataset For the Resume dataset, we used a token-insertion strategy based on the
DistilBERT tokenizer, which has a vocabulary of 30,522. We picked an unused token
(ID 1240, corresponding to a small dash) and inserted it into the resume text every 20
words [10)].

Tabular dataset For the Bank Marketing dataset, we restrict the collective’s ability to
update only a specific feature of the data under their control, and apply a fixed offset to
the original values. As part of their strategy, the labels of the collective’s data samples are
reassigned to the target class “0”.

4.1.4 Metrics and Evaluation

In our setting, a > 0 denotes the proportion of the training data that is controlled by
the collective. Their goal is to force the trained model to associate the signal g(-) with a
desired target label, y*. Success is achieved if the model learns this association so that it
predicts y* for any input x from the original data distribution Py once the signal g(x) is
applied. Formally, the collective seeks to maximize the following measure of success:

S(e) = Pr {f(g(z)) =y}

x~Po
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a) Original samples from MNIST and CIFAR-10.
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b) Samples with patch signal applied.
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c¢) Samples with grid signal applied.

Figure 4.2: Comparison of original, patch-signaled, and grid-signaled samples for MNIST
and CIFAR-10.

While the theoretical analysis defines success through parametric difference for mathemat-
ical tractability, the empirical evaluation shifts to prediction accuracy because identifying
a unique parameter vector 6* is infeasible for complex, high-dimensional neural networks.

A straightforward way to measure S(«) in experiments is to embed a signal into all
test data points to form a modified test set, and measure how often the model correctly
predicts the desired output. While the specific metric used to quantify this success is task-
dependent, the underlying principle remains consistent. This corresponds to the model’s
accuracy on the modified test set for single-label classification tasks (MNIST, CIFAR-10,
and Bank Marketing datasets). However, for the multi-label setting (Resume dataset), we
check whether the target label appears in the prediction set. Our goal is to determine the
critical mass, denoted by a*: the smallest size of the collective required to achieve a fixed
target success rate, as measured by accuracy on the signal-planted test data.

37



4.1.5 Implementation and Reproducibility

Model implementation and training were performed using the PyTorch framework. For ex-
periments that required DP, we used the Opacus library*, which integrates with PyTorch
to provide efficient implementations of DP-SGD and privacy accounting. All Opacus com-
ponents were used with their default configurations unless otherwise specified.

The end-to-end experimental pipeline included scripting the data partitioning to select
the collective’s data, applying the defined collective’s strategy, training models with and
without differential privacy using the same model implementations and training loop, and
evaluating resulting models on both the standard test set and a modified test set designed
to measure the success of the collective. All experiments used fixed pseudorandom seeds
for weight initialization and data shuffling to ensure reproducibility.

4.2 Results

For each dataset and corresponding signal transformation, we systematically train models
across combinations of three parameters: the collective’s size «, the privacy loss €, and
the clipping threshold C. The sizes of the collectives are chosen from A, = {a € Z :
0<a<5l,a=0 (mod3)} ={0,3,6,...,51} and the privacy loss values from A, =
{1, 1.25, 1.5, 2.5, 5, 15}. For all private experiments, we use a fixed failure probability
of § = 107°. The clipping thresholds are chosen from a dataset-dependent set Ag =
{C45, Cso, Cr5}, representing the 25th, 50th (median), and 75th percentiles of per-sample
gradient norms, respectively. We compute these percentiles empirically for each dataset
by observing the gradient norm distribution during the first few epochs of standard SGD
training [1]. The visualizations of the distributions used to select the clipping thresholds
are provided in Figure B.3. In addition to these sets, which result in private models, we
report a non-private baseline trained with vanilla SGD (no clipping and no noise), i.e.,
C = oo and noise multiplier 0 = O0—for which the privacy accountant yields e = co. Each
combination of («, €, C) € Ay X ((Ac X Ag) U{(00,00)}) is trained independently with
three different random seeds to account for stochastic variability. This results in a total of
3 (|[Ac| |Ae] + 1) |Ay| = 1026 model trainings per dataset and per signal g.

For each pair of parameters (¢, C'), we identify the critical mass o*: the smallest o at
which the collective achieves near-perfect accuracy on the modified test set (i.e., success
rate close to 1.0). In particular, our primary objective is to examine how the critical mass

“https://github.com/pytorch/opacus
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Figure 4.3: Success of the collective on the MNIST dataset. Each column corresponds
to a different clipping threshold C' € {0.08, 0.63, 3.39} (as determined by the percentiles
of per-sample gradient norms), and each row to a different collective’s strategy. For each
plot, we evaluate the collective’s success across varying privacy loss € and compare it to
the baseline case (¢ = oo, = 00), which represents to standard SGD without privacy
constraints. Collective size a € [0, 1] is shown as a percentage of the total training dataset.

varies with the privacy loss e, while keeping the clipping threshold C' fixed. Across the
image datasets (MNIST and CIFAR-10) and both signal transformations, we observe a
consistent trend: as the privacy loss ¢ decreases (corresponding to higher privacy regimes),
the critical mass o* required for success increases. A similar pattern emerges in the tabular
Bank Marketing and Resume datasets, confirming that this relationship holds across all
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Figure 4.4: Success of the collective on the CIFAR-10 dataset. Fach column corresponds
to a different clipping threshold C' € {0.44, 3.97, 21.83} (as determined by the percentiles
of per-sample gradient norms), and each row to a different collective’s strategy. For each
plot, we evaluate the collective’s success across varying privacy loss € and compare it to
the baseline case (¢ = oo, = 00), which represents to standard SGD without privacy
constraints. Collective size a € [0, 1] is shown as a percentage of the total training dataset.

data modalities. This pattern holds for all clipping thresholds C' and is visually apparent
in Figures 4.3 (MNIST), 4.4 (CIFAR-10), and 4.5 (Resume and Bank Marketing). In the
figures, tighter privacy regimes (smaller €) are shown with lighter-colored curves and vice
versa. These curves reach high accuracy only at larger values of «, illustrating that stricter
privacy increases the size of the collective needed for success.
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Figure 4.5: Success of the collective on the Resume and Bank Marketing datasets. For
Resume dataset, we use C' € {0.84, 1.8, 3.44}, and for Bank Marketing dataset we use
C € {0.92, 2.51, 4.94} (as determined by the percentiles of per-sample gradient norms).
In each plot, we evaluate the collective’s success under different values of privacy budget
and compare it with the baseline case (¢ = 0o, C' = 00), which corresponds to SGD without
any privacy constraints. Collective size o € [0, 1] is reported as a percentage of the overall
training dataset.

In addition to the experiments with a fixed clipping threshold (for example, C' €
{0.84, 1.8, 3.44} for resume data), we also evaluate an automatic clipping method [13].
This approach automatically adapts the clipping threshold by rescaling each per-sample
gradient by its own magnitude (g; < / (||gi|]| + ), for v > 0), then aggregates and adds
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Gaussian noise. To implement automatic clipping, we modified the Opacus library accord-
ing to the code changes outlined in Bu et al. [13]. A significant advantage of this method is
that it removes the burden on the firm deploying the private model to select and tune the
clipping threshold C'. With this technique, we observe the same trends, where the critical
mass o increases as the privacy loss € tightens. The results are shown in Figure B.1.

This observation aligns with the theoretical results in section 3.2, where the collective’s
success in Theorem 3.2.1 is inversely proportional to the noise scale o, which appears in the
second term of the bound. Consequently, when a firm deploys a model that prioritizes pri-
vacy at the expense of accuracy, it inadvertently raises the threshold for effective collective
action. In such scenarios, greater coordination and organizational strength are required
for the collective to accomplish its objective. These findings reveal a trade-off between
differential privacy and algorithmic collective action. While stricter privacy protections
are beneficial from regulatory or accountability perspectives, they increase the burden
on groups of individuals adversely affected by model outcomes who seek to influence the
model’s behavior.

The collective faces a trade-off between leverage, cost, and visibility. To increase lever-
age, the collective may simply increase its size «, though the cost of coordinating a larger
group can be an obstacle. Alternatively, the collective can increase the signal strength by
increasing the offset with which the pixel in the image, the token frequency, or the table-
cell value is modified This strategy accelerates how quickly the algorithm learns the signal,
but it also makes the modified data points more noticeable, increasing the likelihood that
they will be detected and filtered out. Another option for the collective is to alter the type
of signal, such as transitioning from a patch to a grid. A comparison between Figure 4.4a
and Figure 4.4b demonstrates that the latter signal type substantially decreases the critical
mass. In these experiments, however, the magnitude of the offsets added to or subtracted
from the pixels varies with the signal type.

This relationship between signal type and efficacy of the collective action warrants
further investigation. Although adversarial learning provides a wide range of perturba-
tion techniques, there remains potential in developing dataset-specific signal optimized to
minimize the critical mass. Deriving such adaptive signals is a non-trivial optimization
challenge, but it may offer considerably greater leverage. We leave the exploration of these
optimal, data-dependent signals to future work.
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Figure 4.6: Effectiveness of Likelihood Ratio Attack (LiRA) [10] evaluation on the CIFAR-
10 dataset. Each figure corresponds to a different setting of privacy constraints with privacy
increasing from left to right. In the left panel, we set ¢ = co and C' = o0, corresponding
to a setting no privacy.

4.3 Membership Inference Attack Evaluations

DP is appealing because it provides theoretical guarantees over how much privacy leakage
is admitted by a given learning algorithm. These guarantees hold for arbitrarily strong
adversaries attempting to predict an individual’s membership in the training data, even for
adversaries who have access to side information [27]. Of course, not all machine learning
models are trained with DP (especially considering that the addition of noise can adversely
affect model utility). To assess the privacy risks of a broader class of learning algorithms,
especially those trained without DP where theoretical guarantees cannot be established,
estimates of the empirical privacy leakage can be used [13].

In keeping with this investigation of empirical privacy risks, we now examine how the
presence of a collective can impact the vulnerability of the model to Membership Inference
Attack (MIA) [75]. The goal of the MIAs is to determine whether a specific data point was
included in the training set. The collective controlling some part of the training data can
alter the model’s decision boundaries and learning patterns, which changes the likelihood
of successful attacks. Our analysis aims to explore the correlation between the size of
the collective in the training data and the model’s susceptibility to MIA given a learning
algorithm used by the firm.
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No privacy e=15 e=1
TPR @ 0.1% FPR AUC TPR @ 0.1% FPR AUC TPR @ 0.1% FPR AUC

Collective’s size ()

0% 4.5736% 82.1% 0.3212% 65.6% 0.0803% 51.0%
1% 3.6420% 82.7% 0.3574% 65.5% 0.0924% 51.4%
% 4.4210% 81.6% 0.2289% 65.1% 0.0883% 51.6%
14% 5.2642% 81.1% 0.2409% 64.4% 0.1084% 50.7%
21% 3.4774% 80.6% 0.2208% 64.0% 0.0843% 50.9%
28% 3.7183% 78.6% 0.1767% 61.2% 0.1847% 51.2%

Table 4.1: Evaluation of LiRA under varying privacy constraints using AUC and TPR at
0.1% FPR on CIFAR-10 dataset. Lower TPR 0.1% FPR indicates better robustness to
MIA, while with AUC the desired metric is as close to 50% (random chance) as possible
(i.e. 50.02% is better than 49.89%, which are both better than 81.78%).

4.3.1 MIA Setup

We use Likelihood Ratio Attack (LiRA) [16] to evaluate the membership of the data point
in the training set. LiRA determines the membership by comparing the model output
probabilities of the target model to that of several shadow models, trained on different
subsets of the data. We train 16 shadow models on the CIFAR-10 dataset with the same
architectural configuration mentioned in subsection 4.1.2. Each shadow model is trained
on half of the dataset (25,000 data points), leaving another half for evaluation as non-
members. We evaluate the success rates of the attack under different settings of the
collective’s size and learning algorithm on the CIFAR-10 dataset. We select six different
sizes of the collective a € {0%, 1%, 7%, 14%, 21%, 28%} and three configurations of the
learning algorithm—(e =1, C' = 1), (¢ =15, C' = 1), and (¢ = oo, C = 0o)—implying no
privacy, totaling 288 training runs. To effectively determine the success of the attack,
we report True-Positive Rates (TPR) at a very low False-Positive Rate (FPR) of 0.1% in
addition to the Area Under the Curve (AUC) of the Receiver Operating Characteristics
(ROC).

4.3.2 LiRA Results

Figure 4.6 presents the ROC curves showing LiRA’s success rates under various configu-
rations, while Table 4.1 reports the corresponding AUC scores and the TPR @ 0.1% FPR
values. We find that the collective action during training slightly decreases the attack
success rate, as measured by TPR @ 0.1% FPR. This phenomenon can be attributed to
the impact of collective’s impact on the model’s ability to overfit the original training
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distribution. As the collective’s size increases, the model is increasingly exposed to data
containing conflicting samples, which effectively act as a form of implicit regularization.

LiRA relies on likelihood ratios computed using the model’s predictive distribution, and
its success hinges on detecting a significant gap between model outputs for members versus
non-members. The collective inserts a signal over a data subspace, meaning that the label
function is no longer smooth. Whereas a model trained with supervised learning typically
saturates their predictive confidences [36, 70], a model trained on this new labeling function
may hedge away from high-confidence predictions, making it slightly difficult to determine
training data membership based solely on model confidences.

Moreover, the introduction of the collective does not appear to compromise the robust-
ness to MIA already provided by DP training across different privacy levels. This suggests
that the inherent privacy-preserving effect from the collective’s signal does not conflict
with, and may even slightly complement, the explicit noise mechanisms of Differential Pri-
vacy. These findings are consistent with our results on the Street View House Numbers
(SVHN) dataset, as provided in section B.3.
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Chapter 5

Discussion

Our theoretical and empirical results demonstrate that while Differential Privacy (DP)
provides strong individual protections, it systematically limits the influence of collectives,
creating a tension between individual privacy and algorithmic influence. This chapter ex-
plores the broader implications of the findings in the thesis. We move beyond the technical
results presented in the previous chapters to examine the socio-technical, strategic, and
practical consequences of this trade-off for the broader pursuit of trustworthy Al

We structure our discussion as follows. First, in section 5.1, we situate the trade-off
between privacy and algorithmic influence within the wider landscape of known conflicts in
trustworthy AI. Next, we analyze the socio-legal dimensions of this finding in section 5.2,
discussing how privacy mechanisms could be instrumented as an “anti-cooperation” strat-
egy, potentially enabling a form of “privacy washing” that disempowers users. Following
this, we examine the practical role of modern training paradigms, particularly the pre-
training and private fine-tuning pipeline, and how this context influences the dynamics and
effectiveness of both DP and Algorithmic Collective Action (ACA). Finally, in Section 5.4,
we synthesize these themes to discuss the broader impacts on algorithmic governance,
the balance of power between firms and users, and the potential for DP to inadvertently
marginalize collective efforts to contest algorithmic harms.

5.1 Privacy and Other Trustworthy ML Trade-offs

The development of “trustworthy AI” requires a multifaceted approach that balances prin-
ciples such as fairness, accountability, transparency, robustness, and privacy. In practice,
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their implementation reveals a complex landscape of inherent trade-offs and tensions [29].
The technical and procedural measures designed to promote one goal may inadvertently
hinder another. This thesis contributes to this area of research by identifying and analyzing
a specific tension: the one between privacy preservation and the potential for algorithmic
collective action.

The literature on trustworthy Al has already identified several such conflicts. Recent
work has highlighted the tension between differential privacy and fairness as an important
area of investigation [30]. Firms often implement DP to protect individual user data and to
comply with regulations such as GDPR [28], PIPEDA [31], and CPRA [77]. However, its
typical implementation via DP-SGD can lead to disparate impacts such as having lower ac-
curacy for Black faces than for White faces when compared to a non-DP model. By clipping
gradients and adding noise to protect individuals, DP-SGD can disproportionately reduce
model accuracy for minority groups [7, 32]. Such disparate impacts can introduce addi-
tional risks. Kulynych et al. [50] provide empirical evidence that some subgroups become
more vulnerable to membership inference attacks. Similarly, there is a tension between pri-
vacy and explainability: differential privacy is fundamentally at odds with explainability
methods, which aim to attribute a model’s prediction to specific input features.

This thesis fits within that broader context, but introduces a new social-technical di-
mension to the discussion: the trade-off between privacy and algorithmic influence. ACA
is conceptualized as a bottom-up mechanism for accountability, allowing groups of users
to assert their shared interests and contest algorithmic harms. The broader question ad-
dressed in our work is therefore how firm-level interventions for privacy interact with this
user-level mechanism for accountability.

5.2 Privacy as Anti-Cooperation Strategy

The findings of this thesis situate the technical analysis within a broader socio-legal debate
on the role of privacy. Interventions such as DP are intended to protect users from harms
such as identification, discrimination, and misuse of personal information. From this per-
spective, stronger privacy guarantees could plausibly facilitate collective action, as they
lower the individual risk of re-identification and reprisal. At the same time, our primary
results indicate that DP attenuates the influence of such coordinated users. As a result,
this creates a tension between two goals: a greater inclination for collective action due to
lower privacy risk, and ensuring that the same collective action can retain its influence.

This tension is particularly salient for policymakers, as prior research has warned of
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“privacy washing”, where institutions invoke privacy to limit accountability and trans-
parency [55]. Analogous patterns have been documented in other contexts, where privacy
regulations have been leveraged to expand surveillance infrastructures [37] and to withhold
workplace data from worker representatives during collective bargaining, citing legal data
privacy responsibilities [33]. An implication is that firms may have strategic incentives
to adopt privacy mechanisms as a defense against ACA, with DP presented as an ethical
measure while functioning to dampen collective influence [55]. Although this study finds
no direct evidence of DP being deployed explicitly against ACA, the incentive structure is
clear and aligns with reported cases in which Big Tech firms have used privacy rationales
to justify exclusionary conduct [19, 78].

Therefore, policymakers, researchers, and worker representatives must consider the
trade-offs, recognizing that measures built to protect individuals can, whether inadver-
tently or intentionally, be used to disempower the collective.

5.3 Role of Pre-training and Fine-tuning in Privacy

The final privacy parameters (g, ¢) for DP-SGD are derived through a composition analy-
sis by considering the cumulative effect of applying the Gaussian mechanism to parameter
gradients at every step of training. Common methods for this accounting [, 62] demon-
strate that overall privacy loss € scales with the number of training steps. Because training
deep neural networks from a random initialization typically requires many epochs of model
updates, the composition cost can quickly exhaust the privacy budget, resulting in either
poor utility or weak privacy. To mitigate this, practitioners have tended to apply DP-SGD
to the fine-tuning stage of model training, assuming a suitable model initialization 6 is
available through pre-training on publicly available data [09]. This approach is appealing
because fine-tuning on a downstream task often requires significantly fewer training steps
than training from scratch, resulting in a much lower privacy cost.

However, there are reasons to prefer the pre-training/fine-tuning paradigm beyond just
privacy considerations. Model utility, particularly for large-scale models, has been shown
to scale with dataset size and parameter count during pre-training [17], as it allows models
to first learn general-purpose representations before specializing in specific tasks. Indeed,
Al practitioners have moved strongly towards the use and on-the-fly adaptation of pre-
trained models in recent years [12]. At the same time, reliance on a public pre-training
dataset has been critiqued for eschewing privacy considerations for individuals whose data
comprise that set [$1]. Such data may include private, sensitive, or copyrighted material
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collected without consent, causing models to inherit privacy risks and social biases even
before fine-tuning.

Our experiments have covered both popular settings for DP-SGD—private training
from scratch (as in our MNIST and Bank Marketing experiments) and private fine-tuning
(as in our CIFAR-10 and Resume experiments)—and we have applied ACA in each case.
This raises interesting questions about the role of ACA in shaping the behavior of modern
models: are collectives most effective when inserting signals into pre-training data, fine-
tuning data, preference data used for post-training, or some combination of these options?

5.4 Broader Impacts

ACA presents a bottom-up mechanism for users to influence the outcomes of algorithmic
systems and mitigate harms, acting as a “response from below” [22] without directly re-
lying on service providers. However, this mechanism carries trade-offs. Depending on the
motivation of the collective, ACA could be misused for malicious purposes, such as data
poisoning attacks or the exacerbation of pre-existing harms. Moreover, a single system
may face multiple, competing collectives with conflicting goals, complicating the dynamics
of user-driven influence.

Firms are increasingly adopting privacy-preserving techniques, with Differential Privacy
(DP) as a gold standard. Our work reveals that the DP mechanism, which is designed to
protect individual data, inherently limits the statistical signals from collectives, thereby
curtailing the effectiveness of ACA, regardless of the collective’s intent. This trade-off
directly challenges the viability of ACA as a grassroots mechanism in an environment that
increasingly prioritizes privacy. The introduction of such privacy-preserving techniques has
several unintended consequences [11]. Firms may strategically deploy privacy-preserving
techniques not only to protect individual data but also to weaken the influence of such
collectives. There is also a risk of using privacy as a pretext to limit accountability [55], a
practice related to fairwashing [1]. At the same time, the implementation of DP has been
shown to create disparate impacts [7, 50] and even to amplify bias [30]. Our work points
to a further harm, namely the systematic marginalization of collectives.

Paradoxically, the belief that DP anonymizes the contributions can reduce individuals’
perceived risk of participation, in turn increasing their willingness to engage in ACA.
Addressing this gap between perceived anonymity and the actual effect of contribution on
outcomes warrants further socio-technical study, and it calls for a more nuanced societal
discussion about which values to prioritize and how to balance these competing, desirable
goals.
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Chapter 6

Related Works

6.1 Collective Action

The study of collective action was central to 20th-century social scientific inquiry. The
“collective action problem” addresses the difficulty of coordinating individuals to achieve
a shared good when self-interest encourages “free-riding” [66]. The seminal work by Ol-
son [60] argued that large groups are unlikely to act in their common interest without
appropriate incentives. This pessimistic view, consistent with the concept of the “tragedy
of the commons” [38], was later reinforced by Hardin [39]. Contesting this, Marwell and
Oliver [59] introduced the concept of critical mass, showing how a small, highly motivated
subgroup can often provide the initial momentum to launch a broader participation. More
significantly, Ostrom [(7] provided extensive empirical evidence demonstrating that com-
munities can, and often do, create effective systems to manage shared resources sustainably.

The shift toward the digital age and online platforms has provided a new environment
for collective action. Melucci [60] examines the emergence of collective action in an in-
formation society. Similarly, the work of Milan [(1] explores how social media platforms
mediate social movements and collective action. More recently, collective action prob-
lems have been revisited in the context of socio-technical systems involving algorithms,
especially those that rely on data-driven prediction and decision-making. As algorithmic
systems become part of high-stakes decision-making, they can cause socio-technical harms,
reinforcing existing inequalities or marginalizing vulnerable groups [74]. In response, users
have sought new ways to collectively influence algorithmic outcomes to be more equitable
when traditional channels of accountability are not available. This research area is broadly
defined by the concept of Data Leverage, where individuals treat their data contributions
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not as passive inputs, but as strategic levers that can be used to influence the outcomes

of the algorithmic system [35]. The idea has been examined through strategies like data
strikes [¢4] and deliberate adjustments to data contributions for specific purposes [33]. Fur-
thermore, [20] show how user coordination can be leveraged to improve the effectiveness

of algorithmic recourse.

Building on these concepts, Algorithmic Collective Action (ACA) was formalized in
Hardt et al. [10] as a setting where users of a firm can steer the output of a machine learning
algorithm to achieve a shared objective. ACA may also face challenges similar to those
in classical collective action problems, such as free-riding, where individuals benefit from
a group’s effort without contributing [66]. Sigg et al. [70] analyzed this through a model
of the #DeclineNow campaign, in which DoorDash workers coordinated to reject low-
paying jobs, showing that collective action strategies are rational undersupplied markets
but prone to free-riding in oversupplied ones. Even when participation and incentives align,
another challenge to the success of collective action may depend on the type of learning
algorithm used. As shown in Ben-Dov et al. [11], the success of ACA is highly dependent
on the properties of the learning algorithm, and the authors recommend considering the
algorithm’s role when evaluating the prospects of collective action.

6.2 Data Poisoning

At a technical level, the data-driven mechanism of Algorithmic Collective Action (ACA)
shares similarities with the broad class of threats studied under adversarial machine learn-
ing, particularly with data poisoning attacks. Despite this overlap, ACA is distinguished
by fundamental differences in intent, assumptions, and objectives. The data poisoning
literature predominantly assumes a malicious adversary whose goal is to degrade model
performance, either by reducing overall test accuracy or by causing targeted misclassifi-
cations. In contrast, the approach to ACA is decidedly not adversarial. The strategic
manipulation arises from a misalignment of objectives between firms and a group of users.
Rather than aiming to harm model performance, these users act with a constructive pur-
pose to steer the model toward outcomes they perceive as more favorable or equitable.
Moreover, ACA emphasizes coordination among the collective, often to align with societal
or personal objectives.

Within adversarial machine learning, our work is most closely aligned with targeted
data poisoning attacks, in which the adversary manipulates the training data to induce
specific misclassifications or biased predictions [51]. Comprehensive surveys by Tian et al.
[79] and Guo et al. [37] provide detailed overviews of data poisoning and backdoor attacks,
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as well as corresponding defenses. Foundational work by Gu et al. [35] demonstrated
that models can effectively mislead classifiers in realistic scenarios using special triggers.
Recent research has also examined subpopulation poisoning, in which only a subset of the
training data is strategically modified to influence model behavior on particular subgroups
or regions of the input space [15].

Several studies have explored the interaction between DP and data poisoning attacks.
Ma et al. [58] demonstrate that DP mechanisms provide some degree of protection against
data poisoning only when a small fraction of the training data is compromised, and that
this protection deteriorates as the proportion of the poisoned data increases. Their analysis
primarily focuses on two standard DP implementations: output perturbation and objective
perturbation. In a related line of work, Jagielski et al. [11] and Razmi et al. [72] empir-
ically examine how DP mitigates the effects of backdoor and data poisoning attacks in
machine learning models. While existing studies have empirically noted these trends, our
work provides the theoretical grounding. We conduct a more extensive empirical analysis,
examining the interaction between DP and ACA across several data modalities.

More recently, the authors of [$0] examined how data poisoning can improve the effec-
tiveness of different privacy attacks. In particular, for membership inference, they showed
that poisoning increases the attack’s success rate, particularly for inlier samples that were
initially less vulnerable to inference. The poisoning strategy involves flipping the label of
selected target samples to a randomly chosen class. In contrast, our work leverages a dif-
ferent strategy based on a feature-label transformation (see section 4.3). Interestingly, we
observe a different trend in how such data modifications impact resistance to membership
inference (see Table 4.1).

6.3 Private Machine Learning

Differential Privacy (DP) has emerged as a gold standard technique that provides a formal
privacy guarantee in machine learning and data analysis [21]. For convex learning problems,
several mechanisms achieve DP, including output perturbation, objective perturbation,
and gradient perturbation [18, 48, 10]. In non-convex learning problems, especially in deep
learning, DP-SGD has become the prevailing method due to its conceptual simplicity [1].
Modern privacy accounting typically relies on Rényi Differential Privacy (RDP) [62], which
yields tighter bounds than the original moments accountant introduced by Abadi et al. [1].

By design, an (g, §)-DP mechanism implicitly offers group privacy with a guarantee
of ke for any group of size k [27, Theorem 2.2]. However, when groups are large, these
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guarantees can become weak in practice, uncovering a gap between formal DP protections
and the contextual expectation of privacy [65]. To account for these settings, variants such
as Attribute Differential Privacy have been proposed, but their integration into modern
machine learning training algorithms remains challenging [91]. Privacy accounting tech-
niques for tracking privacy parameters (¢;, 6;) for individual data points {z;} have also been
proposed, suggesting that the global bounds can be improved upon [39], although these
improvements may be unevenly distributed across constituent groups within the training
data. In fact, a significant line of work has demonstrated that the application of standard
DP mechanisms can have a disparate impact on model utility, often disproportionately
harming the accuracy for under-represented groups [7, 32, 30]. This well-documented ten-
sion between privacy and fairness is a critical component of integrating trustworthiness into
the model and directly motivates our investigation into how DP interacts with collective
actions aimed at improving group-level outcomes.
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Chapter 7

Conclusion

This thesis has investigated the essential yet insufficiently theorized intersection between
Algorithmic Collective Action (ACA) and privacy-preserving machine learning, with a
specific focus on Differential Privacy (DP). We sought to understand how the adoption of
privacy-preserving mechanisms by Al firms, often in response to regulatory or ethical con-
cerns, affects the ability of a coordinated group of individuals to exert bottom-up influence
over model outcomes. Our research was structured around three core questions:

e Can we theoretically characterize the relationship between the success of ACA and
the strength of DP?

e Does the theory hold in practice, and how does the critical mass of the collective
relate to privacy?

e What is the reciprocal effect of collective action on a model’s empirical privacy?

This concluding chapter integrates and interprets our findings in response to these ques-
tions, discusses the limitations of our study, and proposes directions for future research.

7.1 Summary of Contributions

This study articulates several substantive contributions that directly answer our research
questions:
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e Answering RQ1 (Theoretical Characterization): We successfully characterized
the theoretical relationship between a collective’s influence and the firm’s privacy con-
straints. We derived a lower bound on the collective’s success when interacting with a
gradient-based learner implementing Differential Privacy. This bound formally intro-
duces an inherent trade-off, namely that stronger privacy guarantees fundamentally
reduce the collective’s ability to influence the model’s behavior. Moreover, our bound
generalizes prior settings, recovering the non-private case as a special case.

e Answering RQ2 (Empirical Validation): Our theoretical findings were validated
in practical high-dimensional deep learning settings. We empirically confirmed the
trade-off through extensive experiments across image, text, and tabular data. Taking
into account the range of choices made by firms when employing a private learner,
we demonstrated that as a firm tightens its privacy constraints using DP-SGD, the
critical mass, or the minimum size of the collective required to achieve a desired
success, considerably increases. This validates that DP, while protecting individual
data, also acts as a significant barrier to coordinated collective action.

e Answering RQ3 (Reciprocal Effect on Privacy) We examined the reciprocal
effect of ACA on the model’s empirical privacy using widely adopted Membership
Inference Attacks (MIAs). The results revealed that the presence of a collective
appeared to slightly enhance the model’s robustness to MIAs in lower privacy regimes.
Moreover, as privacy constraints tighten, the collective’s presence does not increase
exposure to membership inference risk.

In summary, our key contributions are a theoretical characterization and an empirical
validation of the limitations that differential privacy imposes on collective action, high-
lighting how the collective’s success depends on the model’s privacy parameters.

7.2 Limitations

While this study offers meaningful contributions, it is important to acknowledge its limita-
tions, which in turn open up directions for future research. The collective action strategy
implemented in our experiments involved modifying both features and labels. In real-world
scenarios, modifying labels is much costlier for users than altering features. Our analysis
assumes the collective has the power to manipulate both, which may not always hold. Our
investigation into MIAs was limited in scope. We did not fully explore how different types
and magnitudes of the collective’s signal (the feature g(-)) might quantitatively affect the
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success rate of MIAs. A deeper analysis is needed to better understand and generalize this
finding.

Finally, while our empirical results broadly confirm the theoretical trends, certain devi-
ations were observed. These deviations likely resulted from the complex interactions among
high-dimensional data, gradient clipping, and the inherent stochasticity of DP-SGD. Such
factors introduce noise that may obscure the theoretical relationships we have derived. Ad-
dressing this gap between theoretical intuition and empirical behavior will require deeper
analytical tools and more controlled experimental designs.

7.3 Future Research Directions

This work opens several promising directions for future inquiry at the intersection of pri-
vacy, ACA, and responsible AI. The lower bounds derived in this thesis provide an initial
characterization of the DP-ACA trade-off. Future theoretical work could focus on de-
veloping tighter bounds that more precisely capture the dynamics observed in empirical
settings. DP-SGD’s behavior is heavily influenced by the per-sample gradient clipping
threshold. Although recent research has moved toward automatic and adaptive clipping
mechanisms, a strong theoretical and empirical characterization of how this clipping affects
the success of collective action would be a valuable contribution.

Future research should extend our analysis to more diverse and realistic machine learn-
ing paradigms. Our experiments focused on classification tasks, yet many contemporary
Al systems with large user bases, such as recommendation engines, ranking algorithms,
and large language models (LLMs), operate in very different settings. Investigating how
the presence of collective affects these systems would be essential for understanding their
implications in real-world contexts that increasingly shape digital life. This is particularly
relevant to modern development pipelines that rely on large-scale pre-training followed by
task-specific fine-tuning. Future work should examine whether collective action is more
effective during pre-training, when model representations are still forming, or during fine-
tuning, when privacy constraints and data granularity differ. Understanding how privacy
interacts with collective strategies at each stage could yield important insights into where
and when collective action can meaningfully occur, or conversely, be constrained.

Finally, future research should seek to examine the interdependence among trustworthy
AT principles in the presence of a collective. While fairness and collective action have been
studied separately, it remains unclear how privacy, fairness, and transparency interact when
collectives actively shape the learning process. For example, mechanisms that enhance
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privacy may inadvertently limit fairness interventions, while fairness constraints can alter
a system’s privacy dynamics by redistributing influence across subgroups. Understanding
these links is crucial for designing Al systems that protect individuals while accounting for
influence through collective action.

7.4 Concluding Remarks

This thesis has demonstrated that the technical choices in the design process of trustwor-
thy AI systems are not purely objective. They carry social and ethical consequences that
reshape the balance of power within data-driven systems. We have shown that Differential
Privacy, while a gold standard for protecting individual data, can simultaneously func-
tion as an anti-cooperative mechanism, centralizing power within the firm by insulating its
models from collective action. As organizations increasingly adopt privacy-preserving tech-
nologies to meet regulatory needs and build user trust, our findings make it evident that
the goals of trustworthy AI can sometimes be in tension. The push for individual privacy,
as implemented through DP, may inadvertently impede the viability of collective action,
an essential tool for users and workers to assert their rights and contest algorithmic power.
This work underscores the need for a more holistic approach to Al governance, one that
carefully navigates the complex trade-offs between protecting individuals and empowering
collectives in the design of fair and accountable systems.
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Appendix A

Additional proofs

A.1 Proof of Hardt et al. [40, Theorem 10]

Since Theorem 2.1.4 restates Hardt et al. [10, Theorem 10], we reproduce their proof here
for completeness.

Proof. Fix a time step t and a model ;. Denote by P; the gradient-redirecting distribution
l—a
found at step t and let £(6;) = ngl(etﬂ;t?mﬁpo(et)“

induces the following gradient evaluated on P;:

gp,(01) = agp(0;) + (1 — a)gp, (6;)
: ; agpo (0) + a&(0:)(0: — 0°) + (1 — ) gp, (0:)
= a&(0,)(0, — 07).

Now let ¢ = minyejo,11 (Ao + (1 — A)0%). Applying the strategy repeatedly across time
steps yields

. Then, the gradient-redirecting strategy

= -«

107 — 0"l < 1071 — nag(Or—1)(0r-1 — 67) — 07|
< (1 = nag(0r-1))|[0r-1 — 07|
< (1 =nac)||fr— = 07|
< (1= nac)" |6 — 07|,
which yields Sp(a) = — |07 — 0*|| > —(1 — nae)T||fy — 0%||. Setting C(a) = ac concludes
the proof. n
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A.2 Proof of Lemma 3.2.2

Proof. Since each Y; ~ N(0,0?), we can write Y; = 0Z;, where Z; ~ N'(0,1). Then,

U

Let U = Zle Z?. A standard tail bound for the chi-squared distribution (refer to the
Corollary 1 in [52]) gives, for any ¢ > 0,

P(Uzd+2x@+2t) <ot

Substituting ¢t = log(1/0) we can obtain, with probability at least 1 — ¢,

U <d+2vdlog(1/6) + 2log(1/0)
< d+2v/2dlog(1/6) + 2log(1/6)

= (Vi+V2Ie(1]B))

Taking square root and multiplying by ¢ on both sides, we get the required bounds. [

A.3 Theorem 3.2.1 in the No-Privacy Case

In this section, we show that, in the no-privacy regime, our main bound reduces to the
bound stated by Hardt et al. [10, Theorem 10], which is restated in Theorem 2.1.4. We
begin with the bound from our main Theorem 3.2.1:

oC
Sp(a,0,C) > —(1 =1 Bac)" |60 — 67| — B Ty Ags. (A1)

The term B, ¢ is defined as follows from Equation (3.10):
Ba,c =« frilin

where £, = minyep11£°(Mo + (1 — A)0*). To better understand the behavior of £°, we
focus on its value at a particular point 6; along the trajectory, as defined in Equation (3.9):

Tt (6) + L2 G (0|
60"

gc(et) = ‘ (A-2)

70



No-privacy specialization (0 =0 and C — o0). Setting o = 0 eliminates the second
term from Equation (A.1), giving

Sr(a,C) 2 — (1 =1Bac)" |60 — 67| (A.3)

By the definition of clipping operator, as the threshold C' — oo, the clipping becomes
inactive. Using this fact and considering expectation of unclipped gradient, Equation (A.2)
can be written as:

_ llgp(6) + 122 97 (80)|
€)= T (A4)

This definition of £ is identical to original Equation (2.9). Hence, when 0 = 0 and C' — oo,

Ba,C = gﬁlin
= Cngin
= C(a) (from Theorem 2.1.4) (A.5)

Finally, the Equation (A.3) reduces to:
Sr() 2 = (1=nC(a)" 160 — "] (A.6)

which matches the original bound of Hardt et al. [10].
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Appendix B

Additional Results

B.1 Baseline accuracies

Table B.1 presents the baseline predictive accuracies of DP-trained classifiers across all
datasets.

Dataset CIFAR-10 MNIST Resume Bank Marketing
C 044 397 21.830.08 0.63 3.39 084 1.80 3.44|092 251 494

e=15.0 | 3% 61% 48% | 91% 97% 97% | 86% 86% 86% |83% 82% 82%
e=50 |71% 57% 44% | 90% 97% 97% | 86% 86% 85% |83% 82% 82%
e=25 [68% 49% 40% | 8% 96% 96% | 86% 86% 85% | 83% 83% 81%
e=15 [63% 47% 34% | 8% 95% 96% | 86% 86% 84% | 83% 82% 80%
e=1.25|60% 46% 33% |83% 95% 95% |86% 86% 84% |83% 81% T9%
e=1.0 |57% 44% 29% | 81% 95% 95% | 86% 86% 84% |83% 80% T4%

Table B.1: Test set accuracies under different privacy losses (¢) for models trained on
four datasets: CIFAR-10, MNIST, Resume, and Bank Marketing. The clipping thresholds
were selected based on the 25th, 50th, and 75th percentiles of per-sample gradient norms
computed over the first few epochs of non-private training [!]. For CIFAR-10, MNIST,
and Bank Marketing, the reported metric is classification accuracy, while for Resume,
the reported accuracy corresponds to 1 — Hamming loss for the multi-label classification
setting. Non-private baselines (¢ = oo, 0 = 0, C' = 00) achieve accuracies of 86%, 100%,
96%, and 82%, respectively.
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B.2 Critical mass

Figure B.1 shows the results for automatic clipping on the MNIST and CIFAR-10 datasets.

e=1 =125 & =15 —— =25 —#— £=5 —— =15 -4- No privacy
1.0 1.0
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2 2
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G G

9 04 @ 0.4

(9] [

1% 15

1% 1)

@ 0.2 @ 0.2
0% 10% 20% 30% 0% 10% 20% 30%

Collective's size Collective's size
patch with offset 50 grid with offset 10
(a) MNIST dataset
1.0 1.0

2 2

T 08 T 08
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£ =

G G

@ 0.4 @ 0.4

[ Q

o o

@ 0.2 3 0.2
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(b) CIFAR-10 dataset

Figure B.1: Success of the collective with automatic clipping [13]. Each row corresponds
to a different datasets (MNIST and CIFAR-10), and each column to a different collective’s
strategy.
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B.3 LiRA results

Figure B.2 and Table B.2 extend our results from section 4.3 to include MIA results on the
SVHN dataset. The SVHN dataset consists of real-world images of house numbers obtained
from Google Street View, commonly used for evaluating visual recognition models on digit
classification tasks.

100 = 10° 10°
107! / 107! 107!
3 3 3
© e © ©
o e o / o #
v 1072 P o 1072 % o 1072 /
2 %~ a=0(AUC = 0.611) 2 —— a=0(AUC = 0.508) 2 —— a=0(AUC = 0.502)
2 g’ —— @ =1 (AUC = 0.619) 2 —— a=1(AUC = 0.511) 2 —— a=1(AUC = 0.505)
o -3 o -3 o -3
€ 10 =7 | a =7 (AUC = 0.607) 10 ) a =7 (AUC = 0.508) s 10 4 a =7 (AUC = 0.510)
2 - a = 14 (AUC = 0.606) 2 7 a = 14 (AUC = 0.503) 2 i a =14 (AUC = 0.506)
104 _ _ 104 =y _ _ 1074 A _ _
a =21 (AUC = 0.604) Eal a =21 (AUC = 0.506) a =21 (AUC = 0.511)
P a = 28 (AUC = 0.595) —t a = 28 (AUC = 0.508) el F a = 28 (AUC = 0.500)
1075+ 1075+ 1075+
105  107* 103 102 107!  10° 105 107¢ 103 102 107!  10° 105 107¢ 103 1072 107!  10°

False Positive Rate False Positive Rate

(b) Fixed € = 15

False Positive Rate

(a) No privacy (c) Fixede =1

Figure B.2: Effectiveness of Likelihood Ratio Attack (LiRA) [16] evaluation on the SVHN
dataset. Each figure corresponds to a different setting of privacy constraints with privacy
increasing from left to right. In the left panel, we set ¢ = co and C' = o0, corresponding
to a setting with no privacy.

S, No privacy e=15 e=1
Collective’s size «

TPR @ 0.1% FPR AUC TPR @ 0.1% FPR AUC TPR @ 0.1% FPR AUC
0% 0.73% 61.1% 0.068% 50.8% 0.114% 50.2%
1% 1.00% 61.9% 0.076% 51.1% 0.114% 50.5%
7% 0.50% 60.7% 0.087% 50.8% 0.084% 51.0%
14% 0.79% 60.6% 0.092% 50.3% 0.111% 50.6%
21% 0.52% 60.4% 0.100% 50.6% 0.122% 51.1%
28% 0.33% 59.5% 0.076% 50.8% 0.079% 50.0%

Table B.2: Evaluation of LiRA under varying privacy constraints using AUC and TPR at
0.1% FPR on SVHN dataset. Lower TPR 0.1% FPR indicates better robustness to MIA,
while with AUC the desired metric is as close to 50% as possible.
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B.4 Visualization

Figure B.3 shows the empirical distributions of per-sample gradient norms used to select
the clipping thresholds for each dataset.
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Figure B.3: Histograms of per-sample gradient norms across all datasets: MNIST, CIFAR-
10, Resume, and Bank Marketing dataset. Sample gradients were collected during the first
few training epochs without applying DP constraints.
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