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Abstract

The intersection of information theory (IT) and machine learning (ML) represents a
promising, yet relatively under-explored, frontier with significant potential for innovation.
Despite the clear benefits of combining these fields, progress has been limited by two main
challenges: (i) the highly specialized nature of IT and ML, which creates a barrier to
cross-disciplinary expertise, and (ii) the computational complexity involved in applying
information-theoretic concepts to large-scale ML problems.

This dissertation seeks to overcome these challenges and explore the rich possibilities
at the intersection of IT and ML. By leveraging powerful tools and concepts from IT, we
aim to uncover novel insights and develop innovative ML algorithms. Given that deep
neural networks (DNNs) form the backbone of modern ML models, the integration of IT
principles into ML requires a focus on optimizing the training and performance of DNNs
using information-theoretic frameworks.

While DNNs have a broad range of applications, this thesis narrows its focus to two
key areas: classification and generative DNNs. The objective is to harness I'T principles
to enhance the performance of these models.

e Classification DNNs. For classification DNNs;, this dissertation targets improvements
in three critical areas:

(i) Improving classification accuracy. The performance of classification DNNs is tradi-
tionally measured by classification accuracy, but we argue that conventional error metrics
are insufficient for capturing a model’s true performance. By introducing the concepts
of conditional mutual information (CMI) and normalized conditional mutual information
(NCMI), we propose a new metric for evaluating DNNs. The CMI measures intra-class
concentration, while the ratio of CMI to NCMI reflects inter-class separation. We then
modify the standard loss function in deep learning (DL) framework to minimize the stan-
dard cross entropy function subject to an NCMI constraint, yielding CMI constrained deep
learning (CMIC-DL). Then, via extensive experiment results, we show that DNNs trained
within CMIC-DL achieves a higher classification accuracy compared to the state-of-the-art
models trained within the standard DL and other loss functions in the literature.

(ii) Enhancing distributed learning accuracy. In the context of distributed learning, partic-
ularly federated learning (FL), we tackle the challenge of class imbalance using information-
theoretic concepts to improve the accuracy of the shared global model. To this end, we
introduce new information-theoretic quantities into FL and propose a modified loss function
based on these principles. This leads to the development of a federated learning frame-
work, Fed-IT, which enhances the classification accuracy of models trained in distributed
environments.
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(iii) Reduce the size and training/inference complexity. We introduce coded deep learning
(CDL), a novel framework aimed at reducing the computational and storage complexity
of classification DNNs. CDL achieves this by compressing model weights and activations
through probabilistic quantization. Both forward and backward passes during training are
performed using quantized weights and activations, significantly reducing floating-point
operations and computational overhead. Furthermore, CDL imposes entropy constraints
on weights and activations, ensuring compressibility at every stage of training, which also
reduces communication costs in parallel computing environments. This leads to models
that are more efficient in both training and inference, with lower storage and computational
requirements.

e Generative DNNs. For generative DNNs, this dissertation focuses on diffusion mod-
els and their application to solving inverse problems. Inverse problems are common in
fields like medical imaging, signal processing, and physics, where the goal is to recover an
underlying cause from corrupted or incomplete observations. These problems are often
ill-posed, with multiple possible solutions or high sensitivity to small changes in the data.
In this dissertation, we enhance the performance of diffusion models by incorporating prob-
abilistic principles, making them more effective at capturing the posterior distribution of
the underlying causes in inverse problems. This approach improves the model’s ability to
accurately reconstruct signals and provides more reliable solutions in challenging inverse
problem scenarios.

Overall, this dissertation demonstrates the powerful synergy between I'T and ML, show-
casing novel methods that improve the accuracy and efficiency of both classification and
generative DNNs. By addressing key challenges in training and optimization, this work
lays the foundation for future research at the intersection of these two fields.
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Chapter 1

Introduction

1.1 Thesis Motivation

Despite several efforts [01, , 198], the intersection of IT and ML remains a relatively
under-explored frontier, rich with opportunities for further investigation. While both fields
have made significant strides independently, their synergistic potential remains largely
untapped. This oversight is particularly surprising given the fundamental compatibility
of their core concepts. IT, rooted in the quantification of uncertainty and information
transmission, provides a natural framework for analyzing and optimizing ML algorithms

[40].

Despite the clear benefits of such an interdisciplinary approach, the intersection of
IT and ML has been hindered by several factors. One major obstacle is the specialized
nature of these fields, leading to a lack of cross-disciplinary expertise. Researchers in
ML may not be familiar with the intricacies of IT, while information theorists may be less
acquainted with the challenges and opportunities presented by ML. This divide has limited
the exchange of ideas and collaborations between the two communities.

Another factor contributing to the under-exploration of this intersection is the com-
putational complexity associated with applying information-theoretic concepts to large-
scale ML problems. Many information-theoretic measures, such as mutual information
and entropy, are computationally expensive to compute, particularly for high-dimensional
data [9,01,88,115]. This has hindered the practical application of these concepts in real-
world ML scenarios.

This dissertation aims to address these challenges and delve deeper into the unexplored



territory of the intersection between IT and ML. By leveraging the powerful tools and
concepts from IT, we seek to uncover novel insights and develop innovative ML algorithms.

We believe that by bridging the gap between these two fields, we can unlock new pos-
sibilities for ML. Applying information-theoretic principles can offer rigorous frameworks
for optimizing tasks like classification, generative modeling, and inference. Moreover, IT
provides a deeper theoretical lens for analyzing the inherent limitations, efficiency, and
trade-offs in learning algorithms, helping to guide the development of more robust and
efficient models.

Since DNNs form the core of modern ML models (see Chapter 2 for more details on
DNNs), any attempt to integrate I'T into ML must focus on leveraging information-theoretic
principles during the training and optimization of DNNs. DNNs are employed for a variety
of tasks, including classification [81], regression [1416], reinforcement learning [106,213], and
generative modeling [65]. Given the broad scope of these applications, this dissertation
narrows its focus to classification and generative DNNs, where the aim is to harness IT
principles to enhance the DNNs performance.

In particular, for classification DNNs, we aim to enhance their performance in three
key areas: (i) improving classification accuracy, (ii) reducing model size, and (iii) reducing
training and testing computation. Additionally, for generative DNNs, our goal is to enhance
the quality of generated images both quantitatively and qualitatively. Each of these aspects
will be briefly discussed in the sequel.

1.1.1 Improving the Accuracy of Classification DNNs

The performance of classification DNNs is typically assessed by their classification accuracy
(or, conversely, their error rate) [127]. Thus, our primary objective in applying concepts
from IT to DNN training is to utilize it as a tool for enhancing classification accuracy.
By integrating information-theoretic concepts into the learning process, we can bolster the
network’s ability to differentiate between classes and reduce error rates. In addition to
conventional centralized training, where all data is aggregated on a central server, we also
explore the distributed learning paradigm, with a particular focus on federated learning
(FL) [117]. Our aim is to improve classification accuracy within this distributed framework.

1.1.2 Reducing the Size of Classification DNNs

The number of parameters in a high performance DNN can be as large as hundreds of
millions or even billions. This makes it difficult to deploy such a DNN in resource limited



environments due to its (i) large storage overhead, and (ii) high demand for computation
and memory. In general, there could be four reasons motivating the compression of DNNs:

1. A smaller model means less overhead when exporting models to clients/users. For
instance; Tesla periodically copies new models from their servers to customers’ cars.
Obviously, smaller models require less communication in such over-the-air updates,
making frequent updates more feasible. Another example is the Apple Store: mobile
applications above 100 MB will not download until a user connects to WiFi. As a
result, a new feature that increases the binary size by 100MB will receive much more
scrutiny than one that increases it by 10MB. Thus, putting a large DNN model in a
mobile application is infeasible.

2. The second reason is inference speed. Numerous mobile scenarios necessitate low-
latency and real-time inference, encompassing self-driving cars and AR glasses, where
ensuring safety and optimizing user experience heavily relies on minimizing latency.
Employing a smaller model plays a pivotal role in enhancing the inference speed on
these devices. From a computational standpoint, smaller DNN models demand fewer
arithmetic operations and computation cycles, while from a memory standpoint,
they require fewer memory reference cycles. In fact, if the model’s size is sufficiently
compact, it can even be accommodated within the on-chip SRAM, enabling faster
access compared to off-chip DRAM memory.

3. The third reason is energy consumption. Running large DNNs requires significant
memory bandwidth to fetch the weights. This consumes considerable energy and
is problematic for battery-constrained mobile devices. As a result, IOS 10 requires
iPhones to be plugged into chargers while performing photo analysis. Memory access
dominates energy consumption. Smaller neural networks require less memory access
to fetch the model, saving energy and extending battery life.

4. The fourth reason is cost. When deploying DNNs on Application-Specific Integrated
Circuits (ASICs), a sufficiently small model can be stored on-chip directly. As smaller
models require less on-chip SRAM, this permits a smaller ASIC die thus making the
chip less expensive.

Smaller deep learning models are also appealing when deployed in large-scale data
centers as cloud Al. Future data center workloads would be populated with Al applications,
such as Google Cloud Machine Learning and Amazon Rekognition. The cost of maintaining
such large-scale data centers is tremendous. Smaller DNN models reduce the computation
of the workload and take less energy to run. This helps to reduce the electricity bill and
the total cost of ownership of running a data center with deep learning workloads.



1.1.3 Reducing the Training/Testing Computation of Classifica-
tion DNNs

Reducing the computational demands of training and testing DNNs is crucial for several
reasons, particularly in the context of classification tasks. First, training large-scale DNNs
requires substantial computational resources, often involving high-performance GPUs or
distributed computing clusters [95,118,193,219]. This makes the training process expensive,
both in terms of time and energy consumption. For organizations or researchers without
access to extensive computational infrastructure, the ability to reduce training time can
significantly lower the barrier to deploying state-of-the-art models. Additionally, more
efficient training processes allow for faster iterations, enabling quicker experimentation,
model tuning, and deployment of optimized networks.

On the testing side, the computational cost of inference can also be a bottleneck, espe-
cially when deploying DNNs in real-time applications. For instance, tasks such as image
recognition in autonomous vehicles [103], facial recognition in security systems [161], or ob-
ject detection in mobile devices [170] demand low-latency performance. In these settings,
reducing the computational footprint during inference is critical to achieving real-time pro-
cessing. Efficient inference also extends the use of DNNs to resource-constrained devices
like smartphones, wearables, or edge devices, where memory and power consumption are
limited. By minimizing the computational overhead, we can broaden the applicability of
DNNs to a wider range of practical scenarios.

Moreover, as DNNs grow larger and more complex, the environmental impact of training
and testing models becomes a growing concern. The energy consumption of large-scale
models has been increasingly scrutinized due to the environmental costs associated with
powering data centers. Reducing computation not only makes DNNs more sustainable
but also aligns with the global push towards greener, more energy-efficient Al solutions.
Therefore, focusing on reducing the computational requirements of classification DNNs is
not only essential for improving accessibility and usability but also for addressing broader
concerns related to energy efficiency and sustainability in machine learning.

1.1.4 Improving the quality of images synthesized by generative
DNNss

For generative DNNs, the quality of generated images is a critical measure of success.
Quantitatively, this can be assessed through metrics such as Fréchet Inception Distance
(FID) or Inception Score (IS), which evaluate the similarity between generated images and
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real-world samples. Qualitatively, the goal is to produce visually convincing and high-
resolution images that are indistinguishable from real images to human observers. By
applying information-theoretic principles, we aim to improve the fidelity and diversity of
generated images.

1.2 Thesis Contributions

The primary goal of this thesis is to establish a framework for improving DNNs in the
areas outlined in the previous section. Specifically, the key contributions of this thesis are
as follows:

e [or classification DNNs

1. Improve their classification accuracy. We discuss that the conventional error
rate used for evaluating DNNs is not a good metric to gauge DNNs. Then, by using
information theoretic concepts, we define a new metric to evaluate DNNs. Next, we
use this metric to modify the loss function in the conventional training to obtain
DNNs with higher classification accuracy. To shed more light, we introduce the con-
cepts of conditional mutual information (CMI) and normalized conditional mutual
information (NCMI) to measure the concentration and separation performance of a
classification DNN in the output probability distribution space of the DNN, where
CMI and the ratio between CMI and NCMI represent the intra-class concentration
and inter-class separation of the DNN, respectively. Then, we use the NCMI to mod-
ify the loss function in conventional training to increase the classification accuracy
of the DNNss.

2. Improve classification accuracy in distributed learning. We also explore
the distributed learning setting, particularly FL, and address the class-imbalance
problem by leveraging information-theoretic concepts to enhance the classification
accuracy of the shared model. Building on this, we introduce novel information-
theoretic quantities into FL, propose a new loss function based on these principles,
and develop a federated learning framework called Fed-IT.

3. Reduce the size and training/inference complexity of classification
DNNs. We introduce coded deep learning (CDL), a novel approach designed to
significantly compress model weights and activations, reduce computational com-
plexity during both the training and inference stages, and enable efficient model and
data parallelism. CDL achieves these improvements through a series of innovative



techniques aimed at optimizing both the memory and computational requirements
of deep neural networks. Specifically, CDL operates through the following key con-
tributions:

— Probabilistic Quantization of Weights and Activations. We propose a novel
probabilistic method for quantizing both model weights and activations. This
method includes a soft, differentiable variant that allows for seamless gradi-
ent calculation during training, offering an analytic solution to ensure efficient
backpropagation.

— Quantized Training for Reduced Complexity: Both the forward and backward
passes during training are executed over quantized weights and activations, dras-
tically reducing the number of floating-point operations. This approach leads to
a substantial decrease in training computational complexity while maintaining
the model’s ability to learn effectively.

— Entropy-Constrained Quantization for Compression: During training, both weights
and activations are constrained by entropy, ensuring that they are compressible
in an information-theoretic sense at any stage of the training process. This
constraint not only facilitates efficient compression but also minimizes commu-
nication overhead in cases where model or data parallelism is used, enabling
faster distributed training.

— Quantized Model for Efficient Inference: The trained model produced by CDL
is inherently in a quantized format, with compressible weights that reduce both
post-training inference complexity and the overall model storage requirements.
This makes CDL particularly well-suited for deployment in resource-constrained
environments such as edge devices or large-scale systems requiring lightweight
inference.

By integrating these components, CDL offers a comprehensive framework that en-
hances the efficiency of deep learning models, both during training and in post-
training deployment, while maintaining high performance and scalability.

For generative DNNs

1. Enhance the performance of diffusion models for solving inverse prob-
lems. Given the broad scope of generative DNNs, we narrow our research focus to
diffusion models [33], a specific and powerful class of generative models. Our re-
search particularly centers on utilizing diffusion models to solve inverse problems,
which are fundamental to many disciplines, including medical imaging, signal pro-
cessing, and physics. Inverse problems are central to many fields, including medical



imaging, signal processing, and physics, where the goal is to recover an underlying
cause from observed data. These problems are often ill-posed, meaning that mul-
tiple solutions may exist or small changes in the data can lead to large changes in
the solution. Improving the performance of models that solve inverse problems is
crucial for applications like reconstructing images from noisy data (e.g., in MRI or
CT scans), deblurring images, or estimating physical parameters from incomplete
observations. In this thesis, we leverage probabilistic principles to enhance diffusion
models, making them more effective at capturing the posterior distribution of the
underlying cause.

1.3 Thesis organization

The rest of the thesis is organized as follows.

e Chapter 2 discusses essential background on the fundamental principles of DNNs.
Additionally, it introduces key concepts from information theory that are crucial for
understanding the subsequent discussions in this thesis.

e Chapter 3 introduces the concepts of normalized conditional mutual information
(NCMI) to measure the concentration and separation performance of a classification
DNN in the output probability distribution space of the DNN, where conditional
mutual information (CMI) and the ratio between CMI and NCMI represent the
intra-class concentration and inter-class separation of the DNN, respectively.

e Chapter 4 introduces a novel federated learning mechanism, inspired by information-
theoretic principles, which we refer to as Fed-IT.

e Chapter 5 proposes coded deep learning (CDL). CDL integrates information-theoretic
coding concepts into the inner workings of DL, aiming to substantially compress
model weights and activations, reduce computational complexity at both training
and post-training inference stages, and enable efficient model/data parallelism.

e Chapter 6 leverages probabilistic techniques to enhance the performance of diffusion
models in solving inverse problems.

e Chapter 7 concludes the dissertation by summarizing its key contributions and in-
sights. It also outlines potential directions for future research, offering ideas for
further exploration and refinement of the methodologies introduced in this work.



Chapter 2

Background and Preliminaries

In this chapter, we provide an overview of essential concepts in machine learning and
information theory, which are covered in Sections 2.1 and 2.2, respectively.

2.1 Machine Learning

In this subsection, we explain some of the terms frequently used in this thesis, and further
discuss the inner-working of deep learning.

o Artificial Neural Networks (ANNs): ANNs are the foundation of deep learning. They are
composed of interconnected nodes or artificial neurons, organized in layers. Information
flows through the network from the input layer, through hidden layers, and finally to the
output layer. Each neuron applies a mathematical function to the input and passes the
result to the next layer.

e Deep Neural Networks (DNNs): DNNs are ANNs with multiple hidden layers. They
are capable of learning complex patterns and representations by extracting hierarchical
features from the input data. The depth of the network allows for more expressive power,
enabling it to solve intricate tasks.

e Activation Functions: Activation functions introduce non-linearity into neural networks,
enabling them to model complex relationships. Common activation functions include the
sigmoid, hyperbolic tangent (tanh), and rectified linear unit (ReLU). They determine the
output of a neuron based on its weighted sum of inputs.

e Loss Functions: Loss functions quantify the discrepancy between the predicted output
of a neural network and the true target values. They serve as a measure of how well the



model is performing during training. Popular loss functions include mean squared error
(MSE) for regression tasks and categorical cross-entropy for classification tasks.

e Backpropagation: Backpropagation is an algorithm used to train neural networks. It in-
volves iteratively adjusting the network’s weights based on the gradient of the loss function
with respect to the weights. By propagating the error backward through the network, the
algorithm updates the weights in a way that minimizes the loss and improves the model’s
predictions.

e Gradient Descent: Gradient descent is the most common technique for training deep
neural networks. It is a first-order optimization method by calculating the gradient of
the loss function over the variable and moving the variable in the negative direction of
the gradient. The step size is proportional to the absolute value of the gradient. The
ratio between the step size and the absolute value of the gradient is called learning rate.
Calculating the gradient is the key step when performing gradient descent, which is based
on the back-propagation algorithm. To calculate the gradient with back-propagation, we
need to first calculate each layer’s activation by performing a feed-forward pass from the
input neuron to the output neuron. This forward pass is also called inference, the output
of inference could either be a continuous value in regression problems, or a discrete value
in classification problems. The inference result could be correct or wrong, which is quanti-
tatively measured by the loss function. Next, we calculate the gradient of the loss function
for each neuron and each weight. The gradients are calculated iteratively from the output
layer to the input layer according to the chain rule. Then, we update the weights with
gradient descent w't1[i, j] = w'[i, j] — awt ik Such feed-forward, back-propagation, and
weight update constitute one training iteration. It usually takes hundreds of thousands of
iterations to train a deep neural network. Training ResNet-50 on ImageNet, for example,
takes 450450 iterations.

e Overfitting and Regularization: Overfitting occurs when a model performs well on the
training data but fails to generalize to unseen data. Regularization techniques such as
L1 and L2 regularization, dropout, and early stopping are used to combat overfitting.
They introduce constraints on the model’s complexity, preventing it from memorizing the
training data and encouraging generalization.

e Convolutional Neural Networks (CNNs): CNNs are specialized deep learning architec-
tures designed for analyzing visual data such as images. They leverage convolutional layers
to extract spatial patterns and hierarchies of features. CNNs have achieved remarkable suc-
cess in image classification, object detection, and other computer vision tasks.

Directly programming a multi-core CPU or a GPU can be difficult, but luckily the neu-
ral network computation can be abstracted into a few basic operations such as convolution,



matrix multiplication, etc. Using these operations that are already highly optimized for
high-performance hardware, users only need to focus on high-level neural network archi-
tectures rather than low-level implementations. Deep learning frameworks provide these
abstractions of neural networks computation, so programmers only need to write a de-
scription of the computation, and the deep learning frameworks then efficiently map the
computation to high-performance hardware.

In ordinary multi-class classification, let X C R? be the instance space, and Y = [C]
be the label space, where C' is the number of classes. For a specific instance x € X,
denote by y € [C] the corresponding true label. In addition, for both fully-connected and
convolutional layers, denote by w; the flattened vector representation of weight parameters
at layer [, and by L the number of layers. Furthermore, denote by m; the number of
elements in w;. In the legacy DL, the goal is to learn a classifier F' : R? — R® which
minimizes

EmNP{E (F (ﬂ{’wl}le[L]) 7y)}7 (21)
where P is a probability distribution over X', and L is a real-valued loss function.

Neural networks are typically over-parameterized, and there is significant redundancy
for deep learning models. This results in a waste of both computation and memory. There-
fore, compression of DNNs has become a popular line of research in the recent years. A
well-known method in this area is to quantize the parameters (weights) of the neural net-
work. As our work could be related to this approach, in the following, we review some of
the recent works in the realm of compression on DNNs.

2.2 Information Theory

Information theory, originally developed by Claude Shannon in 1948, is a mathematical
framework for quantifying information, uncertainty, and the efficiency of data transmission
[10]. Tt plays a foundational role in fields such as telecommunications, data compression,
and cryptography, but its principles are increasingly being applied to machine learning.
At its core, information theory provides tools to measure how much information is present
in a signal, how uncertain we are about outcomes, and how we can optimize the encoding
and transmission of data to minimize loss and maximize efficiency.

Here is a list of fundamental terminologies in information theory, along with Ezplana-
tions for each:
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e Entropy: Entropy, denoted as H(X), measures the average amount of uncertainty or
information content associated with a random variable X. It quantifies how unpredictable
or surprising the outcome of X is.

Ezxplanation: If all outcomes of X are equally likely, the entropy is maximized, meaning
we have the most uncertainty. If one outcome is highly probable, entropy is low, indicating
less uncertainty. In machine learning, entropy can help gauge the unpredictability of data
or the uncertainty of predictions.

Formula:

H(X) == p(x)log, p(x),

zeX
where p(x) is the probability of z.

e Joint Entropy: Denoted as H(X,Y'), is the measure of uncertainty about two random
variables X and Y considered together.

Explanation: Joint entropy quantifies how uncertain we are about the combined out-
comes of two variables. If the variables are independent, the joint entropy is simply the
sum of their individual entropies. If they are dependent, the joint entropy will be lower
due to the shared information between X and Y.

Formula:

H(X7 Y) - - Z p(xvy) 10g2p(1‘,y>,

zeX,yeY
where p(x,y) is the joint probability of X =z and Y = y.

e Conditional Entropy: Denoted as H(X]|Y), measures the uncertainty remaining in a
random variable X given that we know the value of another random variable Y.

Explanation: Conditional entropy tells us how much uncertainty remains about X once
we know Y. If X and Y are independent, knowing Y does not reduce the uncertainty about
X, and conditional entropy equals H(X). If Y provides complete information about X,
conditional entropy will be zero.

Formula:
e Mutual Information (MI): Denoted as I(X;Y"), quantifies the amount of information that

one random variable X contains about another random variable Y.

Explanation: Mutual information measures the reduction in uncertainty about one
variable due to the knowledge of another. In machine learning, it is often used for feature
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selection, as it helps identify which features share the most information with the target
variable.

Formula:

I(X;Y) = H(X) - H(X]Y),
or equivalently,

b,y
= 3 (e, ) log, LY
x,y p I

e Kullback-Leibler Divergence (KL Divergence): Denoted as Dgr(P||Q), measures how
one probability distribution P differs from a second probability distribution Q).

Explanation: KL divergence is used to compare how much information is lost when using
an approximate distribution ) to represent a true distribution P. In machine learning,
KL divergence is widely used in variational inference and other optimization techniques.

Formula:
P(z)
Q(z)

e Cross-Entropy: It measures the difference between two probability distributions P and )
by quantifying the total entropy in P plus the extra entropy introduced by approximating
P with Q.

Explanation: Cross-entropy is commonly used as a loss function in classification tasks,
where the goal is to minimize the difference between the true probability distribution P
(ground truth) and the predicted distribution ¢ (model predictions).

Z P(z)log, Q(z).

e Information Bottleneck: The information bottleneck method is a technique that seeks to
compress a signal by extracting only the most relevant information for a particular task
while discarding irrelevant details.

Dii(P||Q) = ZP 1og2

Formula:

Explanation: In machine learning, this method is used to reduce the complexity of
models by retaining only the essential features of the input data. It helps in construct-
ing simpler, more interpretable models and is often applied in deep learning to control
overfitting.

These core terminologies provide the foundation for understanding and applying infor-
mation theory to machine learning. Through concepts like entropy, mutual information,
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and KL divergence, information theory helps quantify and manage uncertainty, relevance,
and efficiency in machine learning systems.
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Chapter 3

Conditional Mutual Information
Constrained Deep Learning for
Classification

This chapter aims to borrows idea from information theory to introduce a novel metric to
evaluate deep neural networks (DNNs). This metric is then incorporated into the conven-
tional deep learning loss function to improve classification accuracy.

Particularly, the concepts of conditional mutual information (CMI) and normalized
conditional mutual information (NCMI) are introduced to measure the concentration and
separation performance of a classification DNN in the output probability distribution space
of the DNN, where CMI and the ratio between CMI and NCMI represent the intra-class
concentration and inter-class separation of the DNN, respectively. By using NCMI to
evaluate popular DNNs pretrained over CIFAR-100 and ImageNet in the literature, it is
shown that their validation accuracies are more or less inversely proportional to their NCMI
values. Based on this observation, the standard deep learning (DL) framework is further
modified to minimize the standard cross entropy function subject to an NCMI constraint,
yielding CMI constrained deep learning (CMIC-DL). A novel alternating learning algorithm
is proposed to solve such a constrained optimization problem. Extensive experiment results
show that DNNs trained within CMIC-DL outperform the state-of-the-art models trained
within the standard DL and other loss functions in the literature in terms of both accuracy
and robustness against adversarial attacks. In addition, visualizing the evolution of learning
process through the lens of CMI and NCMI is also advocated.

The conference version of this chapter is available in [222], while the journal version
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can be found in [221].

3.1 Introduction

In recent years, deep neural networks (DNNs) have been applied in a wide range of ap-
plications, revolutionizing fields like computer vision, natural language processing, and
speech recognition [6, 127]. Typically, a DNN consists of cascaded non-linear layers that
progressively produce multi-layers of representations with increasing levels of abstraction,
starting from raw input data and ending with a predicted output label. The success of
DNNs is largely attributable to their ability to learn these multi-layers of representations
as features from the raw data through a deep learning (DL) process.

Putting its neural architecture aside, a classification DNN is, mathematically, a map-
ping from raw data x € R? to a probability distribution ¢, over the set of class labels,
predicting an output label § with probability ¢,(7). Given a pair of random variables
(X,Y), the distribution of which governs either a training set or testing set, where X € R¢
represents the raw data and Y is the ground truth label of X, the prediction performance
of the DNN is often measured by its error rate

e=Pr{Y £Y},

where Y is the label predicted by the DNN with probability qX(lA/) in response to the input
X. The accuracy of the DNN is equal to 1 — e. The error rate is further upper bounded
by the average of the cross entropy between the conditional distribution of Y given X and
gx (see Section 3.2). To have better prediction performance, a DL process is then applied
to minimize the error rate € or its cross entropy upper bound [, 127].

Although the error rate of a DNN is its most important performance as far as its
prediction is concerned, focusing entirely on the error rate is not enough, and can actually
lead to several problems. First, the error rate of a DNN depends not only on the DNN
itself, but also on the governing joint distribution of (X,Y). When a DNN has a small
error rate for one governing joint distribution of (X,Y"), it does not necessarily imply that it
would have a small error rate for another governing joint distribution of (X,Y), especially
when two distributions are quite different. This is essentially related to the well-known
overfitting and robustness problems [22,64,66,113]. Second, even when a DNN works well
across different governing distributions of (X,Y), it remains a block box to us, especially
when its architecture is huge. We don’t know why it works and how it works. Its error rate
does not reveal any useful information about the intrinsic mapping structure such as the
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intra-class concentration and inter-class separation of the DNN in its output probability
distribution space.

To gain deep insights into the intrinsic mapping structure of a DNN as a mapping from
r € R? to q,, in this chapter we introduce information quantities from information theory
[10] to measure intra-class concentration and inter-class separation of the DNN. Specifically,
we propose to use the conditional mutual information (CMI) I(X;Y]Y) between X and Y
given Y as the measure for the intra-class concentration of the DNN as a mapping z € R? —
q..- For each class label y, consider all input samples x with its ground truth label being .
The DNN then maps this subset of input samples z into a cluster of distributions ¢, in the
output probability distribution space. The conditional mutual information I(X; }A/|Y =)
between X and YV given Y = y tells how all these probability distributions ¢, in the cluster
are concentrated around its “centroid”, the conditional probability distribution Py, (-|y).

The smaller [(X;Y|Y = y) is, the more concentrated all distributions ¢, in the cluster
corresponding to Y = y are around its centroid. We further introduce another information
quantity (see Section 3.2) to measure the inter-class separation of the DNN as a mapping
r € RY — ¢,. Define the ratio between I(X; )A/|Y) and the inter-class separation as the
normalized conditional mutual information (NCMI) between X and Y given Y. One may
interpret CMI and NCMI as certain mapping structure traits of the DNN. Then in addition
to its error rate, the DNN can also be evaluated in terms of its CMI and NCMI.

Equipped with our new concepts of CMI and NCMI, we further evaluate popular DNNs
pretrained in the literature over CIFAR-100 and ImageNet in terms of their respective
CMI and NCMLI. It turns out that their validation accuracies over the ImageNet (CIFAR-
100, resp.) validation data set are more or less inversely proportional to their NCMI
values. In other words, even though these DNNs have different architectures and different
sizes, their error rates and NCMI values have more or less a positive linear relationship.
Indeed, the correlation between the error rate and NCMI is above 0.98 for CIFAR-100
and above 0.99 for the ImageNet dataset. This implies that given a DNN architecture,
one may be able to further improve the effectiveness of DL by simultaneously minimizing
the error rate (or cross entropy upper bound) and NCMI of the DNN during the learning
process, where the error rate and NCMI represent the prediction performance and the
concentration /separation mapping structure performance of the DNN, respectively. This
in turn motivates us to modify the standard DL framework to minimize the standard cross
entropy function subject to an NCMI constraint, yielding CMI constrained deep learning
(CMIC-DL). To this end, a novel alternating learning algorithm is further proposed to
solve such a constrained optimization problem. Extensive experiment results show that
DNNs trained within CMIC-DL outperform the state-of-the-art models trained within the
standard DL and other loss functions in the literature in terms of both accuracy and

16



robustness against adversarial attacks.

The remainder of this chapter is organized as follows. In Section 3.2, we formally
introduce the concepts of CMI and NCMI to measure intra-class concentration and inter-
class separation structure performance of a DNN when it is viewed as a mapping from
r € R? to ¢,. In Section 3.3, we use NCMI to evaluate and compare popular DNNs
pretrained in the literature over ImageNet and CIFAR-100. These DNNs have different
architectures and different sizes. Section 3.4 is devoted to the full development of CMIC-
DL. In Section 6.5, extensive experiment results are presented and compared with the
prior art in the literature; visualizing the evolution of learning process through the lens of
CMI and NCMI is also advocated. Finally, conclusions are drawn along with some open
problems in Section 3.8.

3.2 Performance of DNNs: Concentration and Sepa-
ration

A DNN can be described either by its neural architecture along with its connection weights,
the number of which can be in billions, or by its mathematical mapping from = € R? to g,.
Both perspectives are useful. In this and next sections, we will take the second perspective
and regard a DNN simply as a mapping z € R — ¢,. Before formally introducing CMI
and NCMI, we set up notation to be used throughout the this chapter.

3.2.1 Notation Used in This Chapter

For a positive integer K, let [K] = {1,..., K}. Assume that there are C class labels with
[C] as the set of class labels. Let P([C]) denote the set of all probability distributions over
[C]. For any two probability distributions ¢, g2 € P([C]), the cross entropy (CE) of ¢; and
@2 is defined as

c
H(q,q2) = > —q1(i) Inga(i) (3.1)
1=1

where In denotes the logarithm with base e; the Kullback—Leibler (KL) divergence (or
relative entropy) between ¢; and ¢, is defined as

Dalle) = 3 )10 2 32)



For any y € [C] and g € P([C]), write the CE of the one-hot probability distribution
corresponding to y and q as

H(y,q) = —Ing(y). (3.3)

For any random vector (X,Y’), denote its joint probability distribution by Pxy(z,y)
or simply P(x,y) whenever there is no ambiguity, its marginal distributions by Px(z)
and Py (y) or simply P(z) and P(y) whenever there is no ambiguity, respectively, the
conditional distribution of Y given X = x by Py |x(:|z), and the conditional distribution
of X given Y =y by Pxy(:]y). Given a DNN: z € R? — ¢,, let 6 denote its weight vector
consisting of all its connection weights; whenever there is no ambiguity, we also write g,
as ¢z, and q,(y) as q(y|z,0) for any y € [C]. If Y takes values in [C], then for any =z,
H(Pyx(-|7), ) is well defined and equal to the CE of the distributions Py|x(-|z) and g¢,.

3.2.2 Error Rate

Fix a DNN: 2 € R? — ¢,. As in Section 6.1, let (X,Y) be a pair of random variables
representing the raw input data and the corresponding ground truth label; let Y be the

~

label predicted by the DNN with probability ¢gx(Y) in response to the input X, that is,
for any input x € R? and any 4 € [C]

Py x(917) = ¢.(9) = q(]z,0). (3.4)

Note that ¥ — X — Y forms a Markov chain in the indicated order. Therefore, given
X ==z, Y and Y are conditionally independent.

The error rate of the DNN for (X,Y") is equal to
e=Pr{V £Y},

which can be upper bounded by the average of the CE of the conditional probability
distribution of Y given X, Py|x(:|X), and gx, as shown in the following theorem.

Theorem 1. For any DNN: x € R¢ — ¢, and any (X,Y),
¢ < Ex [H(Pyx(X),qx)]
= Y Px(x)H(Pyx(|z), ), (3.5)

where Ex denotes the expectation with respect to X*.

IThroughout this chapter, the summation over = will be replaced by the corresponding integral if X is
continuous.
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Proof. Let Iy, denote the indicator function of the event {Y #Y?}. Then

¢ = Pr{V £Y}

= E[I{?;ﬁy}]

= Ex _E[[{?¢Y}|X]]
B C

— Ey 1—ZPy|X(i|X)Py|X(i|X)] (3.6)
- 121

= Ex 1—ZPY|x(i\X)qX(i)] (3.7)
. =

= Ex ZPY|X(Z'|X)(1—QX(%'))]
:z?

< Eyx Z—Pyx(i]X)lan(i)] (3.8)

— B [H(Prx(1X),x)] . (3.9)

where (3.6) follows from the fact that ¥ and Y are conditionally independent given X,
(3.7) is attributable to (3.4), and (3.8) is due to the inequality Inz < z — 1 for any z > 0.
This completes the proof of Theorem 3. ]

Given X = z, what happens if the DNN outputs instead the top one label Y*

V* = argmax ¢, (i)?
1€[C)

In this case, the error rate of the DNN for (X,Y) is equal to

e =Pr{YV* £Y},
which can also be upper bounded in terms of Ex [H(Pyx(-|X), qx)].
Corollary 1. For any DNN: z € R? — ¢, and any (X,Y),

€ < Ce < CEx [H(Pyx(-|X),qx)] . (3.10)
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Proof.

& = Pr{Y*#Y}
— Ey [1—PY|X(Y*\X)]

IN

CEy :qX(Y*)(l - PY‘X(Y*|X))} (3.11)

IN

e
CEx qu(i)(l - PY|x(i|X))]

B C
— CEy 1—ZPY|X(i|X)qx(i)]

= Ce< CEx [H(Pyx(-|X),ax)] . (3.12)

where (3.11) follows from the fact that ¢x(Y*) > 1/C, and (3.12) is due to (3.7) and
(3.9). O

In view of Theorem 3 and Corollary 1, no matter which form of error rate € or €* is used,
minimizing the average of the cross entropy Ex[H (Pyx(-|X), ¢x)] would have an effect to
reduce € and €*. This provides mathematical justifications for the use of the average of the
cross entropy Ex[H (Pyx(:|X), ¢x)] as an objective function or a major component thereof
in DL and knowledge distillation, where Py |x is approximated by the one-hot probability
vector corresponding to Y in DL [64,127], and by the output probability distribution of
the teacher in knowledge distillation [$7, 149, 245].

3.2.3 Concentration

The error rates € and €* of the DNN: z € R? — ¢, for (X,Y) do not provide any useful
information on the intrinsic mapping structure of the DNN in the probability distribution
space P([C]). Two important mapping structure properties the DNN: z € R? — ¢,
possesses, are its intra-class concentration and inter-class separation in the space P([C]).
In this and next subsections, we formally introduce information quantities to quantify these
two mapping structure properties, respectively.

Visualize the DNN: z € R? — ¢, according to Fig. 3.1. Given Y =y, y € [C], the input
data X is conditionally distributed according to the conditional distribution Pyy (-|y) and
then mapped into gy, a random point in the space P([C]). The instances (or realizations)
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Label Space Pxiy(-|y) Input Space X DNN Output Space P ([C])
yelc) —ummp E— A

Figure 3.1: The mappings from the label space to the input space, and from the input space
to the output space of a DNN. Here caricatures are used to depict label and input spaces,
where each of the three instances in the label space is mapped to two instances in input
space according to Pyy (-|y;), for i € {1,2,3}. On the other hand, the figure for the output
space is obtained from a real example, where for the ResNet56 model trained on CIFAR-
100, the output probability vectors corresponding to all validation sample instances from
three randomly-picked classes are projected over the two-dimensional probability simplex.

of this random point gx form a cluster corresponding to y in the space P([C]). The centroid
of this cluster is the average of ¢x with respect to the conditional distribution Py (:|y)

sy =Y Pay(ly)a (3.13)

= Y Puy(aly) Pyx(12) = Py (ly), (3.14)

where (4.6) is due to (3.4) and the Markov chain Y — X — Y. Now measure the “distance”
between each ¢, in the cluster and the centroid s, of the cluster by their KL divergence
D(qyl|sy). Averaging the KL divergence D(q,||s,) within the cluster with respect to the
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conditional distribution Pxy (-|y), we get

E[D(gx||sy)[Y" = y]

<& (4)
= 3 Pavlaly) 3o
:Z; Py X i X
- z Py (zy) Z Py x(ilz) In Té:yi] (3.15)
[ © Py oy (i),
= Z Pxpy(zly) Z Py xy (ilz,y) In Py|y((i|]y)y)] (3.16)
S IV, (3.17)

where I(X;Yly) is the conditional mutual information between X and Y given ¥ = y.
(Please refer to [10] for the notions of mutual information and conditional mutual informa-
tion.) In the above, (3.15) is due to (3.4) and (4.6); (3.16) follows from the Markov chain
Y 5 X Y.

The quantity I(X; 17|y) quantifies the concentration of the cluster corresponding to
Y =y. Averaging I(X;Y|y) across all clusters with respect to the distribution Py (y), we
get the conditional mutual information I(X; Y|Y) between X and Y given Y-

I(X;YY) =) Pr(y)I(X;Y]y)
y€(C]

= E[E[D(gx][sy)[Y]] = E[D(gx|[sy)] (3.18)

C .
— Z Z P(z,y) [Z ¢2(1) In ng] : (3.19)

The CMI I(X;Y]Y) can then be regarded as a measure for the intra-class concentration
of the DNN: z € R? — ¢, for (X,Y).

When the joint distribution P(x,y) is unknown in practice, it can be approximated by
its empirical distribution from a data sample {(z1,v1), (z2,%2), -, (Zn, yn)}. In the case,
the averages in (3.13) and (3.18) become the respective sample means; in particular, for
each y € [C],

1
Sy=— D (3.20)

Y (@) wi=y
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where

ny={j:y;=y1<j<n}, (3.21)
and |S| denotes the cardinality of a set S, and
N 1 1 <
IGYY) =~ % Dlas,llsy,) =~ > Dlas,lIsy,)- (322)
(x5,95) Jj=1

3.2.4 Separation and NCMI

Let (U, V) be a pair of random variables independent of (X,Y"), and having the same joint
distribution as that of (X,Y"). With reference to Fig. 3.1, we interpret (X,Y) and (U, V)
as two independent samples from a training (or testing) dataset, and define the following
information quantity?

[ =E [IyysvH(ax, qv)] (3.23)

and use I' as a measure for the inter-class separation of the DNN: z € R? — ¢,. It is clear
that the larger I' is, the further apart different clusters are from each other on average.

Ideally, we want I(X; Y]Y) to be small while keeping I" large. This leads us to consider
the ratio between I(X;Y]Y) and I':

L I(X:Y]Y
(X VY) é%. (3.24)

We call T (X; Y|Y) the normalized conditional mutual information between X and Y given
Y.

Once again, when the joint distribution P(x,y) is unknown, it can be approximated by
its empirical distribution from a data sample {(x1,41), (x2,y2), -, (Zn,yn)}. In parallel
with (3.22), I' can be computed in this case as follows:

n

1 n
F - ﬁ Z ]{yjiyk}H(ija ka)a (325)

j=1 k=1

from which and (3.22), I(X;Y|Y) can be computed accordingly.

20ther information quantities can also be defined and used as a measure for the inter-class separation of
the DNN: 2 € R? — ¢, which will be explored in Section 3.6. Although they are more or less equivalent,
the information quantity I' defined here is more convenient for the selection of hyper parameters in our
proposed CMIC-DL. Unless indicated otherwise, the expectation E is with respect to the distribution or
joint distribution of random variables appearing inside the brackets of E.
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3.2.5 Related Works

The extracted deep features from a trained Convolutional Neural Network (CNN) are gen-
erally expected to exhibit high intra-class similarity and low inter-class similarity, which
are essential for effective classification and representation learning [137,207,211]. How-
ever, raw data often suffer from the opposite characteristics: low intra-class similarity and
relatively high inter-class similarity [11, 158]. Addressing these limitations has led to the
development of various methods to enhance the discriminative power of deep features, with
metric learning emerging as a prominent alternative [135, 145, 179,210].

One widely studied approach is the center loss (CL) algorithm and its variants, which
aim to minimize the intra-class distance by clustering feature vectors from the same class
around a learnable class center [137, , , ]. From the perspective of prototype
learning, these class centers can be viewed as prototypes representing each class [224, 238

]. However, the update rules in the original CL framework [211] limit the ability to
directly learn these prototypes from data, as highlighted in [235]. Additionally, the center
loss framework can sometimes lead to instability during training [207].

To address these challenges, convolutional prototype learning (CPL) was introduced,
which leverages a distance-based cross-entropy loss (DCE) to automatically learn proto-

types from data [238]. CPL enhances its robustness by incorporating a prototype loss
(PL), resulting in generalized convolutional prototype learning (GCPL) [238]. The inte-
gration of CNNs with GCPL forms convolutional prototype networks (CPNs) [224], which

adopt a unified approach to distance-based representation learning. In GCPL, the clas-
sification loss (e.g., softmax or DCE) focuses on separating features across classes, while
the distance-based penalization (e.g., CL or PL) reduces intra-class variance. This com-
bination synergistically improves both intra-class compactness and inter-class separability.
Notably, when features and prototypes are normalized, GCPL behaves as a linear clas-
sifier, maximizing the cosine similarity between feature vectors and their corresponding
prototypes [239].

An alternative approach involves directly enhancing the cosine similarity between fea-
ture vectors and class weight vectors [137, , 244]. One widely used technique is the
Lo-normalization of feature vectors, which eliminates the influence of magnitude variations
and integrates the capability to learn compact representations into the softmax loss. This
normalization explicitly reduces correlations among softmax weights, thereby improving
inter-class separation. Numerous frameworks, such as the orthogonality constraint loss
(OCL) [207], uniform loss [55], and regularization-based approaches [210], build upon this
principle. OCL focuses on orthogonalizing the softmax weights, while the uniform loss
aims to distribute the weights uniformly.
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Table 3.1: CMI, I', NCMI, and error rate values, over the validation set, of the models
trained with CE loss on CIFAR-100.

‘ Model ‘ CMI ‘ r ‘ NCMI ‘ Error rate €* H Model ‘ CMI ‘ r ‘ NCMI ‘ Error rate €* ‘
ResNetl8 | 0.837 | 11.389 | 0.073 0.239 WRN16_1 1.125 | 11.001 | 0.102 0.414
ResNet34 0.794 | 11.551 | 0.068 0.228 WRN40_1 0.993 | 12.189 | 0.0814 0.324
ResNet50 0.825 | 12.345 | 0.066 0.213 WRN16_2 1.017 | 12.907 | 0.079 0.312
ResNet101 | 0.774 | 12.151 | 0.064 0.209 WRN40_2 0.934 | 12.716 | 0.073 0.264
ResNet152 | 0.764 | 12.098 | 0.063 0.208 Xception 0.759 | 11.270 | 0.067 0.226
ResNext50 | 0.792 | 11.967 | 0.066 0.213 | MobileNet-0.25 | 1.166 | 11.376 | 0.103 0.405
ResNext101 | 0.774 | 12.151 | 0.065 0.206 MobileNet-0.5 | 1.140 | 11.816 | 0.096 0.356
ResNext152 | 0.764 | 12.098 | 0.063 0.204 MobileNet-1 1.036 | 11.729 | 0.088 0.327
SqueezeNet | 1.084 | 12.377 | 0.087 0.307 DenseNet121 | 0.752 | 11.703 | 0.064 0.209

However, Lo-normalization as implemented in methods like [137] and [244] only utilizes

the unit direction of feature vectors, leaving their magnitudes unnormalized. This results
in substantial variations in feature magnitudes, which can undermine intra-class compact-
ness [136]. Consequently, further enhancements are needed to address this gap. While
Lo-normalization introduces normalization factors that improve feature alignment, it can
also complicate the computation of gradient vectors, adding complexity to optimization
objectives. This trade-off highlights the importance of balancing compactness, separability,
and computational efficiency in designing loss functions for discriminative feature learning.

In contrast, in this this chapter we investigate the intra-class concentration and inter-
class separation of a DNN in its output probability distribution space P([C]), where the
DNN is viewed as a mapping from = € R? to ¢,. This perspective allows us to introduce
information quantities, CMI, I'; and NCMI, to quantify the intra-class concentration and
inter-class separation of each DNN. In addition, our introduced CMI and NCMI can also
be regarded as additional performance metrics for any DNN, which are in parallel with
the error rate performance metric, are independent of any learning process, and represent
mapping structure properties of a DNN. As additional performance metrics, they can be
used to evaluate and compare different DNNs regardless of the architectures and sizes of

DNNE.

In the next section, CMI and NCMI will be used to evaluate and compare popular
DNNs in the literature trained over CIFAR-100°.

3Similar analyses over ImageNet dataset are presented in Section 3.7.
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3.3 NCMI Vs. Accuracy

The popular DNNs we selected for evaluation according to their respective CMI and NCMI

are ResNet-{18, 34, 50,101, 152} [81], ResNext-{50, 101, 152} [216], SqueezeNet [97], Wide-
ResNet-{40.2,16.2,40.1,16_1} [231], Xception [30], MobileNet-{1,0.5,0.25} [91], and
DenseNet121 [94].

Table 3.1 lists the values of CMI, I', and NCMI of the selected DNNs, which are
calculated, according to (3.22), (3.25), and (3.24), over the CIFAR-100 validation set,
along with their respective error rate €*. In Table 3.1, models within the same family are
listed in the order of increasing model size. As the model size within the same family
increases, two observations can be made from Table 3.1: (1) there is no clear increasing
or decreasing trend in either the CMI or I' value; (2) however, the NCMI value always
decreases.

Even more interesting is the relationship between the NCMI and error rate €*. Within
the same family, as the NCMI value decreases, so does the error rate €*. This relationship is
also more or less valid in general even across all models evaluated. To make the relationship
between the NCMI and error rate €* more transparent, Figure 3.2 illustrates the relationship
graphically. From Figure 3.2, it seems that the NCMI and error rate €* have a positive linear
relationship; indeed, the Pearson correlation coefficient p [30] between them is p = 0.9823,
strongly supporting the former statement*. As such, the NCMI value of a DNN can be
used to gauge the prediction performance of the DNN. Additionally, we note that such a
trend cannot be observed using CMI and I' values even in the same family.

To conclude this section, let us draw some analogies. If a DNN is analogized with a
student, then the error rate and NCMI of the DNN can be analogized with the testing
score of the student in an exam and certain trait of the student, respectively. In a way
similar to using the trait of the student to predict the student’s testing performance, one
can also use the NCMI value of the DNN to predict the DNN’s testing performance.

3.4 CMIC Deep Learning

The discussions in the above section suggest a new way of learning. In the learning process,
instead of minimizing the average of cross entropy Ex [H(Py|x(-|X), ¢x)] alone, one also
needs to look after the NCMI I(X;Y|Y). This leads to a new form of learning framework
dubbed CMI constrained deep learning (CMIC-DL), which is described next.

4For ImageNet dataset, p = 0.9929 (please refer to Section 3.7).
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Figure 3.2: The error rate €* vs NCMI value over the validation set of popular pre-trained
models on CIFAR-100 dataset.

3.4.1 Optimization Problem Formulation

In CMIC-DL, the optimization problem to be solved is as follows:

min Ex [H(Pyix(11X), qx)]

st. I(X;Y|Y)=r, (3.26)
where r is a positive constant. By interpreting f(X; }7|Y) as arate, and Ex [H(Pyp(("X), qug)}
as a distortion, the above optimization problem resembles the rate distortion problem in in-

formation theory [12,10,223]. By rewriting the constraint in (3.26), and using the Lagrange
multiplier method, the constrained optimization problem in (3.26) could be formulated as
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the following unconstrained one
Hlein Ex [H(Pyix(1X), qx0)]
+ M(X;Y|Y) - BE [Ty H (gx.6,qu0)] » (3.27)

where A > 0 is a scalar, and 5 = Ar.

Note that the objective function in (3.27) is not amenable to parallel computation via
GPU due to the dependency of I(X; }A/|Y) on the centroid s, of each cluster corresponding
to Y =y (see (3.19)). To overcome this, we first convert it into a double unconstrained
minimization problem by introducing a dummy distribution @), € P([C]) for each y € [C],
as shown in the following theorem.

Theorem 2. For any A >0 and 8 > 0,
moin {Ex [H(Py|x(1X),qx,)]

+M(X;Y|Y) - BE [Ty2vyH (gx.0, QU,G)]}
= min min {Ex[H(PY|X('|X)a qx.,0)]

0 {Qcleeicy
+AExy [D(gx0||Qy)] — BE[Ly vy H(qx.0, qup)] } - (3.28)
Proof. Since A > 0 and S > 0, it suffices to show that
I(X;Y]Y) = min E[D(qx||Qv)]- (3.29)
{Qcl}eecy

To this end, we apply (3.19) to get the following'
I(X; YY) = ZZPwy que [ qxe<(z))+l fy((j))u
—ZZPM (22.01Qy) +ZZP:HJ ZQmQ lngy((z))]
)

= E[D(qx4l|Qv)] + > Pr(y) Z Zny(:cw)qx,e(i)] sy((;)]

(& Q,(i)
= BID(axallQn)] + 30 Bely) S0y 2 ] (3.30)
— BD(axsllOv)] — ELD(sv 110y )
< E[D(gx|Qv)], (3.31)
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for any @, € P([C]),y € [C], where (3.30) is due to (3.13), and (3.31) follows from the
nonnegativity of KL divergence. Thus

I(X;Y[Y) < min E[D(axol|Qv)) (3.32)

cseelC]

On the other hand, (3.31) becomes an equality whenever
Q. = s.,Ve € [C]. (3.33)

This, together with (3.31), implies (3.29), and hence completes the proof of Theorem 2. [

Given ¢ and {Qc}ccjc), the objective function in (5.46) is now sample additive and
can be computed in parallel via GPU. In particular, when the joint distribution P(z,y) is
unknown, it can be approximated by its empirical distribution from a data sample (such as
a mini-batch in the DL process) B = {(x,¥i,), (Tiy, Yin), - -+ 5 (Ti,, Yin, ) b+ In this case, all
expectations in (5.46) are approximated by their respective sample means; with Py|x (-|z;;)
replaced by the one-hot probability distribution corresponding to y;,, the objective function
in the double minimization (5.46) then becomes Jg ()\, 3,0, {QC}CE[C]) shown in (5.51).

Jp <)\>ﬁ> 97 {QC}CE[C]) = % Z H(ya qxﬂ) + )‘% Z D(Q:U,GHQy)

‘ ‘(x,y)GB ’ ’(x,y)EB

1
_5W > Iy H(ws: quo)- (3.34)
(z,y),(u,v)EB

3.4.2 Algorithm for Solving the Optimization in (5.46)

Having addressed how to approximate the objection function in the double minimization
(5.46), we are now ready to present an algorithm for solving (5.46). In fact, by reformulating
the single minimization problem as a double minimization problem, Theorem 2 lends us
an alternating algorithm® that optimizes 6 and {Q.}.cic alternatively to minimize the
objective function in (5.46), given that the other is fixed.

Given {Q.}cejc), 0 can be updated using the same strategy as in the conventional DL
through stochastic gradient descent iterations over mini-batches, where the training set is

5If the impact of the random mini-batch sampling and stochastic gradient descent is ignored, the
alternating algorithm is guaranteed to converge in theory since given 6, the optimal {Q.}cc[c] can be
found analytically via (3.35), although it may not converge to a global minimum.
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divided into B mini-batches {Bs }ye[p With each batch of size |B|. Given 0, how is {Q}cc(cg
updated? This is where differences arise. In view of (3.13) and (3.33), the optimal {Q}.c[c)
given # is equal to

Qe =5c= Z Pxy (z[c)qq 0, (3.35)

for any ¢ € [C]. Therefore, to update {Q.}ccjc] given 6, we construct, at each iteration,
C mini-batches {B.}ccjc) in the following manner: to make B, Ve € [C], we randomly
sample |B.| instances from the training samples whose ground truth labels are c. It then
follows from (3.35) that for any ¢ € [C], Q. is updated as®

o Z(x,c)e%c Qz,0

Qe
|Be|

(3.36)

The procedure for solving the optimization problem (5.46) is now summarized in Al-
gorithm 2, which is shown to converge in Section 6.5 (see Fig. 3.4), where we use (-)., to
indicate class ¢ at the b-th batch updation during the ¢-th epoch. We also use (-)!. 5 as (-)!

(&
whenever necessary, and set ()% = (-).".

3.5 Experiment Results

To demonstrate the effectiveness of CMIC-DL and compare it with some state-of-the-art
alternatives, we have conducted a series of experiments. Specifically, we have performed
experiments on two popular image classification datasets, namely CIFAR-100 [121] and
ImageNet [122]. In Subsections 5.6.4 and 5.6.3, we present their respective accuracy results.
In Subsection 3.5.3, we present the CMIC-DL counterpart of Table 3.1 where the models
therein have been trained via CMIC-DL. In Subsection 3.5.4, we explore how to visualize
the concentration and separation of a DNN, which is made possible by viewing the DNN
as a mapping from z € R? to ¢,; using such a visualization method, the concentration and
separation of ResNet-56 trained within our CMIC-DL framework are then compared with
those of ResNet-56 trained within the standard DL framework.

In the literature, a deep learning process is typically analyzed experimentally through
the evolution curve of its error rate. With our newly introduced performance metrics,
CMI, T' (separation), and NCMI, the learning process can also be analyzed through the
evolution curves of CMI, I', and NCMI, which show interestingly how the mapping structure

5To update {Qc}celc); we may use momentum to make the updation more stable and less noisy.
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Algorithm 1 The proposed alternating algorithm for solving the optimization problem in
(5.46).
Input: The training set 7, all mini-batches {Bj},c[), number of epochs T', A, and £3.
1: Initialization:
Initialize 6 and {Q%}.c(q)-
2: fort=1to T do
3: forb=1to B do
4: [ Updating 0]:
Fix {Qfy_1 }eelc)-
Update 6! _, to 0! by using (stochastic) batch gradient descent over the loss function
Js, (>\> 8,651, {Qz,b—ﬁce[C])'
5: [Updating {Qc}ecicy):
Fix 6;.
Construct mini-batches {B.}.cic) from T.
Update Q' , to QL,, Ve € [C], according to (3.36):

t Z(JT,C)E‘BC qxﬂg

= 3.37
c,b ’%c ( )

6: end for
7: end for
8: return Model parameters 67

in terms of CMI, I'; and NCMI evolves over the course of learning process. In Subsection
4.5.2, we use ResNet-56 as an example, and illustrate and compare the evolution curves
of CMI, I'; NCMI, and error rate within our CMIC-DL framework vs within the standard
DL framework. Lastly, in Subsection 3.5.7, we evaluate the robustness of models trained
within our CMIC-DL framework against two different adversarial attacks, and show that
in comparison with the standard DL, CMIC-DL improves the robustness of DNNs as well.

3.5.1 Experiments on CIFAR-100

CIFAR-100 dataset contains 50K training and 10K test colour images of size 32 x 32 labeled
for 100 classes.

e Models: To show the effectiveness of CMIC-DL, we have conducted experiments on
three different model architectural families. Specifically, we have selected (i) three models
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from ResNet family [2], namely ResNet-{32, 56, 110}; (ii) VGG-13 from VGG family [185];
and (iii) Wide-ResNet-28-10 from Wide-ResNet family [231]. Note that these models are
slightly different from those in Table 3.1 and used by benchmark methods.

e Benchmarks: We evaluate the performance of the DNNs trained via CMIC-DL
against those trained by conventional cross entropy loss (CE), center loss (CL) [211] which
promotes clustering the features, focal loss (FL) [134] which uses regularization, large-
margin Gaussian Mixture (L-GM) loss [202] which imposes margin constraints, orthogonal
projection loss (OPL) [171] which imposes orthogonality in the feature space, constrained
center loss (CCL) [183] which constrain all class centers to the surface of a hypersphere,
and hypersphere loss (HL) [204] which enhances the performance of CCL by ensuring that
feature vectors from different categories are adequately separated.

e Training settings: We have deployed an SGD optimizer with a momentum of 0.9,
a weight decay of 0.0005, and a batch size of 64. We have trained the models for 200
epochs, and adopted an initial learning rate of 0.1, which is further divided by 10 at the
epochs 60, 120 and 160. We have reproduced the results of all the benchmark methods
using their respective best hyper-parameters reported in their original papers. In addition,
in Algorithm 2, we set Q%(i) = &, for all 4, ¢ € [C], use |B,| = 8, Ve € [C], and update Q' ,
using the momentum of 0.9999.

The results are summarized in Table 3.2. As seen, the models trained within our CMIC-
DL framework outperform those trained by the benchmark methods. Importantly, the
improvement is consistent across the models from different architectural families, showing
that CMIC-DL can effectively train DNNs from different families. As a rule of thumb,
compared to the CE method, CMIC-DL yields DNNs with almost 1.3% higher validation
accuracy for the ResNet models.

Furthermore, in Table 3.3 we report the NCMI values I (X; EA/|Y), over the validation
set, for the models we trained in Table 3.2, where we use the notation fLOSS to denote
the NCMI value when the underlying DNN is trained using “Loss” method. As observed,
fCMIC has the smallest value compared to the other counterparts.

In addition, in Table 3.4, we report the \* and * values for which we obtained the
best validation accuracies. As observed, the \* and * values are almost the same for all
the models.

3.5.2 Experiments on ImageNet

ImageNet is a large-scale dataset used in visual recognition tasks, containing around 1.2
million training samples and 50,000 validation images.
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Table 3.2: The validation accuracies (%) of different models trained by CMIC-DL and
different benchmark methods over CIFAR-100 dataset, which are averaged over three
different random seeds, and where bold and underlined values denote the best and second
best results, respectively.

Loss | Res32 | Res56 | Res110 | VGG13 | WRN-28-10

CL 70.23 | 72.70 | 74.20 74.50 80.97
FL 71.62 | 73.20 | 74.35 74.53 81.24
LGM | 71.50 | 73.06 | 74.39 74.57 81.29
OPL 71.03 | 72.60 | 73.98 74.11 81.12
CCL 71.07 | 73.15 | T74.19 74.59 81.47
HL 71.44 | 73.33 | 74.21 74.50 81.55
CE 70.90 | 72.40 | 73.79 73.77 80.93
CMIC | 72.24 | 73.66 | 75.08 | 74.62 81.63

Table 3.3: The respective NCMI values, measured over the validation set, of the models
trained in Table 3.2 via different benchmark methods. The values are averaged over thee
different runs.

Loss | Res32 | Res56 | Res110 | VGG13 | WRN-28-10

Icr, 0.057 | 0.045 | 0.0395 | 0.0395 0.0309
Irr, 0.053 | 0.046 | 0.0393 | 0.0399 0.0312
Igm | 0.054 | 0.047 | 0.0390 | 0.0398 0.0310
Iopr, 0.056 | 0.050 | 0.0397 | 0.0402 0.0314
Iccr 0.055 | 0.046 | 0.0395 | 0.0399 0.0308
T, 0.054 | 0.043 | 0.0394 | 0.0401 0.0305

Icg 0.057 | 0.053 | 0.0402 | 0.0408 0.0317
Icvic | 0.051 | 0.042 | 0.0382 | 0.0392 0.0303

Table 3.4: Hyper-parameters, \* and 5* used for CMIC-DL in Table 3.2.
Params. | Res32 | Resb6 | Resl10 | VGG13 | WRN-28-10

(A*,5%) | (0.7,0.4) | (0.7,0.4) | (0.7,0.2) | (0.8,0.3) | (0.7,0.4)

e Models: We have conducted experiments on two models from ResNet family, namely
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Table 3.5: The validation accuracies (%) of different models trained by CMIC-DL and
different benchmark methods on ImageNet.

ResNet-18 ResNet-50
Method top-1 ‘ top-5 | top-1 ‘ top-5
CE (Baseline) | 69.91 | 89.08 | 76.15 | 92.87
OPL 70.27 | 89.60 | 76.32 | 93.09
CMIC 70.47 | 89.96 | 76.52 | 93.44

ResNet-18 and ResNet-50.
e Benchmarks: We evaluate the performance of CMIC-DL against CE and OPL.

e Training settings: We have deployed an SGD optimizer with a momentum of 0.9, a
weight decay of 0.0001, and a batch size of 256. We have trained the models for 90 epochs,
and adopted an initial learning rate of 0.1, which is further divided by 10 at the 30-th and
60-th epochs. In Algorithm 2, we set {Q%(i)}cec] = &, for i € [C], use |B.| =8, Ve € [C],
and also update Qib using the momentum of 0.9999.

The top-{1,5} accuracies are reported in Table 3.5. As seen, in comparison with the
CE method, CMIC-DL increases the top-1 validation accuracy for ResNet-18 and ResNet-
50 by 0.56% and 0.37%, respectively. The improvement is also consistent for the top-5
validation accuracy.

The hyper parameters (A*, 5*) used in CMIC-DL for ResNet-18 and ResNet-50 are
(0.6,0.1) and (0.6,0.2), respectively. The corresponding NCMI values are Icg = 0.110 and
ICMIC = 0.102 for ResNet- 18 and ICE = 0.091 and ICMIC = 0.088 for ResNet-50.

3.5.3 CMIC-DL Counterpart of Table 3.1

To provide a comparison with Table 3.1, we have trained the models therein via CMIC-DL
on CIFAR-100, where the hyperparameters (A, 3) are selected from Table 3.4 with (0.7,0.4)
for the families WRN and Xception, (0.8,0.3) for the family Resnext, and (0.7,0.2) for the
rest of families. Their respective CMI, I'; NCMI, and error rate values are reported in Table
3.6. In comparison with Table 3.1, it is clear that both the NCMI and error rate in Table 3.6
are smaller than their respective counterparts in Table 3.1. Again, since models within the
same family share the same pair of hyperparameters (A, §), the same-family-phenomenon
for Table 3.1 remains valid for Table 3.4 as well—as the NCMI value decreases, so does the
error rate €*. This relationship remains more or less valid for models across families when
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Table 3.6: CMI, I', NCMI, and error rate values, over the validation set, of the models
trained by CMIC-DL on CIFAR-100.

‘ Model ‘ CMI ‘ r ‘ NCMI ‘ Error rate € H Model ‘ CMI ‘ T ‘ NCMI ‘ Error rate €*
ResNet18 | 0.571 | 10.187 | 0.056 0.223 WRN16_1 0.852 10.449 | 0.0776 0.412
ResNet34 | 0.382 | 10.011 | 0.038 0.221 WRN40_1 0.602 10.184 | 0.059 0.321
ResNetb0 | 0.324 | 9.811 | 0.0330 0.210 WRN16_2 0.852 11.131 | 0.077 0.308
ResNet101 | 0.325 | 9.870 | 0.0329 0.206 WRN40_2 0.490 10.023 | 0.049 0.250
ResNet152 | 0.302 | 9.797 | 0.0308 0.204 Xception 0.194 9.570 | 0.020 0.215
ResNext50 | 0.303 | 9.850 | 0.0307 0.203 MobileNet-0.25 | 1.018 10.830 | 0.094 0.395

ResNext101 | 0.289 | 9.763 0.030 0.201 MobileNet-0.5 | 0.549 9.826 | 0.055 0.343
ResNext152 | 0.281 | 9.765 0.029 0.200 MobileNet-1 | 0.484 9.729 | 0.050 0.321
SqueezeNet | 0.987 | 11.599 | 0.085 0.299 DenseNet121 | 0.533 10.364 | 0.051 0.204

they share the same pair of hyperparameters (\, ), save and except that the correlation
coefficient p is now around 0.85.

3.5.4 Concentration and Separation Visualization

In this subsection, we explore how to visualize concentration and separation of a DNN.
Consider the data set CIFAR-100. To visualize concentration and separation of a DNN
in a dimension reduced probability space, we randomly select three class labels. Restrict
ourselves to a subset consisting of all validation sample instances with labels from the three
selected labels. Given a DNN, feed each validation sample instance from the subset into the
DNN, keep only three logits corresponding to the three selected labels, and then convert
these three logits into a 3 dimension probability vector through the softmax operation.
Following these steps in the indicated order, the DNN then maps each validation sample
instance from the subset into a 3 dimension probability vector. Further project the 3
dimension probability vector into the 2 dimension simplex. Then the concentration and
separation properties of the DNN for the three selected classes can be more or less visualized
through the projected 2 dimension simplex.

Using the above visualization method, Fig. 3.3 compares the concentration and sep-
aration properties of ResNet-56 trained within our CMIC-DL framework with those of
ResNet-56 trained within the standard CE framework. From Fig. 3.3, it is clear that the
three clusters in the case CMIC-DL are more concentrated than their counterparts in the
case of CE, and also further apart from each other than their counterparts in the case of
CE. Again, this is consistent with the NCMI values reported in Table 3.3.
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A CE
CMIC-DL

Figure 3.3: Visualization and comparison of concentration and separation: ResNet56
trained via CE vs ResNetb6 trained via CMIC, where different shapes indicate differ-
ent classes.

3.5.5 Evolution of CMI, I'y NCMI, and error rate

In this subsection, we analyze and visualize a learning process within either our CMIC-
DL framework or the conventional CE-based DL framework through the lens of CMI, T,
NCMI, and error rate. Fig. 3.4 shows the evolution curves of CMI, I';, NCMI, and error
rate over the validation set during the course of training ResNet-56 on CIFAR-100 dataset
in each case, where the training setup is the same as that used in Subsection 5.6.4, and we
use A = 0.7 and § = 0.4 in the case of CMIC-DL.

As seen in Fig. 3.4a, the CMI value in both CE and CMIC-DL cases is small at the
beginning of the training (epoch zero). This is because at the beginning, all clusters in
the output probability distribution space P([C]) stick around together, as shown from the
separation distance curve (see Fig. 3.4b), and probability distributions within each cluster
are not separated at all. After the training starts and for the first a few epochs, the clusters
move away from each other; during the course of movement, probability distributions
within each cluster move in different speed, and become separated. As such, both the
values of CMI and I increase. Indeed, this is shown in Fig. 3.4a and Fig. 3.4b. Hereafter,
the clusters continue to move away from each other, while at the same time, probability
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Figure 3.4: The evolution curves of (a) CMI, (b) I', (¢) NCMI, and (d) €* over the course
of training ResNet-56 over CIFAR-100 using CE and CMIC frameworks.
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distributions within each cluster tend to move together. Thus the I' value continues to
increase, while the CMI value decreases, as shown again in Fig. 3.4a and Fig. 3.4b.

The above summarizes the general behaviour of the CMI and I' evolution curves in
both CE and CMIC-DL cases. Let us now examine the differences between them. From
Fig. 3.4a, it is clear that the CMI evolution curve in the case of CMIC-DL always remains
below its counterpart in the CE case. On the other hand, as shown in Fig. 3.4b, although
initially the I" value increases faster in the CE case than in the CMIC-DL case, after the
first a few epochs, the rate of increase in I' value is consistently higher in the CMIC-DL
case than in the CE case to the extent that the I' value in the CMIC-DL case surpasses
its counterpart in the CE case in the late stage of the learning process.

Fig. 3.4c and Fig. 3.4d illustrate convergence in the learning process. In addition, from
Fig. 3.4c and Fig. 3.4d, we can see that once the learning process is more or less stabilized,
both the NCMI value and error rate in the CMIC-DL case are consistently smaller than
their counterparts in the CE case. Once again, this is consistent with our observation
in Fig. 3.2: the smaller the NCMI value, the lower the error rate. In conjunction with
the visualization method discussed in Subsection 3.5.4, we have created a video available
at https://youtu.be/GOfDwv609EKk to illustrate the learning process during the course of
training ResNet-56 on CIFAR-100 dataset in each of the CE and NMIC-DL cases through
the lens of CMI and I'; where concentration and separation are shown for three randomly
selected classes, and the evolution curves of CMI and I' are shown for all classes.

3.5.6 Semantic Meaning of CMI Through Centroid Visualization

Given a DNN: z € RY — ¢,, in Shannon sense the CMI I(X;Y|Y = y) is the amount
of information about X obtained from Y given the class label Y = y, which is also equal
to the average KL divergence between gx and the centroid s, in the probability space
P([C]). Now, we want to attach semantic meaning to I(X;Y|Y = y). To this end, we
construct an inverse mapping of the DNN, which maps each probability distribution in
P([C]) into a synthetic image (there are many such inverse mappings). Take the DNN
as ResNet34 pretrained over ImageNet Dataset as an example. By slightly modifying the
reverse mapping algorithm in [209] with BigGANs [17] as the generator, two synthetic
images are generated for the centroid of each of the “goldfish” and “bee-eater” classes,
which are shown in the columns (a) and (b) in Fig. 3.5. Also shown in Fig. 3.5 are
three randomly selected natural images from the respective class (columns (c) to (e)). As
seen, the synthetic centroid images have plain background without any context, while the
natural images contain rich contextual information. What is the meaning of the CMI
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Figure 3.5: Mlustration of CMI’s semantic meaning—(i) top: goldfish; (ii) bottom: bee-
eater—where the first two columns show the synthetic centroid images, and the last three
columns show natural images from the respective classes.

I(X:Y|Y = y) in the image space? It quantifies the degree of contextual variations of
natural images in the class Y = y with respect to the centroid image through the lens of
the DNN.

A more comprehensive comparison between the synthetic centroid images and natural
images of the whole class is further provided in Figs 3.5.6 and 3.5.6.

3.5.7 Robustness against adversarial attacks

As a by-product, we would expect that DNNs trained within the CMIC-DL framework
are more robust against adversarial attacks, in comparison with their counterparts trained
within the standard CE-based DL framework. This is because when a DNN is trained
within our CMIC-DL framework, its clusters in its output probability distribution space
are more compact, and also further separated from each other, in comparison with its
counterpart trained within the standard CE-based DL framework. As such, it is harder for
an adversary to craft a perturbation which, when added to a clean sample, would result
in an attacked sample falling into a cluster with a different label. Our purpose in this
subsection is to confirm this by-product. To this end, we have performed the following
experiments.
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Figure 3.6: Illustration of CMI's semantic meaning: synthetic centroid images (top row)

vs natural images in class goldfish. The CMI I(X;Y|Y = y) for class goldfish is 0.927. For

each natural image in the class, its value of K'L(q,||s,) is printed at its top left corner.
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Figure 3.7: Illustration of CMI’s semantic meaning: synthetic centroid images (top row)

vs natural images in class bee-eater. The CMI I(X;Y|Y = y) for class bee-cater is 0.204.

For each natural image in the class, its value of K L(q¢,||s,) is printed at its top left corner.
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e Dataset: We have used MNIST dataset [128] comprising of 10-class handwritten
digits.

e Model: We have selected a simple DNN with three convolutional and one fully
connected layers.

e Attacks: Two white-box attacks have been selected, where the adversary has an
access to the gradients of the underlying model. Specifically, FGSM [66] and PGD at-
tack [113] with 5 iterations were employed with attack perturbation budgets |[€]loc =
{0.05,0.10,0.15,0.20, 0.25,0.30, 0.35}.

¢ Training settings: We have deployed an SGD optimizer with a batch size of 64. We
have trained the models for 15 epochs and adopted an step learning rate annealing with
decay factor of 0.7. The hyper parameters were selected to be \* = 2 and * = 9 in our
CMIC-DL framework due to the fact that the classification task over MNIST dataset is far
simpler than that over CIFAR-100 and ImageNet dataset.

Fig. 3.8 illustrates the resulting trade-offs between robust accuracy and perturbation
budget. From Fig. 3.8, it is clear that the DNN trained within the CMIC-DL framework
is more robust against both FGSM and PGD attacks, in comparison with its counterpart
trained within the standard CE-based DL framework, thus confirming the by-product. In
addition, the clean accuracy for the models trained within the CE-based DL and CMIC-DL
frameworks are 99.14% and 99.21%, respectively, showcasing that the accuracy over the
benign samples is not sacrificed for a higher robust accuracy.

We conclude this subsection by pointing out that although CMIC-DL can improve the
robustness of DNNs trained therein against adversarial attacks, CMIC-DL itself is not
a framework for adversarial training. In our future work, we will fully address CMIC
adversarial training by extending the performance metrics of CMI, I' (separation), and
NCMI to the new concepts of robust CMI, robust separation, and robust NCMI.

3.6 Other Information Quantities for Separation

In this section, we explore other information quantities which can also be defined and used
as a measure for the inter-class separation of the DNN: z € R? — ¢,. Specifically, two
more information quantities IV and I'” are introduced and compared with I' defined in
(3.23). Although they are more or less equivalent, I' is more convenient for selecting hyper
parameters in our CMIC-DL framework.
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Figure 3.8: The robustness of a simple DNN over MNIST dataset trained within the
conventional CE-based DL and CMIC-DL frameworks against (a) FGSM attack and (b)

PGD attack with 5 iteraions, respectively.
3.6.1 Information Quantity I"

A possible information quantity for measuring inter-class separation can be defined as

follows

' = E [Ty Dlgxllav)] (3.38)
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where the cross entropy function H(qx,qu) in (3.23) is replaced by the KL divergence
D(gx||qu). To connect IV with CMI and I', we simplify I as follows:

C
. ?
F/ =E I{y?gv} ZQX(Z) In QX(

e

qu(t

~—

)
c ) '
=E | Iy ) Z qx (i) (ln Zigg o ZZEEQI

=E [[{y;ﬁv}D(q)(HSYﬂ

+E | Lypvy 3 ax(i)In ZEE; (3.39)
—E[(1- P(Y)D(gxlsy] (3.40)
+E | Iy Z sy (i) In 2;8 (3.41)

— E[(1 = P(Y))Dlgx||sv)] + E [Ty Dsylla)] (3.42)

where (3.40) is due to the fact that V' is independent of (X,Y’) and given Y, Ey [Iyysy] =
1 —P(Y), and (3.41) follows from the independence of (X,Y") and (U, V') and (3.13).

Note that the first expectation in (3.42) is related to the CMI I(X;Y|Y). Indeed, when
P(Y) is equal to a constant, i.e., 1/C', which is true in most empirical cases, it follows from

(3.18) that
1

E|(1 - P(Y))D(axllsy)] = (1 = Z)I(X, Yy),
which, together with (3.42), implies that
/ 1 9
M=(1- E)I(Xa YY)+ E [Iy2vy D(syllav)] - (3.43)

Plugging (3.43) into the optimization problem in (3.27), we get the following optimization
problem

min By [H(Pyx(1X), x0)] + (O~ (3= D106 71Y)

— BE [Liy2vyD(syllque)] - (3.44)

Thus, if IV was used as a measure for inter-class separation, then it would cancel out part
of the CMI, making the selection of hyper parameters A\ and 3 become harder.
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3.6.2 Information Quantity I"’

Equations (3.43) and (3.44) suggest that one might use the following information quantity
as a measure for inter-class separation instead

I'" = E Ity vy D(syllqv)] - (3.45)

In fact, I has a descent physical meaning in that it measures the average of distances
between the output distributions of the DNN in response to input sample instances and
the centroids of the clusters with different ground truth labels.

To connect I'" with CMI and T", we further simplify I'” as follows

F//:E

C .
Ao Sy(l)
qumgyﬂwlwm] (3.46)

=E Iy H(gx, qu)] + E

C
Iiysvy Y ax(i)Insy (i)]

=1

=T+E

C

1{Y¢V}j{:sY(n1n5y(n] (3.47)
=1

=T —E[(1-P(Y))H(sy,sy)|. (3.48)

In the above, (3.46) follows from (3.39) and (3.42), (3.47) is due to (3.13) and the fact that
X is independent of V', and (3.48) is attributable to the independence of V' and Y.

Note again that the second term in (3.48) is related to the CMI I(X;Y|Y). Indeed,
when P(Y') is equal to a constant, i.e., 1/C, which is true in most empirical cases, it follows
that

E[(1—-P(Y))H(sy,sy)]
= (1- Z)HEY)

= (=) [V + Y
:(y_éwaﬂﬁm+JﬂWXﬂa (3.49)

where H(W|Z) denotes the Shannon conditional entropy of the random variable W given
the random variable Z, and (3.49) is due to the Markov chain Y — X — Y. Combining
(3.49) with (3.48) yields

1

IW:F—Q—awN&wauﬂﬂXﬂ. (3.50)
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Table 3.7: CMI, I') NCMI, and error rate values, over the validation set, of some pre-
trained models on ImageNet dataset.

‘ Models ‘ CMI ‘ r ‘ NCMI ‘ Error rate ¢* H Models ‘ CMI ‘ r ‘ NCMI ‘ Error rate ¢* ‘
ResNet18 | 0.999 | 9.891 | 0.101 0.302 AlexNet 1.331 | 9.830 | 0.135 0.434
ResNet34 | 0.902 | 9.919 | 0.090 0.266 | EfficientNet-B0 0.692 | 9.433 | 0.073 0.220
ResNet50 | 0.815 | 9.929 | 0.082 0.238 EfficientNet-B1 0.661 | 9.114 | 0.072 0.213
ResNet101 | 0.779 | 9.948 | 0.078 0.226 EfficientNet-B2 0.639 | 9.224 | 0.069 0.193
ResNet152 | 0.749 | 9.953 | 0.075 0.216 EfficientNet-B3 0.627 | 9.365 | 0.067 0.180

VGG11 0.959 | 9.899 | 0.096 0.296 Wide-ResNet50 0.749 | 9.935 | 0.075 0.215
VGG13 0.930 | 9.909 | 0.094 0.284 Wide-ResNet101 0.734 | 9.937 | 0.073 0.211
VGG16 0.878 | 9.925 | 0.088 0.266 MobileNet-V3-Small | 1.088 | 9.898 | 0.110 0.323
VGG19 0.860 | 9.930 | 0.086 0.257 | MobileNet-V3-Large | 0.922 | 9.956 | 0.092 0.259

Plugging (3.50) into the optimization problem in (3.27), we get the following optimiza-
tion problem

B

min Ex [H(Pyix(-1X), qx0)] + A+ (6 - 5))[(X;Y|Y)
61— Z)H(VIX) ~ BT (3.51)

Thus, if I was used as a measure for inter-class separation, then it would further enhance
the effect of the CMI, making the selection of hyper parameters A\ and  harder as well.

3.7 NCMI Vs. Accuracy on ImageNet

In this section, we replicate the analyses conducted in Section 3.3, but now for the ImageNet
dataset. To this end, we pick ResNet-{18, 34, 50,101, 152} [81], VGG-{11, 13,16, 19} [185],
EfficientNet-{B0, B1, B2, B3} [195], Wide-ResNet-{50, 101} [231], MobileNet-V3-{small, large}
[241], and AlexNet [122]. They are all pre-trained on ImageNet dataset and obtained from
the Pytorch official website’.

Table 3.7 presents the calculated values of CMI, I, and NCMI, along with their respec-
tive error rate €*, for the selected DNNs. In addition, the relationship between the NCMI
and error rate € is depicted in Fig. 3.9 which shows a positive linear relationship with
p = 0.9929.

Thttps://pytorch.org/vision/stable/models.html.
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Figure 3.9: The error rate vs NCMI value, over the validation set, of popular pre-trained
models on ImageNet dataset.

3.8 Chapter Summary and Directions for Future Work

Viewing a DNN as a mapping from = € R? to ¢,, in this chapter we have introduced condi-
tional mutual information (CMI) and normalized conditional mutual information (NCMI)
as new performance metrics of the DNN to measure the intra-class concentration and inter-
class separation of the DNN. As new performance metrics, CMI and NCMI are in parallel
with error rate. We then have used CMI and NCMI to evaluate and compare DNNs of
different architectures and sizes. It turns out that NCMI and error rate have essentially
a positive linear relationship with their correlation > 0.98 for tested models trained with
cross entropy (CE) loss. As such, the NCMI value of a DNN can be used to gauge the
prediction performance of the DNN.
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Based on NCMI, we have then developed a learning framework called CMI constrained
deep learning (CMIC-DL) within which the conventional CE loss is minimized subject to
a NCMI constraint. An novel alternating learning algorithm has been further proposed to
solve such a constrained optimization problem. Extensive experiment results consistently
show that DNNs trained within the CMIC-DL framework outperform those trained using
the other DL, benchmark methods discussed in this chapter. In addition, with CMI and
NCMI as performance metrics for measuring the concentration and separation of a DNN,

the learning process of the DNN can also be analyzed and visualized through the evolution
of CMI and NCMI.

Open problems include (1) how to extend CMI and NCMI to define concepts of robust
CMI, robust separation, and robust NCMI; (2) how to extend CMIC-DL to robust CMIC-
DL to fully address adversarial training; (3) how to use CMI to help estimate the conditional
probability distribution of Y given X; and (4) the investigation of minimizing NCMI
alone without using the standard CE objective function by modifying a predictor. These
problems will be addressed in the future.

48



Chapter 4

Fed-IT: Addressing Class Imbalance
in Federated Learning through an
Information-Theoretic Lens

In the previous chapter, we explored methods to improve the classification accuracy of
DNNs, assuming all data is centrally available for training. In contrast, the focus of
this chapter is on applying information-theoretic concepts to distributed learning, with an
emphasis on federated learning (FL) [117], where data is distributed across multiple clients.

FL is a promising technology wherein edge devices/clients collaboratively train a ma-
chine learning model under the orchestration of a central server. However, due to the
inherent data heterogeneity among clients, local datasets on individual clients often ex-
hibit class imbalance, i.e., samples from majority classes vastly outnumber those from
minority classes. This imbalance significantly diminishes the performance of the trained
model. To understand why, we first closely examine the output probability distribution
clusters of the local deep neural networks (DNNs) in the probability space over the label
set, and observe that for class imbalanced datasets, FL. has two interesting phenomena:
(1) dispersion problem—clusters corresponding to minority classes tend to disperse; and
(2) gravity problem—clusters corresponding to minority classes are drawn toward those of
majority classes. To overcome these two problems, we then introduce information quanti-
ties into FL, propose a new information theoretic loss function for FL, and develop a new
FL framework called Fed-IT. It is shown that Fed-IT significantly outperforms previous
counterparts, while maintaining client privacy.

49



4.1 Introduction

Traditionally, machine learning (ML) models are trained in a centralized manner, where
the training data is available in a data center or a cloud server. However, in many new
applications, devices/clients are reluctant to share their private data with a remote server.
To this end, federated learning (FL) emerged as a feasible solution to allow clients to
contribute to training a global model using only their local datasets, aided by a central
server, but without sharing their local datasets with the server [117]. In FL, the training
process begins with the server distributing the global model to all clients. Each client then
subsequently computes its local updates to the model parameters using its own private
dataset, and then sends its local updates (such as gradients), back to the server; next, the
server aggregates the local updates to update the global model, which is then redistributed
to clients. These interactive steps continue until convergence.

A primary challenge in FL arises from the diverse sources of data owned by different
clients, a phenomenon known as class imbalance, where data at clients from a subset of
classes (called majority classes) dominate the data population, while data from minority
classes, stemming from rare events, are scarce [33]. This class imbalance phenomenon ad-
versely affects the model performance for the minority classes, leading to lower training and
testing accuracy [93, 182]. In fact, in numerous real-world scenarios, minority classes play
a much more important role beyond their proportion in data. For example, in autonomous
vehicle systems, it is imperative for collision detection algorithms to prioritize rare and crit-
ical events like sudden obstacles rather than routine road conditions. Similarly, in fraud
detection systems, accurately identifying and flagging unusual and potentially fraudulent
transactions takes precedence over routine financial transactions.

Utilizing techniques tailored to mitigate class imbalance in centralized training is not
applicable to FL. This is partly due to the restricted communication between clients and
the server, limited to only the local updates; indeed, for privacy reasons, it is preferable that
the server does not request additional information about clients’ local data. For further
details, please refer to our discussions in Section 6.2. As such, some methods were proposed
in the literature to tackle FL class imbalance directly. For example, [53] directly addresses
class imbalance in FL, but requires clients to upload their local data distributions, which
may expose latent backdoors to attacks and lead to privacy leakage. Moreover, it also
requires placing a number of proxy servers, which increases the FL. complexity and incurs
more computation overhead. Other methods include those proposed in [180,2006], yet their
performance is not promising when the dataset heterogeneity is high in the local datasets
(as also supported by our experiments in Section 6.5).

As a remedy, in this chapter, we systematically address the class imbalance issue in
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Federated learning by employing concepts from Information Theory (IT) and proposing
a new information theoretic loss function for FL, a method which we refer to as Fed-IT
hereafter. To this end, we first follow the approach in [221] and treat a deep neural network
(DNN) as a mapping from the raw image space to the output probability distribution space.
The instances of each class in the DNN’s output space form distinct clusters. Through a
series of experiments, we observed that in cases of class imbalance within the training
dataset, the clusters corresponding to minority classes (i) are disperse, and (ii) tend to be
drawn towards the clusters associated with majority classes!, two interesting phenomena
referred to as the dispersion problem and the gravity problem, respectively. To mitigate
these problems, in Fed-IT, the clients’ normal loss functions are replaced by their new
information theoretic loss functions so that they can learn the model with output clusters
in the probability distribution space possessing the following two properties:

P1 They are compact.

P2 They are well-separated and located on pre-defined positions.

For [P1], as shown in [221], the cluster’s compactness in the DNN’s output space can
be measured via conditional mutual information (CMI) I(X;Y]| Y), where X, Y and ¥
are three random variables representing the input image, the ground truth label, and the
label predicted by the DNN, respectively. The lower this CMI value is, the more compact
the cluster would be. Hence, to satisfy [P1], each client trains its local model to minimize

I(X;Y]Y).

To satisfy [P2], we push the centroid of each cluster to its respective fixed probability
distribution. Specifically, we select these fixed probability distributions to be smoothed
one-hot vectors, ensuring that they are (i) fixed for all the clients, (ii) well-separated, and
(iii) not over-confident as one-hot vectors. Thus, the clients minimize the KL divergence
between the cluster centroids and the smoothed one-hot vectors, which we refer to as the
position loss.

Henceforth, in Fed-IT, the new information theoretic loss function at each client com-
prises three terms: the conventional cross-entropy (CE), the CMI term, and the position
loss. In summary, the contributions of this chapter are as follows:

e We empirically discover that for class imbalanced datasets, deep learning in general
and FL in particular have two interesting phenomena: (1) dispersion problem—clusters

Tn [42], the authors similarly observed that the DNN’s representation spaces for minority classes are
pulled towards those of majority classes.
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corresponding to minority classes tend to disperse; and (2) gravity problem—clusters cor-
responding to minority classes are drawn toward those of majority classes.

e To overcome the dispersion and gravity problems, we develop a new FL framework
dubbed Fed-IT by proposing a novel information theoretic loss function for FL.

e Unlike many existing FL class imbalance mitigation methods, Fed-IT preserves client
privacy by not requiring clients to share additional information with the server.

e By conducting thorough experiments over different datasets, we show that in the pres-
ence of label imbalance, Fed-IT yields a higher classification accuracy compared to its
counterparts.

4.2 Related Work

In supervised learning, data imbalance is prevalent in various scenarios, such as in image
recognition for disease diagnosis [211], and object detection [131]. We review some tech-
niques in the literature to tackle this issue in centralized and FL settings in subsections
4.2.1 and 4.2.2, respectively.

4.2.1 Class imbalance in centralized training

In centralized training, methods for addressing the class imbalance issue can be categorized
into two approaches: (i) data-level, and (ii) algorithm-level.

e Data-level: Over-sampling minority classes or under-sampling majority classes are
straightforward yet effective methods to achieve more balanced class distributions [33,123].
Nonetheless, these approaches may be susceptible to overfitting on minority classes or
potential information loss on majority classes. Data augmentation is another technique
[129, 168]; however, it cannot be applied in the FL setting due to privacy constraints.

e Algorithm-level: One approach in this category involves cost-sensitive learning [150,

]. The cost-sensitive approaches need to analyze the distribution of training data, e.g.,
re-weighting the loss via inverse class frequency, and are not effective for FL. due to the
mismatch between local data distribution and the global one. Another approach is to
change the loss function [113,131]. Nevertheless, due to the data heterogeneity in the
FL setting, different clients might have different dominant classes, and hence the direct
adoption may not be applicable.
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4.2.2 Class imbalance in FL

Class imbalance poses significant challenges in FL due to its decentralized nature. Unlike
traditional machine learning, where data is centralized, FL involves training models across
multiple client devices with non-uniform and often unbalanced datasets. This imbalance
manifests at different levels:

e Local Level: Individual client devices may have highly skewed class distributions,
leading to poor local model updates.

e Global Level: Systematic imbalance across the collective data of all clients can ad-
versely affect the global model’s performance.

The decentralized nature of FL. exacerbates these challenges due to the potential mis-
match between class distributions at the client and server levels. For instance, the dis-
crepancies in class distributions across clients introduce variability in the local updates,
which, when aggregated, can degrade the overall model performance [31,215]. Moreover,
global-level class imbalance, where some classes are underrepresented across all clients, has
been shown to delay model convergence and reduce classification accuracy [19, 186]. This
is mathematically supported in [54], where the impact of imbalanced training data on FL
applications is rigorously analyzed.

Another critical aspect of FL is the preservation of user privacy, which complicates
addressing class imbalance. Since data privacy is a core principle of FL, accessing even
basic statistical information about the class distributions on client devices is restricted.
This lack of visibility increases the difficulty of estimating the severity of the imbalance, let
alone mitigating it effectively. Consequently, many strategies for managing class imbalance
in FL systems adopt a two-stage approach:

1. Class Distribution Estimation: Inferring the class distribution while maintaining data
privacy.

2. Addressing Class Imbalance: Applying techniques to mitigate the imbalance without
direct access to client data.

e Existing Surveys on Federated Learning and Class Imbalance

Given the rapid advancements in FL, several survey papers have explored its various
aspects. Comprehensive overviews of FL and its applications can be found in [227,233],
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while a detailed exposition of the field’s advances and challenges is presented in [L07].
Privacy-preserving techniques, a cornerstone of FL, are the focus of [152], where threat
analyses and methods to enhance data security are examined.

Class imbalance, a well-recognized problem in traditional machine learning (ML), has
also attracted significant attention. Surveys like [08, 109] provide systematic overviews of
class imbalance in ML, offering insights into state-of-the-art solutions for addressing this
pervasive issue. Although traditional ML solutions lay the groundwork, the decentralized
and privacy-preserving nature of FL introduces unique complexities that require tailored
approaches.

e Class Imbalance and Non-IID Data in FL

The class imbalance problem in FL is closely related to the broader issue of non-I11D
data, which reflects the statistical heterogeneity commonly found in FL training datasets.
Non-IID data often arises from diverse user behaviors, device-specific biases, or regional
variations in data collection, all of which contribute to uneven class distributions. These
challenges have been explored in detail in [243], which highlights the degradation of FL
models due to non-IID data.

The interplay between non-I1D data and class imbalance has prompted the development
of specialized strategies. For instance, [219] provides a detailed review of recent research
addressing the impact of non-IID data on FL performance. Strategies to mitigate these
issues include modifications to aggregation algorithms, personalized models for individual
clients, and data-sharing mechanisms that respect privacy constraints.

e Addressing Class Imbalance in FL

To address class imbalance in FL, several methods have been proposed, ranging from
re-weighting strategies and data augmentation techniques to algorithmic adjustments for
model training. These methods often involve:

e Re-weighting Loss Functions: Adjusting the contribution of underrepresented classes
in the loss calculation.

e Synthetic Data Generation: Using techniques such as GANs (Generative Adversarial
Networks) to augment underrepresented classes.

e Personalized FL. Models: Creating client-specific models to better adapt to local class
distributions while leveraging knowledge from global training.
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The survey in [219] categorizes these approaches and evaluates their effectiveness in
both 1ID and non-IID settings. However, there remains a significant gap in the literature
regarding methods that simultaneously address class imbalance, non-IID data, and privacy
preservation.

The authors in [53] select clients with complementary class distributions to perform
updates, yet this process requires clients to reveal the class distribution to the server.
[220] attempts to recombine clients to pair complementary ones for collaborative training.
However, in cases where certain clients fail to find matching counterparts, they might miss
the opportunity to participate in federated aggregation. In [111], balanced virtual features
are employed to retrain the classifier. However, this approach requires collecting the global
class distribution, which escalates the risk of privacy disclosure.

Ratio-Loss [2006] operates under the assumption that an auxiliary dataset with balanced
classes is accessible on the server. It utilizes this dataset to infer the composition of the
training data and devises a ratio loss mechanism to alleviate the effects of class imbalance.
Also, CReFF [180] re-trains a classifier based on federated features in a privacy preserving
manner. Nevertheless, for both [180,200], the performance declines with an increase in the
degree of data heterogeneity.

4.3 Notation and Preliminaries

4.3.1 Notation

For a positive integer C, let [C] £ {1,...,C}. Denote by P[i] the i-th element of a
vector P. We use |C| to denote the cardinality of a set C. The cross entropy of two
probability distributions P;, P, is defined as H(Py, Py) = Zle —Py[c]In Pyc], and their
Kullback Leibler (KL) divergence is defined as KL(Pi||Py) = -, Py[¢] In 24

Pyc]”

Let Ex[-] denote the expected value w.r.t. X. The mutual information between two
random variables X and Y is given by I(X,Y) = H(X) — H(X|Y), and the conditional
mutual information of X and Y given a third random variable Z is I(X,Y|Z) = H(X|Z) —
H(X|Y, Z).

4.3.2 FL setup

In this chapter, we consider a classification FL task with K clients. The local dataset for
client k, is denoted by Dy, k € [K], and the global dataset is represented by D = Uke[ K] Dy.
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The FL task is defined as follows

min f(6, D) e ka (6,Dy), (4.1)

where & € R? is the vector representing the parameters of the shared DNN model, and
fx (+) is the local loss for client k, conventionally cross entropy loss.

The widely adopted approach to problem (4.1) is to employ distributed (stochastic)
gradient descent method (DGD/DSGD). In the ¢-th round of DGD, the server shares 6'
with all clients, each client computes its local gradient with respect to 8° and transmits it
to the server which aggregates them to form the global gradient and perform one GD step
as:

0!l = 0! — IV f(8') = Z V fi(6Y), (4.2)
ke[K]

where 19 is the global learning rate.

4.4 Motivation and Methodology

Given a shared DNN model, in this section, we first motivate our method by observing the
DNN’s output probability distribution space when the training dataset is class-imbalanced
in Subsection 4.4.1; then, based on this observation, we develop a new FL algorithm in
Subsection 4.4.2.

4.4.1 Motivation

Assume the shared DNN model is ResNet 56. The outputs of the DNN in response to
all samples from a class form a cluster in the probability distribution space. Use the
conventional CE loss to train ResNet 56 over CIFAR-100 dataset, which is class-balanced.
Randomly select three classes labeled as Class 0, Class 1, and Class 2. Fig. 4.3a shows
the three clusters corresponding to these three classes, which are projected into the two-
dimensional probability simplex. Please refer to [221] and the Appendix for how the
projection is conducted.

Now let us create a class-imbalanced dataset from CIFAR-100 dataset by reducing the
sizes of Class 0 and Class 1 to 10% and 50% of their original sizes, respectively while

o6



Class 0
@ Class 0 Centroid

Class 1
4 Y Class 1 Centroid
Class 2 p: d
A Class 2 Centroid Y.
k b 23
- {n o3

by é
¥ [

o N " * »
(a) Balanced, CE loss (b) Imbalanced, CE loss (c) Imbalanced, Lzeq—_; 10sS

Figure 4.1: Illustration of the output probability distribution clusters of ResNet 56 corre-
sponding to three randomly selected classes, projected over the two-dimensional probability
simplex: (a) trained over the CIFAR-100 class-balanced dataset using the conventional CE
loss; (b) trained over a class-imbalanced dataset using the conventional CE loss; (c) trained
over the class-imbalanced dataset using the proposed information theoretic loss Lgeq.rr-

keeping other classes intact. The size reduction was conducted by randomly selecting
90% (50%, resp.) samples from Class 0 (1, resp.) for deletion. Use the conventional
CE loss to train ResNet 56 again from scratch over the class-imbalanced dataset. The
resulting three clusters, projected into the two-dimensional probability simplex, are shown
in Fig. 4.3b. As seen, the cluster corresponding to class 0 becomes dispersed and is also
drawn towards the cluster corresponding to class 2; for convenience, we refer to the former
as the dispersion problem, and the latter as the gravity problem. This in turn lowers the
classification accuracy.

In the next section, we introduce methods to overcome the dispersion and gravity
problems, resulting in the three clusters shown in Fig. 4.3¢ for the same class-imbalanced
dataset.

4.4.2 Methodology

Following [221], we now regard the shared DNN model as a mapping f : © — P,, where
r € R? is an input image, and P, is the resulting output probability distribution over the
class label set [C]. Let y denote the ground-truth label of z.

Consider a pair of random variables (X,Y), where X € R? represents the raw input to
the DNN and Y denotes the ground truth label of X. The distribution of (X,Y") governs
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either a training set or a testing set, as the case may be. Let Y denote the label predicted
by the DNN with probability Px(Y') in response to the input X.

Adopting this probabilistic perspective, we leverage information-theoretic quantities to
train each client in FL such that it can learn compact clusters with their centroids close
to fixed and prescribed positions.

Compactness of clusters

As discussed in [221], the concentration (compactness) of the DNN’s clusters can be mea-
sured via CMI value I(X; Y| Y), where X, Y and Y are three random variables representing
the input image, the ground truth label, and the label predicted by the DNN, respectively.
Specifically, I(X; Y]Y = y), i.e., the CMI between X and Y given Y = y can be calculated
as follows [221]:

< , P(Y =i|z,y)
I(X;Y|Y = P (Y =i|z,y) x In — (4.3)
Y =y) Z vy (z]y) [g y) X P =Y~
:Emy<fﬁ&mm Pl )wzy (1.4
= Expy [KL(Px]|Py,)IY =] (4.5)

where (4.4) is due to the fact that ¥ — X — Y forms a Markov chain. What is the rationale
behind using this quantity to assess the compactness of the cluster? In fact, the centroid of
the cluster corresponding to samples whose ground-truth labels are y is the average of Px with
respect to the conditional distribution Pxy (:|y), which is exactly the conditional distribution of
Y given Y =y

P-

o1y = EIPx|Y = . (4.6)

Hence, the information quantity I(X; Y|y) quantifies the concentration of the cluster
formed by the instances of the random point Px given Y = y around its centroid Py, We
additionally provide visualizations in section 4.5.3 illustrating the impact of CMI values on
the compactness of clusters. Averaging I(X:Y|y) with respect to the distribution Py (y)
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of Y, we get the conditional mutual information I(X; YY) between X and Y given Y:

I(X;YY) =) Pr(y)I(X;Yy) (4.7)
y€[C]
—E|D(Px| W)} (4.8)
< PV =ilz)
= P(z, P =i|z) x In - 4.9

In practice, when a client does not know the true P(x,y), it can approximate I(X; )A/|Y)
by its empirical value using its local dataset. To this end, for client k we define Dy, =
{(zj,y;) € Dy :y; =y} the multiset of all training samples in Dj, whose ground truth

labels are y. Then, the empirical I(X;Y|Y) for client k is calculated as

. 1
J'k,emp(x;y\y):W > KL(P: || Pry), (4.10)
(z,y)€Dy,
1
where Pp, = —— P,., for yel[C]. 4.11
0 iyl ZD o el .
j s Y

Fixed and prescribed ideal centroid positions

To overcome the gravity problem illustrated in Fig. 4.3b, we next want the centroids of all
clusters at each client to be nicely located.

Where are the ideally targeted positions for the centroids of all clusters at each client?
Intuitively, these positions should be well-separated to prevent different clusters from over-
lapping with each other. One possible choice is to select the one-hot vector e,, which is
the C-dimensional probability vector where the y-th entry is 1 and all other entries are 0,
as the targeted position for the centroid of the cluster corresponding to label y. However,
this choice is too aggressive in the sense that it would force all P, in the corresponding
cluster to be or very close to the one-hot vector e,, resulting in an overfitting problem,
which is common and inherent in the conventional CE loss. To alleviate this issue, we
instead target the centroid of the cluster corresponding to label y at a smoothed one-hot
vector whose j-th entry, j € [C], is defined as follows

l—€ ifj=

T S (4.12)

Y, € f
o1 Hji#y
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During FL, we encourage the clusters at each client to be located around €, . for each label
y by minimizing

E[KL(Pyy leve)] = 3 Pr(u)KL(Py, [18y.0) (4.13)

We refer to the quantity in (4.13) as the position loss. When the joint distribution p(z,y)
is unknown, Py in (4.13) could be approximated by (4.11) for Client k.

4.4.3 New information theoretic Loss for Fed-IT

To overcome both the dispersion and gravity problems in FL, the above discussion now
suggests a new way to FL. dubbed Fed-IT. Instead of minimizing the conventional CE loss
alone at each client, we now minimize in Fed-IT the following new information theoretic
loss at each client:

Lrearr =E[ — n Px(Y)] + al(X; V[Y) +yE[KL(Pyy [[6r0)], (4.14)
where o > 0 and 0 < 7 < « are two scalars representing the trade-offs among the CE, CMI,

and position losses. In other words, in Fed-IT Client k£ solves the following minimization
problem locally through its local gradient computation:

min
%

Lred-rr(0, D) = E[ —In PX,@(Y)] +a I(X;Y[Y) 4+ E[KL(PmyHéY,e)H ; (4.15)

where Py g is the output probability distribution of the shared DNN model in response to
input X when the model parameters are #. Note that Y in (4.15) also depends on 6.

The objective function in (4.15) is not amenable to parallel computation via GPU. To
overcome this issue, we follow [221], and introduce a dummy distribution @), over the label
set [C] for each y € [C], and convert the loss function into a format suitable for GPU-based
deep learning, as shown in the following theorem.

Theorem 3. For any a >0 and 0 < v < q,

min E[ I PX,Q(Y)} Fa I(XVY) + v E{KL(PY,‘YHéKE)}
= min_min E[ ~In PX,Q(Y)} +(a— V)E{KL(PXﬂHQy)] Y E[KL(PXﬁHéKE)}] . (4.16)
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Proof. To simplify our notation, we ignore the notation # and work with the loss function
Lpeqar in (4.14) directly. Since Y — X — Y forms a Markov chain, it can be verified that

Lreqrr = E[ —In PX(Y)} + aE[ln ]:(Y(?) + »yE[ln m]
_ E[ - 1nPX(Y)} +(a— 'y)JE{ln PI?X(E%
vy
+ *yE{ln PX(XA/)} - vE[ln éyﬁ(?)}
= E{ - 1nPX(Y)} + (a— ’y)JE{ln ]:(Y(zg) +7E[1 ;i(g/))}
_ E[ - lnPX(Y)} +(a— fy)E[ln P]TT(ZAZ)
Y|Y
+ 7 [KL(Px|/év..)|
= E{ —In PX(Y)} + (a—7) Q::I}:ier[lc] E[ln g);%;;} (4.17)
+ 9 [KL(Px [[éy.0)]
—E| = Px (V)| + (a =) Juin E[KL(Px]|Qy)] (4.18)
+9E [KL(Px|ley.)]
= min_ E[ —In Px(Y) + (@ = 7)KL(Px||Qy) + vKL(Px|lév, )| (4.19)

In the above, (4.17) is due to the fact that KL divergence is nonnegative and the
minimization therein is achieved when

Qy(9) = Py, (9), Yy, 9 € [C]. (4.20)

From (4.19), Theorem 3 is concluded. O

Note that given § and {Q.}< ,, the objective function in (4.16) is additive w.r.t. the

distribution of (X,Y), or equivalently input data, and thus friendly to GPU-based learn-
ing/inference.
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Table 4.1: The validation accuracy (%) for different FL methods over CIFAR-{10,100}
and TinylmageNet datasets. The reported numbers (avg+tstd) are obtained from 5 runs.
Bold and underlined values denote the best and second best results, respectively.

Method ‘ Cifarl0 ‘ Cifar100 ‘ TinyImageNet

| Dir(0.3) | Dir(1.0) | Dir(0.3) | Dir(10) | Dir(0.3) |  Dir(1.0)
FedAvg 66.40 £ 3.13 | 73.07 £ 1.60 | 35.14 £0.48 | 36.07 £ 0.41 | 34.63 £ 0.26 | 37.65 + 0.37
FedPer 61.58 £ 0.43 | 63.33 £0.53 | 15.04 £0.06 | 14.69 +0.03 | 15.28 £0.14 | 13.71 £ 0.07
Ditto 66.71 £ 1.10 | 73.41 +£0.77 | 35.55 £0.33 | 36.12 +0.35 | 34.70 £ 0.35 | 37.61 £ 0.24
FedRep 40.13 £ 0.17 | 47.92 £0.38 | 5.42 £ 0.03 6.37 £ 0.04 3.27 £ 0.02 3.91 + 0.03

FedBABU | 62.78 £ 3.09 70.34 £ 1.72 32.41 £ 0.40 32.34 £ 0.49 26.36 £ 0.32 30.25 £ 0.32
FedROD 72.31 4+ 0.16 | 75.50 &+ 0.15 | 33.83 £ 0.25 35.20 £ 0.19 35.46 £+ 0.28 37.71 £ 0.31
Ratio-Loss | 65.24 £ 0.13 70.12 £ 0.15 20.33 £ 0.42 19.41 £ 0.11 24.85 £ 0.22 26.51 £0.29
CReFF 66.46 + 1.40 71.63 £+ 0.61 22.90 £ 0.30 22.21 £0.15 25.82 £ 0.41 27.87 £ 0.38
Fed-IT 68.77 £+ 0.62 72.55 £ 1.12 | 38.44 4+ 0.21 | 39.29 + 0.15 | 37.02 £ 0.30 | 38.60 £ 0.36

4.4.4 Algorithm for Fed-IT

Similar to many recent FL algorithms [77,92, 131,147, 151], we allow each client to perform
a couple of local epochs e before sending its gradient update to the server. The overall
interactions between each client and the server are the same as in the conventional FedAvg
method. However, local iterations with each epoch are different. Based on Theorem 3 and
following [221], an alternating iteration procedure is applied instead locally at each client.
For the detailed description of the local Fed-IT algorithm, please refer to our full paper [1].

4.5 Experiment Results

In this section, we conduct experiments to show the superior effectiveness of Fed-IT com-
pared to some counterparts.

e Datasets and setups: We use three commonly used datasets in FL realm, namely
CIFAR-{10,100} [121] and TinylmageNet [126]. We follow the setup in [25], and use a
simple convolutional neural network for CIFAR-{10,100} datasets, and ResNet18 [31] for
TinyImageNet dataset.

To induce class imbalance in the local datasets of clients, we distribute the dataset
among the clients deploying Dirichlet allocation Dir(g) [205], where we test 8 € {0.3,1.0}
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in our experiments (following [12]). This allocation scheme results in each client likely
having one or two dominant classes, with few or even zero samples from the remaining
classes.

Also, in all the experiments, we consider 100 clients where 10% clients participate in
each round.

e Benchmarks: We use eight FL. methods: FedAvg [147], five personalized FL methods
Ditto [130] and FedPer [1], FedRep [38], FedBABU [159], FedROD [25] and two FL methods
CReFF [130], Ratio-Loss [206] tailored to tackle class imbalance?.

For Fed-IT, we set ¢ = 0.3, = 0.8 and v = 0.05. In addition, the implementation
details for all the benchmark methods (including Fed-IT) are deferred to the Appendix.

4.5.1 Analysis of the Results

We report the testing accuracy for all the methods in Table 4.1. It is evident that Fed-IT
achieves higher test accuracy for both CIFAR-100 and TinylmageNet datasets. However,
for CIFAR-10, some benchmarks outperform Fed-IT. It is worth noting that CIFAR-100
and TinylmageNet datasets more closely resemble real-world datasets, as they contain
more classes with a larger number of samples.

Furthermore, for the same three classes as those used to depict Fig. 4.3a-b, we visualize
their clusters learned by Fed-IT in Fig. 4.3c. It is evident that the clusters learned by
Fed-IT are more compact, and notably, the cluster for class 0 (minority) is pushed apart
from class 2 (majority).

4.5.2 Ablation study

To analyze the impact of parameters « and ~ in Fed-IT, we conduct an ablation study
on CIFAR-100. Specifically, we set each parameter alternatively to zero while keeping the
other parameter unchanged, allowing us to observe the effect of each parameter individually.
The results are reported in Table 4.2 which show the necessity of both parameters v and

.

2As noted in [12], when dataset heterogeneity is significant, Fed Avg demonstrates superior performance
compared to imbalance-resistant FL algorithms.
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Table 4.2: The effect of hyper-parameter « and v in Fed-IT.
Method | Dir(0.3) | Dir(1.0)

Fed-IT (o = 0.8, v = 0.05) | 38.44 + 0.21 | 39.29 + 0.15
Fed-IT (=0, v = 0.05) | 36.12 + 0.40 | 36.17 + 0.25
Fed-IT (=08, v=0) | 35.18 + 0.25 | 36.29 + 0.16

4.5.3 Visualization of DNNs’s Output with Different CMI Values

In this section, our objective is to conduct an experiment to verify that the CMI value of
a DNN measures the concentration of the DNN’s output centroid. To this end, we trained
two DNNs on the CIFAR-10 dataset: one with high CMI values and another with low CMI
values. Specifically, to train a DNN with low CMI value, we have incorporated a CMI loss
into the DNN’s loss function. Then, we utilized t-SNE [?] to project the 10-dimensional
output probability space of each DNN onto a 2-dimensional plane. The visualization of
this process is illustrated in Fig. 4.2. It is evident from the visualization that the clusters
for the DNN with lower CMI values exhibit greater concentration and less dispersion.
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Figure 4.2: Visualization of the output probability space of the DNN with (a) low CMI
value, and (b) high CMI value.
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4.5.4 Fig. 4.3 with Different Classes

In this subsection, our goal is to demonstrate that the conclusion drawn from Fig. 4.3 is
class-agnostic. In other words, it remains consistent regardless of the specific three classes
chosen from the CIFAR-100 dataset. As long as the classes exhibit an imbalance, the same
observation as depicted in Fig. 1 can be replicated.

To achieve this objective, we replicate the same figures as those presented in Fig. 4.3.
However, we select three different sets of classes for visualization purposes. The resulting
figures are depicted in Fig. 4.3.

Class 0
@ Class 0 Centroid
Class 1
Y Class 1 Centroid
Class 2
A Class 2 Centroid

(a) Balanced, CE loss (b) Imbalanced, CE loss (c) Imbalanced, Lzeq—r l0ss
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(a) Balanced, CE loss (b) Imbalanced, CE loss (c) Imbalanced, Lgeq_; l0ss

Figure 4.3: The output probability space of a DNN to three classes of CIFAR-100 dataset
over the two-dimensional probability simplex. (a) The dataset is class-balanced and CE
loss is used. (b) The dataset is class-imbalanced, and the ratio of samples in class 0, 1 and
2 is 1:5:10, and CE loss is used. (c) The dataset is class-imbalanced similar to (b), and
loss in EFed—IT‘
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4.6 Chapter Summary

In this chapter, by examining the output probability distribution clusters of local DNNs in
the probability space over the label set, we identified two issues in FL for class-imbalanced
datasets: (1) dispersion problem—clusters for minority classes tend to disperse, and (2)
gravity problem—clusters for minority classes are drawn toward majority classes. To ad-
dress these issues, we introduced an information-theoretic loss function for clients, and
presented Fed-IT, a novel FL framework. Fed-IT outperforms previous methods while
ensuring client privacy.
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Chapter 5

Coded Deep Learning

Chapters 3 and 4 explored how information-theoretic concepts can be leveraged to enhance
classification accuracy of deep neural networks (DNNs) in both centralized and distributed
settings. In contrast, this chapter shifts the focus to applying information-theoretic prin-
ciples to improve other aspects of DNN performance beyond just accuracy.

Specifically, this chapter proposes a new framework dubbed “coded deep learning”
(CDL), which integrates information-theoretic coding concepts into the inner workings
of DL, aiming to substantially compress model weights and activations, reduce computa-
tional complexity at both training and post-training inference stages, and enable efficient
model/data parallelism. Specifically, within CDL,

e We first propose a novel probabilistic method for quantizing both model weights and
activations, and its soft differentiable variant which offers an analytic formula for
gradient calculation during training;

e Both the forward and backward passes during training are executed over quantized
weights and activations, which eliminates a majority of floating-point operations and
reduces the training computational complexity;

e During training, both weights and activations are entropy constrained so that they
are compressible in an information-theoretic sense at any stage of training, which in
turn reduces communication costs in cases where model/data parallelism are adopted;

e The trained model in CDL is in a quantized format by default with compressible
quantized weights, reducing post-training inference complexity and model storage
complexity.
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Additionally, a variant of CDL, namely relaxed CDL (R-CDL), is presented to further
improve the trade-off between validation accuracy and compression at the disadvantage
of full precision operation involved in forward and backward passes during training with
other advantageous features of CDL intact. Extensive empirical results show that CDL and
R-CDL outperform the state-of-the-art algorithms in DNN compression in the literature.

The journal version of this chapter can be found in [96], and the corresponding patent
is available at [220].

5.1 Introduction

Deep neural networks (DNNs) have demonstrated remarkable performance across diverse
applications, from computer vision [341, 122] to natural language processing [39, 112]. The
exceptional performance of these DNNs is largely attributed to their large model sizes,
with high-performance models often containing hundreds of millions or even billions of pa-
rameters. However, this poses challenges for deployment in resource-limited environments
due to (i) significant storage overhead, and (ii) intensive computational and memory re-
quirements during both training and post-training inferences.

To partially address the above challenges and facilitate the efficient deployment of
large DNNs on resource-limited devices, a multitude of model compression techniques
have been proposed in the literature. These methods include quantization [13,58, 154, 166],
pruning [138, 139,142 246], and knowledge distillation [48, 70,74, 87, 177, 194,228]. Among
these techniques, quantization methods have attracted significant attention due to their
promising hardware compatibility across various architectures [101, [81].

Quantization can be conducted either during training or after training, with the former
called quantization-aware training (QAT) [13,29,58], and the latter called post-training
quantization (PTQ) [32]. Generally, PTQ methods often experience significant perfor-
mance degradation when deployed for low-bit quantization. On the other hand, QAT
methods proposed in the literature also face several drawbacks: (i) the non-differentiability
of quantization functions used in QAT methods necessitates the use of gradient approx-
imation techniques during training [11,80], leading to inferior results; (ii) since they are
often applied to pre-trained full-precision (FP) models! to control performance degrada-
tion [13,58,132,155,190], they depend on the availability of pre-trained FP models, which

! Although some QAT methods train models from scratch [29,235], their performance in achieving low-
bit quantization is typically inferior compared to methods that start from a pre-trained model (see Section
6.5).
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may not always be available in the first place, and also introduce more training computation
complexity even if pre-trained FP models are available; and (iii) more importantly, they
often neglect the cost of weight and activation communication required during training in
model and data parallelism that is crucial for handling massive DNNs [156].

To tackle the issues mentioned above, in this chapter we shall take a different approach
to DNN compression. Specifically, by introducing information-theoretic coding concepts
into the core principles of deep learning (DL), we aim to establish a new training framework,
dubbed “coded deep learning” (CDL), to meet the following four criteria simultaneously:

e C1 [High validation accuracy]|: The new framework should preserve or even improve
the classification accuracy achieved by models trained using conventional FP methods.
Additionally, it should offer better accuracy-compression trade-offs compared to existing
quantization methods in the literature.

e C2 [Reduced training and inference complexity]: In the new framework, forward
and backward passes during training should be executed on quantized weights and activa-
tions so that a majority of floating-point operations (FLOPSs) can be replaced with low-
precision computations, resulting in, possibly, accelerated training times, reduced memory
usage, lower power consumption, and enhanced area efficiency [62,247]. In addition, the
trained model via the new framework should be, by default, in a quantized format so that
the same benefits in terms of memory, power, area efficiency,etc. can be carried over to
post-training inferences.

e C3 [Improved model and data parallelism]: To train a massive model such as
GPT-3 with 175 billion parameters [18, 156], two different modes of parallelism are often
employed: (i) pipeline model parallelism [95, 118, 219], where model layers are distributed
across multiple devices, necessitating Communication of activation functions between de-
vices; and (ii) data parallelism [217], where the input dataset is partitioned and distributed
among different devices, requiring communication of model weights. To have improved
model/data parallelism, in the new framework, weights and activations should be com-
pressible in an information-theoretic sense at any stage of training so that the cost of
weight and activation communication in model/data parallelism can be reduced. This
means that their statistical properties allow for encoding them into fewer bits on average,
as determined by their entropy. This is distinct from heuristic or hardware-specific com-
pression techniques, which may not explicitly rely on the underlying information content
or entropy of the weights.

e C/ [Reduced storage complexity]: In the new framework, the weights of the trained
model should be compressible in an information-theoretic sense so that after encoding,
they require less storage complexity.
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How does CDL meet the aforementioned criteria simultaneously? The first key step is to
introduce novel probabilistic quantizers each using a trainable conditional probability mass
function (CPMF), in a way similar to rate distortion theory [12,223]. These probabilistic
quantizers are then used to quantize both model weights and activations during training,
and model activations during post-training inferences to satisfy C2. Based on its distortion
analysis, each of these probabilistic quantizers has a neat soft deterministic differentiable
approximation. The latter, in turn, has a nice analytic formula for computing its partial
derivatives with respect to (w.r.t.) its input € and the quantization step size ¢. Since
each of the probabilistic quantizers and its soft deterministic approximation are very close
to each other, the analytic formula can be utilized as a proxy for gradient calculation
during the training stage. Due to this analytic computation, models trained using CDL
achieve validation accuracy surpassing that of QAT methods that primarily rely on coarse
approximations of the gradients, thereby satisfying C1 effectively.

The second key step is to incorporate information-theoretic coding ideas into the in-
ner workings of DL to make model weights and activations compressible at any stage of
training. To this end, given that in CDL, weights and activations are quantized using
the proposed probabilistic quantizers, the marginal probability mass functions (MPMF's)
of randomly quantized weights and activations for each layer are calculated, and the en-
tropies of these MPMFs are then constrained during training. In other words, in CDL,
both the cross-entropy (CE) loss used in DL and entropies of these MPMF's are minimized
jointly. Since the compression rates of quantized weights and activations are roughly equal
to the entropies of these MPMFs if entropy coding (such as Huffman coding) is used, by
minimizing these entropies during training, we make sure that both weights and activa-
tions are compressible in an information-theoretic sense at any stage of training, thereby
satisfying both C'% and C4.

To further improve the trade-off between validation accuracy and compression, CDL is
modified by replacing each of the probabilistic quantizers with its soft deterministic ap-
proximation, yielding a variant referred to as relaxed-CDL (R-CDL). Except that forward
and backward passes are now operated with full precision, all other features of CDL remain
there in R-CDL. In particular, weights and activations are still compressible at any stage
of training in R-CDL. They are quantized using the newly obtained CPMF's whenever the
inter-device weight and activation communication need arises in model/data parallelism;
weights are still quantized at the end of training. In comparison with CDL, R-CDL has
the advantage that all gradients can now be computed analytically without approximation
during training at the expense of FP forward and backward passes. This advantage helps
R-CDL deliver better accuracy-compression performance than CDL.

We have conducted a comprehensive set of experiments on CIFAR-100 [121] and Ima-
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geNet datasets [122]. It is shown that CDL and R-CDL offer superior performance com-
pared to state-of-the-art (SOTA) QAT methods in the literature. The remainder of this
chapter is organized as follows. Section 5.2 briefly reviews related works. Section 5.3 first
introduces the notation to be used throughout the chapter, and then discusses the prelim-
inary knowledge based on which CDL is established. In Section 5.4, we present the novel
probabilistic quantization method along with its differentiable soft deterministic variant.
Section 5.5 describes CDL and R-CDL in details. In addition, extensive experimental re-
sults on some datasets along with comparison with SOTA methods are reported in Section
6.5, and finally Section 5.8 provides a summary the chapter.

5.2 Related Works

5.2.1 Quantization-Aware Training (QAT)

In QAT, weights and activations are quantized, and the forward and backward passes are
performed over quantized weights and activations, while the original floating-point weights
are updated [58,174]. A fundamental challenge in the QAT formulation stems from the lack
of an interpretable gradient for the quantization function, making gradient-based training
impractical without ad hoc approximation. One widely adopted approach to mitigate this
challenge is, by employing the straight-through estimator (STE) [11,80], to approximate
the true gradient during training. Essentially, this involves approximating the gradient of
the rounding operator as 1 within the quantization limits [58, 248].

The STE gradient approximation has gained widespread adoption in recent literature,
effectively narrowing the accuracy gap between quantized and full-precision models across
various tasks and network architectures [13,58,67, 100,120, 154, 248].

Some studies showed that the derivative of the clipped ReLU provides a superior ap-

proximation compared to the vanilla STE (derivative of identity) [19,229]. Notably, the
former effectively sets the gradient outside the quantization grid to zero, and has be-
come the predominant formulation in QAT literature [29, 58, 199]. In addition, much

prior research concentrated on highlighting the sub-optimality of the STE as a gradient
approximator, and proposed some alternative gradient estimators which could be mainly
categorized into two types: (i) multiplicative methods which apply a scaling to the gradient
vectors [63,99,114,225], and (ii) additive methods that add an input-independent term to
the gradient [23,26,81, 165].

Nonetheless, while these approaches offer alternatives to STE, they all rely on certain
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approximations that can result in sub-optimal results. In addition, neither weight entropy
nor activation entropy is considered.

5.2.2 Accounting for Compression during Training

Some papers explicitly account for compression while training DNNs. For instance, [2]
introduced a regularization term that encourages the parameter matrix of each layer to
have low rank during training so that some parameters of the DNN can be pruned in the
post-processing stage. Similarly, the works in [, 7] introduced other types of regularization
terms to train compressible DNNs.

In addition, the authors in [27] showed that uniform distribution of weights are more
robust to quantization than normally distributed weights. To this end, they introduced
KURE (KUrtosis REgularization) to minimize the kurtosis of weights and ensure a uniform
distribution. [82] proposed a method to constrain weights into predefined bins based on the
quantization bit-width. However, selecting these bins can be challenging, and the model’s
performance is highly sensitive to the bin selection. [124] introduced range regularization,
which imposes constraints on the weights to ensure they fall within predefined value ranges.

However, in general, the methodologies proposed by these works lack analytic justifica-
tions and primarily rely on empirical observations. More importantly, they do not satisfy
all four criteria C1-C4 simultaneously as achieved by CDL.

5.2.3 Modes of Parallelism

Training large models poses significant challenges for two reasons: (i) it is no longer feasible
to accommodate the parameters of these models in the main memory, even with the largest
GPU configurations available (such as NVIDIA’s 80GB-A100 cards); (ii) even if the model
can be fit into a single GPU (e.g., by utilizing techniques like swapping parameters between
host and device memory as in ZeRO-Offload [172]), the high volume of compute operations
required can lead to unrealistically long training times (for instance, training GPT-3 with
175 billion parameters [13] would necessitate approximately 288 years using a single V100
GPU [156]). This underscores the need for parallelism.

Here, we provide a brief overview of parallelism techniques; specifically, we discuss two
key approaches: model parallelism and data parallelism.
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Model parallelism

Pipeline model parallelism divides the model into multiple chunks of layers and distributes
them across different devices [95,118,219]. During the forward pass, the activation outputs
from one stage are sent to the next stage on a different device. During the backward pass,
gradients are propagated back through the pipeline in a similar fashion.

Nonetheless, this approach incurs communication overhead between devices when send-
ing activations between pipeline stages. This can potentially negate some of the speedup
benefits, and can impact performance, particularly on systems with slower network con-
nections.

Data parallelism

In data parallelism, the DNN is replicated across multiple devices [10,44]. The training
dataset is divided into mini-batches. Each device receives different mini-batches. Devices
simultaneously process their assigned mini-batches, computing weight updates (or gradi-
ents) for the same model [71-73,75-77,80,151]. Then, the devices update their local models
by averaging the weights/gradients received from all the devices.

To facilitate model/data parallelism, it is desirable for weights and activations to be
compressible at any stage of training.

5.3 Notation and Preliminaries

5.3.1 Notation Used in This Chapter

For a positive integer N, let [N] = {1,...,N}. Scalars are denoted by lowercase letters
(e.g., w), and vectors by bold-face letters (e.g., w). The i-th element of vector w is denoted
by wli]. Also, the length of vector w is denoted by |w].

The probability of event E is denoted by P(F). In addition, for a discrete random
variable X, its probability mass function, expected value, and variance are denoted by P,
E{X}, and Var{X}, respectively. For a C-dimensional probability distribution P, denote
by H(P) = > .c/c) —Plc]log P[c], the Shannon entropy of P. The softmax operation over
the vector w is denoted by o (w). That is, for any i € [|wl]

cwli

o(w)[i] = —Zje[\wﬂ Tl

73



5.3.2 Preliminaries

In ordinary multi-class classification, let X C R? be the instance space, and Y = [C] be
the label space, where C' is the number of classes.

A DNN is a cascade of L layers. For both fully-connected and convolutional layers,
denote by w; the flattened vector representation of weight parameters at layer [. Hence the
number of weight parameters at layer I equals |w|. In addition, w = {w;}c[z) represents
all the parameters in the DNN.

The input to the first layer of the DNN is a raw sample @y € X. The output of the /-th
layer, which is also called an activation map, is denoted by vector ;. Hence, the number
of activations at the output of the [-th layer is equal to |#;|, and the output logit vector is
represented by . Let = {z,}".

Let (X,Y) be a pair of random variables, the distribution of which governs a training
set, where X € X represents the raw input sample and Y is the ground truth label of X.
In traditional DL, one trains a classifier by solving the following minimization problem

min By y){£ (X, Y, w)}, (5.1)

where L(x,y, w) is a real-valued loss function (typically the CE loss).

5.4 Probabilistic Quantization Method

In this section, we first propose a probabilistic quantization method in Subsection 5.4.1
that forms the foundation for the CDL framework. Next, in Subsection 5.4.2, we introduce
its soft deterministic approximation.

5.4.1 Probabilistic Quantizer Q,(-)

Consider b-bit uniform quantization.

Remark. The proposed probabilistic quantization method can be easily extended to non-
uniform quantization (see section 5.7).

In general, in this chapter we intentionally focused on basic uniform quantization as
the primary quantization method to demonstrate the core principles and effectiveness of the
CDL framework. The choice of uniform quantization allows for a straightforward analysis
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Figure 5.1: Illustration of the partial derivatives of Qq(f) w.r.t. 6 (left), and ¢ (right) for
a = {100,300, 500, 700}, where b and g equal 3 and 0.1, respectively.

and implementation while maintaining compatibility with a wide range of DNN architec-
tures.

That said, the CDL method itself is general and not restricted to uniform quantization.
It can be seamlessly integrated with other advanced quantization techniques, including lattice
vector quantization (LVQ)). Incorporating LVQ) or similar sophisticated methods into the
CDL framework could further enhance its performance, particularly in scenarios requiring
higher precision or tailored quantization strategies.

Future work could explore how CDL performs when combined with LVQ or other ad-
vanced quantization schemes to provide a more comprehensive comparison and unlock ad-
ditional benefits of the framework. I appreciate your suggestion and will consider it for
extending this research.

Let A denote its corresponding quantization index set
A={-2b"1 —ob-1 1 2b-l_g o1 _ 11 (5.2)

For convenience, A is also regarded as a vector of dimension 2°. Multiplying A by a
quantization step-size ¢, we get the corresponding reproduction alphabet

A=qgx |27t =27t 41, 20t —2 20t ] (5.3)

Again, we will regard A as both a vector and set.

Let 6 represent either a weight parameter or an activation of a DNN. We want to
quantize ¢ randomly to 6 € A. To this end, we introduce a trainable CPMF F,(-|0) over
the reproduction alphabet A or equivalently the index set A given 6, where @ > 0 is a
trainable parameter:
efa(Hfé)Q R

P.(016) = s V0 = iq, i € A. (5.4)

75




The specific form e—a(0—0)? intuitively ensures that values of 0 closer to 0 are assigned
higher probabilities, while values farther away are exponentially less likely. This behavior
closely mirrors a Gaussian-like distribution, which makes it a natural and effective choice

for modeling uncertainties around 6.

For instance, one could replace e=0-0)° ith e*aw*é', which follows a Laplacian dis-
tribution. While this alternative emphasizes linear deviations rather than quadratic ones,
it introduces sharper transitions between probabilities. The quadratic form used in the
current framework provides smoother gradients, which are particularly advantageous for
stable and efficient optimization during training.

Remark. The probabilistic quantizer handles extreme values outside the predefined dy-
namic range similarly to other wvalues, by assigning probabilities to all points in the re-
production alphabet based on their distance to the extreme value. However, since extreme
values lie far outside the range, the probabilities for most points in the alphabet become neg-
ligible, except for those closest to the dynamic range boundaries. As a result, the quantizer
most likely maps these extreme values to the minimum or maximum values in the alphabet,
effectively "clipping” them to the nearest valid point.

Define the following notation
[0} o =10,...,0]. (5.5)
2b times

Regard the CPMF P,(:|0) as a vector of dimension 2°. Then it can also be easily computed
via the softmax operation:

N\ 2
[Pal10)] = (= ax ([0],,—A)"). (5.6)
where o (-) denotes the softmax operation.

With the CPMF P,(:|6), 6 is now quantized to each § € A with probability P,(66).
Denote this random mapping by

0= Qy(h). (5.7)
Note that given 6, 6 is a random variable taking values in A with distribution P, (-|6).

Remark. Note that although Q,(0) is a probabilistic quantizer, it quantizes 6 into the
nearest point in A with probability approaching 1 as @ — oo. Therefore, when « is large,
Qp(0) is equal to the uniformly quantized value with high probability.

When the probabilistic quantizer Q,(¢) is employed in DL, how would one compute the
gradients w.r.t. # and ¢ during backward passes? This is addressed in the next subsection.
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5.4.2 Soft Deterministic Quantizer Qq(-)

Given 0, let us first analyze the expected distortion (defined as the squared error) between
0 and Q,(f). To this end, consider the conditional expectation of 6 given 0, i.e.,

Qa(0) = EB{016} =) _ Paliql6) iq. (5.8)
icA
We have the following proposition.
Proposition 1. For any 6 and o > 0,

E{(60 — Qp(0))* | 6} = (6 — Qu(0))* + Var{Q,(8) | 8},
where Var{Qp( | «9} is the conditional variance of Q,(0) given 6.

Proof. Note that in view of (5.7) and (5.8),

Qqa(0) = E[Qp(0)]6]. (5.9)

Then it follows that
EW — Qu(0))* | 0] (5.10)
—E[(0 — Qu(6) + Qu(6) — Qu(0))°|6] (5.11)

G
—E[(0— Qa(6))19] + E[(Qp(®) — Qu($))’[6] + 2E[(6 — Qa(6))(Qa(6) — Qy(6)) 6]

2

= (0 = Qa(6))” + Var{Qy(6) | 0} +2(6 — Qu(6))E[(Qa(6) — Qu(6))I¢]
= (0 Qu(0)" + Var{Q,(6) | 6}, (512
where the last equality (5.12) is due to (5.9). This completes the proof of Proposition
1. [

When « is sufficiently large, the conditional variance Var{Qp(Q) | 9} becomes negligible.
Thus, as per Proposition 1, the expected distortion of the probabilistic quantizer is ap-
proximately equal to the distortion between 6 and Qq(f). Note that Qq(6) is deterministic.
This suggests that one may use Qq(f) to approximate the probabilistic quantizer Q,(f).
We refer to Qq(-) as a soft deterministic quantizer or approximation. The quantization is
soft in the sense that the output is not strictly in the reproduction alphabet fl, but rather
maintains a degree of continuous representation.

In view of (5.8) and (5.4), the soft deterministic quantizer Qq(-) as a function of 6 and
q is analytic and has nice analytic formulas for computing its partial derivatives w.r.t. 6
and ¢, as shown in Lemma 1 below.
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Lemma 1. The partial derivatives of Qq(6) w.r.t. ¢ and 6 are obtained as

0Qq(0)

0 = 20 Var{ Q, () }, (5.13a)
0Qq(0) 1
b a(]E{Qp(e)} + (200) Var{Qy(0) } Skew, {Qy(0)} ). (5.13b)

where for any random variable X,
Skew, (X) 2 Z 7Py (x) — < Z mIP’X(x)> ( Z ZEZPX(J})) :

Proof. To find %9(9), we have

9Qa(0) . OPa(iq|0)
= .14
p6 =211 g9 (5.14)
ieA
To continue, it follows that
OP,(igl0)  —2ae~0=0° (9 — ig)
00 Y e o0
+ efa(efiQ)z EJE.A 2@@70‘(97.7'(1)2 (0 — Jq)
N2
(2 jene 0097
= —20Pa(iq|0) (0 — iq) + 20 Pu(iql6) > (0 — jq) Pa(iqlf). (5.15)

JjeEA
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Then, by plugging (5.15) into (5.14), we obtain

8Qd = —20q Y _i(0 — iq) Pa(iq|0)
i€A
" 2aq(z iPa(ia)0)) ( D(0 — ja)Paliald))
icA JjeA
= —2aq621P (iq|0) + 2042 (iq)* Pa(ig|0)
icA icA
n 2aq<z iPa(iq|9)) (9 - quPa(qu))
€A jeA
= 2@2 zq Zq|0
i€ A
- Qa(quP (iq]0) )(ZMP (4al6) )
€A jEA
— 20E{ (Qp(e)f} —20(E{Q,(0)}) (E{Qs(0)})
= 2aVar{Q,(0)}.

On the other hand, to find %;9), we have

0Qu(0) _ > " iPu(iqlf) + Zz‘q—apa(iqm).

(9(] €A €A aq

In addition,
8Pa(iq!9) B 2a6—a(9—iq)2i(9 - iq)
0 Yjeqeo0-0?
e—a(0—ig)? Z]EA 2a€_°‘(9_jq)2j(9 - jq)
o2
(2jeae %)

= 201 P (iq|0) (0 — iq) — 20:Py(ig|0) Y j(0 — jq)Paljql0).

JjeA

79

(5.16)

(5.17)

(5.18)



Plugging (5.18) in (5.17) yields

an ZZP (iq]0) +2aqz 0 —iq) Py (iq|0)

€A €A
- 2aq(ZiPa(iq\9 > (Zy —Jja) P Jq\9)>
icA
= Z 1P, (iq|0) + 2ciqf Z i2P,(iq|f) — 2aq® Z i3 Py (iq|6)
€A €A €A
— QQQG(ZzP (iq|0) > (Z]P (7419) )
icA
+2aq2<ZzP (iq)0) )(Z] P,(5q19) )
€A jEA
= Z’LP (iq|0) + 2aq0<2@2P (iq]0) — ZZP (iq|0)) )
€A €A €A
_ 2aq2<Zi3Pa(iq|9) — (ZiPa(qu))(Zi2Pa(iq]9))>
€A €A €A
1
= (E{Qp(0)} + 200Var{Qp(0) } — 2aSkew,{Qp(0)}) , (5.19)
which concludes the proof. ]
To grasp a better understanding, aQadéo) and 8qu( are depicted in Fig. 5.1 for different

values of a. For each 6, denote its nearest value in A by |6],. It is informative to note

from Fig. 5.1 that as # moves away from |#], in either direction, aQade(e) increases. This
important property bodes well with quantization and helps the training process push ¢

towards points inside A, which is more or less confirmed by Fig. 5.9 in Section 6.5.

We conclude this section by comparing the soft deterministic quantizer Qq(6) with the
real uniform quantizer Q,(0) = |#],. Fig. 5.2 depicts the curves of Q,(#) and Qq(#) for
different o values. As observed, as « increases, Qq(+) converges to the uniform quantizer.

5.5 CDL and R-CDL

This section is devoted to the detailed description of the inner workings of CDL and R-
CDL. As shown in Fig. 5.3, key elements of CDL include: (i) incorporating trainable
probabilistic quantizers Q,(-) to quantize both model weights and activations; (ii) enforc-
ing entropy constraints on quantized weights and activations during training, and (iii)
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Figure 5.2: Illustration of Q,(+) vs Qq(+) with o = {100, 300, 500, 700}, where b and ¢ are
set to 3 and 0.1, respectively.

using the soft deterministic quantizers Qq(-) corresponding to Q,(-) as a proxy to facili-
tate gradient computation in backpropagation. To facilitate our discussion and make it
easier to understand, we decompose it into several parts: (i) incorporation of trainable
probabilistic quantizers Q,(+) into CDL; (ii) computation of gradients of the loss function
without entropy constraint via backpropagation deploying Qq(-); (iii) entropy computation
of quantized weights and activations; (iv) new objective function with entropy constraints;
(v) new overall learning algorithm; and (vi) R-CDL with trainable quantizers Qq(-).

5.5.1 Incorporating Trainable Probabilistic Quantizers Q,(-) Into
CDL

Consider b-bit precision quantization. In CDL, both weights and activations are quantized
using trainable probabilistic quantizers Q,(+) with the following specifications.

First, due to the adoption of ReLLU function in DNN architecture, activations take only
non-negative values. As such, we use the following sets .4 and B as the quantization index
sets for weights and activations, respectively

A={=207t —ob=tpq o 2bt 2 90 1Y (5.20a)
B={0,1,...,2" —22" —1}. (5.20b)

Second, to accommodate different characteristics of different layers, we use different
trainable probabilistic quantizers Q,(-) for different layers. Let ¢; and s; denote the quan-
tization step-sizes for weights and activations at layer [, [ € [L], respectively. Then the
corresponding reproduction alphabets for weights w,; and activations «; at layer [, become
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A= q x [-2071, =20V 1, 2b g 9b (5.21a)
B =s x[0,1,...,2"—2,2"—1]. (5.21b)

Finally, as per (5.6), we deploy (i) a probabilistic quantizer Q,(-) with trainable pa-
rameters ¢; > 0 and o; > 0 to quantize each entry of w; according to the following CPMF

[P Clnli)] = o (= o x ([anll], — A1), (5.22)

and (ii) another probabilistic quantizer Q,(-) with trainable parameters s; > 0 and 5, > 0
to quantize each entry of x; according to the following CPMF

[PaCladli)] = o (= 6ix ([@ili], —B)®): (5.23)

Remark. Note that the activations at the last layer are not required to be quantized. As
such, trainable quantization parameters are ¢ = {qi}icir), 8 = {Sihien-1, @ = {hie),
and B = {Bi}ieir-1), which will be learned jointly with weights w during the training process.

Henceforth, the training calculation (forward and backward) passes are performed over
these quantized weights and activations. Accordingly, with the incorporation of probabilis-
tic quantizers, the conventional loss in DL becomes

£ (@0, v {Qp(w). Qp(@)}). (5.24)

where the notation {Q,(w), Q,()} implies that both weights and activations are quantized
according to Q,(-) operation.

5.5.2 Computation of Gradients of the Loss Function (5.24)

The loss function (5.24) involves random jumps from w;[i| to Q,(w,[i]) and from x;[j] to
Qp(x;[j]) and hence is not differentiable. How to compute its gradients with respect to w,
x, q, s, a, and 37 To overcome this difficulty, we invoke Proposition 1 and Lemma 1, and
use Qq(+) as a proxy for gradient calculation as explained below.
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Figure 5.3: Hlustration of the CDL’s mechanism.

Firstly, following (5.8), the quantized values of w,[i] and ;[j] by the soft deterministic
quantizers Qq(+) are

Qa(wii]) = B{wlwifi]} = Po,(jalwili]) ja, (5.25a)
jed

Qu(zi[j]) = E{&|z[j]} = Y _ Pa (isi|zilj]) isi. (5.25b)
1€B

Next, we compute the partial derivatives of L(xo,y, {Qp(w), Qp(x)}) w.r.t. w;[i]. To this
end, we first need to find the partial derivatives w.r.t. a;[j] as follows

0L (0,4, {Qy(w). Qyl)})

— m (5.26)
0L (20,4 {Qu(w), (@)} aq ()
9Qu (@) D1l 20
oL (2130, Y, {Qp(w), Qp<m>}> IQa(z[j])
9Qu (@) O[] o

where the approximation in (5.28) is obtained by replacing Q,(«;[j]) in the second par-
tial derivative of (5.27) with its differentiable approximation Qq(x;[j]). The first partial
derivative in (5.28) can be calculated by backpropagation over the layers of DNN, and
the second partial derivative could be computed according to (5.13a) with corresponding
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parameters. Now, the partial derivatives w.r.t. w;[i] can be calculated as

oL (0.9, {Qp(w), Qyl()})

o (5.29)
- oL (a:o, Y, {Qp(w), Qp(@')}) ox[j]  0Qp(wi])
_ 0Qu(wil]) > ac(:co,y, {Qp(w),Qp<w)}> o[ (5.30)

Ow i) O[] OQp(wili])”

where the summation above is taken over all j corresponding to which ;[j] depends on
Qp(wi1]).

In (5.30), the first partial derivative is obtained using (5.13a) with corresponding pa-
rameters, and the rest partial derivatives can be obtained via backpropagation and (5.28).

In addition, the partial derivative of L(zg,y, {Qp(w), Qp(x)}) w.r.t. ¢ is calculated as
follows

oL <ZBO, Y, {Qp(w>7 Qp<w)})
Iqy
oL (a:o, Y, {Qp(w), Qp<w>}) OQq (wy[i])
OQp (wy[d]) O

~
~

(5.31)

i€[w]

where the second partial derivative in (5.31) could be computed according to (5.13b).
Similarly,

oL <:v0, y, {Qp(w), Qp(w)}>
0sy
0 (0,5 {Qu(w), (@)} ) 9, ()

) j%n OQp([5]) ds, (5.32)
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Also, for the mapping parameters «; and f;, we use the following approximations

oL (20,9, {Qy(w). Qy(@)} )

aal
= (@00 4Q0(w) @)} oy 6539
i 0Qy (wild) dor |
and
0L (0,9, {Qp(w). Qyl)})
9B,
~ Y 0L (20, {Qo(®). (@)} ) 90, ) (5.34)
-t 0Qy (7] o |
where ang;‘;l[i]) and ana(;l[j]) can be computed analytically.

5.5.3 Entropy Computation of Quantized Weights and Activa-
tions

Consider layer [. All weights at layer [ are randomly quantized according to the CPMF
defined in (5.22). Pick a weight W randomly at layer . Let W denote its corresponding
randomly quantized weight according to (5.22). The marginal distribution of W is the
empirical distribution of weights at layer . The MPMF of W is then given by

Py (i) = ﬁ > Pu(lwli), Vi € A (5.35)

If entropy coding (such as Huffman coding) is applied to encode all quantized weights
at layer [, the average number of bits per weight would be roughly equal to the Shannon

entropy of W .
HW)=H(— > [Po(lwi[)]).

il

85



Accordingly, the total number of bits required to represent all quantized weights at layer
[ can be represented by

H(w) = [l H(—— S [P Clanli)]), (5.36)

il

and the total number of bits required to represent all (quantized) weights of the whole
DNN is

H(w) =Y H(w), (5.37)

le[L]

which can be referred to as the description complexity of the DNN model.
Similarly, the total number of bits required to represent a; is
1 .
H(@) = |zl H(— > [PaClali])]), (5.38)

L Pt

where Pg, (-|;[7])) is calculated according to (5.23). And the total number of bits required
to represent all quantized actvations of the whole DNN is

H(z) = > H(z). (5.39)

5.5.4 New Objective Function with Entropy Constraints

To make both weights and activations compressible at any stage of training, we now im-
pose constraints on H(w) and H(a:) during training. This can be effectively achieved by
incorporating H(w) and H(a:) into the objective function so that H(w) and H(zc) can be
minimized jointly with the original loss L(xg,y, {Qp(w), Qp(x)}). Thus the new objective
function in CDL is

£(@o,y.{Qu(w). Qp()}. . 5,0, 8)
= £(@0. 3, {Qp(w), Qp(@)} ) + H(@) + AH(w) (5.40)
= Lo (0.4, {Qy(w), Qy(@)}) + MH(w), (5.41)
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where A > 0 and v > 0 are hyperparameters representing the trade-offs among the three
terms in (5.40), and

Lo (0,y. {Qu(w), Qy(@)})
= £(0,9.{Qy(w), Qy(@)} ) +7H(@) (5.42)

In CDL, the learning process is then to solve the following minimization problem

min E{ﬁ(X, Y {Qy(w),Qp(x)}, q, s, o, ﬁ) }

(g,8,a,8,w)
" araBw {E{£.(X,Y{Qy(w), Qy(@)}) | + AH(w)} (5.43)
= min {/\H('w) +Exva, {La(X, Y, {Qp(w), Qu(x)}) }}, (5.44)

In the above, (5.43) is due to the fact that H(w) is deterministic given w; the expectation
in (5.44) is with respect to the random sample (X,Y) and random quantizers Q.

In practice, when the joint distribution of the random sample (X,Y) is unknown, the
expectation in (5.44) can be approximated by the corresponding sample mean over a mini-
batch B during learning, where for each sample instance (xg,y) € B, only one instance
of each probabilistic quantizer Q, is taken. In this case, the objective function in (5.44)
becomes

Ts({Qp(w). Qul)} 0.5, . 8) =
)\H('w)+%| Z ECL(:Bo,y,{Qp(w),Qp(a:)}), (5.45)

| (x0,y)EB

where |B| denotes the size of B. The learning process is to iteratively solve the following
minimization problem through a sequence of mini-batches

min {)\H(w)+llg| S Loy, {Qp(w). Qu@)}) . (5.46)

(q7s7a757w) (x()’y)eB

Let Q = (g, s, a, B, w). Before we conclude this subsection, let us compute the gradient
of Ts({Qp(w), Qp(x)}, g, s, o, B) with respect to 2. First note that the partial derivatives
of H(w) with respect to (w, g, &) can be computed analytically.
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Algorithm 2 CDL

Input: All mini-batches {By}yc(p), maximum number of epochs Epax, A, 7, the quantiza-

tion index sets A and B, and learning rates {1y, g, Ms, N 13 }-

1: Initialization: Initialize Q° = (¢°, s°, @, 3%, w").
2: for e = 1 to Fx do

3: forb=1to B do

4: Randomly quantize the weights (w)§_, according to Q,(-) with parameters (q);_,
and (a);_;.

5: For each sample (xg,y) € By, perform forward pass based on quantized weights
Qp((w)s_;) while successively quantizing the activations according to Q(-) with
parameters (s);_; and (3)§_;.

6: For each sample (xg,y) € By, perform its corresponding backward pass over quan-
tized weights and activations to find the following partial derivatives

0L (20, y{Qp(w), Qy(@)}) .
o0 (5.47)
at Q= (Q)5_,.
OH(w e
7 Compute ;(ﬂ) at Q = (2)5_,.
8: Use (5.49) to compute
05, (1Qp(w), Qp(@)}. .5, . 8)
o0

9: Update (2)5_, to (©2)§ by GD with the learning rate 7,, and the layer-wise learning

rates given in (5.50).
10: end for
11: end for

12: return QFmax
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Second, the gradient of L, (o, y, {Qp(w), Qp(x)}) with respect to € can be computed
via Egs. (5.26) to (5.34) and backpropagation with £ replaced by £, in all equations
therein. Finally, we have

075 ({Qu(w). Qy(@)}. q.5. 1. 8)

20 (5.48)
B OH(w) 1 OLq (:130, Y, {Qp(w), Qp<w>})
— )\—aﬂ + ] (zgag 50 . (5.49)

5.5.5 Algorithm for Solving the Optimization in (5.46)

In order to solve the optimization problem in (5.46) over mini-batches {B}ue(p), we de-
ploy the conventional gradient descent (GD) strategy to update the five sets of parameters
q,s,a,3 and w in (5.46). The partial derivatives of Jz(-) w.r.t. these five sets of param-
eters can be computed via (5.49).

For learning rates, we make an adjustment for each set of the trainable parameters
appropriately. For updating w, we use a similar 7, to that of conventional DL. On the
other hand, for the other four sets of parameters we should take a careful consideration.
Specifically, it has been demonstrated that effective convergence occurs during training
when the ratio of the average update magnitude to the average parameter magnitude
remains consistent across all weight layers within a network [230]. In addition, we anticipate
the step-size parameter to decrease with increasing precision, as finer quantization has
smaller quantization step sizes. Likewise, since quantization parameters at layer [ impact
all weights/activations at layer [, their impact on the loss function would be the aggregated
impact from all weights/activations they are used to quantize. As such, their learning
rates should be inversely affected by the number of weights/activations they are used to
quantize. This, together with [57], motivates us to scale the learning rates for layer [,
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[ € [L], as follows

1
- 5.50a
Mg, \/W% ( )
1
s, = —F——=1s, 5.50b
1
7]041 = Nas (550C)
V|wi
1
Mg, = ——="5, (5.50d)
||

for some 74, s, Na, 1 > 0.

The proposed algorithm for optimization problem (5.46) is summarized in Algorithm
2. To simplify our notation, we use (-)§ to indicate parameters of the b-th batch updation
during the e-th epoch of the algorithm. We further write ()% as (-)¢ whenever needed, and

set ()= ()

5.5.6 R-CDL

R-CDL is almost identical to CDL except that (i) the probabilistic quantizers Q,(-) are
replaced with their respective soft deterministic approximations Qq(+); and (ii) forward
and backward passes are operated on softly quantized weights and activations with full
precision. In R-CDL, the learning process is to solve the following optimization problem

min E(Xy){ﬁ(X, Y, {Qu(w), Qa(z)}) + AH(w) + WH(m)}. (5.51)

(q7s7a1ﬁ1w)

Compared to CDL, R-CDL offers the advantage of computing all gradients analytically
without approximation during training, albeit at the cost of increased computation for
forward and backward passes using floating-point operations. This advantage enables R-
CDL to achieve superior accuracy-compression trade-off compared to CDL.

Remark. In R-CDL, weights and activations are still compressible at any stage of train-
ing. They can be quantized using the newly obtained CPMFs whenever the inter-device
weight and activation communication need arises in model/data parallelism; weights are
still quantized at the end of training.
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5.6 Experiments

To demonstrate the effectiveness of CDL and R-CDL and compare them with existing
SOTA methods in the literature, we have conducted a comprehensive series of experiments.
This section presents these experiment results. We begin with defining performance metrics
to be used to compare CDL and R-CDL with the benchmark methods.

5.6.1 Performance Metrics

In all cases, we report the test accuracy of each trained DNN vs the average number of
bits required to represent the weights/activations of the DNN, where the latter is defined
as

L
bw
Zl:[l/ |'LU[| 1 (552&)
Pl 1 |wi|

Z |ml|bwz
S |

where b,,, and b, denote the average number of bits per weight and activation, respectively,
required to represent the [-th layer of the DNN using Huffman coding. Particularly, to
calculate b,,, we first perform an inference over the samples in a mini-batch of the training
dataset to obtain the respective x; for these samples, and then encode these activations
using Huffman coding.

average # of bits per weight =

(5.52b)

average # of bits per activation =

Furthermore, for a fair comparison with the benchmark methods, we always apply
Huffman coding to encode the weights and activations of the fully-trained models obtained
using the benchmark methods.

5.6.2 Implementation Details of CDL and R-CDL

In this subsection, we delve into the implementation details of CDL and R-CDL which is
used throughout this section.

Quantization operations in a mini-batch

As the softmax operation is time-consuming, deploying quantizers Q,(-) and Qq(+) incurs
some computation overheads. This will not be an issue when deploying these quantizers
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for the weights as the weights are quantized only once per mini-batch (refer to Algorithm
2). On the other hand, when quantizing the activations, these quantizers should be applied
over all the samples in a mini-batch, which incurs time complexity. To address this issue,
for quantizers Qp(-) and Qq(-) used for activations, each of their corresponding CPMFs
[Pﬁl(-|azl[j])} is modified to be concentrated proportionally on the top five values with the
rest of conditional probabilities to be 0.

First and last layer quantization

We quantize all weights to a low bit-width, with the exception of the weights in the first and
last layers, which are kept at 8-bits, similar to the approach used in benchmark methods

[13,58,235].

Common hyper-parameters of Algorithm 1

For all performance curves reported in this chapter, we always set b = 6 for both weights
and activations in Algorithm 2, and test different A\ and ~ values. For all the five sets
of parameters {q, s, o, 3, w}, we use a similar optimizer, and the same values for the
learning rates {nw, 7q, Ms, Na> N }- Note that the learning rates for quantization parameters
are further adaptively scaled layer-wise during training according to (5.50).

Inspired from [53], we set q" = \Z‘?—_ll and s* = \/22@, where |w]| is the average of

absolute values of initial weights, and W is the average of absolute values for the first
batch of activations. Also, we set a” = [500];, and B° = [500]7_;.

5.6.3 Experiments on ImageNet

ImageNet is a large-scale dataset containing around 1.2 million training samples and 50,000
validation images.

e Models: We have conducted experiments on two models from ResNet family, namely
ResNet-18 and ResNet-34 [34].

e Benchmarks: We evaluate the performance of CDL (and R-CDL) against several
QAT methods, including LSQ [58], PACT [29], LQ-Nets [235]. In this subsection, all the
benchmark methods, including CDL, are trained from scratch. Additionally, in section
5.7.1, we explore the effect of initializing training from pre-trained models on validation
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Table 5.1: (Top-1 accuracy, Average # of bits per weight, Average # of bits per activation)
given by models trained by CDL and R-CDL with (X,~) = (0,0) and b = {2, 3,4}.

Model ‘ Method ‘ b=4 b=3 b=2

ResNet-18 CDL (70.45%, 3.08, 3.18) | (69.72%, 2.25, 2.23) | (67.13%, 1.50, 1.66)
R-CDL | (70.50%, 2.88, 2.76) | (69.95%, 2.10, 2.12) | (67.88%, 1.40, 1.51)
ResNet.34 CDL (73.80%, 3.33, 3.31) | (73.01%, 2.25, 2.34) | (70.88%, 1.55, 1.52)
R-CDL | (73.92%, 3.04, 3.12) | (73.25%, 2.20, 2.29) | (71.44%, 1.45, 1.46)

accuracy, where we also add two additional benchmarks, namely APoT [132] and DMBQ

[242]. These two benchmarks are not included in the current subsection due to their poorer
performance when trained from scratch.

e Training settings: We have deployed an SGD optimizer with a momentum of 0.9, a
weight decay of 0.0001, and a batch size of 256. We have trained the models for 90 epochs,
and adopted an initial learning rate of 0.1, which is further divided by 10 at the 30-th and
60-th epochs.

We have run Algorithm 2 for different pairs of A and v values
(A, v) ={(0,0),(0.01,0.01),...,(0.09,0.09)} .

e Results: Figs. 5.4 and 5.5 show the performance of the Top-1 accuracy vs the
average number of bits per weight (top)/activation (bottom) for models trained by CDL,
R-CDL, and benchmark methods, for ResNet-18 and ResNet-34, respectively.

To demonstrate the performance gain delivered only by the proposed quantizers Q,(-)
and Qq(-), we have also run Algorithm 2 with (A\,v) = (0,0), and b = {2,3,4}. The
corresponding results for both ResNet-18 and ResNet-34 on ImageNet are listed in Table
5.1.

By examining the curves in Figs. 5.4 and 5.5, and also the numbers in Table 5.1, it is
fair to make the following observations:

e Observation 1: The accuracy of the models trained by R-CDL is always above those
trained by CDL. This is because unlike CDL, the gradient calculations in R-CDL are
performed with no approximation.

e Observation 2: The models trained by CDL and R-CDL can even have slightly higher
test accuracy compared to the respective pre-trained FP models while achieving sig-
nificant compression. For example, ResNet-18 trained by R-CDL has 70.55% accu-
racy (slightly better than 70.5% FP accuracy) with 2.34 bits per weight, achieving

93



more than 13 fold compression; likewise, ResNet-18 trained by CDL has 70.52% ac-
curacy (slightly better than 70.5% FP accuracy) with 3.34 bits per weight, achieving
more than 9 fold compression. Similar results are valid for ResNet-34 as well.

e Observation 3: In the case of low bit rates, the accuracy of the models trained via
CDL and R-CDL is significantly better than that of those trained by benchmark
methods.

e Observation 4: The proposed quantizers Q,(-) and Qq(-) on their own also outper-
forms benchmark quantization methods in terms of model test accuracy.

5.6.4 Experiments on CIFAR-100

CIFAR-100 dataset contains 50K training and 10K test images of size 32 x 32, which are
labeled for 100 classes.

e Models: To demonstrate the effectiveness of CDL and R-CDL, we have conducted
experiments using three different model architectural families. Specifically, we have selected
(i) four models from the ResNet family [31], namely ResNet-{20,44,56,110}; (ii) VGG-13
from the VGG family [185]; and (iii) Wide-ResNet-28-10 from the Wide-ResNet family

[231].

e Benchmarks: We have trained the selected DNN models from scratch via CDL and
R-CDL. They are evaluated against those trained via LSQ either on top of pre-trained
models (denoted as P-LSQ) or from scratch (denoted as S-LSQ).

e Training settings: We have deployed an SGD optimizer with a momentum of 0.9, a
weight decay of 0.0005, and a batch size of 64. We have trained the models for 200 epochs,
and adopted an initial learning rate of 0.1, which is further divided by 10 at the 60-th,
120-th and 160-th epochs. To have a fair comparison, we have reproduced the results of
LSQ on our local machine.

We have run Algorithm 2 for different pairs of A and ~ values
(A, v) ={(0,0),(0.01,0.01),...,(0.09,0.09)} .

e Results: The results for ResNet-20, ResNet-44, ResNet-56, ResNet-110, VGG-13,
and Wide-ResNet-28-10 are illustrated in Figs. 5.6a, 5.6b, 5.7a, 5.7b, 5.8a, and 5.8b,
respectively. Again, the observations made in Subsection 5.6.3 for ImageNet remain valid
as well for CIFAR-100. Additionally, we note that, generally, the accuracy gap between
CDL and R-CDL diminishes as the model size increases.
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5.6.5 Evolution of Weight Distribution

Since the entropy term H(w) (and H()) in the optimization problem (5.46) imposes certain
structures on the weights (and activations), it is interesting to see how CDL changes the
distribution of the weights in favour of higher compression ratio. Fig. 5.9 illustrates the
evolution of the distribution of flattened weights in a convolutional layer of ResNet-110
during the training process within CDL on CIFAR-100. Specifically, b = 6, and the weight
distribution is depicted for epochs 0, 50, 100, 150 and 200 using 2% bins. As observed, over
time, the distribution of weights becomes more concentrated around the center, leading
to reduced entropy. This reduction in entropy in turn leads to a higher compression ratio
when employing Huffman coding.

5.6.6 Average Number of Bits vs Epoch for Facilitating Data/Model
Parallelism

To show that weights and activations are indeed compressible at any stage of training within
CDL and R-CDL, we depict the average number of bits required to encode the weights
and activations of ResNet-110 trained via CDL or R-CDL over the course of training on
CIFAR-100 in Fig. 5.11. We calculate the average number of bits as follows. In the case of
CDL, since the weights and activations are quantized at each iteration step during training,
we proceed to encode them after the completion of each epoch using Huffman coding. For
R-CDL, after each epoch is finished, we use Q,(-) with the newly obtained quantization
parameters to quantize the weights and activations, and then encode the quantized values
using Huffman coding.

The results for CDL weights and activations are shown in Figs. 5.10a and 5.10b,
respectively, while those for R-CDL weights and activations are displayed in Figs. 5.11a
and 5.11b, respectively. As seen, for A\,v > 0, the average number of bits drops quickly
after a few epochs. This in turn would reduce the inter-device weight and activation
communication costs quickly in model /data parallelism.

5.6.7 Convergence Curves for CDL and R-CDL

To illustrate the convergence of Algorithm 2 in both cases of CDL and R-CDL, we plot the
evolution of the objective function of CDL given in (5.46) and of R-CDL given in (5.51)
over the course of training ResNet-110 on CIFAR-100 in Fig. 5.12. Particularly, the curves
for CDL and R-CDL are depicted in Figs. 5.12a and 5.12b, respectively. As observed, both
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curves flatten out near the end of the training, indicating that the algorithm has converged
in each case.

5.7 CDL with Non-uniform quantization

In this section, we demonstrate a simple way to use non-uniform quantization to further
enhance the performance of R-CDL.

To this end, we use the learnable companding quantization (LCQ) method as introduced
in [218] to learn a non-uniform quantizer during training. Specifically, this non-uniform
quantization is composed of three functions: (i) a compressing function fxr(-), (ii) a uni-
form quantizer Q,(-), (iii) and an expanding function fy.(-). The quantizer obtained in
this manner is referred to as a companding quantizer, and it is derived as follows:

comp(0) = (fit © Qu o fii.)(6). (5.53)

where fxi,(+) is a learnable piece-wise linear function (see equation (5) in [218]) with its
parameters being optimized during training.

To integrate LCQ method into R-CDL, we replace Qq(-) quantizers in R-CDL with
(fxt © Qa o fxr.)(0) quantizers, resulting in a companding version of R-CDL referred to as
R-CDL+4LCQ. To show the effectiveness of R-CDL+LCQ, we have conducted experiments
on ImageNet using ResNet-{18,34} with the similar setup as those used in Section 5.13.
Additionally, we use the same hyper-parameters for fyp(-) as those employed in [218] for
the ImageNet experiments. The average numbers of bits for weights and activations are
still computed in the same manner as before in R-CDL, that is, after being processed by
fai(+), they are randomly quantized using the trained CPMFs and then Huffman encoded.

The results for R-CDL+LCQ and LCQ are presented in Figure 5.13, where all models
were trained from scratch. Based on this figure, the following observations can be made:

e By comparing Figs. 5.13 and 5.4 and 5.5, it is evident that the performance of R-CDL
is enhanced with the implementation of non-uniform quantization.

e The performance of R-CDL+LCQ is superior to LCQ.

5.7.1 Training on top of pre-trained models

In this section, we compare CDL and R-CDL with APoT [132], LSQ [58] and DMBQ [2412]
when they all are applied on top of pre-trained models for ImageNet. All models in this
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section are trained starting from pre-trained FP models. The training settings otherwise
for CDL, R-CDL, and benchmark methods are the same as those used in Subsection 5.6.3.

Fig. 5.14 presents the performance comparison of Top-1 accuracy vs the average number
of bits per weight (top)/activation (bottom) for models trained using CDL, R-CDL, and
benchmark methods. Specifically, these curves are depicted for ResNet-18 and ResNet-34
in Figs. 5.14a and 5.14b, respectively.

Comparing Fig. 5.14 with Fig. 5.4 and 5.5 in Subsection 5.6.3, it is fair to make the
following observations:

e CDL and R-CDL perform better when applied on top of pre-trained FP models compared
to starting from scratch.

e CDL and R-CDL continue to outperform the benchmark methods when they all are
applied on top of pre-trained FP models. Again in low bits, the gains offered by CDL and
R-CDL, particularly by R-CDL are quite significant.

e When applied on top of pre-trained FP models, CDL and R-CDL can improve the
accuracy performance of the pre-trained FP models by a non-negligible margin.

5.8 Chapter Summary

In this chapter, we have introduced a novel probabilistic quantization method and its soft
deterministic variant. Empowered by these quantization methods, we have then developed
“coded deep learning”’ (CDL), a new framework that harnesses information-theoretic cod-
ing techniques in the training and inference of deep neural network (DNN) model to achieve
substantial compression of model weights and activations, while maintaining or even im-
proving model accuracy, reducing computational complexity at both training and inference
stages, and enabling efficient implementation of model/data parallelism. Key elements of
CDL include: (1) incorporating trainable probabilistic quantizers to quantize both model
weights and activations; (2) enforcing entropy constraints on quantized weights and acti-
vations during training, and (3) using the soft deterministic counterparts of the trainable
probabilistic quantizers as a proxy to facilitate gradient computation in backpropagation.
A variant of CDL called “Relaxed CDL” (R-CDL) has also been proposed to further im-
prove the trade-off between validation accuracy and compression at the disadvantage of
full precision operation in both forward and backward passes during training. Extensive
experimental results have demonstrated that both CDL and R-CDL outperform state-of-
the-art methods in the field of DNN compression, with significant gains in the low bit rate
case.
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(a) ResNet-18 (FP accuracy:70.5).

Figure 5.4: Comparison of models trained by CDL, R-CDL, and benchmark methods in
terms of the Top-1 accuracy vs the average number of bits per weight (top)/activation
(bottom) on ImageNet for ResNet-18. All models are trained from scratch.
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Figure 5.6: Comparison of models trained by CDL, R-CDL, and benchmark methods
in terms of the test accuracy vs the average number of bits per weight (top)/activation
(bottom) on CIFAR-100 dataset: (a) ResNet-20 and (b) ResNet-44.
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Figure 5.7: Comparison of models trained by CDL, R-CDL, and benchmark methods
in terms of the test accuracy vs the average number of bits per weight (top)/activation
(bottom) on CIFAR-100 dataset: (a) ResNet-56 and (b) ResNet-110.
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Figure 5.8: Comparison of models trained by CDL, R-CDL, and benchmark methods
in terms of the test accuracy vs the average number of bits per weight (top)/activation
(bottom) on CIFAR-100 dataset: (a) VGG-13 and (b) Wide-ResNet-28-10.
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Figure 5.9: The evolution of weight distribution of a convolutional layer in ResNet-110
during training via CDL on CIFAR-100.
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Figure 5.10: The average number of bits required to encode (a) CDL weights and (b) CDL
activations vs epochs for ResNet-110 trained over CIFAR-100.
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Figure 5.13: Top-1 accuracy vs the average number of bits per weight (top)/activation
(bottom) for LCQ, and R-CDL+LCQ on ImageNet: (a) ResNet-18, and (b) ResNet-34.
All models are trained from scratch.

106



Top-1 accuracy (%)

Top-1 accuracy(%)

Top-1 accuracy(%)

7.3

70.7
70.3

70

69.7
69.3

69

68.7
68.3

68

67.7
67.3

x —— APOT() —— LSQ(3)  —— LSQ(22)
7711)2 —— LSQ(44)  —— DMBQ(22) —4- CDL
71045 —— APOT(33) —d— APoT(22)  —%= R-CDL
70.8

74.5 —y

72.5

715 4
71.0 . —— APOT(33) —&— APoT(22) —< R-CDL

70.8

—A— APoT(4-4)  —%— LSQ(3-3) —— LSQ(2-2)
—— LSQ(4-4) —— DMBQ(2-2) —4- CDL
* —— DMBQ(3-3) —4— APoT(22) —¢ R-CDL

—&— APoT(3-3)

125 15 L75 210 2.25 2j5 2.75 310 3.25 315 3.75 4?[] 1.25
Average number of bits per weight

—a— APOT(44)  —w— LSQ(3-3) —— 15Q(2:2)
—— 1SQ(4-4) —— DMBQ(22) —#- CDL
. —e— DMBQ(3-3) —A— APoT(22) —<¢— R-CDL
o —— APOT(3-3)

1?5 1.75 2{0 2.25 215 2.75 3?(] 3.25 3{5 3.75 4!0 4.25
Average number of bits per activation

(a) ResNet-18 (FP accuracy:70.5).

pe——— e S e

x

175 20 225 925 275 30 325 35 375 40 425
Average number of bits per weight

e
X
7 A

< —A— APOT(4-4) —%— LSQ(3-3) —— 1SQ(2-2)
—— LSQ(4-4)  —e— DMBQ(22) —4- CDL

1.5 1.75 Qj(] 2.25 21_3 2.75 310 3.25 3:_3 3.75 410 4.25
Average number of bits per activation

(b) ResNet-34 (FP accuracy:74.1).

Figure 5.14: Comparison of models trained by CDL, R-CDL, and benchmark methods in
terms of the Top-1 accuracy vs the average number of bits per weight (top)/activation
(bottom) on ImageNet: (a) ResNet-18, and (b) ResNet-34. All models are trained from
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Chapter 6

Enhancing Diffusion Models for
Inverse Problems with
Covariance-Aware Posterior
Sampling

The previous chapters concentrated on improving the performance of deep neural networks
(DNNs) for classification tasks. Specifically, in Chapters Chapter 3 and Chapter 4, we
applied information-theoretic principles to enhance the classification accuracy of DNNs in
both centralized and distributed settings, showcasing the versatility of these concepts in
optimizing predictive performance.

In contrast, this chapter shifts the focus from classification to generative modeling, with
a particular emphasis on improving the performance of diffusion models. Diffusion models,
as introduced in [$9], have shown significant promise in generating high-quality samples by
modeling complex data distributions. Here, we explore the potential of leveraging proba-
bilistic techniques to enhance the efficiency and effectiveness of diffusion models, especially
in the context of solving inverse problems. By utilizing the probabilistic framework of
diffusion models, this chapter aims to demonstrate how these generative models can offer
robust solutions to inverse problems, advancing their practical utility beyond traditional
generative tasks.

Inverse problems exist in many disciplines of science and engineering. In computer
vision, for example, tasks such as inpainting, deblurring, and super-resolution can be ef-
fectively modeled as inverse problems. Recently, denoising diffusion probabilistic models
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(DDPMs) are shown to provide a promising solution to noisy linear inverse problems with-
out the need for additional task-specific training. Specifically, with the prior provided by
DDPMs, one can sample from the posterior by approximating the likelihood. In the litera-
ture, approximations of the likelihood are often based on the mean of conditional densities
of the reverse process, which can be obtained using Tweedie’s formula. To obtain a better
approximation to the likelihood, in this chapter we first derive a closed-form formula for
the covariance of the reverse process. Then, we propose a method based on finite dif-
ference method to approximate this covariance such that it can be readily obtained from
the existing pre-trained DDPMs, thereby not increasing the complexity compared to ex-
isting approaches. Finally, based on the mean and approximated covariance of the reverse
process, we present a new approximation to the likelihood. We refer to this method as
covariance-aware diffusion posterior sampling (CA-DPS). Experimental results show that
CA-DPS significantly improves reconstruction performance without requiring hyperparam-
eter tuning. The code for the chapter is put in the supplementary materials.

6.1 Introduction

Denoising diffusion probabilistic models (DDPMs) [39] have made remarkable advance-
ments in data synthesis over the past few years, revolutionizing fields such as image syn-
thesis [?,176,234], video generation [90] and audio synthesis [117].

Given the powerful ability of DDPMs to estimate target distributions, one promising
application is to use them to solve linear inverse problems such as denoising, inpainting,
deblurring, and super-resolution. These tasks aim to recover a signal x (e.g., a face image)
from a measurement y, where y is related to &y through the forward measurement operator
A and detector noise m [33,52,167,187,188]. A naive approach to using DDPMs for solving
inverse problems is to train a conditional DDPM to estimate the posterior p(ao|y) through
supervised learning. However, this approach can be computationally demanding, as it
requires training separate models for different measurement operators.

To tackle the issue mentioned above, a newer method to approximate the posterior
seeks to leverage pre-trained unconditional DDPMs that estimate the prior p(xy), thereby
avoiding the need for additional training. In this approach, the prior p(xg) obtained from
DDPMs is combined with the likelihood p(y|x) to sample from the posterior distribu-
tion for inverse problems. However, because the likelihood term p(y|xo) is analytically
intractable in the context of DDPMs due to their time-dependent nature, it must be ap-
proximated in some way [33,78,79].
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To approximate the likelihood p(y|xy), there are mainly two approaches in the literature
as we discuss in the sequel. The first approach relies on projections onto the measurement
subspace [28, 35, 190]. However, these projection-based methods perform poorly in the
presence of noise in the measurements, as the noise tends to be amplified during the
generative process due to the ill-posed nature of inverse problems [33]. The second approach
leverages the relationship p(y|x:) = [ p(ylazo)p(xo|x:)dzs in DDPMs; as such, assuming
that p(y|zo) is known, one can approximate p(y|z;) by estimating p(xo|x;). Although
the distribution of p(@g|x;) is still intractable, the conditional mean &, = E(xo|x;) can
be analytically obtained using Tweedie’s formula [56]. The conditional mean &, is then
used by [33] to approximate p(xq|x;) by delta distribution §(xq — &o), and used by [185] to
approximate p(xo|x;) with a Gaussian distribution N'(&, r2I) with a heuristically selected
variance 7?7

Nonetheless, approximating p(xg|x;) using only its first moment (mean) is prone to
sub-optimal performance due to biases in reconstruction [102, 118]. As a remedy, this
chapter aims to improve the approximation of p(ag|®;) by incorporating its second moment.
Particularly, we derive a closed-form expression for the conditional covariance Cov(xg|x;) in
DDPMs, and show that it depends on the Hessian H, = V2 log p;(y|a;). Yet, the Hessian
H; is not directly available for DDPMs, as these models only provide the score function
Va, log pi(ylx:). To address this, we approximate the Hessian H; with a diagonal matrix
H,, where the diagonal elements are derived from the gradient vector Ve, log pi(y|x;) using
the finite difference method. In this regard, this approximation can be easily obtained from
existing pre-trained DDPMs, thus avoiding any additional complexities. Then, using H,
we obtain an approximation to the true Cov(xg|x,), which we denote by 3,. Henceforth,
we approximate p(axo|e,) with NV (2o, X;). We refer to this method of deploying DDPMs
for solving inverse probelms as covariance-aware diffusion posterior sampling (CA-DPS)
hereafter.

It is worth noting that while some prior work has investigated using second-order ap-
proximations for the posterior, these approaches either (i) rely on the availability of second-
order scores or the Jacobian of the first-order score from the diffusion model [10], or (ii)
require retraining existing unconditional diffusion models to output both posterior mean
and variance, which increases time and memory complexity [167] (see Section 6.2.3 for
further discussion).

The contributions of this chapter are summarized as follows:

e For a general exponential conditional distribution family, we derive a closed-form expres-
sion for its posterior covariance (see Theorem 4).

e Using Theorem 4, we determine a closed-form formula for the conditional covariance
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Cov(xo|x;) in DDPMs (see Corollary 1). Based on this closed-form formula, we then
introduce a method based on the finite difference approach to approximate the conditional
covariance Cov(xg|x;), allowing it to be readily obtained from existing pre-trained DDPMs.

e By conducting experiments on two popular datasets FFHQ [108] and ImageNet [1(], we
show that CA-DPS outperforms existing approaches across various tasks, including inpaint-
ing, deblurring, and super-resolution, while also eliminating the need for hyperparameter
tuning.

6.2 Related Work

6.2.1 Approaches for Solving Inverse Problems
Historical Context of Inverse Problems

Inverse problems have a longstanding and rich history, with methodologies evolving signifi-
cantly over the years [0, 173]. Although providing a comprehensive review of this extensive
field is beyond the scope of this work, we outline key developments to provide context.
Early efforts, particularly during the 2000s, often formulated inverse problems as opti-
mization tasks [20,43, 51,60, 184]. These approaches focused on balancing two primary
objectives: fidelity to observed data and regularization terms that encouraged desirable
properties in the solution. Examples include enforcing smoothness [3] or sparsity in specific
representations, such as wavelets and dictionaries [20,13,51,60,69]. Regularization-based
methods provided a structured way to incorporate prior knowledge about the underlying
signal, laying the groundwork for more advanced approaches.

The Impact of Deep Learning

The emergence of deep learning marked a paradigm shift in solving inverse problems [160].
Researchers began leveraging large paired datasets to train neural networks to directly
map measurements to clean signals [50, 133, 197]. These data-driven methods optimize for
specific reconstruction objectives, often minimizing a loss function to reduce reconstruction
errors while tailoring solutions for particular goals, such as perceptual quality [98, 125].

Traditional methods aimed at recovering a single reconstruction through approaches
like minimizing the mean squared error (MMSE) or identifying the Maximum a Posteriori
(MAP) estimate, which seeks to find the most probable reconstruction & by maximizing
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the posterior probability p(x|y). However, these techniques can suffer from ”regression to
the mean,” where the predicted reconstruction represents an average of plausible solutions.
This averaging can lead to outputs lacking critical details or deviating from the desired
solution space [14,45]. For example, minimizing a simple distortion metric, such as the
L2 loss, may produce blurry reconstructions that fail to capture the diversity of plausible
solutions [11]. While effective for certain applications, this limitation motivates alternative
approaches capable of generating more diverse and detailed reconstructions.

Integrating Denoising into Inverse Problems

Recent advances have revealed a compelling link between denoising algorithms and inverse
problems. State-of-the-art denoisers, often built using deep learning, implicitly encode rich
prior knowledge about natural signals. These denoisers can be integrated into optimization
frameworks to enhance the performance of inverse problem solvers [24, 37, , ,200].
By using pre-trained denoisers as priors, this approach bridges the gap between traditional
regularization techniques and modern data-driven methods, achieving exceptional results
across a wide range of inverse problems. The ”plug-and-play” (PnP) framework is one
notable example, where the denoiser is used as a modular component within optimization
routines, enabling the integration of powerful priors without retraining [24,191]. This fusion
of denoising and optimization offers a flexible and robust paradigm for tackling complex
inverse problems.

Bayesian Inference for Inverse Problems

Another perspective on inverse problems is through the lens of Bayesian inference. In-
stead of recovering a single solution, this approach focuses on sampling from the posterior
distribution p(zx|y), which represents the range of plausible signals x given the observed
measurements y. This probabilistic framework provides a more comprehensive understand-
ing of the solution space, capturing uncertainty and variability in the reconstructions. By
modeling the posterior distribution, Bayesian methods allow for the generation of diverse
reconstructions that better align with the true distribution of the underlying signals. These
methods are particularly appealing for applications where uncertainty quantification is crit-
ical or when the solution space contains multiple plausible solutions.
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6.2.2 Diffusion Models for Inverse Problems

The use of diffusion models for solving inverse problems by sampling from the posterior
has recently gained significant traction in various fields, including image denoising [110],
compressed sensing [15, 105], magnetic resonance imaging (MRI) [101], projecting score-
based stochastic differential equations (SDEs) [189], and variational approaches [59, 114].
In particular, the most relevant line of work, which we will review in detail in Section 6.3.2,
involves using Tweedie’s formula [50] to approximate the smoothed likelihood, as deployed
in methods like diffusion posterior sampling (DPS) [33] and pseudo-guided diffusion models
(IIGDM) [188]. Similar strategies are also employed using singular-value decomposition
(SVD) based approaches [111].

6.2.3 Higher Order Approximation of reverse process

The approach presented in this chapter can be seen as a variant of high-order denoising
score matching [140, 148], which aims to train a diffusion model capable of learning the
higher-order moments of the reverse process. However, these methods are typically limited
to small-scale datasets due to their computational complexity.

Similarly to our work, [L0] aims to estimate the covariance of the reverse process.
However, their method require that the second-order scores or the Jacobian of the first-
order score be available by the diffusion model. In addition, [167] proposed a method
to optimize the posterior likelihood. They proposed two methods for (i) when reverse
covariance prediction is available from the given unconditional diffusion model, and (ii)
when reverse covariance prediction is not available. Their first approach is different from
our proposed method as our method do not require reverse covariance to be available.
Additionally, their second approach is based on Monte Carlo estimation which incurs extra
complexity to the sampling process. We also acknowledge the work of [192], who explored
a maximum-a-posteriori approach to estimate the moments of the posterior.

6.3 Background and Preliminaries

6.3.1 Diffusion Models

Diffusion models characterize a generative process as the reverse of a noise addition process.
In particular, [190] introduced the It6 stochastic differential equation (SDE) to describe
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the noise addition process (i.e., the forward SDE) for the data @(t) over the time interval
t € [0,7], where z(t) € R? for all ¢.

In this chapter, we adopt the variance-preserving form of the SDE (VP-SDE) [190],
which is equivalent to the DDPM framework [29] whose equation is given as follows

t
dxr = —@wdt—i—\/ﬁ(zﬁ)d'w, (6.1)
where (t) : R — R* represents the noise schedule of the process, which is typically chosen
as a monotonically increasing linear function of ¢ [89]. The term w denotes the standard
d-dimensional Wiener process. The data distribution is defined at t = 0, i.e., (0) ~ pgata,
while a simple and tractable distribution, such as an isotropic Gaussian, is achieved at

t="T,ie. x(T)~N(0,I).

The goal is to recover the data-generating distribution from the tractable distribution.
This can be accomplished by formulating the corresponding reverse SDE for Equation (6.1),
as derived in [3]:

dx = —@w — B(t)Va, logpi(xy) | dt + +/5(t)dw, (6.2)

where dt represents time running backward, and dw corresponds to the standard Wiener
process running in reverse. The drift function now depends on the time-dependent score
function Vg, log p;(x;), which is approximated by a neural network sy trained using de-
noising score matching [201]:

0" = arg min By v(e.1) @ ()mp(a () 2(0) 2(0)~paaa (63)
[Iso((t),t) — Ve, log p(a(t)]2(0)) 3] . (6-4)

where € ~ 0 represents a small positive constant. Once the optimal parameters 6* are
obtained through Equation (6.3), the approximation V., logp;(@;) =~ S¢«(x,t) can be
used as a plug-in estimate to replace the score function in Equation (6.2).

Discretizing Equation (6.2) and solving it yields samples from the data distribution
p(@xo), which is the ultimate goal of generative modeling. In discrete settings with N time
steps, we define &; = x(iT/N) and 8; £ B(iT/N). Following [39], we then introduce
a;21—pand @ = H;':1 ;.
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6.3.2 Diffusion Models for Solving Inverse Problems

We consider the linear inverse problems for reconstructing an unknown signal x, € R?
from noisy measurements y € R™:

y = Ax +n, (6.5)

where A € R™*? is a known measurement operator and n ~ N(0,02I) is an i.i.d. additive
Gaussian noise with a known standard deviation of . This gives a likelihood function

p(ylzo) = N(y|Axy, o1).

Usually, we are interested in the case when m < d, which follows many real-world
scenarios. When m < d, the problem is ill-posed and some kind of prior is necessary to
obtain a meaningful solution. In the Bayesian framework, one utilizes p(xy) as the prior,
and samples from the posterior p(xo|y), where the relationship is formally established with
the Bayes’ rule: p(xo|y) = p(y|xo)p(xo)/p(y). Leveraging the diffusion model as the prior,
it is straightforward to modify Equation (6.2) to arrive at the reverse diffusion sampler for
sampling from the posterior distribution:

de = [ — @m — B(t)(Vg, log pi(xs) + Vg, Ingt(kat))} dt ++/B(t)dw, (6.6)

where we have used the fact that

Va, 1ngt(wt‘y) = Vg, 10gpt(wt) + Vg, 10gpt<y|33t)~ (6-7)

In Equation (6.6), there are two terms that need to be computed: the score function
V., log pi(x;) and the likelihood V4, log pi(y|x:). To compute the former, involving p;(x;),
we can directly use the pre-trained score function sg«. However, the latter term is chal-
lenging to obtain in closed-form due to its dependence on time t (note that there is only an
explicit relationship between y and xg). As such, the likelihood p;(y|x;) shall be estimated.
One approach to achieve this estimation is to factorize p(y|x;) as follows:

plyla:) = / p(ylaeo, ae)p(aole)dazo = / p(yleo)p(@ola:)dzo, (6.8)

where the second equality comes from that y and x; are conditionally independent on x.
Assuming that the measurement model p(y|zo) is known, based on Equation (6.8), one can
approximate p(y|x;) by approximating p(axg|x;). Although the exact form of p(xo|x;) is
intractable, the conditional mean of &, given @, under p(xy|x;), denoted by &y = E(xo|x;),
can be analytically obtained using Tweedie’s formula [50]:
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Proposition 2 (Tweedie’s formula). Let p(y|n) belong to the exponential family distribu-
tion

p(yn) = po(y) exp(n ' T(y) — ¢(n)), (6.9)

where 1 is the canonical vector of the family, T(y) is some function of y, and p(n) is the
cumulant generation function which normalizes the density, and po(y) is the density up to
the scale factor when n = 0. Then, the posterior mean E[n|y] should satisfy

(VyT(y)) 'Enly] = Vylogp(y) — Vy log po(y). (6.10)

Now, note that in DDPM sampling process we have

! - \/a<t>mo||2> (6.11)

— ex _Hmt
Peleo) = e s p( A= alt)

which is a Gaussian distribution. The corresponding canonical decomposition is then given
by

p(®i]@o) = po(@;) exp (2o T() — () , (6.12)
where
e = i (o) o130
T(w) = ; _0;52):13,5, (6.13b)
(@) = ;Eﬂ‘?zy; (6.13¢)

Therefore, substituting Equation (6.13) in Equation (6.10), we obtain

a(t) . 1
1 . d(t)wo - vmz 1ngt<mt> + 1 . @(t)th
which leads to
- 1 _
Ty = =0 (i + (1 — a(t)) Vg, logpi(xy)) . (6.14)
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Then, two recent studies deploy the expected value &y to approximate p(xg|x;), which
we discuss their methodologies in detail in the following.

(I) DPS [33] Denoising posterior sampling (DPS) approximates p;(xo|x;) using a delta
distribution (g — &) centered at the posterior mean estimate &,. As such, the likelihood
pe(y|x) is approximated by

pr(yle) ~ / p(l0)8(o — o)dzo = ply|zo = F). (6.15)

However, directly using Eq. Equation (6.15) does not perform well in practice, and [33] em-
pirically adjusts the strength of guidance by approximating the likelihood score V4, log pi(y|x;)
with —(; Vg, ||y — A®gl|3, where ; = (/||ly — A®yl|2 with a hyper-parameter (.

(IT) IIGDM [188] The delta distribution used in DPS is a very rough approximation to
pe(xo|xy) as it completely disregards the uncertainty of @y given @;. As t increases, the
uncertainty in p;(xo|x;) becomes larger and is closed to the original data distribution p(x).
Thus, it is more reasonable to choose a positive r;. In IIGDM, r, is heuristically selected
as \/0?/(1+ o) under the assumption that p(xg) is the standard normal distribution
N(0,1). In such case, the likelihood p,(y|x;) is approximated by

prlylee) ~ / N (y| Ao, PN (oo, rT)dazs
= N(y|Agg, 0’1+ r?AAT). (6.16)

6.4 Covariance-Aware Diffusion Posterior Sampling

In this section, we aim to improve the approximation of the reverse process p(xg|x;) com-
pared to DPS and IIGDM. Specifically, instead of heuristically approximating the condi-
tional covariance of g given x; as done by IIGDM, we derive a closed-form formula for it.
To this end, we first introduce the following theorem.

Theorem 4. Under the same conditions as in Proposition 2, the posterior covariance
Cou(n|y) satisfies

(VyT(y))" Cov(n|y)VyT(y)
= V2 logp(y) — Vi logpo(y) — Vo T(y) © E(nly), (6.17)

where E(n|y) is obtained using Tweedie’s formula in Proposition 2. Additionally, the
operator © denotes a contraction operation between the three dimensional tensor VT (y)
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and the vector E(n|y). Specifically, assuming that y € R" and n € RF (which yields

V2T(y) € R and E[n|y] € R¥), then V2T (y) © E(nly) € R™" is defined as

V2T (y) O E(nly)li; = > [VoT(@))inE(nly).

Proof. The marginal distribution p(y) could be expressed as

o) = [ ylmpmin
= /po(y) exp (T (y) — o(n))p(n)dn.

Then, the derivative of the marginal distribution p(y) with respect to y becomes

V,0(y) = V,p0(y) / exp (T T(y) — o(m))p(m)dn
" / (Y, T()) mpo(y) exp (0 T(y) — o(n))p(m)dn

- —V;ﬁ‘;)i‘/) / plylm)p(n)dn + (V, T(y))" / np(y[n)p(n)dn

- %;j)y)p(y) +(V,T(y)" / np(y,n)dn

Therefore,

Vyp(y) _ Vypo(y) N
o) ey VW) / np(nly)dn

which is equivalent to

(VyT(y)) 'Enly] = Vylogp(y) — Vy log po(y)
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Now, we take another derivative w.r.t. y[j] from both sides of Equation (6.21):

V., V) =V, Vumn(y) [ exp (7 T(w) - o(n)pim)dn
V@)V, T [ e (07T ()~ eln))plndn
+ (Vyj Vﬂ(:u))T © po(y) / nexp (n' T(y) — ¢(n))p(n)dn
V@)V T [ nexp (07 T(y) — om)pin)dn

(9, 7)) muly) [ 1079, T(w)exp (07 Tly) — n)pmdn (627)

_ Vyj Vy,po (y)
Po(y)

(Vi VT @) © poly) + Vo) (V0T ()"

p(y) +%;<)y)(vyj7’(y)f / np(y,n)dn

[ mp(y,m)dn
Po y)

+ (V4. T(y)) poly) / nm 'V, T(y)p(y, n)dn (6.28)

Now, we divide both sides of Equation (6.28) by p(y) to get

vijyip(y) _ Vijyipo(y) Vyipo(w(

p(y) Po(y) po(y) Vi, T(y)" / np(nly)dn

Vyjpo(ygsgyy)ﬂy)) / np(nly)dn

(V20 molw) [V, Ty (6:29)

_ vijyip()(y) + Vyipo(y)(vij(y))T
po(y) po(y)

+(Vy,VyT(y)) ©E(nly) +

+(Vy,VyT(y) ' © /np(n\y)dn +

E(nly)

vyjpl) (y) (VyiT(y))T
Po(y) Einly)

+(Vy,T(y)) "E(nn " |y)V,,T(y) (6.30)

By isolating the term (V,,T(y)) " E(nm'|y)V,,T(y) in Equation (6.30), and subtracting
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(Vy,T(y) "E(n|y)E(n" |y)V,,T(y) from it, we obtain

(V4. T(y)) " Cov(nly)V,,T(y) (6.31)
= (Fu T "Bl WV, T0) = (FuT ) BOE VT
_ Vijyip(y) N Vijyz‘p0<y)
p(y) po(y)
_ V“p"(y;s(fj;T(y” E(nly) - (V,, V., T() " © Enly)
- ST saly) (9, 7(w) Bl B )9, T

(6.33)

Vi, Vyr(y) Vi, Viypo(y
_ Yy Vy ( )_ y; VuiPo( )_vyilogpo(y)<vyjlogp(y)—Vyjlogpo(y)>

p(y) Po(y)
— V105 po(y) (V,, og p(y) =V, log po(y) )
~ (V, Y, T(y)) ©E(nly)
— (Vulogp(y) — Vi logpo(y) ) (¥, logply) — ¥y, logm(y))  (634)
_ VyVup(y) - Vi Vipo(y)

(
(

+ V,, log po(y)Vy, log po(y)

p(y) Po(y)
~ Yy, log p(y)V,, logp(y) — (V,V,, T(y)) " © E(nly) (6.35)
= Y,V logp(y) = V,, Yy, log po(y) — (V,, V,, T(y)) @ E(mly).  (6.36)
Thus
(VyT(y))" Cov(nly)VyT(y) = Vi logp(y) — Vilogpo(y) — ViT(y) ©E(nly), (6.37)
which concludes the proof. O

Next, we use Theorem 4 for DDPMs to find a closed-form expression for the conditional
covariance Cov(xg|x;).

Corollary 2. Using Equation (6.13) in Theorem 4 we obtain

a(t)
(1 — a(t)

)QC’ov(w0|mt) = V2, logpi(x;) + I, (6.38)

1—alt)
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which leads to

1—alt)

a(t) (I +(1-a(t)Ve, lngt(wt)>' (6.39)

Cov(xo|x;) =

As seen in Equation (6.39), Cov(xo|a;) depends on the Hessian H, = V2 log p;(y|x;).
Nevertheless, the Hessian H; is not available for DDPMs (note that DDPMs only return the
score function Vg, log p;(y|x:)). To this aim, we shall resort to approximating H;. Given
that the sampling process in DDPMs is inherently time-consuming, our approximation
method for H; needs to be straightforward to avoid adding complexity to the sampling
process. Thus, we approximate the Hessian H; with a diagonal matrix H,, where the
diagonal elements are obtained from the gradient vector Vg, log pi(y|x;) using the finite
difference method:

L — Va, logpi(xi) — Vi, logpr1(zi 1)

.= T (6.40)

In this respect, H, can be readily obtained from the existing pre-trained DDPMs, and
thereby does not incur any extra complexities. Then, using H; in Equation (6.39), we
obtain an approximation to the true Cov(xg|x;) as

- 1—alt) PR
5, = W(I F(1- oz(t))Ht>. (6.41)

Henceforth, we approximate p;(xq|x;) as follows
pi(@olzy) ~ N (&0, ), (6.42)

which leads to the following approximation for the likelihood p;(y|x;)

pe(ylxy) ~ /N(Aa:o,UQI)N(ﬁzo,Et)dwo
= N(AZg, 0T+ A, AT). (6.43)

Lastly, the gradient of the log-likelihood, V, log p;(y|®;), can be approximated using
the Jacobian-vector product, similar to the approach in [188]:

Ve, log pi(y|z:)
~ (Vaydio) AT (0?1 + AS,AT) 7 (y — Ady). (6.44)
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To find the term (V&) in Equation (6.44), we take a derivative w.r.t. @; from both
sides of Equation (6.14) to obtain

V. i — J% (T4 (1 — a(t)V2, log po()) (6.45)
1 3 -
~ (1 T(1- a(t))Ht> (6.46)
Valt) ¢
= (6.47)

Thus, using Equation (6.47) in Equation (6.44) we obtain

logpt(y\a:t)

Val)
T—a(t)

Q |
C.?

AT (T + ASAT)  (y — Ad). (6.48)

Ql

Note that in general, computing the inverse (0'21 + Af]tAT)_l for high-dimensional
images is computationally challenging. To this end, we use a low complexity method to
find this inverse. In particular, we first define A = (021 + AEtAT)fl (y — A:F:O). As the

matrix o2I + AS,AT is is symmetric and positive-definite, then A can be obtained by
solving the following linear equation

(PIT+AZ,AT)A =y — A, (6.49)

Therefore, A can be computed with acceptable precision using a sufficient number of con-
jugate gradient (CG) iterates!.

Once Vg, log pi(y | ;) is computed, the gradient of the posterior in Equation (6.7) can
be calculated and used during the reverse denoising pass. This will slightly modify the
unconditional DDPMs reverse pass as shown in Algorithm 3. Note that the only difference
of CA-DPS algorithm with an unconditional sampling is in line 8 (written in blue), where
the conditioning is applied.

'In the experiments, we utilize the black-box CG method implemented in ‘scipy.sparse.linalg.cg‘, with
a tolerance of tol = le—4.
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Inpaint (Random) Inpaint (Box) Deblur (Gaussian)  Deblur (Motion) SR (4x)
FID | LPIPS | SSIM t FID | LPIPS | SSIM 1 FID | LPIPS | SSIM 1 FID | LPIPS | SSIM 1 FID | LPIPS | SSIM 1

DPS 21.19 0.212 0.851 33.12 0.168 0.873 44.05 0.257 0.811 39.92 0.242 0.859 39.35 0.214 0.852
IIGDM  21.27 0.221 0.840 3479 0.179 0.860 40.21 0.242 0.825 33.24 0.221 0.887 34.98 0.202 0.854

Dataset ‘ Method

DDRM  69.71 0.587 0.319 4293 0.204 0.869 7492 0.332 0.767 — - — 6215 0.294 0.835

FFHQ MCG 29.26  0.286 0.751 40.11 0.309 0.703 101.2 0.340 0.051 — - —  87.64 0.520 0.559
PnP-ADMM 123.6 0.692 0.325 151.9 0.406 0.642 90.42 0.441 0812 — - —  66.52 0.353 0.865
Score-SDE  76.54 0.612  0.437 60.06 0.331 0.678 109.0 0.403  0.109 - - - 96.72 0.563  0.617

ADMM-TV 181.5 0463 0.784 6894 0.322 0.814 186.7 0.507 0.801 - - 110.6  0.428  0.803
CA-DPS 20.14 0.207 0.881 26.33 0.132 (0862 32.74 0.238 0.832 27.59 0.217 0.921 28.41 0.196 0.855

DPS 35.87 0.303 0.739 38.82 0.262 0.794 62.72 0444 0.706 56.08 0.389 0.634 50.66 0.337 0.781
IIGDM  41.82 0.356 0.705 42.26 0.284 0.752 59.79 0.425 0.717 54.18 0.373 0.675 5426 0.352 0.765

DDRM 1149 0.665 0.403 45.95 0.245 0.814 63.02 0.427 0.705 - — — 59.57 0.339  0.790

ImageNet MCG 39.19 0.414 0.546 39.74 0.330 0.633 95.04 0.550 0.441 - — — 144.5 0.637  0.227
PnP-ADMM 114.7 0.677 0.300 7824 0.367 0.657 100.6 0.519  0.669 - - - 97.27 0.433  0.761
Score-SDE  127.1  0.659  0.517 54.07 0.354 0.612 120.3 0.667  0.436 - - - 170.7  0.701  0.256

ADMM-TV 189.3 0.510 0.676 87.69 0.319 0.785 155.7 0.588  0.634 - - - 1309 0.523  0.679
CA-DPS 32.37 0.214 0.755 33.24 0.247 0.807 56.36 0.391 0.712 52.06 0.352 0.644 47.30 0.316 0.777

Table 6.1: Quantitative results on the 1k validation set of FFHQ 256 x 256 and
ImageNet 256 x 256 dataset. We use bold and underline for the best and second best
results, respectively.

Algorithm 3 CA-DPS

1: Input: The number of iterations N, y, noise levels {7}.
2: TN ~ N(O, I)

3 fort=N—-1,N—-2,...,0do
4: &« sp(xy,t)

5. @ = (o + (1 ay)8)
6

7

8

9

z ~N(0,I).
T, | — ‘/ajgl__ai“’l)wt + X ‘fi_&lft Ty + 0,2.
Tiq < Tp_q — 1@ AT (021 + AStAT)_l (y — Ad:o).

end for
10: Output: xg

6.5 Experiments

In this section, to demonstrate the superior performance of CA-DPS compared to state-
of-the-art alternatives, we evaluate its effectiveness across a range of inverse problems—
including inpainting, deblurring, and super-resolution—using two popular datasets. Specif-
ically, we present quantitative and qualitative results in Section 6.5.1 and Section 6.5.2,
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Measurement Ground truth CA-DPS MCG

Inpaint (Box)

SR (8 X)

Deblur (Motion)

Deblur (Gaussian)

Inpaint (Random)

Figure 6.1: Qualitative results on FFHQ dataset.

respectively. To further illustrate that the superiority of CA-DPS stems from its improved
approximation of the true posterior, we compare its ability to estimate the true posterior
against benchmark methods in Section 6.5.3, using a toy dataset with a known posterior.

6.5.1 Quantitative Results.
e Experimental setup. Following [33,52], we perform experiments on FFHQ 256 %256

[108] and ImageNet 256x256 datasets [10], on 1k validation images each. All images are
normalized to the range [0,1]. For a fair comparison, we use the experimental settings
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in [33] for all the methods. All measurements are corrupted by Gaussian noise with mean
zero and o0 = 0.05. For the backward process during the inference, we set the number
of time steps as N = 1000 and use the pre-trained score model from [33] for the FFHQ
dataset, and the score model from [17] for the ImageNet dataset.

The measurement models used are mostly based on [33]: (i) for box-type inpainting, we
mask out a 128 x 128 box region, and for random-type inpainting, we mask out 92% of the
total pixels (across all RGB channels); (ii) for super-resolution (SR), we perform bicubic
downsampling; (iii) for Gaussian blur, we use a kernel size of 61 x 61 with a standard
deviation of 3.0, and for motion blur, we use randomly generated kernels from the code?,
with a size of 61 x 61 and an intensity value of 0.5 (these kernels are then convolved with
the ground truth image to produce the measurements).

e Benchmark methods. We compare the performance of CA-DPS with the follow-

ing benchmark methods: DPS [33], IIGDM [188], denoising diffusion restoration models
(DDRM) [110], manifold constrained gradients (MCG) [34], Plug-and-play alternating di-
rection method of multipliers (PnP-ADMM) [24] , Score-SDE [190] and total-variation

(TV) sparsity regularized optimization method (ADMM-TV). For a fair comparison, we
used the same score function for all the different methods that are based on diffusion (i.e.
CA-DPS, DPS, DDRM, MCG, score-SDE).

e Evaluation metrics. To evaluate different methods, we follow [33] to use three metrics:
(1) learned perceptual image patch similarity (LPIPS) [237], (ii) Frechet inception distance
(FID) [?], and (iii) structure similarity index measure (SSIM). These metrics enable a
comprehensive assessment of image quality. All our experiments are carried out on a single

A100 GPU.

e Experimental results. The results for both datasets are listed in Table 6.1. The results
demonstrate that CA-DPS outperforms baselines significantly in almost all the tasks. It is
remarkable that in the challenging inpainting tasks (box and random), CA-DPS achieves
the best performance. When assessing performance across the three metrics, CA-DPS
emerges as the front-runner in three of them, with superior results compared to the other
benchmark methods.

6.5.2 Qualitative Results

In this section, we aim to visualize the reconstructed images from CA-DPS and compare
them with those reconstructed from the benchmark methods. To this end, we randomly

2https://github.com/LeviBorodenko/motionblur
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select five images from the FFHQ test dataset and corrupt them using the measurement
methods discussed in Section 6.5.1, with the exception that we apply 8x super-resolution
for better visualization. The images are depicted in Figure 6.1, where each row corresponds
to a different measurement method, and each column corresponds to a different benchmark
method.

It is observed that the images reconstructed by CA-DPS show greater similarity to
the ground truth images compared to those reconstructed by the benchmark methods.
Specifically, for the super-resolution task, CA-DPS is the only method that successfully
reconstructs the pattern of the hat. Additionally, in the motion-deblurring task, the eyes
and other facial textures reconstructed by CA-DPS are much closer to the ground truth
image.

6.5.3 Toy Dataset

In this subsection, we aim to illustrate that the superior results obtained by CA-DPS arise
from its enhanced approximation of the true posterior. To support this, we shall compare
its ability to estimate the true posterior against that of benchmark methods.

To this end, we generate a toy dataset whose distribution py(xg) is a mixture of 25
Gaussian distributions®. The means and variances for each mixture component are detailed
in the Supplementary materials, where we also explain how, for a given set of observations
y, measurement matrix A, and noise standard deviation o, the target posterior can be
computed exactly.

To assess the effectiveness of posterior sampling methods, we generate multiple mea-
surement models (y, A) € R™ x R™*? for combinations of dimensions and observation
noise levels (d,m,o) € {8,80,800} x {1,2,4} x {1072,107!,10°}, while each Gaussian
mixture component is equally weighted. By choosing different dimension sizes, we aim
to understand how posterior sampling methods perform across varying dimensions, while
controlling the noise level allows us to evaluate how these methods perform at different
signal-to-noise ratios.

Next, we generate 1000 samples for each of the above scenarios (3 x 3 x 3 = 27 sce-
narios). Then, we use CA-DPS, IIGDM and DPS to estimate the posterior probability
through 1000 denoising steps. Afterward, to evaluate how well each algorithm estimates
the posterior distribution compared to the target posterior, we utilize the sliced Wasserstein
(SW) distance [116]. We calculate the SW distance using 10* slices for 1000 samples.

3We followed [16,21] to generate this dataset.
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d 8§ & & 80 &80 &80 800 800 800
m 1 2 4 1 2 4 1 2 4

CA-DPS|2.2 1.5 0.5 2.9 1.7 0.4 3.3 2.5 0.3
o =10"2|DPS 47 1.8 0.7 5.6 3.2 1.2 5.8 3.5 14
IIGDM |2.6 2.1 3.8 3.2 2.8 0.6 3.5 3.1 04

CA-DPS|1.8 0.9 0.6 2.5 1.7 0.4 2.8 2.3 04
o =10"1|DPS 4.7 1.5 08 5.1 3.1 1.0 5.7 3.1 1.3
I[IGDM [2.2 1.6 3.8 29 2.7 0.6 3.3 2.7 0.4

CA-DPS(1.21.90.9 1.7 1.2 0.8 1.6 1.5 0.7
o=10° |DPS 0.2 352569 39 1.7 6.8 4.7 0.9
I[IGDM |15 2.3 1.8 1.6 1.4 0.9 2.0 2.0 0.6

Table 6.2: SW distance between the true and estimated posterior on toy dataset.

Table 6.2 shows the 95% confidence intervals, derived from 20 randomly selected mea-
surement models (A) for each parameter setting (d, m, o). In addition, Figure 6.4 illustrates
the first two dimensions of the estimated posterior distributions for the configuration (80,
1) from Table 6.2, using one randomly generated measurement model (A, = 0.1). This
visualization gives insights into how well the algorithms estimate the posterior distribution,
showing that CA-DPS provides a more accurate estimate of the target posterior compared
to IIGDM and DPS, as it captures all modes, whereas IIGDM and DPS do not.

6.5.4 Toy dataset

The generation of this dataset is inspired from [10].

As explained earlier in the chapter, we model py(x) as a mixture of 25 Gaussian
distributions. Each of these Gaussian components has a mean vector U;; in R? defined
as U;; = (8,87,...,8:,8j) for each pair (i,j) where ¢ and j take values from the set
{=2,-1,0,1,2}. All components have the same variance of 1. The unnormalized weight
associated with each component is w; ; = 1.0. Additionally, we have set the variance of the
noise, 0'(%, to 1074,

Recall that the distribution p;(x;) can be expressed as an integral:
pe(x:) = [ pro(xe|o)po(o)day. Since po(x) is a mixture of Gaussian distributions, p;(x;)
is also a mixture of Gaussians. The means of these Gaussians are given by /o, U; ;, and
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Figure 6.2: Visualizing the first two dimensions of the estimated posterior distributions for
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each Gaussian has unit variance. By using automatic differentiation libraries, we can
efficiently compute the gradient V, log p,(x;).

We have set the parameters Spa.x = 500.0 and S = 0.1, and we use 1000 timesteps to
discretize the time domain. For a given pair of dimensions and a chosen observation noise
standard deviation (d, m, o), the measurement model (y, A) is generated as follows:
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e Matrix A: First, we sample a random matrix A from a Gaussian distribution N (Ormxcds Luxa)-
We then compute its singular value decomposition (SVD), A = USV . For each pair (i, )

in {—2,-1,0,1,2}? we draw a singular value s, ; from a uniform distribution on the in-
terval [0, 1]. Finally, we construct the matrix A = Udiag({s;}¢j)e(-2-101232)V .

e Observation vector y: Next, we sample a vector x, from the distribution py. The
observation vector y is then obtained by applying the matrix A to @, and adding Gaussian
noise z, where z is sampled from N(0, 0L,,).

Once we have drawn both @, ~ pg and (y, A, o), the posterior can be exactly calculated
using Bayes formula and gives a mixture of Gaussians with mixture components ¢; ; and
associated weights @ ;,

¢y = N(E(ATy/o? + U;,), %), (6.50)
(;Ji = wZ-/\/'(y; AUiﬂ', O';Id + AAT), (651)

where ¥ = (I, + 5ATA)™L

6.5.5 SW Distance Calculation

To compare the posterior distribution estimated by each algorithm with the target posterior
distribution, we use 10* slices for the SW distance and compare 1000 samples of the true
posterior distribution.

Table 6.3 and Table 6.4 indicate the 95% confidence intervals obtained by considering
20 randomly selected measurement models (A) for each setting (d, m, o).

6.5.6 More Qualitative Results

In this section, we depict more reconstructed images using CA-DPS and compare it with
those reconstructed by DPS. To this end, we pick 9 images from FFHQ dataset, and
conduct super-resolution task (16x) with a Gaussian noise whose standard deviation is
o = 0.05. The results are depicted in Figure 6.4.

Furthermore, to visualize the reconstruction process over 1000 timesteps, we select a
single image and display the reconstructed images throughout the denoising process, as
illustrated in Figure 6.3.

129



Table 6.3: Sliced Wasserstein for VE-DDPM.

o =0.01 oc=20.1 oc=10

d m|CA-DPS IIGDM DPS |CA-DPS IIGDM DPS |CA-DPS IIGDM DPS

8 111.9 105 2.6 +090 4.7 +15/1.4 £06 2.2 10047 +16[1.2 106 1.5 104 5.2 113
8 2108104 21 +10 1.8+15/1.0 04 1.6 £06 1.5 +00[1.0 £03 2.3 +04 3.5 +12
8 4104 o2 3.8 +23 0.7 +06/0.2 £t02 3.8 £220.8 +06/0.7 £0s 1.8 +03 2.5 +o00
80 1 2.7 +07 3.2 +10 5.6 +158/2.4 t08 2.9 108 5.1 +18[1.5 +07 1.6 £05 6.9 +1s
80 2 [1.1 +06 2.8 +13 3.2 +19/1.3 +04 2.7 +123.1 +19[1.0 £0s 1.4 +02 3.9 +12
80 4 {04 o2 0.6 04 1.2 £11/0.5 £038 0.6 £04 1.0 £11[0.9 £0s5 0.9 02 1.7 +os
8001 [3.1 to7 3.5 +11 5.8 £16/3.0 £05 3.3 £09 5.7 +16/1.4 £05 2.0 04 6.8 +£10
800 2 [1.5 +05 3.1 +11 35 +17/1.2 104 2.7 +09 3.1 +14[1.3 +04 2.0 +05 4.7 +13
8004 | 0.5 03 0.4 +021.4 +10/0.3 £02 04 £021.3 +09] 0.9 +02 0.7 +03 0.9 +04

6.6

Chapter Summary

In this chapter, we proposed CA-DPS, a method designed to enhance the performance of
DDPMs in solving inverse problems. To achieve this, we derived a closed-form expression
for the covariance of reverse process in DDPMs. We then proposed a method based on
finite differences to approximate this covariance, making it easily obtainable from existing
pre-trained DDPMs. Utilizing the mean and the approximated covariance of the reverse
process, we present a new approximation for the likelihood. Finally, we conducted three
sets of experiments to demonstrate the superiority of CA-DPS: (i) quantitative evaluations
using various metrics to assess the quality of reconstructed images, (ii) qualitative assess-
ments by visualizing some of the reconstructed images, and (iii) testing the proximity of
estimated posterior to the true posterior using a toy dataset with a known posterior.
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Table 6.4: Sliced Wasserstein for the GMM case for the reverse VE SDEs discretized with
Euler-Maruyama.

o=0.01 oc=0.1 oc=1.0
m|CA-DPS IIGDM DPS |CA-DPS IIGDM DPS |CA-DPS IIGDM DPS
111.6+04 1.5 210457 +221.3 104 1.2 10456 +21]0.8 103 0.9+030.9+03
2106 03 04 £036.2 +0s8] 1.0 04 0.5 +£036.2+£24]0.8+02 1.0 +03 1.2 +04
4

1

2

0.4 +02 0.1 £01 - 0.4 +02 0.1 +00 84 £31| 0.7 02 0.2 £01 0.3 +02
2.5 +07 29 +14 91 +13]2.1 108 2.1 +11 4.7 +18] 1.4 £07 1.8 +08 1.9 £ 009
1-2 + 04 0.8 + 0.7 2.2 + 0.9 1.1 + 0.5 08 + 0.7 60 + 2.1 1-3 + 0.3 1-3 + 0.5 1.5 + 0.5
80 4 0-4 + 0.1 0.1 + 0.0 - Oo3 + 0.2 01 + 0.1 44 + 1.6 0-8 + 0.3 0.4 + 0.2 0.5 + 0.3
8001 | 3.2 106 3.2+1068 +12]2.8 105 2810764 +15]1.4 104 1.3 103 1.3 03
800 2 | 1.4 +03 0.8 £05 7.4 +09] 1.2 203 0.8 £04 6.4 £10] 1.3 04 1.1 £03 1.1 203
8004 [ 0.4 +02 0.6 05 - 0.3 202 0.1 £0058 +14] 0.8 03 0.4 02 0.4 £02

Measurement T=1000 T=800 T=600 T=400

[

Ground Truth
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Figure 6.3: Qualitative results on FFHQ dataset.
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Figure 6.4: Qualitative results on FFHQ dataset.
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Chapter 7

Conclusions and future work

7.1 Summary

The primary objective of this dissertation was to integrate ideas from information theory
into the core mechanisms of machine learning, with the goal of improving the performance
of deep neural networks (DNNs). The work is structured into two main parts: the first
focuses on classification DNNs, while the second part shifts attention to diffusion DNNs,
a type of generative model. By addressing both discriminative and generative tasks, this
thesis provides a comprehensive exploration of how information-theoretic and probabilistic
principles can enhance the overall capabilities of modern DNNs.

In the first part of the dissertation, we concentrated on advancing the performance
of classification DNNs from multiple angles: (i) improving classification accuracy in both
centralized and distributed learning environments, (ii) reducing the size and complexity of
DNN models to make them more efficient, and (iii) minimizing the computational overhead
associated with both training and inference. By leveraging information-theoretic principles,
we were able to introduce novel techniques that not only boost accuracy but also address
the pressing challenges of model efficiency and scalability. These improvements are crucial
for deploying DNNs in resource-constrained settings, such as edge devices or large-scale
distributed systems.

In the second part of the dissertation, we extended our focus to generative DNNs,
specifically diffusion models, which have emerged as a powerful tool for generating data
and solving complex inverse problems. Here, we explored the potential of applying prob-
abilistic frameworks to enhance the performance of diffusion models in inverse problem
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settings. Inverse problems, which involve inferring underlying data from incomplete or
noisy observations, are critical in many domains, such as medical imaging, physics-based
simulations, and signal processing. By incorporating probabilistic reasoning into the diffu-
sion model framework, we demonstrate how these models can achieve superior performance
in accurately reconstructing latent variables, thereby broadening their applicability and ef-
fectiveness in real-world tasks.

Throughout both parts of the dissertation, we validate our theoretical findings with
extensive experimental results. These experiments consistently demonstrate that the pro-
posed methods outperform state-of-the-art alternatives across various benchmarks. The
improvements observed in accuracy, efficiency, and robustness highlight the effectiveness of
integrating information-theoretic and probabilistic principles into machine learning, paving
the way for more advanced DNN architectures and applications.

7.2 Contributions
The research presented in this dissertation made the following main contributions:

e We introduced a novel metric, called normalized conditional mutual information
(NCMI), to assess the performance of classification deep neural networks (DNNs).
Leveraging NCMI, we then modified the traditional training loss function used in
standard deep learning approaches. Through extensive experimentation, we demon-
strate that DNNs trained with our method consistently achieve higher accuracy com-
pared to conventional counterparts, proving the efficacy of our NCMI-based approach
in improving classification performance.

e We introduced a novel federated learning mechanism, inspired by information-theoretic
principles, which we refer to as Fed-IT. This approach specifically addresses the class-
imbalance problem, a common challenge in federated learning, by leveraging insights
from information theory to balance the distribution of information across decen-
tralized clients. By approaching the class imbalance from an information-theoretic
perspective, we ensure that the shared global model receives a more balanced and
representative input from each client. This leads to improved learning dynamics and
significantly enhances the classification accuracy of the shared model, demonstrating
the effectiveness of Fed-IT in overcoming the limitations imposed by uneven data
distribution in federated learning environments.
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e We used information-theoretic concepts into the inner-workings of DL, and intro-
duced a new framework for training DNNs which we refer to as coded deep learning
(CDL). CDL aims to substantially compress model weights and activations, reduce
computational complexity at both training and post-training inference stages, and
enable efficient model/data parallelism. Specifically, within CDL, (i) we first pro-
pose a novel probabilistic method for quantizing both model weights and activations,
and its soft differentiable variant which offers an analytic formula for gradient cal-
culation during training; (i) both the forward and backward passes during training
are executed over quantized weights and activations, which eliminates a majority of
floating-point operations and reduces the training computation complexity; (iii) dur-
ing training, both weights and activations are entropy constrained so that they are
compressible in an information-theoretic sense at any stage of training, which in turn
reduces communication costs in cases where model/data parallelism is adopted; and
(iv) the trained model in CDL is by default in a quantized format with compressible
quantized weights, reducing post-training inference complexity and model storage
complexity.

e We leverage probabilistic methods to enhance the performance of diffusion models in
solving inverse problems. By incorporating probabilistic knowledge into the diffusion
process, we refine the model’s ability to recover underlying signals from noisy or
incomplete data. This approach improves the model’s capability to accurately infer
latent variables and reconstruct original inputs in inverse problem scenarios, such as
medical imaging, physics-based simulations, and signal reconstruction.

7.3 Directions for Future Work

Further research on NCMI and CDL, may include the topics listed below:

e In the current version of the conditional mutual information-constrained framework,
we define NCMI within the probability space of DNNs. A potential improvement to
this approach could involve redefining NCMI in the feature space of DNNs.

e The concept of NCMI could be expanded to robust NCMI in order to develop robust
DNNs that are resilient to adversarial attacks.

e By treating the probabilistic quantization method used in CDL as a non-linear func-
tion, we observed an improvement in the classification accuracy of DNNs. This
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insight suggests that the benefits of probabilistic quantization can extend beyond
compression, hinting at a new direction for enhancing model performance. Specifi-
cally, one could modify the activation functions of DNNs in a similar probabilistic
manner to further boost classification accuracy. By designing activation functions
that incorporate probabilistic elements, akin to how quantization operates in CDL,
we can potentially introduce more flexible and adaptive non-linear activation func-
tions, leading to better feature learning and overall model performance.
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