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Abstract

Large-scale machine learning systems such as ChatGPT rapidly transform how we
interact with and trust digital media. However, the emergence of such a powerful technology
faces a dual-use dilemma. While it can have many positive societal impacts in providing
equitable access to information, ML systems can also be misused by untrustworthy entities
to cause intentional harm. For example, a system could unintentionally disclose private
information about its training data and jeopardize the privacy of individuals in the training
data. The system’s generated content could also be misused for unethical purposes, such
as eroding trust in digital media by misrepresenting generating content as authentic.
Providing untrustworthy users with these new capabilities could amplify potential negative
consequences emerging through this technology, such as a proliferation of deep fakes or
disinformation. I analyze these threats from two perspectives: (i) Data leakage, when the
model cannot be trusted because it has memorized private information during training, and
(ii) Misuse when users cannot be trusted to use the system for its intended purposes. This
thesis presents five projects to assess these risks to the privacy and security of ML systems
and evaluates the reliability of known countermeasures. To do so, I assess the privacy
risks of extracting Personally Identifiable Information from language models trained with
differential privacy. As a method of controlling unintended use, I study the effectiveness
and robustness of fingerprinting and watermarking methods to detect the provenance of
models and their generated content.
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Chapter 1

Introduction

Large machine learning (ML) systems, such as ChatGPT, fundamentally shape how we
interact with and trust digital media. Training ML models can require vast resources in
terms of computation and data (collection, curation, and validation), which means that there
are few model providers and many users. If used responsibly, providing many with access
to ML models can have numerous positive societal impacts in areas such as educatin [
healthcare [/1, 106 or scienti c research |2, 4(]. However, the emergence of such a powerful
technology also faces a dual-use dilemma. A few untrustworthy users could attempt to
use the provided model for unintended purposes and amplify its potential negative impact.
For example, the ability of ML systems to process large datasets can provide users with
access to information. However, if the model lacks privacy, it could inadvertently disclose
sensitive information from the training data to unauthorized usersZ/]. Privacy concerns
have already led to a temporary ban on ChatGPT in Italy [154] and at corporations such
as Apple and Samsungd), 221] over fears of leaking personal or proprietary information.
Attacks have been demonstrated to extract at least 1% of the training date’[]. The use

of ML systems in industries like healthcarel[19 or nance [20] is restricted due to a lack
of privacy. Instead of attacking the dataset, users could also use the model for unintended
purposes that violate fair use or are unethical. For example, the ability to generate realistic
content can also be used to create online spar?[ 204, disinformation [17], or deceptive
personalized attacks{4]. The single largest reported online fraud in 2021 involving voice
deepfakes already caused 835 million in damages [5]. This thesis analyzes three risks
an ML model provider faces with untrustworthy users: (i) data privacy, when access to the
model reveals sensitive information about its training datal[>, (i) model stealing, where a
usage agreement limits unauthorized redistribution146 ] and (iii) model misuse, where
the model's capabilities are used unethically to manipulate or deceive others [145, ]
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Chapter 3 Chapter 4 Chapter 6

Chapter 5 Chapter 7

Figure 1.1: Threats when deploying ML models to (i) prevent leaking private information,
(i) deter model stealing, and (iii) control misuse of the model's generated content.

Problem Statement. Responsible ML model providers must integrate privacy and
security mechanisms to control these threats in compliance with the \Al Executive Or-
der" [65] and the \EU Al Act" [ 60]. Defenses have two objectives: (i) they must preserve
the model's capabilities for trustworthy users and (i) reliably control potential threats from
untrustworthy users. However, assessing a defense's reliability can be notoriously di cult
due to the complexity of ML models. Defenses with certi able guarantees are provably
secure within their threat model but often substantially degrade the model's utility or
assume unrealistic threat models. Empirical defenses better preserve utility but can lack
reliability when stronger attacks that were previously unknown are discovered. This raises
the following research question that | will investigate in this thesis.

How can security mechanisms be designed and tested to control unintended
use of a provided model in the presence of untrustworthy users?

This thesis focuses on advancing the theory and practice of designing defenses and testing
their reliability when providing ML models to many users where a few are untrustworthy.



1.1 Contributions

To answer this question, | explore several key research questions. These questions are
connected, as ndings from one project often inform the next. Below are the main questions
investigated in this thesis.

(&) Can dierential private training prevent leaking personal data in language models?
(b) How robust is watermarking for deep image classi ers against handcrafted attacks?
(c) Do deep classi ers have identifying codes that enable the detection of stolen models?

(d) Are learnable image watermarking methods more robust than handcrafted methods at
controlling misuse with generative machine learning models?

(e) How robust are image watermarks against adaptive, learnable attacks?

Below, | summarize the steps | took to address these research questions.

1. To answer (a), | ne-tune language models with di erential privacy on datasets that
contain personally identi able information (PIl). Then, | design three attacks to
measure the leakage of PIl empirically.

2. To answer (b), | systematically study on the robustness of existing watermarking
methods for image classi ers. | propose taxonomies and tests that measure a method's
robustness and handcraft adaptive attacks.

3. Results from (c) show that an attacker can handcrafadaptive attacks to evade
detection. | formulate ngerprinting as an objective function and show that robust
ngerprints exist against known attacks. The ngerprint consists of a new subclass of
transferable adversarial examples that uniquely identify a classi er and its surrogates.

4. (b) and (c) investigate black-box watermarking to deter model stealing, but misuse
with deepfakes operates under a threat model | term aso-box | improve the
robustness of watermarks in (d) by designing &arnable watermark that can be
optimized e ciently and show its robustness against state-of-the-art attacks.

5. From (d), | found that the ability to optimize can enhance a watermark’s e ectiveness
and robustness. This motivated (e) the design of an adaptive attack that can be
optimized against a watermarking method when only the algorithm is known. | show
that such attacks break all existing watermarks, and | believe they are a good method
of assessing a watermark’s robustness in the future.
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1.2 Overview

Five projects explore three threats when providing ML systems to untrustworthy users.
Chapter 2 summarizes background on machine learning, watermarking, and di erential
privacy.

" Privacy : Chapter 3 presents the threats related to leaking Personally Identi able
Information (PIl) with ne-tuned language models, proposes attacks to measure
leakage, and shows that existing defenses can limit but not prevent PIl leakage.

Model Stealing : Chapter 5 introduces the threat ofmodel stealingand proposes

a ngerprinting method for deep neural network classi ers that withstands model
extraction attacks. | propose a new subclass of transferable adversarial examples,
called conferrable examples, and generate conferrable examples for ngerprinting. In
Chapter 4, | systematically investigate the reliability of watermarking to detect stolen
models against adaptive attackers who design speci ¢ attacks against known defenses.

Model Misuse : Chapter 6 describes dearnable watermarking method for pre-
trained deep image generators with higher e ciency and robustness than existing
methods. Chapter 7 proposes a framework to test the robustness of image watermarks
against learnable attacks that require only the watermarking method's algorithmic
description.

Chapter 8 summarizes the contributions from this thesis and outlines directions for future
work.



Chapter 2

Background

This section provides an overview of training machine learning models for tasks such as
image classi cation, image generation, and causal language modeling. Chapter 3 uses
language models, Chapters 4 and 5 use deep image classi ers, and Chapters 6 and 7 use
deep image generators. | review key concepts in di erential privacy, including membership
inference [244], and introduce watermarking and ngerprinting.

2.1 Machine Learning

In this thesis, | study machine learning (ML) models and analyze threats posed by these
models when deployed to potentially untrusted users as part of an ML system.

De nition 1  (Machine Learning System) An integrated framework that includes data
processing, model training, evaluation, deployment infrastructure, and security and privacy
mechanisms to facilitate the deployment of machine learning models to its users.

2.1.1 Image Classi cation

Deep image classi ers are trained using a set of labeled images, typically denoted as
(x;y) 2D Y , wherex represents an image any is its corresponding label. BYO:D!Y

we denote an oracle labeling function that returns the ground-truth label of an image. The
goal of training deep image classi ers involves ne-tuning the parametersof the classi er

f to imitate the ground-truth labeling function on unseen data accurately.
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Loss Function. The training process involves minimizing a loss functiori, (f (x);y),
which measures the di erence between the predicted and actual labels. A common choice is
the cross-entropy loss.

X
L(f (x);y) = Y log(f (x«)) (2.1)

k=1

Optimization The classi er's parameters, , can be optimized using Stochastic Gradient
Descent (SGD). The update rule in SGD is:

roL(f (x);y) (2.2)

where is the learning rate. Training occurs in epochs, each involving a pass through
the entire dataset. For e ciency, the data is divided into batches, and is updated after
computing the loss for each batch. After training, we measure the accuracy of a classi er
on an unseen test set.

2.1.2 Image Generation

We summarize two types of image generation models: Generative Adversarial Networks
used in Chapter 6 and Latent Di usion Models used in Chapter 7.

Generative Adversarial Network

Generative Adversarial Network (GANS) [5] de ne a generatorG : Z ! D that maps
from a latent spaceZ to imagesD and a discriminatorF : D ! f 0; 1g that maps images to
binary labels. The labels representeal and fake images. LetD D be an image dataset
and let g; ¢ be parameters for a discriminator and generator. The unsaturated logistic
loss for GANSs is written as follows.

Lean = ED[|09F( FiX)] + E [log(1 F( r;G( 6;2)] (2.3)
X ZN (0:19)

During training, the discriminator learns to classify real and fake images, and the generator
learns to fool the discriminator.

StyleGAN [117. StyleGAN is a speci c GAN architecture that introduces a mapper
f :Z!'W ,which maps latent codes into an intermediate latent spad&/'. This intermediate
latent space consists of so-callestylesthat enable ne-grained control over the synthesized



image. Since its inception, the basic StyleGANL[.Z] has been revised many times leading
to the development of StyleGAN2 13, StyleGAN3 [114] and recently StyleGAN-XL [199].
These generators have achieved state-of-the-agierformance on many image generation
datasets, including ImageNet [47].

Latent Di usion Models

Latent Di usion Models (LDMs) are state-of-the-art generative models for image synthe-
sis [L9(. Compared to Di usion Models P09, LDMs operate in a latent space using xed,
pre-trained autoencoder consisting of an image encoderand a decodeD. LDMs use a
forward and reverse di usion process acrosk steps. In the forward pass, real data point
Xo is encoded into a latent pointzo = E(Xg) and is progressively corrupted into noise via
Gaussian perturbations.

P —
Azijze )= N z; 1  z 15« ; t2f0;1;:::;T 1g;

where . is the scheduled variance. In the reverse process, a neural netwbrlguides the
denoising, takingz; and time-stept as inputs to predictz, ; asf (X¢;t). The model is
trained to minimize the mean squared error between the predicted and actual ;. The
outcome is a latent?, resemblingz, that can be decoded intoRy = D(zy). Synthesis in
LDMs can be conditioned with data from di erent modalities, such as textual prompts.

2.1.3 Language Modeling

Language models (LMs) learn the conditional probability distributionPr(w;jwy;: ;5w 1)
over sequences of tokens,;:;;w;, from a vocabularyV. By applying the chain rule, we can
obtain the probability that an LM  assigns to a sequencs;; ::; Wy:

Y
Pr(wy;:iWas )= Pr(wijwy w5 ) (2.4)
i=1
State-of-the-art LMs are based on the Transformer neural network architecturej(]. During
training, one objective is to maximize the negative log-likelihood of the LM predicting the
next token in training sentences given a pre X.

Equation (2.4) gives a probability distribution over all tokens in the vocabularyv and
can be represented as a tree witfyj branches on each level. Text is generated iteratively by

Ihttps://paperswithcode  :com/dataset/ffhq



traversing the tree using greedy decoding, tok-sampling 7], or a beam search algorithm
while conditioning the LM on all preceding tokens. Autoregressive LMs, such as GPT-2,
only allow sampling the conditional probability of the next token based on are x, whereas
masked LMs, such as BERT [48] also consider a sampleisx in the query.

Perplexity.  The \optimal" solution to the training objective is to memorize each
record [27]. This is both intractable and undesirable, as the goal is for LMs to generalize
beyond their training dataset. In practice, learning means that only a fraction of the
training dataset is memorized 107 and that some memorization is likely necessary to
achieve high utility [67]. The model's utility is evaluated by its perplexity on an unseen
test set of sentences. A low perplexity implies a high utility on the dataset.

|

1 X '

PPL(wy; 5wy, )=exp ~ log Pr(wijwy; w5 )
i=1

2.2 Privacy

2.2.1 Dierential Privacy

Di erential Privacy (DP) has become a popular notion of privacy. Recall its de nition:

De nition 2  (Approximate Di erential Privacy [ 55]). Let " > 0 and 2 [0;1]. A
mechanismM : X | Y is ("; )-dierentially private if for any pair of adjacent datasets
(D; D9 and measurable set of output® Y,

Pr(M (D)20) e Pr(M(D%20)+

Contrary to many other de nitions of privacy, such ask-anonymity [19¢, DP is a worst-
case guarantee that must hold for all possible datasets. The scope of privacy protection
enters the de nition via the notion of adjacency and is independent of the data distribution.
For instance, one may consider datasets adjacent when they di er only in one record or in
the data pertaining to one user. Many desirable properties of DP, such as robustness to
postprocessing and composition, derive from this independence.

However, the data independence of DP can also be a limitation e.g., when sensitive
content is shared within groups of users of unknown size. In these cases, the sensitive nature
of the content is de ned by its context and cannot be represented by an adjacency relation
between pairs of datasets as pointed out by Brown et dl18] Nevertheless, DP enjoys
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increasing popularity, and Di erentially Private SGD [1] has been successfully applied to
training large LMs by exploiting the transfer learning setup that is common among most
state-of-the-art NLP models [247, ].

2.2.2 Membership Inference

In membership inference attacks’f44, 28, 205, an adversary seeks to determine whether
a particular data record was used in the training dataset of a machine learning model.
Successfully inferring that a particular data point was used to train a model could reveal
sensitive information about an individual P59, for example, if someone participated in
a study related to a particular diseasel[37]. A membership inference attack is based on
the observation that machine learning models often behave di erently on data they have
seen during training than unseen data3[/]. Algorithm 1 shows the security game for a
membership inference attack according to Yeom et gl244] where an attacker wants to
predict membership for a challenge poink given access tx, a model with parameters ,
the size of its training datasetn, the data distribution D and the training algorithm T.

Algorithm 1 Membership Experiment (Yeom et al. [244])
1. Input: Adversary A, Dataset sizen, Data distribution D, Training algorithm T

22D D" . sample training data
32 T (D)

4: b f 0;1g . Ip a fair coin

5: X x D ifb=0 sample the challenge point
' x D ! otherwise '

6D A (x; ;n; D;T) . predict membership
7: return [B= b . evaluate correctness

Algorithm 1 rst draws n i.i.d. samples from the data distribution and trains a model
using the training algorithm T (lines 2-3). Depending on the outcome of an unbiased
coin ip b (line 4), a challenge pointz is sampled from the training dataD or the data
distribution (line 5). Then, the adversary is asked to predict the coin ip, given access to
the challenge point, model, training size, data distribution, and the training algorithm. An
attacker's success is the adversary's advantage over a random guessing baseline. We refer
to Salem et al.[195] Humphries et al.[98] for variations of the membership experiment
security games and related privacy threats.



2.3 Provenance Veri cation

This section describes methods to verify the provenance of (i) models or (ii) their generated

content to detect unintended use not speci ed in the usage agreement, such as the model's
unauthorized redistribution (Chapters 4 and 5) and misusing the model's generated content

to manipulate others (Chapters 6 and 7). We consider one model provider, such as OpenAl
or Google, who develops a model through data collection, curation, model training, and

validation and provides this model to potentially untrustworthy users.

2.3.1 Watermarking

Watermarking methods embed a hidden message into content that is later extractable using
a secret watermarking key. We study watermarking methods that can extract messages
from (i) access to the model or (ii) the model's generated content. Watermarking cannot
prevent unintended use but can monitor and deter it by enabling its detection.

De nition 3  (Source Model) One entity (the model provider) develops a source model
independently by training it locally on a dataset with ground-truth labels. A surrogate relative
to the source model is any model that uses its outputs during training; otherwise, it is a
reference model if it does not use the source model's outputs during training.

De nition 4  (Suspect Model) A suspect model is a model for which it is unknown whether
it is a surrogate or a reference model relative to a source model.

De nition 5 (Watermarking Method). A watermarking method de nes a key generation,
an embedding, and a detection algorithm.

KeyGen ( ; ;D ): A randomized function to generate a watermarking key

given a security parameter and optionally a source model and a datasetD.
N

Embed(; ;m ): Given a watermarking key , a messagen M and a source
model and outputs a marked model" embedded with a messagen.

p Verify (O("); ;m;D): Given access to a suspect modé] denoted byO("), this
function returns a p-value p 2 [0; 1] to reject the null hypothesis that the extracted
message andn are similar by random chanceD is an optional input to Verify that
contains auxiliary information, such as the content generated by the model during
inference. Verify  uses a sub-procedur&xtract (O(")) that extracts a message
from access to the model or its generated conte@(").
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A veri er is an entity with access to the secret key and embedded message whose goal
is to determine the presence of the message by invokixgrify . Throughout this thesis,
we use adecision threshold = 0:05 to detect the presence of a watermark. A watermark
is retained if Verify returns p < ; otherwise, it isremoved Watermarking methods can
be categorized by the veri er's acces@(") to the suspect model during veri cation.

" White-box watermarking methods require access to the suspect model's parameters
to detect the presence of a watermark, which includes access to intermediate activations
and the model's outputs on veri er-chosen inputs.

Black-box watermarking methods have only API access to the suspect model. With
API access, the veri er can choose an input (e.g., an image or a textual prompt) and
observe the generated nal outputy, but not any intermediate outputs or parameters.

No-Box watermarking methods can access only generated outputs of the suspect
model on attacker-chosen inputs. For instance, a watermark for image generation
models must be detectable in any high-quality image generated by the model.

We refer to the watermarked contentas the medium that a veri er can access to detect the
presence of the watermark. In the no-box setting, this refers to the content generated by
the watermarked model on attacker-chosen inputs. In a black-box setting, the watermarked
content is the model's input-output functionality, and in the white-box setting, it refers

to access to the model's parameters. White-box watermarking methods assume the most
capable veri er, who can also verify black-box and no-box watermarks. Similarly, a no-box
watermark can be veri ed with white-box or black-box access to the model.

Watermarking Method Properties

We describe three properties of watermarking methods depending on the access of the
KeyGen algorithm to the source model parameters and datasetD and of the Verify
algorithm to the content D' generated by the source model during inference.

1. Model-Independent [3, 255: Model-independent watermarking methods generate
a watermarking key without access to the source model, e.g., by modifying the source
model's training data before training it from scratch.

2. Model-Dependent [127, 34, ]: The key generation procedure depends on the
source model, which is used, for example, to generate adversarial examples]|
speci ¢ to the source model 127, 34] or use bi-level optimization to jointly optimize

over the source model and the watermarking key [109].
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Requirements Description

Fidelity The impact on the source model's task accuracy is small.

Robustness Any accurate surrogate models should retain the watermark.

Integrity Models trained without access to the source model do not retain the
watermark.

Capacity The watermark allows encoding large message sizes.

E ciency Generating keys, embedding, and verifying the watermark is e cient.

Undetectability An adversary cannot detect the watermark e ciently without access

to the secret watermarking key.

Table 2.1: Requirements for ideal watermarking.

3. Active [216]: An active method means that the provider controls the model during
inference, which allows the storage of all incoming queri€s to the source model.
For example, the provider can modify the model's response to some challenge points
during inference and test the suspect model's response to these challenge points during
veri cation.

Watermarking Requirements

Table 2.1 speci es the requirements for ideal watermarking. We formalize two security
properties that we focus on in this thesis: robustness and integrity. Any modi cation
to the watermarked content has the potential to corrupt the message, thus requiring a
statistical test to determine the similarity between the extracted and embedded messages.
Watermarks can always be removed by substantially degrading the content's quality, such as
deriving inaccurate surrogate models or introducing strong noise to a watermarked image. A
watermark is robust if its presence can be correctly veri ed with high con dence (i.e., with
low p-values) unless the watermarked content's quality has been degraded substantially.

Let T (D)and ¢ T (D) be a source and a reference model trained on the same
dataset. Given a watermarking key KeyGen (; ) generated using security parameter
and source model parameters, let ©  Embed( ; ;m ) be the model watermarked with
a key-message pair,m. We de ne a quality function Q that evaluates the quality of the
watermarked content. Without loss of generality, letQ return 1 for high-quality content
and 0 otherwise. LetA be a randomized removal attack with white-box or black-box access
to the watermarked content and letGy, A (") be the output of the attack.

De nition 6  (Robustness) We call a watermarkrobust if, for any randomized removal
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attack A, the following condition holds for some; > 0.

Pr[Verify (O(Gw); ;m)> andQ(Gw)=1]< ; (2.5)

De nition 7 (Integrity) . We say that a watermarking method haisitegrity if the watermark
is not falsely detected in independently trained reference models for sorpe 0.

Pr[Verify (O( o); ;m)< ]< , (2.6)
These two parameters are the false negative rate and the false positive rate ,.

Hypothesis Testing

The hypothesis test used by/erify to determine the presence of a multi-bit messaga
given acces®( ) to the watermarked content can be described as follows. After extracting
m® Extract (O( )), we calculate the p-value to reject the following null hypothesis.

Ho : m and m® match by random chance.

Let m; m° be bit-strings of lengthn, and k is the number of matching bits. The expected
number of matches by random chance follows a binomial distribution with parameters
and expected value . The p-value for observing at leask matches is given by:

p=1 CDF(k 1;n;05) (2.7)

Where CDF represents the cumulative distribution function of the binomial distribution.
Di erent hypothesis tests [L1(] can be applied, for example, when the message space does
not consist of bits [236].

Watermark Removal Attacks

We consider an attacker with black-box API or white-box access to the watermarked model.
Then, we identify the following four attack categories.

" Input Preprocessing attacks preprocesses inputs before passing them to the (stolen)
surrogate model (e.g., to detect whether the query was made to verify a watermark).

N

Model Modi cation  attacks modify the surrogate model's parameters, for example,
by ne-tuning [227] it on a di erent dataset or pruning [264] its weights.
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N

Model Extraction attacks train a surrogate model from scratch using the source
model's outputs [224] on data provided by the adversary.

" Content Postprocessing attacks modify the content generated by a model to
remove a watermark while preserving the content's quality.

Model extraction and content postprocessing attacks require only black-box access to the
watermarked model, whereas Model modi cation and Input Preprocessing attacks require
white-box access to the source model. It is possible to create combined attacks belonging to
multiple categories, e.g., extracting a surrogate model through a black-box API and then
adding a postprocessor to its generated outputs.

2.3.2 Fingerprinting

Fingerprinting is a method that extracts an identifying code from an already trained source
model. It does not require modifying the source model; thus, it always satis es the delity
requirement from Table 2.1.

De nition 8  (Fingerprinting) . A ngerprinting method de nes two algorithms to generate
a ngerprinting key and verify a ngerprint.

~

KeyGen ( ): A randomized algorithm to generate a ngerprinting key given
the parameters of a source model

N

p Verify (O("); ): Given access to a suspect modél(”) and a ngerprinting key

, this algorithm extracts a ngerprint using a subprocedureExtract and outputs a
p-value p 2 [0; 1] to reject the null hypothesis that the extracted and given ngerprint
match by random chance.

We focus on black-box ngerprinting methods for image classi ers, where the nger-
printing key consists of a set of image-label pairs f (x;m)gand (x;m)2D Y . The
veri cation algorithm rst extracts the predicted labels for each image in the ngerprinting
key and computes an error rate to the expected labels in the key. We use a statistical test
from this error rate to calculate ap-value that the ngerprint is retained.

14



2.3.3 Convincing a Third Party

Watermarking can be used to protect the Intellectual Property of ML models, where the
goal is to convince a third party of the presence of a watermark in a model. However,
an attacker could attempt to forge watermarking keys to falsely claim ownership over a
model [L6§ 63, 133. Adi et al. [3] and Liu et al. [138]describe the need for timestamped
commitments necessary to implement watermarking or ngerprinting for purposes such
as model ownership veri cation. For example, the model provider needs to commit to
the watermarking keys before the model becomes available; otherwise, the attacker could
generate their own keys for the modell3g. Preventing these attacks requires using
an append-only board to store the commitment and a binding and statistically hiding
commitment scheme such as a cryptographic hash function (as the key must remain secret).
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Chapter 3

Analyzing Leakage of Personally
ldenti able Information in Language
Models

This chapter is adapted from work {5(] that was published at the 2023 IEEE Security and
Security Symposium. It studies the privacy of personally identi able information, such

as names and addresses, when an attacker has black-box API access to a language model
ne-tuned on sensitive training data. Our main contributions are novel attacks that can
extract up to 10 more PIl sequences than existing attacks, showing that sentence-level

di erential privacy reduces the risk of PII disclosure but still leaks about 3% of PIl sequences
and a subtle connection between record-level membership inference and PII reconstruction.

3.1 Motivation

Language Models (LMs) are fundamental to many natural language processing tasks [L64].
State-of-the-art LMs scale to trillions of parameters(f] and are pre-trained on large text
corpora (e.g., 700GB 184). Pre-trained LMs are adapted to downstream tasks by ne-
tuning on domain-speci ¢ datasets such as human dialogs(] or clinical health data [229
which may contain private information.

Memorization has been demonstrated to be a privacy concern in LMs/. The threat
is that an attacker learnsby whomthe training data was provided, known as membership
inference P05 ! ) ] and about whomit contains information, known as data
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Figure 3.1: An illustration of PII extraction, reconstruction, and inference attacks.

extraction [27, i , 29, 107. These two categories can be disjoint but associations in
the latter can be used to infer information about the former. For LMs, data extraction is a
signi cant threat in practice since attackers with black-box APl access have been shown to
extract at least 1% of the training data [29].

Existing work focuses on nding a lower bound omny kind of memorization but does not
di erentiate public and private leaked information. For example, leaking highly duplicated
common phrases is not a privacy violation according to the GDPR ] as opposed to leaking
Personally Identi able Information (PII). In practice, any LM trained on real, sensitive
data has to protect PlI, but memorization of PIl is not well understood. We believe that a
comprehensive study on the risk of Pll memorization in LMs is missing.

Consider a service provider who wants to deploy a next-word prediction LM for composing
e-mails, such as Google's Smart Compos&]. Their goal is to train an LM with high
utility that does not leak PIl and make it available as a black-box API. The threat is an
attacker who learns PII, such as names, addresses or other sensitive information through
the LM. Extracting any PII by itself, such as a personal address, can already pose a privacy
threat. This threat is elevated when an attacker can associate a piece of Pll to a context,
for example, \In May 2022, [MASK] had chemotherapy at LHS". As a part of this chapter,
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we study the feasibility of such attacks on LMs in practice. Figure 3.1 illustrates the type
of PIl attacks proposed in this work.

Defenses against memorization are based on dataset curation and algorithmic defenses.
PIl scrubbingis a dataset curation technique that removes PII from text, relying on Named
Entity Recognition (NER) [124 to tag PIl. Modern NER is based on the Transformer
architecture [23(] and has mixed recall of 97% (for names) and 80% (for care unit numbers)
on clinical health data, meaning that much PII is retained after scrubbingZ29. Machine
learning pipelines incorporate algorithmic defenses such as di erentially-private training
algorithms [56, 1] to ensure record- or user-level provable privacy guarantees.

Problem. Scrubbing and Di erential Privacy (DP) protect the privacy of training data
at the cost of degrading model utility. Aggressively scrubbing for better privacy drastically
harms utility. Similarly, with DP training, utility reduction is inversely proportional to the
privacy budget spent, determining the noise added. Figure 3.2 illustrates how scrubbing
and DP on their own and, when combined together, degrade utility (increase perplexity)
of LMs of di erent sizes compared to a completely undefended model. We observe that
scrubbing results in similar perplexities as when training with DP. Although the privacy
guarantees o ered by a DP model are well-studied, the contribution of DP guarantees,
when applied at record- or user-level, towards mitigating Pl disclosure is unclear.

Di erential privacy provides guarantees under the assumption that records are unlikely
to be duplicated, which may not be the case for realistic datasets/j. Pll is often duplicated
across multiple records and users. Consider the example of an e-mail dataset, where a
person's address circulates within a group of users. In this case, even though the address is
known by many, it cannot be considered public informationl[9]. However, a di erentially
private LM may still leak it. A simplistic mitigation might be to apply DP at a group
level, but groups and their sizes are not always knowen priori, and group-level DP under
worst-case assumptions has a deleterious impact on model utility.

Quantitatively measuring the protection o ered by PII scrubbing or DP is an open
problem. There are no existing metrics to analyze the risk of Pll leakage in an end-to-end
machine learning pipeline where defenses such as DP and PII scrubbing are at interplay.
To this end, we focus on empirically measuring Pll leakage to enable practitioners to make
informed decisions and tune their privacy mitigations for a desired privacy/utility trade-o .

Overview. We address this problem with novel attacks and metrics that allow quanti-
tatively assessing leakage of Pll. We identify three threats for Pll leakage: (i) extraction,
(if) reconstruction, and (iii) inference, and provide game-based de nitions for them.

PIl extraction measures the fraction of PIl sequences that an attacker can discover from
an LM without knowing about the model's training dataset. Some PII, such as addresses
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or names, candirectly re-identify (and harm) an individual even if the attacker cannot
reconstruct the context. For example, consider a health dataset with notes from cancer
patients. Leakage of a user's Pl indicates that they had cancer, which is revealed to an
uninformed attacker.

PIl reconstruction and inference assume a more informed attacker, similar to that of
membership inference, who has some knowledge about the dataset. For example, when
an attacker wants to learn more PII about a user, they can form masked queries (e.g.,
\John Doe lives in [MASK], England”) to the LM and attempt to reconstruct the missing
PIl. In PII inference, the attacker additionally knows a set of candidates (e.g., London,
Liverpool), and their goal is to infer the PII from that set. In short, PIl extraction considers
an uninformed attacker without any knowledge of the data distribution or the training
dataset, Pll reconstruction assumes partially informed attacker with knowledge about
the context in which PIl may occur, and PII inference assumes anformed attacker who
additionally knows potential candidates for PII.

For these attacks, we formalize how leakage can be measured exactly and show that
these formulas are intractable. For this reason, we propose concrete attack algorithms that
approximate this ideal leakage which is con rmed in our evaluation. Our attacks can be
applied to any LM. We focus on generative LMs as they are deployed in practice to generate
large amounts of text. We evaluate our attacks on 4 variants of the GPT-2 model{4]
released by OpenAl ne-tuned on 3 domains: (i) law cases, (ii) corporate e-mails, and
(i) reviews of healthcare facilities.

Our attacks can extract PIl with a precision approximately twice as high as that from
related work, even when the model has been trained with di erential privacy. We identify
factors that increase the risk of Pll leakage. Additionally, we discover new insights about
the connection between record-level membership inference and PII reconstruction attacks.
Using our metrics for the rst time, we measure the e ect of DP on protecting PIl leakage.
We empirically demonstrate that record-level DP limits the threat of Pll leakage to a large
extent but does not eliminate it completely. These results are a positive motivation for
future research to design defenses that improve the privacy/utility trade-o . For example,

a less aggressivieeuristic scrubber that considers the contribution of other defenses, such
as DP, in the ML pipeline. To enable such research, we make our code publicly available.
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Figure 3.2: Utilities of LMs trained (i) undefended, (ii) with scrubbing, (iii) with DP
(" = 8), (iv) with scrubbing + DP, and (v) with masked outputs in an ablation study over
the LM's size on the ECHR dataset (see Section 3.5 for details).

3.2 Background

3.2.1 PIl and NER

Personally Identi able Information (PII). PIl in natural language is data that can
re-identify an individual. PIl can be adirect identi er when leakage of that data alone

IS su cient to re-identify an individual, or quasi-identi er when only an aggregation of
many quasi-identi ers can reliably re-identify an individual. Examples of direct identi ers

are names, phone numbers, or addresses, whereas quasi-identi ers are a person's gender or
description of their physical appearance. We use the same de nition as Pian et 4i.77]

and provide more details on the de nition of PIl in Appendix B.5.1. The combination of
quasi-identi ers “gender’, “birth date', and “postal code' re-identify between 63 and 87% of
the U.S. population [74].

Named Entity Recognition (NER). In practice, accurately tagging PIl in a text
corpus is challenging without human curators![/7. When datasets are large, it is necessary
to rely on Named Entity Recognition (NER) [L67. State-of-the-art NER, such as Flair {],
NLTK [ 13 or spaCy P1], are based on Transformer neural networks trained in a supervised
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Figure 3.3: A training pipeline to mitigate leakage of personally identi able information
and membership inference.

manner to classify sequences of tokens as PII. In practice, training NER models is challenging
because de ning what constitutes Pll can change over time and is dependent on the
surrounding context [L&]. Moreover, (i) training NER requires domain-speci c, labeled
training data, (i) NER models make errors (i.e. a subset of PIl remain unrecognized),
and (iii) existing, publicly available NER models only aim for de-identi cation but not
anonymization [L77. This means that complex PIlI, whose detection requires natural
language understanding, such as a description of a person's appearance, is not tagged by
any publicly available NER.

PIl Scrubbing. Data curation techniques used in machine learning training pipelines,
such as the one illustrated in Figure 3.3, apply scrubbing as a method to de-identify
textual data [177. The key idea is to tag known classes of PIll using pre-trained NER
modules such as Flair{] or spaCy to remove or replace all tagged PII. In this chapter,
we use the common technique of scrubbing PII by replacing them with [MASK] token.
Weaker forms of scrubbing are possible, where PIl sequences are replaced with entity tags
such as[NAME] or [LOCATION] or where all occurrences of the same piece of PIl are
replaced with the same sequence (e.g., using a salted hash function). These scrubbers retain
relations between pieces of Pll and trade privacy for utility. For example, an attacker who
reconstructs a pseudonym in many sentences is more likely to re-identify the person by
linking auxiliary information about the person contained in the sentences. Our method of
scrubbing maximizes privacy at the expense of (some) utility.

Formalism. Studying leakage of PIl in LMs requires labelled data, which is di cult to
obtain due to the elevated measures to protect Pll. We study leakage of PII in undefended
and DP models by using existing NER taggers. For any given candidate PG 2 V
appearing in a sequencs&, we call all tokens preceding the PII thepre x and tokens
following the PII the sux . Given a token sequenc& = w;y;:;;w, 2 V , we de ne the
following functions:
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Extract (S): For a sequenceS 2 V , return all Pll sequences identied, C =
fCy; GG Sg.

Sample (S;N; ): Given a prompt S, a numberN 2 N and an LM , this probabilistic
function generatesN sentences from, for example using a randomized beam search.
This necessitates only black-box access to the conditional probability distribution in
Equation (2.4).

Split (S;C): Given a sentenceS containing C, this function returns a pre x S, and
sux S; such that S = S,CS;. We assume thatC occurs exactly once or if not, that
C uniquely identi es an occurrence.

Fill-Masks (S): Given a sentenceS containing [MASK] tokens, this function uses
a public masked language model to Il each mask with the top predicted token.
Appendix B.6 describes an implementation.

Algorithm 2 shows the scrubbing algorithm we use in this chapter. It iterates over sentences
in the dataset, extracts all candidate PIl sequences, and replaces them w[MASK].

Algorithm 2 PII Scrubbing

1: procedure Scrub (D)

2:

3
4
5
6:
7
8
9

DO ;
for S2 D do
C Extract (S) . Tag PIl with NER
for C2Cdo
Sp;S1 Split (S;C)
S Sp[MASK]S;
D? DO[f Sg
return DO

3.2.2 Problem Setting

We study the problem of PII leakage through ne-tuned LMs, where pre-trained publicly
available LMs are ne-tuned on private data. Figure 3.3 shows the training pipeline that
we consider. Given a set of uncurated training data, the rst step consists of data curation,
such as PII scrubbing or record-level de-duplication. The second step consists of algorithmic
defenses, such as training with di erential privacy. Finally, the trained model is deployed

22



Model Access Masked Training Data Candidate PII

Extraction ) o o
Reconstruction [ ) O o
Inference ) O O

Table 3.1: A summary of the di erence in threat models between our three PII attacks.
(© black-box access® not available, O available)

through a black-box APl exposing only the prediction vector for the next token. Model
parameters and intermediate features are kept behind the API boundary.

Our goal is to study to what extent (i) information memorized by the LM constitutes
sensitive information such as PII, (ii) whether existing defenses are su cient to prevent
leakage and (iii) studying the privacy-utility trade-o s between all defenses, e.g., whether
less aggressive scrubbing can potentially be utilized when the LM is trained with DP.

Why DP cannot (always) mitigate Pll leakage? We emphasize that although
both PII scrubbing and DP mitigate privacy risks, they protect against a di erent kind
of leakage. Di erential privacy protects against singling out individual records or users.
It implicitly assigns a privacy cost to using information in the training dataset which is
oblivious to di erent occurrences of the same information across multiple records or users.
This is an e ective method to mitigate risks of disclosindyy whomdata was contributed
but it does not take into accountabout whomthe content is.

However, in real-world datasets, the nature of sensitive content|i.e. content that is not
shared widely|makes protecting by whoma reasonable proxy to protectabout whom For
example, consider a piece of sensitive information circulating only within a small group of
contributors (e.g., \Jane Doe was diagnosed with cancer"). DP protects each contributor's
authorship from disclosure, but the information itself is leaked through the LM. Disclosure
of personally identi able information is a common cause of leakingbout whomtraining
dataset samples are which makes it an ideal candidate to study to what degree these two
privacy mitigations are complementary to each other or redundant.

3.3 Threat Model

Adversary's Capabilities. We consider an adversary with black-box API access to an
LM. Our adversary can query the entire probability vector of the next most probable token
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on any given prompt. Table 3.1 summarizes variations in the threat model for the three
Pll-related attacks proposed in our work: Extraction, Reconstruction, and Inference.

When the adversary has access to scrubbed training data, it can observe a sentence
such as \On May 23rd, [MASK] was admitted to the hospital", where [MASK] is the
placeholder for PII that has been redacted. Additionally, we consider an attacker with
auxiliary information about candidates for the masked PII. In that case, we assume that
the correct, masked PIl is in the set of candidate PIl. We refer to these attacks as PII
\reconstruction" and \inference", respectively.

Querying LMs behind APIs typically has a monetary cost. For example, existing service
providers charge a base rate of.€0$-60% USD per million tokens queried, depending on the
LM's size! This e ectively limits the number of times an attacker can query the LM. The
threat model we consider is relevant in practice since next-word prediction APIs powered
by LMs trained on sensitive data (with privacy mitigations) are publicly deployed [35].

Adversary's Objective. =~ The common goal of an adversary in the three Pll-related
attacks that we consider is to extract sensitive information about a user from an LM.
Existing work on memorization extracts training dataindiscriminately [27], whereas we, in
addition, focus ontargeted attacks against a user with the potential for more severe privacy
implications. The goal of an extraction attack is to extract any piece of PlI that the model
saw during training. An attacker who can extract direct or quasi-identifying information
from the LM has a high chance to re-identify users who contribute data to the training set.
The goal of reconstruction and inference is to associate a piece of PIl with a given context,
allowing an attacker to learn attributes about a user.

3.4 Conceptual Approach

This section describes our taxonomy and corresponding game-based de nitions for PII
leakage.

3.4.1 PIl Extraction

In PII extraction, the attacker's goal is to extract as much PII from the training dataset of
a model as possible.

Ihttps://openai  :com/api/pricing/
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Algorithm 3 PII Extraction

1: experiment Extraction (T;D;n;A)
2: D D"

3 TS(D)

4: C sop Extract  (S)

5. C A (T;D;n;0 ();iC)
1
2

: procedure O (S)
return fw 7! Pr(wjS; )owav

Algorithm 3 encodes this as a game parameterized by a training algorithin, a data
distribution D, and a training dataset sizen. The challenger samples i.i.d. records fromD
to construct a training datasetD to train a model . In a black-box setting, the adversary
is given access to an oracle that returns the probability vector output by conditioned on
arbitrary pre xes of their choosing. The adversary is assumed to know the training pipeline
and the data distribution, but they only observe information about the sampled training
dataset viaO () (and jCj). Knowing the number of unique PIl sequencegCjin D, the
adversary must produce a set of Pll sequenc€sof at most sizejCj (line 5). The success of
the adversary is its recall:

" #
JC\ Cj

SUCGxtraction (T ;D n; A) = E JCJ

(3.1)

The advantage of an adversary is the di erence between its success and the supremum of
the success of adversaries without access@o( ).

Pll that appears more frequently in the training dataset is expected to have a higher
likelihood of being generated by the model. We de ne thextractability score of a PII
sequence as the expected probability of observing it in samples generated by the model. PII
sequences more likely to be generated are at a higher risk of extraction. The model may
have memorized some PII sequences, but these may not be extractable unless the attacker
gueries the model with a speci c prompt. These sequences are at low risk of extraction
against an uninformed attacker when the prompt itself is unlikely to be generated. Formally,
we de ne the extractability of C 2 V as follows:

X

Extractability (C; )= Pr(S; )Pr(Cjs; ) (3.2)
%%V

= Pr(SC; ): (3.3)
S2v
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Equation (3.2) requires summing over all possible sequences, which is intractable even when
we limit the length of said sequences. We can approximate Equation (3.2) by computing the
sum over sentences sampled from the model. A simple baseline is captured in Algorithm 4,
which counts the number of timesC occurs in generated sentences.

The problem with using samples is that the probability of observing a target Pll depends
on a language's grammar rules and may be very low. For instance, proper names may only
be generated at speci c locations so that the frequency of nhames in the generated text may
be low, and many samples must be drawn to obtain a good lower bound.

Algorithm 4  Observed PII Extractability

1: procedure ObservedExtractability (C; ;N)

2 Sgen Sample(;;N; )

3: k O

4 for S 2 Sgen do

5: C Extract (S) . Tag PIl in same class asC
6 if C2Cthen k k+1

7 return kS5Sgenj

Lazy Estimation. We propose a sample-e cient estimation of Pll extractability by
making two assumptions: (1) PII follows grammatical rules, and (2) PII of the same class
are interchangeable. From (1)Pr(CjS; ) = 0 when grammatical rules of the language do
not allow PII to be generated afterS. From (2), it follows that a piece of Pl has a non-zero
probability of being generated in place of another piece of Pll from the same class.

From these two assumptions, we derive Algorithm 5 for approximating the extractability
of PIIl. We (1) sampleN sentences from the LM, (2) use a NER to tag PII in these sentences
that is in the same class as the target PIl sequence, (3) iteratively replace tagged PII with
the target PIl sequence and accumulate the probability the model assigns to it, (4) average
the accumulated probability to estimate Equation (3.2). We compare our estimations with
the observed leakage after repeatedly sampling from the model in Section 3.5.5. E cient
estimation allows practitioners to assess leakage of PlI without exhaustively sampling the
model and having to run NER models over large amounts of generated text.

3.4.2 PIl Reconstruction

In PII reconstruction, the adversary goal is to associate PIl with a context. The attacker is
given a sentence with multiple masked pieces of PII (e.g., \A murder has been committed
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Algorithm 5  Estimated PII Extractability

1: procedure EstimatedExtractability (C; ;N)
2: Sgen  Sample (;;N; )
p Om O
for S 2 Sgen do
C Extract (S) . Tag PIl in same class asC
for C°2 C do
m m+l
So;S1 Split (S;CHY
p  p+Pr(CjSo; )
10: return P=m

by [MASK]and [MASK]in a bar.") and is asked to reconstruct one of them. Algorithm 6
encodes this as a game where the challenger randomly samples a sent&nftem the
training dataset that contains at least one piece of PIl and then selects one piece of Pll in
S as a target at random. The attacker is given access to the trained model and the pre x
and su x of the scrubbed sentence w.r.t. the target Pll sequenc€. The succesSSUCGecon

of the adversary is the probability of correctly guessing, i.e., Pr(C = C).

Algorithm 6 PII Reconstruction Game
1: experiment Reconstruction (T;D;n;A)

2: D D"

3: T (D)

4; S f S2 Djkxtract (S) 6 ;g

5: C Extract (S)

6: C A (T;D;n;O ();Scrub (Split (S;C)))

Existing work on PII reconstruction [LO]] takes the query's pre x (i.e., \A murder
has been committed by") and greedily decodes the next set of tokens from the LM. This
attack, dubbed as the \TAB" attack, is inspired by hitting the TAB button on a predictive
keyboard. We improve this attack by incorporating information from the sample's su X,
similar to how reconstruction attacks may be performed in masked LMs such as BERT].
Given a pre x and sux Sg; S;, we want to reconstruct the most likely PII C,

argmax Pr(SoC Sy; ) : (3.4)
c2v

Computing Equation (3.4) is intractable. Itis an instance otonstrained beam searcfi 57,
in which one searches for a sentence containing a piece of PII within the speci ed context
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Algorithm 7  PIl Reconstruction Attack
1: procedure ARgrecon (N; T;D;n; O ();So; S1;0

2: So  Fill-Masks (Sp) . Fill residual masks
3: S;  Fill-Masks (S;)

4: if C=; then . Reconstruction case
5: Sgen S Sample (Sp; N; ) . Using O ()
6: C $25ge, EXtract  (S)

7 C argmin PPL (SoC Ss1; )

c2c
8: return C

Figure 3.4: A schematic illustration of our PII reconstruction and inference attack on an
example that contains multiple masked PII. The attack, formalized in Algorithm 7, uses a
public ROBERTa model [L47] to Il residual masks. We sample the target modeN times

using topk sampling, apply a NER module to extract candidates, insert them into the
target sample, and compute perplexity. The sample with the lowest perplexity is returned.

that maximizes some constraint (i.e., the generation probability). Without any knowledge
about the target PII, e.g., its length in tokens, an attacker has to exhaustively search the
entire space of valid PII for an optimal solution. A similar problem has been encountered
in measuring stereotype bias in LMs1[63. For this reason, we propose the attack in
Algorithm 7 for approximating Equation (3.4). Figure 3.4 illustrates this attack for an
exemplary sentence containing two masked PIlI sequences and where the target corresponds
to the second one. First, we use a public masked language model to Il residual masks, if
any, in the query (lines 2{3). In a reconstruction attack, when no candidate€ for C in
Equation (3.4) are given, we generate candidates by tdpsamplingN sentences from the
target model and gathering all generated pieces of PII (lines 4{6). Next, we replace the
target mask with each candidate, rank candidates by the model's perplexity on the entire
sequence, and return the best candidate (lines 7{8).
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3.4.3 PIl Inference

Pll inference is similar to reconstruction, except that the adversary knows a set of candidate
PIl sequences (assumed to include the target one). Algorithm 8 encodes this as a game.
We denote byE the distribution over PIl sequences obtained by sampling a senten&e
from D such that Extract (S) 6 ; and choosing uniformly a PIl sequence in it.

Algorithm 8  PII Inference Game
1: experiment Inference (T;D;n;m;A)

2: D D"

3: T (D)

4; S f S2 DjExtract (S) 6 ;g

5: C Extract (9)

6: cC EM

7 C C[f Cg

8 C A (T;D;n;O ();Scrub (Split (S;C));0

We use the reconstruction attack in Algorithm 7 to approximate Equation (3.4) con-
strained to a given set of candidate PIl sequencé&s We observe that an attacker who only
needs to infer the correct candidate is signi cantly more powerful and demonstrate leakage
in DP models trained with " = 8 in our evaluation in Section 3.5.

3.4.4 Baseline Leakage

Our goal is to study PII leakage in LMs ne-tuned on a private dataset. However, the
public, pre-trained LM that has already seen a piece of PIl, such as a famous person's
name, may reproduce that PIl without having seen the private dataset, which cannot be
considered a privacy violation. Similarly, prompting the LM with a sequence that contains
explicit information about the PIl may be exploited by the model to produce that PII.
For example, consider the following scrubbed excerpt from an e-mail: \Hel [MASK], |
like your homepagejohndoe.comi. The LM before and after ne-tuning both assign a
high probability to the name \John Doe". We work around this issue by excluding all
cases in which (i) the PII can be extracted from the LM before ne-tuning or (ii) the LM
before ne-tuning correctly predicts the PII (in case of reconstruction and inference). After
removing PII that is part of the baseline leakage, we argue that leakage of any remaining
PIl is signi cant and stems from the LM's observation of the private data.

Appropriately dealing with baseline leakage is challenging without real-world context.
Our approach may undercount instances of sensitive information leakage. For example,
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\Barack Obama was diagnosed with Alzheimer's" might be sensitive leakage even if he is
a public person. Likewise, \Ohio resident Jim Carrey was convicted of embezzlement.”
undercounts due to the naming collision with the famous actor.

3.5 Evaluation

This Section describes our evaluation setups, including the datasets, NER modules, models,
and training details. Then we show our results for PIl extraction, reconstruction, and
inference. We ablate over three datasets and four variants of GPT-2 (small, medium, large,
and XL). Finally, we study risk factors for PIl leakage, motivating the development of
heuristic scrubbers that are aware of other defenses, such as DP.

3.5.1 Datasets

Our evaluation spans datasets from three domains. Table B.1 shows statistics about each
dataset, such as their size and the number of PIl sequences. We refer to Appendix B.5 for
more information about the datasets.

" ECHR [3]] contains information from law cases dealt with by the European Court
of Human Rights containing full descriptions of defendants' personal information.

" Enron [117] consists of corporate e-mails by employees placed into the public domain
after the Enron scandal.

" Yelp-Health 2 is a subset of the Yelp reviews dataset that we ltered for reviews of
healthcare facilities, such as dentists or psychologists.

We chose three datasets from di erent domains to generalize our ndings. All datasets are
from realistic domains. ECHR contains data created by experts, and Enron and Yelp-Health
consist of user-generated data containing many authentic Pll. We split the private dataset
into equally large train and validation sets and a smaller test set.

2https:/lwww :yelp :com/dataset
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3.5.2 Named Entity Recognition

We tag and scrub PII from 21 entity classes listed in Appendix B.5. Our scrubber combines
two NER taggers from Flai and the default tagger de ned in Presidid which is based on
spaCy’. The Flair tagger reports an F1-score of 993 on OntoNotes [235].

3.5.3 Fine-Tuned Language Models

GPT-2. Similar to related work [27], we experiment with publicly available, pre-trained
checkpoints of GPT-2 [ 84 available at the Huggingface Model Huh Our experiments
are conducted on LMs trained on the next-word prediction task and pre-trained on the
WebText [184] dataset, which consists of 40GB of English text scraped from the Internet.
GPT-2 uses a byte-pair encoder [200] for tokenization.

Model Size. We ablate over various LM model sizes. Larger models have been shown
to be more sample-e cient after ne-tuning [9(], achieve a higher utility when trained with
DP [247], but are expected to exhibit more memorization{9. We experiment with GPT-2
small (124m parameters), medium (355m), large (774m), and XL (1557m).

Training Details. We ne-tune (i) undefended, (ii) di erentially private (DP), (iii)
scrubbed, and (iv) DP and scrubbed models. The training uses a batch size of 64 using
an AdamW optimizer [149 and a linear learning rate decay. We train undefended and
scrubbed models until the validation perplexity stops improving. For DP training, we
utilize the dp-transformers [24(] library, which is a wrapper around Opacus44d. We
use a maximum per-sample gradient norm of.Q and train DP models for 4 epochs using
(", )=(8;%) whereN is the size of the training dataset.

These privacy values are similar to established DP deployments such as Apple's Quick-
Type which uses two daily releases df = 8 [1(] and Google's models which use the
equivalent of* =8:9 and =10 19 [156].

3.5.4 Metrics

We report the following metrics for measuring (i) model utility, (ii) vulnerability to mem-
bership inference (MI), and (iii) Pll leakage.

3https://huggingface  :cofflair/ner-english-ontonotes-large
“https://github  :com/microsoft/presidio

Shttps://spacy :io

Shttps://huggingface  :co/gpt2
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(@) (b)

(c) (d)

Figure 3.5: A study of PIl that can be extracted with our attack after sampling 4m tokens.
Figure 3.5a shows that PII duplication strongly predicts leakage. Figure 3.5b shows that
DP protects PII consisting of many tokens against extraction. The \Real PII" represents all
raw PIl from the same class in the training data. Figure 3.5¢ shows precision and recall as
a function of the number of tokens sampled for DP and non-DP models. Table 3.2 details
these results for di erent model sizes. Figure 3.5d shows the intersection of extracted PII
between models. The diagonal shows the number of extracted PIl for each model.
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Utility : We measure perplexity over a test set, similar to related workg§, 18, 101].

Membership Inference (MI): We report the area under the receiver operating
characteristic (ROC AUC) to measure sentence-level membership inference.

PIl Extractability : We report precision and recall on the set of extractable PII.
Recall measures (i) how much PlIl is at risk of extraction and precision measures (ii)
an attacker's con dence that a generated PIl appears in the training dataset.

PIl Reconstruction and Inference  : We report the top-1 accuracy of correctly
predicting a PII for a context.

We refer to Appendix B.5.4 for formal de nitions of these metrics.

3.5.5 PII Extraction

We rst extract Pl from LMs trained with and without DP using Algorithm 4. Then, we
show that the estimated leakage (from Algorithm 5) matches the observed leakage, which
allows an attacker to point-wise verify the extractability of a PIl without sampling the
model exhaustively (making our attack more e cient). We analyze di erent factors such as
duplication rate, token length, and sample size for their e ect on Pl leakage.

Table 3.2 shows the measured precision and recall with an ablation over the LM's size.
We sample on the order of 4m tokens from each target LM by issuing 15k queries requesting
the LM to generate sequences with a length of 256 tokens from an empty prompt using
top-k sampling with k = 40. We account for baseline leakage by excluding all PIl occurring
in a random sample of 13m tokens in 50k queries from a public model (see Section 3.4.4).

Model Size. We observe that GPT-2-Large recalls 23% of PIl in the ECHR dataset
with a precision of 30%. We conclude that in practice, an attacker can be con dent that a
generated PIl is contained in the training dataset. The precision and recall decrease with
the model's size. The smallest model (GPT-2-Small) has a signi cantly lower recall (only
about 9%) at a similar precision as the large models (25%). In models trained with DP
on ECHR, the precision and recall are similar for all model architectures, where we can
extract about 3% of PII with a precision of 3%.

Duplication.  Figure 3.5a shows that duplication of PIl has a strong impact on their
intractability. We group all PIl with equal duplication counts in the training dataset and
compute the frequency with which the model generates them. On all datasets, we observe
a linear relationship between the number of occurrences of a piece of Pll and the frequency
with which they are leaked, i.e., PIl occurring twice as often is expected to also leak twice
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GPT2-Small GPT2-Medium  GPT2-Large
NoDP "=8 NoDP "=8 NoDP "=8
ECHR
Prec 2491% 2.90% 28.05% 3.02% 29.56% 2.92%
Recall 9.44% 298% 12.97% 3.21% 22.96% 2.98%
Enron
Prec 33.86 % 9.37% 27.06% 12.05% 35.36% 11.57%
Recall 6.26% 2.29% 6.56% 2.07% 7.23% 2.31%
Yelp-Health
Prec 13.86% 8.31% 14.87% 6.32% 14.28% 7.67%
Recall 11.31% 5.02% 11.23% 5.22% 13.63% 6.51%

Table 3.2: Results for the observed PII extraction on ECHR (top rows), Enron (middle
rows), and Yelp-Health (bottom rows) after sampling around 4m tokens across 15k queries.

as often. Our nding contrasts with the superlinear e ect in sequence-level memorization
observed by Kandpal et al[111] We note that Kandpal et al. [111]study models trained
from scratch and arbitrary sequences, whereas our study focuses on ne-tuned models and
PIl. Further examination is necessary to fully comprehend the relationship between both
ndings. In DP models, we observe that the extractability of Pl is consistently about an
order of magnitude lower than in undefended models.

Token Length. We compare leaked PII by token length to evaluate whether longer
PIl sequences are less prone to extraction. In Figure 3.5b, we group all leaked PII by their
token length and compute a mean count from the generated dataset. We observe that
undefended models leak Pll sequences containing many tokens, whereas long sequences are
not leaked in DP models. In the range between 3-6 tokens, we observe that DP models
leak about an order of magnitude fewer pieces of PIl than undefended models.

Sample Size. Figure 3.5c¢ shows precision and recall as a function of the number of
sampled tokens on ECHR. The recall increases to 23%, whereas the precision consistently
decreases from 50% at 500k tokens to 30% at 4m tokens. This indicates that PII with a
high probability of generation by the LM is likely pieces of real PIl from the dataset and,
thus, vulnerable to extraction. An attacker who samples larger sets from the model can
generate more PII, but at a lower precision which makes the attack less impactful.

Similarities between Generated PII. Figure 3.5d shows the intersection between
sets of extracted PII across all LMs in a heatmap. We observe that (i) a subset of the most
duplicated PII occurs in almost all and (ii) there is little similarity between which PIl was
leaked between models. In undefended models, we observe that PIl, which occurs a single
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Figure 3.6: Figure 3.6a shows the correlation between the observed and estimated leakage.
Figure 3.6b shows the precision and recall for other entity classes on the ECHR dataset.
Figure 3.6¢c shows the mean inference accuracy relative to the context length, which is the
length of the combined pre x and su x for a masked query.

time, can leak, which we never observe for DP models.

Estimated Extractability. Figure 3.6a shows that lazily estimated extractability
correlates with observed leakage (i.e., the number of times a model generates the PII). This
allows computing point-wise estimates for a target PIl without searching through massive
amounts of generated text. Our metric is imperfect, as some false negative outliers are
incorrectly predicted as non-extractable despite appearing in the generated dataset.

Extraction of other PII Classes. We measure the PII extractability for other classes
of PII, such as e-mails and phone numbers. The attacker can extract about 14.1% of
law case numbers and 16.3% of mentioned organization names from an undefended model
(shown in Figure 3.6b). In the DP model, we observe that an attacker can only extract
2.8% of law cases and 4.1% of organizations. For the Enron dataset, which contains long
phone numbers, we never observe a single leaked real phone number in the DP model.
However, we observe leakage of e-mail addresses (consisting of equally many tokens) that
are typically correlated with a person's name.

3.5.6 PIl Reconstruction
We compare our PII reconstruction attack from Algorithm 7 with the TAB attack [101].

Table 3.3 shows the results on ECHR, Enron, and Yelp-Health for the entity class "person'.
We sample 64 candidates and decode from the model using togampling with k = 40.
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GPT2-Small GPT2-Medium  GPT2-Large GPT2-XL

NoDP "=8 NoDP "=8 NoDP "=8 NoDP "=8
ECHR(TAB) 0.78% 0.24% 1.21% 0.32% 5.81% 0.48% 4.30% 0.39%
ECHR (Ours 2.25% 0.44% 3.36% 0.87%  18.27% 0.55% 13.11% 0.41%
Enron (TAB) 0.59% 0.04% 0.67% 0.04% 1.75% 0.04% 2.19% 0.19%
Enron (Ours 6.29% 0.49% 7.26% 0.52%  12.68% 0.55% 15.25% 0.53%

Yelp-Health (TAB) 0.33% 0.24% 0.37% 0.14% 0.65% 0.12% 1.99% 0.12%
Yelp-Health (Ours  0.42% 0.32% 1.31% 0.32% 1.69% 0.35% 6.40%  0.36%

Table 3.3: Results of PIl reconstruction attacks on the entity class \person". Bold numbers
represent the best attack per dataset and LM. We compare our results with the TAB
attack [101] on three datasets.

We observe that our reconstruction attack signi cantly outperforms the TAB attack on
undefended models enabling the reconstruction of up to 10more PII (in the GPT-2-
Medium case on Enron).

Model Size. On ECHR and GPT-2-Large, TAB correctly reconstructs at least B1% of
PIl whereas our attack achieves 187%. This observation demonstrates that information in
a sample's su x provides a strong signal to reconstruct PIl. On ECHR, our attack improves
the baseline by at least & , on Enron we observe an improvement of at leasty and
on Yelp-Health our attack is at least about 3 more successful (except for GPT-2-Small
where our attack improves only from 0.33% to 0.42%). The risk of reconstruction is much
smaller in DP models ( 1%), where our attack still improves the baseline in all cases,
but we believe the leakage is too small for a practical attack. We observe that across all
datasets, larger models are more vulnerable to PII reconstruction.

Context Size. On Enron, the advantage of our attack compared to TAB becomes
more evident. E-mails in the Enron dataset typically mention the receiver of the e-mail at
the beginning before any PII. For this reason, the TAB attack has only a small pre x to
predict PIl and cannot leverage the information contained in the e-mail's body. We observe
that when the PIl is in the set of candidates, it is predicted correctly about 70% of the time.
However, our reconstruction attack often does not sample the correct candidate, which
e ectively limits our attack's success rate. We believe a method that samples candidates by
incorporating information from the sample's su x could improve our attack even further.
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ECHR Enron Yelp-Health
NoDP "=8 NoDP "=8 NoDP "=8

jCj=100 70.11% 8.32% 50.50% 3.78% 28.31% 4.29%
jCj=500 51.03% 3.71% 34.14% 1.92% 15.55% 1.86%

Table 3.4: Results of our PIl inference attack on ne-tuned versions of GPT-2-Large. The
values represent the attack's accuracy at inferring the correct Pll out gCj candidates.

3.5.7 PIl Inference

In PII inference, our attacker has access to (i) the anonymized training dataset and (ii) a
list of candidate PII that also appear in the training dataset. For PII inference, we evaluate
our attacks against the GPT-2-Large model on all three surveyed datasets with and without
DP. Table 3.4 summarizes the results from our attack.

Results. We observe that in the undefended setting, an attacker can infer PIl with an
accuracy of 70% out of 100 candidates on ECHR, 50% on Enron, and 28% on Yelp-Health.
We observe higher leakage on ECHR and Enron, which is likely because they have more
structure than Yelp reviews. Pieces of Pll are mentioned repeatedly in similarly structured
sentences, which causes higher Pl leakage. The undefended setting enables practical attacks
where the attacker can be con dent about the results. In the DP setting, an attacker can
achieve an accuracy of about 8% given 100 candidates and about 4% in 500 candidates on
ECHR. Although leakage in DP models is small, we believe our experiments demonstrate
that DP does not fully protect against Pll leakage in a practical setting against an informed
attacker. Figure 3.6¢ shows that inferring PII in very large contexts slightlyworsensthe
accuracy. This is likely because the expected memoaorization per token is lower in samples
containing many tokens.

3.5.8 Membership Inference and PIl Leakage

We employ a shadow model membership inference attack)] to empirically evaluate the
relationship between sentence-level membership inference and PII leakage. In this attack,
the adversary trains shadow models on datasets sampled from the same data distribution
as the target model. The adversary then calculates the di erence between the perplexity
(i.e., PPL) of the target sentence w.r.t. the target and shadow models and uses this as a
score to decide if the sentence was a training member or not.
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Figure 3.7: Connecting sentence-level membership inference with PIl reconstruction in
GPT-2-Large. 3.7a shows the ROC curve against our ne-tuned model using a shadow
model attack on ECHR. 3.7b shows that the memorization score of generated sequences is
nearly zero, and 3.7c shows that the memorization score correlates with the probability of
correct PIl reconstruction.

Figure 3.7a shows the ROC curve of this MI attack against an undefended model, a
model trained after scrubbing, and a model trained with di erential privacy after scrubbing.
Expectedly, we observe that scrubbing PIlI mitigates membership inference but is nowhere
as e ective as DP. The attack achieves an AUC score of 0.96, 0.82, and 0.51 against
undefended, scrubbed, and DP & scrubbed models, respectively.

Connection between Ml and PIl Leakage. Algorithm 9 shows the sentence-level
MI game of Yeom et al.[244]alongside an indistinguishability variant of the PII Inference
game in Algorithm 8. This corresponds to the casea = 1 when the adversary would be
given a pair of candidates for the target PlI, with the only exception that in Algorithm 9,
the adversary is given just one of the candidates, depending on a Bernoulli random variable
b. The di erence between one or two candidates is inessential and analogous variants of
sentence-level Ml have been considered befo¥e][ The essential di erence between the Ml
and PII Inference games is that in the former, the adversary has to distinguish between two
sentences sampled fror®, while in the PII Inference game, it has to distinguish between
two sentences di ering only on a piece of PII. This means that to leverage an Ml attack for
PIl reconstruction or inference, it has to be strong enough to distinguish between member
and non-member sentences di ering in a few tokens. In contrast, a PIl Inference attack can
be directly turned into an Ml attack against sentences containing a piece of PlII.

PIl Reconstruction is similarly analogous to attribute inference (where the target
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Algorithm 9  Sentence-level Ml (lines enclosed in solid box) vs. PII Inference (lines enclosed
in dashed box).
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attribute is the missing piece of PIl). PIl Reconstruction can be linked to MI the same way
as attribute inference was linked to Ml by Yeom et al[244] Our empirical results show
that they are indeed correlated. For instance, Figures 3.7b and 3.7c respectively contrast
MI with PIl extractability and reconstruction attacks. Figure 3.7b shows the likelihood of
the model producing a member on th&-axis versus the memorization score on thgaxis.
We observe that samples generated from empty prompts are not memorized, meaning
that they likely contain few useful signals for MI. Figure 3.7c shows the memorization
score relative to our reconstruction attack. We observe a positive correlation between a
sentence's memorization score and the success rate of our Pll reconstruction attack. This
means that sentences that are vulnerable to the MI attack are usually vulnerable to the
PIl reconstruction attack and vice-versa.

3.5.9 Summary of Results

Table 3.5 summarizes the privacy-utility trade-o for GPT-2-Large model when ne-tuned
on ECHR dataset. We enumerate our key results below:

" Undefended models are highly vulnerable to all privacy attacks, including membership
inference and PII extraction, reconstruction, and inference. For PII risks, larger model
sizes and higher duplication counts increase the risk of leakage.

~ Our results show that the threat of reconstructing Pl has been underestimated, and
we demonstrate up to an order of magnitude higher leakage than prior work.
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Undefended DP Scrub DP + Scrub

Test Perplexity 9 14 16 16
Extract Precision 30% 3% 0% 0%
Extract Recall 23% 3% 0% 0%
Reconstruction Acc. 18% 1% 0% 0%
Inference Acc. [Cj= 100) 70% 8% 1% 1%
MI AUC 0.96 0.5 0.82 0.5

Table 3.5: Our results on ECHR for GPT-2-Large summarize the privacy-utility trade-o .
We show the undefended model's perplexity with/without masking generated PIl. The
undefended model has the lowest perplexity but the highest leakage. DP with= 8
mitigates MI and (partially) PlI leakage. Scrubbing only prevents PlI leakage. DP with
scrubbing mitigates all the privacy attacks but su ers from utility degradation.

" Empirically, we observe that di erential privacy signi cantly bounds leakage from PII
reconstructions relative to undefended models.

" DP does not completely eliminate leakage from PII inference and PII extraction.
We demonstrate that an attacker can infer PIl with up to 10% accuracy (given 100
candidates) in a practical setting.

" We nd that DP and (aggressive) PIl scrubbing limit the LM's utility, motivating the
search for defenses with better empirical privacy/utility trade-o s.

3.6 Discussion and Limitations

Below, we discuss our methodology and identify further research motivated by our ndings. We

rst discuss the applicability of our methodology to sensitive information other than PII and
potential extensions to our attacks exploiting semantic similarity and associations in the training
dataset. We then describe how masked language models fare compared to autoregressive models
and identify further research motivated by our ndings: best combining DP training and scrubbing,
optimizing attacks for other leakage metrics, and the need for better benchmarks.

General Applicability. We focus on de ning metrics, game-based de nitions, and tractable
formulas for evaluating the leakage of sensitive sequences of tokens categorized as PIl. That said,
we emphasize that our methodology generally applies to any notion of sensitive input. As long as
one has an e ective method to correctly identify inputs deemed sensitive, our methodology can
be adapted to measure the protection o ered by existing ML pipelines in mitigating the leakage
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of any sensitive information. In practice, it is often hard to draw a clear boundary around what
constitutes sensitive information, which is an important but orthogonal problem.

Semantic Similarity. We consider verbatim matches of PIl tokens as leakage; however, our
methods can be adapted to account for both syntactic and semantic similarity. For example,
\John Doe" and \J. Doe" could be inferred to be the same person. Similarly, PIl reconstruction
and PIl inference attacks can employ contexts with similar meanings to improve attack results.

Advanced Attacks. We consider leakage of PIl sequences in isolation, irrespective of
the context where it appears and other extracted PIl. Extracted PIl sequences can be further
leveraged in advanced attacks that explore associations among them and reveal additional private
information about the training dataset, thereby enabling linkability attacks.

Utility-preserving Scrubbing. Our empirical evaluation demonstrates that di erential
privacy is partially e ective in mitigating leakage of PIll. Based on this observation, existing
scrubbing techniques can be adapted to consider the partial protection o ered by DP and
heuristically scrub only PII that remains unprotected (e.g., because it occurs many times). Such a
DP-informed scrubbing would improve model utility while maintaining a privacy level equivalent
to a naive combination of DP training and scrubbing.

Comparison to Masked Language Models. Prior work has explored PII reconstruction
in the clinical health setting [130, ] with masked language models (MLMs) based on the BERT
architecture [48]. MLMs are trained to reconstruct a word in a masked query, which is equivalent to
the PII reconstruction task in Equation (3.4). During training, MLMs optimize the masked word's
probability conditioned on the pre x and su x, compared to GPT-2, which is auto-regressive and
can only be conditioned on the pre x. A service deploying an MLM enables trivial attacks to
query the most likely replacement for a single mask conditioned orithe entire sentence unlike
GPT-2 models. Our attacks imitate this functionality in GPT-2 models to reconstruct PII.

Attacks on GPT-2 and similar models employed for text generation are potentially a greater
threat. Autoregressive models typically expose a next-word prediction API, whereas BERT-like
models are often used for downstream tasks, such as text classi cation, with less revealing APIs.
We state that Equation (3.4) is intractable, which is also true for existing MLMs since an attacker
does not know the number of tokens in the PII and has to perform a general constrained search.

Need for Better Benchmarks. In conducting this research, we realized the shortage of good
benchmark datasets for measuring PIl leakage. A notable exception is the Text Anonymization
Benchmark of Pian et al. [177]with human-annotated PIl. However, we found this dataset to be
too small for ne-tuning models with DP-SGD: the dataset contains a subset of 1268 out of the
estimated 11500 cases from the original ECHR dataset3[l]. With such few records, we could not
ne-tune models with both reasonable privacy (i.e., low") and utility (low perplexity).

Our work motivates the need for better benchmarks for evaluating attacks and mitigations
against Pl leakage in trained models, in addition to evaluating text anonymization techniques
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at a dataset level. In performing our evaluation, we rely on o -the-shelf text anonymization
tools powered by NER models to tag PIlI in generated sentences and leverage them in computing
our leakage metrics. As a consequence of this approach, our metrics can capture leakage that is
dependent on the quality of the tools we use. Assuming that NER models and other techniques
used in these tools are prone to error, our results provide a lower bound on the leakage.

High-Precison/Low-Recall Attacks. Our attacks evaluate Pl leakage using average-case
metrics and provide an overview of the threat of Pll leakage in LMs. We did not consider
high-precision/low-recall attacks [2€], and further research is needed to explore their e ectiveness.

Limitations . Due to the lack of extensive, annotated datasets for studying PII leakage in
LMs, we employ the same NER model for both scrubbing and measuring PIl leakage. Pian et al.
[L77]demonstrate that a ne-tuned NER model with ground-truth PII annotations achieves recall
rates between 84-93%, decreasing to 77% without annotations. Since scrubbing cannot remove all
PIl and we show PII leakage empirically, we conclude that scrubbing cannot fully prevent PII
leakage. Further research is required to expand our ndings to other LMs and datasets.

3.7 Related Work

We discuss prior work on attacks inferring private data and defenses to mitigate the leakage.

Extraction of Training Data. There is extensive work studying how large language
models memorize training data and attacks inferring information under various threat models.
Research has shown the feasibility of extracting di erent types of information, including individual
sentences {7, ], inserted canaries [6, i ] as well asn-grams [L55. Prior work studied
the leakage of PIl in masked language modelslp9, ], large language modelsd5, ] and
Smart Reply classi cation models [LO7]. In addition to demonstrating that language models leak
training data, other e orts focus on understanding the causes of such leakage. Jagielski et gl1.05]
explore the causes of memorization such as training data ordering, i.e., samples can have di erent
privacy risks independent of their content. Tirumala et al. [222] study the e ect of memorization

across variables such as dataset size, learning rate, and model size.

Related work focuses mainly on understanding the leakage in the absence of mitigations. In
contrast, we are the rst to evaluate the interplay of defenses such as PII scrubbing and di erential
privacy in an end-to-end training pipeline. Existing work on training data extraction focuses on
any type of memorization [27] in public pre-trained LMs or models trained from scratch [111],
whereas we focus on leakage of Pll on ne-tuned LMs given the context where it appears (pre X
and su x), no context, or a list of Pll candidates.

Mitigations. Several works have proposed solutions to mitigate the leakage of private
information, mainly based on di erential privacy (DP) guarantees in the training pipeline. Yu
et al. [247]and Li et al. [132] propose an e cient method for di erential-privately ne-tuning
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LMs on private data. Shi et al. [204] propose selective DP|where DP is only applied to samples
containing sensitive information to limit utility degradation. Stock et al. [212] study canary
extraction attacks against models ne-tuned from GPT-2 using DP-SGD. Closer to our work, Zhao
et al. [260] propose combining de-duplication, redaction, and DP-SGD to mitigate PIlI leakage. It
would be interesting to study how this fares with respect to the risks and metrics we present.

3.8 Conclusion

Our work explores privacy/utility trade-o s of using defenses such as PII scrubbing and Di eren-
tially Private training when ne-tuning language models. We focus on measuring Pl leakage from
the training data with respect to three di erent adversary goals: Pll extraction, reconstruction,
and inference, and provide game-based de nitions and leakage metrics for them. Our ndings
show that di erential privacy is useful in mitigating PIl leakage by a large extent but cannot
completely eliminate it on its own. Traditional data curation approaches such as PII scrubbing
are a crucial part of the training pipeline and are still necessary to achieve an appropriate level of
protection. We advocate for the design of less aggressive PII scrubbing techniques that consider
the protection a orded by DP and achieve a better privacy/utility trade-o .
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Chapter 4

SoK: How Robust is Watermarking
for Deep Image Classi cation?

This chapter is based on work that appeared at the 2022 IEEE Symposium on Security and
Privacy (S&P) [14]. We systematically evaluate the robustness of eleven proposed white-box
and black-box watermarking methods to monitor and control unauthorized model redistribution.
Our results highlight that the known watermarking methods have only limited robustness against
handcrafted adaptive attacks and that it is possible to combine adaptive attacks and create
dominant attacks that remove any surveyed watermark. We propose guidelines to assess the
robustness of watermarking methods more comprehensively in the future.

4.1 Motivation

DNN watermarking [227] is a method designed to detect surrogate models given black-box API
query access. Watermarking embeds a message into a model that is later extractable using a
secret key. Developing DNN watermarking methods is an active area of research studied by large
corporations such as Microsoft 197, Google ] and IBM [255. Robustness is a core security
property of watermarking, which states that an attacker cannot derive accurate surrogate models
from access to the source model without a watermark. Watermarking methods that are robust
against suchwatermark evasionattacks are needed to deter redistribution by adversaries. Claimed
security properties of some existing watermarking methodsJ, ] had been broken by novel
attacks [ , , ], but it is unclear how these attacks generalize to other watermarks.

We survey 29 methods from the literature that (i) are known evasion attacks, such as weight
pruning [264] or knowledge distillation [86], (ii) derive surrogate models but have not been evaluated
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as evasion attacks, and (iii) novel evasion attacks. An evasion attack i ective if the surrogate
model has a high test accuracy and does not retain the watermark. It ise cient if resources
required to run the attack, such as its runtime, are small compared to retraining a model from
scratch. We measure both e ectiveness and e ciency. In our taxonomy, we categorize attacks into
(i) model modi cation, (ii) input preprocessing, and (iii) model extraction. Model modi cation
and input preprocessing modify the source model or its input, whereas model extraction trains a
di erent surrogate model by distilling knowledge from the source model.

We survey eleven recently proposed watermarking methods £27, 3, 33, 34, i ,

] from the literature that claim robustness. Most of these methods do not spe0|fy whether their
de nition of robustness includes model extraction P55 ! , 33, 34], one method restricts
the runtime of the attacker [3] and the remaining methods claim robustness against any evasion
attack [127, ) ]. In this chapter, we evaluate robustness against any evasion attack and
demonstrate whether an attack is e cient by showing its runtime. Our taxonomy categorizes
these watermarking methods into (i) model-independent, (i) model-dependent, (iii) parameter
encoding, and (iv) active watermarking methods.

Our new Watermark-Robustness-Toolbox (WRT) implements all watermarking methods and
evasion attacks evaluated in this chapter. We validate the robustness of each method against
each evasion attack. Our evaluation includes an ablation study over multiple sets of parameters
for each watermarking method and evasion attack. The defender and attacker use a zero-sum
game to choose the best parameter set for their method, constituting the Nash equilibrium. We
call a method robust if the defender can choose a set of parameters so that no evasion attack is
e ective. Our study analyzes the robustness of watermarking methods and the e ectiveness and
e ciency of evasion attacks. We also study the robustness of watermarking method categories
against categories of evasion attacks to identify the most e ective category of attacks that should
be used to evaluate the robustness of watermarking methods from a given category in the future.

Our empirical evaluations are performed on large datasets to emphasize the practical rele-
vance of our work. The experiments span the image classi cation datasets CIFAR-10121] and
ImageNet [47]. ImageNet contains over 1.2 million training images from 1k classes and is a widely
accepted benchmark to measure the performance of machine learning models [183].

Our study shows that none of the surveyed watermarking methods is robust against all evasion
attacks. However, we also nd that none of the attacks from the literature removes all watermarks.
We propose newcombined attacks that evade all investigated watermarks while preserving a high
test accuracy in surrogate models. Our study also shows that robustness should be veri ed against
a more extensive set of attacks and on a larger number of datasets. Open-source implementations
of watermarking methods and evasion attacks enhance the scienti ¢ study of a method's robustness.
Towards this goal, we make our new Watermark-Robustness-Toolbox (WRT§ and a complete

1Zhang et al. [255] propose three di erent methods.
2https://github  :com/dnn-security/Watermark-Robustness-Toolbox
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Defense Category Veri cation

Adi [3] Model Independent Black-Box
Content [255], Noise [255], Unrelated [255] Model Independent  Black-Box
Jia [109], Frontier Stitching [127] Model Dependent Black-box
Blackmarks [34] Model Dependent Black-box
Uchida [227], Deepsigns [192], DeepMarks [33] Parameter Encoding  White-box
DAWN [216] Active Black-box

Table 4.1: All surveyed watermarking methods (see Section 4.2 for full descriptions).

dataset of evaluation results publicly available with documentation, which allows to independently
verify our conclusions.

4.2 Watermarking Methods

This section describes the eleven surveyed watermarking methods and the parameters used for
our ablation study to test their robustness. For simplicity, we refer to a watermarking method by
the rst author's name unless it is already known under a di erent name.

Adi [3] uses a secret watermarking key consisting of abstract, out-of-distribution images. A
label for an image is randomly sampled over all classes, excluding the image's true label. The
embedding consists of ne-tuning the model on the watermarking key. A message is extracted
from a surrogate model by requesting labels for the watermarking key images.

Zhang et al. [259 proposes three di erent methods, referred to asContent, Noise and Unrelated.
These three methods di er only in their selection of the watermarking keys. The watermarking
keys are selected as follows.

" Content : The secret watermarking key is images sampled from onsource class that is
perturbed by a secret, additive mask (e.g., a white square covering part of the image). The
same mask is used for all watermarking keys.

" Noise: Gaussian noise is added to images from the source class during training.

" Unrelated : The watermarking key is images sampled from a di erent domain that is
unrelated to the source model's domain. For example, if a model is trained to classify
animal species, the watermarking key could contain images of automobiles.

All watermarking key images are labeled with the sametarget class that is sampled randomly.
The embedding and extraction are the same as Adi et al. [3] for all three methods.
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4.2.1 Model Dependent

Frontier-Stitching [127] uses a watermarking key consisting of adversarial examples21d.
Adversarial examples are images that have been modi ed (often imperceptibly) to trigger a
misclassi cation when a DNN predicts the image's label. The authors generate these adversarial
examples using the Fast Gradient Method (FGM) [77] and the pre-trained source model. This
method has a given probability of failure, meaning that its output is not adversarial and is correctly
classi ed by the DNN. The watermarking key is composed of suclfalse adversarial examples and
equally many true adversarial examples. All adversarial examples are labeled by the ground-truth
label in the watermarking key. The embedding and extraction process is the same as Adi.

Blackmarks [34] also relies on adversarial examples, similar to Frontier-Stitching. The
authors propose a pre-processing step that clusters all class labels into two groups using k-means
clustering on the pre-trained source model's logit activations. These clusters will be used to
encode bits. The idea is to randomly select images from one cluster and use a targeted adversarial
attack so that the source model predicts any class from the other cluster. During embedding, an
additional loss term is introduced that minimizes the bit error rate between the predicted cluster
and the assigned cluster of the trigger. The authors also present a method to mitigate unintended
transferability of the watermarking key images. An adversarial example is transferable if it is
adversarial to many models, i.e., it is not only adversarial to the source model for which it has
been generated. The embedding and extraction is similar to Adi, except that a new loss term is
added during embedding as described above.

Jia [109 proposes using the soft nearest neighbor loss (SNNL)LLS, ] as an additional
loss during training to entangle feature representations of the watermark with the training data.
Two groups of sizeN are entangled if the average distance between their elements is lower than
the average distance within each group, which the SNNL measures. A temperature parametdr
controls the weight of short and long distances between two points for the total loss and can be
tuned during training.

Op N i xi xjii?) 1
RS L1 ieiy oy XTI
Lsnne (X y;T) = N log @ JPl':\,gl’yI ! i ijjZ
i=1 k=1:kei EXP—7— -

(4.1)

The watermark generation de nes two groups of elements belonging to a source and a target
class. These classes are chosen by computing two classes with the highest similarity using the
pre-trained source model's hidden activations. All elements from a source class are modi ed
by adding a (secret) trigger pattern and changing their label to the target class, similar to the
Content watermark described earlier. The trigger is added at the location where the gradient
(through the source model) with respect to the SNNL is highest.

a7



4.2.2 Active

DAWN [216 proposes a method where a low proportionr of all predictions is randomly relabeled
and added to the watermarking key. The authors implement a method that recognizes similar
samples (as perceived by the source model) and returns the same label when the attacker tries to
query a sample twice. This similarity detection is implemented by using the activation of some
target layer of the source model. The watermarking key consists of images from the attacker's
dataset, and labels are assigned randomly.

4.2.3 Parameter Encoding

Uchida [227] propose embedding a message into the weights of sortagget convolutional layer.
The idea is to add anembeddingloss during training that regularizes the model and is minimized
when the message can be extracted successfully and with a large margin. L't 2 R" ¢ W be
the convolutional Iters of a target layer, where n is the number of lters, c are the number of
channela, andw; h are the width and height of each Iter. The method computes a mean lIter

W = 2 ._ . W to deal with the permutation invariance of the Iters. This mean lter is

attened W 2 R€Wh) and a random projection matrix A 2 Rk (¢Wh) js sampled, wherek is the
desired key length. The embedding consists of ne-tuning using the embedding loss described
above. A message can be extracted by computinm®= AWT and applying the following rule.

0
m= + m 0 4.2)
0 otherwise

DeepMarks [37° proposes a similar embedding method as in Uchida, with a notable di erence
in how a message is extracted. The authors compute the dot product betweeAW and the
owner's signature, which returns a correlation score between 1.0 and 10. A correlation of 1.0
is interpreted as a perfectly retained watermark, whereas a correlation 0 corresponds to a
watermark accuracy of zero.

DeepSigns [197] proposes a watermarking method that uses the activations of some target
layer of the source model to encode a message. The intuition is that features extracted from
samples belonging to the sameource class form clusters whose properties can be used to embed
watermarking information. In the author's paper, clusters are modeled using a Gaussian Mixture
Model, whereby each feature cluster; is described by a mean ; and a standard deviation ;. An
embedding loss is added during training that modi es each cluster's mean and allows embedding
n bits of information per cluster, i.e., for m clusters, we can embed a message witlm n bits. A

3DeepMarks is labeled as a ngerprint by the authors, but since it modi es the model by embedding a
message, it is a watermark as per our de nition.
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random projection matrix is sampled that is multiplied with the source model's activation on the
target layer given the watermarking images. The result is a binary vector that is then activated
by the Sigmoid function. Elements of this binary vector can be interpreted as binary digits by
comparing their values with a threshold, similar to Uchida's extraction.

4.3 Removal Attacks

This section provides summaries of the watermark removal attacks surveyed in this chapter. The
list contains (i) known watermark removal attacks, (ii) attacks that have not been evaluated as
removal attacks, and (iii) novel removal attacks.

4.3.1 Input Preprocessing

Input Reconstruction [136 uses an autoencodér[166 to compress and reconstruct images

before passing them to the surrogate model. The idea is that an autoencoder trained on non-
watermarked images will fail at reconstructing artifacts in the image it has never seen before (such

as additive masks or random noise) while preserving the remaining image's content.

Input Noising [257 adds Gaussian noise with zero mean and some standard deviation to
the entire image.

Input Quantization  [134] quantizes the pixel values for an input images. For a given number
of bits b, the input space is quantized into 2 evenly spaced intervals. Every pixel of the input
image is set to the mean of its interval.

Input Smoothing  [241] convolves some kernel over the image, which makes the image appear
more blurry. Possible kernels are a mean, median, and Gaussian kernel. The image appears more
blurry after applying the convolution.

Input Flipping ips an image along its horizontal axis.

JPEG Compression [57] is similar to input reconstruction, but instead of using an autoen-
coder, the image is compressed through the JPEG compression algorithm.

Feature Squeezing [24]] is similar to input quantization, except that input values are
rounded to the nearest quanta, and the quanta values are chosen to be multiples of & for some
k 2 N.

4https://github.com/foamliu/Autoencoder
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Attack

Category

Source Model
Access

Data

Input Reconstruction [ 136, JPEG Com-
pression (7], Input Quantization [ 134],
Input Smoothing [241], Input Nois-
ing [253, Input Flipping, Feature

Squeezing [241]

Adversarial Training [ 151], Fine-Tuning
(RTLL, RTAL) [ ], Weight Quantiza-
tion [9€], Label Smoothing 15, Fine
Pruning [139, Feature Permutation
(Ours), Weight Pruning [ 264], Weight
Shifting (Ours), Neural Cleanse P37,
Regularization [207, Neural Launder-
ing [5]

Overwriting [ 227], Fine-Tuning (FTLL,

FTAL) [227]

Knocko Nets [169]

Distillation [86]

Transfer Learning, Retraining [224],
Smooth Retraining (Ours), Cross-
Architecture Retraining (Ours), Adver-

sarial Training (From Scratch) [151]

Input Preprocess- White-box

ing

Model Modi cation

Model Modi cation

Model Extraction
Model Extraction
Model Extraction

White-box

White-box

Black-box
White-box
Black-box

None

Domain

Labeled

Transfer
Domain
Domain

Table 4.2: An overview of all watermark removal attacks evaluated in this Chapter 4 and
the attacker's capabilities. 'Category' refers to the categories from Section 2.3.1, 'Source
Model Access' refers to the attacker's access to the watermarked model, and 'Data’ refers to
the dataset requirements of the attack. 'None' means no data is required, '‘Domain’ means
the attack requires in-domain data, ‘Labeled’ means the attack requires in-domain labeled
data (otherwise, it is always unlabeled), and "Transfer' requires out-of-domain data. We
instantiate these attacks against black-box and white-box watermarks in Chapter 4.
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4.3.2 Model Modi cation

Adversarial Training [157] is a method during training to increase a model's robustness to
adversarial examples. A random subset of the training dataset is perturbed using the Projected
Gradient Descent (PGD) [15]] adversarial attack, and these examples are then injected into the
training dataset with the ground-truth labels.

Feature Permutation . DNNSs are invariant to feature permutations, meaning that neurons
in a hidden layer can be permuted without a ecting the model's functionality. We use (random)
feature permutation as an adaptive attack designed speci cally against DeepsignsLPZ], which
encodes the message into the activations of hidden layers.

Fine-Pruning [139] is designed forbackdoor removalthat rst prunes dormant neurons and
then ne-tunes the model to regain the drop in test accuracy. The idea is that neurons that are
never highly activated for benign inputs likely implement the functionality of the backdoor. Such
neurons are eliminated by setting their activation to zero.

Fine-Tuning [227] as a model stealing attack refers to a set of attacks that rst apply a
transformation to the model, followed by ne-tuning.

~

Fine-Tune All Layers (FTAL ). All weights are ne-tuned.

Fine-Tune Last Layer (FTLL ). All but the last layer's weights are frozen while the model
is ne-tuned.

Retrain All Layers (RTAL ). The last layer's weights are re-initialized, and all weights are
ne-tuned.

Retrain Last Layer (RTLL ). The last layer's weights are re-initialized, and only that layer's
weights are ne-tuned.

RTAL and RTLL use predicted labels, whereas FTAL and FTLL use ground-truth labels (otherwise,
gradients are zero).

Overwriting  [227] embeds a watermark using the same watermarking method but a di erent
watermarking key.

Label Smoothing [219 is a regularization method that computes the weighted mean of a
uniform distribution over all labels with a one-hot or (in our case) predicted label by the source
model. The idea is to regularize the model by making classes other than the ground-truth class
appear likely.

Regularization [202] is a two-phased attack that strongly regularizes the model in the rst
phase, leading to a drop in test accuracy, which is compensated by ne-tuning the model in the
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second phase. The idea of the regularization phase is to move the model's parameters far away
from their origin, while the ne-tuning phase nds a (di erent) local minima.

Neural Cleanse [237] is an attack designed forbackdoor removal It rst reverse-engineers
the watermark trigger and then removes (‘unlearns’) the trigger from the model. When a trigger
has been reverse-engineered, (i) it can be unlearned through ne-tuning on di erent labels or (ii)
removed by pruning most activated neurons in some layer.

Neural Laundering [5] is an extension of Neural Cleanse, speci cally designed against
model-independent watermarking methods. The authors re-use the reverse-engineering trigger
step from Neural Cleanse and then iteratively prune weights triggered by the backdoor.

Weight Pruning  [264] randomly prunes the weights in the source model until a given sparsity
is reached in each layer.

Weight Shifting is a novel, adapted attack that we design speci cally against white-box
watermarking methods. The idea is to apply a small perturbation to all Iters of each convolutional
layer in the network, followed by ne-tuning the model to regain the loss in test accuracy. We
design weight shifting as an e cient and e ective watermark removal attack speci cally against
Uchida [227] and Deepmarks [33].

We explain the attack's idea in the example of Uchida, but a similar intuition holds for
Deepmarks, where the watermark veri cation procedure is similar. A weakness of Uchida exploited
by weight shifting is that the attacker knows that if all Iters were inverted, i.e. WiO = W,
then the watermark accuracy would be zero. We cannot directly invert all lters, as the model
experiences a signi cant drop in test accuracy. Hence, we construct a 'softer' version of the attack
that only moves each lter in the direction of the inverse mean multiplied by some constant weight
parameter ; 2 R. We additionally add small random Gaussian noise to each lIter to encourage
the network to nd slightly di erent Iters in the ne-tuning phase.

Our attack can be formalized by the function S(W; 1; »2), which takes as input a set of Iters
W and outputs a shifted set of Iters W% The parameter i; » trade o the attack's e ciency
with its e ectiveness. Let A be a random normal matrix of the same shape as each lteW; with
a variance equivalent to the variance over all Iters for a convolutional layer and a mean of zero.
Shifted weights for each convolutional layer can be computed by applying the following function.

SWi Ji=Wi - W oA (4.3)

Weight Quantization [96] compresses a model by quantizing its weights. This attack is
equivalent to Input Quantization, but quantizes the model's weights rather than the input image.
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4.3.3 Model Extraction

Retraining [224] is a method to train a surrogate model from API access to a source model.
The surrogate model is trained from scratch on the softmax output of the source model. Cross-
Architecture retraining is equivalent to retraining, but the surrogate and source model's architecture
diers.

Cross-Architecture Retraining is equivalent to retraining, but the surrogate model uses a
di erent DNN architecture than the source model. The idea is to increase the dissimilarity to the
source model, which intuitively decreases the likelihood that the watermark is transferred to the
surrogate model.

Distillation  [86] is a method originally designed as a model compression technique that
distills knowledge from a (larger) teacher DNN to a (smaller) student DNN. The idea is to scale
the teacher DNN's logit activations before applying the softmax function, which increases the
prediction's entropy. The student is trained using this scaled prediction vector.

Smooth Retraining  re-trains a surrogate model on smoothed labels obtained from querying
the source model for multiple variations of the same image. For each query, a random a ne
transformation (e.g., random cropping) is applied to the image, and the mean of all received labels
is computed as the nal label. We design smooth retraining as an adaptive attack against the
active watermarking method DAWN. The intuition is that if DAWN responds with a false label
for one image, variations of the same image have a high probability of receiving the label predicted
by the source model.

Knocko Nets [169 is a method for training a surrogate model from scratch using only
data from a di erent domain, referred to as the transfer set We implement the random selection
approach proposed by the authors.

Transfer Learning [223 is similar to Retraining, but instead of using a randomly initialized
model, the attack assumes access to a pre-trained surrogate model from a di erent domain. This
surrogate is ne-tuned on data from the source model's domain using labels predicted by the
source model. The pre-trained surrogate model has already learned semantically meaningful Iters
for a di erent task. A common technique is to freeze the surrogate model's weights that are
located in the lower layers (i.e., not updating them during training) to reduce the training time.
Another option is to reduce the learning rates for lower layers to encourage the reuse of these
lters.

Adversarial Training (from scratch) [157] is equivalent to adversarial training described
earlier, except that the attacker trains the surrogate model from scratch.
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4.4 Threat Model

Our study covers many di erent watermarking methods and evasion attacks that assume di erent
adversary models. For example, model modi cation attacks require white-box access to the source
model, whereas many model extraction attacks only require black-box access. We present a generic
adversary model for any watermarking method and watermark evasion attack. Tables 4.1 and 4.2
summarize the defender's and attacker's capabilities for all methods surveyed in this chapter.

4.4.1 Attacker's Goals

The attacker's primary goal is to derive a surrogate model from access to the source model (i) that
does not contain the watermark and (ii) is similarly accurate as the source model. A secondary
goal is to reduce resources needed for the evasion attack, such as the attack's computation time.
Algorithm 10 formalizes the watermark veri cation game given a datasetD, a secret watermarking
key (only known to the defender) an attack A and the attacker's access to the source modeDa
and the defender's access to the suspect mod@ for the veri cation of the watermark.

Algorithm 10 Watermark Veri cation Game

1. experiment WMVerify (D; ;;; A;Oa;0)

2: o T (D) . train a classi er
3 KeyGen ( ; o)

4 m M . sample a message uniformly at random
5: 1 Embed( ¢; ;m)

6: b f 0;1g
7
8
9

A (Oa( b)) . watermark removal attack returns a surrogate model
c [Verify (O(Ab); ;m) < ] . detect the presence of the watermark
return [b= c] [(Acc (;D wst) AcC ( b Diest)) < 1]

The game begins by training an unmarked source model and generates a watermarking key
(lines 2-3). Then it samples a message and embeds the watermark into the model (lines 4-5). A
fair coin ip determines whether the attacker can access an unmarked or marked model (lines
6-7). The veri er accesses the model after the attack and detects the watermark with a p-value
of at most (lines 7-8). Finally, the game returns the gain of the veri er by (i) ensuring that
the accuracy degradation is at most and (ii) the veri er's prediction about the presence of a
watermark was correct (line 10). The game returns 1 if the veri er correctly predicts the presence
of a watermark or its absence. A watermarking method lacks robustness or integrity if the expected
gain of the veri er in Algorithm 10 is low.
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4.5 Measured Quantities

We present a methodology to assess a watermarking method's robustness. We describe a generally
applicable method to empirically determine a statistical test for a watermarking method's decision
threshold for each watermarking method and dataset. While Algorithm 10 speci es a security
game, we must instantiate the strongest possible attacker to comprehensively study robustness. We
introduce the Nash equilibrium as a method to determine this best con guration of parameters in

an adversarial setting. The Nash equilibrium is computed over multiple parameter con gurations

for each method and evasion attack. We aim to empirically determine whether watermarking
methods are robust to any evasion attacks.

451 Measurements

First, we describe the quantities measured for each experiment and our processing of these
measurements to ensure comparability between watermarking methods.

Embedding and Stealing Losses . We measure theembeddingand stealing lossesas
di erences in test accuracy between an unmarked and a marked model and between a marked
and a stolen surrogate model. The test accuracy is the accuracy of a model's predictions on an
unseen, labeled dataset from the same distribution. First, we de ne an auxiliary function that
computes the accuracy of a modeM on a datasetD X Y

acc(;D)= ()fy’gw[arg imax(CIassify (x; ) =arg rjnax ] (4.4)

The embedding loss is the di erence in test accuracy between an unmarked mode$ and a marked
source model on a labeled test datasetD1est X Y

Lembed( o) ;D)= Acc ( ;D) Acc (D) (4.5)

The stealing loss is the di erence in test accuracy between a marked source modeland a stolen
surrogate model”.

Lsweal(} ;D )= Acc (;D) Acc (D) (4.6)

The defender wants to minimize the embedding loss, and the attacker wants to minimize the
stealing loss.

Decision Threshold. The decision threshold 2 [0; 1] determines the lowest tolerated
watermark accuracy to verify that a watermark is retained in a model. Ideally, a method de nes
a decision threshold as part of their adversary model that we could use to assess its robustness.
Unfortunately, such methods are missing from the surveyed papers, meaning that we have to nd
a methodology to empirically derive decision thresholds for each watermarking method.
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Determining the decision threshold for a watermarking method is di cult since it can depend
on the unmarked model. For example, consider the case of the zero-bit, model-dependent
watermarking method Frontier Stitching [ 127. The presence of a watermark is detected if a
surrogate model predicts the ground-truth labels for images that are part of the watermarking key.
The watermarking key is composed of adversarial examples2 ] 3 generated for the source model.
During the embedding, the source model is adversarially trained 151] to predict ground-truth
labels for the watermarking key, whereas unmarked models still likely predict incorrect labels
if the adversarial examples are transferable425. The problem is that the watermark accuracy
of an unmarked model can increase without access to the source model by using adversarial
training. This a ects this watermarking method's decision threshold, which should be chosen large
enough so that unmarked models are not incorrectly veri ed. The challenge lies in estimating the
cumulative probability distribution that an unmarked model has a watermarking accuracy larger
than some decision threshold. Such an estimation enables determining a decision threshold so
that an incorrect veri cation (i.e., falsely claiming that a watermark is retained in a model) has a
given probability.

Modeling the Decision Threshold. We empirically estimate an unmarked model's wa-
termark accuracy given two random variables: the unmarked model and the watermarking key.
Our goal is to estimate the cumulative probability that the watermark accuracy of a randomly
generated watermarking key and a randomly sampled unmarked model is higher than some
threshold. We make an i.i.d. assumption for our random variables and randomly generate 100
watermarking keys, each with a bit-length of N = 100. Then, we compute the watermark accuracy
on a set of 30 unmarked models for CIFAR-10 and 20 unmarked models for ImageNet for every
key and model pair. We model the cumulative normal probability distribution for the expected
number of matched bits and choose a decision threshold. Table 4.3 summarizes the resulting
decision thresholds for CIFAR-10 and ImageNet. We observe that some decision thresholds di er
between CIFAR-10 and ImageNet, which requires the defender to derive a threshold speci ¢ to
the model and dataset they want to protect. For the watermarking methods Content, Noise,
Frontier Stitching, and Blackmarks, we observed that the choice of parameters a ects their decision
thresholds. In these cases, Table 4.3 shows the largest computed decision threshold, and we refer
to Appendix B.4 for more information.

Rescaling Watermark Accuracies. Our goal is to compare the robustness of di erent
watermarking methods. Relating watermark accuracies from di erent methods with each other
is di cult because their decision threshold may di er. In such cases, the watermark accuracy
alone does not indicate whether a method is robust without knowledge of the method's decision
threshold. We avoid this issue by linearly rescaling the watermark accuracy by the method's
decision thresholdT so that a watermark is retained if the rescaled watermark accuracy is at least
equal to some xed value T?= 0:5 and removed otherwise. This allows us to plot the watermark
accuracies for di erent methods into the same graph. We de ne a linear scaling functionS(x; T)
that rescales the watermark accuracy so that (i)S(T;T) = T%and (ii) S(1;T) = 1. The rescaling
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[255] [255] [255] [3] [109] [128] [34] [33] [192] [227] [216]

CIFAR-10 7% 49% 15% 15% 5% 53% 62% 40% 53% 58% 16%
ImageNet 1% 2% 1% 7% 16% 72% 81% 32% 58% 58% 6%

Table 4.3: This table shows the empirically determined, unscaled decision thresholds for
each watermarking scheme on two datasets with a p-value abD8. We obtain these decision
thresholds by generating 100 watermarking keys with a key length &f = 100 each and
compute the mean watermark accuracy on a set of unmarked models. We use 30 unmarked
models for CIFAR-10 and 20 for ImageNet. We refer to Appendix B.4 for details on the
computation of the decision thresholds.

function uses the method's (unscaled) decision threshold as a parameter and returns the scaled
watermark accuracy.
TO 10 7T

. — -1
S(:T) =max(0; T—x+ =) (4.7)

We clip the output to avoid negative watermark accuracies. From this point forward, unless stated
otherwise, we only refer to the rescaled watermark accuracy and decision threshold.

Runtime . The runtime helps assess the practicality of a watermarking method or evasion
attack. We measure the runtime to (i) embed the watermark and (ii) run an evasion attack. Since
runtimes depend on the hardware, we report all runtimes measured on (single) Tesla P100 GPUs.

Attack Success Criterion. A success criterion determines whether an evasion attack
successfully removed a watermark. We consider the watermark accuracy and the stealing loss
of the surrogate model. We say an evasion attack was successful when the surrogate model's
watermark accuracy is lower than the method's decision threshold and the surrogate model is
well-trained. In this thesis, we consider a maximum stealing loss ofve percentage points for a
surrogate model to be considered well-trained. We refer to Section 4.4.1 for a security game that
formalizes our success criterion.

4.5.2 Nash Equilibrium

Our empirical analysis performs an ablation study over multiple sets of parameters for each
watermarking method and evasion attack. We now describe a method to measure the robustness
of a watermarking method against one or more evasion attacks under the consideration that the
defender and attacker can choose from a set of parameters. For every watermarking method and
evasion attack, we ablate over multiple parameters (see Section 4.2 and Appendix B.2) from which
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the defender and attacker can choose. We de ne a zero-sum game between the defender and
attacker, where both players want to choose optimal parameters to maximize their gains.

We construct a payo matrix V 2 R™ " for n watermarking method parametersfdp;::;dng
and m evasion attack parametersf ag;::;ang. The defender and attacker have full knowledge
of this payo matrix. An entry in this matrix is computed by applying a payo function on
the outcome of running an attack with the row's parameters against a watermarking method
with the column's parameters. We de ne the following payo function. The payo is zero for
non-successful attacks, and otherwise, the payo is equal to the surrogate model's test accuracy.
At the start of the game, both players choose their strategy from the payo matrix. We observe
that the defender maximizes their gain if they minimize the payo , whereas the attacker wants to
maximize the payo . A Nash equilibrium is found when neither player gains from changing their
chosen parameters. Optimal parameters for both players can be derived as follows.

(d ;a)=(di;a)=argmin (argmaxVij ]) (4.8)
i j

Using the Nash equilibrium to present our results, we demonstrate that successful watermark
evasion attacks exist due to the watermarking method's vulnerability rather than a wrong choice
of parameters.

4.6 Experiments

In this section, we present the results of our experiments. We describe our experimental setup, a
methodology for splitting data between the attacker and defender, and the model architectures.
Then, we report measured quantities of the attacks and methods, such as their runtimes or the
embedding loss.

We analyze the robustness of each watermarking method against (i) all attacks, (ii) categories
of attacks, and (iii) individual attacks. The rst experiment validates whether a method is robust
if the attacker knows which method the defender has chosen (but not its parameters). The second
experiment analyzes which attack categories are most e ective against each watermarking method.
The third experiment focuses on nding dominant attacks, i.e., successful evasion attacks that
remove any watermark. Our results show that none of the single attacks themselves removes all
watermarks. Still, we can nd combined dominant attacks. We cannot depict all evaluation results
in this thesis. Hence, we will make our results publicly available via an interactive graph that
shows the Nash equilibrium for a set of attacks against a set of watermarking methods

Shttps://crysp  :uwaterloo :ca/research/mlsec/wrt
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(a) CIFAR-10 (b) ImageNet

(c) CIFAR-10 (d) ImageNet

Figure 4.1: The runtimes for embedding (top) and attacking (bottom) a watermark on
CIFAR-10 and ImageNet measured on Tesla P100 GPUs.
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(a) CIFAR-10 (b) ImageNet

Figure 4.2: The embedding losses after watermarking compared to the unmarked model.

4.6.1 Setup

We implement all watermark methods and evasion attacks in our novel Watermark-Robustness-
Toolbox (WRT) with PyTorch [ ] running as its backend. WRT will be made available as

open-source code, which allows independent veri cation of our empirical results. All reported
runtimes in this chapter were obtained using Tesla P100 GPUs.

4.6.2 Datasets

We embed watermarks into source models trained on the image classi cation datasets CIFAR-
10 [121] and ImageNet [47]. Our method of splitting the dataset between the attacker and defender

di ers depending on the attack's category. For model modi cation attacks, the attacker can access

a third of the dataset, and the defender can access the remaining two-thirds. Model extraction
attacks require more data to achieve a high test accuracy, and thus, we give the attacker and
defender access to the entire training dataset. We refer to Appendix B.3 for a description of the
datasets and details on our method of splitting the training dataset.

4.6.3 Model Architectures

All of our experiments assume that the attacker knows the source model's architecture. For CIFAR-
10, we use the wide ResNet 28x1((1], and for ImageNet, the ResNet-50 $2] architectures. We
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also perform cross-architecture retraining using a DenseNet-12B{] for CIFAR-10 and ImageNet.

4.6.4 Runtimes and Embedding Losses

We report the runtimes for the evasion attacks and watermark embeddings. Since the choice
of parameters in uences the runtimes, the results can only show general trends. We ensured
choosing parameters and training con gurations that an attacker or defender would likely choose
in practice, such as using early stopping for the embedding. Section 4.2 and appendix B.2 contains
detailed descriptions of the chosen parameters and implementation details. Figures 4.1a, 4.1c
and 4.2a show results for CIFAR-10 and Figures 4.1b, 4.1d and 4.2b for ImageNet. All graphs
are shown as bar charts with the watermarking method or evasion attack on the y-axis and the
runtime or embedding loss on the x-axis. The coloring indicates categories.

Embedding Runtimes. Figures 4.1a and 4.1b show the embedding runtimes for CIFAR-10
and ImageNet. We refer to thetraining time as the time to train an unmarked model from
scratch. This training time is a reference point to assess the practicality of evasion attacks and
watermarking methods. We observe a training time of 1h and 100h for CIFAR-10 and ImageNet.

On CIFAR-10, model-independent methods have the highest embedding time of about 20% of
the total training time. Parameter encoding methods are more e cient and require only about
9% of the training time. We do not consider the runtime for the active methods but point out
that deploying them incurs computational costs for each inference. On ImageNet, we observe that
methods such as Jia and Deepmarks require considerably more time than on CIFAR-10, whereas
model-independent methods are relatively fast. Jia has the highest embedding time, exceeding
1.6% of the total training time. All embedding times are low compared to the total training times
on both datasets, and we conclude that all surveyed methods are e cient.

Attack Runtimes. Figures 4.1c and 4.1d show the attack runtimes for CIFAR-10 and
ImageNet. Input Preprocessing attacks are not shown because they run only during inference. We
observe that the runtimes of all attacks are proportionally similar on CIFAR-10 and ImageNet.
On both datasets, model extraction attacks require signi cantly longer than model modi cation
attacks. Transfer learning is an exception for a model extraction attack that is relatively fast as it
requires about 40% of the training time on CIFAR-10 and roughly 25% of the training time on
ImageNet. Knocko is the slowest attack, which takes considerably longer than retraining due to
the larger size of the training dataset.

Embedding Losses. Figures 4.2a and 4.2b show the embedding losses, which is the drop
in test accuracy due to embedding the watermark into the source model (see Section 4.5.1).
Embedding losses for CIFAR-10 and ImageNet are about one percentage point, with the exception
of Deepsigns on ImageNet, which has an embedding loss of more than three percentage points.
The parameter encoding method Deepmarks incurs the lowest embedding loss on both datasets.
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(a) (b)

(c) (d)

Figure 4.3: Figures 4.3a and 4.3b show the minimum amount of training data required for

the transfer learning and retraining attacks to achieve a given test accuracy. Figures (c, f)

show the fastest attack that removes each watermark. With DAWNZ14, the attacker has

to obtain white-box access by extracting the source model before using other attacks. For
a fair comparison with other methods, we do not consider this extraction runtime.
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(a) CIFAR-10 (b) ImageNet

Figure 4.4: The Pareto frontier for all watermarking methods with respect to the stealing
loss (de ned in Section 4.5.1) and watermark accuracy of the best attack. A watermark
accuracy lower thanT®= 0:5 means that the watermark is not robust.

4.6.5 Robustness of Watermarking Methods

This section describes our analysis of the robustness of each watermarking method against all
attacks. The defender can choose from a set of parameters for a single watermarking method,
whereas an attacker can choose from all parameters for all evasion attacks. The goal of this
analysis is to evaluate whether any watermarking method can be considered robust against an
adaptive adversary. We assume that the attacker knows the watermarking method chosen by the

defender but not its parameters.

Robustness. The results are illustrated in Figures 4.4a and 4.4b in the form of a scatter
plot. The x-axis shows the stealing loss, which is the drop in test accuracy in the surrogate
model compared to the source model, and the y-axis shows the rescaled watermark accuracy (see
Section 4.5.1). A watermark accuracy lower thanT%= 0:5 means that the watermark has been
removed. We highlight T°by a dashed line in the graph. We draw thePareto frontier , which is
the set of watermarking methods with a watermark accuracy or stealing loss so that no other
watermarking method improves upon both metrics. Jia, Content, and Deepmarks are members of
the Pareto frontier for CIFAR-10 and only Jia for ImageNet.

We observe that none of the watermarking methods is robust. For CIFAR-10, the marked
source models can be stolen with a stealing loss of less than one percentage point, i.e., without a
considerable loss of utility. For ImageNet, we observe that evasion attacks incur a higher stealing
loss overall. Jia has the highest stealing loss of three percentage points, whereas the remaining
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watermarking methods have a stealing loss of at most two percentage points. We designed a set
of adaptive attacks against a subset of watermarking methods and feature their results separately
as follows.

" Smooth Retraining : The smooth retraining attack is adapted to the active watermarking
method DAWN. The idea is to query DAWN multiple times with the same image, using a
di erent a ne transformation (e.g., cropping, horizontal ipping) for each query. The label
for each image is the mean across all collected labels for each image. Smooth retraining is
the only attack that removes DAWN on CIFAR-10.

Feature Permutation : Hidden layer neurons are permutation invariant, meaning that we
can apply a random permutation on the features without losing any utility of the model.
Deepsigns is the only method that is not robust against feature permutation attacks.

" Weight Shifting : Weight shifting perturbs the Iter weights of each convolutional layer by
the negative mean over all its lters, adds a small amount of noise and ne-tunes the model.
We observe that weight shifting is the only model modi cation attack that removes Uchida
on CIFAR-10 and ImageNet.

Fastest Attacks.  Figures 4.3c and 4.3d show the fastest attacks that successfully remove a
watermark. On CIFAR-10, we observe that some methods, such as Deepsigns, Blackmarks, and
Adi, can be removed with a negligible runtime, whereas Jia and Unrelated require the highest
runtime. On ImageNet, we observe that evading the watermarks from Unrelated and Jia requires
the highest runtime, whereas parameter encoding methods can be removed in the shortest amount
of time. For both datasets, we observe that the fastest attacks depend on the watermarking
method, i.e., there is no single fastest attack or attack category against all watermarking methods.

Dataset Availability. We stated that the dataset available for a model extraction attack
is larger than for model modi cation attacks. We ablate over the amount of data available to
the attacker to achieve a given test accuracy. This is relevant to discuss the practicality of model
extraction attacks because the attacker wants to minimize both (i) the training time and (ii) the
amount of data required to perform an attack.

Figures 4.3a and 4.3b show the amount of unlabeled data in relation to the surrogate model's
test accuracy for CIFAR-10 and ImageNet. The attacker trains their surrogate model on data
labeled by source models with a test accuracy of 94.20% on CIFAR-10 and 75.48% on ImageNet.
On CIFAR-10, we observe that transfer learning achieves a signi cantly higher test accuracy than
retraining from scratch using the same amount of data. Retraining requires at least about 20k
samples to perform a successful attack, whereas transfer learning needs only about 5k samples.
On ImageNet, the di erence between retraining and transfer learning goes to zero when more
than 250k samples are available to the attacker. Performing a successful evasion attack requires
at least 500k samples. While transfer learning still requires the same amount of data as retraining
from scratch, we point out that transfer learning requires signi cantly less computation time.
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Figure 4.5: An illustration of the robustness of each surveyed watermarking method against
categories of attacks for CIFAR-10 (top) and ImageNet (bottom). The axes show the
(scaled) watermark accuracy of a method against the best attack from each category. A
watermark is robust against a category if the watermark accuracy is at lea3t® = 0:5.
The method and attack parameters are chosen using the Nash Equilibrium, and we ignore
attacks when their stealing loss exceeds ve percentage points. The attack categories are
Input Preprocessing (IP), Model Modi cation (MM), and Model Extraction (ME).
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4.6.6 Robustness against Attack Categories

In the previous section, we showed that none of the watermarking methods is robust against
all attacks. We further analyze the robustness of each watermarking method against categories
of evasion attacks. The defender can choose from the set of parameters for each watermarking
method, and the attacker can choose from the set of parameters for attacks of only one category.
This analysis provides insights into the vulnerability of watermarking methods to certain attack
categories. We refer the reader to Table 4.2 for a list of all attacks and their categories.

Figure 4.5 shows a radar plot of our result for CIFAR-10 and ImageNet. The radar plot
axis shows the watermark accuracy of each method against the most successful attack from each
attack category. A larger covered area in the plot illustrates higher robustness to multiple attack
categories. A method is robust against the attack category if the watermark accuracy is at least
T9%=0:5 (see Section 4.5.1). We analyze the results for each category.

Input Preprocessing.  We observe that input preprocessing attacks often do not remove
a watermark on either CIFAR-10 or ImageNet, but these attacks often impact the watermark
accuracy. Input smoothing and input reconstruction are e ective against Adi and Noise on
CIFAR-10 but not on ImageNet. We always apply feature permutation because it does not impact
the model's utility and requires negligible computational costs. For this reason, Deepsigns, which
is vulnerable to feature permutation, is removed by input preprocessing attacks for both CIFAR-10
and ImageNet. Similarly, DAWN is not robust because it requires extracting a surrogate model
prior to running an input preprocessing or model modi cation attack. We extract a surrogate
model for DAWN using smooth retraining, which already removes the watermark.

Model Modi cation. Model modi cation attacks successfully remove all watermarks for
CIFAR-10 and ImageNet, except for Jia on ImageNet. Many surveyed watermarking methods are
vulnerable to multiple model modi cation attacks, whereas other methods, such as Uchida, are
only vulnerable to our adaptive weight-shifting attack. Similar to input preprocessing attacks, we
observe that model modi cation attacks that do not remove the watermark can still signi cantly
lower the watermark accuracy.

Model Extraction.  We observe that almost none of the methods is robust to model extraction
attacks on CIFAR-10 and ImageNet. The most e ective attack is transfer learning for both CIFAR-
10 and ImageNet because it requires a fraction of the training time for an unmarked model, and it
removes almost all of the surveyed watermarks. Notable exceptions are Noise and Blackmarks,
which are robust against transfer learning on ImageNet, but Noise is not robust against retraining
on ImageNet and Blackmarks is not robust against adversarial training. Retraining, distillation,
and adversarial training from scratch yield similar results as transfer learning, but they require (i)
at least as much data and (ii) have a signi cantly longer runtime. Therefore we do not evaluate
distillation and adversarial model extraction on ImageNet if a model is already vulnerable to
transfer learning or retraining.
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Watermark
Attack [255] [255] [255]  [3]  [109] [127]  [34]  [33]  [192] [227] [216]

Input Preprocessing
Input Smoothing [241]
(Gaussian Kernel)
Model Modification
Regularization [202] 71X XIX  XIX 777X X 7UX XIX  XIX XIX X/7
Neural Cleanse [232] XIX  XIX XIX XIX XIX XIX XIX XIX XIX XIX XIX
(Unlearning)
Feature Permutation (Ours) XIX X/X X/IX XIX XIX X/X X/X XIX 717  XIX X/X

XIX  XIX XIX XI/X XIX 7/X XIX XIX XIX XIX XIX

Weight Shifting (Ours) X OXIX O TX O TX OXIX X7 77X 07T 0T U7 XIX
Model Extraction
Knocko Nets [169] XIX XI/X X/X X/X XIX XIX X/X 71 X 71 X 71 X -
Retraining [224] 717 717 717 717 XX 71 X 717 717 717 717 X7
Smooth Retraining (Ours) - - - - - - - - - - 717
Cross-Architecture T UT nT UT UX UX UX  UT UT UT XIT
Retraining
Transfer Learning [223] 717 71X 717 717 717 717 71X 717 717 717 X7

Table 4.4: A summary of the robustness for each watermarking method against selected
attacks. A checkmark ) indicates that the method is robust, and a cross?) indicates a
lack of robustness. A dash (-) indicates that the attack has not been performed against the
watermarking method (e.qg., it is an adaptive attack designed against a subset of methods).
With two consecutive marks, we indicate the robustness of CIFAR-10 and ImageNet.

In summary, we conclude that model extraction attacks are the most e ective evasion attacks
against most watermarks. Jia and Blackmarks are robust against retraining, but Jia is not robust
against transfer learning, and Blackmarks is not robust against adversarial training. Even when a
method is robust to retraining with the same architecture, the attacker can obtain a well-trained
surrogate model by switching to a di erent architecture. We believe that transfer learning is
more e ective at removing some watermarks because the model re-uses low-level features learned
from another task. Hence, watermarks encoded into low-level features are less likely to be robust
against transfer learning. None of the parameter encoding methods is robust to transfer learning,
also because extraction of such a watermark is not de ned for a di erent model architecture. For
example, Uchida de nes a secret watermarking key that expects a layer's weights to be in the same
shape as the source model's layer used for the embedding. Input preprocessing attacks are often
not successful at removing a watermark, but they can reduce the watermark's accuracy. Model
modi cation attacks, especially our novel adaptive attacks, successfully remove the watermark of
a subset of watermarking methods and require (i) signi cantly fewer data and (ii) computational
resources than model extraction attacks.
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4.6.7 Attack's E ectiveness.

Table 4.4 shows whether a method is robust against an attack on CIFAR-10 and ImageNet for a
subset of attacks. We observe that (i) attacks designed against one category of watermarks are not
necessarily e ective against watermarks from this category, and (ii) no method is robust against
all model extraction attacks. Neural Cleanse f] and Regularization [207] were designed against
model-independent watermarks, but they often only decrease the watermark accuracy instead
of removing the watermark. Jia is robust against retraining but not against transfer learning,
suggesting that it is encoded into the low-level features of the source model. Transfer learning
does not re-learn these low-level features from scratch, which could explain why transfer learning
is more e ective than retraining at removing the Jia watermark.

4.6.8 Dominant Attacks

This section analyzes whether adominant attack exists that removes all watermarks. The
existence of a dominant attack would mean that an attacker does not require knowledge about
the method used by the defender to remove their watermark. The attacker can choose from the
set of parameters for a single attack, whereas the defender can choose from the set of parameters
for all watermarking methods. We observe that transfer learning is dominant for CIFAR-10, but
there exists no dominant attack for ImageNet.

Creating Dominant Attacks. We now evaluate whether it is possible to nd combined
attacks that are dominant for source models trained on ImageNet. A combined attack performs
many attacks in sequence. Our empirical results show that transfer learning combined with label
smoothing is a dominant attack that removes all eleven watermarks on CIFAR-10 and ImageNet.
The threat of combined attacks to the robustness of watermarking methods has not yet been
explored, and we show that combined attacks can pose a signi cant threat.

4.7 Discussion

In this section, we discuss the practicality of the evaluated evasion attacks and argue that they
are real-world threats to DNN watermarking. We identify three requirements for the attacker: (1)
computational resources, (2) dataset availability, and (3) pre-trained models for transfer learning.
Then we present guidelines for designing future watermarking methods and discuss the implications
of our work for future research.

Computational Resources. Related work often restricts the availability of computational
resources to the attacker in their threat model P27, 3, 33] and claims robustness against attackers
with limited computational resources. While it may be the adversary's objective to minimize

68



computational resources, there is no theoretical guarantee that the adversary's learning problem
will be a hard instance and require infeasible resources in some security parameters. Quite to the
contrary, for the classi cation problems considered in this chapter, the adversary's costs are very
feasible. Using shared GPUs in the cloud, the monetary costs are proportional to the attack's
runtime. All runtimes were obtained on (single) Tesla P100 GPUs, which incur a cost of ¥3%
per on-demand hour of GPU-timé®. Training a ResNet-50 model from scratch on ImageNet,
consisting of 1.28 million images, takes about 100 hours and costs 83Transfer learning a model
takes only 23 hours and brings down the costs to about 1R There are even more optimized
implementations [39] than ours, which achieve lower costs through various optimizations, e.g., by
training on multiple GPUs, utilizing TPUs, or choosing more e cient model architectures. We
conclude that, in absolute terms, the price for computational resources is almost insigni cant and
is likely not a deterrent for the attacker.

Dataset Availability. Related work often does not restrict the dataset available to the
attacker, except for limiting the amount of ground-truth labels. We nd that the attacker's
dataset signi cantly in uences the e ectiveness of the evasion attacks. Increasing the amount of
(unlabeled) domain data is su cient to perform successful evasion attacks, and predicted labels
can substitute ground-truth labels.

Using a transfer dataset (labeled data from a di erent domain) to train a model from scratch,
such as in the Knocko attack [169, does not lead to successful evasion attacks. For CIFAR-10,
almost all watermarks are retained, and for ImageNet, we could not train a surrogate model with
high test accuracy. We observe that access to domain data is crucial to perform these attacks.

Availability of Pre-Trained Models. Related work has not used transfer learning to
remove watermarks, but transfer learning is a known method for training models in the visual
domain [223. We show that transfer learning is highly e ective at removing watermarks; it is
computationally e cient, and it can leverage access to less data than other model extraction
attacks. Related work has shown that access to larger transfer sets can reduce the amount of
domain data required for transfer learning [L1. Speci cally, the authors use models that have
been pre-trained on up to 300 million images and show that they can transfer learn this model for
ImageNet with a test accuracy of 87.5% using as few as ten examples per class. We argue that it
should not be problematic for attackers to obtain access to a pre-trained model from a di erent
domain in practice. There exist many platforms to share pre-trained models with various model
architectures, such as ONNX or Model Zod®, without charging the user.

Shttps://cloud  :google :com/compute/gpus-pricing
"https://onnx.ai/
8https://modelzoo.co/
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4.7.1 Guidelines

In this section, we propose guidelines for evaluating the robustness of watermarking methods.
These guidelines incorporate many of our ndings and provide a minimal checklist to claim
robustness for a watermarking method.

Attacker's Dataset. Our experiments have shown that robustness on CIFAR-10 does not
imply robustness on ImageNet and vice versa. In general, we observed that it is more di cult to
remove watermarks from models trained on ImageNet than from models trained on CIFAR-10.
We believe that is because (i) the model and task are more complex and (ii) attacks have a greater
impact on the model's utility (measured by the test accuracy). Our recommendation for image
classi cation models is to experiment on (i) a small dataset, (ii) a dataset with large input image
dimensions, and (iii)) a dataset with a large number of classes. We use ImageNet to cover the last
two requirements within one dataset. Furthermore, we recommend listing the amount of data and
ground-truth labels used during the attack for evasion attacks.

Decision Threshold.  We noticed that a method to derive a watermarking method's decision
threshold is missing from many papers in related work. Disproving the robustness claim of a
method requires a method of deriving the decision threshold. This method a ects the method's
usability. For example, for the watermarking method Adi, we could theoretically derive the
decision threshold because the input images and target labels are drawn randomly. However,
Blackmarks requires an empirical method to derive a decision threshold because it relies on
adversarial examples for which it is di cult to theoretically quantify the transferability of these
examples to unmarked models. Our work proposes a general method to empirically determine this
decision threshold, which involves training many unmarked models on CIFAR-10 and ImageNet
(hence the usability is limited).

Parameter Ablation. We recommend stating all parameters for an evasion attack and
watermarking method that can be included in an ablation study. In our work, we manually
selected parameters for our ablation study. For multiple parameters, the robustness should be
evaluated at the Nash equilibrium. This enhances (i) the reproducibility of robustness claims and
(i) allows for a fair evaluation of a method's robustness and an attack’s e ectiveness.

Class Accuracies. For some watermarking methods, such as Content or Jia, we observed
that the source model might unlearn a single class during the embedding process. On ImageNet,
the test accuracy drops only by about 0.1% when the model unlearns a single class, but we argue
that in such cases, the impact of the watermark is greater than the drop in overall test accuracy
suggests. We recommend evaluating the drop in test accuracy for single classes.

Runtime. We suggest that a watermarking method or evasion attack should show their
runtimes for the embedding or evasion procedure in relation to retraining a model from scratch.
While the runtime of all surveyed watermarking methods is small, we believe the runtime is still a
distinguishing factor for the proposed method's practicality.
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4.7.2 Implications for Future Research

We show with our systematic, empirical study that a well-de ned attacker can break all surveyed
watermarking methods. We argue that DNN watermarking robustness needs to be de ned and
evaluated more rigorously. Many previous works evaluate against a relatively weak attacker that
does not adapt their attacks. In other cases, the attacker is limited by their computational resources
or the non-availability of other pre-trained models. We present a well-de ned attacker model,
and our Watermark-Robustness-ToolboX is publicly available. Authors of future watermarking
methods can evaluate robustness against the attacker presented in this chapter.

4.8 Conclusion

We evaluate eleven watermarking methods from related work and empirically determine their
decision thresholds for the CIFAR-10 and ImageNet datasets. Then, we measured the performance
of a large set of evasion attacks against all watermarking methods and ablate over multiple
parameters for each method and evasion attack. We use the Nash equilibrium to evaluate a
method's robustness against (i) all attacks, (ii) categories of attacks, and (iii) single attacks.
Our results show that none of the methods is robust against all attacks. We analyze these
results by analyzing each attack category's e ectiveness and nd that the most e ective evasion
attack categories are model extraction attacks, followed by model modi cation attacks. We show
that transfer learning removes all watermarks on CIFAR-10, but there exists no such dominant
attack for ImageNet. We create a combined attack composed of (i) transfer learning and (ii)
label smoothing that removes all eleven watermarks. Finally, we discuss the practicality of the
evasion attacks, e.g., their monetary costs and the dataset availability of the attacker, and propose
guidelines for evaluating the robustness of DNN watermarking. We hope that our work will
improve future evaluations of black-box or white-box DNN watermarking methods.

Shttps://github  :com/dnn-security/Watermark-Robustness-Toolbox
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Chapter 5

Deep Neural Network Fingerprinting
By Conferrable Adversarial Examples

This chapter is based on work [4€] that was published at the 2021 International Conference on
Learning Representations (ICLR). | investigate whether it is possible to extract an identifying
code from a source model to detect its unauthorized redistribution against model extraction
attacks. The threat is an attacker who tries to corrupt the identifying code and use a model
against its fair and intended use. | propose a ngerprint composed of samples from a new subclass
of transferable adversarial examples, which are calledonferrable examples. Conferrable examples
can be used as a source model's ngerprinting key to detect surrogate models while withstanding
model extraction attacks.

5.1 Motivation

Deep neural network (DNN) classi ers have become indispensable tools for addressing many
practically relevant problems, such as autonomous driving 22(], natural language processing449,
and health care predictions (9. While a DNN provides substantial utility, training a DNN is
costly because of data preparation (collection, organization, and cleaning) and computational
resources required to validate a modell79. For this reason, DNNs are often provided by a single
entity and consumed by many, such as in the context of Machine Learning as a Service (MLaaS).
A threat to the provider is model stealing in which an adversary derives a surrogate model from
only API access to the source model.

Consider an MLaaS provider that wants to protect its service and hence restrict its redis-
tribution, e.g., through a contractual usage agreement because trained models constitute their
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Figure 5.1. Conferrable adversarial examples used as a ngerprint to identify surrogates.

intellectual property. A threat to the model provider is an attacker who derives surrogate models
and publicly deploys them. Since access to the source model has to be provided, users cannot be
prevented from deriving surrogate models. Krishna et al.[120] have shown that model stealing is

e ective because even high- delity surrogates of large models can be stolen and e cient because
surrogate models can be derived for a fraction of the costs with limited access to domain data.

This chapter proposes a DNN ngerprinting method to predict whether a model is a (stolen)
surrogate or a (benign) reference model relative to a source model. DNN ngerprinting is a new
area of research that extracts a persistent, identifying code ( ngerprint) from an already trained
model. Model stealing can be categorized intanodel modi cation, such as weight pruning 264,
or model extraction that uses some form of knowledge distillation §6] to derive a surrogate from
scratch. Claimed security properties of existing defenses {[ 255), have been broken by model
extraction attacks [207. Our ngerprint is the rst defense speci cally designed to withstand
model extraction attacks, which extends to robustness against model modi cation attacks.

Our research provides new insight into the transferability of adversarial examples. In this
chapter, we hypothesize that there exists a subclass of targeted, transferable, adversarial examples
that transfer exclusively to surrogate models but not to reference models. We call this subclass
conferrable Any conferrable example found in the source model should have the same misclas-
si cation in a surrogate model but a di erent one in reference models. We propose metrics to
measure conferrability and an ensemble adversarial attack that optimizes these new metrics. Our
ngerprint is made of conferrable adversarial examples.

Retrained CIFAR-10 surrogate models can be veri ed with a perfect ROC AUC of 10 using
our ngerprint, compared to an ROC AUC of 0 :63 for related work [23]. While our ngerprint
is robust to almost all derivation and extraction attacks, we show that some adapted attacks
may remove our ngerprint. Speci cally, our ngerprint lacks robustness against transfer learning
attacks, where a similar, pre-trained model and limited domain data are accessible to the attacker.
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Moreover, our ngerprint is not robust against adversarial training [ 151] from scratch. Adversarial
training is an adapted model extraction attack speci cally designed to limit the transferability of

adversarial examples. We hypothesize that incorporating adversarial training into the generation
process of conferrable adversarial examples may lead to higher robustness against this attack.

5.2 Related Work

In black-box adversarial attacks [L71, : ], access to the target model is limited, meaning that
the target architecture is unknown and computing gradients directly is not possible. Transfer-based
adversarial attacks [L70, 171] exploit the ability of an adversarial example to transfer across models
with similar decision boundaries. Targeted transferability additionally speci es the target class

of the adversarial example. Our proposed adversarial attack is a targeted, transfer-based attack
with white-box access to a source model (that should be defended) but black-box access to the
stolen model derived by the attacker.

Liu et al. [141]and Tramer et al. [226] show that (targeted) transferability can be boosted
by optimizing over an ensemble of models. Our attack also optimizes over an ensemble of
models to maximize transferability to stolen surrogate models while minimizing transferability to
independently trained models, called reference models. We refer to this special subclass of targeted
transferability as conferrable Traner et al. [226] empirically studies transferability and nds
that transferable adversarial examples intersect with high-dimensional "adversarial subspaces"
across models. We further their studies and show that (i) stolen models apprehend adversarial
vulnerabilities from the source model and (ii) parts of these subspaces, in which conferrable
examples are located, can be used in practice to predict whether a model has been stolen.

Watermarking of DNNs is a related method to DNN ngerprinting, where an identifying code
is embedded into a DNN, thereby potentially impacting the model's utility. Uchida et al. [227]
embed a secret message into the source model's weight parameters but requires white-box access to
the model's parameters for the watermark veri cation. Adi et al. [3] and Zhang et al.[255]propose
backdooring the source model on a set of unrelated or slightly modi ed images. Their approaches
allow black-box veri cation that only requires API access to the watermarked model. Frontier-
Stitching [12§ and BlackMarks [54] use (targeted) adversarial examples as watermarks. These
watermarks have been evaluated only against model modi cation attacks but not against model
extraction attacks that train a surrogate model from scratch. At least two of these watermarking
schemes§, ] are not robust to model extraction attacks [207. Cao et al. [23] recently proposed
a ngerprinting method with adversarial examples close to the source model's decision boundary.
We show that their ngerprint does not withstand retraining as a model extraction attack and
propose a ngerprint with improved robustness to model extraction attacks.
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5.3 Threat Model

We consider an attacker who wants to derive a surrogate model from access to the defender's source
model that (i) has a similar test accuracy and (ii) cannot be veri ed by the defender as one of the
source model's surrogate models. We consider two attacker models: (i) an attacker witlwvhite-box
access to the source model, meaning access to the source model's parameters, and (ii) a less
informed, black-boxattacker with only API access to the source model. A more informed attacker
can drop information and invoke all attacks of a less informed attacker. Robustness against a
more informed attacker implies robustness against a less informed attacker. Our attacker has
access to many unlabeled images but is limited in their access to ground-truth labels; otherwise,
they could train their own model, and there would be no need to steal a model.

In our evaluation, we experiment with attackers on CIFAR-10 [121] with up to 80% of ground-
truth labels. A plausible rationale for this constraint on label accessibility could be attributed
to the absence of a reliable oracle, such as in specialized domains like healthcare, where the
accuracy and con dentiality of data are important. Additionally, the procurement of labels could
be cost-prohibitive, as it may necessitate the use of human annotation services, for instance,
Amazon Mechanical Turk?, which can incur signi cant monetary expenses.

5.4 Conferrable Adversarial Examples

Conferrability is a new property for adversarial examples, in which targeted transferability occurs
only from a source model to its surrogates but not to independently trained reference models.
Intuitively, surrogate models are expected to be more similar to the source model than any
reference model, but quantifying this similarity is non-trivial. Conferrable examples are an
attempt to quantify this similarity by shared adversarial vulnerabilities of the source model and
its surrogates. Surrogate models di er from reference models in the objective function that they
optimize. Reference models maximize delity to the ground truth labels, whereas surrogate models
maximize delity to the source model's labels, which do not always coincide.

Figure 5.2a shows the relation between targeted adversarial, transferable, and conferrable
examples for the source model, its surrogates, and all reference models. An example is transferable
if it is adversarial to any model. It is conferrable when it is adversarial only to surrogate
and source models. In that sense, conferrable adversarial examples are a subclass of targeted
transferable adversarial examples. Figure 5.2b shows the relation between transferable and
conferrable adversarial examples in a model's decision space at the example of binary classi cation.
Transferable adversarial examples occur in those adversarial subspaces where the decision boundary

Ihttps:/iwvww :mturk :com/
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(a) (b)

Figure 5.2: (a) The relationship between transferable and conferrable adversarial examples.
(b) A conceptual illustration of transferable and conferrable examples in a model's decision
space relative to the ground truth provided by human annotators.

of surrogate and reference models coincide?5. Conferrable adversarial examples occur in those
adversarial subspaces where the decision boundaries of surrogate and reference models di er.

Targeted transferability for a classt and a set of models can be computed as follows.

Transfer( ;x;t) = F;r[CIassify (x; )= 1] (5.1

Objective. The defender aims to nd adversarial examples that maximize the di erence in
predicted labels between surrogate model$ and reference models R . This di erence
can be quanti ed by our conferrability score, which measures an example's transferability.

Confer(S; R; x;t) = Transfer( S; x;t)(1  Transfer(R; x;t)) (5.2)

The central challenge for optimizing conferrability is that we require access to the functionTransfer
that estimates an example's transferability score. To the best of our knowledge, the only known
method to evaluate transferability is to train a representative set of DNNs and estimate the
example's transferability itself. We use this method to evaluate transferability. In the case of
conferrable examples, we evaluate transferability on a set of surrogate and reference models
trained locally by the defender and use Equation 5.2 to obtain the conferrability score. We
hypothesize that conferrability generalizes, i.e., examples that are conferrable to a representative
set of surrogate and reference DNNs are also conferrable to other, unseen DNNs.

Conferrable Ensemble Method. This Section describes our adversarial attack to generate
conferrable adversarial examples, called th€onferrable Ensemble Method CEM). CEM operates
on the source model , a set of its surrogatesS , and a set of reference model&®. Our attack
constructs an ensemble modeM with a shared input layer that outputs per-class conferrability
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scores for eachy 2 Y. CEM generates highly conferrable adversarial examples by nding a
perturbation  so that x°= xo+ maximizes the output of the ensemble model for a target class.

We now present the construction of the ensemble moddil . The ensemble model produces
two intermediate outputs for an input x 2 X, representing the mean logits of all surrogate and all
reference models orx.

X

Surr(S ;x) = Jslj Dropout(Classify (x; );d) (5.3)
2s
1 X

Ref(R;x) = R Dropout(Classify (x; );d) (5.4)
2R

To enhance transferability, we optimize with Dropout and a drop ratio of d = 0:3 [21]]. The
ensemble model outputs a per-class conferrability score given an image. We refer to Appendix A.4
for details about the optimization.

M (X;Sm;R) = softmax (Surr(Sy ;x)(1 Ref(R;Xx))) (5.5)

The loss in Equation (5.6) consists of three summands and is computed over the benign, initial
example xg, and the example at an intermediate iteration stepx®= xo+ . We denote the
cross-entropy loss byH. The rst summand maximizes the output of the ensemble model for
some target classt. The second summand maximizes the categorical cross-entropy between the
current and initial prediction for the source model. The third summand minimizes the categorical
cross-entropy between the source model's prediction and the predictions of its surrogates, and the
total loss L is the weighted sum over all individual losses. We use shorthand notation to refer to
the source model's classi cation of an image byM (x) = Classify (x; ).

L(xo;x%= H (l;mtax[M %)  H Mx);M(x¥H+ HMXY;Surr(S ;x9)  (5.6)

In all our experiments, we use weights = = =1 and refer to Appendix A.6 for an empirical
sensitivity analysis of the hyperparameters. We address the box constraint, i.ejj jj , Similarly
to PGD [15]] by clipping intermediate outputs around the ball of the original input Xg in the
L1 -norm. For optimizing an input with respect to the loss, we use the Adam optimizer [L14.
Note that we use an untargeted attack to generate targeted adversarial examples. Targeted attacks
are harder to optimize than their untargeted counterparts [23g. We assign the source model's
predicted label for the generated adversarial example as the target label and ensure that target
classes are balanced in the ngerprint veri cation key.

Fingerprinting Algorithms. We now describe our ngerprinting generation and veri cation
algorithms. For the generation, the defender locally trains a set ofc; surrogate andc, reference
models (€1 = ¢, = 18) on their training data before executing CEM. Surrogate models are trained
on data labeled by the source model, whereas reference models are trained on ground-truth
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labels. The defender composes the ensemble modék as described in the previous paragraph
and optimizes for a perturbation given an input Xg, so that L(Xg;Xo+ ) is minimized. The
optimization returns a set of adversarial examples that are Itered by their conferrability scores
on the locally trained models. If their conferrability score (see Equation 5.2) exceeds a minimum
threshold (  0:95), they are appended to the ngerprinting key. For ngerprint veri cation, we
compute the error rate between the source model's prediction of the ngerprint and the target
model's predictions. If the error rate exceeds 1 , which we refer to as thedecision threshold
the target model is predicted to be a reference model and a surrogate model otherwise.

5.4.1 Experiments

Setup. We evaluate the robustness and undetectability of our ngerprint. Then, we show that
using our proposed method of deriving ngerprints (CEM), we can create adversarial examples
with substantially higher conferrability scores compared to known adversarial attacks such as
FGM [77], BIM [12], PGD [15]], and CW-L1 [25]. We demonstrate the undetectability of our
ngerprint by evaluating it against the detection algorithm proposed by Hitaj et al. [388] Our study
on robustness is the most extensive study conducted on DNN ngerprints or DNN watermarks
compared to related work 3, ) )y 3, , 54, ]. We compare our DNN ngerprint to
another proposed DNN ngerprint called IPGuard [ 23]. Appendix A.1 and Appendix A.2 contain
more details on the CIFAR-10 and ImageNet32 experiments.

Metrics.  We measure the ngerprint retention as the success rate of conferrable examples
in a target model M . An example is successful if the target model predicts the target label given
in Fy. We measure the accuracy with which the predicted label matches the expected label from
the ngerprinting key and refer to it as Conferrable Adversarial Example (CAE) accuracy.

CIFAR-10 models.  We ablate over popular CNN architectures on CIFAR-10 without any
modi cation to the standard training process?. The defender's source model has a ResNet287
architecture. All surrogate and reference models required by the defender for CEM are ResNet20
models trained on CIFAR-10 using retraining. The attacker has access to various model architec-
tures, such as DenseNetdY], VGG-16/VGG-19 [ 20§ and ResNet20 3], to show that conferrability
is maintained across model architectures.

Removal Attacks. Removal attacks are successful if (i) the surrogate model has a high test
accuracy (at least 8555% for CIFAR-10, see Figure 5.4e) and (ii) the stolen surrogate's CAEAcc is
lower than the veri cation threshold . Stolen models are derived with a wide range of ngerprint
removal attacks, which we categorize into (i) model modi cation, (i) model extraction, and (jii)
adapted model extraction attacks. Model modi cation attacks modify the source model directly,
such as ne-tuning or parameter pruning. Model extraction distills knowledge from a source

2https://keras  :io/examples/cifarl0  _resnet
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0:01 0025 Q05 Q075 01 0125 Q15
T 63.00% 75.00% 84.00% 86.00% 87.00% 87.00% 87.00%

Table 5.1: Experimentally derived values for the decision thresholfl for CIFAR-10.

model into a fresh surrogate model, such as retraining or model extraction attacks from related
work [171, : ]. A defense against model extraction attacks is restricting the source model's
output to the top-1 predicted label. We refer to an extraction attack that retrains on the top-1
predicted label by the source model aBlack-Box attack. We also evaluate transfer learning as a
model extraction attack, where a pre-trained model from a di erent domain (ImageNet32 [38)]) is
transfer learned onto the source model's domain using the source model's labels.

Adapted model extraction attacks limit the transferability of adversarial examples in the
surrogate model, such as adversarial training151]. In our experiment, we use multi-step adversarial
training with PGD. We design another adapted attack against our ngerprint called the Ground-
Truth attack, where the attacker has a fraction ofp 2 [0:6; 0:7; 0:8] ground-truth labels. We
trained surrogate models with Di erential Privacy (DP), using DP-SGD [ 2], but even for large

, the surrogate models had unacceptably low CIFAR-10 test accuracy of about 76%. The test
accuracies of all surrogate models can be seen in Table 5.2. We repeat all removal attacks three
times and report the mean values and the standard deviation as error bars. Our empirically
chosen CIFAR-10 decision thresholdsT (see Table 5.1) are chosen relative to the perturbation
threshold with which our adversarial attacks are instantiated.

Evasiveness Attack. Hitaj et al. [88] present an evasion attack against black-box watermark
veri cation. Their evasion attack trains a binary DNN classi er to distinguish between benign
and out-of-distribution images and reject queries by the defender. Our attacker trains a binary
classi er to classify benign images and adversarial examples generated by FGM, CW, , and
PGD adversarial attacks. The evasion attack is evaluated by the area under the curve (AUC) of
the receiver operating characteristic (ROC) curve for varying perturbation thresholds.

Attacker Datasets. We distinguish between attackers with access to di erent datasets, which
are CIFAR-10 [121], CINIC [44] and ImageNet32 B&. CINIC is an extension of CIFAR-10 with
downsampled images from ImageNet]/] for classes that are also de ned in CIFAR-10. ImageNet32
is a downsampled version of images from all classes de ned in ImageNet, i.e., ImageNet32 is most
dissimilar to CIFAR-10. We observe that the similarity of the attacker's to the defender's dataset
positively correlates with the surrogate model's test accuracy and thus boosts the e ectiveness of
the model stealing attack.
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Figure 5.3: The (a) conferrability scores, (b) non-evasiveness, and (c-d) irremovability to
model modi cation attacks. = 0:01 corresponds t&>=ss and = 0:15 equals38:25=s5
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5.4.2 Results

Conferrability Scores.  Our empirical results show support in favor of the existence of conferrable
adversarial examples. CEM produces adversarial examples with the highest conferrability scores
compared to classical adversarial attacks such as FGM, PGD, and CW-;, . We generate =100
adversarial examples from the same set of CIFAR-10 test samples, lIter those that are non-
successful to the source model, and evaluate conferrability scores as speci ed by Equation (5.2)
across ve unseen CIFAR-10 surrogate and reference models trained from scratch. The results in
Figure 5.3a show that CEM outputs adversarial examples with signi cantly higher conferrability
scores than other attacks for small perturbation thresholds , which worsen as increases. For

= 25355 we measure a mean conferrability score of:89, which amounts to a mean CAEAcc
of 0:42 in reference models and :85 in surrogate models (see Figure 5.3d). For = 3825955
we measure a conferrability score of only @4, which translates to a mean CAEAcc of @8 in
surrogate models and @75 in reference models. These results show that transferability can be
increased with at the expense of lower conferrability. We observe that the conferrability scores
measured on surrogate and reference models used in CEM are nearly perfect. This indicates that
CEM could bene t from access to an even larger ensemble of models.

Undetectability. We evaluate the undetectability against attacks proposed by Hitaj et al.
[88] Figure 5.3b show that (i) detectability increases with larger perturbation thresholds and
(ii) small perturbation thresholds 6255 yield a ROC AUC of only 0:67. For 655, the
detection is too unreliable to be deployed in practice considering that only a small fraction of
requests would contain the ngerprint. Su ciently high recall against our ngerprint comes at the
cost of more false positives, which diminishes the utility of the attacker's model to other users.

Model Modi cation Attacks. Figures 5.3c and 5.3d illustrate the robustness of our
ngerprint against model modi cation attacks. We evaluate four types of ne-tuning attacks tried
by Uchida et al. [227], which are implemented as follows.

1. Fine-Tune Last Layer (FTLL ): Freezes all layers except for the penultimate layer.
2. Fine-Tune All Layers (FTAL ): Fine-tune of all layers.

3. Retrain Last Layer (RTLL ): Re-initializes the penultimate layer's weights and updates only
the penultimate layer while all other layers are frozen.

4. Retrain All Layers ( RTAL ): Re-initializes the penultimate layer's weights, but all layers
are updated during ne-tuning.

Our results with iterative weight pruning [ 264] show that larger pruning rates p 2 [0:7; 0:8; 0:9] can
remove our ngerprint, but only when it degrades the model's test accuracy by 7% (see Table 5.2).
Note that we show robustness to much higher pruning rates than related work43]. The attack
for p=0:9 is unsuccessful because the surrogate test accuracy is lower than:85%, as described
in Section 5.4.1. Our ngerprint is robust for all remaining pruning con gurations.
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Model Extraction Attacks. Figures 5.3 and 5.4 show that our ngerprint is also robust to
model extraction attacks, except for transfer learning when the attacker can access in-domain
data. Surprisingly, we nd that surrogates extracted using out-of-domain data such as CINIC [4]
have higher mean CAEAcc values than CIFAR-10 surrogates at a lower test accuracy (2:16%).
Similarly, we measure signi cantly lower CAEAcc values for reference models trained on CINIC
than those trained on CIFAR-10. This means that it is increasingly di cult for the attacker to
remove our ngerprints the more dissimilar the attacker's and defender's datasets become.

Figure 5.3f shows that our ngerprint is robust even when the attacker extracts the source
model using a di erent surrogate model architecture. Figure 5.4b shows that transfer learning
removes our ngerprint, but the attacker requires access to an in-domain dataset (e.g., CIFAR-10).
Transfer learning does not evade detection when the attacker only has access to out-of-domain data
such as CINIC. We observed that the pre-trained ImageNet32 model exceeds 80% test accuracy
after only a single epoch with CIFAR-10, which may be too few updates for our ngerprint to
transfer to the surrogate. The robustness of our ngerprint to a wide range of model extraction
attacks shows that certain adversarial vulnerabilities (that enable conferrable examples) are
consistently carried over from the source model to its surrogates. Our data supports that the class
of transferable examples can be broken down further into conferrable examples and that known
ndings for transferable examples extend to conferrable examples.

Adapted Model Extraction Attacks. We now show the limitations of our ngerprint
when the attacker usesadaptive attacks that limit the transferability of adversarial examples
between the source and surrogate models. Figure 5.4c shows our ngerprint is not robust to
adversarial re-training from scratch. In CIFAR-10 surrogates, we measure a mean CAEAcc of
only 15% for = 0:025, which supports the claims by Madry et al.[151] that adversarial training
increases robustness to transfer attacks. We believe that incorporating adversarial training into the
generation process of conferrable adversarial examples could enhance robustness. The results from
our Ground-Truth attack in Figure 5.4d show that access to more ground-truth labels decreases
the CAEAcc in surrogate models. The results show that our ngerprint is robust unless the
attacker has more than 50% ground-truth labels for CIFAR-10.

Con dence Analysis.  In Figure 5.4f, we show the ROC curve (false positive vs true positive
rate) of our ngerprint veri cation on ten unseen, retrained CIFAR-10 surrogate and reference
models. We compare our work with IPGuard [23] and generaten = 100 ngerprints in both
cases. Our ROC AUC is 10, whereas IPGuard has an ROC AUC of only 063. These results show
that IPGuard is not robust to retraining as a model extraction attack. Inspecting adversarial
examples generated by IPGuard further, we measure a mean adversarial success rate of6llPo for
a surrogate and 1629% for reference models. Figure 5.4e visualizes the di erence in CAEAcc for a
well-trained surrogate and reference models at = &2s55. The plot shows that CAEAcc positively
correlates with the surrogate's test accuracy. We measure a mean di erence in CAEAcc of about
30% between a well-trained surrogate and reference models with our ngerprint.

82



(a) (b)

() (d)

(e) )

Figure 5.4: The robustness of our ngerprint against many di erent attacks.
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Fine-Tuning Pruning
Source FTLL FTAL RTLL RTAL p=0.7 p=0.8 p=0.9

89.30 89.59 89.57 87.90 87.25 88.00 86.97 83.36
Retrain Extraction
ResNet20 Densenet VGG16 VGG19 CINIC Jagielski Papernot Knocko
89.22 90.88 90.91 90.05 87.06 88.74 87.34 84.55
AdvTrain Transfer Learning Ground-Truth
CIFAR-10 CINIC CIFAR-10 CINIC p=0.5 p=0.6 p=0.7 p=0.8
89.75 88.15 89.59 88.15 89.54 89.13 89.43 89.33

Table 5.2: Mean CIFAR-10 test accuracies for surrogate models derived by threefold
repetition of each evasion attack.

5.5 Conclusion

We empirically show the existence of conferrable adversarial examples. Our ensemble adversarial
attack CEM outperforms existing adversarial attacks such as FGM [/7], PGD [15]1] and CW-
L1 [25] in producing highly conferrable adversarial examples. We formally de ne ngerprinting
for DNN classi ers and use the generated conferrable adversarial examples as our ngerprint. Our
experiments on the robustness of our ngerprint show increased robustness to model modi cation
attacks and model extraction attacks. Transfer learning is a successful removal attack when
the attacker has access to CIFAR-10 data but not when the attacker only has access to CINIC.
Adversarial training from scratch is the most e ective removal attack and successfully removes
our ngerprint. We hypothesize that adding adversarial training into the generation process
of conferrable adversarial examples may increase robustness against adversarial training. Our
experiments con rm the non-evasiveness of our ngerprint against a detection method proposed
by Hitaj et al. [88]. We empirically nd that our ngerprint is the rst to perfectly verify retrained
CIFAR-10 surrogates with an ROC AUC of 1.0.
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Chapter 6

PTW: Pivotal Tuning Watermarking
for Pre-Trained Image Generators

This chapter is based on work that appeared at the 2023 USENIX Security Symposiumlf5. We
study whether watermarking methods can reliably control model misuse of deep image generators.
The previous chapters focused on black-box and white-box watermarking methods to detect stolen
models and deter their unauthorized redistribution. To control misuse, the provider can access
only the generated content for attacker-chosen inputs. We refer to this as theno-box setting and
propose learnable watermarks for pre-trained image generators that can be trained and embedded
e ciently. Our results highlight that our watermarking methods for pre-trained image generators
outperform existing watermarking methods in both e ectiveness and robustness.

6.1 Motivation

Deepfakes, a term that describes synthetic media generated using deep image generators, have
received widespread attention in recent years. While deepfakes o er many bene cial use cases,
for example, in scienti c research [12, ] or education [L80, , 5¢], they have also raised
ethical concerns because of their potential to bemisused which can lead to an erosion of trust in
digital media. Deepfakes have been scrutinized for their use in disinformation campaigns!,[ 85],
impersonation attacks [158 53] or when used to create non-consensual media of an individual
violating their privacy [ 81, 46]. These threats highlight the need to control the misuse of deepfakes.

While some deepfakes can be recreated using traditional computer graphics, deep learning such
as the Generative Adversarial Network (GAN) [75] can reduce the time and e ort needed to create
deepfakes. However, training GANs requires a signi cant investment in terms of computational
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Figure 6.1: A demonstration of our watermark and the impact of the number of embedded
bits on the visual image quality. The top row shows the watermarked, synthetic image, and
the bottom row shows its di erence from the same image without a watermark.

resources [14] and data preparation, including collection, organization, and cleaning. These costs
make training image generators a prohibitive endeavor for many. Consequently, generators are
often trained by one provider and made available to many users through Machine-Learning-as-
a-Service P7]. The provider wants to disclose their model responsibly and detemodel misuse
which is the unethical use of their model to generate harmful or misleading content [161].

Problem.  Consider a provider who wants to make their image generator publicly accessible
under a contractual usage agreement that serves to prevent misuse of the model. The threat is
a user who breaks this agreement and uses the generator to synthesize and distribute harmful
deepfakes without detection. To mitigate this threat, companies like OpenAl have deployed
invasive prevention measures by providing only monitored access to their models through a black-
box API. Users that synthesize deepfakes are detectable when they break the usage agreement
if the provider matches the deepfake with their database. This helps deter misuse of the model,
but it can also lead to a lack of transparency and limit researchers and individuals from using
their technology [218 50]. For example, query monitoring, which is used in practice by companies
such as OpenAl, raises privacy concerns as it involves collecting and potentially storing sensitive
information about the user's queries. A better solution would be to implement methods that deter
model misuse without the need for query monitoring.

A potential solution is to rely on deepfake detection methods {31, , 37]. The idea guiding
such methods is to exploit artifacts from synthetic images that separate fake and real content.
While these detectors protect well against some deepfakes, it has been demonstrated that they can
be bypassed by unseen, improved generators that adapt to existing detector$]]. As technology
advances, it is possible that generators that synthesize virtually indistinguishable images will be
developed, rendering passive deepfake detection methods ine ective in the long term.

A di erent approach to deepfake detection is watermarking [249 when the detection method
can access and modify thegarget generator. This is a kind of watermarking that modi es the
generator to embed an identi able message that is later extractable from access to the generated
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