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Abstract

Fake news is undoubtedly a significant threat to democratic coun-
tries nowadays because existing technologies can quickly and massively
produce fake videos, articles, or social media messages based on the
rapid development of artificial intelligence and deep learning. There-
fore, human assistance is critical if current fake news prevention systems
desire to improve accuracy. Given this situation, prior research has pro-
posed to add a quorum, a group of appraisers trusted by users to
verify the authenticity of digital content, to the fake news prevention
systems. This paper proposes an Entropy-based incentive mechanism
to diminish the negative effect of malicious behaviors on a quorum-
based fake news prevention system. In order to maintain the Safety and
Liveness of our system, we employed Entropy to measure the degree
of voting disagreement to determine appropriate rewards and penal-
ties. Moreover, we use Hyperledger Fabric, Schnorr signatures, and
human appraisers to implement a practical prototype of a quorum-
based fake news prevention system. Then we conduct necessary case
analyses and experiments to realize how dishonest participants, crash
failures, and scale impact our system. The outcomes of the case analy-
ses and experiments show that our mechanisms are feasible and provide
an analytical basis for developing fake news prevention systems. Fur-
thermore, we have added six innovative contributions in this extension
work compared to our previous workshop paper in DEVIANCE 2021.
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1 Introduction

1.1 Motivation

In recent years, the influence of fake news has increased, and it has caused
great harm to democracy, the press, and freedom of speech. For example,
fake news significantly influenced the 2016 U.S. presidential election and the
Brexit referendum [1]. Many countries currently enact laws requiring tech-
nology companies, including Facebook and Google, to prevent fake news on
their platforms [2]. Therefore, technology companies are actively combating
fake news to respond to the compliance requirements from governments. For
example, Facebook cooperates with news experts to identify fake news on its
platform [3]. Google also has actively established policies to prevent the spread
of fake news on its products [4]. Even the IEEE [5] is aware of the seriousness
of fake news proliferation and has formulated a guideline to advocate human
welfare.

However, due to the platforms’ social media characteristics, such as Face-
book, Twitter, and Instagram, the rapid delivery of information makes it
challenging to prevent fake news. Modern users receive countless messages
daily, so confirming each news item’s authenticity is difficult. Moreover, fake
news might come from authoritative news websites as well, such as CNN, BBC,
or The Wall Street Journal. In addition, with the development of data technol-
ogy and artificial intelligence (AI), experts can quickly analyze Internet users’
habits and then manipulate the public to achieve their desired results by cir-
culating fake news [6]. Therefore, solely relying on AT and other technologies
to automatically identify fake news is difficult.

Bitcoin, first launched by Satoshi Nakamoto in 2008 [7], has received tons of
attention and brought about the trend of cryptocurrencies. Today, when people
mention blockchain, the first thing that comes to mind is cryptocurrencies.
However, the blockchain’s ability goes beyond just supporting the development
of cryptocurrencies. Because of blockchains’ several significant characteristics,
it is helpful for people to use them in many scenarios requiring authenticities.
These scenarios include food source, resume verification, voting calculation,
and many other fields [8][9]. Combating fake news is exactly an application
scenario suitable for using blockchain [9)].

At present, some researchers have begun to apply blockchains to Al-based
fake news prevention systems [10][11][12]. However, even with the assistance
of blockchains, fake news prevention systems that rely solely on AT still cannot
overcome the technical limitations of Al in catching bogus messages or fake
videos. Several studies have already suggested that although AI can detect
fake news to a certain extent, human participation is equally important in
identifying disinformation rather than merely depending on AT [13][14].



Jaroucheh, Alissa, Buchanan, and Liu (2020) proposed a conceptual soft-
ware framework that uses a blockchain and digital signatures to verify online
content by leveraging humans’ knowledge, not just relying on AI [15]. With
the help of digital signature and blockchain technology, their framework cal-
culates online content’s trustworthiness level based on the trustiness values of
each appraiser in users’ appraiser lists. However, the trustworthiness level of
[15] is generated by appraisers’ trust levels set by users. This approach lacks
objectivity because the trustworthiness level of the same news verified by the
same group of appraisers will lead to different trustworthiness levels if vari-
ous users set different trust levels for the same group of appraisers. Then, the
trustworthiness level will lose its correspondence to the authenticity of the
news. Unfortunately, in [15], no mechanism is designed to avoid this situation.
Instead, although our system allows users to define their own trusted apprais-
ers, they cannot set trust levels for appraisers. We use credit points and the
confidence of content creators and appraisers to calculate trust scores for users.
The credit points of each content creator and appraiser are calculated based on
a Credit Point Tuning Process that is introduced in Section 4.2.1. Referring to
trust scores, users could decide whether they desire to trust a piece of news or
not. In this way, our system could offer objective trust scores generated from
the crowd intelligence to contribute to curbing fake news.

1.2 Our Contributions

The main contribution of our previous workshop paper in Deviance 2021 [16]
is that we completed the following improvements for the concept that was
offered by [15]:

Offering a proof of stake entropy-based incentive mechanism to
diminish effects from malicious nodes

In this paper, we design a novel incentive mechanism on top of the proof of
stake [17] concept to decrease the possibility of generating false information
from content creators. Besides, our incentive mechanism could encourage con-
tent appraisers to contribute their effort to inspect content to provide trust
scores based on their credit points and confidence toward a specific appraisal
opinion they offer. Moreover, we adopt entropy [18] to calculate the rewards
and punishments of appraiser results to adjust each appraiser’s stakes and
credit points. Depending on the incentive mechanism we propose, our sys-
tem’s trust score has more credibility than the trustworthiness level in [15] and
possesses the capability to eradicate ineligible appraisers. In sum, our system
mainly focuses on offering a well-designed incentive mechanism to curb selfish
behaviors from content creators or appraisers rather than providing ground
truth.



Providing a concrete implementation to prove our concept

We not only use Hyperledger Fabric [19] to implement the blockchain network
but also apply the Schnorr signature [20] to verify appraising results and con-
fidence sent by human appraisers. In contrast, [15] did not state the detail
of implementing the blockchain network. In brief, our implementation trans-
fer the concept of [15] to a real-world application. With the immutability and
traceability that blockchains provide, the content creators could utilize our sys-
tem to prove the authenticity of their content. Users also could retrieve trust
scores to realize whether they could trust target news.

Proposing a feasible crash failure handling and scalability
mechanism

It is indispensable for a distributed system to work without any disturbance
when any node in its network fails. On the other hand, scalability is also essen-
tial for a distributed system. Therefore, in this work, we design a mechanism
to prevent crash failure with scalability. However, in [15], the authors only sug-
gested high-level architecture and did not discuss their crash failure handling
and scalability mechanism.

Demonstrating abundant case analyses and experiment results to
facilitate future research

We provide various case analyses and experimental evaluations on our sys-
tem’s incentive mechanism, crash failure prevention, and scalability, while
[15] did not mention any experimental data. The outcomes of analyses and
experiments offer an analytical benchmark for future quorum-based fake news
prevention systems.

Moreover, we added six novel contributions compared to our previous
workshop paper in Deviance 2021 [16]. First, we added the factor of confidence
in the formula of calculating the Reward of Content (RoC) and Pun-
ishment of Content (PoC) in (7) as well as a new category of appraising
result, Neutral, to the original two types of appraising results in the formula
of calculating the Entropy(S). Second, we conduct different sensitivity anal-
yses of our entropy-based incentive mechanism based on the new three types
of appraising results. Third, we propose a new process regarding how to use
secret keys of AES to secure appraising actors (AAs) voting opinions to keep
A As appraising content independently. Fourth, We discuss in more detail how
our system keeps the two critical factors: Safety and Liveness of a distributed
system. Fifth, we propose a strategy to optimize the BRRate and BPRate
to keep Safety and Liveness at the same time. Finally, we propose an
approach to avoid the content creator sending duplicate content to get unde-
served rewards. In conclusion, our primary goal is to provide trust scores to
assist users in judging news by themselves rather than offering ground truth.

Concerning the remainder structure of this paper, we will explain related
works and background to which we refer in Section 2 and Section 3. Afterward,



our methodology and implementation will be described in Section 4, including
architecture, incentive mechanism, business logic layer, data access layer, and
how we use the AES algorithm to make AAs vote independently. Then the
explanations of case analyses and experiments are shown in Section 5. Finally,
the conclusion and future work is stated in Section 6.

2 Related Works

Nowadays, many content-sharing platforms, such as Medium or Reddit, allow
users to edit and share all kinds of content freely. However, the audit-free con-
tent publishing mechanism can effortlessly become a platform for spreading
fake news because no one, even administrators of the content-sharing forum,
takes the initiative to verify content [15]. In addition, many social media plat-
forms, such as Twitter, Facebook, or Google, have possibly become hotbeds
for fake messages because users can publish content at will as long as they do
not violate social media norms. Regrettably, the social platforms do not offer
reliable enough verification mechanisms for the authenticity of each content as
well [3][4][15].

According to the major international economic and political crises in recent
years, it is indisputable that fake news threatens national security [1][15].
Thus, governments of various countries have formulated policies to curb the
unhealthy trend of producing or spreading false information. In order to pre-
vent the spread of fake news on content sharing or community platforms,
national policies tend to require platforms to be responsible for the content.
If platforms plan to verify the authenticity of digital content, some measures
must be taken to ensure that the platform’s AI exhibits the correct behavior
[15]. However, these platforms’ measures lack users’ involvement. For instance,
although Facebook has its internal authenticity verification algorithms for the
content and tries to flag fake news, those algorithms are black boxes to the
public. Platforms’ logic of distinguishing false news is debatable because the
users do not participate in the algorithm design, and the fake news identified
by the platform does not necessarily conform to the user’s definition of fake
news [21].

In response to government regulations, technology companies have been
working hard to improve platform content quality and increase the speed and
accuracy of detecting fake news [15]. For example, Google mentioned in its
white paper that AI would be used to improve the algorithm’s accuracy in
detecting fake news for detecting fake news [4]. To enhance the quality of con-
tent, Facebook hires authorities in various fields to review content and actively
build an ecosystem that is comprised of professional content production orga-
nizations and individuals [3]. Nevertheless, these efforts are not enough. As [15]
mentioned, manual mechanisms need to be added to the Al fake news detec-
tion system to remove blind spots of Al. Because of recent developments in Al
and deep learning, only using algorithms to check for fake news automatically



is difficult. It is unreliable and impractical to rely entirely on algorithms to
prevent fake news because there are always blind spots in AI [15].

The root cause of blind spots in Al is that if planning to build an Al-based
fake news detection model, we must analyze false news attributes [15]. For
example, Sirajudeen, Fatihah, Adamu, and Abubakar (2017) proposed a set
of algorithms that can analyze the network packets of the content to collect
different types of false news [22]. Another solution was provided by “Reality
Defender” to analyze fake news patterns in content [23].

However, Al models mainly adapt voice recognition, image recognition, or
machine learning algorithms to detect various false news. As we mentioned,
those algorithms possess inherent technical limitations to hinder them from
ideally screening incorrect information. In other words, the correctness of
detecting fake news of Al models relies on massive data that people could col-
lect. Nevertheless, we cannot guarantee that we will collect enough samples
for Al training plans every time. Consequently, the technical limitations of
underlying Al technologies are why automatic false news detection accuracy
is always lower than manual detection [15].

In addition, since the characteristics of blockchains have been widely used in
various next-generation Internet application services [8][9], researchers began
to try to add blockchains to fake news prevention systems [9]. The most intu-
itive form is to apply Al techniques on blockchain nodes or pre-defined smart
contracts to detect fake news. The so-called smart contract is a pre-defined
code deployed in each node on the blockchain network to execute automati-
cally according to the contract content [24]. For instance, Jing and Murugesan
(2018) proposed a blockchain-based fake news detection system. The digital
content that individuals publish will be recorded on a blockchain as transac-
tions, and each block is connected to the other through hash pointers. Users in
their blockchain network can apply any Al techniques to detect whether any
one of those transactions in blocks is fake news [10]. Also, Torky, Nabil, and
Said (2019) define the credibility attribute for news in their blockchain-based
fake news detection system. The credibility is mainly calculated based on the
number of times the news content has been shared and the total number of
past sharing times and followers of the news source. When a user broadcasts
Tweets or Posts worth sharing to each node in the blockchain network, each
node will calculate the credibility value of the news according to the pre-defined
smart contract. If the credibility of a Tweet or Post is less than a threshold
value defined in advance, the Tweet or Post will be regarded as false news [11].
Then, Dhall, Dwivedi, Pal, and Srivastava (2021) used the Hyperledger Fabric
to record and track the news source and determine whether a piece of infor-
mation is fake by observing the forwarding rate of the information exceeds a
pre-defined threshold value. Similar to [10], any node of [12] can also use any
AT techniques.

Though, as we mentioned earlier, Al technology has its limitations. Even
with the powerful features of blockchain, it is unreliable to use Al alone with-
out human intervention. For example, Huckle and White (2017) use Ethereum



and Al to build a system that can only verify sources of digital content rather
than verifying content. They mentioned in their research that the ability to
verify the authenticity of digital content belongs to humans, so people cannot
rely on AI techniques alone to develop fake news detection systems [13]. Sim-
ilarly, Ansari, Azhar, and Akhtar (2022) conducted a comprehensive analysis
of 34 studies related to misinformation and disinformation. Their research also
pointed out that Al can indeed help identify fake news, but it still needs the
help of human knowledge [14].

Due to AI’s limitations in verifying content authenticity, researchers have
begun to leverage human capabilities in fake news prevention systems. Wahane
and Patil (2022) focus on manual inspection of news sources, believing that
news media with high reputations will not produce fake news [25]. However, we
cannot trust that only low-reputation news sources produce fake news. Even
for high-reputation news sources, care must be taken to guard against issues
of careful subjectivity, bias, and malicious behavior [26]. Also, Pawlicki and
Jahankhani (2022) pointed out that reputable news sources do not mean that
they will absolutely not produce fake content and must be further verified by
humans [27].

To mitigate the shortcomings of only checking sources, researchers
have begun to focus on leveraging human power for checking news con-
tent [28]]29][30][31][32][33][34]. However, in those system architectures in
[29],[30],[31], and [34], only news media can publish messages, and ordinary
people cannot post any articles or videos. These architectures aim to reduce
the chances of misinformation generated by news publishers by managing the
quality of news publishers. However, it is not suitable for social media plat-
forms to only allow news media to publish news because, based on the essence
of social media platforms, everyone should be able to publish digital content
freely.

In [15], their system allows user to define their appraising quorum, a
group of verifiers, to assist users in verifying the authenticity of the content.
Crowd intelligence could alleviate blind spots from appreisers. In addition,
being decentralized, immutability and traceability, it is suitable for blockchains
to be utilized to form an anti-counterfeiting mechanism. Accordingly, [15]
recommends storing appraising results of digital content via blockchains as
well.

Moreover, as [15] mentioned, manual verification is divided into centralized
(expert-based) and decentralized (crowd-sourced). Centralized is performed
in platforms like PolitiFact [35] or HoaxSlayer [36]. Those platforms have a
group of experts with the background to verify the authenticity of the con-
tent. Still, as mentioned about Facebook’s controversial internal censorship
mechanism [21], experts’ judgment to detect fake news differs from that of the
users. The decentralized method distributes the content to multiple individuals
for content review, but this is back to a state of no control mechanism. Fur-
thermore, it is impossible to confirm the reviewer’s educational background,
whether it is fair without any partiality, and whether they have malicious
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motives [15]. We believe that the decentralized method aligns more with the
spirit of blockchains’ decentralization. Still, there must be a set of incentives
for each content verifier to work on improving personal background knowledge
and review content honestly. As [26][37] pointed out, designing a fake new
prevention system requires a well-designed incentive mechanism to encourage
participants to verify digital content honestly.

Because it is essential to apply incentive mechanisms to assure humans
honestly verify digital content, several studies have tried introducing incentive
mechanisms into fake news prevention systems [38][39][40]. Chen, Srivastava,
Parizi, Aloqaily, and Al Ridhawi (2020) propose a credibility-based score sys-
tem. News publishers are rewarded with increased credibility for publishing
real news or reporting fake news and less credibility when they are identi-
fied as publishing fake news. On the other hand, news verifiers increase their
credibility when they successfully report fake news; otherwise, their credibil-
ity decreases [38]. Zen, Hong, Mohan, and Balachandran (2021) use Ethereum
form tokens to reward news validators for correct opinions and exponentially
deduct Ethereum form tokens from validators if they offer incorrect news
verification results [39]. Farooq, Ashraf Makhdomi, and Altaf Gillani (2022)
proposed a dynamic reputation system as its incentive mechanism. When a
verifier makes a correct decision, its reputation score will increase. Instead, the
verifier’s reputation score will decrease. When a user’s reputation score is too
low, that user will not be allowed to verify digital content [40].

Although [38][26][39] all have design incentive mechanisms, there are two
main problems with these incentive mechanisms. First, the verification diffi-
culty of each news is different, and it is unfair to provide the same reward or
punishment for each news. Second, since blockchain is one type of distributed
system, as mentioned in [37], we must design an appropriate reward and pun-
ishment adjustment mechanism to ensure that the system maintains sufficient
Safety and Liveness. For keeping Safety in an incentive mechanism, pun-
ishments should remain at a reasonable level so that validators could not earn
rewards by only relying on guessing rather than doing their best to verify dig-
ital content. However, to maintain Liveness, rewards must be high enough
and must be greater than punishments so that users are willing to participate
in verification.

Consequently, our system uses entropy to design a mechanism that can
adjust rewards and punishments in a quorum-based fake news prevention sys-
tem. To the best of our knowledge, this is the first proposed work to apply
the concept of entropy to design the ratio of reward and punishment in a fake
news prevention system. Moreover, in Section 5.3, we propose a strategy to
set the ratio of BR and BP to ensure that the system maintains Safety and
Liveness. Then, Section 5.4 will introduce a more detailed analysis of how
our incentive mechanism assists our system in maintaining both Safety and
Liveness.



3 Background

Hyperledger Fabric is one of the projects under the Linux foundation’s
Hyperledger umbrella. Today, it is one of the popular private and permis-
sioned Distributed Ledger Technologies (DLT). Hyperledger Fabric [19] states
that it was designed for solving several enterprise use cases that required
permissioned networks, manageable identities, high transaction throughput,
and low latency of transaction confirmation while preserving privacy and
confidentiality requirements of transactions and data associated with the trans-
actions. Because of its design, Hyperledger Fabric does not require a native
currency such as Bitcoin to perform its normal operations. Also, it elimi-
nates the cryptographic mining process, usually performed on permissionless
blockchains.

On the other hand, Hyperledger Fabric enables developers to use the cor-
responding Software Development Kit (SDK) to write Smart Contracts (also
called Chaincode in Hyperledger Fabric) in various programming languages
and then deploy Smart Contracts on Hyperledger Fabric’s network. Further,
these Smart Contracts can be invoked using the command line interface of
Hyperledger Fabric or clients’ codes developed using the SDK. In its inter-
nal design, Hyperledger Fabric lets organizations, also known as members,
form consortiums on a high level, and these consortiums are responsible for
owning and maintaining the Distributed Ledger within their network. Fur-
ther, Hyperledger Fabric allows organizations to deploy smart contracts to
perform transactions within the network without a central authority. These
smart contracts are packaged into a chaincode in Hyperledger Fabric [19].
Each participating organization can execute smart contracts implemented by
chaincodes and perform transactions with the distributed ledger.

4 Methodology and Implementation
4.1 Architecture

As the first contribution we mentioned in Section 1, we use Hyperledger Fabric
as our underlying Blockchain network infrastructure, while [15] did not state
how they implement their blockchain network. Moreover, to enhance perfor-
mance, we use the Schnorr signature instead of the two-round trip collective
signature that takes more time to finish the signing process [15] adopted.
Besides, as shown in Fig. 1, we divided the architecture presented in [15] into
two main layers, Data Persistent Layer and Business Logic Layer, which we
will describe in this section. According to this paper’s case analysis and experi-
ment results, we believe our system could fully support the most consequential
function that a quorum-based fake news prevention system requires: providing
objective trust scores to content. Next, we will introduce the implementation
detail and main system flow of two critical parts: the Business Logic Layer and
Data Persistent Layer in our quorum-based fake news prevention system.
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Fig. 1 One of the content creators (CCs) and users. Two layers: Business Logic Layer and
Data Persistent Layer that contain their components

4.1.1 Business Logic Layer: Client applications

As the name implies, the business logic layer (BLL) includes the logic for
fake news verification in this layer. In this section, we will describe all of the
components in the BLL.

Content Creator (CC)

CC is responsible for creating news content, broadcasting the content to AA
and user nodes, obtaining the Schnorr signature, and sending a request to
the blockchain network to write the content hash and collective signature to
Hyperledger Fabric. Besides, CC must pay the rewards that our system
incentive appraisers as a fee for asking appraising its content. The approach
to calculating rewards and punishments will be introduced in Section 4.

Appraising Actors (AA)
In our system, the quorum is comprised of appraising nodes with two Master
AA nodes and four Worker AA nodes. In the real world, appraising behaviors
should be executed by humans. However, the primary purpose of this paper
is to build a prototype to prove a quorum-based fake news prevention system.
Thus, we simulate human behaviors by assigning different appraising results to
AAs. Besides, AAs verify the news’ content rather than sources of information
because even reputation sources still possibly produce false information.
Master AA’s responsibilities are making asynchronous RPC calls to worker
AA nodes when CC sents content. Then sends appraising results back to the
CC after collecting all the worker AAs’ opinions. On the other hand, Worker
AA receives a CC’s hash content from the Master AA, reviews content, and
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sends back their views to the Master AA using their digital signatures. In
other words, our system simulates behaviors in which human appraisers review
content and transmit their viewpoints to the Master AA.

As shown in Fig. 1, there is one primary Master AA and one backup master
AA in the BLL. A Master AA that is executed first will create its znode to
put its IP address and port number in the znode. Then, it will set itself as
the primary Master AA node in the ZooKeeper. Like the solid arrow line from
the primary Master node to the ZooKeeper in Fig. 1. Afterward, worker AAs
and the CC could get the primary Master AA node’s IP address and port
number to start communicating by sending an inquiry to the ZooKeeper. The
double-arrow lines between the primary Master AA and worker AAs in Fig.
1 represent that the worker AAs already know the primary Master AA’s IP
address and port number. Hence, the primary Master AA and worker AAs
could begin to send RPC calls to each other.

Furthermore, we let the backup Master AA send an RPC call to verify
whether the primary Master AA is still alive or not every 50 ms. After waiting
longer than the timeout time, 100 ms, if the backup master AA cannot receive
the response from the primary Master AA, the backup Master AA will consider
the primary Master AA is already crashed. Then the backup Master AA will
take over the responsibility of dispatching signing tasks to worker AAs. The
double-arrow dot lines in Fig. 1 between the ZooKeeper, primary Master AA,
and backup Master AA describe how the backup Master AA set itself to the
primary Master AA. Whenever any one of the Master AAs is executed when
the other master AA already exists will be our system’s backup Master AA. On
the other hand, the backup Master AA will only build its znode under the same
path as the primary Master AA rather than setting it as the primary Master
AA in the ZooKeeper. After getting the primary Master AA’s IP address and
port number, the backup Master AA will regularly check whether the primary
Master AA is alive or not. Once the primary Master AA fails, the backup
master AA will set it as the primary Master AA.

User

Receives the content from CC and uses the hash value of the content as a
querying parameter to retrieve the digital signature stored in the blockchain.
After obtaining the signature concatenation string from the blockchain, the
user node can know which Worker AAs agree or disagree with the content.
Specifically, users could realize each appraiser’s confidence, credit points, and
trust scores in their decision regarding the authenticity of the content from
the signature concatenating string. In Section 4.2, we will explain confidence,
credit points, and trust scores more thoroughly.

Our system comprises all the CCs, AAs, blockchain, and user nodes. Each
CC, AA, and blockchain node is on different servers but in the same private
network. The experiment results in Section 5 illustrate that our design could
prevent crash failure and possess scalability for multiple appraisers. Moreover,
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by providing the proof of stake incentive mechanism we proposed in Section
4.2 of this paper, we could raise the motivations of CC and AAs to contribute
their best in conducting their tasks with benign behaviors.

4.1.2 Data Persistent Layer: Hyperledger Fabric

We named it a Data Persistent Layer (DPL) because it receives data and
provides functionalities to record data on the Hyperledger Fabric network.
Also, DPL provides APIs for users to query specific signatures via the content’s
hash. The DPL’s APIs that are implemented by chaincode will be introduced
in Section 4.4.

4.2 Proof of Stake Entropy-Based Incentive Mechanism

Based on the concept of proof of stake [17], any entity who desires to become a
content creator (CC) or appraiser actor (AA) in our fake new prevention sys-
tem must hold a certain amount of digital tokens as their stakes. At present,
we did not integrate any specific digital token in our system because our pri-
ority goal in this paper is to build a pilot system to apply an entropy-based
incentive mechanism to a quorum-based fake new prevention system. However,
any digital token, like bitcoin or ETH, could be integrated into our quorum-
based fake news prevention system for paying rewards or punishments for each
appraising outcome.

We define eredit points to represent the reputation of CCs and AAs in
our system. Anyone who desires to be a CC or an AA must pay a certain
amount of digital token to get their initial credit points. According to the core
spirit of proof of stake, credit points could motivate each CC or AA not to be
a malicious node because the more they spend, the higher their credit points.
Moreover, we design a reward and punishment process to augment the will-
ingness of CC and AA to contribute to the quorum-based fake new prevention
system with ethical behaviors. Fig. 2 shows the main flow of calculating and
adjusting credit points of CCs and AAs. Besides, we also define the trust
score that is calculated by credit points of CCs and A As to indicate how many
percentages a piece of news is authentic or fake. Now, we will introduce the
proof of stake entropy-based incentive mechanism that we propose in Fig. 2.

4.2.1 Stake Raising Process

Stake raising process is that our system sets a period to let CCs or A As increase
their credit points, calculated by stakes, via paying digital tokens by them-
selves. Another case to initiate the stake raising process is CCs or AAs could
request a new round of stake raising processes whenever their credit points are
equal to zero. In our system, we treat CCs as one type of appraisers. However,
CCs only could support their content because they should be fully confident
that the content they generate is one hundred percent authentic. Although
CC may also be a malicious node and send fake content to AAs and users,
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Fig. 2 Main flow of the proof of stake entropy-based incentive mechanism

our proof of stake entropy-based incentive mechanism could combat malicious
CCs through severe punishments for dishonest behavior in our system.

Next, we define the credit point of appraisers (CPoA) in (1), where

n is the total number of entities that desire to increase credit points, 4 is the

number of an individual entity, 1 < i < n, and §; is the digital tokens that

an entity; would like spend to be an appraiser. Moreover, the stake an entity

could spend will be limited by an upper and lower bound that our system sets.

S.
CPoA; = —5—— 1
' 2?115,» M

Example 1: Assume that there are five entities, and entity; would like to
be a CC in our system as well as entitys to entitys plan to join our system
to be AAs by holding stakes that our system recognizes. Their stakes are
5000, 1000, 2000, 10000, and 3000 relatively. Therefore, we could calculate
their initial CPoA are 0.24, 0.05, 0.10, 0.48, and 0.14, respectively, where we
round results of (1) to two decimal digits.

4.2.2 Credit Points Tuning Process

Our system utilizes trust scores that are calculated by credit points of CCs
and AAs to indicate whether a piece of news is fake or not to users. The credit
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point of each CC or AA will be increased or diminished based on the outcomes
of their jobs: CCs will get rewards if they produce authentic content based on
evaluations from A As. Similarly, AAs will also receive rewards if the side, fake
or authentic, they support has a more significant trust score than the other
side. Having introduced an overview of the credit point tuning process, we will
now discuss each step that the credit point tuning process contains.

Appraising trust scores by credit points

We calculate two different trust scores in our system. First, we define the Score
of authentic (SoA) in (2), which means how much possibility that a content
is real, where ¢ means the content that is currently appraised by AAs, q; is
an individual appraiser including the CC, Conf;, 0 < Conf; < 1, represents
how much confidence the appraiser has in its judgement. Nevertheless, each
appraiser only could put their Conf; on supporting either authentic
or fake rather than endorsing both sides. Besides, although being one
type of appraiser, the CC could only give 1.0 to its Conf because, as a content
creator, the CC should trust its content one hundred percent. Moreover, A,
is the group of appraisers who approve specific information, and n is the total
number of appraisers in A,y,. If one appraiser considers a piece of news is
authentic, the appraiser should approve it, or appraisers could reject content
as long as they believe they receive false information.

n
SoA(c) = ZCPoAi x Confi,Va; € Agpp (2)

i=1
The second type of trust score we define, on the other hand, is the Score
of Fake (SoF) in (3). SoF represents how much possibility that a content is
fake, where a; means an individual appraiser, including the CC as well, A,;
is the group of appraisers who reject specific information, and n is the total
number of appraisers in A,.;. Besides, like SoA of (2), the ¢ in (3) represents

a particular content being appraised.

SoF(c) = Z CPoA; x Confj,Va; € Are; (3)

Jj=1

Example 2: The credit point of the CC is 0.24, and the other four apprais-
ers’ credit points are 0.05, 0.10, 0.48, and 0.14, according to Example 1. A
case in point is if the CC produces a content (¢;) and then sends it to the
four appraisers we mentioned in Example 1. Suppose that a; and ag approve
¢y with Conf,; = 0.7 and Conf,3 = 0.8 respectively. On the contrary, ap and
a4 reject ¢ on the basis of Conf,o = 0.8 and Conf,s = 0.7. We could obtain
the SoA and SoF of ¢ that are rounded to the second decimal place based
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on (2) and (3):

S0A(cy) =0.24 x 1.0+ 0.05 x 0.7 4 0.48 x 0.8 = 0.66
SoF(cy) = 0.10 x 0.8 + 0.14 x 0.7 = 0.18

When users query trust scores from the blockchain, they will realize that
the ¢; has been appraised on 0.66 real and 0.18 fake instead, like Example 2. To
sum up, the appraising result: SoA and SoF play a pivotal role in calculating
rewards or punishments to adjust the credit points of CCs and AAs in our
system. What follows is an account of how our system tunes credit points by
appraising results.

Calculating entropy of appraising results

Nowadays, Shannon entropy [18], which is defined in (4) [41], is one of the
most widely used methodologies to measure disorder [42].

k
Entropy(S) = =) _ pilog, p; (4)
=1

In (4), we define S as a set that contains the appraising results of all
appraisers. Compared to our previous work [16], we modified k¥ = 3 because
there will be three classes of appraising results: Authentic, Fake, and Neu-
tral in our system. Moreover, p; means the fraction of appraising results in
class . In particular, we define p; as the proportion of appraising results that
are equal to Authentic in S while py as the proportion of appraising results
that are equal to Fake in S. Besides, we define p3 as the proportion of apprais-
ers who put their opinion on the Neutral. In sum, we could calculate the py,
po, and psz in (5). Note that we already mentioned the definition of n in (1) as
well as Agpp and A,e; in (2) and (3), respectively.

_ Zle Conf; v

P1 a; € Aapp

n
B Zle Conf; (5)
P2 = - .

s VCLZ‘ € A.,-ej

p3=1—p1—p2

Consequently, Entropy(S) will equal zero if all appraisers in our system
have the same opinion to consider whether certain content is real or fake. In
this case, Entropy(S) = 0 means either py = 1 or p; = 1 with 100% confidence.
On the other hand, Entropy(S) = logs(3) if the p1, p2, and p3 are extremely
close to each other, which means the viewpoints on the authenticity of a piece
of content are thoroughly divergent.
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Example 3: According to Example 2, we know that CC, a1, and ag
approve the ¢;. Conversely, the az and a4 reject the ¢;. Based on (5), we
could figure out the p; = 0.5, po = 0.3 and p3 = 0.2. Hence, the Entropy(S)
= 1.49. Note that we round Entropy(S) to the second decimal place.

Calculating reward and punishment using entropy

In our system, we compare the SoA and SoF, and then if SoA > SoF, our
system will reward appraisers who approve a particular content (¢;) and punish
other appraisers that reject ¢; and vice versa. Furthermore, the CC would be
punished if its content has been appraised as false information. Namely, the
CC cannot get back its collateral if it provides fake content. We will discuss
this case more in Section 4.5.

Our calculation approach of reward and punishment is inspired by
Ethereum [43][44]. We define how we calculate our Basic Reward (BR) and
Basic Punishment (BP) in (6). In this section, for a straightforward under-
standing of calculating reward and punishment via entropy in our system,
we set Basic Reward Rate(BRRate) to 0.1% and Basic Punishment
Rate(BPRate) to 10% of each content as an example. However, we provide
a discussion of a strategy to tune the value of BR and BP for keeping Safety
and Liveness in our system. Besides, the BPRate is higher than BRRate
because we desire to raise the cost of producing malicious behaviors. However,
Section 5.3 provides a formula to suggest the optimal values for configuring
the BR and Basic Punishment (BP). Further, our design offers apprais-
ers receive more rewards and punishment if the Entropy(S) is smaller because
lower Entropy(S) means the appraisers’ opinions are highly consistent.
In summary, we use Entropy(S) to design our entropy-based incentive mech-
anism to reward the presumptively correct appraisers and punish the wrong
ones. The appraisers who are presumptively correct are the ones who vote for
the winning standpoint of higher scores between SoA and SoF.

BR = total stakes x BRRate

6
BP = total stakes x BPRate (6)

In light of this thought, we define our Reward of Content (RoC) and
Punishment of Content (PoC) in (7), where Extra reward (ER) is a
number of stakes that CC pays for raising rewards to encourage AA willing
to verify its content. Besides, the definition of p; and py are the same as their
meaning in (5). As a result, based on our incentive mechanism, if SoA > SoF,
appraisers who vote to agree on the content will receive the RoC, whereas the
PoC will locate to appraisers who approve contents when SoF > SoA. An
extreme case worth mentioning is that when the SoA(¢;) = SoF(c; ), users
could still get the trust scores, but appraisers will not receive any rewards
or punishments. Although we set the BR and BP as a fixed ratio of total
stakes, the BR and BP could be calculated dynamically based on the ratio
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based on our optimization strategy in Section 4.3, like Ethereum, to maintain
reasonable BR and BP. Note that k represents the number of categories that
our system has. As we mentioned in (4), & would equal 3.

RoC = (logy k — Entropy(S)) x (BR+ ER) x p1

7
PoC = (logy k — Entropy(S)) x BP X py Q

Example 4: Based on Example 1, we know the total stake is 21,000.
Thus, the BR would be 21,000 x 0.1%, and the BP would be 21,000 x 10%.
Besides, we also know the Entropy(S) = 1.49 according to Example 3. Then,
here we set the ER to 100 in this example. Hence, we could get the RoC =
5.75 and PoC = 59.83 that are rounded from the result of (7) to the second
decimal place. Also for the ¢; in Example 2, the SoA(c;) > SoF(c;). There-
fore, our system will reward appraisers who approve ¢; and punish appraisers
who reject ¢;.

Reflecting reward and punishment to credit points

After getting the rewards and punishment of certain content, our system will
add or reduce credit points of appraisers based on how much percentage they
contributed to the SoA4 or SoF. Hence, we define the Ratio of SoA (RSoA)
and Ratio of SoF (RSoF) in (8). Note the RSoA and RSoF are rounded
to the second decimal place.

CPoA; x Conf;

A, =
RSod; SoA

,Va; € Aapp

CPOF]‘ X COTlfj

RSOFj = SOF

, Vaj S Arej

For instance, in Example 2, we know that the SoA(c;) = 0.66 and the
CPoA;x Conf; = 0.24. As a result, the RSoA; would be 0.36 (rounded to the
second decimal). Following (8), we could calculate all RSoA and RSoF for
all appraisers. Thus, for ¢; in Example 4, we will reward stakes of 2.09, 0.31,
and 3.35 (RoC x RS0A;) to CC, ay, and a3, respectively, but slash 26.59 and
32.57 (PoC x RSoF;) from the stakes of ap and a4 relatively as punishments.
Besides, we rounded (RoC x RSo0A;) and (PoC x RSoF);) to the second
decimal place. Finally, we recalculate credit points according to modified stakes
after each round of appraisers. The updated credit point in this example would
be: CC = 0.24, a; = 0.05, az = 0.09, a3 = 0.48 and a4 = 0.14.

Inspecting whether any credit point of CC or AA is equal to zero

After recalculating credit points based on updated stakes after each round
of appeasement, we will inspect whether an appraiser has zero credit points.
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Then, the smart contract of our system will notify appraisers whose credit
points are equal to zero. Otherwise, the status of our system will return to
accept another round of appraising.

Checking whether any CC or AA asks for a new stake raising
process

Any entity that desires to be an appraiser must have a non-zero credit point.
So, appraisers whose credit point equals zero could ask for another stake
raising process to increase their stakes to earn extra credit points, or they
would not be allowed to be appraisers.

Until now, we have already introduced the entropy-based incentive mech-
anism proposed in this paper. Furthermore, when each AA is ready to send
its appraising result back to the smart contract, it must adapt AES, with a
128-bits secret key, to encrypt its voting opinion and necessary data. Those
essential data include two critical values that will be used to verify its Schnorr
signature by our smart contract.

Further, our system will ask each appraiser to use its Schnorr signature
via a 128-bits secret key of AES to encrypt its decision. Then, appraisers must
send their encrypted appraising result directly to the blockchain to affirm that
the individual appraiser will conduct its appraising task independently. When
the CC finishes adding the news to the blockchain, our system will decrypt
the appraising results. We will describe how we keep appraising results secret
between CC, AA, and Smart Contract(chain code) in Section 4.6.

4.3 Implementation of BLL: CC, AA and User

In the following paragraphs, we present our implementation of Client Appli-
cations: CC, AA, and User nodes.

4.3.1 CC—Create content

In a real-world scenario, the content should be an article, an image, or a video
piece. However, any article, video, or image is encoded into a binary string
to be transferred to another endpoint. Therefore, we generated content with
fixed characters composed of alphabets. Another advantage of this approach
is that it is easier to control the content size, which is an essential parameter
in the system throughput testing. To get the accurate size of the content we
generated, we transform the string into a bytes array, and the size of the
bytes array is the actual size of the content. A unique id and hash value are
generated for each piece of content and are sent out along with the content to
the primary Master AA node.
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4.3.2 CC-Initiating the signing process

The CC plays the role of initiating the signing process and storing signatures
from AAs on the blockchain. The CC exerts RPC calls (Thrift) to send con-
tent(message) to AAs and receives signatures from AAs. As we mentioned
before, our internal architecture of AA nodes’ cluster comprises two Master
AA nodes; one is the primary Master AA, and the other is Backup Master
AA. We also have four worker AA nodes (see Fig. 1). Besides, we adopt the
ZooKeeper, a centralized node for maintaining configuration information, coor-
dinating services, and providing distributed synchronization [45], to achieve
the mechanism of preventing the crash failure of AA nodes.

As shown in Fig. 1, the CC will contact the ZooKeeper to get the available
primary Master AA node’s IP address and port. After getting the primary
Master AA nodes’ connection information, the CC will send an RPC call to
trigger the primary Master AA to issue asynchronous RPC calls to worker AA
nodes responsible for signing tasks. Worker AA nodes will sign the content
passed from Master AA nodes and return the result upon receiving the RPC
call. On top of that, to maintain a healthy connection between Worker AA
nodes to the primary Master AA node, we let Worker AA nodes send a heart-
beat to ZooKeeper to get the address of an existing primary Master AA node.
The double arrow connecting worker AAs to the primary Master AA repre-
sents that the Master AA sends RPC calls to assign a signing task to worker
AAs, and the worker AAs reply to the Master AA after completing sign tasks.

When a Master AA receives a request from CC, the Master AA will use
the current date and time as a random seed and leverage the seed as an
input parameter to the built-in Java random function to select appraisers
in candidates that users specify. For example, the random seed will equal
20220101230000 if the Master AA receives the CC request at 11:00 pm on
January 1st, 2022. Then if users specify three appraisers in ten candidates,
our system will randomly select appraisers by different random seeds each
time. This selection process of the Worker AA can ensure that candidates who
conduct appraising tasks are randomly selected each time, thereby reducing
the possibility of success that attackers know Worker AA in advance and con-
trol them one by one. As we mentioned in the paragraph Appraising Actors
(AA) in Section 4.4.1, if the Master AA crashes, the backup Master AA will
take over the Master AA’s job to keep our system running.

4.3.3 AA—-Executing the signing process

With the help of the Schnorr signature, Worker AAs sign the content and
return a concatenation string composed of a flag representing whether a Worker
AA agrees on the content or not, another flag whether a Worker AA believes
the content is duplicate or not, and the signature data.
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4.3.4 CC—Storing content to Hyperledger Fabric

As mentioned, we adopt the Chaincode to design two smart contracts to
achieve the DPL’s functionalities. These two smart contracts are addNews()
and queryNews(). As shown in Fig. 1, the CC will call addNews() func-
tion to store the id, content, and the concatenation string after the CC gets
the encrypted data from worker AAs. The concatenation string is appraising
results (the first number of the string, 1 means an AA agrees to the content,
and 0 represents the AA disagrees instead) and signature data.

4.3.5 User—querying content from Hyperledger Fabric

Similarly, the other smart contract: queryNews(), is used by the user node to
query a specific message’s signing result. In Fig. 1, we describe the flow of
how the user node gets the signature result. The user node calls queryNews()
to inquire about the blockchain by sending a message’s hash value. Then the
user node could retrieve a signature concatenation string if the message exists
in the blockchain. Afterward, the user will parse the signature concatenation
string and examine which worker AAs approved the content.

4.4 Implementation of DPL: HyperLedger Fabric node

We mainly refer to the configuration suggestions from the HyperLedger Fab-
ric [19] to configure our blockchain network. This section will introduce the
implementation details of the Hyperledger Fabric network used in this work
in three main points.

Firstly, we deployed the Hyperledger Fabric network on only one server.
Our Hyperledger Fabric contains two Peer Organizations and an Orderer
Organization. Besides, each organization has its own Certificate Authority.
Moreover, Peer Organizations have two users — Admin and User. On the other
hand, Orderer Organization has a single Orderer and only one user: Admin.

Secondly, we use Fabric-CA Server in order to generate the crypto mate-
rials. The network used in this work spawns three Fabric-CA Server Docker
containers, one for each peer organization and one for the orderer organiza-
tion. After starting the Fabric-CA Server containers, the network enrolls a CA
Admin using Fabric-CA Client and then registers and enrolls every entity using
that CA Admin. Fabric-CA Server will generate self-signed certificates and also
a secret key. Once the crypto materials are generated, they are moved to the
entities’ appropriate directory structure for use. Finally, this work also uses an
application channel to communicate between peer and orderer organizations.

Lastly, concerning the Chaincode design, the transaction that needs to be
recorded in the distributed ledger includes the content created by the Content
Creator and the signature collected from the Appraisal Actors by the Content
Creator. Although we use Java to create objects to support our application’s
smart contract, we believe our main workflow in Fig. 1 could be implemented
in any other programming language supported by the Hyperledger Fabric. [19].
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4.5 Adapt AES algorithm to make AAs vote
independently

Keeping each AA’s opinion secret in a certain time period is essen-
tial in our system because an AA will rely on others’ appraising results to
make decisions if one AA could realize others’ thoughts. Then, the apprais-
ing results will not be independent and objective. Like Fig. 3, although the
existing component that Hyperledger Fabric has, Channel [19], could restrict
participants to only access data in its belonging channel, all nodes in the same
channel still could see each node’s proposed opinion. It is negative for corpo-
rations to build applications that must keep transactions secret in a certain
time period via Hyperledger Fabric. Accordingly, we design a process to sup-
port keeping each AA’s viewpoint not being known by others until the end of
an appraising period as the following procedure:

Step 01: CC set extra reward and sent content to chaincode and
the Master AA

Except for the BR that the system offers, CC could put more stakes as an ER
to encourage more AAs to express their opinion on its content. When a CC
wants to send a piece of content to our system, it could set the FR and send it
to the Master AA and the Smart Contract in the blockchain. When the Smart
Contract receives this content, they will record it on the blockchain. Moreover,
the CC must put the same amount equal to BP as collateral. If one content is
appraised as fake, the CC will lose its collateral.

Step 02: The Master AA notifies all AAs with a time limitation

When the CC sends the content to the Master AA, the Master AA will notify
all appraisers and set a time limitation, which we set to 24 hours. Before
the time limitation, AAs could decide whether to join the appraising task
via putting an amount stake as collateral. Our system will reimburse if their
opinion finally lands in the majority.

Step 03: AAs put their stakes as collateral and start voting

Once a worker AA decides to join an appraising task, it needs to put the same
amount of the BP as collateral. Then, a Worker AA must generate a 128 bits
secret key and use the AES to encrypt its appraising result. After that, it
sends the appraising result and Schnorr signature data via AES back to the
Master AA. Then, when CC receives the encrypted data from the Master AA,
the CC will send the encrypted data to the Smart Contract.

Step 04: Smart Contract asks for secret keys to decrypt appraising
results

After the end of the time limitation (24 hours in this work), the Master AA
will ask all AAs who appraise current content to provide their secret keys
to the Smart Contract. Then the Smart Contract will use secret keys that
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AAs provide to decrypt the appraising results to calculate the reward and
punishment we already described before.

These four steps above are our primary process of independently affirming
each AA appraise content. Now, let us focus on two special scenarios in this
process. Firstly, if no AA decides to evaluate the content within the time
limit, Smart Contract will notify CC whether to increase the Rewards. If the
CC decides to increase the rewards, the Master AA will ask all AAs if they
are willing to evaluate the same content with the new amount of ER and reset
the time limitation. If the CC is unwilling to increase the rewards, the system
will note that the content has expired in the Blockchain and inform the CC
that if they want to propose the same content, they must wait for 24 hours.

In addition, AA will review whether the content is duplicated or not in its
evaluation opinion to ensure that CC will not obtain rewards by repeatedly
providing the same content. If the AA thinks that the content is similar to
others tremendously, the content will be considered duplicated item. CC will
not get any reward and will lose its collateral to pay BP to be punished for
its dishonest behavior: sending duplicate content.

5 Cases Analysis and Experiments

Our main contributions are to design an entropy-based incentive mechanism
and conduct various experiments to verify the feasibility of a quorum-based
fake new prevention system. This section first analyzes our entropy-based
incentive mechanism to demonstrate we could effectively resist the 51% and
Sybil attacks. Then we discuss the experiment results of crash failure preven-
tion and scalability of our system. Our analysis and experiment results assure
that our work’s incentive mechanism and system architecture are robust and
feasible. In other words, this paper provides the essential basis for strate-
gic planning for further development in quorum-based fake news prevention
systems.

5.1 Case Analysis of Proposed Incentive Mechanism

It is essential for a quorum-based to possess an effective incentive mechanism to
give impetus to appraisers to complete content evaluations reliably. Our proof
of stake entropy-based incentive mechanism raises punishment to dishonest
CCs or AAs to deter malicious behaviors, which represents appraisers who
offer an opposite opinion of the authenticity of news in our system. Table I
presents all possible scenarios of our incentive mechanism in Fig. 2. Compared
to our previous workshop paper in Deviance 2021 [16], there will be only four
cases in our system because CCs only could vote their content to REAL. We
define two primary types of cases in our system. The first one is Regular
Cases, which means the majority of AAs (Majority), appraisers who vote for
the winning standpoint of higher scores between SoA and SoF, identify the
authenticity of content correctly, such as the cases that we marked in gray
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in Table I. In contrast, the minority of AAs (Minority) means the appraisers
that hold a different opinion than the Majority. The second type is the cases
with no background color representing the Exotic Cases, which indicate the
Magjority failing to judge the authenticity of a piece of news.

Note that the CC does not be counted in the Majority, although the CC is
one type of appraiser in our system. Furthermore, the N/A in Table I states
that all appraisers have the same viewpoints on appraising. Next, we will dive
into discussions of Regular Cases and Exotic Cases. Note that although
we add the confidence factor into the process of our incentive mechanism, the
confidence factor will not affect the original analysis in this section the same
our previous work [16].

Table 1 Reward and Punishment in different scenarios

| Reward (+) or Punish (-) |

‘ Case No ‘ Viewpoints of Content

cc Magjority | Minority | CC | Majority | Minority
1 REAL REAL N/A aF 4 N/A
2 REAL REAL FAKE 4F + =
3 REAL FAKE N/A - + N/A
4 REAL FAKE REAL - + -

5.1.1 Regular Cases

As all the cases that possess a gray background in Table I indicate, our incen-
tive mechanism could motivate appraisers to correctly specify the authenticity
of information because our system punishes dishonest appraising and rewards
reliable entities. On the other hand, each appraiser would enhance their abil-
ity to judge the authenticity of news because of the high cost of judging news
falsely.

5.1.2 Exotic Cases

Exotic cases show a critical point: only malicious nodes could be rewarded,
whereas other benign appraisers are punished. The root cause of exotic cases is
that several A As unite to commit deception, but these cases will hardly happen
in our system. Our incentive mechanism facilitates that it is almost impossible
for a hacker to control more than 51% of stakeholders in our system, much
less to collect all stakes. It is also difficult to collect more than 51% stakes in
our system. Also, our system could resist the Sybil attack because it would be
a considerable cost if one entity desires to impact trust scores in our system
significantly. However, one possibility of our system, like all other incentive-
based blockchain systems that have just been initiated, is that if the amount
of stake that we hold is tiny, our system would be vulnerable to 51% attacks.
To sum up, according to the analysis result, our incentive mechanism indeed
owns the ability to motivate the CCs to provide dependable news and induce
AAs to contrive to judge fake news honestly.
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Fig. 3 Sensitivity analysis of confidence and credit points of an AA to SoA/SoF

5.2 Sensitivity analysis of the proof of stake
entropy-based incentive mechanism

The most significant outcomes in our incentive mechanism are trust scores
(SoA or SoF), reward (RoC) and punishment (PoC). In this section, we will
conduct two sensitivity analyses to realize variations that variables caused to
trust scores, rewards, and punishments.

5.2.1 From confidence and credit points to trust scores

In Fig. 3, we set an experiment with only one CC and one AA. Therefore,
the summation of credit points of CC and AA would be 1.0, and we could
calculate SoA or SoF by (2) or (3) in Fig. 3. based on different pairs of credit
points and the confidence of the AA. An obvious pattern is shown in Fig 3.
That is, if AA’s credit point is getting higher, the variation of its confidence
will affect the SoA/SoF more. This behavior is reasonable because any entity
with tremendous credit points would have more power to influence the trust
score based on the calculating approach of trust scores.

5.2.2 From entropy to rewards and punishments

a) Different sides of viewpoints of appraisers have the same
confidence:

We use an example: p(real) = 60% and p(fake) = 40% with 100% confidence
that all appraisers. The definitions of p(real) and p(fake) here and in the
following paragraphs are the same as p(1) and p(2), respectively, in (5). This
case represents that the percentages of all appraisers who believe the content
is real are higher than the percentage of verifiers who give their opinion that
the content is fake. In other words, appraisers who believe this content is real
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Entropy(S) and (c¢) RoC and PoC. Also, the impact of ER to RoC and PoC is shown in
this figure as well. In this figure, p; is equal to pa2.

will get rewards. Besides, appraisers have the same confidence in their opinion.
That is, whether the content is determined to be true or false, the verifier
has 100% confidence. In Fig. 4, we can see that the maximum entropy value
appears when the confidence on 70%. When all appraisers have 70% confidence
in their viewpoints, we could get:

p(real) = 0.6 x 0.7 = 0.42
p(fake) = 0.4 x 0.7 = 0.28
p(neutral) =1 —0.42 — 0.28 = 0.3

Therefore, the Entropy(S) in this case would be 1.56, which is higher than
the Entropy(S) = 1.00 when the confidence = 100%. This result means that
the content is more difficult to be examined as real or fake, so appraisers do
not have such as much confidence as another content of Entropy(S) = 1.00.
Also, another interesting point from Fig. 1 is when the confidence is down to
zero of both sides of appraisers, there would be no reward or punishment to
all appraisers because there is no majority on top of this case.

On the other hand, as shown in Fig. 4, we could observe four interesting
points: First, both p(real) and p(fake) will decrease when the confidence goes
down because low confidence represents the hesitation of appraisers in the
face of some content that is difficult to distinguish between true and false.
Based on the hesitation of appraisers, the p(neutral) will increase with the
decrease of confidence. Second, the standard deviation of p(SDP) in Fig. 4
is the standard deviation of p(real), p(fake), and p(neutral). We could observe
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Fig. 5 Sensitivity analysis of confidence to (a) p(real), p(neutral) and p(fake), (b)
Entropy(S) and (c) RoC and PoC. Also, the impact of ER to RoC and PoC is shown in
this figure as well. In this figure, p1 is not equal to pa.

that when the confidence reduces from 100%, the SDP will decrease until the
confidence reaches 70%. After that, the SDP goes up from confidence lower
than 70% until confidence is equal to 20%. This phenomenon is because the
reducing confidence leads to divergent appraising opinions to make SDP lower.
However, Entropy(S) will get lower when the confidence reaches 70% because
viewpoints of appraisers will get more and more converge on neutral. Third,
it is obvious in (7) that lower confidence also makes RoC and PoC lower.
Nonetheless, the RoC and PoC will get higher when the confidence is lower
than 70%, and that is because Entropy(S) is also getting lower after its peak.
Finally, in Fig. 4, the RoC(Stake)-ER means that the RoC is in a situation
where a CC puts ER = 500 to its content. By doing so, the CC could encourage
more worker AA to verify its content because the curve of reward: RoC(Stake)
is close to the curve of punishment: PoC(Stake) if the CC adds ER to a piece
of content.

b) Different sides of viewpoints of appraisers have the different
confidence:

In Fig. 5, we set p(real) = 60% with 70% confidence. Also, the p(fake) = 40%
with different confidence in this example. As shown in Fig. 5, with the con-
fidence of appraisers who disagree with the content decrease, the Entropy(S)
will also reduce. Therefore, the RoC' and PoC' will reach the highest when the
confidence of appraisers who disagree with a piece of content equals zero.
Based on Fig. 5, there are still four points to which we could pay attention:
To begin with, because the p(fake) is less than p(real), we could readily see
that when the ps goes down, p(fake) will reduce as well, but the p(neutral)
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rises. This result is very intuition because some appraisers keep their opinion
on being neutral. Next, with the reduction of py , the Entropy(S) goes up until
pa reaches 70%. After that, Entropy(S) begins to reduce because appraisers
converge their opinion on keeping neutral. Then, in Fig. 5, the Entropy(S) of
each interval of the x-axis is higher than the Entropy(S) on the same location
of Fig. 4’s x-axis. This result is because the SDP in each location of the x-
axis is smaller to those SDP at the same scale of the x-axis. Finally, similar
to Fig. 4, if the CC puts ER to its content, the RoC(Stake)-ER will increase
evidently to motivate appraisers willing to verify its content.

¢)The minimum stand deviations between p(real), p(fake), and
p(neutral):

When the X-axis in Fig. 4 and Fig. 5 is 70%, the Stand Deviation of
p(SDP) reaches a minimum value, Entropy comes to the maximum value, and
Reward and Punishment fall to their minimum values. This situation does
not mean that our system failed to identify news. On the contrary, it is a
helpful appraising result because a split pattern of opinion among appraisers
is an excellent sign to indicate a piece of news that is hugely difficult to
be identified its authenticity. Moreover, a divergent opinion also means this
news is highly controversial. Journalists could collect critical information
that needs more effort to work on and then get exclusive news if they could
verify the authenticity of that news that gets split opinions from our system.
Verifying fake news is not a black and white problem because, in most cases,
some parts of one content are authentic, and some are fake. Our system does
not aim to instruct users on whether a piece of news is precisely authentic or
fake. Instead, we offer objective trust scores as a reference for users to decide
how much they could trust certain information.

5.3 A strategy for tuning the value of BR and BP to
keep Liveness and Safety at the same time

There are two critical parameters to calculate rewards and punishments in
(7). In Section 4.2.2, we simply set BP = total stake x 0.1% and BR = total
stake x 10%. However, for a real-world application, we need an approach
to adjust BP and BR to reach two primary goals: (1) Raise PoC to curb
dishonest behavior and (2) Reduce RoC to keep the cost of appraising content
low. However, When trying to achieve these two goals, we will encounter a
dilemma: we cannot set the punishment too high; otherwise, no CCs or AAs
will be willing to take any action in our system. Nonetheless, we cannot let the
punishment be too low to prevent malicious behaviors. Thus, this section will
propose a reasonable range for tuning BR and BP to reach the two primary
goals we mentioned above.

We first introduce assumptions in our optimization model of tuning BR
and BP for further discussion. First, we assume each AA has 100% confidence
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in its appraising opinion. Second, the opinion of the Majority is correct. If
the majority believe a piece of news is authentic, the news could be considered
accurate. Third, we assume all honest appraisers will try their best to offer a
correct opinion. On the other hand, all malicious appraisers will get rewards
by cheating as much as possible.

On top of these assumptions, we could define several variables in our
BR/BP tuning model. To begin with, the PHA y;rcct means the proportion of
honest AAs with correct opinions. Therefore, we could also get PHA;pcorrect
= (1= PHA orrect)- On the other hand, PDA y.rcct represents the proportion
of dishonest AAs whose opinion is the same as the majority as well as we then
could get PDA;ncorrect = (L — PDA¢orrect), which means the proportion of
dishonest AAs whose viewpoints are different compared to the Majority. Here
we summarized these four variables in (9).

PHAincorrect = (1 - PHAcorrect)

9
PDAincorrect = (1 - PDAcorrect) ( )

There is a core assumption we made in our system: "honest AAs always
try to offer correct viewpoints, as well as dishonest A As prefer to just offer the
same opinion to the majority.” Hence, we could assume PHA ypree: = 0.9 and
PDAncorrect = 0.9 for further analysis in our BR/BP tuning model. We could
also set p(real) = 0.51 and p(fake) = 0.49 because, in our assumption, AAs
should have highly divergent standpoints between two groups of honest and
dishonest AAs. Note that the definitions of p(real) and p(fake) are the same
as those in (5). Moreover, we assume the ER = 0 in BR/BP tuning model.
Then, based on (7), we could get four equations to get all types of rewards and
punishments that our system has in (10). Note that K = 3 that we already
mentioned in (7), and we ignore the constant: (log, k - Entropy(S)).

ROC(HAcorrect
POC(HAincorrect
Ro C(DAcorrect
POC(DAincorrect

PH Acorreet X BRRate x 0.51
(1 = PH Acorrect) X BPRate x 0.49
PDAcorrect X BRRate x 0.51

= (1 = PDAcoprect) X BPRate x 0.49

(10)

~—_— — — —

In (10), RoC(HA correct ) Tepresents the rewards that the honest AAs whose
opinion is the same as the Majority gets. Instead, RoC (DA correct) means that
the rewards the dishonest AAs who express the same opinion as the Majority
earn. In our tuning model, we could ignore RoC(DA orrect) because it means
that some dishonest AAs do not act as malicious nodes toward a certain piece
of news. Besides, PoC(HAcorrect ) indicates the punishments that are suffered
from the honest A As whose opinion is different from the Majority, which means
that they make mistakes in an appraising take. Also, PoC(DA;pcorrect ) means
the punishment that dishonest AAs will be slashed whenever their opinion
does not be the same as the Majority.
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Furthermore, for one side, if we desire to obtain Liveness, we should max-
imize RoC(HA orrect) and minimize the PoC(HA;pcorrect). On another side,
to maintain Safety, we must maximize PoC(DA;ncorrect) to curb malicious
behaviors. Based on these goals, we could form two critical inequalities of our
BR/BP tuning model (11):

ROC(HAcorrect) Z POC(HAincorrect)

11
POC(DAincorrect) > ROC(HAcorrect) ( )

Based on (10), and let us put all numbers we set to all the variables in
(11), we could transfer (11) to (12)

0.51 x 0.9 x BRRate > 0.49 x 0.1 x BPRate

12
0.49 x 0.9 x BPRate > 0.51 x 0.9 x BRRate (12)

To sum up, we could conclude a final inequality (13) as the guideline to
tune BR/BP in our system. The (13) indicates that if we desire to keep both
Safety and Liveness in our system, the BPRate should be at least 1.04 times
the BRRate. For example, if we set the BRRate to 5%, our model will suggest
setting BPRate to 5.2%.

BPRate > 1.04 BRRate, BPRate > 0 (13)

5.4 Analysis for the Safety and Liveness of our system

Safety and Liveness are two critical factors to a distributed system, like
our fake news prevention system. In this section, we will do some analysis to
discuss the Safety and Liveness of our work.

5.4.1 Safety

In Section 5.1, we discuss some potential threats to our system and provide
sufficient analysis to prove our system could resist those threats we already
mentioned. Except for the difficulties in controlling more than 50% AAs, our
system could check whether the content is duplicate enough to avoid the CC
sending duplicate content repeatedly to gain rewards dishonestly. Moreover,
collaterals (stakes) that AAs put in whenever they decide to join an appraising
task could encourage AAs to deal with their job more honestly.

5.4.2 Liveness

In our system, CC could raise their FR to motivate AAs to verify news to
increase our system’s liveness. Also, even though there are no AAs to verify
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specific content, our system will still let CC resend the content after 24 hours
to keep the system from halting on certain news that cannot get any appraising
results.

Moreover, compared to our previous work [16], we add the confidence factor
to equation (7), which calculates the PoC and RoC. As shown in Fig. 1 and
Fig. 2, AAs could raise or reduce their confidence based on the difficulties of
judging a piece of content. In sum, the confidence factor assists our system
in keeping liveness because AAs could spend their effort on improving their
abilities to verify content to make themselves more confident in judging content
to get more rewards. Besides, the confidence factor could also help AAs avoid
punishment in some content they cannot determine the authenticity.

On the other hand, our system will request AAs to set their confidence to
at least 60% because we believe AAs only guess arbitrarily without putting
their effort into verifying content if our system does not set this rule. Once an
AA decides to express its opinion on content, it must stand on one side and
express a value of confidence greater than 60%. This limitation could assure
that AAs will not get rewards without giving any opinion or judging without
any reasons for specific content.

5.5 Interactions between CC and AAs

Although we added new features into this extension work, we did not
re-conduct our experiments because we believe our previous experiments con-
ducted in [16] have already let us understand the basic performance and
scalability of our architecture.

Essentially, message size significantly affects the performance of distributed
systems, including latency and throughput. In this paper, we design six differ-
ent sizes of content: 2° KB (8 KB), 2° KB (32 KB), 27 KB (128 KB), 2° KB
(512 KB), 21 KB (2 MB), and 2!* KB (8 MB) to observe the effect of dif-
ferent sizes of contents for the five experiments we will discuss in this section.
Moreover, considering prevailing use cases of social media, people always send
short text messages to others, like a tweet or a post on Facebook. According
to users’ preferences to make messages as brief as possible when using social
media, we set the maximum message size to 8 MB. If people desire to trans-
mit long videos or huge videos on our system, they could put links in their
messages to enable others to download their content. Therefore, we believe 8
MB is a suitable upper limitation of our system.

In experiments I to III, we let the CC send messages to the Master AA
node for one minute five times to record the throughput and latency. Then
we summarized the average throughput and latency in each message size. For
experiments I, II, and III, we define our throughput and latency as below.

Latency

The average waiting time is required for the cycle from CC sending a message
to AAs until CC receives the response message sent back from AAs.
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Throughput

We define throughput as the average number of requests sent by CC that an
A A node could process per second. To get more accurate figures of experiment
result in a single thread with synchronous requests, we use only one client of
CC to send requests one by one when the previous request ends.

Note that we assume all workers agree on the content that our CC sent in
experiments I to IIT with one hundred percent confidence (Conf) because the
main goals of these experiments focus on measuring how the communications
of different nodes affect the throughput and latency in our system. Also, human
appraisers in the real world might take a few hours to several days to evaluate
content. Moreover, we do not use AES in these experiments because we desire
to avoid other factors to affect the performance result of our architecture.

Note that we assume all workers agree on the content that our CC sent, in
experiments I to III, with one hundred percent confidence (Conf). The main
goals of these experiments focus on measuring how the communications of dif-
ferent nodes affect the throughput and latency in our system. Also, human
appraisers in the real world might take a few hours to several days to evalu-
ate information. Still, in our experiments, we let worker AAs send back their
appraising results once they finish the verification task. Moreover, we do not
use AES in these experiments because we desire to avoid other factors affecting
our architecture’s performance.

5.5.1 Experiment I: Normal Master AA and Worker AA
nodes

In the first experiment, we plan to realize the optimal performance that our
system could achieve. As a result, we leave no failures on any AA nodes and
only one master AA and worker AA node in this experiment. As shown in
Fig. 6, our throughput for 8 KB contents is 602 messages per minute and
63 messages per second for 8 MB contents. As we can see, the throughput
drops slightly from 8 KB to 512 KB and steeply falls when the size reaches
2 MB. This phenomenon meets our expectations because CC and AAs need
more time to transmit larger messages to each other and process the content.
Therefore, the latency increase and the throughput decrease result from the
augmentation of message size.

5.5.2 Experiment II: Scalability of Worker AA nodes

We focus on the Worker AA nodes regarding our system’s scalability because
the number of worker AA nodes may be tremendous in the real world. There-
fore, it is worth understanding the impact of different numbers of worker AA
on our system’s performance to increase the number of worker AAs in our sys-
tem. Our experiment result of scalability is shown in Fig. 6. We could observe
that, in each message size, the latency increases slightly with the augmenting
numbers of Worker AA nodes. This increase in latency is because, in our sys-
tem, Master AA will confirm whether all workers AA have completed their
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work or not at every two ms interval. Therefore, the total latency will be deter-
mined by the slowest worker AA. Moreover, Fig. 6 displays that the latency
gap is not tiny between different numbers of worker AA nodes in each message
size, which means the increase of worker AA nodes will not lead to latency
growth. However, further work to scale our system to a hundred or thousand
worker AA nodes would be necessary to verify the scalability limitations of
worker AA nodes.

A straightforward question for our system is: how do human appraisers
handle a large amount of content generated every second on social
media? Indeed, it is unrealistic to make our system evaluate every news item
on social media. However, our goal in scalability is not to verify each news on
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social media but to evaluate a specific number of false information highly simi-
lar to real news. It is reasonable that our system mainly supports certain kinds
of fake news that are difficult to distinguish because general users have essen-
tial fake news identification ability and can easily distinguish information that
is obviously false news. But when it comes to immensely controversial news,
such as political or movie celebrity scandals, or news that requires expertise in
healthcare or information technology, the average person cannot tell the truth
from a fake. In fact, remarkably disputing news is what our system desire
to assist users in verifying. When encountering vastly contentious news that
cannot be identified, the user can submit the news to our system for human
appraisers identification and finally get trust scores as the basis for judging
news’ trustworthiness.

In addition, one situation that needs to improve scalability is that the num-
ber of false information will increase significantly in a certain period, such as
the US presidential election or the outbreak of regional wars. At this time, each
working AA can also hire more people to assist in fact-checking because any
reporters, bloggers, or people capable of fact-checking can become an appraiser
of our system. On the other hand, each appraiser can train its Machine learn-
ing (ML) classifier to identify fake news. When ML classifiers reply that some
false information is difficult to be judged, it is an appropriate scenario in which
human appraisers could show their talent. And using ML classifiers does not
mean we do not need the incentive mechanism we designed. Instead, we use
entropy to calculate the consistency of opinions across appraisers, including
humans or Al, to identify the extent of difficulty of judging a piece of news
is fake or not. According to the entropy value among different appraising
opinions, we could determine appropriate rewards and penalties to encourage
honest behavior and discourage selfish behaviors.

5.5.3 Experiment III: Crash Failure Handling of Master AA
nodes

Providing that there are no Master AA nodes, our system could not normally
work because the Master AA node is responsible for receiving CC’s content and
assigning signing tasks to Worker AA nodes. Hence, we offer another critical
contribution to designing a fault tolerance mechanism to prevent Master AA
node failures. Fig. 7 states a comparison of latency and throughput of our
system without Master AA failures and when encountering Master AA failures.
This experiment executes the Primary Master AA and lets all four Worker AA
nodes connect to the primary Master AA nodes. Then CC sends messages to
the primary Master AA nodes, and we stop the Master AA nodes at the 10,
20, 30, 40, and 50 seconds within one minute that the CC sends messages to
the Master AA nodes. As Fig 7 shows, our system could still operate normally
even during the primary Master AA failures.

We adopt ZooKeeper to implement the fault tolerance mechanism. When
the primary Master AA fails, the CC will get the backup Master Worker
node’s address, and then the CC could send messages to the backup Master
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AA node to make the signing process continue. Fig. 7 states that the failure
of the Master AA node produces trivial influence on our system. We could
observe that the average throughputs of the normal case (no Master AA node
fails) and abnormal conditions (the primary Master AA node fails) are close.
Also, the two latency lines of both scenarios approximately overlap. This result
demonstrates that our mechanism is highly feasible because, based on this
result, we even could ignore the impact of a failure of the primary Master
AA node. We could be confident to ignore the influence of the failures of
the primary Master AA because we do not execute any extra work when the
ZooKeeper transfers the signing tasks for the primary Master AA Node to the
backup Master AA node.

5.6 Interactions between CC/User to the blockchain

5.6.1 Experiment I'V: Time taken when CC and User node
save/retrieve data to/from the blockchain

Before sending data to the blockchain node, CC will use the BKDR hash
function [46] to convert the content to a hash value. The CC then sends the
hash value to the blockchain nodes. As a result, in this experiment, all the
content sizes are the same. In other words, The smart contract: addNews() and
queryNews() are executed once per message size and calculate the average time
taken between all different message sizes. The result indicates that it took CCs
on average 13.6 ms to finish the addNews() operation and took Users 11.3 ms
on average to complete the queryNews() function. The reason for the difference
between the time taken to process addNews() and queryNews() is that when
Hyperledger Fabric adds a new transaction to a block, the Hyperledger Fabric
needs to update the CouchDB and the blocks. Moreover, the performance
of executing smart contracts of our system is similar to IBM’s performance
benchmark [47].

6 Conclusion and Future work

Our previous work [16] offers four principal contributions:

® Proposing a proof of stake entropy-based incentive mechanism that could
diminish the negative impact of malicious behavior to enhance the reliability
of a fake news prevention system.

¢ Practically implementing a blockchain via Hyperledger Fabric to prove the
feasibility of our design of a quorum-based fake news prevention system.

® Designing mechanisms of crash failure prevention and scalability to enhance
the system’s robustness.

¢ Providing various experiment results of system performance for further
reference.

Moreover, we add six significant novel contributions compared to our
previous work [16]:
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¢ Adding the factor of confidence in calculating the RoC and PoC and adding
a new category of appraising result: Neutral to the original two types of
appraising results in the formula of calculating the Entropy(S).

® Conduct different sensitivity analyses of our entropy-based incentive mech-
anism based on the new three types of appraising results.

® Proposing a new process regarding how to use secret keys of AES to secure
AAs voting opinion to keep AAs appraising content independently.

® Discuss in more detail how our system keeps the two critical factors: Safety
and Liveness of a distributed system.

® Proposing a strategy to optimize the BRRate and BPRate to obtain both
the Safety and Liveness of our system.

e Offering an approach to avoid the CC sending duplicate content to get
rewards illegally.

Several essential case analyses are provided in this paper to demonstrate
that the proof of stake entropy-based incentive mechanism we proposed is
effective in decreasing the negative effect of malicious participants on our sys-
tem. In addition, the experimental results show that, as we proposed in this
work, it is feasible to use Hyperledger Fabric to implement the blockchain net-
work and ZooKeeper to design the mechanism of tolerating crash failure and
supporting scalability. Last but not least, the outcomes of analyses and exper-
iments in this work can be used as a significant reference for future research.

Nonetheless, we list two limitations of our system:

® Our system does not aim to scale along with the amount of data like Al-
based fake news prevention systems. Instead, it is suitable to apply our
system to verify that highly controversial news is difficult for Al to identify.

e Rather than providing ground truth, our system contributes by offering
a trust score to let users figure out their appraisers’ opinions regarding
whether digital content is true or false. Based on our trust score, users
must decide if they believe a piece of news.

Finally, as explained below, we recognize that several future works could
still strengthen this implementation.

® There are still two centralized components, ZooKeeper and Master AAs, in
our system. It would be better to decentralize these two components.

e This system could be deployed to Amazon Web Services (AWS) to
measure latency and throughput more similar to the real-world application.

¢ Applying some public fake news data sets to measure the similarity between
our appraising results to those data sets.
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