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Abstract

Wireless networks are growing at a phenomenal rate. Thisthres causing an over-
crowding of the unlicensed RF spectrum, leading to inceéasterference between co-
located devices. Existing decentralized medium accessatiMAC) protocols (e.g.
IEEE 802.11a/b/g standards) are poorly designed to hantbeféerence in such dense
wireless environments. This is resulting in networks wittopand unpredictable perfor-
mance, especially for delay-sensitive applications sgclo&ce and video.

This dissertation presents a practicah ict-graph (CG) based approach to design-
ing self-organizing enterprise wireless networks (or WL)Mhere interference is cen-
trally managed by the network infrastructure. The key idda use potential interference
information (available in the CG) as an input to algorithimsttoptimize the parameters
of the WLAN. We demonstrate this idea in three ways. Firstoesign a self-organizing
enterprise WLAN and show how the system enhances perfornarer non-CG based
schemes, in a high delity network simulator. Second, wedai practical system for
con ict graph measurement that can precisely measureferrce (for a given network
con guration) in dense wireless environments. Finally,deenonstrate the practical ben-
e ts of the con ict graph system by using it in an optimizatieramework that manages
associations and traf ¢ for mobile VoIP clients in the epiese.

There are a number of contributions of this dissertatiorstFive show the practical
application of con ict graphs for infrastructure-basetkirierence management in dense
wireless networks. A prototype design exhibits througtgaihs of up tc60%over tra-
ditional approaches. Second, we develop novel schemes$igring a con ict graph
measurement system for enterprise WLANSs that can deteafénénce at microsecond-
level timescales and with little network overhead. ThiswB us to compute the con ict
graph up to400times faster as compared to the current best practice pedposthe
literature. The system does not require any modi cationslients or any specialized
hardware for its operation. Although the system is desigoednterprise WLANS, the
proposed techniques and corresponding results are aplglitaother wireless systems
as well (e.g. wireless mesh networks). Third, our work opgmshe space for design-
ing novel ne-grained interference-aware protocols/aiuns that exploit the ability to
compute the conict graph at small timescales. We demotestra instance of such a
system with the design and implementation of an architectibat dynamically man-
ages client associations and traf c in an enterprise WLAN:. $low how mobile clients
sustain uninterrupted and consistent VoIP call qualityhimpresence of background in-
terference for the duration of their VoIP sessions.
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Chapter 1

Introduction

Wireless networks are experiencing unprecedented gromdigeadually becoming the
dominant means by which people access the Internet. Lasty@ae, there were over
387 million WiFi devices sold around the world and this numbexpected to increase in
the future[16]. Moreover, WiFitechnology is being used wraaety of different settings,
from home and enterprise networks to city-wide wirelesshme=tworks (WMNSs). This
ubiquitous use of WiFi is also spurring the growth of the siplaone market, which are
phones that are typically equipped with multiple inter&asach as Bluetooth, WiFi, and
GSM, to name a few [106].

Despite this growth, the amount of available unlicensed pFesum has remained
unchange@ . As we can see in Figure 1.1 (which shows the FCC's spectrlanadion in
the US), the unlicensed bands (marked in the gure) constdwery small fraction of the
entire RF spectrum, where unlicensed WiFi devices mustabpeihis xed allocation
has lead to a scarcity of the RF spectrum, where more and nregiees must share these
unlicensed frequency bands for communication. Withouperly designing protocols
that facilitate sharing of the RF spectrum, WiFi devices patentially experience poor
performance due tBF interference RF interference occurs when two or more devices
simultaneously transmit on the wireless channel, causagliisions between wireless
signals at the receiver. This makes it dif cult for the reasito correctly recover the
bits transmitted by the sender. With the projected growtMd¥i technology in the
upcoming years, RF interference is likely to become a magoridr to the performance
of wireless networks that tout broadband speeds for wiselsrs, especially as the
density increases.

In addition to the growth of the WiFi market, emerging apations such as voice

1Due to demand, the FCC only recently allocated the 60 GHzifrrqy for unlicensed use
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Figure 1.1: Allocation of RF Spectrum by the Federal Comroatibns Commission
(FCC) inthe US

and video are also placing additional demands on such wgaletworks. The ability
to stream high de nition video at home and on-the-go whitaewtaneously transferring
large les over the network requires an abundance of banthtlthat existing WiFi net-
works fail to provide. In addition, the delay-sensitiveuratof voice and video applica-
tions makes the delivery of such content even more chalhgnigir such WiFi networks.
To enable such applications, RF interference must be sysiteaily addressed.

The rst IEEE 802.11 (WiFi) standard was drafted in 1999 amts then, it has
been implemented universally by WiFi chip manufacturerse @esigners of the IEEE
802.11 standard likely never expected the exponential iirofWViFi technology that is
being seen today. As a result, the original design of thedst@hmade many simplifying
assumptions with respect to medium access control. Inqodati all devices contend
independently for channel access, without any explicirdmation amongst each other.
Such decentralized techniques work well for a small numbesers, but fail in dense
networking environments that contain hundreds of u@e{?é%] Having realized these
shortcomings, WiFi architects are moving towards mmanagedand coordinatedde-
signs. In addition, IEEE standards bodies are also playieig part by devising standards
such as IEEE 802.11v and 802.11k to facilitate better manageand coordination be-
tween WiFi devices.

2A common occurrence in many enterprise wireless networks



WLANSs HP Labs| Seoul National University Our Testbed
Exposed Terminals 39% 9% 39%
Hidden Terminals| 43% 70% 35%

Table 1.1: Percentage of links that experience interfereacross different re-
search/industrial WLAN testbeds

While WiFi technology has been used in many different sg#tife.g., home, enter-
prise, and metro-scale wireless mesh networks), amongate popular applications
are enterprise networks. In an enterprise network, acceisgsp(APs) are deployed
throughout an of ce (or campus) to provide blanket coverfigevireless access. Enter-
prise networks (or WLANSs) embody a unique set of challengasabse of user density
and the dynamics of indoor environments (for example, dupetple moving about
in the building). Moreover, use of such networks in meetiogm and libraries create
pockets of heavy usage where traf c load can also impact esperience. Moreover,
emerging applications such as voice and video require emuyted service despite the
presence of radio interference from other WiFi devices.l@all shows the percentage
of links that suffer from hidden and exposed terminal irgerfhice (discussed in greater
detail in Chapter 2) for different enterprise-scale wissléestbeds. Finally, non-802.11
devices transmitting on the same frequency also causddrgace. These challenges
make combating RF interference in enterprise WLANSs a dilt ahallenge.
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Figure 1.2: An example of a con ict graph
Motivated by these challenges, this dissertation proptsgwmiques tesystemati-
cally address RF interference in centralized enterprise WLAN=nti@lized enterprise
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WLANS (described in greater detail in Chapter 3) are netwavkere the APs relinquish
management functionality to a central controller that nggsathe con guration of the
APs3. We propose a&on ict graph based approach to model interference, develop novel
techniques to measure the con ict graph, and apply it torojzé the performance of
enterprise networks. Con ict graphs ( rst proposed in [J24ncode interference infor-
mation between wireless links. An example con ict graphhiswn in Figure 1.2, where
the nodes in the graph represent APs and an edge exists betweeodes if the AP
from which the edge emanates interferes with the AP at wiieletige terminates. The
values on the edges of the con ict graph describe the imprtterference on the AP
experiencing interference (described in greater detathapter 4). The con ict graph
provides a way t@lobally model interference, allowing the design of centralizedalg
rithms that can potentially drive the network con guratitmthe global optimum of the
network. In contrast, decentralized algorithms do not ireguetwork coordination and
optimize con gurations based on local information at eaatlividual AP. We show in
Chapter 4 that such techniques lead to sub-optimal perfocentor wireless clients.

1.1 Scope and Goals

This dissertation bridges the gap betweentti@®ryof con ict graphs and theipractical
application to enterprise WLANS. It has the following goals

Rapid Detection of RF Interference: In the future, WiFi clients will be mobile
while using the network (for example, users making VolP<calhile on-the-go).

In such scenarios, clients may encounter intermittentfietence as they move
around, causing application performance to degrade. Imsases, it is imperative
to rapidly detect interference (at timescales of a few sdspto allow the network
to re-tune it's parameters and ensure reliable servicgelglto mobile users.

Online Estimation of RF Interference: In an enterprise WLAN, interference
is primarily measured between AP-client links. To perfolrage measurements,
clients must be associated with the network. In real-wodgdldyments, clients
come and go and the network continuously undergoes cham¢yads ¢ and topol-
ogy. This necessitates an online approach to estimatingfeFérencé.

3Note that while we tackle interference in enterprise WLAM® underlying principles of our work

are equally applicable to other managed WiFi networks ak su#th as wireless mesh networks (WMNSs)
“4In other systems such as wireless mesh networks, intedemaay be measured of ine or overnight



Free from RF Propagation Models: Many RF propagation models have been
proposed to approximate signal propagation in differemtrenments. While these
models have been used to estimate interference, they avenkioobe inaccurate
in practical settings [79]. Therefore, techniques thatthese models have lim-
ited application in real-world deployments. This motisan approach that is
free from RF propagation modeling and estimates interfexeéhrough (active or
passive) measurements.

No Client Modi cations: Enterprise WLANS are found in a variety of different
settings, from corporate of ces to university campuses.allow widespread de-
ployment in such settings, we require that clients are natirad for interference
estimation purposes. This allows the solution to be botrementally deployable
as well as backwards compatible with existing IEEE 802.ahd#rds.

This dissertation is divided into three parts. In the rsttpave designan enterprise
WLAN architecture (dubbed "SMARTA) that measures, antegaand maintains the
con ict graph for the network. Using the con ict graph, SMAR performs frequency
selection and power control to maximum network performggoeen a particular objec-
tive function). This is achieved under the constraintsinatl above. The algorithms for
channel assignment and power control are shown to prowvighe cant gains in through-
put as compared to existing schemes. SMARTA is implementedtested on Qual-
Net [13], a high- delity network simulator.

In the second part, wanplementSMARTA to gauge its real-world application to
enterprise WLANS. To allow for this, we deploy3®8 node centralized wireless testbed.
The testbed is deployed in the William Davis Centre (DC) diniy at the University
of Waterloo. We implement SMARTA's interference measuratrfeamework (dubbed
"Micro-Probing’) in the driver/ rmware of the Intel 2915A8 (Centrino) card. Micro-
probing is evaluated against the current state-of-theggtoach for interference estima-
tion [98]. We show that micro-probing achieves the same lefvaccuracy as the current
best approach with two orders of magnitude reduction in oreasent overhead.

In the third part of this dissertation, vagply micro-probing to the problem of sup-
porting mobile VOIP clients in interference-limited ergdase environments. The system
(dubbed "Overcast") requires that the con ict graph be garmdusly measured and up-
dated as clients move about in building. Micro-probing idlwaited to this application
and we show how using this framework, Overcast providesmtigigle service to VoIP
users even in the presence of co-located backlogged irgesfdn other work, we have
applied micro-probing to optimize centralized schedulfiglata traf c in an enterprise
WLAN. The details of this scheme are covered elsewhere [109]

5



We summarize the four key parts of the thesis next.

1.2 SMARTA

In Chapter 4, we describe the design of a Self-Managing Aechire for Thin Access
points (SMARTA). This architecture prescribes a set of teghes for measuring a con-
ict graph for an enterprise WLAN. Using the con ict graph MARTA dynamically
adjusts both access point channel assignments and poveds tevoptimize arbitrary
objective functions, while taking into account the irregguhature of RF propagation,
and working with unmodi ed legacy clients. We evaluate tih/ARTA architecture and
show that it is able to provide signi cant improvements oegisting approaches. For
example, in a typical scenario, SMARTA can provide 50% maredughput and 40%
lower mean per-packet delay than a hand-optimized contipmaMoreover, SMARTA
automatically recon gures channels and power levels ipoese to both small and large
changes in the RF environment due to client movement.

1.3 Testbed Design

In Chapter 5, we describe the details of the testbed platfeentdesigned and built to
test our algorithms for centralized control. Centralizateeprise WLANS have a unique
set of requirements that prior testbed designs fail to pi@w\Ve highlight these require-
ments and describe the hardware and software design ofsibete We also benchmark
the testbed to ensure that it meets the requirements foratizet control. Finally, we
also brie y describe our experiences with using the testthathg the last two years.

1.4 Micro-Probing

In Chapter 6, we present the Micro-Probing interferencesuesament system. Micro-
Probing implements SMARTA's interference measurememh&a&ork and addresses the
engineering challenges not met by the “paper design' pexpas Chapter 4. For in-
stance, SMARTA makes assumptions such as: (1) Synchramzbetween pairwise
transmitters during an interference test, (2) Clearinghefdir to perform interference
tests, and (3) The ability to measure RF spectral energy tectmterference. Micro-
probing addresses these requirements and demonstratesathgorld application of
SMARTAS interference measurement system. Note that, 3KARTA, Micro-probing

6
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Figure 1.3: High-level view of the Overcast architectureeTlient associates only once
to the network (through AP A) and the controller seamlessiyages the AP-client link
thereafter.

is also fully compliant with existing 802.11 standards aad measure interference for
legacy clients.

1.5 Overcast

In Chapter 7, we present the Overcast system that uses tgnaphs to mitigate inter-
ference and ensure reliable service for mobile clientsaipey VoIP sessions. Overcast
illustrates an application where real-time computatiothefcon ict graph is necessary
to ensure that the decisions taken by the optimization fvesrie do not degrade net-
work performance. The salient features of Overcast areA(tiytual AP architecture
to support seamless mobility for VoIP clients, (2) Cengadi selection of APs for each
client, and (3) Coarse-grained scheduling of con ictingsAR high-level picture of the
Overcast system is shown in Figure 1.3. All APs are con gunedthe same channel
and appear to the client as a single virtual AP. The cliemt@ates to the network only
once and the controller subsequently decides which AP teetalill communicate with
(using appropriate selection metrics). The con ict graphawn on the top right hand
side of the gure) plays an integral role in managing integfece in this single-channel



WLAN system. Additional details on the Overcast systemgpaesented in Chapter 7.
Overcast is evaluated on tl38 node wireless testbed (described in Chapter 5) and is
shown to provide good quality of service (QoS) to mobile Volients. It increases the
number of clients supported by the network by a factor of twthtee in the presence of
background traf c.

1.6 Contributions

The principal contribution of this dissertation is thatiiidges the gap between the theory
of conict graphs and their practical application in reabsld wireless deployments.
The ability to compute con ict graphs at signi cantly smefltimescales facilitates new
innovations in algorithm design and network optimizatiofhis is a clear departure
from existing work that assumes con ict graphs require tggneasurements, making
it dif cult to re-measure them in an online network. The specontributions of this
thesis are:

Novel Interference Measurement TechniquesWe develop novel techniques to
practically measure the conict graph for enterprise WLANs [30]. Asider
measuring con icts, these techniques have broader apjaicdgeyond con ict
graph measurement, such as controlling client transmmsg$ar uplink traf c [71].

Application to Network Optimization : We apply the con ict graph framework
to a challenging optimization problem where ne-graineteifierence information
is necessary to meet the performance objectives of thersyste show how the
resulting system, with the help of the con ict graph, graglsf manages interfer-
ence even as the number of contenders increases in the ke®var techniques
cannot be applied either because of their inability to cai@iue con ict graph on
short timescales or their need for client modi cations.

Evaluation on an Enterprise-scale Wireless TestbedWe design and deploy
an enterprise-scale WLAN testbed (consisting38fnodes) in which we imple-
ment and evaluate our proposed protocols/algorithms. lBeceve focus on cen-
tralized WLANS, the testbed mimics centralized control avel show how this
design ultimately in uences our hardware and software césifor the wireless
platform [29].

Practical Con ict Graphs : Our work enables the practical application of con ict
graphs. Furthermore, by carefully choosing our design ttaimés, we propose

8



techniques that can be rapidly deployed in existing WLANigles [32]. We be-
lieve that our work provides opportunities for new and ergitresearch on enter-
prise WLAN optimization.



Chapter 2
Background

In this chapter, we provide background material relevathi® dissertation. In Section
2.1, we cover Radio Frequency (RF) basics and then brie gudis the (WiFi) IEEE
802.11 standard. In Section 2.2, we outline the performahedienges for 802.11 net-
works, followed by a discussion of two commonly used intenfice models in Section
2.3. Finally, in Section 2.4, we provide some background mterprise WLAN design
over the past decade.

2.1 |IEEE 802.11 Networks Primer

In this section, we rst describe some RF basics and thenyotiwver parts of the IEEE
802.11 standard that are relevant to this dissertation.

2.1.1 RF Basics

In any wireless environment, the goal of a transmitter isangmit a radio frequency
signal that can be decoded correctly by the receiver. Homvévis cannot be achieved
if the receiver is not within a certain distance of the traitean Because the wireless
signal undergoes RF attenuation (i.e., weakening of theafigf the receiver is far from

the sender, it may not be able to decode the signal corréattyhermore, if the receiver
is too far from the transmitter, the received power may beweak to even be detected
by the receiver. The ability to detect a signal is based orcdnger-sensitivity threshold

(CST), de ned by the receiver. The CST indicates the mininpower/energy that an RF
receiver must receive to detect the transmission of a vasedggnal. Most wireless-card
manufacturers conservatively set this threshold to a ldwevée.g. -85 dbm) to prevent
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Interference

Range

Figure 2.1: The transmission and carrier-sense rangesaredlby the transmitter (T),
and the interference range is de ned by the receiver (R).

interference with neighbouring devices. The effect of algittenuation can be captured
with the help of ranges as de ned by the transmitter and wecdias shown in Figure
2.1). These are described in greater detail below:

Transmission Rangéthe transmission range is the range within which the receive
of a signal can decode the transmission correctly. Thigis#fly smaller than the
carrier-sensing range of the transmitter (for exampls,tigpically considered half
the interference range in some RF propagation models).

Carrier Sense Rangelhe carrier-sense range is the range within which the trans-
mitter's signal exceeds the CST of the receiver. The receigtects the medium to

be busy and does not transmit at this time. The receiver cansehto de-sensitize
itself to such signals by raising its carrier sensitivityetshold.

Interference RangeThe interference range (de ned by the receiver) is the range
within which any signal transmitted by another source fetes with the transmis-
sion of the intended source, thereby causing a loss at tkee/ezc

The three ranges shown above are affected by the power ofahsntitter. The
greater the transmission power, the more co-located naieseceive the transmission,
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and also the more nodes whose communication with other neitldse affected by this
transmission. The transmission range is also affected éyl#ta (or coding) rate used
by the transmitter. The higher the coding rate, the shdnerange, and vice versa. Note
that while the ranges are shown to be circular, in realigyttan be arbitrary and depend
on effects such as multi-path fading, scattering, etc.

2.1.2 IEEE 802.11 Overview

IEEE 802.11 (WiFi) is the most popular standard used for jgiiog short-range wireless
connectivity to users. It is designed to be simple yet abledapt to changing environ-
mental conditions. An 802.11 network can operate in one ofrtvades: infrastructure
mode and ad hoc mode. In infrastructure mode, a device kn@namaAccess Point
(AP) acts as a bridge between the wired and wireless netwuatlcantralizes all wire-
less traf c. A second device known as the clieAgsociategor connects) to the AP in
order to gain access to the network. Clients can only comoataiwith the APs and
not with other clients. In IEEE 802.11, a single AP's coveragll is known as 8asic
Service Set (or BSS)Vhen multiple APs are deployed in an enterprise, they fonm a
Extended Service Set (or ESS). In this dissertation, wedacuthese types of wireless
deployments.

In ad hoc mode, there is no centralization and clients are tabdlirectly connect to
each other. Clients may forward traf ¢ for each other to tf@n data between hosts that
are not in direct communication range. Ad hoc mode is uncomamal not used in this
dissertation

The IEEE standards bodies have de ned multiple commurooathodes for the
802.11 standard. The two most common modes that operateedh4hGHz frequency
band are 802.11b and 802.11g. IEEE 802.11b predates 80&ntllgupports the follow-
ing communication data rates: 1, 2, 5.5 and 11 Mbps. By cent882.11g uses OFDM
technology to sustain higher data rates. The data rateodepy 802.11g are: 6, 9,
12, 18, 24, 36, 48, and 54 Mbps. Furthermore, 802.11g is askvilards compatible
with 802.11b and is intended to replace it as the de-factol80&andard for the 2.4 GHz
band. More recently, the IEEE 802.11n standard has stadiethg momentum and is
touted to support data rates of up to 500 Mbps.

Another common standard used in practice is IEEE 802.112.188 operates in
the 5.8 GHz frequency band and uses OFDM technology to aelie/same data rates
as 802.11g. 802.11a predates 802.11g but is graduallyglosomentum as more WiFi
devices are now being shipped with only 802.11b/g suppotiil&Nthe reasons for this
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Figure 2.2: The top gure illustrates transmissions of @si(Data) frames using 802.11.
The bottom gure illustrates transmissions of Broadcaatfes

are unclear, we believe that it is likely because the 2.4 Ghidhas better propagation
properties than the 5.8 GHz band.

2.1.3 |EEE 802.11 MAC Layer

The properties of the IEEE 802.11 MAC layer that we discuss hee the channel access
mechanism (CSMA/CA) along with a discussion of how data pt&kre transmitted, the
virtual carrier sensing (VCS) mechanism, and the implewatén of broadcast and CTS-
to-self packets.

Channel Access

The IEEE 802.11 MAC layer uses the Distributed Coordinakanction (DCF) to inde-
pendently allow each device to access the chanréie basic idea is that devices rst
sense the channel and if it is idle, only then do they inite@atitansmission. Channel
sensing is done with the help of the physical carrier-sensiechanism called Carrier
Sense Multiple Access with Collision Avoidance (CSMA/CAhe fundamental differ-
ence between wired and wireless networks is the mechanisdetecting collisions on
the medium. For wireless networks, it is practically impbkesto detect collisions on-
the-air. Hence, the protocol uses a collision avoidancehar@sm, as well as positive
acknowledgments (or ACKs) to know whether a packet was ssteky transmitted.
The procedure for exchanging frames using DCF is shown otofhkalf of Figure 2.2.
Whenever a device wishes to transmit a frame, it must corftanithe channel. It does

1The Point Coordination Function (PCF) channel access nmisinavas also proposed in early ver-
sions of the 802.11 standard. However, for reasons thatrenlear, it was abandoned in favor of the DCF
approach discussed in this section
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this by rst waiting a xed length of time (called DIFS). Onasomplete, it chooses a
random number, upper bounded by a certain amount (callecbtitention window sije
and counts down these number of slots before transmittintherchannel. The slot
length is xed for the 802.11 standard. Once the Data franseiccessfully transmitted,
the receiver waits a xed period of time (called SIFS) anddsean ACK response to the
transmitter. The ACK assures the sender that the data paesetorrectly decoded by
the receiver. This process then repeats for successivefram

The random backoff period (also calléihary exponential backoffprevents co-
located devices from picking the same number of slots to wmwn and thus prevents
them from simultaneously transmitting on-the-air, rasgltin a collision. IFS intervals
provide a way to synchronize transmission events in the ortand also prioritize dif-
ferent types of traf c. Because control traf ¢ (e.g. an ACKas higher priority, it uses
the smallest SIFS interval when contending for the mediung.c@ntrast, data traf c
uses the longer DIFS interval during contention. Two otlmtention periods, namely
AIFS and EIFS are also de ned by the standard. However, theyat relevant to this
dissertation and are not discussed any further.

Broadcast Packets

Broadcast (and multicast) frames are intended for all naddise transmitter's neigh-

bourhood. The bottom half of Figure 2.2 shows the frame axgégrocedure for

Broadcast packets. This procedure is identical to the phweeused for transmitting
Data frames, but differs only in that ACKs are not sent bacthtransmitter. Broad-

casts are useful for diagnostics or when we want to measuegtairc property of the

transmitter. In later chapters, we show how we use broasleagpart of our interference
measurement framework.

Virtual Carrier Sensing (VCS)

The virtual carrier sensing (VCS) mechanism in 802.11 iduseallow a sender to
reserve the channel before transmitting a data packet (gaeeR2.3). The procedure for
transmitting Data frames with the help of RTS-CTS packeh® in Figure 2.3.

The procedure begins by the sender transmitting an RTS fr@mee RTS transmis-
sion is complete, the receiver waits a SIFS period and refpwith a CTS frame, at
which point the medium is reserved for the Data transmissibie rest of the procedure
is similar to that shown in the top half of Figure 2.2, excdpttthe sender no longer
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CTS = 2xSIFS + Data + ACK

CTS ACK
RTS = 3xSIFS + Data + ACK

Figure 2.3: An illustration of the virtual carrier sensingahanism of the 802.11 stan-
dard

needs to perform randomized backoff before transmittirgData frame. Instead, it
only waits a SIFS interval and proceeds with the Data tragsion.

RTS-CTS control packets are used to set a Network Allocatextor (NAV) eld

at neighbouring nodes that forces them to count down aniaddlttime (de ned by the
NAV) before accessing the medium. When a neighbouring neceives an RTS packet,
it sets its NAV eld to the amount of time it would take to trang the CTS, Data,
and ACK frame, plus three times the SIFS interval, which s dmount of time that
elapses between these frame transmissions. When a nergitoode receives a CTS
packet, it sets its eld in the same way but discounts the tioneontend and transmit the
CTS frame. Effectively, if the RTS-CTS is successful, a send able to successfully
complete a data transmission without the possibility ofisioins from co-located nodes.
This mechanism is commonly used to handle hidden terminatfarence, described in
Section 2.2.2 of this chapter.

CTS-to-Self

There may be cases when a single AP is serving both 802.11blbasa802.11g clients
(this is termedmixed mode 802.11g clients transmit OFDM-modulated signals that
802.11b clients cannot detect. Therefore, 802.11b clisetse the medium to be idle
and may begin transmission. To prevent this from occur@®®.11g clients implement
protection mode In this mode, an 802.11g client transmits an unsolicite @acket
(i.e. one not preceded with an RTS) that is addressed td {isl it places it's own
MAC address as the destination). TRI$S-to-selfframe is modulated to allow 802.11b
clients to decode it. Upon receiving the CTS-to-self, 8@B.&lients set their NAV eld
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and allow the 802.11g client to transmit collision-free ba &ir. Protection mode is com-
monly used by the AP to reserve the medium before transmistitame to an 802.11g

client. In our work, we use this mechanism to support interiee measurements in an
online network.

2.2 Performance Challenges for IEEE 802.11 Networks

When designing and deploying IEEE 802.11 networks, a nurobehnallenges must be
addressed to ensure consistent and dependable perforfoandeeless clients. We sub-
divide these challenges into those that are the result ob&ed communication and
those that arise due to design aws in the IEEE 802.11 stahdar

2.2.1 RF Challenges

Electromagnetic signals are the primary means of carryafigrmation in modern-day
wireless networks. RF signals undergo a variety of tramsé&tions (termed “fading”) as
they propagate through the wireless mediumdoanne), which can distort the signal
and lead to data corruption. Though there are many suchforamastions [104], in this
section, we focus on those that are common in indoor envieorns

RF fading refers to the attenuation and transformation aasigndergoes as it tra-
verses the wireless medium. Attenuation is the naturalydacthe signal power that
occurs as the signal moves further away from the transmitteaddition, other effects
such agre ection, diffraction, and scatteringcan also occur. Coupled together, these
effects cause the signal to degrade (or fade) in a varietyayswThere are two major
types of fading relevant to indoor networks. These laaee-scale Fadingand Small-
scale Fading

Large-Scale Fading:is de ned as the pattern of variation in signal strength over
large transmitter-receiver distances. Large-scale tatlias been studied exten-
sively and there are well-known propagation models thaturapts effects. Model
complexity can vary from incorporating only free-spacehpats to augmenting
the model with speci ¢ environmental properties (such atding material used).

In general, little can be done to counter the effects of sadmnfy, except to in-
crease the power at the transmitter [104].
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Small-Scale Fading:is de ned as the pattern of variation in signal strength over
very short distances and represents rapid uctuationsabadr as the signal prop-
agates through the air. The most common small-scale fadfiect é indoor envi-
ronments is termeunhulti-path Multi-path is the result of multiple re ections of the
same signal arriving out-of-phase at the receiver. Thireeampli es the signal, or
degrade its power. Multi-path fading is experienced overtstlistances in space
and time. Multi-path has the potential to drop the signal @odown to a null,
but techniques such as antenna and receiver diversity heare Used to counter-
act these effects [92]. Recently, Multiple-Input MultigButput (MIMO) systems
have also been proposed to address the problem of multifgditiy. Vendors are
already shipping MIMO-based APs based on the IEEE 802.Hidsrd [21, 18].

2.2.2 |EEE 802.11 Challenges

We now brie y cover the key performance challenges with exgpo the 802.11 standard.

RF Interference

RF interference is the inability of a transmitter to corhgd¢tansmit information to a
receiver because of the simultaneous transmission by anemr transmitters co-located
in the neighbourhood of the transmitter-receiver link.elférence can be of two types:
802.11 interference and non-802.11 interference. Thesdiscussed separately.

802.11 Interference

The IEEE 802.11 standard uses the Distributed Coordin&timrction to allow indepen-
dent channel access, as discussed in Section 2.1.3. This afathannel access can
bring about two (independent) problems, rst highlightedseminal papers by Karn et
al [75] and Bhargavan et al [43]. These are thdéden terminaland exposed terminal
problems.

Hidden Terminals occur when two senders that cannot carrier-sense one anothe
(i.e. they arehiddenfrom each other) simultaneously transmit on the medium his t
case, the intended receiver of one (or both) of the sendeesves transmitted signals
from both senders. In effect, a collision occurs, and theivet is unable to decode the
signal from its intended sender. This is illustrated in Feg@.4. Note that there may
be cases where a collision occurs but it does not lead to Istgnauption, allowing the
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Figure 2.4: AP 1 is hidden from AP 2 and Figure 2.5: AP 1 and AP 2 are in each others
vice versa. carrier-sense ranges and thus cannot trans-
mit simultaneously.

receiver to successfully decode the intended signal (lsectine signal is of suf ciently
high power). This phenomenon is termgaysical layer capturgéor power capturg and
is not treated as interference in our work.

Hidden terminals can potentially be addressed with the dfaljptual carrier-sensing [37]
However, identifying hidden terminals in practical deptognts is hard and requires ac-
tive measurements, as we show later.

Exposed Terminalsoccur when a sender is unable to transmit because it senses
transmissions of a co-located sender, even when no harméférence would occur at
their corresponding receivers. In this case, the sendemsxaosedo one another. This
is illustrated in Figure 2.5. Exposed terminal problems rhaysolved by adjusting the
carrier sensitivity threshold (CST) at the senders [122pwklver, one must be careful
not to choose an arbitrarily high value for CST, as doing sg hreve an adverse affect
on co-located nodes with lower CSTs.

Non-802.11 (External) Interference

Other sources of RF interference that also impact perfocemanre from devices that op-
erate on the sam24 5 GHz unlicensed bands. Examples include cordless phones,
conventional microwave ovens [37] and other wireless teldgies such as Bluetooth
and Zigbee. Prior work on non-802.11 interference is mdktipretical (or simulation-
based), studying the effects of narrow-band interferenc@@?.11 networks [74, 99].

2virtual carrier-sensing only works in cases where all ifegrs are able to successfully decode the
RTS/CTS packets. Else they will not be silenced during tra@ssion.
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These works focus on the effect of this interference on wffe physical layer mod-
ulation schemes. Recently, Gummadi et al. [63] showed haw882.11 interference
affects other parts of the 802.11 frame reception proces®hs

IEEE 802.11 networks mostly use Direct Sequence Spreadir8pe¢DSSS) for
spreading data acrosa8 MHz wide channel to prevent narrow-band interference from
non-802.11 devices. Channel hopping techniques such asiéitey Hopping Spread
spectrum (FHSS) have also been used to allow transmitteesyiers to hop between
different channels and avoid narrow-band interferencessé&hechniques, coupled with
CSMAJ/CA, are currently the only safeguards against interfee from non-802.11 RF
devices. Recently, some working groups have begun lookirtgeeloping standards
for minimizing interference between 802.11 and non-802ié&tices such as military
radars [12].

802.11 Throughput Anomaly

Infrastructure-based 802.11 networks potentially suffam a well-known performance
anomaly that degrades client performance. DCF causesas@elevices in the same cell
to equally contend for access to the wireless medium. Oncmla wins access to the
medium, the duration for which it occupies the medium depeord two factors. The
rst is the size of the packet, which is typicalli400bytes (the MTU speci ed for the
IEEE 802.3 Ethernet standartl) The second is the data rate (or modulation) selected
for the transmission, which is a function of the link qualiigtween the client and the
AP. Clients far away from the AP have weak links, and thus ukever data rate for
transmission, whereas clients close to the AP have strokg Bnd are able to sustain
higher data rates for transmission. Due to this disparitsates, clients that use lower
data rates access the channel for longer time periods,ngpasier clients in the cell to
wait longer to transmit their packets. In such situatiohs,throughput sustained by all
clients in the cell is determined by the throughput of thevelst client. This is termed
the 802.11 performance anomaly and was rst highlighted bys¢ et al [67].

Time-based fairness has been the proposed as a solutioa 8211 performance
anomaly [112, 70, 93]. The idea is that each client not onls @& equal opportu-
nity to contend for the channel, but also gets an equal amaiutine to transmit on
the channel. In this approach, the client must choose ald@iteansmission data rate
and corresponding packet size to meet the deadline reqgeitsnspeci ed by the chan-
nel access protocol. Another approach performs inteltiyhC scheduling to support

3 Ethernet MTU is used so that frame conversions from IEEEBORIEEE 802.11 and vice versa are
easily done
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Figure 2.6: Connectivity graph for an enter- Figure 2.7: Con ict graph for the connectiv-

prise network of 4 APs (A,B,C,D) ity graph shown in Figure 2.6. AP As and
D's clients in between the APs experience
interference from all APs.

drive-by vehicular Internet access [64]. This approachmes that each client will even-
tually enter a “good” region in the AP's cell. This assumptaoes not hold in enterprise
WLANS.

2.3 Modeling Interference in 802.11 Networks

There are two main techniques proposed in prior work for rtingdnterference in
802.11 networks. They are tlo®n ict graph model and theSINRmodel. We brie y
discuss each of them next.

2.3.1 The Conict Graph Model

A common data structure used to incorporate network-widerfi@erence is a con ict
graph. This data structure was rst proposed in the landrpager by Yang et al. [121],
to model interference in wireless mesh networks. Con i@gjrs serve as input to algo-
rithms that optimize network performance in large-scaleelgss systems.

In a con ict graph, vertices correspond to the links in tharectivity graph. There is
an edge between two vertices if the corresponding links aalom active simultaneously
(or if doing so will cause the links to interfere with one amat). Therefore, we add an
edge between two links L1 and L2 if either one (or both) of tHemwithin interference
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range of the other (as discussed in Section 2.1.1). Notetllea¢dges in this con ict
graph are undirected. This de nition of con ict graphs haseb applied to distributed
802.11 networks such as wireless mesh networks (WMNSs) [72].

Con ict graphs have also been applied to infrastructurseldlawireless LANs. In
this case, the vertices of the con ict graph represent onmaore links from an AP to
its clients. If APs directly interfere with each other, orl@ast one of their clients ex-
periences interference from a neighbouring AP (or one dflients), an edge is added
between the vertices that correspond to the APs links. Timgsedges encode both
direct and indirect interference between the APs. As an pl@nfrigure 2.6 shows a
connectivity graph for a typical infrastructure deployrheansisting of four APs. The
con ict graph for this connectivity graph is shown in Figi2&/. The con ict graph fea-
tures an edge between the vertices corresponding to APs ®amdi all neighbouring
APs because the clients of APs A and D that lie at the centelt tieAPs experience
interference from these neighbouring APs.

The con ict graphs described above have also been extemdeddrporate weights
on the edges of the con ict graph. This allows preferentiehtment of certain edges
during the optimization process. For instance, Mishra ef88l] extend the model to
include the number of clients that are af liated to the APgtee priority to APs serving
greater clients. Similarly, Ding et al. [55] add edge wegjiiiat correspond to the degree
of separation (in frequency and space) between any twoilmksvireless mesh network.

Despite these efforts towards modeling con ict graphs fa2 .8 1 networks, the exist-
ing de nitions of these graphs have a few shortcomings (et@e discussed in Chapter
4). This motivates us to re-examine the current models atehdxhem to incorporate
features that accurately model interference in enterpMsANSs.

A second limitation of prior work using con ict graphs is thtéhey require lengthy
measurements to generate the graph. To measure con ictgbetall pairs of links,
O(n?) measurements must be performed, whreigthe number of nodes in the network.
Padhye et. al [98] show that measuring all such con icts ek tup to28 hrs for only
a 22 node wireless testbed. This motivates the design of appesathat reduce the
measurement overhead. In Chapter 6, we present a comprehererview of prior
schemes proposed to measure con ict graphs.

2.3.2 The SINR Model

The Signal-to-Interference Noise Ratio (SINR) model iselydused in simulators such
as QualNet [13], to gauge the performance of wireless recgivAt a high level, this
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model computes the difference between the signal powertrenishterference plus noise
power at the receiver. Formally, SINR is computed as foltows

SINR = Sl + N) (2.1)

where,S is the signal powel, is the sum of all interfered signals, aNdis the effect
of channel noise. The SINR value is used to compute the lot-eate, which in turn
determines whether a packet was successfully receivecipréssence of interference.
Note that each wireless data rate supported by 802.11 hasimmom SINR threshold,
below which correct reception is not possible.

Prior work has used the SINR model as a way to avoid the cortipngd overhead
of measuring all pairwise con gurations for the con ict gia[105, 101, 76]. Therefore,
while the SINR model is itself an interference model, it hasarily been used to reduce
the measurement overhead of con ict graph construction.

The basic idea in exploiting the SINR model for reducing noeasient overhead is
as follows. Each node in the network is instructed to brostpackets in turn, while
all other nodes collect signal strength (or Received Si@te#ngth Indicator (RSSI))
measurements for those packets. These RSSI measurenmamtetd the SINR model
which predicts interference between pairwise links. Taduces the measurement over-
head fromO(n?) to justO(n).

Reis et al [105] were the rst to use RSSI measurements inurantjon with the
SINR interference model to predict the probability that tim&s in the network interfere
with each other. This model was then used to predict linkughput. Qiu et al [101]
and Kashyap et al [76] extended this idea to include mulSpteultaneous transmitters,
using an N-node markov model to predict throughput.

Limitations

Despite its popularity, the SINR model has a number of litiotes. We sub-divide these
limitations into those that are inherent to the model andé¢hibat are engineering con-
straints that must be addressed when using the model indheoeld.

Model Limitations

1. The SINR model assumes that interference between linkmay (i.e. 0 or 1).
In reality, there is a signi cant gray zone where the impaicinterference is not
well-de ned. Assessing interference in these situatietuires real-world mea-
surements.

22



2. RSSI measurements are assumed to be stable throughowtdserement period.
While this may be true in stationary scenarios, it does ndéd mogeneral [122].
Furthermore, RSSI measurements generally only work fé&shmith high delivery
ratios. For weak links, where we have only a few RSSI measemnésninterference
cannot be accurately predicted.

Real-world Constraints

1. The SINR thresholds (de ned for different wireless dates) have been shown
to differ for different locations [83]. Therefore, they ntuse computed for each
location separately, making it dif cult to use this modet foobile clients.

2. RSSI values reported by commodity WiFi cards today arg awailable for pack-
ets that are either correctly decoded or whose PLCP (PHYddrea correctly
picked up by the receiver. As a result, packets whose PHYdraadorrupted due
to interference are not considered when predicting lin&ughput.

3. RSSI measurements are only taken on the preamble of th&I80&@me. The mean
RSSI on the entire frame is not reported by off-the-shelf emdity wireless cards.
Thus, the reported RSSI is not an accurate indicator of thennsggnal strength
observed on the actual packet.

4. There is no standard de nition of RSSI common across albees. Each vendor
customizes the RSSI metric to suit their needs. Therefareedch vendor, the
conversion from RSSI to signal strength (in dbm) must be daparately.

5. RSSI measurements must be performed at night, when naitwacid traf c is
present on the medium (to remove the interference and rexisers from the mea-
surements). While this approach can be applied to preditaingypes of con icts
(e.g. AP-AP con icts), it is not suitable for all con icts (g. AP-client con icts).

6. The SINR model requires client modi cations. Because RB&surements must
be collected at the receiver, clients must be modi ed to reffeese measurements
to the APs.

These limitations make it dif cult to apply the SINR modelfmanaging interference
in enterprise WLANS. As a result, in our work, we propose aerahtive framework that
reduces the overhead of con ict graph measurement, whédegwing the measurement
accuracy of prior work [98]. .
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Figure 2.8: Pictorial illustration of a typical enterpridd_ AN

2.4 Enterprise WLAN Design: Past and Present

Enterprise WLANS are wireless systems commonly found iporate of ces and uni-
versity campuses. They comprise a set of APs connected t@d tvéickbone that carries
wireless traf ¢ between the wireless network and the coapmintranet (see Figure 2.8).
For security purposes, enterprises typically shield theless network from the Intranet
by means of a corporate rewall.

In this section, we discuss how enterprises deploy and ame g@nterprise wireless
systems. Two key techniques exist for optimizing the plaeatrand con guration of APs
in the enterprise. These astatic and dynamicoptimization. Early enterprise deploy-
ments were based primarily on static optimization. Howewerecent years, dynamic
optimization techniques have been gaining momentum [19822].

2.4.1 Static Optimization

Site-surveys are the oldest and most popular techniquestidichg the con guration and
placement of APs in the enterprise. The con guration thathissen typically lasts the
lifetime of the deployment. Two standard site-survey téghes — manual and virtual
site-surveys — are widely used. In manual site-surveys, laex@pert typically obtains
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oor maps of the of ce and annotates them with RF measuresémdt he has taken at
different locations. Using this information and basic subéthumb, he then places access
points and con gures them to minimize interference and mmz@ performance. Manual
site surveys can be very cumbersome, especially as theyeid size increases. An
alternative method is to perform virtual (or software-lijsste surveys. These surveys
have the network planner import building maps into a soféesmaol. The tool allows
annotation of the map with building speci c information de wall thickness, construc-
tion material, etc.). Access points are then placed on theand their signal coverage
predicted using well-known RF signhal propagation modeisc{gssed earlier). Propaga-
tion models approximate the physical effects of the envirent on the propagation of
the signal in geographical space. The greater the complekithe model, the greater
its computational requirements. Many techniques theeefeduce this complexity by
simplifying the models [60, 120].

Despite these efforts, there are a number of shortcomirgatic optimization. First,
it is costly and time-consuming to perform. Depending ondaployment size, manual
site surveys can take anywhere from a few weeks to severaghstmcomplete. Second,
static optimization assumes a constant RF environment J&#gality, RF signal prop-
agation can change signi cantly, even over the course ofya[8@]. Therefore, there
will likely never be a single optimal con guration that is stosuitable for the deploy-
ment. Thus, network con gurations need to be changed to tevact the effects that
lead to degraded client performance. This motivates tegtes that suppodynamic
optimization

2.4.2 Dynamic Optimization

Dynamic optimization is a suite of techniques that allow tleéwork to be periodically
measured and optimized baseddymamicchanges that occur in the environment. There
are two broad categories for dynamic optimization: 1) nekwoonitoring with manual
con guration and 2) network monitoring with automatic cayuration. The latter are
termed “self-managing” enterprise WLANS.

Inthe rstapproach, WLANSs are assumed to be capable of aatedmonitoring and
periodically acquire network state to decide whether camagion changes are required
at a given point in time. Monitoring is done using either tkeseng network, or through
out-of-network devices (e.g., wireless sensors) thaopeally probe and measure the
network. The resulting information is then aggregated aratral Network Operations
Center (or NOC). An administrator operating the NOC anaythe computed statistics
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and makes any necessary con guration changes. SNMP-basgedgement tools have
been proposed for this purpose, and are commonly used incthext of enterprise
wireless LANs

In the second approach, the WLAN automatically monitorgigtevorkandautomat-
ically performs con guration changes as and when they ageired. Therefore, human
intervention is not necessary in such systems. In recensy##e industry has begun
shifting to these types of WLAN designs [1, 8, 22, 19]. In textrsection, we highlight
some architectural features of such dynamic optimizatystesns.

Enterprise WLAN Architectures

There are two types of dynamic optimization architectuigecentralized fat-access-
points, or 2) Centralized thin-access-points. We discash ef them in turn.

Decentralized Fat Access Point®ecentralized fat access points are those that
have a considerable degree of intelligence (i.e., measmeand con guration
capabilities) builtinto them. They either sense the wsslkenvironment and unilat-
erally decide the best con guration for themselves, or dowate with one another

to globally agree on the best con guration. Note that AP dimaition occurs over
the wireless medium and is subject to the wireless chanrmimments discussed
previously in this chapter. Nevertheless, solutions tisat just local information
for AP con guration are also known not to be suf cient for gamating good and
stable con gurations [119].

Centralized Thin Access Point$n this architecture, a centralized controller (or
switch) connects to all the APs [68]. The APs do not con guterhselves but
observe the wireless environment and send reports to thieateontroller. The
controller then decides the best con guration for each Afre APs are “thin' be-
cause they relinquish all decision making capabilitie@dontroller. An advan-
tage of this architecture is that it is cheaper to maintaicesihe cost of each AP
drops dramatically. As a result, equipment-replacemesiisc@vhich are typically
the APs) go down. Furthermore, it is also easier to managereumd robust than
the Fat AP approach because it does not rely on the wireledaimdor network
management.

Because of its attractive features, the centralized thinafdhitecture has now be-
come the de facto standard for dynamic optimization [1, §, 18 our work, we also

26



embrace the centralized approach to managing interfeiaresgerprise WLANs. Com-
mon management functions in such WLANSs include frequenkgcsien and power con-
trol. However, ne-grained management techniques sucheagr@lized scheduling are
also gaining momentum [109]. In Chapter 7, we present an pkaof a system that
performs ne-grained management of AP selection and tratbeduling.
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Chapter 3

Related Work

In this chapter, we discuss prior work on interference manant for enterprise wire-
less LANs. To put things into perspective, we focus only ompetingsystemshat
seek to address the same overall problem, but defer disgupsior research on sub-
problems related to interference management in enterpeiseorks. These are covered
in subsequent chapters when we discuss our contributions.

We categorize work into model-based approaches (Sect®)naBd measurement-
based approaches (Section 3.3). We further sub-divideatter into approaches requir-
ing client changes (Section 3.3.1) and those that do notneeglient changes (Section
3.3.2). Finally, we discuss some commercial WLAN offerinmg$Section 3.4.

3.1 Overview

This dissertation focuses on dynamic optimization for garise WLAN design. There-
fore, we only discuss prior work in this context and do noterovork on static optimiza-
tion. In addition, we focus on research contributions fréw &academic community and
brie y comment on some commercial WLAN offerings.

Techniques proposed by the research community can be proastégorized as model-
based and measurement-based. Figure 3.1 illustratesateigarization. We now brie y
discuss each of these categories in greater detail below.
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Interference Management in
Enterprise WLANs

Static Dynamic
Optimization Optimization
. Model-based

Measurement-
based

No Client
Changes
Client
Changes

Figure 3.1: Categorization of related work on interferent@nagement in enterprise
WLANSs

3.2 Model-based Approaches

Model-based approaches use an RF propagation model (@gawground model [104])
to predict how RF signals travel through the wireless medi&arly work on interfer-
ence management in enterprise WLANS is based on this déalgnext describe related
work that adopts this approach.

MiFi [42] uses a centralized controller design to managerfetence in an enterprise
WLAN. Interference is modeled with the help of an interfarergraph (similar to the
one described in Section 2.3.1) that is constructed asgummiform RF propagation,
that results in a circular region around each AP. Using tesuimption, the interference
graph can be constructed through geometrical means andnecnstant for a given
transmission power of the AP. Using the interference grd\pifti then uses the now
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outdated PCF mechanism in 802.11, combined with a cergthizheduling approach to
time multiplex APs such that no two con icting APs transnmtthe same timeslot. This
approach has two limitations. First, it uses an abstragigmation model to measure the
interference graph. And second, it uses the PCF mechanisch vgmo longer supported
by today's commodity WiFi cards. Moreover, it has only begaleated in simulation,
and thus its real-world performance is not known.

ECHOS [115] proposes a centralized WLAN design to managérémsmit power
and carrier-sense threshold (CST) of APs and clients. Ed&lisAassumed to have as
many radios as there are available orthogonal channelseffine channel assignment
is not necessary for ECHOS. Interference between linkstierchéned with the help of
a uniform RF propagation model that results in a circulangraission and interference
range around each transmitting AP (as shown in Figure 21g.0bjective in ECHOS is
to minimize inter-cell interference by alleviating expdderminal interference between
APs. Therefore, this approach does not deal with hiddenitais

Mhatre et al. [88] propose an approach for tuning the casessitivity threshold
(CST) of APs to mitigate the interference they experienoenfthe environment. The
authors analytically model the problem based on the assamibiat APs have a regular
hexagonal placement and transmit uniformly in space. Bivihgr a set of constraints
for an objective function (that seeks to minimize interfere), they compute an opti-
mal network-wide CST for all the APs in the WLAN. They eval#heir approach via
simulations and show that it improves performance over tDE@S approach described
earlier.

Summary: The systems discussed above present some interestingtibabin-
sights into the performance of different optimization tggges (e.g., centralized schedul-
ing using con ict graphs in MiFi). However, these systeme Aased on abstract RF
propagation models which do not accurately capture inenfee in the real-world and
have also only been evaluated in simulation. In our work, wappse tools and tech-
niques to measure interfereneéghoutthe use of RF models and demonstrate their prac-
tical application through real-world deployments.

3.3 Measurement-based Approaches

Measurement-based approaches are not based on any RFaifopagodels. Instead,
they are based on the idea tllheé most accurate way to determine the impact of in-
terference is to actually measure iPrior work in this category follows up on earlier
model-based approaches that were inadequate for manageréerence in real-world
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deployments. To understand the deployment characterisfithese approaches, we
divide them into two categories: (1) those requiring cliehainges and (2) those not
requiring client changes.

3.3.1 Client Changes

Zhu et al. [122] propose a system that adapts the network-wsédrier-sense threshold
(CST) of both the APs and the clients depending on the paci@trate measured across
the network. The network-wide CST is additively increaddbe packet error rate is be-
low a threshold and multiplicatively decreased if the pa@keor rate is above a thresh-
old. Performing network-wide adjustment of CST threshaktyuires AP coordination

as well as client modi cations.

Mishra et al. [89] propose a centralized WLAN approach whieey extend the con-
ict graph model to include weights on the edges of the grayfeights correspond to
the number of clients that would potentially be affectedhdé APs are assigned the same
channel (or frequency). In addition, an interference faigt@lso considered to represent
the degree of separation between channels (in the frequiEmogin) that are potentially
chosen for con icting APs. In this approach, clients areentped to periodically report
(to their APs) the list of APs that they can hear on differédmirmels to construct the
con ict graph.

Mishra et al. [90] further build on their prior work by propong a con ict-set ap-
proach to model interference between links in a WLAN. Priarkvon modeling inter-
ference using weighted con ict graphs have some limitai@s discussed in Chapter 4),
motivating thecon ict-set framework. The con ict set approach maintains two sets for
each client, a range set and an interference set. Thesasgisplated based on client
feedback that indicates which APs and clients were hearddaytacular client. Once the
sets are computed, the network then executes a randomizeth ségorithm that assigns
channels to APs so as to minimize the total interferenceam#twork. While intuitively
appealing, this approach does not accurately measuréeirgece between links. This
is because the ability to hear a neighbouring AP or cliensdb@ecessarily imply that
it interferes with the client (because of effects such asgraapture). The only way to
know if two links interfere is to actualljneasureghe potential interference.

Trantor [96] is a centralized WLAN design whose aim is to mtdwe management
complexity of both APsand clients to the central controller. The objective is to preave
client-side decisions from negatively impacting the gdatetwork-wide optimization.
Trantor de nes an API for instructing clients to collect nsegements and can use these
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measurement to construct the con ict graph for the netwétkrthermore, Trantor pro-
poses tasks such as traf c differentiation and fault disgisdor the network as well.
While Trantor focuses on the design of a WLAN system, recemtkw95] has taken
some of these ideas and implemented them on a real network.

Xi et al. [82] propose a system that performs per-link powantmol for APs and
clients that are part of the enterprise WLAN. Transmissiowgrs are assigned using a
greedy iterative power control algorithm that uses a cargi@ph and attempts to mini-
mize the total number of con icts in the network. The con mgtaph is constructed with
the help of the SINR model, which is seeded with RSSI measemésrthat are period-
ically collected in the network. While the SINR model is wigleised in the literature,
it has some key limitations, as discussed in Section 2.3.Rs and clients exchange
RSSI measurements with one another so that every node hgdeterknowledge of the
interference patterns in the network.

Xi et al. [83] recently proposed DIRC, a centralized WLAN litecture that uses
directional antennas to improve the capacity of enterpretevorks. DIRC uses a con-
ict graph (generated for all possible antenna con guraspand a TDMA scheduling
approach to mitigate interference and improve networkgeerdnce. As in previous
works, the conict graph is generated using the SINR modehus; DIRC requires
clients to report RSSI measurements to the controller teigea the con ict graph.

Symphony [102] is an approach that performs synchronouasmnéd power and rate
adaptation on each AP-client link to minimize interfereacel improve battery life for
wireless clients. Symphony operates in phases and requlieess to actively participate
in the power and rate adaptation process. During the exetofithe algorithm, APs
and clients are synchronized to one another and move thiygh&ges in lock-step. Sym-
phony implements mechanisms to handle exposed terminais#m potentially arise
because asymmetric power levels were chosen for neighigplimks. However, it does
not effectively address hidden terminals. In particukansies RTS/CTS to handle hidden
terminals, which as discussed in Section 2.2.2, does ndt @ftectively in all scenarios.

Zigzag [62] is an approach proposed to combat hidden tetminaVLANS. It is
based on a receiver design that uses successive re-traimmigby the hidden nodes)
as a way to bootstrap the process of canceling interferaonoe érroneously received
frames to recover the original transmissions. Zigzag sttppmmodi ed clients only in
the uplink, i.e. for traf c from the client to the AP. For downk traf c, clients must be
modi ed to allow decoding at the receiver. Moreover, thegmsed modi cations require
changes to the PHY layer of the radio, which requires spee@FPGAs to implement
the decoder.
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Successive Interference Cancellation (SIC) [66] has a¢snlproposed to recover
signals that experience collisions at the receiver. SIQireq that at least one of the
collided signals is recoverable by the receiver. Once thgatas is decoded, it can be
removed from the collided signal to recover the second wesigeal. Like Zigzag, SIC
also requires access to the PHY layer of the radio as well @b cations to the clients.

Summary: The systems discussed above demonstrate interesting waysch to
combat RF interference in enterprise networks. Most of tl@ve also been imple-
mented in real-world testbeds. However, the main drawb#tkese techniques is that
they require client modi cations which is undesirable irntenprise WLANS that are in-
habited by both a diverse set of users as well as a diversef 3¥tFo devices (e.g.,
baby monitors). They also do not support legacy 802.11 dsyithereby limiting their
widespread application. In our work, we propose practieahnhiques to precisely char-
acterize and mitigate RF interference without requiringrdlmodi cations.

Note that the approaches discussed above propose clientcatamhs that range
from reporting application layer metrics, all the way dovwnréporting physical layer
information. Having said that, unfortunately, there is médgstandard approach to mod-
ifying clients that can be used as a benchmark to comparastgapproaches that do
not require client modi cations. As a result, in our work, were not able to assess
how close these two types of approaches were, in the contexiwaging interference
in enterprise WLANS.

3.3.2 No Client Changes

Mhatre et al [87] propose a method of jointly optimizing th8TCand transmit power of
APs in a coordinated fashion. The approach does not requreli@nt changes, and each
AP selects a power and CST that seeks to meet the performajesstives of the worst
clientin it's cell. However, in this approach, the authoosribt address hidden terminals
that can potentially arise because neighbouring APs refitiesr transmission power.
On the contrary, APs that reduce their transmit power alise their CST, increasing the
chance of hidden terminals between neighbouring cells.

Broustis et al [47] propose the MDG (Measurement-Drivend8limes) framework,
that combines channel assignment, user association, amer montrol into a uni ed
framework for enterprise WLAN optimization. The authorsplement and validate
MDG on real-world testbeds. In addition, they prescribedglines on how to tune
WLAN parameters, based on the speci ¢ deployment scenbibovever, the prescribed
guidelines hold for the common case of multi-channel WLANE [In single-channel
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WLANS, it is not clear whether the prescribed sequence ofaijmns still hold. Such
WLAN designs do not fall under MDGs con guration guidelinasd require further in-
vestigation and analysis. Furthermore, the optimizatigardghms evaluated with MDG
do not accurately measure interference. The channel assigralgorithm does not in-
corporate interference observed by clients, whereas themmontrol algorithm is identi-
cal to the one described above [87]. Finally, while user @ssion does capture air-time
information in its selection criteria (as a way to handle asex terminals), it does not
deal with hidden terminal interference.

DenseAP [94] is a recently proposed centralized WLAN sydtegih seeks to maxi-
mize client performance through a combination of clienbaggion and load balancing
techniques. Clients are associated with only those APsechiog the central controller,
through the use of Beacons with hidden SSIDs. Client aidias are decided using an
available capacitymetric. This metric estimates the amount of free air timelalbe
at each candidate AP and the transmission rate a client eceeghto get if associated
to that AP. The client is then af liated to the AP that maximszthe available capacity.
Load balancing and handoffs (due to mobility) are also suepdy DenseAP. However,
although DenseAP accounts for exposed terminal interéerersing the free air-time
metric, it does not implement techniques to address hideenimals that can also de-
grade client performance. Detecting hidden terminals tergnise networks is hard and
requires ne-grained coordination among APs. The existiagign of DenseAP does not
easily support such AP coordination mechanisms.

Summary: While the systems discussed above present interesting efayanag-
ing interference in enterprise WLANS, their key limitatiamthat they are not able to
precisely discover con icts between links in the networkhMg they propose heuristics
(such as free air-time) as a way to deal with certain typestefierence, their solutions
are neither precise nor comprehensive. In our work, we syaieally address RF inter-
ference by precisely capturing con icts in the form of a cart graph. We then illustrate
the usefulness of the con ict graph by showcasing the gainssing it for a variety of
different optimization problems.

3.3.3 Related IEEE Standards

IEEE 802.11 standards bodies have also been scramblingrte detocols and stan-
dards that can help enterprise WLANSs effectively managerietence. We brie y com-
ment on a few relevant IEEE task groups working towards tbé.g

IEEE 802.11kThe IEEE 802.11k standard [24] de nes mechanisms by whiiemts
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provide site reports to access points. These site repantaicoinformation such as the
channel quality with respect to the client, and informatomeighbouring access points
and clients that this client can hear. Specic functionalibat the 802.11k standard
de nes includes the collection of accurate RF channel mi@tion, hidden node infor-
mation, and client statistics.

IEEE 802.11v[25] is the latest standard that provides full-featuredvoek man-
agement support for IEEE 802.11 networks. 802.11v compiésrthe 802.11k standard
by providing necessary support at the infrastructure ehi dllows ease of deployment
and management and also provides support for services suohdbalancing between
access points. The standard also mandates building a coplatborm to allow access
points from different vendors to inter-operate. To achiéng it plans to use mechanisms
proposed in the IEEE CAPWAP standard [23].

While the above standards have been proposed and in sonsicesorated (e.g.
802.11k), WiFi chip manufacturers have yet to widely adbygint. Moreover, the mil-
lions of 802.11a/b/g/n devices that have already been sHipgpresent a signi cantly
large fraction of the user population. Therefore, any sofuthat requires an implemen-
tation of the 802.11k standards limits its usefulness to allsset of users. A better de-
ployment path is to design systems that are legacy compatitd also support upgraded
clients (analogous to the 802.11g standard). The framepmaiosed in this dissertation
is developed in this spirit and supports all 802.11 starsltwdhllow widespread adop-
tion. Furthermore, it can easily be extended to supportfaekifrom 802.11Kk clients as
well.

3.4 Industry Solutions

Over the last couple of years, many startups have emergedrthanarketing enterprise
WLANSs solutions [8, 1, 19, 22]. While these WLANSs are similarspirit to those we
propose in this dissertation, they are tailored to spegypes of hardware and no in-
formation is available on the proprietary protocols theg.usurthermore, there is also
speculation regarding whether some of these solutions/arestandards compliant [17].
In our work, we aim to build solutions that are openly pubdghimplemented on com-
modity hardware, and compliant with the IEEE 802.11 basedstal. Moreover, we
develop solutions that require no modi cations to end disen

As discussed in Chapter 2, there are two basic architectoresterprise WLANS:
Decentralized Fat Access Poirasid Centralized Thin Access Point¥endors offering
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solutions based on the Fat Access Point design include 8etbf11] and Engim [5].
We note that most vendors offering these types of solutiomsi@alonger in operation.

There are many commercial solutions based on the cenuldhaeAP design. Meru [8],
Aruba [1], Extricom [19], and Trapeze Networks [20] are exdas of solutions that use
the centralized thin AP approach. Moreover, some architestcombine thin and fat
access-point capabilities. Xirrus [22] provides a singlegrated device that incorpo-
rates multiple APs into a single wireless LAN array. All ARseta common MAC layer
and therefore only consist of three components: the bas# IR circuitry, and power
ampli er. Therefore, a single device can be used to provioimglete coverage for the
enterprise. This signi cantly decreases management @aeth However, the solution
does not provide fault tolerance and, in particular, hasiglsipoint of failure. While all
centralized approaches suffer from this limitation, thegnated WLAN array solution is
more problematic because it brings down the entire netwamkt(oller plus APs) in such
cases. Other centralized designs do not cause APs to fitileiavent that the controller
fails. Furthermore, the cost of replacing an integrated WLakray is also prohibitively
high.

3.5 Summary

Prior solutions for interference management in enterpé&ANs span two broad cat-
egories: model-based techniques and measurement-bas$edgtees. Measurement-
based techniques can be further sub-divided into clieaftgh and no client-change
approaches. Because our research espouses wide-spréaghay, no-client change
approaches are closest in relation to our work. Howeveagr miork in this category
does not precisely measure and model RF interference ate@ddmfers it through indi-
rect means. This can lead to sub-optimal con gurationsdegtade client performance.
With increasing network density, there will be an ever maesping need to accurately
measure interference for enterprise WLANs. This disserigbrovides a foundation
for such an interference measurement framework, that rigtamcurately measures RF
interference, but also works in an online network and in ttes@nce of legacy clients.
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Chapter 4

SMARTA: Designing a Con ict-Graph
based Enterprise WLANL2

In this chapter, we describe the design of a centralizedrgrige WLAN architecture
that uses con ict graphs to manage interference in the ndétwiche ideas in this chapter
develop theheoryof con ict graphs, as they apply to enterprise WLANS.

Centralized management of network parameters implies ésgyd of centralized
algorithms to manage AP con gurations. These algorithrike s input the global "net-
work state' and generate con gurations that approximategltobal optimal con gura-
tion for the network. To capture instantaneous networlestaeasurements are collected
at the APs and fed back to the central controller. Becausaltbsertation focuses on RF
interference, the APs must measure (or infer) RF interferdretween links and send this
information to the controller. The controller, upon regeg/this information, encodes it
in a format that can be readily used by the optimization allgors. The con ict graph
(presented in Chapter 2) is an ideal tool for encoding suirfierence information.

1This Chapter revises a previous publication: [32] N. Ahmed &. Keshav. SMARTA: A self-
managing architecture for thin access points. In Procgsdif ACM CoNEXT, 2006 (refer to Appendix
A)

°The content of this Chapter overlaps and signi cantly egtea Master's of Mathematics thesis enti-
tled: “A self-management approach to conguring wirelefssatructure networks”, Nabeel Ahmed, Uni-
versity of Waterloo, 2006.
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4.1 Motivation

Conict graphs (CGs) are a natural framework for modelinggnference in 802.11 net-
works. However, existing approaches for modeling, cowmsivn, and use of conict

graphs have some limitations that make it dif cult to appghein to enterprise WLANS.
These are described in detail below:

Inadequate Measurement Approach:Con ict graphs are typically constructed
using standard rules of thumb that are based on either htgndes or a particu-
lar RF propagation model. This is shown to be inaccurateagsibe for indoor
environments that are characterized by multi-path fadsegitering, etc [98]. In
contrast, measurement approaches that seek to improveaagduave a lengthy
measurement cycle [98, 105], making them in-effective feasuring interference
in Enterprise WLANSs. While passive measurement technigiss exist that do
not have a lengthy measurement cycle [90], they lack acggiace they assume
interference only if nodes are in communication range ohedber.

Inadequate Model Representation: Con ict graphs, as presented in Chapter 2
are not adequate for modeling interference in enterpriseAMA. They do not
take into account crucial properties of the wireless chheaneh as interference
asymmetry between links in the network and do not distinfgbetween different
types of con ict such as hidden and exposed terminals.

Limited Support for Con ict Graph Changes: In enterprise WLANS, the con-
ict graph can change rapidly, necessitating the need tgdoenpute it on short
timescales. This occurs for two reasons. First, clientsecamd go in the net-
work, and we are required to measure interference for themn.niébile clients,
the environment can change in a matter of seconds as they abowg in the en-
terprise. Second, even for stationary clients (or linksiprpvork shows that the
con ict graph can change over modest timescales [97]. Exggechniques do not
prescribe ways to handle such changes and assume thatiater® patterns are
largely static.

Dynamically Changing Objectives: Performance can be de ned in a variety of
different ways and depends on the application(s) runnintpewlient devices. Be-
cause this information is not available a priori, by desitdne, enterprise WLAN
should allow the ability to change performance objectivegte- y. Therefore,
the enterprise WLAN should provide appropriate tuning lswtbthe administra-
tor to allow him to con gure the network based on the policset forth by the
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IT department managing the infrastructure. Our investgateveals that policy
speci cation mechanisms in existing enterprise WLANs anembersome and ad-
ministrators rarely tinker with them for fear of miscon gog the network [33].

Require Client Support: Existing con ict graph construction techniques that
empirically measure interference require changes at tbeiver in order to re-
port metrics such as packet loss rate and received sigraigstr. This inhibits
widespread deployment. Moreover, it does not support iegkents.

Motivated by the problems described above, in this chaptepresent the design and
evaluation of a new approach to WLAN con guration that wel GMARTA. SMARTA
provides the basis for follow-up work in subsequent chaptdihe rest of this chapter
is organized as follows. Section 4.2 describes the desigisgor the con ict-graph
based enterprise WLAN. Section 4.3 presents an overvieWeoBMARTA architecture
and Section 4.4 discusses the models we use to characteripenpance. Section 4.5
discusses the limitations of existing con ict graph modmt&l Section 4.6 discusses our
extensions for managing interference in enterprise WLABE&tion 4.7 discusses novel
techniques for measuring interference in an online netw8&ection 4.8 presents algo-
rithms for frequency selection and power control that appé/measured con ict graph
to optimize network performance. We evaluate the featurdsedSMARTA architecture
in Section 4.9 and end with related work and a discussion oii@e 4.10 and 4.11,
respectively.

4.2 Design Goals

In this chapter, we aim to address the problem of designingetipal enterprise WLAN
based on con ict graphs. Our goals in designing this archites are as follows:

Free from RF Propagation Models: RF propagation models are inaccurate espe-
cially for indoor environments that experience signi camtllti-path fading and scat-
tering. To accurately estimate interference, the propeggioach should make no
assumptions on RF signal propagation.

Richer Conict Graph Modeling: As discussed in the previous section, present
day con ict graph models are inadequate for optimizing parfance in enterprise
WLANSs. Models speci c to such networks need to be designedltmv the opti-
mization framework to make the most out of the informatioomiied to them.
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Low Overhead - Online Approach: Measurement techniques with a lengthy mea-

surement cycle are not suitable for enterprise WLANs asrenmiental changes
can take place on timescales of a few seconds. Moreover,ureasnt-intensive
techniques are also not suitable for such networks as nerasuat traf c shares the
medium with data traf ¢ also being carried in the network.eféfore, the proposed
approach should support low overheadineinterference tests, to construct the con-
ict graph.
Ability to Tune System Objectives: The performance objectives for an enterprise
network can change over time, as different applicationsuameon the network. The
WLAN system must provide exible tuning knobs to allow theraithistrator to spec-

ify and/or change these objectives to suit the needs of thes\s.g., VoIP users are
delay-sensitive and seek to minimize end-to-end delay).

Infrastructure Only Solution: To allow rapid deployability into existing WLAN
systems, the proposed approach should restrict modi patio only the infrastruc-
ture. Modifying clients is not practical and must be avoided

The SMARTA architecture meets the design goals outlineg@bOur infrastructure-
based solution, targeted towards enterprise WLANS, doegeqaire client-side modi -
cations, allowing backwards compatibility. Utility funahs provide a uni ed framework
for capturing multiple and even con icting performance etfjves. Moreover, SMARTA
makes no assumptions about RF propagation and uses dynatnmézation to address
varying channel conditions.

At a high level, SMARTA uses active probes to build a con icagh that accurately
models the RF environment without making path loss assumgtiUtility functions are
de ned on the conict graph to characterize network perfame. Finally, a variety
of operating parameters can be used to optimize the compuilegt. In this chap-
ter, we study frequency selection and power control as thanpeters used to evaluate
the SMARTA design. Other parameters may also be considerednjunction with
SMARTA, and we discuss some such parameters in Section 4.11.

4.3 Architecture

The SMARTA architecture is illustrated in Figure 4.1. Theniral controller coordi-
nates the channels and power levels of the thin access pdiheschannels and power
levels are decided based on optimizing a utility functiohose value is computed us-
ing measurements performed by the access points. The #enperiodically cycles
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Figure 4.1: SMARTA System Architecture

through ve phases: startup, channel assignment, anootgtiower-level assignment,
and re nement.

In the rst or startup phase, the controller obtains the w&sperformance objec-
tive(s) from a network administrator. We assume that theiaidtnator provides the
parameters in the form of weights controlling a utility falon. We expect manufactur-
ers to provide carefully chosen defaults, so that, in pcactihe network administrator
could simply choose an objective such as "'maximize througjlgp "minimize delay’
instead of numerically choosing weights. This is akin tadgpusers choosing verbal
objectives such as ‘maximize battery lifetime' or "maxienjzerformance’, which are
then translated into speci c settings for disk spin-downers and screen brightness.

The utility of a particular system con guration is deterrathjointly by the weights
chosen by the administrator, the current workload, theeturRF coverage, and the
degree of interference between APs and clients in the sysfenkeep track of these
parameters, the controller computes and periodically igsda con ict graph, where
nodes are APs and there is an edge between two APs, if thefeirgevhen assigned
the same channedssuming they are transmitting at maximum po{venich is the worst
case). In the second or channel assignment phase, the pgtimakes use of the CG to
generate an assignment of channels for the access poiimg,the algorithm described
in Section 4.8.1. At the end of this step, every AP is assignegbod' channel. We do
channel assignment before power-level assignment becduasgying an AP's channel
affects all clients associated with it. In contrast, chagdts power level is not likely to
signi cantly affect most clients. Therefore, we assign whels at a slower time scale,
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and re ne power levels at a faster time scale.

In the third or annotation phase, the CG is augmented futtiggnerate aannotated
con ict graph, or ACG. This is similar in spirit to the con ict set ideas rased in [90].
The annotated con ict graph adds clients to the con ict draphich previously only
contained access points. During ACG construction, accesg phannels may be re-
assigned to re ect client information in the channel assignt process. The reason for
this two-step channel assignment process and its detaildiscussed in Sections 4.8.1
and 4.8.2.

In the fourth or power-level assignment phase, SMARTA cotepappropriate power
levels for the access points. The power control algoritheduser this purpose is de-
scribed in Section 4.8.3.

After this procedure completes, SMARTA moves to the fth ermrement phase. In
this phase, the power levels of access points are alterecttiuat for “small' dynamic
changes in the environment. This allows the system to eublecon guration in re-
sponse to changes in the environment. However, there maydanstances where a
large change is observed (e.g., a large group of users oelqarticular location) caus-
ing the current assignment of channels and power levelsetd poor performance. This
requires re-computing the con guration from scratch. $padly, if the change in util-
ity exceeds a signi cance threshold, the system discarelstinrent ACG and starts the
optimization process from the beginning, by returning tag#?2. Otherwise, it remains
in the re nement phase.

The next sections elaborate on each of these phases inrgietd#. We rst discuss
the utility function model.

4.4  Utility Model

We use utility functions to characterize the bene t from atjgallar system con guration.
The function is typically a linear combination of terms, wheach term has a weight
re ecting its importance to the network administrator. Bdhat this approach allows
us to overcome the inherent problem of multi-objective matation with con icting
objectives.

Utility functions can capture any type of performance obyecand we discuss some
common objectives next. Note that, although we are presgrstbme typical perfor-
mance objectives, SMARTA is agnostic to the actual utilii;wdtion chosen by the
network administrator. Here we focus on objectives thatimae aggregate network
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throughput. Fairness can also be captured in the utilitgtion, through an appropri-
ate utility function. SMARTA correctly chooses operatingrgmeters to maximize the
utility function independentf its form.

Let N be the total number of access points.to p, represent the performance pa-
rameters to be captured, amgd to w, be their respective normalized weights. Then,
an example of a typical utility function for a wireless LANgleyment can be stated as
follows:

Uiotar = iN=1 Ui (4.1)

where,
Ui = Wips + Wopp + W, Py (4.2)

Equation 4.1 represents the aggregate utility of the weseléAN, and Equation 4.2
represents the utility obtained by each of the access ppirgpresenting a given access
point). Next, we describe some example instantiations.of

The Utility of Throughput

The utility gained from throughput depends on the natureéhefdlient application. If

it is real-time (e.g.Uy), then, as long as the throughput exceeds the required mini-
mum value, full utility is achieved. On the other hand, fonrealtime applications,
utility (e.g., Unr ) monotonically increases with increasing througRp&uppose non-
realtime clients andn realtime clients are associated to the access point. Then, t
aggregate utility provided to all clients is,

Ucients = in=1 Unre + in;]_ Urt (4-3)

whereU,; is a monotone function and,; is a clamped function, of the achieved
throughput. The achieved throughput can be obtained forRibyAcounting the number
of packets sent to (or by) the client.

Effect of Interference on Utility

Suppose cliena is associated with ARA and is potentially interfered with by AB.
How should this be modeled? Our intuition is thaBifis mostly idle, thera is mostly

3These utility functions are simpli ed and only meant to gtuate the way in which utility functions
can be de ned. More sophisticated utility functions can leenéd, to suit the requirements of different
applications
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unaffected. However, B is mostly busy, them is likely to pay a price for this. Essen-
tially, we want to maB's load to its expected effect am that is, the disutility ta due
to the drop in its throughput.

Analytical models that quantify the effect of such inteeiece are known, but they are
quite complex even for very simple scenarios [50]. They & lamited in their ability to
accurately model the impact of interference. Instead, vamsa to empirically analyze
(to rst order) the effects of interference on the throughpbtained by the interfered
node, as follows.

Figure 4.2: (a) illustrates a Data-Data collision scenaterevictimis the node experi-
encing interference. (b) illustrates a Data-Ack collissmenario wherein the direction of
traf c ow at the interfereris reversed. The steps that occur in each scenario are dabele
accordingly.

We use the high delity Qualnet [13] simulator and vary thediag rate of the inter-
ferer, which is transmitting UDP-based CBR traf c. The irieged node also transmits
similar traf c at rates high enough to saturate the mediumsBimulates the worst case
by analyzing the impact of interference on high-throughpws. We analyze four colli-
sion scenarios (Data-Data, Data-Ack, Ack-Data and AckjAing a simple four node
topology, two of which are illustrated in Figure 4. Xhe results are shown in Figure 4.3.
Packet inter-departure times at the interferer are inddgrerand identically distributed

4For each scenario name, the rst packet type correspondadkeaps being received by the interfered
node, whereas the second packet type represents packetsring with the reception at the interfered
node.
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Figure 4.3: Throughput obtained by a node in the presencetefference. The x-axis
indicates the mean delay between successive packets sémt byterferer (see Figure
4.2)
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using an exponential distribution, with a mean shown on thgig. Data-Data collisions
have the greatest impact on the drop in throughput of theferexl node. These values
obtained from simulation can thus be usedjt@mntifythe effect of interference by sub-
tracting the carried load (shown in Figure 4.3) of the irdezl node from its true offered
load. Of course, this is by no means an exhaustive study,buga@al is to attempt to
measure the degree of non-linearity in the effect of an feter's load on the interfered
node's throughput. As can be seen, for the most part, thetaBdog-linear, and we
therefore model it with a simple log-linear model, using amp&ically-derived slope.
In particular, the effect of interference is a function of fbad of the interfering source
(represented by the value on the x-axis in Figure 4.3). Nwéerecent work on charac-
terizing interference has found that the linearity relasioip holds in realistic settings as
well [97]. This leads us to believe that the result presemddgure 4.3 is not simply an
artifact of the way QualNet models interference.

As described in more detail in Section 4.7, in reality fouenference scenarios can
occur in awireless LAN deployment, based on nodes that atieipating in the scenario
(i.e., whether they are access-points or clients). Thesatar-access-point interference
(IAP), access-point-client interference (OAP/OC), antkiistlient interference (ICS.
Thus, the total interference in the network is the sum ofahadividual interferences
and can be expressed as:

U = (4 [LIAPjeffi+ L 1) OAPeff;
+  Ja L OCeff,+ [ JICweffy) (4.4)

where,lAP j; is the interference that access pdimauses on access pojntOAP;, is
the interference access poirtauses on client, OC,; is the interference cliert causes
on access point, andIC, is the interference clieni causes on cliené. N andK
are the total number of access points and clients, respéctiVhe functions IAP, OAP,
OC, and IC are boolean functions that indicate the presenabsence of interference
between pairwise nodestf ; is the (assumed log-linear) effect of interference by asces
point/clienti on the throughput of the interfered access point or client.

4.5 Limitations of Existing Con ict Graph Models

In Chapter 2, we hinted at the limitations of existing cor graph modeling strategies
in the context of enterprise WLANS. In this section we hightitwo key limitations that

5We do not consider external interference in our model.
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make the case for a new con ict graph model for enterprise WEA

Interference Asymmetry: It is widely known that wireless channels can be asym-
metric. Therefore, the channel quality frofn! B may be different from the
channel quality fronB ! A. Because of channel asymmetry, it follows that in-
terference can also be asymmetric. Therefore, it may beabe that A interferes
with B, while the reverse is not true. In this case, the cohdgcaph should fea-
ture adirected edgérom A ! B. Existing con ict graph models assume channel
symmetry and do not capture this important property of thelss channel.

Type of Conict: All conicts are not the same. While some con icts may be
due to carrier-sensing interference (i.e., exposed tais)nothers may be due to
collision-induced interference (i.e., hidden terminalg)entifying these interfer-
ence types is important from the perspective of networknogation. For instance,
some techniques (such as centralized scheduling [109)jresgnowledge of the
con ict type to determine the correct action to take to optzennetwork perfor-
mance.

The limitations identi ed above motivate a new approach tmaling con ict graphs
for enterprise WLANSs. We introduce this new approach in teetisection.

4.6 The Annotated Con ict Graph

In the SMARTA framework, a con ict graph is de ned as a gragh= (V; E), whereV
is the set of vertices ard the set of edges such that:

E = f(u;v)jf (apy;ap)  Og

f(;))=(AP;eff;),

where,lAPj; indicates the presence/absence of interference from sxpogsti on
access point andeff ; is the effect of interference cap °.

A conict graph is therefore alirected graphwhere each edge represents interference
(or conict) caused by an access point at which the edge oaigis, on an access point
at which the edge terminates (see Figure 4.4). Due to wsealkannel characteristics,

5The function (i, j) is only de ned for access points thatérfiere with each other when transmitting
at maximum power using the same channel, and not acrossaligi@Ps.
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Figure 4.4: The base con ict graph without client infornwati The con ict edges are di-
rected and annotated with the “disutility’ they cause toAReexperiencing interference.

interference between access points may not be symmetrigchefmore, the con ict
graph is a multigraph, where an edge may exist between nagesodcarrier-sensing
interference, collision-induced interference, or both.

The conict graph is used during channel assignment to mirenthe number of
con icts that occur between access points. This reducesgi@jph-colouring problem,
which is NP-hard [65]. In Section 4.8.1, we discuss a hdarfst channel assignment
based on the derived con ict graph.

To perform power control, it is necessary to extend the odngraph to include
clients and AP loads, similar to the approach discusseddh [Bhisannotated con ict
graphhas two types of edges between a client and an access pa@idht is associated
with an access point, an undirectassociation edges added between them. If a client
interferes with an access point to which it is not associaiedn access point interferes
with a client to which it is not connected, a directeterference edge added between
them. Finally, if clients interfere with one another, a diexl edge is added between
them. Figure 4.5 shows an illustration of the ACG. Note tHarmels that had been
assigned before the creation of the ACG may be re ned duri@gAonstruction. This
is elaborated in greater detail in Section 4.8.2.

Interference edge weights are derived using techniquesibed in Section 4.4. As-
sociation edge weights correspond to the utility that ¢ierceive from their access
points.
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Figure 4.5: Annotated Con ict Graph. Circular vertices aeess points and square
vertices are clients. The base con ict graph (shown in Fegud) contains only circular
vertices. Clients have the same channel as their associeteds point.

We point out that the con ict graph models the maximum pdssitumber of con-
icts, which corresponds to all access points transmit@gnaximum power and using
the same channel.

4.7 Constructing the Con ict Graph

The annotated con ict graph requires a number of parameéteceompute the utility of
the network. This can be divided into two parts; disutilir@sponding to interference
in the environment, and positive utility corresponding titity that clients receive from
the network. As explained earlier, interference disytitibnsists of two parameters: (1)
The impact of interference (which is a function of the in¢eefr's load, as discussed
in Section 4.4), and (2) A boolean function that indicatesethibr or not two nodes
interfere with each other. The latter is captured by meamsfrdstructure-based testing
using a probing agent, discussed next (contrasted withligaet enodi cations required
by [90]). Positive utilities are computed by passively aligg statistics such as the
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Figure 4.6: An example illustrating zero- Figure 4.7: An example illustrating one-hop

hop interference (Overlapping AP) interference.AP; and
AP,'s carrier-sense ranges have been elided
for clarity

number packets sent and received by each AP to and from eeci (@er observation
interval).

We classify interference scenarios in terms of the distaidde interference (in
hops) from the infrastructure. For instance, inter-APril@ience is zero-hops away from
the infrastructure, since APs are directly connected tontined backbone. The basic
intuition is that as the interference moves further awagnftbe infrastructure, it becomes
progressively harder to detect and resolve. For each doenes prescribe a test to
detect the existence of that scenario. In the sequellébteris the entity that transmits
the probe packet. It may also observe interference for ntidgsare not able to do so
themselves, e.g. legacy 802.11 clients.SAnsoris a node that checks to see if the
Testeris interfering with it. All tests assume time synchronipatitechniques to achieve
synchronization within a few microseconds are describg®h Note that these tests
do not assume any underlying wireless propagation modehfgr operation, making
them applicable to real-world scenarios.

4.7.1 Inter-AP (Zero-Hop) Interference

If the carrier-sense range of an access-point covers aln&igimg access-point, the over-
lapped access-point suffers carrier-sensing interferéioen transmissions of the neigh-
bouring access point (as shown in Figure 4.6). Inter-acpest interference is "zero
hop' interference because interference is experieaeealhopsrom the infrastructure.

The test for detecting zero-hop interference is as follo@ae access-point acts as
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the tester while all other access-points act as sensorstesher transmiten broadcast
packets and the sensors listen for interference. Duringpadmast, the sensor observes
whether there is a change in the state of the channel, (bether the channel transitions
from idle to busy. If so, then with high likelihood, the sensor is in carrgansing range
of the tester. Ifitis also able to decode the packet, theniitiransmission range as well.
The tester sends broadcast packets for this test to increase con dence inghelts.
As illustrated in [27], a relatively small value af, around 5, suf ces for this purpose.

Each access-point performs this test. Therefore, the notaber of tests required
to detect zero-hop interference is boundedd{yN ), whereN is the number of access-
points.

4.7.2 AP-Client (One-Hop) Interference

We now describe twone hopinterference scenarios that involve both clients and &cces
points.

Overlapping Access Point (OAP)

Consider the case where an access-point lies in the intaderrange of a client asso-
ciated with a neighbouring access-point. The client exgpees interference from this
access-point, from whom the client may or may not be hiddéthel client is hidden,
packets being sent by it will be suppressed due to conterdimh those being received
will be susceptible to collision with packets transmitteshfi the interfering access-point.
This is shown in Figure 4.7, whef®, is associated t&P; and experiences interference
from AP,.

To detect this scenario, the following test is performed.e Téster, which is the
access-point to which the client is associated, transmit®RES packet to the client,
while the sensor which is the access-point that is intarfewith the client simultane-
ously transmits a broadcast packet. Once RTS transmissiconplete, the tester sets
atimer equal to$IF S + Delaycts + Delayyeast), awaiting receipt of a CTS from the
client, whereDelaycts is the propagation delay for a CTS packet &®laypas: IS the
propagation delay for a broadcast paékef the broadcast packet and the RTS packet
collide at the client, the client will not receive the RTSnsanission correctly. Thus, it
will not respond with a CTS, causing the tester to time oute Tster can then assume

"We wait the additional broadcast propagation delay to enthe client has suf cient time to reply
with a CTS if it carrier senses the sensor's broadcast bug doeactually experience interference from it.
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the RTS packet collided with the sensor's broadcast. Thecteapletes after either the
tester receives a CTS from the client or it times out in theess. This test is repeated
times. Since we need to perform this test for each client-AiPgnd there are a total of
C clients andN APs, the number of tests required to detect OAP interferenoeunded
by O(NC). While this may appear to be excessive, in Chapter 6, we shateten for a
modest sized network of 20 nodes, all such tests can be pextbin a matter of seconds.

5 £

Figure 4.8: An illustration ofone-hop Figure 4.9: An illustration ofwo-hopinter-

(Overlapping Client) interferencéAP,; and ference.C,'s data packets collide with data

C,'s carrier-sense ranges have been elideghackets being received l§y,. AP,'s trans-

for clarity mit and carrier-sense ranges, as welCa's
carrier-sense range have been elided for clar-

ity.

Overlapping Client (OC)

In this scenario, the client lies in the interference raniggnoaccess-point other than the
access-point to which it is associated. If the access-pohmitdden from the client, pack-
ets being sent by the AP will be suppressed due to contergimhthose being received
will be susceptible to collision with packets transmitteahfi the interfering client. This
is shown in Figure 4.8, whel@, is associated witP; and causes interference AR .

In order to detect OC interference, the following test iS@ened. The tester, which
is the access-point to which the client is associated, inéssn RTS packet to the client.
Upon receiving the RTS, the client responds with a CTS. Qutite CTS transmission,
the sensor which is the access-point that is experiencitegf@rence from the client
observes to see a change in the state of the channel. If tisersdatects a change,
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then client-access-point interference exists betweessé¢hsor and the client. Once the
tester receives the CTS packet from the client, the testngptete. This process is also
repeatedn times to increase our con dence in the result.

Note that if the sensor also experiences inter-accesg-pténference from the tester,
then it must ignore channel state changes during the trasgmiof the RTS. Thus the
sensor ignores state changes for a duration equal to thagatpn delay of the RTS
packet, from the time at which the tester initiated the RE®gmission (assuming that
the APs are tightly synchronized to each other). In this &éneighbouring APs can
simultaneously act as sensors, effectively limiting thenbar of such tests that need to
be performed. Because this test needs to be performed flockant in the network, and
we haveC clients in total, the total number of tests required to de@¢ interference is
bounded byO(C).

4.7.3 Inter-Client (Two-Hop) Interference

Clients may also mutually interfere with each other. Fag Htienario, we are interested in
the case where the interfering clients are associated efthrate access points because
clients connected to the same access point can mitigatdergace using RTS/CTS.
Note that clients interfere with each other only if theirpestive access points use the
same channel for communication.

For this case, two scenarios can arise, one of which is showigure 4.9. In this
scenario, the client experiences interference from a ieighing client while it is re-
ceiving data C,). Therefore it is not able to correctly decode packets frbengender.
The second scenario corresponds to clients that mutuatiyend for the medium. This
scenario is described in greater detail in [27].

The following test detects inter-client interference floe tscenario shown in Figure
4.9. The tester (any one of the APs) sends a dummy data packstdlient. Once
transmission is complete, the sensor (second AP) waits & Biferval, and initiates
transmission of a dummy data packet to its client. Once tnésgon is complete, the
sensor awaits an acknowledgement of its data packet. ddéives an acknowledgement
within a timeout period of $IFS + Delayack ), whereDelayack is the propagation
delay for an ACK packet, then the tester's client does narfete with the sensor's
client.

The intuition for this test is the following. The sensor anits its data packet when
the tester's client is responding to the tester with an ACKhe tester client's ACK
collides with the data transmission being received by thesaes client, the sensor's
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client will not be able to properly decode the data transioimssTherefore, it will not
respond to the data packet with an ACK. Timing out of the sensahe ACK is thus
an indication of interference from the tester's client oa #ensor's client. Interference
detection in the reverse direction can also be done usingrnangyric test. This test is
also performed multiple times to reduce chances of a poanra@idrom affecting the
results of the test. In the worst case, each client must paréuch a test with all other
clients, causing the overhead of this interference tes¢todunded byD(C?).

Note that all the interference tests described in Secti@nnfust be conducted in
a clean’ (i.e interference-free) environment. To arrange for tiii® controller asks
all APs to both stop their transmission and to force clientshieir range to also stop
transmission by broadcasting a CTS-to-self f27This generates the interference-free
environment in which to conduct interference tests. We hanaytically studied the
overhead of conducting such tests along with techniquestigate it [27]. In Chapter
6, we practically evaluate the feasibility of this measueetrapproach on an enterprise-
scale WLAN testbed.

4.8 Optimization Algorithms

We rst discuss our approach to channel assignment and tisengk the details of power
control.

4.8.1 Channel Assignment

Channel assignment attempts to allocate orthogonal chatmenodes in the conict
graph that have an edge between them. Once completed, thamoald be rarely
changed because this disrupts service for clients. Thiarcplarly important in the
SMARTA architecture because legacy IEEE 802.11 clientagtibe instructed to change
channels and are therefore disconnected if the AP chargyelsahnel.

To minimize channel changes, channel-assignment is dotiedrasic con ict graph
that deals only with access-point con icts. Of course, wérsted some way to deal with
client con icts and this is done during construction of theatated con ict graph. The
algorithm to perform channel assignment is called Randedne-point optimization

8Note that CTS-to-self may affect the behavior of clientssist$ that use RTS-CTS packets. However,
these probe packets may easily be replaced by Data-Ack {sattiet do not suffer from such problems
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(RanOp) and bears some similarity to the approach described in [90ie that we con-
sider the cost of re-associating clients by minimizing tbhenber of times the channel as-
signment algorithm is invoked. However, once invoked, tineent channel assignment
algorithm does not consider the re-association cost. Aordilgn that does consider this
cost can also be designed for the SMARTA system.

The RanOp algorithm rst assigns a random channel to each access pothtom-
putes the current total number of con iétsThen, considering each access poaj (n
turn it computes the gain in utility (in terms of reducing téal number of access-point
con icts) by switching that access point to a different chah It computes the gain
in utility for the access point on all channels and seleatsdannelC that yields the
greatest gain fog;. It then checks whether changiagto C yields an improvement in
utility that is larger than the best utility gain seen in theration so far. If so,g, C) is
labeled as the best improvement seen so far. Because thétatgperforms this opera-
tion across all access points, it selects the access parmtamnel change that yields the
largest gain in overall utility. This process repeats wvtlreach a con guration where
any further one-point alterations do not yield a gain initytiBecause the solution of the
algorithm may depend on the initial assignment of chanmedetess points, we perform
multiple runs of the algorithm and choose the best solutioriegfms of utility) among
them.

4.8.2 Channel Re nement

In the second phase of channel-assignment, we re ne chatineitions as an optimiza-
tion of the assignment we computed previously. Note, fonolehre nement we only
consider optimization of assignments that keep the numberter-AP con icts con-
stant. Inter-AP con icts are considered the most severe tyfpcon icts and those that
are likely to persist over longer periods of time than cotsimvolving clients. This is
why we only consider them in the RanOp algorithm. For chamrmelement, whenever
we add a client to an AP (to construct the ACG), we try all ottteannels for that AP to
see if we can reduce the total number of client con icts, kegphe number of inter-AP
con icts constant. If such a channel is available (e.g.h@ tase of 802.11a), the access
point is switched to that channel. If not, the access poimigias on the same channel.

9Note that the algorithm only considers those edges in theat@raph that correspond to interferers
that actually carry data traf c.
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Algorithm 1 wiR Power Control Algorithm

2: while true do

3:

10:
11:
12:
13:
14:

© ©® N o g A

u = ComputeT otalUtility (A)
= MaxConflictAP (A)

Z = fzjneighbour ;z;) = trueg

for i=1:::jZj do
AdjustWeight ( ;z;)

end for
= MaxConflictEdgeAP (;Z)

ReduceP owerlLevd] )

if u> ComputeT otalUtility (A) then
IncreaseP owerLeve( )
Terminate.

end if

15: end while

4.8.3 Power Control

Power control can be done quickly, even on a per-packet.lddsisever, two constraints
make the power control problem challenging. First, powertia needs to ensure that
clients do not lose service by reducing an AP's power leveidoymuch. Second, every
alteration to access-point power causes the underlying AC€&hange. Therefore, we
need to re-compute (or re ne) the ACG for every change in ssgqmint power.

Our power control technique proceeds in two steps. Firstcavepute appropriate
power levels for all access points, taking the change in t8&Anto account. Second,
we re ne access point power-levels to allow the system tgpatiachanges in the envi-

ronment.

The algorithm for computing optimal power-levels (calledighted Iterative Reduc-
tion (WIR) and shown as Algorithm 1) proceeds as follows. Inlijighll access points
are set to transmit at maximum power and we compute the tbli} of this con gura-
tion (ComputeT otalUtility (A)). Note, the algorithm re-computes this utility in every
iteration, before performing the steps outlined further.each iteration, the algorithm

nds the access point that has the greatest number of can(idiaxConflictAP (A)).
This is the AP whose sum total number of con icts on all incagmedges from neigh-
bouring APs is the greaté8t The algorithm then re-weights these incoming edges

0This particular algorithm does not consider client corsicthough more sophisticated versions of it
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Figure 4.10:AP,, is identi ed as the maximum con ict AP and the edge frohiPg to
AP, represents the maximum con ict edge, before edge re-wigigls done.

(AdjustWeight ( ;z;)) as follows: For each AP that interferes with the maximum-
con ict AP, the incoming con ict edge's weight is increasedproportion to the amount
of utility that this AP provides to its clients (as shown irgkies 4.10 and 4.11). Thus,
edge weights are adjusted by addin@ gositive value to the original weight, where
U andE are the aggregate client utility provided and the total nendf access point
con icts caused by the AP from which the edge emanates. Asitige re-weighting, the
algorithm selects the access point which induces the gieed® ict on the maximum
conict AP (MaxConflictEdgeAP ( ;Z)), and instructs it to reduce its power level by
one stepReduceP owerLevd] )). This repeats in successive iterations until there is no
further improvement that can be made and a decrease is elttacthe overall utility,

at which point the algorithm terminates (after reversing st power alteration). This
approach rewards APs that have more active clients, sohbgtare less likely to have
their power reduced.

can easily incorporate such information.
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Figure 4.11: After edge re-weighting (shown in dashed estAP; is identi ed as the
AP that has the maximum con ict edge &°,. AP3; andAP, edge weights té&\P, only
change slightly because these APs provide very littletytid their clients.

4.9 Evaluation

We now present an evaluation of our architecture, evalgatiterference estimation, op-
timization, and the ability to dynamically re-con gure thetwork in response to changes
in the wireless environment. We do not present a validati@éheinterference estimation
approach and refer the reader to [27] for the details.

We rst describe the simulation environment and networknsec®ms we considered
in our evaluation and then discuss our results.

4.9.1 Methodology

Simulation Environment

We used the well-known QualNet simulator [13]. The cent@btooller is emulated
by means of a coordination component. Each access poinebaws radios, and thus
two MAC layers: A standard IEEE 802.11 compliant MAC layedamEnvironmental
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Figure 4.12: DC AP layout blueprint. Stars indicate AP |cmas.

Figure 4.13: Circular (Star) topology con ict graph withatmel assignment (using 3
channels) shown in curly brackets.
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Figure 4.14: DC AP Con ict Graph at transmit power of 30 dbror Elarity, gure only
shows inter-AP con icts.

Sensing (ESMAC. The ES MAC supports the functionality for the probingeaty It
periodically conducts the tests outlined in Section 4.7taDs only sent on the 802.11
MAC. The clients implement the ES MAC in simulation for th&ksaf simplicity. We
note that this precludes the need to ‘clean’ the environrfarthe interference tests, as
described in Section 4.7. In practice, a client does notireauultiple interfaces/MACs,
and, in fact, can be completely unmodi ed.

Every 5 minutes, the central controller recomputes theectiuttility of the systerit.

If this drops by more than 20%, the controller instructs asqaoints to re-initiate inter-
ference estimation tests and recompute the con ict graptaBse we are interested in
aggregate network performance, 20% turned out to be adequdistinguishing small-
scale changes from large-scale changes. Using this infammeombined with statistics
collected by passively snif ng traf c on the IEEE 802.11 MA@e central controller re-
runs the RanOp channel assignment and wiR power contralitdges. Once complete,
the controller re-evaluates the utility of the system atrtbet scheduled time step.

We have focused on specifying utility as the throughput gheltent obtains from its
access point, with the goal of maximizing aggregate netwiardughput. The statistics
we captured (on the IEEE 802.11 MAC) in order to compute thesriminclude informa-

We chose a 5 minute interval because it suited the movemeatispe picked for our mobility exper-
iments
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tion on access point load and the number of packets sent/eeigeer second from each
client?. Unless otherwise indicated, each client also implement®/Rate Fallback
(ARF) and thus the data rate will likely change during therselof the simulation. Note
that the current utility function for the client does notatitly account for the data rate on
the link, but infers it based on the number of packets redgdex second from the client.
This utility function may not be ideal for the wiR algorithmhere power reduction can
affect the data rate on the link. In this regard, a more soighied utility function that
takes data rate into account can be designed and tested iith w

Interference is also modeled in the utility function, andssumed to have a log-linear
relationship to the throughput received by clients, (ix&,use the load of the interfering
source to compute the degree of interference). Both pass)ehroughput and inter-
ference are assumed to carry equal weight in the utility tionc We used the two-ray
ground model in our simulations [26]. For each scenario, nittated CBR traf ¢ from
access points to clients with 512 byte packets. We evaluatefbrms for our proposed
optimization algorithms; one that only performs channsigigment (RanOp), and the
other that also performs power control (RanOp-wIR). Theseevevaluated against the
channel and static power con guration currently chosen limy network administrator
for the building seen in Figure 4.12. Channels were assipasdd on an extensive site
survey that was carried out for the building. Moreover, tosirate the bene ts of our
proposed centralized channel allocation algorithm, wepame it against a decentralized
Least Congested Channel Search (LCCS) approach, discdud&&]. LCCS is the cur-
rent state-of-the-art algorithm for channel assignmedt@erates as follows: Each AP
periodically observes data transmissions from other aqoeisits and clients on its chan-
nel. If the transmissions exceed a pre-speci ed threshbldpves to a channel that is
less congested. LCCS serves to show how well local tuningpesiorm in comparison
to centralized channel assignment.

Simulation Scenarios

Our evaluation has three parts. In the rst part, we preseaontaybenchmarks to illus-
trate the correct operation of SMARTA. In the second partsinaulate a large university
building that we will call 'DC’ (illustrated in Figure 4.12)This allows us to gauge the
effectiveness of SMARTA in a more realistic enterprise smvinent. For this scenario,
we assume clients are stationary and are continuouslywiegeraf c. Finally, we also
present micro-benchmarks for client mobility. These mibemchmarks allow us to ob-
serve the behavior of the SMARTA system in dynamic scenarios

12 \We used EWMA to smooth out abrupt changes to each metric.
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Figure 4.15: Instantaneous aggregate client throughputimear topology. Improve-
ment seen is a result of channel assignment.

4.9.2 Results

We rst discuss two micro-benchmarks to validate the cdrogeration of SMARTA.

Micro-benchmarks

Linear Topology: We rst consider a simple linear topology with four APs. Thartsmit
power of the APs is set such that an AP interferes both withcaijt APs and with
neighbours of the adjacent APs. Clients are placed in betw&s. Even if we consider
just 3 channels, we can trivially produce a con ict-free colowriwhere AP channel
assignment from left-to-right is given as (1, 6, 11, 1). Téegjuence can be repeated
for an arbitrarily long AP chain, illustrating that lineaspologies (typically found in
hallways) are easier to address using just channel assignmghout power control.
This result is shown in Figure 4.15. At= 120s, when RanOp channel assignment is
initiated, the aggregate network throughput improvesisigntly and remains steady
thereafter. At this point, each adjacent AP is on a diffedv@nnel and the number of
con icts falls to zero.

Circular (Star) Topology: Next, we consider a circular topology where both channel
assignment and power control prove to be useful in optinginetwork throughput.

The circular topology we considered is illustrated in Fegdr13. If we use onl\3
channels, and have access points transmit at a nominal pdv2€dbm, a channel as-
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Figure 4.16: Instantaneous aggregate client throughpustan topology. Initial im-
provement is because of channel assignment while the sudsemnprovement comes
as a result of power control.

signment for this topology will always yield solutions wkeat least two APs con ict
with each othé®. Thus, there are opportunities to improve network perforceawith
the help of power control. This is illustrated in Figure 4.1@provements in through-
put occur in identi able stages where initially, all APs @ransmitting using the same
default channel. At = 120s, SMARTA initiates channel assignment, producing the
channel assignment shown in Figure 4.13. Note, becausepbtgy considered here is
a clique, a good channel assignment will equally partitid®sAcross each of the chan-
nels, where the total number of con icts is minimized. Ran@pduces an assignment
which maintains this property, resulting in a total of o@lycon icts. This validates the
ability of RanOp in nding good channel assignments for ttmgology.

At time t = 250s, wiR power control begins. At = 380s, we observe a signi -
cant increase in aggregate network throughput (the caube alelay is explained later).
While, RanOp produces an assignment that is alrB08fsbetter than the original de-
fault assignment, wiR further improves performance by a&t@6%

Note that wiR terminates if changes in power levels do notpce observable im-
provements. This requires us to observe the network afidr ehange. We nd an
observation window of 3s to be suitable (which is the reasby power control operates

3Note, although RanOp may not produce the same assignmehanhels to APs in each invocation
of the algorithm, the sum total number of con icts acrossaaignments remains the same.
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Figure 4.17: Aggregate client throughput at 30 dbm udidghannels

on slow timescales). Of course, the accuracy of the observsta function both of the

length of the observation window and the dynamic nature efwireless environment.

This is a tuning parameter for the system and can be set basbée environment under
consideration. Power control also requires an up-to-dat& Apon each iteration, which
can incur an additional overhead. In Chapter 6, we show libterhead is acceptably
small and is on the order of a few seconds in the worst case.

A More Realistic Scenario

We now discuss results of running SMARTA on the DC topologguFe 4.12). For these
results, we randomly distribute clients within the coveragdius of each of the access
points, whose size is determined by the transmit power oatless point. We analyze
the performance of SMARTA on scenarios exhibiting a highrde@f interference. Note
that the degree of interference is affected by the transavitep of the APs/clients, the
number of clients, and the client distribution [36]. Whilgettransmission power of
access points is tunable and controllable, client dendigytibution, and power are not.
Therefore, in order to independently study the effects chewe decouple them in our
simulations. For our results, we use the metrics of aggeagstivork throughput and per-
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Figure 4.18: Aggregate client throughput at 30 dbm uS§iehannels

packet delay to compare the different algorithms. We hase ahalyzed the distribution
of ow throughputs across clients, the details of which arevided in [27].

In our scenarios, APs transmit3® dbm and clients transmission power is set equal
to that of the APs to facilitate connectivity even at coverbdgundaries. We us0 dbm
to stress test our system. We have analyzed the performdrhbe algorithms in low
power scenarios (i.20dbm) as well and obtained similar results.

Referring to Figure 4.14, we see many access point con ittsere are also client
con icts, not shown for clarity. With 802.11a (i.e 12 orthmgal channels), we can triv-
ially eliminate all con icts by assigning an independentionel to each AP. In this sit-
uation, the best possible solution is to assign a separataehto each AP and setting
each APs transmit power to maximum. We call this con gunatibest', and use it to
benchmark solutions generated in other scenarios.

Throughput: Figure 4.17 shows aggregate client throughput againsttaiensity,
for the case where we hal® available channels. The RanOp curve corresponds to the
"best' curve since we observed that our algorithm alwayslypeced con ict free assign-
ments in this scenario. Because no power control is requnirénils scenario, RanOp-wIR
performs identically to the best case. We observe thatghtdensities, due to its decen-
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Figure 4.19: Per-packet delay at 30 dbm usi@ghannels

tralized approach, even wit2 channels, LCCS is unable to optimally assign channels to
access points. This is because LCCS is AP centric in natulfel@@s not consider client
con icts when picking the best channel for the AP. Of couriselow density environ-
ments, LCCS performs close to the best case because of thedegree of interference.

Figure 4.18 shows aggregate client throughput foBtbleannel case (the "best' curve
is shown for reference). Not surprisingly, aggregate tlieroughput drops signi cantly
for all the algorithms. However, observe that RanOp comibinégh wIR performs the
best in this scenario. Because channel assignment cammartatie all con icts, power
control yields further improvements. However, there ib&8igni cant performance gap
between the "best' curve and our algorithms. Aside fromithéeéd number of channels,
this is because of the limitations of power control. Charassgignment has the ability
to eliminate all types of con icts (i.e., zero, one, and tWwop con icts) whereas power
control can only address OAP and zero-hop con icts. Thisdsause of the inability
to adjust client powers. As a result, even a provably optipwber control strategy
may ultimately be unable to eliminate all con icts in suctsea. Nevertheless, we still
observe signi cant improvements over LCCS.

We also plot the performance curve for the hand-tuned DC ra#lacon guration
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Figure 4.20: Per-packet delay at 30 dbm usdrdpannels

(i.e., the con guration decided by the network operatorataniversity}*. This con g-
uration performs similar to the RanOp algorithm used in SMARThe reason that Ra-
nOp does not yield signi cant improvements over the hantimized DC assignment is
because of the large number of con icts. The number of cais &igni cantly decreases
the number of possibly good con gurations that yield highotighput. Nevertheless, we
still observe that in these scenarios, RanOp is able to perjast as well as a carefully
hand-optimized channel assignment &ddobetter with the addition of transmit power
control.

Per-Packet DelayWe also analyze per-packet delay for each of the algoritiias.
packet delay is a crucial metric for delay-sensitive agtians such as voice and mul-
timedia. Note that the results we discuss here use the sam#gtiput maximization
utility function as was used for the previous results. Wesexja utility function catering
speci cally to per-packet delay to perform even better.

Figure 4.19 plots per-packet delay results against cliensidy, usingl2 channels.
The results for RanOp and combined RanOp-wIR are identM#.observe a signi -

14The hand-tuned DC con guration made use of oBlghannels (i.e., it operates on 802.11b/g). There-
fore, we were not able to show its results for ftchannel case
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cantly lower per-packet delay for the RanOp algorithm thHaat for LCCS. Moreover,
the delay values for RanOp are almost always bel®@ms across the board. This is
an interesting result since the delay budget for most vaiq@ieations falls within this
range. Thus, we believe that the centralized RanOp algorighwell suited to support-
ing such applications even in very dense scenarios chamedeby a large number of
AP/client con icts.

Figure 4.20 presents similar results for tBehannel case. Not surprisingly, per-
packet delays have increased over1Behannel case due to increased MAC contention
delays and a larger number of collisions. However, we olesdrat RanOp-wIR pro-
vides the lowest per-packet delay primarily because powmetral reduces APs collision
domains signi cantly, thereby reducing MAC contention. CS performs the worst in
this case with per-packet delays of over one second in vergadenvironments, demon-
strating its limitations in these scenarios.

Effect of Mobility

We analyze the impact of mobility on the SMARTA system. Re@GIMARTA triggers
re-computation of access point con gurations if the chaimgetility is signi cant, (i.e.,
exceeds a prede ned utility change threshold For the purposes of our simulation, we
set this threshold t80%

We construct two scenarios to analyze the impact of mobNbte that these scenar-
ios assume nomadic clients that use the network while st@tyoat a particular location.
This is in contrast to mobile clients that use the networklgvbn the go. In the rst
scenario, a client moves between a set of access pointspas $h Figure 4.21. This
is typical for an employee that might periodically go for rtiegs to of ces of fellow
employees. We use this scenario to illustrate the stalwhit$MARTA in reacting to
small-scale changes that may occur in the environment.sélcond scenario, clusters
of users move from different access points to a common aquast This is likely to
occur in situations where groups of people gather togetirest 5cheduled meeting and
represents a large-scale change that SMARTA must handle.

Small-Scale ScenarioFigure 4.21 illustrates the user mobility pattern consder
in this scenario. A single user startsA#®, and moves between access points, nally
ending up in between them. Note, the user disconnects aoconmects withAP4 even
during movement steB. Changes in aggregate network throughput are illustrated i
Figure 4.22. Before the initial move, ti= 120s, SMARTA computes optimal channel
and power level con gurations for the access points, cautiie aggregate throughput
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Figure 4.21: Micro-benchmark setup for analyzing the imp&mobility. User mobility
is shown as dotted arrows with labels indicating the stejpevied by the client. For the
large-scale scenario, channels are shown in curly braeketse the numbers (left-to-
right) depict assignments before and after a large-scalegh
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Figure 4.22: Instantaneous aggregate client throughpstmall-scale scenario. Fol-
lowing events are shown: CR=Con guration Re-computati@i=Client Join, and
CD=Client Disconnect. Utility assessment intervals shasrvertical dotted lines and
change threshold shown as horizontal dotted lines.

to increase to approximatef/Mbps. At timet = 200s, the user disconnects froAP
and connects té\P3; att = 300s. During this interval, the utility drops by approxi-
mately16% which is not below the change threshold and increases again 300s.
Thus, att = 420s, when utility re-assessment is done, SMARTA does not itatre-
computation of channels and power levels. This processessa®ly repeats without
the utility change ever falling below the change threshdld.summary, we observe
that SMARTAS use of utility-based triggers allows it to besilient to oscillations that
may occur as a result of small-scale changes in the RF emagoh This is particularly
crucial for legacy clients that may be affected by contirsicbanges in access point
channels.

Large-Scale Scenariofor this scenario, we use the same setup as was used in the
previous scenario. However, in this case, two groups ofsusewve from separate access
points to a common access point. Channel assignments basedial user distribu-
tion are shown in Figure 4.21. At= 120s, SMARTA performs optimal channel and
power level assignment for all access points. tAt 400s, all clients fromAP; and
AP, disconnect and proceed to move towaA#3;. Att = 600s, all clients connect
to AP3, subsequently increasing its load. Utility re-assessrbetween the time when
clients disconnect and re-connect is disabled to illustita effect of re-con guration af-
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Figure 4.23: Instantaneous aggregate client throughplarge-scale scenario. The
events shown are similar to those illustrated in Figure 16.

ter clients re-connect to the network. In reality, SMARTAwdalready account for this
case during periods of disconnection as it will observe gelatecrease in utility and re-
assign channels and powers as a result to maximize utilitguioently connected clients.
At t = 600s, when clients re-connect, an increase in utility is obsgridote, SMARTA
is only aware of the utility that was computedtat= 120s, during the last time re-
con guration was performed. At = 680s, a signi cant drop is observed and SMARTA
re-initiates computation to improve system utility. Ndtalthe utility improvement is
not very signi cant and in particular, does not match thditytof the con guration at

t = 120s. This is due to the large number of clients connectefiRg and the excessive
load on it. This reduces per-client throughput and contebuo the drop in aggregate
client throughput even after the con guration is refreshed

The scenarios outlined above provide insight into the tytalf the SMARTA archi-
tecture to accurately determine the type of change thatrmetin the environment. The
utility change threshold is a tuning parameter for our syséed can be set to suit the
needs of the deployment environment.

4.10 Related Work

The work on the SMARTA architecture spans a wide range ofareseproblems that
have been independently studied in the prior literaturethiéumore, it is also relates to
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prior research proposals on managing interference ingmer'WWLANSs. Since we have
covered the latter in detail in Chapter 3, we focus only on-gudblems that are also
addressed for the SMARTA system.

Interference Detectioninterference detection has been well-studied in the liteea
[36, 50, 72]. However, most of these techniques infer ieterice using higher layer (e.g.
NET/MAC layer) statistics that are impacted by multiple pizal layer RF phenomena
[107]. Therefore, the accuracy of these approaches intilegenterference is limited. In
contrast, Qiu et al. [100] adopt a trace-driven simulatippraach in which they collect
traces from the real environment and replay them in the sitoul The simulator acts
as a controlled environment in which accurate root-causéysis can be done. Similar
to the ideas in this work, Padhye et al. [98] propose an agpro&running controlled
pairwise experiments to detect and quantify RF interfezertdowever, their approach
requires injecting synthetic ows into the system and cdeta considerable amount of
time to run, making it infeasible for use in online networkse(details of this approach
are discussed in Chapter 6). In contrast, we show that itssipte to run simple and
ef cient tests on-the- y to accurately detect RF interfaoe.

Channel AssignmentThe most common technique to mitigate interference in an
enterprise WLAN is to perform channel assignment. AP chbhasgignment has been
studied extensively in the literature [45, 77, 90] and is d-keown NP-hard problem. A
number of heuristics have been proposed for this problemddb For example, Mishra
et al. [90] use a randomized search algorithm that incotperaient interference in the
channel assignment process. We adopted similar techniigoes system.

Transmit Power ControlTransmit power control also has a signi cant in uence on
the performance of a wireless network [78]. Optimal povesel assignment is similar
in hardness to channel assignment, and, for the coverageaiptaproblem, has been
shown to be NP-complete [28]. Many techniques have beerogeapin the literature for
computing power levels for the access points [36, 39]. We pispose a heuristic that
we show works well in optimizing the performance of our syste

4.11 Discussion

We now brie y comment on the scope of SMARTA. In this chaptarr goal is to design
a system that practically applies the theory of con ict drapo manage interference in
an enterprise WLAN. As part of its design, SMARTA features thllowing:

Fine-Grained Control:The correctness of the interference tests hinge on the abil-
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ity to tightly synchronizeAPs and precisely control the timing of actions at these
APs. Such tight control not only requires elimination of gratial latencies while
implementing the system, but also a comprehensive WLANgiesiWe discuss
the details of how this can be achieved in subsequent clsapitéhnis dissertation.

OmniDirectional Antennas:SMARTA is designed for WLANs where the APs
transmit using omnidirectional antennas. This is cru@ahiaximize the effect of

silencing. However, transmitting the probes themselvesbsadone using direc-

tional antennas.

Low-level Signal InformationCarrier-sensing interference in SMARTA is discov-
ered using energy-on-the-air measurements. This regiiee&P's radio to report
such energy measurements to the controller. Dependingedmettdware platform,
this may or may not be possible. Moreover, silencing is @iucir such a test, as
background transmissions could be mistaken for the imiageéAP's signal.

Additional Optimization ParametersAside from frequency selection and power
control, other parameters such as CCA tuning and assatietiotrol can also be
integrated into the SMARTA system. Recent work has showttkiese additional
optimization techniques are likely to improve the perfonoa of the WLAN sys-
tem even further [47]. Our goal in this work was to highlighétbene ts of the
interference measurement framework proposed for SMART#&eiad of designing
a comprehensive WLAN system.

In this chapter, we focused on the design and prototypingMABTA. In subse-
guent chapters, we take the design of SMARTA's interferaneasurement system and
implement it on an enterprise-scale WLAN testbed. Furtloeeywe integrate the mea-
surement system into two optimization schemes and showtr@ampracticallyimprove
performance for a variety of different applications.
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Chapter 5

The Platform: An Enterprise WLAN
for Centralized Control

In this chapter, we describe our efforts towards the desigployment and maintenance
of a wireless testbed for evaluating algorithms for cerseal control. The testbed is
used to implement and test the interference measuremennhandgement algorithms
explored in this dissertation. The rest of this chapter ganized as follows. We outline
the motivation and design goals for the testbed in SectiohsaBd 5.2. We discuss
alternative design choices we explored for the testbed ai@e5.3. The hardware and
software details of the testbed are discussed in SectianFr&lly, we present some
performance results for the testbed in Section 5.5 and adedhe chapter in Section
5.6.

5.1 Motivation

Practical research in wireless networking necessarilgiias eld experimentation. This
is because existing RF models are far from adequate in ¢agtRiF properties such as
propagation and interference. This is especially true fidloor environments, where
RF signals experience a great degree of multi-path fading,td re ection, diffraction
and scattering effects (as discussed in Chapter 2). Moreavseminal paper by Kotz
et al. [79] shows that evaluating wireless protocols (ag@@thms) via simulation pro-
vides little insight into their practical performance besa most simulators poorly model
real-world RF effects [13]. Because this dissertation &suon designing practical inter-
ference management techniques, we take the ideas devéto@édpter 4 and evaluate
them on an enterprise-scale WLAN testbed. Speci cally, wpldy a38 node wireless
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testbed across two oors of our Computer Science buildinghe University of Water-
loo.

Numerous wireless testbeds have been proposed in prior (@érlkd6, 51] and the
corresponding insights have added signi cantly to our ustdding of how to design
such systems. In this chapter, we argue that testbed depldyguidelines depend on
the architecture of the network under consideration. Fstaimce, distributed WLAN
architectures have fundamentally different requiremestsompared to centralized ar-
chitectures. For centralized WLANSsS, network optimizatisrhandled by the central
controller. Therefore, the delay and delay jitter on théngedm the controller to the air-
interface of the APs affects the ability to correctly penfiosuch optimizations. In this
regard, we are interested in experimentally evaluatingehsibility of centralized con-
trol, for applications such as traf ¢ scheduling [35] andaleate adaptation. As a result,
we assume both a centralized control and data plane. Theyéfi@ central controller is
ideally co-located at the edge router through which all less traf c is aggregated.

As discussed in Chapter 3, numerous enterprise WLAN veri@oik, 22, 19] also
embrace the centralized WLAN design. However, our privageussions [34] with some
reveal that they typically use special-purpose hardwaftare for centralization. By
contrast, our objective is to determine whether it is pdedib realize such centralized
control using off-the-shelf commodity hardware.

5.2 Design Goals

We begin by listing the design goals for a centralized WLABtbed. We subdivide the
discussion into goals for centralized control, and thoaédhe necessary for any testbed.

High Throughput: A centralized data plane necessitates a high throughplt bac
bone that connects the central controller to all the APshSeatralization forces traf ¢
to ow from a single aggregation point (which is the contesfledge router). This causes
traf c to be concentrated on a small set of egress links sediat the central controller.
These links (as well as the controller) should be capableaofiling the capacity de-
mands typical of such a WLAN deployment, e.g. up to 200-4@@uitianeously active
users for a moderately-sized deployment [114].

Tight Centralized Control: Centralized WLANs are motivated by the desire to
move complexity from the APs to the central controller. Gtens such as frequency
selection, power control, data rate adaptation and packetdsiling can potentially be
performed centrally. This requires tight centralized colhtwhich consists of. 1) En-
suring that the paths from the controller to the APs are of lmency (for ne-grained

75



centralized control), and 2) Ensuring that the actionsa®&Rs are tightly synchronized
(to correctly coordinate their actions). These require tielay and delay jitter on the
path from the controller to the AP's air interface.

Advanced Radio Management FeaturesAs discussed above, centralized WLANSs
are designed to manage the con guration parameters of tlsaA® centralized fashion.
Some of these parameters, such as the contention-windewcsizrier-sense threshold,
and other medium access parameters require lower-lay@m{are) access which is hard
to obtain (due to licensing restrictions) on commodity oadi Therefore, we require a
radio platform where we have the greatest degree of exipili tuning these parameters
for the AP.

Real-time Traf c Monitoring: Another crucial component in the design of central-
ized WLANS is support for real-time traf c monitoring by treentral controller (via the
APs). This allows the controller to track client performarand react to changes that
reduce throughput and lead to poor network connectivityep éoncern here is that we
should be able to monitor traf ¢ at potentially high rateslamith low overhead. A low
overhead approach would minimize the chance that the mamgtoraf ¢ interferes with
other data traf c also owing in the network.

We now discuss a set of requirements that are necessaryyfoestbed.

Standardized Hardware: In our work, we strive to build a testbed that mimics a
real-world WLAN deployment. In doing so, it becomes eastrdny network designer
to interpret our results and map them to other WLANSs deplaysdg similar hardware.
For this purpose, we require the use of off-the-shelf comtydardware that is easily
available and in widespread use today. Note that commolditiopms are those based on
open standards, are cheaply available, and in widespreabyuhe industry. However,
depending on their functionality, some commodity platfermay or may not expose
certain tuning parameters for the radio.

Ease of Management:An important requirement for any wireless testbed is that it
should be easy to deploy and manage. Nodes should be deplayedit an extensive
site survey. Furthermore, the network should ideally begumed from a single location
and any changes and updates should propagate to respemtiee. MNodes should also
be rapidly (re-)con gurable and support many operationalbdes (e.g. APs, clients, or
sniffers).

Non-Intrusive Hardware: The hardware platform should also be non-intrusive, as
argued in [46]. In other words, nodes should not take up tochrapace, make too
much noise or generate too much heat so as to disrupt on-geingties in their sur-
roundings. Furthermore, for security reasons and to emsunienal hardware tampering,
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nodes should be placed in closed of ces/rooms.

5.3 Alternative Design Choices

During the design of our testbed, we evaluated a number cfifplesplatforms for our
nodes and weighed them against the requirements outlirtgedton 5.2. In this section,
we brie y outline three platforms and state why they aresilited for our centralized
testbed.

Off-the-shelf APs: We considered off-the-shelf, con gurable APs for our best [2,

7]. While this appears to be a compelling choice, there amneanaus drawbacks of such
a platform. The primary concern was the lack of access tortayer functionality. Off-
the-shelf APs only allow a few parameters to be tuned thraugimpli ed web-based
interface. Some manufacturers support open source ptafeuch as OpenWRT [10]
and some testbeds [84] use these as their nodes. HowevanWWBJedoes not allow
access to the actual radio's rmware, making it limited imé@ionality relative to the
platform we describe in the next section. It is worth notihgttthere have been re-
cent efforts to make the rmware for some radios (e.g. Atis¢raore openly available.
However, these efforts are preliminary and support exastsemly a few platforms.

Low Power Embedded PCs:These PCs include the Soekris net4826 platform [14].
This is a single-board computer wittR&6MHz processor and28Mbytes of SDRAM.
It has two mini-PCI slots and is priced at $200. It also suppBower-Over-Ethernet
(PoE), allowing the device to be remotely rebooted by disgl®nabling the Ethernet
interface. However, the Soekris platform has some shoiitugsn For instance, our ex-
periments revealed that the Soekris becomes unstable Wwhenited-to-wireless traf ¢
load on the node is high. Furthermore, the platform is prilpauilt for low power en-
vironments. Thus, there are a number of power saving feathet are incorporated into
the platform. For example, the auto-halt feature for thekBsgowers down the CPU
when the number of interrupts per second decreases belosieups threshold. This is
undesirable for our system because it violates the tightrakred control requirement
outlined in the previous section.

Laptop PCs: Another possible choice for hardware platform was to uséofagp
as nodes. This approach has been used by Draves et al [56]e dtethree reasons
why laptops are not well-suited for our system. (1) Compaoesingle-board comput-
ers [14, 15], laptops are not as customizable, especiallgri@nd models where most
peripherals are integrated onto the mainboard to save @4taptops are more likely to
be vandalized or stolen than small embedded PCs that ar&ategmr to most people.
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Figure 5.1: AP locations are shown as the orange squares igube.

(3) Depending on the laptop's hardware, it is likely that iayngenerate a signi cant
amount of noise (due to the use of on-board CPU fans). As gegmon-intrusive
hardware is an important requirement, laptops are notldeitar our testbed.

Next, we present the details of the hardware and softwatevnaubsequently chose
for our testbed and discuss how it meets the requiremergepied in Section 5.2.

5.4 Design

Our testbed is deployed across two oors of the William Da@isntre building at the
University of Waterloo. It comprises a total 88 nodes. The layout of the nodes is
shown in Figure 5.1.

5.4.1 Hardware

Our WLAN testbed operates on the existing wired backbonéefdomputer science
department. We assign a separate VLAN for the testbed whiaked to route traf c to
and from the nodes and the controller. Therefore, the onlghirare we require is the
central controller and the testbed nodes (as shown in Fig@)e We now discuss these
two pieces in greater detalil.
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Controller: The central controller is implemented on a desktop PC. Trsktdp
is a dual core2:66 GHz machine with 2 GB RAM and Gigabit Ethernet connectivity.
The desktop serves two purposes. It acts as a central NF8rdervthe nodes that
remotely boot over the network. It also functions as the reémontroller for the cen-
tralized WLAN that con gures and manages the APs of the &ftbWe discuss the
software details of the controller in Section 5.4.2.

APs: Each of our APs is a VIA EPIA EN12000EG mainboard (having2aGHz
C7nanoBGAZ2 processor) with 1 GB of DDR RAM. This platform is saterably more
powerful than the Soekris platform described earlier. It ooly allows our nodes to
support high throughput and tight centralized control,thetlarger memory also avoids
expensive disk I/O potentially caused by paging. In additibe mainboard does not
contain any fans but instead dissipates heat via a largeshdathat sits atop the proces-
sor. This eliminates the noise factor almost entirely.

The VIA EPIA EN12000EG mainboard also features Gigabit Etee Furthermore,
to create Gigabit links from the central controller to ead, Aany of our nodes are
plugged into Gigabit Ethernet drops in the wiring clodefach wiring closet is subse-
quently connected to all others using optic- ber lines.

To log wireless trace data, we use a 40 GB Toshiba IDE haxe:-dnstalled at each
node. Some prior work uses diskless nodes that only mountage from the NFS
server [46]. We use a local hard drive for data logging to en¢race collection from
generating wired (NFS) traf c that may interfere with ourpeximents. Note that the
speed at which we log data is still limited by the maximum If@erface bandwidth
supported by the hard drive. In fact, our initial experinserdvealed that the default
disk access mode on our hard drives (termed Programmed@uput or "P1O") was
insuf cient for high-speed data logging. Therefore, we med this access mode to
Ultra-DMA which substantially improved disk I/O performas allowing us to log data
at rates higher than the link speed supported by the wiredetss. However, we note that
use of a hard drive may not be ideal because hard drives ane podailure. Neverthe-
less, because the hard drives function only as local stthreis failure is not catastrophic
because the primary lesystem is mounted remotely via NFS.

One drawback of the board we chose is that it does not comeintégrated mini-
PCI slots but instead has only one PCI slot (the wirelesssoaedwould like to use only

Lideally, these two functions would be separate but for the sd simplicity, we merge them into a

single host on our testbed
2We were not able to connect all APs to Gigabit Ethernet drapestd the limited number of such

drops. Instead, some APs were plugged iti@ Mbps Ethernet ports
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Figure 5.2: An Overview of our testbed architecture andcdsmponents

support mini-PCl). Therefore, we cannot attach two wirgliegerfaces on the boatd

To attach two mini-PCIl wireless interfaces, we equip eactienwith a Routerboard
PCI-to-mini-PCI adapter. This adaptor allows us to attggtiaufour mini-PCI cards on
the node. The drawback of this setup (and other similar qiiaa$) is that co-located
wireless radios can interfere with one another and thezefaust be shielded. In our
current setup, only one interface actually transmits ddidevthe other only passively
sniffs traf c. Therefore, it is not necessary to shield thetwireless cards from one
another.

The radios we use in our testbed are described next.

Intel 2915ABG Card: We use the Intel 2915ABG wireless card (with the/2200
driver) to act as the AP or client (depending on the node'sgumation). Through
our partnership with Intel, we have rmware access for trasdcand can tweak
low-level parameters not exposed by other commodity radiosinstance, we can
dynamically adjust the Carrier Sense Threshold (CST) ferrédio. To support
functionality for centrally measuring interference, we dhed the rmware to

3We require two interfaces, one for transmitting data andfoneapturing traf c
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support disabling of binary exponential backoff and seg@dhCTS-to-self packets
to silence the medium.

EnGenius EMP-8602 (Atheros) Card:The secondary radio serves two purposes.
First, it allows us to debug the operation of the Intel radimbserving packets that

it sends out. Second, it allows us to passively monitor traf realtime to observe
the performance of links in the network. After experimegtivith numerous cards,
we found the EnGenius EMP-8602 card (based on the Atherpset)ito be the
best suited for this purpose. We use thadwi -ng-r2657 driver with this card,
which exposes a signi cant amount of information on capdupackets. In addi-
tion, because MADWiIFi is open-source and supported by alagnmunity of
users, new features are constantly added and bugs xed iover t

One limitation of our hardware platform is it's power congution. Our nodes are
more powerful than the Soekris boards described earlieeréefbre, they draw more
power as well (approximately/8 W at peak power). This precludes use of Power-Over-
Ethernet (POE) and we therefore require both a power soactamEthernet connection
at locations where the nodes are installed. However, besa@gplace our nodes in closed
rooms/of ces (for security reasons), nding a power souctese to them is not too hard.

5.4.2 Software

The software architecture of our testbed is designed to@tigprobust and remotely
manageable system that provides easy-to-use tools foklgwon guring the network.
We brie y discuss this architecture next.

Node Software: Our testbed is con gured such that nodes can remotely boet ov
the network via NFS. This has a number of advantages. (1)dga¢Boftware updates
on the nodes requires only the NFS mounted image to be ugddtedur work, soft-
ware/code updates are frequent and involve making charmg#setkernel/driver and
userspace code. Individually updating software at eacle m@dedious, cumbersome,
and prone to error. (2) Itis possible to experiment withatint (Linux) kernel versions
that different network cards support. Using NFS, we canrééfesly switch between dif-
ferent Linux kernels for experimentation. (3) The 1 GB of DBRM allows each node
to store the NFS mounted kernel and lesysten600-700Mb in size) in main memory,
thus minimizing the amount of NFS traf ¢ that would be gertethfrom memory pages

4t is not necessary that all nodes mount the same image. Sayenount a differentimage, based on
the requirements for the experiment
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being swapped to disk. Nevertheless, the lesystem stildseto be periodically synced
via NFS with the central server.

Server Software: The central server runs Ubuntu 7.04, with the 2.6.20-15&elh
runs the TFTP, BOOTP, and NFS daemons to support remotenigoatid NFS for the
nodes. The server maintains a database of MAC addré#3snappings for all nodes
so that each node's wired Ethernet interface is assignedcuenP address from the
192.168.1. subnet. Wireless interfaces on the nodes are also assighaddresses
similarly, but from the 192.168.2.subnet. Nodes are con gured to use PXEBoot to
boot over the network and download the kernel via TFTP. Ohedeérnel is booted, the
lesystem is mounted (via NFS) from the central server.

Handling Failures:Recall that our nodes do not support Power-over-EtherredreF
fore, in the event that a node crashes or hangs during aniegyer we cannot power
cycle it by activating/de-activating the wired Etherndenfiace. Instead, we use the hard-
ware watchdog on the VIA EPIA EN12000EG mainboard. The hardwvatchdog is
comprised of two parts, a hardware countdown timer and aspaee software daemon.
The countdown timer's job is to count down to zero, startihg &hosen initial value.
Once it reaches zero, it performs a hardware reset. The a@&tdaemon operates in
userspace and resets the timer to prevent the hardware ésetting. It does this by
periodically writing to a hardware register that returns thmer to its initial value. If
the OS hangs, the timer reaches zero and causes a rebootthhiotiee OS could hang
during boot-up as well. To allow a reset in this state, wacHly compile the watchdog
into the kernel and ensure that it is the rst service to loading boot-up. Finally, as
an added safety feature, we also install a userspace miogitteemon (at the node) that
periodically checks for successful connectivity to the NiEBser and reboots the node if
it fails to ping the server after a number of attempts.

Network ManagementOne of the cornerstones of building an easily manageable
testbed is streamlining the process of con guring and mantpthe nodes in the testbed.
We implement standard testbed tools to facilitate netwoakagement. The tools are
divided into those that check the current con guration @& ttodes and those that modify
these con gurations. The modi cations range from making guration changes to the
wireless interface to initiating an entire system rebodiege testbed tools operate partly
on the nodes and partly on the central server.

Wireless Traf ¢ Monitoring: As discussed earlier, an important part of centralized
control is to enable high-speed logging of wireless traf\@/e covered the hardware
aspects of such logging in the previous section and now slésthe software aspects.
Traf ¢ logging is split into two parts. In the rst part, we gdure wireless traces and
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write them to the local disk on the node (during an experimeirt the second part,
we transfer the data from the disk to the central NFS serveiufther processing. For
the second part, we simply copy the logs to the NFS mounteziydeem image on the
node, which is then eventually synced with the central seiNete that simultaneously
copying these logs across all nodes generates a lot of tr&iherefore, we perform the
second part in sequence for each node. Also, if we are iniger@sprocessing the logs in
realtime, we do so at the nodes themselves and then send si@sofahese logs to the
central server. This reduces the overhead of sending raesm@ver the network, which
could cause congestion in the backbone.

5.4.3 Network Deployment

An important task during any enterprise WLAN deploymentegiding the placement
of nodes in the building. Traditionally, site surveys hawedgd such decisions. Most
testbeds today also use a similar deployment strategy [W6¢ontrast, our testbed is
deployed in a uniforngrid-like fashion. This method of deployment is motivated by two
trends. First, site survey-based techniques have beegljargsuccessful since network
usage patterns change over time (e.g. due to corporateicesing). Second, access
points (or nodes) have become increasingly cheap, thetlewig dense deployments.
This creates a network that has both greater coverage aateg@pacity. However,
increased density also brings about problems of interteréetween nodes, which needs
to be managed. Our testbed opens up the space for work offenetgce mitigation
and dynamic network re-con guration. We plan to study howwaek optimization can
handle dynamic changes that occur in a dense enterprise WH&Nce we create a
testbed of38 nodes, covering an area of 120m x 65m. In the future, we planstall
additional nodes and study the impact of increased netwenisity on overall network
performance.

5.5 Experiments

We now present some experimental results collected on stiyeld. The results show-
case the performance of our testbed with an emphasis ontirethroughput and
centralized control capabilities. We also comment on oygeeences with using the
testbed.
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Figure 5.3: Delays in each component of our testbed.

5.5.1 Performance
Path Latency

As a rst step, we were interested in characterizing theneye(or delay) that exists in
different components of our testbed. We did this by instnotimg the system with times-
tamps at different points along the controller-to-AP paihshown in Figure 5.3. These
delays were measured over a perio@d (the numbers in the brackets show the delay
variance for each component.). We observe that aside frendelay in transmitting a
frame on the air (which is xed), the remaining delay accaufar  30% of the total
controller-to-AP RTT. Furthermore, the total observedaggitter is close to 20Qus.
While these delay numbers are reasonably tight, in Chaptee 8how how to reduce
them even further by optimizing certain parts of the dat& pat

We also studied how well we are able to synchronize APs inesibed. As discussed
in Section 5.2, this is important to ensure that certaintaaictions (described in greater
detail in Chapter 6) occur simultaneously at the APs. Thaildebdf the experiments
conducted and their corresponding results are presenteeldtion 6.5.1.
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APID| 1 2 3 4 5 6
Mbps | 291 | 150 | 95.4| 95.3| 286 | 95.2

Table 5.1: Bandwidth measurements from the controller td°6 A

Network Throughput

Our aim in studying network throughput is to determine theacity of our testbed, or
how many users it is capable of handling. This allows us ta@gdts scalability prop-
erties, in the context of data plane centralization. Thragwut to be challenging for
two reasons. First, nding a large number of users (e.g200 400 for experimen-
tation is hard. Second, real-world workloads are typichllysty and vary considerably
among users [114]. Thus, vestimatecapacity by performing bandwidth measurements
between the controller and each AP in our testbed. Our gdal determine the peak
throughput achievable on any controller-to-AP link. Thigeg us a rough estimate on
the maximum bandwidth (or capacity) that the controller paovide to the network.
We conducted measurements with all APs, perforntinggrations for each. Note that
because we use a VLAN, our measurements are potentiallgtedfdy cross-traf c in
the backbone. To minimize this effect, we performed measargs at night and over
the weekend. Table 5.1 presents results&f@Ps in our testbed. Note that the band-
width to some APs is belo@w00Mbps. This is due to the presence of legd®p Mbps
switches that are still in use by our department. The departis currently transitioning
from 100Mbps Ethernet to Gigabit Ethernet. Once complete, we expegierformance
to signi cantly improve for lower bandwidth links as well. éNertheless, based on our
measurements, we estimate the peak capacity of our tested t 300Mbps, which is
close to the practical limit of Gigabit Ethernet [110].

To put these bandwidth measurements into perspectiveidmrite following sce-
nario. Suppose each user is running a bandwidth-intengplecation such as (MPEG-1)
video at a rate o1:5 Mbps [6]. Assuming that the users are uniformly distributethe
building such that no AP is overloaded, the maximum numbaersefs the testbed can
support is  200(given a peak capacity &00Mbps). This is the worst case because
user traf ¢ is typically bursty and it is unlikely that all ess will be streaming video
at the exact same time instant. Moreover, with recent adsitvideo compression
techniques such as MPEG-4 [4], bandwidth requirementshiesd applications have
gone down as well. Therefore, realistically speaking, estlied should be capable of
handling a signi cantly larger number of users than curiyeastimated.
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5.5.2 Experiences Using the Testbed

We now brie y report on some experiences using the testbed.

The testbed was relatively easy to manage. In most caségefaresulting from
power outages and node crashes were automatically hangltbeé hardware watchdog.
Nodes took 3 minutes to recover from a failureHowever, there were rare occasions
where some nodes failed to restart. These nodes were isaaeeghrough SSH) but
were connected to the NFS server, thus preventing rebaatheiwatchdog. To handle
these cases, we wrote a simple program (running on the denjrthat temporarily
blocked traf c to that node. This forced the hardware watmipdo initiate a reboot.
Once installed, this program resolved most of the remainimftandled failures.

Developing code on the testbed was also relatively®ed@gcause we are using NFS,
we implemented most of our algorithms on the controller.tifgsmodi cations to the
driver/ rmware was a simple matter of compiling the code ¢be controller), copying
it to the NFS mounted image, and loading it on the node. Forietttbns to the node's
kernel, a node restart was required.

5.6 Summary

Designing a centralized WLAN testbed on commodity hardwsua challenging prob-
lem. It requires carefully thinking through its requirenteeand identifying the correct
platform that meets these requirements. In this chapteconsidered a number of pos-
sible platforms for building a centralized WLAN and outlthéheir limitations. In doing
so, we presented the design of our own centralized WLAN éekthat has a number
of unique features. We presented some experimental resudtsowcase how well our
testbed is able to meet the requirements for centralizetlaofinally, we also discussed
our experiences with using the testbed and found that iti®nly easy to manage, but
also facilitates rapid development of protocols and athans that can be studied for
centralized control.

5This was con gured for the hardware watchdog at each node
SMost of our implementation involved modi cations to the i/ rmware of the Intel 2915ABG ra-

dios
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Chapter 6

Micro-Probing: Practically Measuring
Con ict Graphs for Enterprise
WLANs*

In this chapter, we describe our efforts towards practcadhlizing the con ict graph
measurement framework presented in Chapter 4. The regutiplementation (dubbed
"Micro-Probing'") represents the core contribution of tissertation and lays the ground-
work for novel and exciting research in the area of enteegN$&_ AN optimization (as we
discuss in Chapter 8). Micro-Probing is implemented antktesn the wireless testbed
described in Chapter 5. While we focus on the measuremanefm@rk in this chapter,
we assume the con ict graph model proposed in Chapter 4 sfdisisertation.

There is a signi cant gap between theory and practice wheigdeng protocols and
algorithms for wireless systems [79]. Practical consteireed to be accounted for in
the design of wireless protocols, thereby necessitatiagwerld implementation. While
implementing SMARTAS interference measurement framéyvate faced numerous en-
gineering challenges; such as the need for micro-secomti $gmchronization between
APs and accurate silencing of the wireless medium to prggeriduct interference mea-
surements. In addition, our implementation efforts als@aéed dif culties in correctly
implementing certain features of SMARTA, such as using gyten-the-air measure-
ments to detect carrier-sensing interference. This reduie-designing certain inter-
ference tests to overcome these practical challenges.eTdres other implementation
aspects are described in greater detail in this chapter.

1This Chapter revises a previous publication: [30] N. Ahmédismail, S. Keshav, and K. Papagian-
naki. Online estimation of RF interference. In Proceediofg8CM CoNEXT, 2008 (refer to Appendix
A)
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The Micro-Probing interference measurement frameworlsgted in this chapter
is subsequently used in two network optimization systemeifverprise WLANS. The
rst system (called "Overcast') is an optimization framewaohat supports mobility for
VoIP clients in single channel WLANSs. The details of Ovetaae described in Chapter
7. The second system (called "CENTAUR') is an optimizatianfework that supports
centralized scheduling of downlink data traf ¢ in entegaWLANS. We refer the reader
to [109] for details on the CENTAUR system.

The rest of this chapter is organized as follows. Sectiond@dcribes bandwidth
tests, the current state-of-the-art approach to con ietpyr construction. Section 6.2
covers the theory of micro-probing and Section 6.3 brie ymgares micro-probing with
prior techniques to con ict graph construction. SectiodA @iscusses the design of our
prototype implementation. Sections 6.5 and 6.6 benchmaeckorprobing's core com-
ponents and evaluate its performance against bandwidth tésally, a discussion and
some limitations are covered in Section 6.7.

6.1 State-of-the-Art

We now describe the details of the current state-of-thexpproach used for conict
graph construction [98], which we brie y touched on in Chap4. In this technique
(termed "Bandwidth tests'), a sender broadcasts packéte dtighest possible rate and
all receivers measure the packet delivery ratio, in thegmes and absence of simultane-
ous packet transmissions from a potential interferer. dfititerferer's presence causes a
drop in throughput at any of the receivers, we infer that aicbexists. For instance, if
we observe performance degradation when lidkand|2 are simultaneously active, we
say that those two links interfere. Note that interferenesvieen links is not “binary’,
but instead a ratio betwednandl, as we describe later. In Section 6.6, we discuss the
speci ¢ metric used by bandwidth tests to estimate the degfanterference between
pairwise links.

Bandwidth tests are prescribed for measuring the con iapyrfor a particular xed
con guration of the nodes. Typically, all nodes are assurtetransmit at maximum
power and use the base rate (i&Mbps) for their transmissions. Because measure-
ments are done in a pairwise fashion, the measurement critygke O(n?), where is
n is the number of nodes. Furthermore, to account for timgigrchannel conditions,
measurements are done over suf ciently long time periodadtor in the typical channel
noise. Measurement times are typically betw28and30seconds per link pair.

Because of their systematic approach, bandwidth testdéremaccurately estimate
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interference between links. However, there are some limita of this approach, in the
context of enterprise WLANS. First, this approach suffeosf signi cant measurement
overhead and can take hours to run even for a modest sizednet®20 APs. Second,

it requires that the network be idle for the duration of theasw@ements to preserve
measurement accuracy. This may be acceptable for measntargAP conicts (e.g.
overnight), but does not work for clients that come and gohe network. Finally,
bandwidth tests also require clients to report measurestieiie APs. These drawbacks
make them infeasible for online estimation of RF interfeenlhis motivates the design
of the Micro-Probing approach, which we describe in subsatisections.

6.2 Theory of Micro-Probing

In this chapter, we focus only on downlink con icts, i.e. #®due to traf c sent from
APs to clients. Because most traf ¢ in today's enterprise AMs is downlink in na-
ture [1], downlink con icts are the dominant form of interéace in enterprise WLANS.
Two types of downlink con ict can be captured in a conict gif& i) con ict due to
carrier sensing between contending APs, and ii) con ict tu@P-client collision (as
discussed in Section 2.2.2). Micro-probing implements tifterent tests to differen-
tiate between the two scenarios. While the collision-iretlitest is similar to the OAP
test described for SMARTA, carrier-sensing based con é&tsdetected using a different
approach, described next.

Testing for Carrier-Sensing interference In order to test for Carrier Sensing (CS)
induced interference, we need to have both wireless tratessitransmit at theame
time. Micro-probing instructs one ARP;, to initiate a series of broadcast transmissions
at well de ned time instant$;; t,; ::;; t,. AP;; is then instructed to also transmit at the
same time instants plus a slight offset 60 microseconds) to ensufeP; acquires the
channel rst. If AP;, is delayed by approximately one frame time before trartsrgit
we infer thatitis in CS range &P;. In our implementation, we use an estimate of MAC
service time (MST) to detect such an event (we discuss MSeiaildn Section 6.5).
Given that this test needs to be performed between eachfpails) the total number of
tests required i©(N ?), whereN is the number of APs in the network.

The carrier-sensing interference test above attemptseciexposed terminals. While
carrier-sensing allows us to determine whether two APsexposed' to each other, it
does not tell us whether disabling carrier-sensing (andatimg the links in parallel)
could lead to a collision at the receivers. We do not testhsr ¢ase because we assume
APs are 802.11 standards compliant and therefore do ndildisarrier-sensing to alle-
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viate exposed terminal interference. However, the desigmicro-probing is not averse
to such functionality and can incorporate it, should thatdmee necessary.

Testing for collision induced interference: To test for collisions at the receiver we
proceed as follows. We initiate a transmission betw&Bnand its client, saZ, at time
to. AP; is then instructed to send a broadcast frame at the same Ifird>; does not
receive an ACK within SIFS, we can infer a collision at theaiger. As in SMARTA,
this test is repeatenh times to account for temporal channel impairments fromcaiffig
our tests.

Collision induced interference can be observed only in tieeeace of carrier sensing
induced interference. If the AP cannot simultaneouslysnaibhwith a neighbouring AP,
then testing for collisions with that AP is unnecessary.d@ithat there are a total @f
clients (and therefore links) in the network, and there arg& APs that must be tested
for interference against each link, a total of O(CN) tesedt® be performed. However,
because some APs are likely exposed to each other, the nofrdagtual tests is expected
to be much lower.

Silencing: Note that, as discussed in Chapter 4, the interferencedestsibed above
would give incorrect results if they are conducted whileeottraf ¢ is being carried in
the network. To ensure that the wireless medium is silentheesl to force all APs and
clients in the neighbourhood to be silent. We do this by hgitire APs conducting the
test broadcast a CTS-to-self or Ack packet (with an appad@riNAV duration)before
initiating a test. We study the ef cacy of this method of sitgng in Section 6.5. To
ensure that the impact of silencing is minimized, we chobsestmallest possible NAV
that is suf cient to accommodate an active test. The durdioo an active test is typically
betweenl and2 ms, and depends on the packet size and data rate. This ogdghea
suf ciently small to accommodate even delay-sensitiveli@pgions such as voice, where
the typical inter-packet arrival time is on the order26f- 30 ms.

6.3 Comparing Micro-Probing with Prior Techniques

In this section, we brie y compare micro-probing with priapproaches to con ict graph
construction. To do this, we rst brie y cover existing agyaches to CG construction
and then qualitatively compare these techniques with rrpecodring where our goal is to
measure interference in an enterprise WLAN.

2We, as in prior work [98], assume good quality links
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6.3.1 Existing Approaches to CG Construction

Prior work on con ict graph construction can be categorizetb passive and active
technigues. We discuss each of them in turn.

Passive

Passive approaches collect traces using monitors depiby@aeyhout the building. Mon-
itors are dedicated hardware devices that sniff wireled<tand collect traces in order
to perform management tasks. The traces are processed atralized aggregation
point and are subsequently fed into interference inferenalgorithms. Jigsaw [51] and
WIT [85] are examples of systems that adopt passive tecksigPassive techniques are
also popular among enterprise vendors such as Aruba [Ihapity because they don't
introduce any traf c into the network for measuring intedace. Nevertheless, their
predictive power is heavily dependent upon on how densaynthnitors are deployed
in the building because with increasing density the prdidglihat a monitor is close
to any given link increases. Furthermore, passive teclasigredict interference from
collected traces, hence they are likely to be less accunate techniques that actively
measure interference.

Active

Active approaches inject control traf ¢ into the networkestimate interference between
wireless links. There are two categories of such active@gares: pure measurement
techniques and measurement-modeling techniques. Pursureezent techniques in-
clude bandwidth tests and estimate interference in the eradescribed in Section 6.1.
In what follows, we discuss the second approach to actieeference measurements.

Reis et al [105] propose an optimization for bandwidth tegtere they combine
measurements with the SINR model to reduce the overall numbaeasurements.
Their work was recently extended for the case of multipleri@rers, carrying differ-
ent amounts of traf ¢ load [76, 101]. An element common tosalth modeling-based
proposals is the use of RSSI to predict interference. Uanfately, RSSI is only available
if the 802.11 preamble for a packet is received correctty, the interferer is likely in
communication range of the receiver. Lee et al [81] addiigsditmitation by proposing
the use of two radios: a high-power radio to reach interfemartside of communica-
tion range and a low-power radio for normal communicatiorevéttheless, like band-
width tests, these measurement schemes also require @esgfistics, which makes
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Passive Active Micro-Probing

Low Control Overhead X 7 X
Accuracy 7 X

No Network Downtime X 7 X
Low Feedback Delay 7 7 X
No client modi cations X 7 X
Captures Weak Interferers 7 X X

Table 6.1: Comparing active, passive, and micro-probingrigues

them harder to deploy in enterprise WLANs. Moreover, thesbiiques are likely to be
less accurate than pure measurement schemes becausertbey p@ver measurements
and infer interference based on models that make simpgjfgssumptions about the RF
environment.

There is also work that combines active and passive tecbaitumeasure interfer-
ence, called CMAPs [118]. CMAPs opportunistically disa@vexposed terminals by
rst disabling carrier-sensing and observing link perf@amee. If the performance de-
grades, carrier-sensing is enabled on the link. Howeverdithitations of this approach
are (i) It requires the interferers to be in communicatiamye and (i) It requires client
modi cations to report packet delivery statistics. Asiderh the interference mapping
schemes discussed above, there is also work on studyingniexpof RF interference
in 802.11 networks. Niculescu et al. [97] highlight projpestthat can reduce the overall
complexity of measuring interference. These propertiekide linearity of interference
with respect to the source's sending rate, and independ#oeltiple interferers. Das
et al [54] study remote interferers that do not individuatiierfere, but when combined
can cause signi cant interference. However, they pointtbat the occurrence of this
phenomenon is rare. These studies add signi cantly to odetstanding of how RF
interference impacts link quality and performance in IEER.81 networks.

6.3.2 Comparison Summary

We broadly classi ed prior work as either passive or actiVee main underlying theme
is that while passive techniques incur little to no cost g of measurement overhead,
they are less accurate than active techniques. Conveastile techniques are more ac-
curate than passive techniques but suffer from high ovelthBais dichotomy motivates

92



the development of a new approach that captures the bestroioolds. Micro-probing
Is an attempt to achieve this objective.

In order to put active, passive, and micro-probing techesgimto perspective with
one another, we rst outline the key features that are nesgd®r building an online
interference estimation system. These features are listédble 6.1 and discussed in
greater detail next.

Control overhead indicates whether or not a technique regine use of measure-
ment packets to estimate interference. Active technique®mmition require such pack-
ets while passive techniques do not. On the other handegetthniques are highly accu-
rate because they directly measure interference betwaesmihereas passive techniques
only predict the same. However, some active techniquesreegucessive downtime for
measuring interference while passive techniques do ndh &tdive and passive schemes
suffer from high feedback delay (i.e. slow response timegahse active techniques
have a lengthy measurement cycle whereas passive teckitigue a lengthy processing
cycle (trace merging/synchronization, time series amglytc). Active techniques also
require client statistics and therefore are not legacygadible. Finally, weak interferers
(i.e. those outside of communication range of the targ&) lame hard to capture using
passive techniques while some active techniques (e.gwdtidtests) can capture such
cases. In summary, both active and passive techniques tdelish one feature neces-
sary for online estimation of RF interference. In contrasicro-probing incorporates
all these features and is therefore our technique of chaiceriline estimation of RF
interference.

6.4 Design and Implementation

In this section, we outline the design of our micro-probiggtem. A high-level overview
of the architecture is shown in Figure 6.1. It consists of @treg controller that sends
probing requests to APs and APs that carry out experimentsespond with results.
We describe the details of our implementation next.

6.4.1 Controller Implementation

For the implementation, we used the testbed described ipt€h&. Therefore, the
central controller was implemented on a standard Linux gsRC, connected to the
APs via a wired backplane comprising bdi®@0Mbps and Gigabit Ethernet wiring. As
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Figure 6.1: High-level overview of Micro-Probing Architeice

explained earlier, our testbed operates over our depatBneined backplane (using a
VLAN) and we do not use a dedicated backbone for our netwohlerdfore, our active

tests can suffer from cross-traf c in the backbone. We eatduhe impact of such traf ¢

in the next section. The central controller software waslamgnted in user space for
extensibility and exibility.

6.4.2 AP Implementation

As explained in Chapter 5, the APs consist of:2 GHz VIA Processor [15] withl
GB of DRAM. We installed the 2.6.16.19 Linux kernel on the A&ed implemented
Micro-probing on the Intel 2915ABG card.

The software architecture of the AP is shown in Figure 5.3coltsists of three
parts: (i) the ethernet driver that receives commands flacontroller, (ii) the wireless
driver that executes these commands inside the kernel,iigrttid rmware/microcode
that interfaces with the wireless driver and sends out theayprobes. We discuss our
modi cations to each part next.

Kernel/Driver Modi cations: To minimize processing delays while forwarding
probe requests from the wired Ethernet interface to thelegseinterface of the AP,
we implemented a direct driver-to-driver (D2D) communigcatpath, where the Ether-
net driver directly invokes functions implemented by theel@ss driver. This bypasses
time-consuming packet processing tasks and other unpabtkcin-kernel events that
can affect the accuracy with which micro-probes are synmubkea over the air. When a
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micro-probing request is received on an AP's wired integfats embedded command is
parsed, and the appropriate wireless operation is imnedgliaivoked.

On the reverse path (AP Controller), the AP uses an in-kernel raw socket to send
responses (to micro-probing tests) back to the controllsing the controller's IP ad-
dress). Note that raw sockets can only be used for sendirg{zaaot receiving them.
The controller receives responses by capturing packetseoagpropriate Ethernet inter-
face.

Firmware Modi cations: The Intel 2915ABG NIC software comprises of two parts:
1) Firmware that interfaces with the wireless driver, and Mjcrocodethat interfaces
with the rmware. The rmware implements an RTOS (Real Timpédating System),
responsible for handling macro-timescale operationsh siscAP beaconing. The mi-
crocode consists of a set of specialized hardware acdelerdliocks that are used for
micro-timescale operations, such as counting down badkuotrs for IEEE 802.11's
randomized backoff algorithm.

We modi ed the rmware and microcode running on the wireld$kC to support
transmission of micro-probes from within the rmware. Ctmsting a probe packet
in the driver would require a DMA-copy of the packet from kelrspace to rmware
memory. This is unnecessary since the payload of the probesnt carry any useful
information. Note that this implementation choice has rfeafon the applicability of
micro-probing but is simply a way of eliminating unnecegsarocessing overhead in
the driver.

As discussed in Chapter 2, Binary Exponential Backoff (BB standard mecha-
nism by which 802.11 compliant devices coordinate accegetmedium. Such medium
access techniques are unsuitable for micro-probing bedhey prevent the interference
scenarios (outlined earlier) from occurring. We therefdisable randomized back-off
when sending out probes. Note that we only disabled bacfeotiur micro-probes, not
other packets. Therefore, all of our extensions in the driv@ware, and microcode are
802.11 standards compliant.

Silencing: Silencing the network is a crucial requirement for microfpng. It is
challenging to achieve because the environment may be gi@pliith both 802.11 as
well as non-802.11 devices such as microwave ovens andcesgrghones. In our system,
we achieve silencing by instructing the driver/ rmware tngl CTS-to-self packets with
a duration equivalent to the execution time of an active tddte silencing packet is
transmitted immediately preceding the micro-probe traasion and this is performed
before each and every test. We present results on the effeetis of silencing in Section
7.3.
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Synchronization: The controller communicates with the APs participating test
using a single broadcast UDP packet sent over the wired LAl Jerves two purposes.
First, it tells an AP what to do during a test. We use a singitercbpacket to encode mul-
tiple actions, one for each APSecond, it allows us to synchronize APs to one another
through the use of wired MAC layer broadcasts to suppefgrence-based broadcast
synchronizatioffRBS) [57]. Reference broadcasts use the packet's timeavofal at the
APs tomutuallysynchronize them. A key underlying assumption is that alé Aéteive
the broadcast packet at the same time instant. In the netibisewe evaluate the ex-
tent to which RBS-based synchronization can be achievede Nhat synchronization
accuracy is dependent on the transmission duration of thieegr For a probe of size
1400bytes, the transmission duration is approximat@O0us, até Mbps. Therefore,
synchronization to within a few tens of microseconds is signt for micro-probes of
this size.

We now brie y describe two alternative approaches that wesatered before decid-
ing to use RBS-based synchronization. The rst approachTi®¥ased synchroniza-
tion [9]. Here, the controller is the master and the APs acslases. The master's job is
to periodically synchronize the slaves to it's own clock.fahtunately, NTP is known to
provide accuracies in the rangebf 5ms, which is inadequate for our purposes.

The second approach is to synchronize APs with the help oftilg&#stamps encoded
in the Beacons of neighbouring APs, as is done in [51]. Howetés approach is
signi cantly more complex than RBS-based synchronizati®he complexity arises in
scenarios where the APs performing the test are not in conuation range of each
other and therefore can't decode one another's Beaconsiidrstenario, a third AP's
Beacons (that is in range of the other two) is required to sttpggynchronization of the
two APs. This is a signi cantly complex process, and as wenaslater, is unnecessary
because we can achieve similar levels of accuracy usingrtigesand lightweight RBS-
based approach to synchronization.

6.5 Performance of Micro-Probing

The effectiveness of micro-probing depends on: 1) ourtgtiditightly synchronize APs,
2) our ability to silence the network before an experimentl 8) our ability to use MAC
service time (MST) as a mechanism to detect carrier-sensohgced interference. In
what follows, we evaluate the effectiveness of these tegles.

3Note that we only require a few bytes of information per AR/e®ian Ethernet MTU 0£400bytes,
we can easily scale to a large number of APs
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6.5.1 AP Synchronization

Our evaluation of AP synchronization is subdivided into:Characterization of delays
in our system, and 2) Analysis of the degree to which our mpabes can be synchro-
nized.

Delay Characterization

In Chapter 5, we studied the path latency of the wirelesbeelsthat we deployed to test
micro-probing and other centralized control algorithm® fdund that the one way delay,
excluding the wireless transmission delay, accounted f@0% of the total end-to-end
delay. In this section, we re-measure these delay valuéthisuime also implement the
driver-to-driver (D2D) optimizations discussed in Sent&4.2.

As expected, we nd that apart from the D2D delay (see Figu8,all other sys-
tem components exhibit approximately the same delay. Hewehie D2D delay falls
dramatically from333us 63usto 27us  15us, representing an almo4&e fold im-
provement. Furthermore, the total delay jitter falls to10Qus, which is remarkably
tight*. This highlights the importance of optimizing the data pa¢hween the controller
and the AP. Next, we test how tightly APs can be synchronizaadguthe wired broad-
casting approach described in Section 6.4.
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Probe Synchronization

We now investigate how tightly probe transmissions canadlstioe synchronized over-
the-air using RBS-based synchronization. We select vedoam AP pairs from our
network. For each AP pair, we send a stream of probes from dh&aller to both
APs. On each AP, we use its secondary radio to capture padkeésto power capture
effects, all collisions at the secondary radio of the AP as®lved in favor of that AP's
transmitting radio. To decipher whether or not the APs wereikaneously transmitting
micro-probes, we analyze the traces that were collectechéyséecondary radios. We
synchronize them to a common time base, in order to correlsats between traces.
For synchronization, we use reference beacons from a thirthAt is in communication
range of the two transmitting APs. Because beacons arentiiad at100ms intervals,
we are able to re-synchronize the traces evddl§ms, within which the effect of clock
drift is almost negligible [51]. We then compute the diffiece in the start times of the
micro-probes and plot them for all such packets.

Figure 6.2 shows the result of the experiment for one of thepalps (start time
difference is shown on a log-scale). We observe that thé tatae difference is mostly
on the order of tens of microseconds. The CDF of the plot inifed.3 further indicates
that most of the mass lies between 40us. Figure 6.4 summarizes our results across all
ve AP pairs. Again, we observe that most points lie in t® 25usrange. Based on the
synchronization requirements we outlined in Section 6.#h&se results provide strong

“Note that the total delay jitter sees improvements in thevéod and reverse directions of the path
from the controller to the client.
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empirical evidence that RBS-based synchronization islhigfiective in synchronizing
APs at micro-second level granularity.

6.5.2 Silencing Ability

We now examine an AP's ability to silence the network for shpmriods to perform a
micro-probing experiment. We outline two scenarios in whie test silencing:

Scenario 1: (Co-located Enterprise WLAN): We study the effectiveness of silenc-
ing when both our testbed and our department’s enterpris@MV[1] are operating
on the same channel (using IEEE 802.11b/g).

Scenario 2: (Standalone Enterprise WLAN)We study the effectiveness of silenc-
ing on a channel not occupied by our department's WLAN (uslittge 802.11a). In
this scenario, we generate UDP streams from several APs moowounetwork and
observe how effectively a co-located AP is able to silena slata traf c.

We evaluate these two scenarios to understand how welksgilgmvorks in the pres-
ence and absence of other co-located wireless networks.e$Veitencing using both
CTS-to-self packets (used in 802.11g "protection moded) Aok packets with an ap-
propriate NAV duration. Since both approaches yield sinriésults, we report only on
the former.

Our experimental setup is as follows. One AP broadcasts 03s®If packets (with a
NAV=1 ms?®) at regular intervals and we use its secondary radio to gbghe environ-
ment. The secondary radio records the time period betweeart of the CTS-to-self
transmission and the beginning of the next received patiitéis interval, referred to as

SWe studied silencing for NAV values of up 8ms and obtained similar results
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theinter-departure timeis greater than or equal to the NAV value listed in the CTS-to
self, then silencing was successful. Otherwise, it was Tmensure that the CTS-to-self

packets are correctly received at the neighbouring APs,laeephe secondary radio of

these APs in monitoring mode.

Figure 6.5 shows a plot where no silencing was performedfhéwas set tolus),
whereas Figure 6.6 presents results for silencing with a MAYms (for scenario 1).
Comparing these two plots, we can identify a signi cant tdugg of data points around
the 100Qus mark on the second plot. This indicates that silencing ig ablsuccess-
fully silence some nodes. Upon further investigation, wd that CTS-to-self silencing
managed to reduce the number of packets withinthe100Qus range by only about
66% compared to the case when no silencing was performed. Wedprtwo explana-
tions for this observation. First, we believe that the AR# #re part of our department's
wireless network do not comply with the IEEE 802.11 standard ignore silencing
packets. Second, because of the unpredictability of RFakigropagation, there may
still be neighbouring APs that do not correctly receive QdSelf silencing packets.
This motivates a coordinated approach to silencing wheighbeuring APs also send
out silencing packets. We discuss this approach in greatail ih Chapter 8.

Figure 6.7 presents results for scenario 2. In this case bseroe that the silencing
period is almost always obeyed, wié9:92% of the packets lying outside the silencing
periof. From this result, we argue that silencing is highly effeetin cases where
devices properly implement the IEEE 802.11 stanfard

SNote that for this scenario, we generated traf ¢ at rate$lgigough to saturate the medium
"We veri ed compliance for the wireless device vendor we useaur testbed

100



100 : : F ..............
80 0 e
" 60
®
40 ¢
20
AP 1 --emeee-
0 AP 2 ——
0 2000 4000 6000
MAC Service Time (uSecs)
Figure 6.8: CDF of MST without staggering
100 50Us - 100 [T 50us
100us - 100us — -
80 1 200us -~ ] 80 1 200us -~
300us 300us
60 | 400us 60 | 400us
40 t 1 40 ¢
20 t 1 20 t
0 I — ‘ 0 ‘ ‘
0 2000 4000 6000 8000 0 2000 4000 6000 8000
MAC Service Time (uSecs) MAC Service Time (uSecs)

Figure 6.9: CDF of AP1 with staggering  Figure 6.10: CDF of AP2 with staggering

In summary, the results of our investigation lead us to thieweng conclusion: In
general, silencing appears to be an effective tool for geirgy an interference free en-
vironment. However, its effectiveness depends on whetbdocated 802.11 devices
correctly implement the standard and are actually abledeive silencing packets trans-
mitted by the intended APs.

6.5.3 MAC Service Time

In Section 6.2, we proposed the use of MAC service time toalegarier-sensing inter-
ference. We de ne MAC service time (MST) as the time takenh®y/wireless rmware
in processing a packet transmission request. If duringttfms, the NIC carrier-senses
another transmission, it backs off and thus takes a longe to process the transmis-
sion request. Therefore, an increase in MST is indicativeaafier-sensing interference,
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and micro-probing uses this method to detect such caseshdhfallows, we assess the
accuracy of using MST in detecting carrier-sensing interfee.

Our experimental setup consists of a pair of APs whom weunsto simultaneously
transmit probes, while we record the MST values in the rmevaFigure 6.8 plots the
CDF of the MST values we collected at the two APs. Observett®aMST is clustered
at two points 200Qus and400Qus). The fact that the second value is twice the rst,
indicates that the APs are backing off to each other's trassions (given that the packet
size and transmission rate are the same for both probes)evmnnote that neither of
the APs always wins access to the channel before the otheseqaently, the measured
MST values uctuate considerably across runs, making pregation of aggregate results
dif cult. To address this issue, we ugpacket staggering

Packet staggering slightly delays transmission of one ARibe so that the other
AP's probe always wins access to the channel, if they are atiytexposed. This causes
the rst AP's MST to almost always be higher than the second.onhis allows us to
accurately determine that the rst AP carrier-senses tlvers#, as seen in Figures 6.9
and 6.10. By staggering fd&0 us, we see an almo&0% improvement in detection
accuracy. A larger staggering interval improves accuracthér because it envelopes
probes that are affected by random in-kernel delays. H&&&, combined with packet
staggering is able to detect the presence of carrier-sgindierference between pairs of
APs with a high degree of accuracy (i.e., 90% and above).

6.5.4 Summary

We have veri ed that the three important requirements ofroygorobing can be met
in practice: 1) AP synchronization using wired MAC-layeoadcasts that achieves syn-
chronization accuracies on the order of tens of microsex@jdilencing using 802.11's
virtual carrier-sensing mechanism that works well esplgcia the presence of 802.11
compliant devices, and 3) MAC service time to detect cags@rsing interference that in
combination with packet staggering achieves accuraci®@®uf and above.

6.6 Evaluation of Micro-Probing

We now proceed to evaluate the accuracy and overhead of 4qmiolmng with respect
to bandwidth tests. We rst outline our evaluation methadpl and then present our
results.
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6.6.1 Evaluation Methodology
Testbed Setup

We compare micro-probing with bandwidth tests on the 38enweiteless testbed de-
scribed in Chapter 5. We use a data raté bfbps for all our experiments. Furthermore,
we usel400byte packets because we want to study the effect of interéeren real-
world data traf c, which typically uses packet sizes equalthhe Ethernet MTU. Our
experiments use IEEE 802.11a, which is minimally used bgrotletworks in our build-
ing. For bandwidth tests, we generate traf ¢ at rates highugih to saturate the medium.
At the receiver, we measure the packet delivery ratio fohda&.

For micro-probing, traf c is generated by the controlledgsrobe requests are broad-
cast to APs at 10 ms intervals. The value of the control patame (the number of ex-
periments to perform per link) is xed &t0. We later show how we empirically derived
this value for our testbed.

Evaluation Metrics

We compare bandwidth tests and micro-probing using thed®dast Interference Ratio
(BIR) metric proposed in [98]. The BIR for bandwidth testsc@mmputed as follows.
We rst measureR g , the number of packets received by node B on link AB when
all competing nodes are silent. We then mea$itg, the number of packets received
by B on the same link in the presence of a competing tranan@itt®ecause antennas
are omnidirectional, it does not matter whom C is transngttio—in other words, all
links with C as the transmitter are potentially in con icttwilink A ! B. Then, BIR is
computed as:

BIR = R$; =Ras (6.1)

Note that a BIR of 0 means that linklAB cannot deliver packets when C is active.
This indicates that C and A are hidden terminals with resjpeBt A BIR of 0.5 indicates
that A and C share the air, when A is communicating with B, \Wwhteans that A and
C are exposed terminals. Finally, a BIR of 1 indicates thab€schot interfere with link
Al B8

8We note that this metric is a slight modi cation to the onegimially proposed in [98], which combines
the interference effects between link pairs into a singl&ime
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For micro-probing, the BIR value is computed in the same waghown in Equa-
tion 6.1. However, the numerator for micro-probing is diffiet from bandwidth tests.
The value in the denominator is the same because this isrtkeldlivery ratio in the
absence of interference. We now focus on computing theetgliratio in the presence
of interference.

Carrier-sensing interference: To estimate the impact of interference between two
carrier-sensing senders, we adopt the following appro¥dh.rst send out probes syn-
chronously from both APs. I is the total number of probes sent out, then the number
of timeslots for transmission in an interference-limitedsario would b@é+2 (m n),
wheren is the number of “timely” successful transmissions. Notltat each transmis-
sion that was delayed will take 2 time slots and thus we havaubiiply m n by 2.
Therefore, the drop in delivery ratio representing the iotjgd interference between the
two links is de ned as:

DRinterference = m:(n +2 (m n)) (62)
Note thatR$; in Equation 6.1 an®R inerference  iN Equation 6.2 both amount to
number of packets transmitted per unit time and thus are acahje.

Collision-induced interference: In this case, the drop in delivery ratio due to inter-
ference is simply the number of successful packet deliggnieover the total number of
testsm.
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DRinterference = N=M (6.3)

The goal of micro-probing is to quickly determine interfiece between pairs of links,
which can be done within a few milliseconds. This capturesapshot of interference
between pairs of links and not the long term effect of intenfiee. This can be problem-
atic for weak links where channel conditions vary considgraver time. For such links,
micro-probing can be run multiple times to capture the largitaffects of interference
on the link.

We perform20 iterations of each experiment and plot the mean and medi& BI
across different link pairs. Recall that for micro-probivg have no knowledge of re-
ceiver statistics and thus estimate BIR based on informat@ilable at the sender.

In prior work [97], it has been shown that bandwidth testsdn@dy be run on nodes
with good link quality, because poor links would rarely bé&ested during client associ-
ation. Therefore, to do an apples-to-apples comparisorcomwgare micro-probing with
bandwidth tests only on "good' links. We use the ETX metrig]for this purpose. ETX
describes the quality of a bidirectional link, i.e., the egfed number of transmissions
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required to send a packet in either direction of the link. \Wea six AP-client links
(i.e. 12nodes) whose ETX metric [53] in both directions is smallertithree. For these
links, we obtain a fairly diverse set of interference scersaand choose a total &0
such scenarios. In what follows, we refer to each interfegestenario as a “link pair'.

6.6.2 Accuracy

Mean BIR: Figure 6.11 shows the mean BIR of running bandwidth testsraitdo-
probing on21 of the 30 link pairs. We observe thdt4 out of the21 link pairs have
almost identical BIR for micro-probing and bandwidth testour link pairs show a
variation of less than 20%, while the last three show a fdaftge variation in values.
We also observe from this gure that most BIR values lie aittlese to 0.5 or 1. This
indicates that many links are either isolated from one arotin suffer carrier-sensing
interference. Only links appear to be suffering from hidden terminal affectseve the
BIR is betweer0:1  0:3.

Figure 6.12 shows a scatter plot of the mean BIR computedjusiaro-probing and
bandwidth tests (we remove one clear outlier point from tleg)p We also show the
y = X line for reference. We see that many data points are clustdose to this line
(correlation coef cient9:8), with a few largely deviating from it. As observed earlier,
we clearly see a clustering of points close to 1 and 0.5, atolig a larger presence of
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isolated and exposed terminals than hidden terminals.

Median BIR: We also compare the median BIR of micro-probing and bandwidt
tests, to examine whetherdividualruns have a large deviation in value between the two
schemes. Figure 6.13 shows a bar plot of the median BIR oftbesthemes. We nd
that this plot agrees well with the mean BIR shown earliafidating that individual runs
do in fact match fairly well with the mean value across thasesr

Degree of Error: We also quantify the degree of error in the values computeajus
micro-probing and bandwidth tests. We plot the absolutiedihce between themean
BIR values of micro-probing and bandwidth tests acros3thénk pairs (Figure 6.14).
We observe that approximately 60% of the link pairs have eor ef less tharD:1. Due
to the unpredictable nature of RF signal propagation, weebelthat this falls within
the margin of error for computing BIR. Our results also shtatt80% and 97% of
the link pairs have absolute errors of less tiehand0:4 respectively. These results
again con rm that the BIR computed using micro-probing ellgscorrelates with that of
bandwidth tests for most link pairs.

Impact of m: In all earlier tests, we xed the value of m (i.e. the numbeegperi-
ments to perform per-link) t@0. We now study the sensitivity of BIR to the value of m
selected for micro-probing. To do so, we perform an expenimath m = 50. We then
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sub-sample the results for different valuesto&nd compute the corresponding degree
of error for the mean and median BIR as was done before (seedsi®.15 and 6.16).
Contrary to intuition we observe that the mean degree of dérebween micro-probing
and bandwidth tests remains constant across differenesatm. When we zoom into
the left hand side of the graph, we observe that there is omgrginal increase in error,
as we decrease the valuerof

We also plot the median degree of error (Figure 6.16) andragbsesomewhat larger
variation for different values ofn, as is expected. However, even for the median, we
observe that the increase in error due to small values i3f not too high and remains
within  0:1 of the median fom = 50. This leads us to believe that even small values
of m are suf cient to yield close to the same level of accurasyarge values. To inves-
tigate this further, in Figure 6.17, we show con dence intds for the mean BIR across
different values of m foB link pairs. The intuition behind selecting the3dink pairs
is to study variance across link pairs with high, moderate, law BIR. The con dence
intervals in Figure 6.17 show that the variance stabilizetha value of m goes beyond
15. This result provides a basis for selecting a suf cientlyadivalue of m that works
well for most links.
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6.6.3 Overhead

We now compare the running time of micro-probing and bantiwiests on two topolo-
gies (see Table 6.2). On a small topologyl@nodes (6 APs, 6 clients), we observe a
speedup oR02 On a larger topology 020 nodes (10 APs, 10 clients), we observe a
speedup ofi18 These results con rm that micro-probing substantiallgiuees execu-
tion time as compared to bandwidth tests.

We also present the mean running time of micro-probing orrdiebasis. Figure
6.18 presents thRound Trip Timgin s) of a micro-probing test (for a probe size38f0
bytes). RTT is de ned as the time elapsed between the poartdhtroller sends a micro-
probing request to the AP, to the time it receives a respomsthét request (measured
at the controller). We observe that the RTT for all tested As betweernl100and
1300 s. Considering 4300 s RTT per probe and a value of 15 fior (from Section
6.6.2), we estimate that micro-probing requires a runnimg tof approximately20ms
per-link’. By comparison, bandwidth testing requires a measurenrastdf 20 30
seconds per link [98], which is approximatel@00 1500times slowel’. This again

9Note that this can be reduced by using smaller duration grabsupport applications such as VoIP
10we only observe a three orders of magnitude speedup in cograph construction time because we
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Measurement | Running Time| Running Time
Scheme (12 nodes) (20 nodes)
Bandwidth Tests  16.2mins 1hr 11mins
Micro-Probing 0.08 mins 0.17 mins
Speed-up 202 418

Table 6.2: Overhead of bandwidth tests and micro-probingnoall and large topologies.

illustrates the gains from using micro-probing over bardttvitests in terms of reduced
measurement overhead.

6.7 Discussion

We now brie y comment on the scope of Micro-Probing. MicromBing has been pro-
posed for measuring interference in enterprise WLANS. Higgaid that, there are a few
points worth highlighting in regards to this approach:

Tight Centralized Control:The need for tight AP time synchronization, silenc-

arti cially introduced delays in between our interferertests. This was to prevent crashes of the wireless
radio rmware, which we observed was unstable when interiee tests were conducted back-to-back
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ing, and modi cations to the lowest layers of the networkstgck, all make im-
plementing micro-probing an engineering challenge. Is thork, we show how
we can overcome these challenges using a variety of tecksitpat put together,
demonstrate the real-world feasibility of micro-probing.

Milli-second Level Samplingvlicro-Probing measures interference at millisecond
level timescales. Such small sampling intervals only alkiw capture a snapshot
of interference between link pairs in the network. Therefanicro-probing may
not capture the mean impact of interference between¥nks such situations,
the mean impact of interference can be derived by re-meaagimierference at
different times and computing the mean across these measatge as an estimate
of pairwise interference between links.

Centralized enterprise WLANSur current implementation of micro-probing tar-
gets centralized enterprise WLANs and does not apply tordesdezed networks.
We believe this design choice to be reasonable as a majdritigeoenterprise
WLAN industry has begun shifting towards centralized WLANS reasons out-
lined in Chapter 3.

However, we have shown that for most links, sampling at thigscale is suf cient to characterize
interference between links
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Single Administrative Domainvlicro-probing functions across a single adminis-
trative domain, i.e. all APs are under administrative colntf a single enterprise.
To allow it to function across multiple administrative damsg mechanisms such
as those proposed for IEEE 802.11v are necessary that destenaard upon
which heterogeneous enterprise WLANS are able to commigica

Micro-Probing can be applied to other wireless systems dk wiech as wireless
mesh networks (WMNSs), sensor networks, and agile specthamrg) systems such as
cognitive radio. For WMNSs, while techniques such as silegare applicable to clean
the air for interference tests, other mechanisms such ahesymzation require design-
ing new techniques that can operate without the help of adtiekbone. In this regard,
approaches such as beacon-based synchronization can e dppachieve the same
effect [51]. Other mechanisms such as the use of MAC Seniioe TMST) for discov-
ering carrier-sensing interference can be applied to desdeaed WMNSs.

Aside from it's application towards measuring interfereriigr various wireless sys-
tems, the core components of micro-probing have generdicagipn to other problems
as well. For instance, the silencing technique proposedusmitork has been successfully
applied to the problem of increasing VoIP client capacityd02.11 networks with legacy
clients [71]. Furthermore, the MAC Service time metric césode used to estimate the
total load being experienced by an AP [86].
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Chapter 7

Overcast: Supporting VolP mobility
using Con ict Graphs

In this chapter, we present a scheme that uses the micreagreisstem in chapter 6 to
optimize performance farontinuouslymobile VoIP clients. Note that while we focus on
VoIP in this chapter, the proposed system is equally apiplécto other delay-sensitive
applications as well (e.g., video). Continuous mobilitydesned as mobility where a
user actively uses the network as he or she moves about inuilténly. Supporting
continuous mobility for VOIP clients is a challenging pretsl [94]. This stems from two
factors: (1) Handoff delays that cause service disruptions, andn@yference from
co-located devices that increases VoIP loss rate and eadetaelay. VoIP performance
is determined by two metrics: loss rate and delay jitter. YalP, losses are due to
packet losses as well as losses from packets that arrivateat the client, i.e. those
that exceed the delay budget for VoIP applications (typic200ms). In this chapter,
we present a system (dubbed "Overcast’) that addressesph@asdems, providing good
Quality-of-Service (QoS) to continuously mobile VoIP clis even in the presence of
interference.

The rest of this chapter is organized as follows. In Sectidn We motivate the
problem of supporting continuous mobility for VoIP clientsenterprise WLANS. The
design goals for our proposed approach are discussed iiw®&c2. In Section 7.3, we
quantify mobile VoIP performance in present day enterpfideANs. We then present
the architecture of Overcast in Section 7.4 and study thaaingf different AP selection
algorithms in Section 7.5. We evaluate the performance @r€ast in Section 7.6, and
end with related work and discussion in Sections 7.7 and&s®ectively.

Note that we assume dense deployments and blanket wiredgssage in the enterprise, and thus
ignore problems arising from coverage holes and poor siguality
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7.1 Motivation

Falling prices and demand for a mobile workforce have caaspibliferation of wire-
less LANs in modern enterprises [113]. In recent years, thergence of new usage
paradigms such asontinuous mobilityand an interest in applications such as Internet
telephony (e.g. skype) and video are beginning to placetiaddi demands on and cre-
ate new challenges for IEEE 802.11 networks.

Recent growth in the use of smart-phones with large screedgyeeater process-
ing power has spurred a demand for media rich applicaticaistthnsmit voice, video,
and other delay-sensitive content to mobile phones [91]s Ths created a myriad of
challenges for network designers as the IEEE 802.11 stdnslaot well-suited to such
applications. While standards such as IEEE 802.11e aimgpastireal-time applica-
tions, they require changes to all devices and do not workirsd wireless environments
with many co-located APs.

Continuous mobility also introduces a number of key chaés) such as the need to
accurately track client link quality, the ability to measumterference on fast timescales,
and the need to support seamless handoffs at little to notodste client. Because
realtime applications are delay-sensitive, transientatigfions in client performance
severely hamper application execution.

Researchers have attempted to address the challengestimiucms mobility at all
layers of the network stack, from the application layer [80]the physical layer [91].
In this chapter, we study the design of a comprehensive myBiesupport continuous
mobility. We present the architectural requirements fgupguting continuous mobility
and show how they can be realized in today's enterprise WLANs

Performing hand-offs ef ciently between APs is necessarsupport continuous mo-
bility. Unfortunately, ef cient hand-offs are challengjnn 802.11 networks. In a typical
802.11 network, the client is responsible for associatimg) manding-off between APs.
This requires proactively scanning for neighbouring AR®] ge-associating to a new
AP when required. This process has been known to cause esxcdstays and prevent
the correct operation of VoIP applications. This motivaesew approach to designing
802.11 networks that can support VoIP applications whigedlrents are on-the-go.

7.2 Design Goals

A large body of research has studied techniques for supgo¥xIP on IEEE 802.11
networks [116, 58]. However, the assumptions and targetastein these works are
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signi cantly different from that addressed in our work. CGaim is to address the problem
of continuous mobility for VoIP clients where interferencan potentially impact the
performance of realtime applications and can also charmelygdue to client mobility)
during the course of a VoIP session. In this section, we dé¢heeprecise requirements
for our target scenario.

Continuous Mobility is de ned as mobility where a client uses the network while
on-the-go. This is becoming increasingly common for VolPBlegations running
on smartphones and is challenging to support on existing WA.ARecent work
on multi-channel enterprise WLANS indicates that handaffagls of up tol:5
seconds are not uncommon [94], causing disruptions to Voffi@tions on such
networks (VolP delay budgets are typically u@2@ms). Standards such as IEEE
802.11k aim to reduce hand-off delays but require clientiroations.

Robustness to Interference: VoIP applications are sensitive to both delay and
loss. While they can tolerate a small amount of loss (up0%9, anything greater
can disrupt service. Interference can severely impaattgtierformance [48], mak-
ing it important to design a WLAN system that is robust to iféeence in order to
support VoIP clients in the enterprise.

Support for Legacy Clients: Deploying new hardware and upgrading NIC soft-
ware on the clients is expensive and impractical [94]. Tloees by design, we
require the WLAN system to support VoIP mobility without t#gng client mod-

i cations and thus provide backwards-compatibility witRigting IEEE 802.11
standards.

Scalability: At any time, a large number of VoIP users may be simultangousl
using the network (e.g. in a conference room setting). Thezescaling to a large
number of VoIP users is crucial in such situations. Furtleennon-\VolIP traf ¢
should not suffer severely as a result of supporting VolBntt. In other words,
the enterprise WLAN should maximize spectral ef ciency.

As we discuss in Section 7.7, existing WLAN systems fail teetrte requirements
outlined above, thus motivating the design of a new architedo support mobile VoIP
applications. In the next section, we characterize exgstilLAN systems and highlight
problems that lead to poor performance for mobile VoIP ¢fien the enterprise. In
doing so, we come up with solutions to address these probderdsubsequently use
these insights to design the Overcast WLAN system in Se@tién
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7.3 Quantifying Mobile VoIP Performance in Existing
WLANS

The goal of this section is to elucidate those aspects otiegi®VLAN systems that
lead to poor performance for VoIP clients in the enterprisate that we assume the
enterprise WLAN operates in the presence of legacy clieagsper the requirements
outlined in Section 7.2.

7.3.1 Methodology

In this study, we identify three challenges arising in erigtenterprise WLANS, in the
context of mobile VoIP clients. They are: (1) Inter-AP Haffdp(2) Intra-AP interfer-
ence, and (3) Inter-AP InterfererfceWe conduct experiments to isolate the effect of
each factor on the performance of VoIP clients.

Experimental Setup

Experiments are conducted on the wireless testbed preser@hapter 5. Testbed nodes
act as APs and we use Dell Vosttd00laptops to serve as mobile clients. The laptops
are equipped with an EMP 8602 (Atheros) card and we createvistual interfaces
using the MADWIFi 0.9.4 drivef. One interface acts as a client while the other acts
as a sniffer to collect wireless traces on behalf of the tliffhese wireless traces are
post-processed to obtain the statistics for the experisndiite mobility path chosen for
these experiments is shown in Figure 7.1. The client stapsiat A, moves along the
rectangular black path and returns back to point A. We repaett experiment ve times

to determine the mean performance for the VoIP client. Aflexkments are carried out
on the 5.8 GHz band (using IEEE 802.11a), at a data raéeviiips.

As explained earlier, VOIP losses are a combination of paoksses and losses from
packets arriving too late at the client. In all our experitsemwe found that losses due to
excessively delayed packets were almost negligible (weemtesome results in Section
7.6.3). Therefore, packet reception rate (or converselgket loss rate) are good indica-
tors of VoIP performance. Hence, we choose packet recemteras the metric for our
experiments.

2Inter-AP interference implies both interference betwe®s As well as interference caused by APs on
neighbouring clients
Svirtual interfaces allow us to simultaneously run the singhysical radio in two wireless modes
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Figure 7.1: Mobility paths for the VoIP client. One path saat point A, moves to
point B, and then reverses back to point A. The second patts stigpoint A, follows the
rectangular black line, and returns back to point A. Greysdepresent APs deployed in

the neighbourhood of the paths.
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7.3.2 Handoff Delay

The multi-channel design of WLANSs has been widely adoptechbpy enterprise WLAN

vendors [1, 3]. In the multi-channel design, APs have a sirglio and are tuned to allow
maximum channel re-use (thereby minimizing co-chann@rfatence). In such a de-
sign, unmodi ed clients are required to scan for APs whendmag-off and re-associate
themselves as they move about in the enterprise. In thimscemwe would like to deter-

mine the impact of the handoff process on the performancea ohagoing VoIP session
at the client.

We start our investigation by studying VoIP performance @ommercial enterprise
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network. We do this by associating to the department netwegtoyed in our computer

science building [1]. We choose the mobility path outlinedrigure 7.1 (the rectangular
black path) and have a WoIP client walk along that path wHiles iconnected to the

network. We collect wireless traces on the client and pletthmber of packets received
per second from the source throughout the duration of theraxent (see Figure 7.2).

The sending rate of the VoIP streanbi@pswith a packet size a20 bytes.

Observe that the client initially gets a throughpub@pps but it gradually drops as
the client moves away from the AP. At a certain point, the tigtgput drops to zero and
the client disconnects from the network. Once it re-esslll connectivity, this process
repeats. Note that the duration of disconnection is betwafeand 50 seconds. We
explain the underlying cause of this excessive delay & ligter in this section.

To ensure that this behavior is not an artifact of using tharoercial wireless net-
work 4, we repeat this experiment with our testbed nodes that atlesomobility path of
the client. We verify the absence of coverage holes and harelthe channels to max-
imize channel re-use. Figure 7.3 presents the result ofimgrthis experiment. We no
longer see the gradual degradation in performance obséartkd previous case How-
ever, we still see long gaps in the traces where the clierdtisannected to the network.
To investigate the gaps more thoroughly, we re-ran the @xjgett with mobile sniffers
on each channel and moved the sniffers alongside the tlient

Our analysis indicates the following behavior: When theriloses connectivity, it
initially tries to re-associate with the same AP it lost ceativity with by transmitting
Re-Association requests to that AP. After timing out (aftet5 seconds), it sends Au-
thentication requests to that same AP (forl second). Once that fails, it switches to
the next closest channel and begins to send Probe requebtst@hannel (for 5 secs).
It keeps repeating this until it associates to an AP with #aesSSID. Since it does not
scan only orthogonal channels, it suffers a larger delag{ioannecting to the network.
Note that this behavior is independent of the frequency baity used and we are likely
to observe the same behavior on other bands as well.

It is clear from the results discussed above that the mblioel design is not well-
suited to support VoIP mobility in the presence of unmodi@&dnts. Even if some

4We ensure blanket coverage along the mobility path
5The gradual degradation occurred in the former case betia@semmercial APs are performing data

rate adaptation that causes the channel quality to uctagtie client is moving around. Unfortunately,

we are not aware of what algorithm the APs use for adjustieg thata rate
5The client's virtual interface only sniffs traf ¢ on the eit's channel
"Note that this is the sticky behavior of clients that try t@iavthe cost of switching between APs to

prevent service disruption
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client adaptors aggressively (or proactively) scan foghkouring networks, assuming
this behavior inhibits widespread application to all ctiptatforms. This requires us to
rethink the process of Association and Handoffs in entseWWLANS.

Single channel WLANSs are a different approach to designirigrerise WLAN net-
works [19, 8]. They assume APs with multiple radios, one facheorthogonal chan-
nel/frequency. By design, clients af liate to the netwonk one channel and remain on
that channel for the duration of their connection. APs atilseeta common ESSID and
MAC address and clients do not re-associate with the netwdhe infrastructure de-
cides the AP through which the client communicates to theoid This architecture is
compelling as it reduces the handoff cost to zero.

We are interested in determining how effectively singlercied WLANS are able
to support mobile VoIP clients in the enterprise. We insteatrthe AP version of the
Intel 2915ABG wireless driver to broadcast Beacons witmiaal ESSID and MAC
addresses. We also implement a controller running on aaeskachine that interfaces
with the APs. When a client attempts to associate with thevorét, the AP sends the
corresponding Association Request to the controller, vbjmon receiving requests from
all APs chooses one of them to serve the client. Once asedciany re-association is
handled seamlessly by the controller and the client is raptired to scan for APs any
longer. Thus, in theory, inter-AP handoffs are of zero coghe client. To validate this,
we perform the same experiment we did for the multi-chanaskec The result of the
experiment is shown in Figure 7.6. Observe that the clientgets the desired VoIP rate
of 50ppsfrom the source, indicating that handoffs no longer impadP\performance.
This is a key feature of Overcast and we discuss its impleatient details in Section
7.4.

7.3.3 Impact of Interference

As a WoIP client moves about in the building, it may encoumggrions where there is a
lot of wireless traf c. Thisis common in single channel WLANvhere the APs share all
the available orthogonal channels. In such a scenario, R &i¢nt that performed well

earlier may now suffer due to interference from co-locat&s$ AFigure 7.5 illustrates this
behaviof. When the client enters a congested region of the netwartyribughput drops

to zero and remains there until it moves out of that regior. iGuestigation reveals two

key causes of poor client performance in these scenariashvaine discussed further.

8Note that the interferers are transmitting saturated loaygjed traf ¢ on-the-air
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Intra-AP Contention

When a VolIP client is served by an AP that is also serving a&lacjume of non-realtime
data traf c, it may experience congestion-related lossesuch cases, both realtime and
non-realtime traf c share the same queue inside the keBetause the traf c is served
in the order in which it arrives, realtime traf ¢ has to wadrfdata packets ahead in the
gueue to be transmitted. This causes VoIP packets to suifessive queueing delay. In
addition, when the kernel's queue becomes full, any sub=®dqIP packets arriving at
the AP are dropped. This leads to poor client performance.

Solution: We address this problem by implementing an 802.11e-likehau@sm
where the AP driver uses separate queues for realtime andeatiime traf c. The de-
tails of this approach are discussed in Section 7.4.4. Eige shows the gains from this
approach over the single queue case. However, note thaliehetill does not achieve
the target rate d50pps This is caused by inter-AP interference which we descriéd.n
We also note that the sending rate for Data traf c falls by entiren50pps, due to the
presence of the VoIP stream. This is because of the additganame wasted (by the
VoIP stream) in contending for the channel as well as thetmaat of exchanging headers
(e.g., PHY headers) per packet. Unfortunately, this cabeatvoided without modifying
the functionality of the clients.
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Figure 7.6: Prioritizing VoIP trafc im- Figure 7.7: Conict-graph based schedul-
proves performance but still does not yielding with AP prioritization yields the target
the target reception rate of 50pps for mobile(50pps) reception rate for the mobile VolP
VoIP clients client

Inter-AP Interference

In a single channel WLAN, interference from co-located APsnievitable. Despite
prioritizing VoIP traf ¢ at the APs, traf ¢ from neighbournig APs can still have a negative
impact on VoIP client performance. This is why we still oh&epoor performance even
after traf c prioritization is implemented at the AP.

Solution: We address this problem by scheduling interfering APs irassp time
slots. This requires a priori information on interferenagterns between APs. Meth-
ods to collect this information and details of the schedaterdiscussed in Section 7.4.
Figure 7.7 shows the performance of the VoIP client aftennog the scheduler and
prioritizing VOIP traf c at the APs. The client now receivélse desired rate dd0pps
throughout the run of the experiment, illustrating that toeenbination of the two ap-
proaches discussed above make the system robust to backgraerference from co-
located devices.

Summary

Supporting VoIP mobility in enterprise WLANS is challengiand requires system-
atically addressing the relevant problems in today's gmiee networks. We outlined
three key challenges for mobile VoIP support in this sectind presented techniques to
overcome these challenges. A summary of the results is shokigure 7.8. In the next
section, we describe the details of an enterprise WLAN sygtiubbed Overcast) that
uses the presented techniques to support VoIP mobilityampthsence of legacy clients.
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7.4 Architecture

Overcast is an infrastructure only solution, and theretoy requires modi cations to
the APs and use of a wired controller. It eliminates handatiéhcies using a single
channel design and manages interference with the help afl &cgraph. The conict
graph is used to schedule AP transmissions. Overcast tiyrogerates on the down-
link. The uplink can be handled using the approach propasgdli, which is discussed
in greater detail in Section 7.8. Note that Overcast APs gnigpmplement the IEEE
802.11 standard and thereby do not introduce any unfaitoesther co-located devices
in the enterprise.

7.4.1 Overview

Overcast is aingle channetentralized WLAN architecture. Orthogonal channels are
used to add capacity instead of mitigate inter-cell interfiee. All APs broadcast Bea-
cons with the same SSID and MAC address, emulating a singleaViAP cloud. There-
fore, from the client's perspective, the entire network sragle virtual AP (as shown in
Figure 7.9). The client does not attempt to re-associatausecit observes a continuous
stream of identical Beacons from all APs. We note that somencercial vendors such
as Meru [8] employ a similar approach.

Using the single virtual AP architecture, we implement tbdofving features to
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Figure 7.9: High-level view of the Overcast architectureeTlient associates only once
to the network (through AP A) and the controller seamlessiyages the AP-client link
thereafter.

support seamless mobility for VoIP:

Centralized Client Association: Overcast shifts the responsibility of client as-
sociation to the network infrastructure. The infrastruetmaintains statistics on
each client and uses this information to choose the mostidaiAP for the client.
Associations may change at any point if the network detessanmore suitable
point of attachment for the client.

Online interference mapping: To avoid inter-AP interference, Overcast uses a
con ict graph that is measured using the micro-probing apph described in
Chapter 6. This conict graph is periodically re-measuredehsure it contains
up-to-date information regarding interference in the roetw

VoIP aware Scheduling: Overcast coordinates packet transmissions at the APs to
improve performance for VoIP clients suffering from inerdnce and contention

in their neighbourhood. As discussed earlier, this cantekis to intra-AP con-
tention or inter-AP interference. For intra-AP contentigve implement traf ¢
prioritization at the AP and for inter-AP interference, weplement centralized
AP scheduling at the controller.
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Figure 7.10: The sequence of events that occur when a cksotates to the network.
Steps 6-7 only occur when the client needs to switch to andtRe

We now describe each of Overcast's features in greaterldetai

7.4.2 Client Association
Associating to the Network

The stepwise procedure for connecting to the Overcastmyistehown in Figure 7.10. A
client connects to the network by sending 802.11 AuthetitindRequests to the AP(S).
All APs receiving the request forward it over the wire to tlentral controller. At this
point, the controller has no information about the client@drom the signal strength
seen by each AP that saw the Authentication Request. Thiereds a rst order ap-
proach, the controller instructs the AP who observes thengst signal strength to
service the client. It sends an ACK to this AP and a NACK to #lles APs that also sent
requests. The ACKed AP completes the 802.11 associatiaegsowith the client and
upon completion, sends all the context associated with lieatdincluding encryption
keys for WEP) to the controller. The controller stores tluatext for each client associ-
ated to the netwofk Therefore, practically speaking, the client session iates at the
controller, not the AP. Note that Overcast makes an impodestinction between client
association and the process of deciding the best AP (i.e. efdttion) for the client.
Traditionally, these tasks were combined and performetusixely by the client.

Creating a path to the clientAside from authenticating and associating the client to
an AP, the controller must also setup a path to allow wirefictta reach the wireless
client. To allow for this, the controller adds an entry int®e ARP cache that maps the
client's IP address to the MAC address of the AP chosen tcesiwe client. Thus, any

%0Once associated, the client requests an IP address thavisigd by a DHCP server running on the
controller. The client maintains this IP address throudltioeitime it is connected to the network
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traf c destined to the client can now be forwarded to the eotrAP. In the future, any
changes to client-AP association also requires an updateetd\RP cache, which is
seamlessly handled by the Overcast controller at the tirelibnt is switched to the
new AP.

Collecting Client Statistics

An essential requirement for maintaining good Qualitysef~vice (QoS) for VoIP clients,
is the need to collect information on their performance. egalvperformance metrics
may be collected for this purpose and which ones depend orethgrements of the
optimization algorithms implemented for the Overcast eyst We discuss individual
metrics when we describe the optimization algorithms foef@sst. APs periodically
report such statistical information to the controller. tgsthis information, optimization
algorithms evaluate the current con guration of the cliand decide whether a better
con guration is possible. We describe two optimizationalthms that use such client
statistics in later sections of this chapter. Note that we E#/MA for all our metrics
with a weighting factor = 0:9, to give preference to more recently collected statistics.

Performing AP Selection

Overcast performs AP selection for a client once it has astmtto the network and
the controller has collected suf cient statistics on theerml. There are a variety of AP
selection algorithms that can be used with Overcast [11H.discuss a few algorithms
we evaluated in the next Section. Once an AP has been seléatedcast uses the
process ofnake-before-breakvhere the controller rst sends the client's context to the
new AP, instructing it to begin serving the client. Thenegafh small delay (lasting

3-4 ms), it instructs the old AP to stop serving the clientriDg this entire process, the
client is oblivious to the change and does not experiencelatay that could potentially
degrade VoIP performance.

7.4.3 Interference Mapping

At the heart of the Overcast system is an interference mgp) engine. The IM
engine is responsible for discovering downlink interfeeifor con icts) between APs
and between APs and clients in the netw8rkVe choose the micro-probing approach

0we currently do not support uplink con icts in Overcast
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presented in Chapter 6 because of its ability to map intenfsx in an online network
without requiring client modi cations.

Incorporating the IM engine into Overcast is challengingaese it involves active
measurements that can potentially interfere with the djmeraf the WLAN and care
must be taken to avoid this from happening. Having said tha$sive measurements
(using Data traf c) can also be used to reduce the number wfeameasurements that
need to be performed for mapping interference. Howevehigwork, we only employ
active measurements to generate the interference map. Mdgrpeneasurements for
AP-AP and AP-client interference at system bootstrap tine@eriodically re-measure
AP-client interference between links to ensure we have thst mp-to-date interference
information on the clients. The measurement interva a tuning parameter that deter-
mines how aggressively the system performs interferen@suamements.

7.4.4 Traf c Scheduling

We now describe the two techniques we implemented to mamageAP contention
and inter-AP interference in the Overcast system. The pgtraach is referred to a&P
Prioritization and the second approach is cal@entralized Scheduling

AP Prioritization

In Overcast, APs serve both realtime and non-realtime tsliefts discussed in Section
7.3, realtime traf c can suffer large queueing delays arssés due to kernel buffer over-
ows. To avoid these problems for VoIP traf c, we implemenfaoritization scheme
at the AP. In particular, we use two queues, one for realtiraectand the other for
non-realtime traf c. Packets in the realtime queue are egyefore packets in the non-
realtime queue. Moreover, the driver prevents the keroehfoverwhelming the circular
ring buffer sitting in-between the driver and rmware. Thember of packets passed to
the rmware (at any given point in time) is always less thaa #lize of the circular ring
buffer. Excess packets are stored in the driver's queues.

The above approach is similar in spirit to some of the medmasiproposed for the
IEEE 802.11e standard. However, there are two reasons wetdmnsider 802.11e for
Overcast. First, 802.11e is not well-supported on commdthirdware. Some parts of
the standard are optional and therefore may not even bebiaih 802.11e compatible
hardware. Second, IEEE 802.11e requires client modi cetiand thus does not support
legacy clients based on the 802.11a/b/g standards. Bagbesmobservations, 802.11e
is not a suitable approach for the Overcast system.
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Algorithm 2 Greedy Scheduling Algorithm
1. A =fag;ap;:::;a0g/* Set of Active APs */

2: S=fsy;s,;:::;50/* Set of Scheduler Slots */
3: CurrSlot =0

4: for i=1:::JAj do

5. if & is unmarkedthen

6: CurrSlot = CurrSlot +1

7: Mark a;

8: Add & to Scyrrsiot

9: for k=1:::jAj do

10: if a, is unmarked andy does not con ict witha; then
11: Mark ay

12: Add a, t0 Scurrsiot

13: end if

14: end for

15:  endif

16: end for

Centralized Scheduling

In a single channel WLAN, neighbouring APs are likely sosroginterference. Given
that we have measured the interference map for the netwakyow use a scheduler
(co-located with the controller) to coordinate the trarssigns at the APs. Our schedul-
ing mechanism divides time into equal sized slots (of a oedize) and schedules APs
such that no two con icting APs (that interfere due to infd?-or AP-client con ict) are
scheduled in the same slot. The scheduler only considersh#s®are actively carrying
downlink traf c. APs periodically report their traf ¢ loado the central controller which
maintains an exponential average of such information. ¢Jirs information, the sched-
uler constructs a schedule for the APs using Algorithm 2. eNbét an AP is "marked' if
it has already been assigned a slot.

Once a schedule is constructed, the scheduler implemeassfdallows. For each
slot, it sends a broadcast packet with the identi ers of dlsfassigned to that slot. It
also adds the slot length (in ms) to the packet. The broadhediss to synchronize the
APs to the current scheduling st&tAPs upon receiving the broadcast packet, determine

INote that the IEEE 802.11e standard discussed earlier tatlaeiate such interference because it

does not handle interactions between BSSes
12Note that perfect synchronization is not required betweBa for scheduling purposes. Nevertheless,

our synchronization approach has been shown to be accurdte @rder of tens of microseconds [30].
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whether or not they are scheduled for the current slot (byckesg for theirid in the
packet). If they are scheduled, they start sending any guepgyackets and continue
doing so until the slot duration comes to an end. If they attesobeduled, they block
and wait for the next broadcast packet from the schedulete Nt due to the small
packet size of the broadcast packet and the data rates seghjpor the wired networks,
the overhead of sending the broadcast packet is almostgitdgli This is similar to
the “epoch' scheduling approach proposed for the CENTAUsResy [109]. However,
unlike CENTAUR, Overcast does not queue packets at thealerttntroller, but instead
lets the APs implement the queueing functionality. Thiser@mtly allows Overcast to
scale to larger traf ¢ volumes and more clients.

Traf c loads in the network are subject to change, as aref@tence patterns. There-
fore, a new schedule will need to be periodically re-comgutg the scheduler. How
often this is done depends on how quickly these parametarsgehin the network. In
practice, we nd that the overhead of re-computing the saled negligible and we
therefore re-compute the schedule after every iteratiaghefcheduler (which typically
lasts 50 - 60 ms). An iteration of the scheduler is the amottine it takes to completely
execute the generated schedule exactly once.

Scalability of Overcast

In this section, we analyze the scalability aspects of Gasrdur analysis serves to pro-
vide some intuition on how many clients the Overcast syssegibie to support. However,
we also perform scalability experiments (as part of ouresibn) to practically study
Overcast's scalability properties as well.

The parameters we consider in our analysis are:

C : Number of orthogonal channels

J : Jitter Buffer length (in ms)

S: Scheduler slot length (in ms)

R : Packetization interval of VoIP stream (in ms)

T : Transmission duration of a VoIP packet at a xed wirelestadate (in ms)

By design, we ensure real-time VoIP traf c gets priority ov®n-realtime Data traf-
c. Therefore, if an AP has even one outstanding VoIP padket,guaranteed to be sent
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in the next time slot alloted to that AP. Our objective is te@m that all VoIP packets
received by the client are spaced apart by no more than tiee Bitffer length speci ed
for the VoIP codec being used. In other words, the maximumbmeirrof slots an AP can
wait before being scheduledds S. To ensure that there is suf cient time to serve all
clients before reaching the end of the jitter buffer intértree number of slots an AP can
wait is:

W=J=S 1 (7.2)

To simplify our analysis, we assume that the channel quaktyveen the AP and
client is good, thus ensuring that whenever the AP transantacket to the client, it is
correctly received. Also, for the sake of simplicity, asguttme con ict graph is a clique,
so that only one AP occupies a scheduler slot at a tin&he packetization interval of
the VoIP stream iRR. Therefore, within an interval aV, the expected number of VoIP
packets received for a single VoIP stream is

E=W S=R (7.2)

Given a slot duration 08, the maximum number of VoIP packets that can be trans-
mitted within a slot duration i® = S T. Therefore, the maximum number of clients
an AP can support on a single channel is:

M = P=E (7.3)

If there areC orthogonal channels, a single AP can support ud toC clients using
all available channels. Plugging in (J = 60ms, C = 3, S = 5ms,®ms, T = 234us),
we obtain 7 3 = 21 clients per AP. This is signi cantly greater than the numbgér
clients supported by 802.11's existing DCF mechanism, iwki&nown to support only
2 3clients in interference-limited scenarios [71].

7.5 What is the impact of AP Selection?

There are many AP selection algorithms that can be desigmedé with Overcast [111].
In this section, we are interested in answering the questidoes the choice of AP
selection algorithm have a signi cantimpact on the perfance of the VoIP client?' We
consider three metrics in order to answer this question. dithem are popularly used

13This analysis extends to multiple APs occupying a singleasavell
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in practice, while the third uses the con ict graph to make g&Rection decisions, taking
into account interference between links in the network. Viee pdescribe these metrics
further:

RSSI-based Selectionin this approach, the algorithm selects the AP that sees the
highest received signal strength (measured as RSSI) frentlibnt. An exponential
average of the RSSI observed for the client is maintainedeatontroller. This metric
is popularly used in client NICs to decide which AP to selebiew associating to the
network. Note that we use uplink RSSI as a predictor of cliarmughput in both the
uplink and downlink directions. Given that we work with a demAP deployment, prior
work has shown that uplink RSSI is a good predictor of peréommoe in both the uplink
and downlink directions [94].

BRR-based Selection:In this approach, the algorithm selects the AP that provides
the best downlink delivery ratio to the client. To measuravalink delivery ratio, all
candidate APs are instructed to transmit a series of prabésetclient (one after the
other). APs report back the delivery ratio of these probelseé@ontroller. The controller
maintains an exponential average of the downlink delivatiprvalues to the client and
chooses the AP with the highest delivery ratio. Probe trassons at the AP last
15 20ms, and therefore constitute a modest measurement ovetheag are typically
5 - 6 APs in the neighbourhood of the client).

Con ict-based Selection: In this approach, the algorithm also uses interference in-
formation available in the con ict graph. It assesses ¢lerformance along two axes:
(1) Quality of the link to the AP, and (2) Degree of inter-ARdrference at the AP. Link
quality is assessed using the RSSI metric discussed abavee ®set of ‘good’ links
are chosen, the algorithm then selects the AP that minintiesum total number of
con icts with neighbouring APs, with the goal of maximizirige amount of airtime a
client gets from the AP. Note that this algorithm also regsiioad information from each
AP in order to estimate con icts.

Given that the VOIP client is already af liated with the net« and sending traf c ev-
eryt seconds, wher&s the packetization interval of the encoding scheme, wesolact
almost all of our statistics without introducing any comtraf c in the network. Since all
access points can listen to all traf ¢ on all channels, wespesdy collect statistics from
all APs in the vicinity of a client. The only exception is th&kR algorithm where we
must compute the downlink delivery ratio from each candid®® to the client. Despite
this overhead, our evaluation shows similar performancd®R with no measurable
gains over the RSSI or Con ict-based approach. Therefaecbnciseness, we omit
presenting the results for BRR in this chapter.
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Figure 7.13: CDF of AP Selection Schemes

7.5.1 Experimental Evaluation

We now present experimental results to show how well eacheoélgorithms described
above work in conjunction with Overcast. To isolate the iotpaf AP selection, we
disable the scheduler and only perform AP selection. Furibee, we generate back-
ground interference in our experiments to gauge the bemé ieing interference-aware
in the AP selection process. In our experiments, the Vokhtlivalks along the mobility
shown in Figure 7.1. It starts at point A (region of high ifiéeence), moves to point B
(region of low interference), and returns back along theesatraight path to point A.
We generate VoIP traf ¢ at a rate &0ppsand measure the downlink packet reception
rate at the client.

Figures 7.11 and 7.12 present time series plots of the thimutg client obtains using
each of the AP selection schemes. Observe that on both tires ggaphs, the client
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initially obtains low throughput (when it is in a high interence region). Its throughput
increases as it moves away from its initial position (to a loterference region) and
then drops down again as it returns back to its initial positiLooking at these graphs,
there isn't any signi cant difference in the performanceeasther of the AP selection

schemes. The CDF of the client throughput (Figure 7.13paddis this observation. We
performed similar experiments with the client starting iffiedent locations and moving

along different mobility paths and obtained similar result

From this extensive experimentation, we conclude that tiwéce of AP selection
algorithm does not yield any measurable gains for VoIP train the context of single
channel WLANSs. This is because the degree of contentionderdir-time) at co-located
candidate APs is almost the same. Given that the degree @frton and link quality are
the two important criteria used in selecting the best ARheeiof the possible candidate
APs offer signi cant advantages in these domains. Theegfoe obtain a strongegative
resultand nd that a simple signal strength (or RSSI) metric is signt for AP selection.
In the rest of this chapter, we use the RSSI-based AP sategigorithm to evaluate the
Overcast system.

7.6 Evaluation

In this section, we evaluate Overcast on a number of diffenéteria. Our aim is to show
the following:

Overcast is able to provide consistent performance to radlP clients regard-
less of their location.

Overcast provides the desired quality of service (QoS) tiP\dients even as
interference increases in their neighbourhood.

Overcast scales to large numbers of VoIP clients that aralsmeously moving
about in the enterprise.

7.6.1 Methodology

We evaluate Overcast on tB8 node wireless testbed described in Chapter 5. We use the
Intel interface to act as the AP and modi ed the ipw-2200 driffor the Intel card) to
implement the features described in Section 7.4. For mastioévaluation, we use Dell
Vostro 1400laptops to act as clients. However, for the scalability expents, we use
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a variety of different platforms, from laptops (running uand Windows) to iPhones
running the OS X iPhone operating system. We obtain simaiswlts on all platforms.

For the mobility experiments, we choose the path shown inr€i@.1. In this path,
the client(s) start at point A, move(s) along the rectanghlack path and return(s) to
point A. The speed of movement is approximatéyh, mimicking the average human
walking speed. We also evaluated other paths on our testizkoldained similar results,
indicating that Overcast is relatively insensitive to thelntity path chosen by the client.
Unless otherwise stated, all our mobility experiments apeated times and we show
95%con dence intervals for each result.

We compare the performance of Overcast against two othensef The rstis a
multi-channel scheme (termédichanne) that mimics a typical multi-channel enterprise
network similar to what was discussed in Section 7.3.. Farhdnnel, we hand turi@
orthogonal frequencies across the APs along the mobilitly pmmaximize frequency
re-use (to mimic real-world deployments). The second seh@ermedNo-Scheduler
is identical to Overcast except that it does not use the aered scheduler (discussed in
Section 7.4.4) to mitigate inter-AP interference. The giahis scheme is to elucidate
how well VoIP clients perform in the absence of an optimmatscheme that uses the
con ict graph to optimize VoIP performance. This is analagao a single channel
WLAN that uses APs which implement only 802.11e-like enleanents to optimize
VOIP traf c.

In our experiments, we generate VoIP traf ¢ using UDP stredinat mimic the pop-
ularly used G.729 WIP codec. The packet arrival rat2dsns and packet size &0
bytes, that results in a sending rate5@&fpackets per second. This traf ¢ originates at
the controller and terminates at the client. By contraderferers are assumed to be
backlogged, sending UDP traf ¢ at the highest possible, natth a packet size 01400
bytes. The number of interferers varies (from 1-5) as thentimoves along the mobility
path during the experiment. This represents the worst @ag@vercast and our results
are therefore a lower bound on its performance.

All our experiments are conducted on the 5.8 GHz (IEEE 80®.1hnd and use
a xed data rate of6 Mbps. In other words, we disable auto-rate adaptation in our
evaluation.

In our work, we consider metrics of packet reception ratenfgoted on a per second
basis) and delay jitter to evaluate performance for VolPdréleasuring packet recep-
tion rate is equivalent to measuring packet loss rate foP\lm#cause (as we show later)
delayed-induced losses are negligible in our system. Videcalssider metrics such as the
total connectivity time during an experiment and the nundfedisruptions to evaluate
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Figure 7.16: Overcast

VolIP performance. We discuss these metrics in detail ini@e¢t6.3.

7.6.2 Overview

We start by comparing the performance of Overcast with theradchemes across a sin-
gle mobility run. In this experiment, a client walks alongaatpcular path and encounters
interference from APs broadcasting (non-realtime) datbctr This experiment is per-
formed5 times for all schemes and one run for each is shown in Figufiel 7.15, and
7.16. The y-axis on the right of these graphs indicates tlétide AP to which the client

is associated.

As discussed in Section 7.3, M-channel suffers frequerbdisections as the client
attempts to maintain connectivity to the AP with which it ssaciated. Note also that
M-channel rarely switches between APs, whereas No-Schednd Overcast switch
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multiple times even within 40 second interval. Thetickynature of the client in the

M-channel case is the result of the client performing APdeda (instead of the infras-

tructure) which not only leads to periods of no connectitity also periods where the
client experiences poor performance and its throughputugidy degrades to zero (e.g.
between 250-280s).

No-Scheduler performs the worst when there is a lot of ieterice traf c in the
neighbourhood of the client. As the interference load drolps client's performance
begins to improve and eventually reacl@ppsclose to the middle of the run. Note that
between the intervalsS0 100and175 20Q the client manages to sustdifippsde-
spite the presence of interference traf c. This is becabsetient no longer suffers from
inter-AP interference and instead only experiences iAfPacontention. Because AP pri-
oritization is implemented for No-Scheduler, it does ndtesudrom intra-AP contention,
allowing it to obtain the desired rate in the intervals dssed above.

Finally, the Overcast system performs the best and is aldagtain a packet recep-
tion rate close tdb0pps throughout the mobility run. Notably, it performs an almost
equivalent number of AP switches as compared to No-Scheth#éeause the same AP
selection algorithm runs on both schemes). However, uskeo$theduler allows it to
eliminate interference from neighbouring APs and providasistent performances-
gardless of location

The cumulative distribution function (CDF) of the packeteption rate (Figure 7.17)
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Figure 7.18: Mean Packet Reception Rate across all schemes

provides greater insight into the performance of the thoeimes. Overcast operates
close to the target packet reception rate for the VoIP strdangontrast, the other two
schemes perform quite poorly, where up70% of the traf c is below 40pps Note
that although the time series results are qualitativefedsht for the other two schemes,
the CDF indicates that the distribution of PRR for the schemealmost equivalent.
Nevertheless, these numbers are unacceptably low for Yafle and these schemes do
not provide the Quality of Service (Qo0S) necessary for suppp VolP applications in
interference limited environments.

7.6.3 \oIP Performance

In this section, we study VoIP performance based on the meaakep reception rate
(PRR), delay jitter, and session-related metrics.

Mean Packet Reception Rate

A crucial factor determining VoIP performance is the pacieeption rate (or con-
versely, the loss rate) on the link. For the G.729 codec, Yaltolerate losses of 10%
before the call quality becomes unacceptably low. The ittghstandard for evaluating
a voice call is the Mean Opinion Score (MoS), which rangemffio 5. A value of5
implies perfect call quality and a value bfmplies the inability to communicate. Losses
of up to 10%corresponding to an MoS value 2f In this section, we characterize the
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loss rate for VoIP in terms of the mean packet reception mtedch of the schemes. We
perform the same mobility experiments as those discussi iprevious section.

Figure 7.18 presents the mean packet reception rate adfeshames. As before,
No-Scheduler performs the worst because the client expsrgeepoor performance in
high interference regions of the mobility run. M-Channepnoves over No-Scheduler
but suffers repeated disruptions in service followed bylperiods of inactivity. Over-
cast is the only scheme that provides good overall perfoceémthe VOIP client. Note
that as shown in Figure 7.17, the majority of the mass lieh@dZ7 50pps range,
across all experimental runs. Note that because our ingesfare backlogged, this rep-
resents the worst case for Overcast. Given that it is ablesiatain the target reception
rate for VOIP in this scenario, we expect it to provide the saate for less aggressive
interference scenarios as well.

Delay Jitter

As discussed earlier, delay jitter is an important metric P applications. If the delay
jitter is too high, VoIP clients could suffer from delay-inckd losses. Delayed-induced
losses are a function of the VoIP codec used. We use the Got# emplemented on
most VoIP devices and as per convention, assume a jitteerblgiigth of60 ms [52].
Therefore, our goal is to observe the span of the interartiine distribution of VoIP
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packets at the client. If the span is less than the jitterdouéngth, delay-induced losses
will be negligible.

Clock Re-synchronization Problemd/e point out that in order to collect results for
delay jitter, we were required to measure the arrival tinfegodP packets. Our initial
goal was to use the high precision hardware clock of the esmetadio to measure these
times. However, we observed an unusual behavior when usisglock. Speci cally,
we observed erratic changes in the values reported by thek.cOur in-depth investiga-
tion revealed that this was being caused by the client coatisly re-synchronizing its
clock based on the TSF time stamp it received in the Beacaalsinfrange AP%*. Since
all APs in Overcast broadcast the same MAC address and E8&Blient adjusted its
clock every time it received a Beacon from any in range APsTh@de timestamps from
the radio clock unusable for our experiments. Instead, werted to using the host time
functionality provided by the Linux kernel. Host time is m&dined by the kernel and
provides accuracies of up to a millisecond. While not as mateuas the radio's clock,
host time turned out to be suf cient for our purposes. We adsscthe implications of the
radio clock re-synchronization problem at the end of thispthr.

Figure 7.19 plots the CDF of the inter-arrival times of Vol&ckets for the different
schemes. This result corresponds to the mobility runs peaedd for the PRR metric
shown in Figure 7.18. Note that we only show inter-arrivialds for consecutive packets
in the trace (which are identi ed by their sequence numberBhis leads us to omit
packets not received during periods of disconnection irMh@hannel case. Therefore,
while the CDF for M-channel is promising, it does not captwieat happens when the
client disconnects from the network. Therefore, in reali:channel performs even
worse in terms of delayed induced losses, than what is obd@nthis result.

We draw a vertical line on the point correspondin@@ms for the inter-arrival time.
For Overcast, note that almost all packets arrive wigtims of each other (with a span
of 60ms). In fact, 75%of the packets arrive within the packetization interval of
20ms. We repeat the experiment with different topologies antedéht con gurations
of interfering APs along the mobility path and obtain similaesults. From this result,
one can conclude that with Overcast, delay-induced lossegdiP clients are almost
negligible.

Surprisingly, we observe similar results for the M-chararel No-Scheduler schemes.
In fact, No-Scheduler performs slightly better than Ovstcd his improvement is at-
tributed to the absence of the centralized scheduler in dhe@uler. In Overcast, the

14The client uses the TSF timestamp to adjust its clock andireimaync with the clock of the associ-
ated AP
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Figure 7.20: Total Connectivity Time Figure 7.21: Number of Interruptions

scheduler introduces some delay to separate con icting #&ssmissions. This in-
creases the delay between packets and therefore incrbaseser-arrival time between
packets. However, note that for both M-Channel and No-Sdeedthe span of inter-
arrival times is up t@00ms. This indicates that these schemes suffer from delay irdluce
losses that further degrade VolP performance. Given thaPBIRR results earlier do not
factor in these losses for those schemes, we assume thod#ts tese optimistic since
the actual loss rate for VoIP using these schemes is in fagtrithan that seen in the
previous results.

Session Characteristics

The longer a VoIP client is able to connect to the network doidia good service, the
better. Metrics such as packet reception rate and delay ¢itt not capture the length of
a VoIP session. To quantify this, we introduce two metriostalconnectivity time (as
a percentage of the total experiment time) and the numbeterfruptions that occurred
during the run. Total connectivity time is de ned as the tithe client was able to get
acceptable quality of service from the network. Qualityerfsgce is de ned as in [40]. In
particular, a client obtains acceptable quality of serviges MOS value remains above
2. A disruption is said to have occurred if the MOS value faltéolw 2 for a period of at
least three seconds (which is roughly the amount of timekégdo utter a short English
sentence). Different MOS threshold values were testedléasom 2) and for higher
values, Overcast performed even better than M-Channel an8dleduler. Note that
the total connectivity time metric also provides a way toéowound the performance of
the VoIP session and determine the amount of time the cliestable to operate above
this baseline. Thus, this metric provides us a better sengkebactual performance of
the VoIP client across the entire mobility run.

Figure 7.20 presents the result for the total connectivtygtof a mobile VoIP client
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Figure 7.22: Interference/Contention has little effecttba performance of the VolP
client using the Overcast system. However, it suffers sdyaemder the No-Scheduler
approach which does not exploit information present in theict graph

walking along the same mobility path used in the previousexrpents. Observe that
No-Scheduler again performs the worst of all the scheme<Chdnnel improves total
connectivity time by almost0%compared to No-Scheduler. Overcast yields the greatest
total connectivity time, up t@30%greater than M-Channel. This indicates t@atercast

is able to more than double the overall talk time of a VolPrdlias compared to multi-
channel WLAN systems in widespread use today

Figure 7.21 presents results for the mean number of inteongpduring the mobility
run. No-Scheduler experiences the greater number of uggons, which is approxi-
mately 150%higher than the other two schemes. The performance of M-@and
Overcast is comparable for this metric, indicating that @ast does not provide much
gain in this dimension. However, note that disruptions ithénnel cause clients to lose
connectivity and begin scanning for alternate APs, whidaeigsimental both in terms of
performance as well as in terms of the energy consumed irrgepdobe requests and
switching between channels while searching for an AP. Toésdot occur for Overcast
as the infrastructure performs handoffs on behalf of thentli

Impact of Interference

Mitigating the impact of inter-AP interference is a key dfijee for Overcast. Therefore,
it is important to understand the relationship between theunt of inter-AP interference
in the neighbourhood of the client and how it affects VolPf@enance. To isolate the
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Figure 7.23: Mean packet reception rate for different numlbé&VolIP clients

impact of interference from other factors that may alsceadise to mobility, we perform
experiments with a static client. To remove location-inetlibiases, we place the client at
multiple locations and perform the same experiment. Thelte®/e obtain for different
locations are similar and we therefore only present onearhtin this section.

Figure 7.22 shows the mean packet reception rate for a VadRtas the number of
interferers is increased. We do not plot results for M-Clednsince they are similar to
No-Scheduler but scaled up according to the number of oahalgchannels used in the
experiment. Note that No-Scheduler's performance dropfmost half as the number of
interferers increases B This eventually goes down @& when the number of interferers
increases t@. However, Overcast provides near optimal performancen®MoIP client
for up to 4 interferers, and falls only slightly as the number of inteefs goes up to
9. This result illustrates the power of the Overcast appro&sten in high interference
scenarios, Overcast delivers good quality-of-service tgly controlling transmissions
using a centralized scheduler.

7.6.4 Scalability

We now turn our attention to the scalability properties ok@ast. We are interested in
determining how many simultaneous VolIP clients Overcaststgpport. Because a key
objective of Overcast is to support mobility for VoIP, we feem experiments by simul-
taneously moving multiple clients during an experimented.r There are a number of
possible mobility scenarios that can be considered wheduwimg such experiments.
However, note that moving clients along separate mobibithp does not stress the sys-
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Figure 7.24: Total connectivity time for different numbefsvolP clients

tem very much because VOIP traf ¢ gets distributed across &Rdifferent contention
domains. Therefore, to stress test Overcast, we must pegrperiments where we si-
multaneously (or at the same time) move multiple mobilenti@long the same mobility
path. For each client, we measure the mean packet recepteduring the mobility run
and perform a total db runs. We also plot the mean total connectivity time of therdis
during these runs.

Figure 7.23 shows the mean packet reception rate for diffarembers of clients.
We see that Overcast is relatively insensitive to the nunabalients and provides a
mean packet reception rate of clos&tpps (although we observe some degradation for
greater than four clients). While mean PRR is an aggregatstt, Figure 7.24 shows
the mean total connectivity time of the VoIP client, for diént numbers of clients. To
re-iterate, total connectivity time provides for us a wayptund the performance of the
VolIP client and determine the amount of time the client ogerabove the baseline.

We observe that the total connectivity times are approxetgahe same for different
numbers of clients. In these experiments, we used a varfetyfferent hardware and
software platforms for the clients, ranging from laptopamumg Linux, Windows XP
and Vista, to iPhones running the OS X iPhone operating systderefore, our results
are not an artifact of any particular platform used for théPvolient®. In summary, our
evaluation reveals that Overcast has good scalabilityetigs even when multiple VoIP
clients simultaneously walk along the same mobility patthaenterprise.

15Note that requiring no client modi cations substantiallses switching between different client plat-
forms as no con guration is necessary to allow them to inperate with Overcast
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7.7 Related Work

In this section, we discuss prior work on optimizing contina mobility and providing
realtime support for WLANS.

Continuous mobility has been studied in the context of mining hand-off latencies
in wireless networks. Some prominent work, including [1p&Jposes neighbour graphs
to reduce client scanning time, but requires of ine comgiotaof the graph, which is
cumbersome and prone to inaccuracy. Ramani et al. [103Jogmfo synchronize bea-
con transmissions across neighbouring APs to reduce dgeaining time. However,
this approach requires client modi cations. In short, preork attempts to minimize
re-association overhead by reducing the scanning duratiocontrast, Overcast uses
MAC address spoo ng and a single virtual AP architecturelimimate handoff delays
altogether.

We now brie y discuss prior work on VOIP traf ¢ support oveBf8.11 networks [58,
41, 69]. 802.11 networks are notorious for poorly suppgrsimultaneous VoIP con-
nections [58]. Many proposals have been put forth to imptbeedismal call capacity
of WLANSs [41, 69]. However, these require modi cations tcetblients MAC layer.
Furthermore, most current approaches are designed totepeithin a BSS. Recently,
it was shown that multi-cell deployments support oBlgctive sessions per AP on aver-
age [48]. This is a three times reduction compared to thdesirg]l case, illustrating the
poor support that existing multi-AP WLANSs provide for reale applications.

A recent paper proposes SoftSpeak [116], a distributed TCAdproach to support-
ing VOIP clients that both improves the number of simultareewolP sessions as well
as minimizes impact on Data traf c. However, SoftSpeak dnesaddress handoffs
and therefore cannot support continuous mobility. It alsguires changes to 802.11
clients. These factors make it undesirable for the scemaitarget in our work. Virtual
PCF [71] has also recently been proposed to increase thearuholP users within
a BSS, without requiring client modi cations. In this schepan AP estimates when its
VoIP clients will require access to the medium and uses @FSetf packets to reserve
the medium for them. This approach is complementary to oukaod can be integrated
to provide uplink support for VoIP clients in Overcast.

We now move to works that propose architectures to suppartiramous mobility
and VoIP. SMesh [38] proposes a system for fast, seamlestofiann wireless mesh
networks (WMNs). Each AP advertises a common gateway |IPeaddand BSSID,
avoiding DHCP overheads during handoff. However, SMeslhiireg clients to oper-
ate in ad hoc mode, which is not the default 802.11 client behaAnother architec-
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ture, DenseAP [94], uses dense AP deployments to improerpence in enterprise
WLANSs. Though interesting in principle, DenseAP is basedr@enmulti-channel design
and therefore incurs handoff delays (1.5 seconds), causing disruptions for realtime
applications such as VoIP that have a delay budget of u@0fims. Furthermore, in
congested scenarios, it does not prescribe any mechanignwich to manage inter-
ference in the neighborhood of the VoIP client. MDG [47] expk techniques such as
channel assignment, power control and client associatiamprove enterprise network
performance. However, MDG requires client modi cationsigthmakes it hard to de-
ploy in practice. Trantor [96] was recently proposed as arciglate design to enterprise
WLANS that also supports realtime applications. Howevkg bther architectures, the
bene ts of Trantor are only realized with client modi catis.

Some commercial vendors (e.g. Meru [8], Extricom [19]) atkam to support re-
altime traf c when clients are mobile. However, little is &wn about their solutions
and there is no independent veri cation of their claims. thRarmore, our private dis-
cussions with one of them reveals that there are some funtahuifferences between
our approach and theirs. Finally, while these vendors ustomized hardware for their
solution, we develop Overcast on off-the-shelf commodéydwvare that is deployed on
the existing backbone infrastructure of our departmenitsdvnetwork.

7.8 Discussion

We now comment on the scope of Overcast. Overcast is desigmedvide good QoS
to legacy mobile VoIP clients in the enterprise. Having shat, there are a few points
worth considering regarding the proposed approach:

Uplink Support:While we focus on downlink interference (or con icts) in Qve

cast, VoIP streams are bi-directional in nature and thesafequire uplink support
as well. To support uplink traf c, schemes such as the on@@sed in [71] can

be integrated into the Overcast system. We are currentisiigating these tech-
niques in greater detail.

Scheduling OverheadThe current scheduling approach transmits a broadcast
packet to synchronize APs at every time slot. While we haweobserved any
performance problems with this approach, it may becoméycibshe wired back-
bone is carrying a large amount of data traf c. Instead,radteery few slot times,

if we give the AP a schedule for the next few slots in a singl@adcast packet,
the overhead can be drastically reduced. On the other harmts @lue to clock
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drift may occur between broadcast packets. Moreover, fargelnumber of slots
(and long slot duration) the dynamics of the environment mlap change (e.g.
traf ¢ patterns), which could result in wasted slot times.practice, if the number
of slots is small enough such that the environment can sakelgssumed to be
constant, we can get around the problem of network load atvebnle dynamics.

Client Clock SynchronizationWhile the virtual AP design is attractive since it
removes the complexity of association from the client, eéhera clock synchro-
nization matter that could cause incorrect behavior atlipatc Speci cally, while
each AP in the enterprise broadcasts the same BSSID and Mé@sx] the TSF
timestamp is still unique to each AP. Every beacon receivédeaclient causes it
to update the hardware clock of its radio to re ect the nevdgaived timestamp.
Unfortunately, some 802.11 features that rely on accuyatetsonization between
the AP and the client (e.g. Power Save Mode) could experipraf@ems as a re-
sult of this behavior. Addressing this matter is an intengsproblem requiring
further investigation.

Joint AP Selection and Schedulini this work, we assumed that algorithms for
AP selection and traf ¢ scheduling operate independentlgach other. While
such an approach is feasible and provides gains, jointlydoerwhich AP (or
path) to use for transmitting packets to a client and wheypsheuld be transmitted
is another intriguing approach worth exploring.

Multi-Rate Supportin our evaluation, we assumed that the link data rate for-wire
less transmissions is xed. In real-world deploymentse radlaptation algorithms
are commonly used to select the best rate based on curramtalt@nditions. On
our Intel platform, the rate adaptation algorithm was impdated in the rmware
of the radio and would have required implementing an API tpose this infor-
mation to the driver. However, the design of Overcast do¢preziude multi-rate
support for such traf c. In our current implementation, the estimates the num-
ber of packets it can transmit in a given slot, assuming améteof6 Mbps. This
can easily be replaced with a mechanism that dynamicalksmacdata rate based
on the current mean signal strength observed from the clidns is similar to the
‘rate-map' proposed in [94].

Network SecurityThe single virtual AP design of Overcast presents some eniqu
security challenges. For example the use of MAC addressspomakes it harder

to identify and isolate rogue APs that are deployed by malisusers trying to gain
access to the corporate network. In these cases, usingdeesrsuch as WiFi-
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based position estimation [49] may help to determine thé&ipas of broadcasting
APs and thereby identify devices that appear to be transigiftom unknown
locations.

The objective of Overcast was to highlight the bene ts ofngsilynamiccon ict-
graphs for ne-grained WLAN optimization. By exploiting sh con ict graphs, accu-
rate scheduling decisions can be made to provide cons{3teEhto mobile clients. Apart
from showcasing the usefulness of con ict graphs, this waktributes to the research
literature in other ways as well. First, we show through iiedeexperimentation on both
our wireless testbed and on a production WLAN, that the ralleinnel design is poorly
suited for delay-sensitive applications operating on ¢ggdients. Second, contrary to
the prior literature that proposes sophisticated algoritior AP selection [111, 94], in
a single-channel design where hand-offs are network-othedk, simplistic AP selection
algorithms work just as well as more sophisticated algorglthat account for multiple
performance parameters when deciding the best AP for taetcli
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Chapter 8

Conclusions and Future Work

Modern wireless networks increasingly experience podioperance due to RF interfer-
ence from devices operating on the same unlicensed fregsemc the future, a growing
user base and demand for high bandwidth applications Welyi exacerbate interfer-
ence in such networks. Enterprise WLANSs are examples ofl302etworks where user
density and requirements for high throughput applicatemescommon. Because these
networks operate indoors, irregular RF propagation makiesference management an
even greater challenge. To address these challengesigbestdtion takes a coordinated
approach and proposes practical techniques for measurthgnadeling RF interference
in the form of con ict graphs. It applies these towards WLARNtionization problems to
demonstrate signi cant gains in both network throughput egliability. In this chapter,
we conclude this dissertation by summarizing its main ¢bations, pointing out some
of its limitations, and outlining remaining challenges foture work.

8.1 Contributions

The IEEE 802.11 standard was primarily designed for use amsgpnetwork deploy-
ments with a few clients and APs. The MAC protocol in 802.1%wasigned to provide
distributed and fair access to the medium, and provide &iésitt service to applications.
Unfortunately, today's networks are characterized by daleployments, heterogeneous
traf ¢, and diverse usage patterns (from WiFi hotspots toglalistance WiFi networks).
These characteristics violate the design principles uploicWiEEE 802.11 was based,
causing network performance to degrade. In what followsbriey list some of these
key issues and subsequently describe how this disserton some crucial holes in
the current design.
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The 802.11 design assumes interference to be an exceptiar than the norm.
As aresult, simplistic techniques such as RTS-CTS andléigkr re-transmissions
are proposed in the protocol to alleviate interference wharises. In dense de-
ployments with many APs and clients, interference is no éoragn exception, and
decentralized techniques such as those described abbtedddress the interfer-
ence problem.

Management and coordination, using con ict graphs have lpgeposed for alle-
viating interference in dense 802.11 networks. Howevdstiexy techniques for
building these con ict graphs are either too inaccuraterohitively expense for
use in real-world networks.

802.11 networks are becoming increasingly dynamic, withoig such as obstacle
movement and client mobility increasingly affecting netlwgerformance. As
a result, interference patterns also rapidly change in smsfronments. Prior
interference estimation techniques are ineffective is¢h&enarios because they
assume static clients where links are stationary for thateur in which the clients
are connected to the network.

Existing interference estimation techniques assume cet@pldministrative con-
trol of the network (APs and clients). However, clients ineaterprise WLAN
operate independently of the network infrastructure andlifyimg them limits
widespread applicability of the proposed techniques.

Existing WLAN optimization algorithms operate on timessabf minutes to hours
because interference information is only available atdh@sescales. Thus, ne-
grained WLAN optimization is not possible with existingemnterence estimation
techniques.

In the context of enterprise WLANS, this dissertation addes the above problems
in the following way:

Design: It proposes a centralized enterprise WLAN architecturélfdul "SMARTA)
that uses con ict graphs for WLAN optimization. SMARTA imttluces a con ict
graph construction framework that is not based on any RFgmajon model and
only requires modest modi cations to the networking infrasture. It is also the
rst architecture that caters to the unique requirementsrmérprise WLANS (e.g.
no client modi cations, online interference estimatiomdadevelops techniques
that are easily deployable in existing WLAN systems. Theag&iom using the
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SMARTA approach are illustrated by applying it to problenicentralized fre-
guency selection and power control.

Implementation:

— With the goal of practically evaluating the proposed irdezhce measure-
ment framework, this dissertation also provides insightis designing enter-
prise WLAN testbeds for centralized control. It highligthie key factors and
practical constraints that must be met when designing sotehmgrise WLAN
architectures.

— This dissertation implements the con ict graph constmctiramework for
SMARTA (dubbed "Micro-Probing’) to demonstrate its praetiapplication
to real-world deployments. In doing so, it applies novehteques such
as MAC Service Time to discover carrier-sensing interfeeeand CTS-to-
self to silence the network. Techniques such as silencingmniy facilitate
con ict graph construction but also serve as generic tduds tan be applied
to other problems as well [71].

Application: This dissertation applies the interference measuremestérsyto
the problem of supporting mobile VoIP clients in the entegar The proposed
system (dubbed "Overcast') uses the con ict graph to dettidéest path (i.e. AP
selection) and time (i.e. traf ¢ scheduling) in which tornsanit packets to each
VoIP client. The resulting system is able to provide rekapérformance to VolP
clients even in the presence of co-located backloggedanes.

In addition, this dissertation makes the following key ctmttions:

Highlights the key requirements for con ict graph modeling and construction

in enterprise WLANSs. Enterprise WLANS require a technique thiapidly dis-
covers interference in aonline network. Furthermore, to be widely deployable,
the technique must require no modi cations to wirelessntke

Proposes the rst measurement approach that is able to disaer interference

in an online network. The approach leads to a three orders of magnitude reduc-
tion in measurement time without sacri cing measuremegtaacy. Furthermore,

it is even able to capture interference in cases where tleévexds out of commu-
nication range of the interferer.

Opens up the space for new innovations in WLAN optimization because of its
ability to measure the con ict graph at dramatically smatiemescales. With the
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ability to measure con ict graphs quickly, optimizatiorgarithms can account for
changes caused by client mobility that were dif cult to aaet using traditional
measurement techniques.

8.2 Limitations

In this section, we outline a few limitations of our work. Wivide them into two cat-
egories. First are those that are fundamental to our propagproach and represent
design trade-offs. The second (discussed in Section 8&3)@en problems that are not
necessarily limitations of our approach but enhancementsit system that we did not
pursue in this dissertation. We discuss each of them in turn.

8.2.1 Lack of Client Control

In this dissertation, we focused on designing a system tflmavst 1) Easy deployment
into existing enterprise WLANS, and 2) Supports legacyntiehat do not report any
state information to the AP. While this greatly eases théayepent process, we recog-
nize that such a design may likely be sub-optimal with resfeeone which also uses
client feedback (as discussed in [96]). However, note thadesign does not preclude
the ability to obtain feedback from the client and can be iipoaated into our system,
should that become feasible.

We therefore propose the following deployment path. Ourasursystem can initially
be deployed into existing enterprise WLAN infrastructurélsen, as clients are upgraded
to the latest standards (e.g. IEEE 802.11k), the system eandali ed to incorporate
additional state information provided by these upgradeshts.

8.2.2 Use of Commodity Platforms

Commodity platforms are restrictive in terms of their funoglity and exibility, when
compared to platforms such as software-de ned radios (3DRsour work, we were
able to gain access to the driver and rmware for a commoditia, but were still not
able to collect all possible metrics of interest. For ins&gwe were not able to measure
energy spikes that could potentially be used to detectferemce at the receiver (as
discussed in [117]). Our choice of commodity platforms esents a tradeoff between
ease of deployment and better interference measuremeamnbaygc
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8.2.3 Non-Enterprise Interference

This dissertation focuses on interference arising from @Rd clients) that are part of the
enterprise WLAN. Con icts (or interference) from non-8@2.devices (e.g. microwave
ovens) or devices that are part of a different enterprisearét are not captured. Non-
802.11 devices are dif cult to detect using commodity radtbat do not expose any
information about non-802.11 RF signals. Furthermoregtiseeno way to control 802.11
devices that are under a different administrative domaiowever, as standards such as
IEEE 802.11v are rati ed, the ability to extend the intefece measurement framework
across different administrative domains shall greatly dsed.

8.3 Future Work

This dissertation lays the groundwork for an exciting setesfearch problems along
multiple axes. We describe some of these research problexts n

8.3.1 Extending Con ict Graphs

The existing con ict graph representation and construcframework can be extended
in various ways, as described below.

Upstream Con icts: The current implementation of the interference measurémen
system supports detection of downlink con icts, i.e. thasising from the APs. How-
ever, emerging realtime applications are bound to incrapBek traf c as well. There-
fore, in the future, measuring uplink con icts would also becessary to ensure that
interference is handled bidirectionally. While we havelioed some tests for uplink
con icts in Chapter 4, an implementation of such an appraackquired.

Multi-Interferer Con icts: In this dissertation, we focused on rst-order con icts,
l.e. con ict between pairs of links. Second or third ordengots are possible where
multiple nodes combine to cause con ict on a link. Capturihg affect of these con-
icts is possible by applying the ideas developed in [97] be pairwise con ict graph
computed using micro-probing. While this accounts for nfogher order interference
effects, it misses scenarios where pairwise interferesicei observed between links,
yet the combined interference from multiple interfererases con ict on a link [54].

1There may be ways to passively sniff traf ¢ to estimate iféeznce, but the accuracy of such tech-
niques is lower than the active measurements frameworkogeapin this dissertation
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Extending the interference measurement system to hanele ttases is an interesting
area of future work.

Coordinated Silencing: An important design element of micro-probing is the use
of silencing (i.e. unsolicited CTSes) to correctly exedine interference tests. While
we were able to silence the medium in most cases, silencingfaiaif devices use
asymmetric powers levels across the enterprise. To aléeth#s problem, multiple APs
could perform silencing for a test and create a boundaryratthe link pair to be tested.

Scalability: In our work, we tested the interference measurement system38
node wireless testbed. Today, enterprises can supportLja®0 APs and many more
clients [61]. In this case, a single controller may not becseifit, requiring the use of
a hierarchy of controllers where region-speci ¢ contradlenanage individual regions
of the deployment and compute the con ict graph for their aegions. These con ict
graphs would then be combined at a master controller to gen#re aggregate con ict
graph for the entire network. Supporting con ict graphs gauch deployments is an
interesting area of future work.

Scheduling Interference Tests:In our work, we designed a set of tests that accu-
rately and rapidly measure interference in enterprise WEANowever, the manner in
which these tests are scheduled in an online network is nared. Instead, we peri-
odically re-measure interference between links. While wlendt encounter any perfor-
mance problems with using micro-probing in conjunctiorhwitvercast, with increasing
traf ¢ volume, designing intelligent scheduling strategifor the interference tests will
become important.

Reducing Number of Interference Tests:So far, our work has focused on reducing
measurement overhead per-interference test. Howeveargarliscales, the number of
measurements could potentially become the bottleneckeldre, reducing the number
of measurements will become important and is worth expdpfor micro-probing as
well.

Modeling Impact of Interference: In this dissertation, we use a simple linear model
to capture the impact of interference, which is a functionthef load of the interfering
source (measured using packet level statistics that adéyewailable in the driver of
most wireless cards). For a xed data transmission rate, riimvdeling turns out to be
accurate for 802.11 networks [97]. However, this model Vikkkly not hold in cases
where the network supports multiple transmission ratesifstance, a client with fewer
packets to send at a low data rate could actually cause migmdeirence than one with
many packets to send at a higher rate. A better metric is thrmme that the client
occupies the channel (i.e. the number of busy slots). Thagrnmation is typically only
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available in the rmware of most commodity cards.

Decentralized Construction of Conict Graphs: We focused on addressing the
problem of generating con ict graphs for enterprise WLAN$owever, to measure the
con ict graph for other wireless systems (e.g., wirelessmaetworks (WMNSs)), we
require a distributed implementation. While the speci chieiques proposed in this
dissertation are not directly applicable to WMNSs, the uhdeg principles to support
interference measurements (i.e. synchronized probirtg/ank silencing, etc) are com-
mon to both applications. Developing the interference mesament framework for a
WMN is an exciting direction of future work.

8.3.2 WLAN Optimization Algorithms

Joint Parameter Optimization: Most WLAN optimization schemes tune AP param-
eters independently of each other [47]. In our work, we fo#d the same methodol-
ogy. For SMARTA, we explored channel selection and powettrcbindependently.
For Overcast, we performed AP selection and centralizeddding independently. It
would be interesting to explore algorithms that jointly iopze parameters for each of
these systems.

Centralized Data Rate Adaptation: In today's WiFi networks, each transmitting
node is independently responsible for deciding the best dde to use, based on the
observed signal quality to the receiver. Centralizatiordafa rate adaptation, while
proposed in prior work [96], has not been explored in depthsuch a scheme, con ict
graphs could be used to select an appropriate rate. Fortl@tshave many potential
con icts, choosing rates that are more robust to collisioosld improve performance
for those links. Furthermore, choosing higher data rates tiduce the air-time per
transmission could help alleviate the impact of exposeuhitaal interference between
pairwise links.

Comprehensive Power Control:In Chapter 4, we presented a power control algo-
rithm that only considered inter-AP con icts when selegtinansmission powers for the
APs. A more comprehensive scheme would consider clientictsias well. Designing
a power control algorithm that accounts for all possible ict& could improve perfor-
mance over the weighted Iteration Reduction (wIR) algoniffroposed for SMARTA.
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8.3.3 Studying Properties of Con ict Graphs

Being able to rapidly measure con ict graphs for 802.11 reeks allows us to more
closely examine the structural properties of these grdghderstanding these properties
can potentially enable the design of better optimizatigoathms that further improve
network performance. Below we describe two possible avemuthis space.

Graph-theoretic Properties of Con ict Graphs: While computing con ict graphs
has been well-studied, exploring the graph theoretic dspdsuch graphs has received
less attention. In particular, determining the graph far(fior example, interval graphs)
to which most con ict graphs belong is useful as some grapiblems (e.g. graph
colouring) are easier on certain types of graphs. Conselguéms could lead to in-
novative algorithms that exploit such information to imypeametwork performance.

Time-Space Properties of Con ict Graphs: A key aspect missing in prior work is a
study on how the structure of the con ict graph evolves astose and space. Moreover,
little is known about the impact of various tuning parametan the shape of the con ict
graph. Some of our preliminary work reveals similaritiebimen different parameter
con gurations of an 802.11 radio [31], thereby allowing wsréduce the search space
of possible con gurations to test. However, a comprehensiudy on the evolution of
con ict graphs is required.

8.4 Concluding Remarks

This dissertation has a few underlying themes. First, #ckis an important problem in
wireless systems that not only affects networks today bexjgected to have an impact
on future wireless networks as well. While a large body obpwork focuses on piece-
meal solutions, this dissertation seeks to systematiealtiress RF interference through
the use of con ict graphs that globally model interferenSecond, it develops solutions
based on practical assumptions that allow for the easiegiation of con ict graphs
into existing wireless networking designs. This aspecftsmignored in academic re-
search when designing and prototyping wireless systemisd, Tihfocuses primarily on
practical implementation rather than theory. While theprgvides us some intuition,
practical implementation forces us to address real-waokistraints. Finally, this dis-
sertation adopts an evaluation methodology that involxge®ementing on large-scale
wireless testbeds. This is crucial as it allows researctwetsest scalability aspects of
the proposed approach. Put together, these themes maksdimmdi ¢ method that not
only allows for sound research contribution, but also weaitd application of proposed
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solutions that can be immediately deployed into existirgjeays.
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