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Abstract

Cybersecurity is a trending concern with the rapid development of many systems. While humans are
often considered vulnerable targets, research on human factors remains limited compared to the
extensive technical focus on defense and mitigation strategies. Human-focused cognitive research in
this domain faces two primary challenges: the evolving and complex nature of the cybersecurity
landscape, and the domain-specific characteristics of the systems under attack. These challenges point
to the need for modeling human performance in identifying vulnerabilities, with both precise dynamic

measurement and domain-specific fidelity.

Accordingly, we proposed a solution by integrating CWA into ACT-R models. A detailed
elaboration on the CWA and ACT-R's structural compatibility across dimensions, their fundamental
strengths as complements, and the functional competencies with integration was presented. This
conceptual exploration demonstrated the feasibility of integrating the CWA and ACT-R, leading to

improvements in model construction efficiency and domain-specific validity.

We explored CWA and ACT-R for modeling humans in vehicle cybersecurity. While we
were able to demonstrate a model, a follow-up study with human participants showed that drivers
may not actively identify vulnerabilities and mitigate cyber threats. We then practically implemented
and applied the integrated model, from model construction preparation to detailed rule development,
guided by CWA’s Work Domain Analysis, Control Task Analysis, and Strategies Analysis, to
simulate the SOC analysts' cybersecurity alert triage performance. The model construction process
demonstrated better efficiency with a systematic approach, and the resulting model showed
improvement trend in quantitative accuracy, domain-specific validity, and the interpretability of
human adaptability and flexibility. However, the model is limited in capturing human exploratory

behavior, prompting a brief test of using Generative Al (GAI) models to address this gap.

This thesis is the first exploration and implementation of integrating CW A-guided domain-
specific analysis with ACT-R’s computational capabilities to develop an integrated cognitive model
for humans in complex work domains. The effort advances the development of cognitive modeling by
providing theoretical grounding and practical insights for applying and extending cognitive models.
Finally, we discuss whether GAI models might enhance cognitive modeling, as GAI capabilities

become more available.
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Chapter 1

Introduction

Many complex socio-technical and safety-critical systems, including those in transportation,
healthcare, and the energy domains, have experienced transformative technological advancements
and now face growing cybersecurity concerns (Ayodeji et al., 2023; X. Sun et al., 2022; Tariq et al.,
2025). These systems now rely more heavily on sensing components, control units, and connectivity
mechanisms, introducing expanded targets for cyber threats. Extensive technical research on
cyberattacks has covered diverse attack surfaces across domains (Abosata et al., 2021; K. Kim et al.,
2021; Sheehan et al., 2019); meanwhile, defense strategies have been actively researched to mitigate
impacts and strengthen overall system security (Pham & Xiong, 2020; Tsiknas et al., 2021). In recent
years, artificial intelligence techniques with big data analysis have also shown promise in
strengthening the systems’ ability to detect and manage threats (Illiashenko et al., 2023). However,
the consensus is that a perfectly secure system is unattainable (X. Sun et al., 2022). This
unattainability stems not only from the ever-evolving nature of the technical landscape but also from

the variability of humans’ interactions with the system.

Humans are continuously regarded as the most vulnerable and least controllable aspect in
cybersecurity (Alsharif et al., 2022; Linkov et al., 2019). Yet, research on the human aspect remains
limited compared to technical research in the cyberspace (Maalem Lahcen et al., 2020). Incidents
over the past decade have demonstrated the real risks posed by cyber threats across multiple domains
(see (Harry & Gallagher, 2025) for a list of reported cyber events from 2014 to 2023). The public has
thus become more aware of the potential severity of cyber threats, but is still largely unaware of the
detailed vulnerabilities and defensive measures (Alawadhi et al., 2020; Beckers et al., 2022; Zhai et
al., 2024). This gap in turn leaves the general population anxious yet unprepared for the emerging
cyber threats, exacerbating the risks associated with human vulnerabilities and weakening the
effectiveness of the system’s cybersecurity safeguards (Mwanje et al., 2024; Oladimeji et al., 2023).
Consequently, there is a growing need to proactively support human roles in defending against cyber
threats to break this cycle. However, the complexity of the cybersecurity domain and the evolving
nature of human roles in these advanced systems together contribute to the challenges of researching

human vulnerabilities in the cybersecurity landscape.

Cognitive modeling has proven to be a promising approach for analyzing human behavior

and identifying vulnerabilities in the general cybersecurity domain (Maalem Lahcen et al., 2020;
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Veksler et al., 2018). Its modelling results could elaborate on the human thinking processes and
behaviors, from perception to final decision-making (B. Wu et al., 2022). In this way, cognitive
modelling can reveal human errors, limitations, and incapacities that lead to vulnerabilities and
further guide the design of human-centric defense solutions targeting the identified weaknesses.
Notably, while cybersecurity is itself a dynamic, multifaceted, and ever-evolving domain, it often
functions as a supportive layer within more complex systems. Since the characteristics of the work
domain also significantly influence human cognitive processes, an effective cognitive modeling needs
to incorporate the analysis of the context of specific domain systems (Gersh et al., 2005).
Accordingly, applying cognitive modeling in cybersecurity requires tailoring to domain-specific
complexities and constraints (Coventry & Branley, 2018; Krause et al., 2021; Linkov et al., 2019;
Van Der Klejj et al., 2022).

Therefore, this work aims to leverage current cognitive modeling efforts in cybersecurity with
enhanced domain-specificity to identify potential human vulnerabilities and to provide insights for
effective mitigation. This work will also elaborate on the challenges for developing and applying a
domain-specific cognitive model within dynamic and evolving complex sociotechnical systems. We
begin with a modeling focus on CAV systems as an illustrative example. This allows us to examine
the challenges of applying cognitive modeling in fast-developing complex domains. The work will
then extend the efforts to broader cybersecurity applications for advancing cognitive modeling

approaches.

The above provides an introduction of the thesis's motivation and objectives. The following
background section introduces key concepts underpinning this thesis, outlines current work and
ongoing challenges in cybersecurity cognitive modeling research, and leads to the formulation of our

research questions.
1.1 Background

1.1.1 Defining Cybersecurity and Related Concepts

This section first elaborates on definitions of the key concepts in this work.

The National Institute of Standards and Technology (NIST) (Special Publication 800-30,

Rev. 1) (Joint Task Force Transformation Initiative, 2012) defines cybersecurity as "the process of



protecting information by preventing, detecting, and responding to attacks." The CNSSI (Dukes,

2016) explains cybersecurity-related terms as:

e Cybersecurity: The ability to protect or defend the use of cyberspace from cyberattacks.

e Cyberspace: A global domain within the information environment, consisting of
interdependent networks of information system infrastructures, including the Internet,
telecommunications networks, computer systems, and embedded processors and controllers.

e Cyber Attack: An attack via cyberspace targeting an enterprise’s use of cyberspace to
disrupt, disable, destroy, or maliciously control a computing environment/infrastructure, or to
destroy data integrity or steal controlled information.

In a broader context, cybersecurity on the Internet of Things (IoT) is defined as “the organization
and the protection of information technologies with the combination of the following notions:
availability, confidentiality, criticality, attack impact, integrity, ownership, sensitive values, legal risk,
contextualization, risk assessment and information storage” (Collard et al., 2017). In the
transportation domain, the National Highway Traffic Safety Administration (NHTSA, 2021) defines
cybersecurity as the protection of vehicle components, infrastructure, and communications from

harmful attacks, unauthorized access, or any other actions that jeopardize safety functions.

Since we used the CAV system as a potential example to illustrate domain-specific challenges in
cognitive modeling for cybersecurity, we also introduce key CAV domain concepts here. The most
recognized and comprehensive definitions in the autonomous and automated vehicles domain are

from (SAE International, 2018, 2021b).

- Automated Vehicles (AVs): A given vehicle may be equipped with a driving automation
system that is capable of delivering multiple driving automation features that operate at
different levels; thus, the level of driving automation exhibited in any given instance is
determined by the feature(s) engaged. As such, the recommended usage for describing a
vehicle with driving automation capability is “Level [1 or 2] driving automation system-
equipped vehicle” or “Level [3, 4, or 5] ADS-equipped vehicle.” (See Figure 1 for SAE

Automation Levels.)

- Automated Driving System (ADS): The hardware and software that are collectively capable
of performing the entire dynamic driving task (DDT) on a sustained basis, regardless of
whether it is limited to a specific operational design domain (ODD); this term is explicitly

used to describe a Level 3, 4, or 5 driving automation system.
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- Advanced Driver Assistance Systems (ADAS): A broad range of features, including those
that provide warnings and/or momentary intervention, such as forward collision warning
(FCW) systems, lane keeping assistance (LKA) systems, and automatic emergency braking
(AEB) systems, as well as some convenience features that involve Level 1 driver support

features, such as adaptive cruise control (ACC) and certain parking assistance features.

- (Human) User: A general term referencing the human role in driving automation (e.g.,
driver, passenger, DDT fallback-ready user, driverless operation dispatcher, and remote
assistant). These human categories define roles that do not overlap and may be performed in

varying sequences during a given trip.

- (Human) Driver: A user who performs in real time part or all of the DDT and/or DDT
fallback (steering, braking, and acceleration during certain dynamic test maneuvers) for a

particular vehicle.

LEVEL O LEVEL1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5
No Automation  Driver Assistance Partial Conditional High Full
Automation Automation Automation Automation

o
£3 You are driving whenever these driver support features are
] g_ £ ‘You are not driving when these automated driving features are
E Q2 engaged - even if your feet are off the pedals and you are not ) o L N
S ® . engaged - even if you are seated in "the driver's seat
<= steering.
s 3
w 0
3 @ When the feature
s .S You must constantly supervise these support features; you must requests These automated driving features will not
g3 steer, brake or accelerate as needed to maintain safety. require you to take over driving

$ SAE Levels

Figure 1. The SAE Levels (SAE International, 2021a).

The Connected and Automated vehicles (CAVs) (a.k.a. connected and autonomous vehicles and
driverless cars) are transformative technology that has great potential for reducing traffic accidents,
enhancing quality of life, and improving the efficiency of transportation systems (Elliott et al., 2019).

CAYV is a combination of Connected and Automated vehicles, as they are explained in Table 1.

Table 1. The Difference between CVs and AVs (Federal Highway Administration, 2018).

Connected Vehicles (CVs) Automated Vehicles (AVs)

CVs change how drivers interact with each other | AVs change how vehicles and drivers interact with each
and the transportation system. other and the transportation system.



https://www.sciencedirect.com/topics/engineering/highway-accidents

With CV technologies, vehicles wirelessly Automated systems perform at least one element of operation

communicate with each other and with without driver input.

infrastructure.

CVs enable a range of safety, mobility, and As automation increases, vehicles are increasingly able to

environmental functions. Automated CVs can perform dynamic driving functions in varied conditions and

provide information to drivers. environments.

CVs obtain information through wireless AVs can take over some levels of driving tasks. They can use

communications to support safety, mobility, and information through communication technologies to enhance

environmental applications that assist the driver. the Automated Driving System capabilities to safely and
efficiently interact with the roadway environment.

1.2 Literature Review on Cognitive Modeling in Cybersecurity

For the general population, cybersecurity often feels less tangible (Michalec et al., 2023), requiring
greater domain knowledge (Khadka & Ullah, 2025), heightened awareness (Ferguson-Walter et al.,
2023), and engaging complex multi-stakeholder interactions (Hausken et al., 2024). Given these
constraints, humans are regarded as the vulnerable targets. In response, a growing body of cognitive
research has focused on modeling human behaviors and cognitive processes in cybersecurity

(Maalem Lahcen et al., 2020; Veksler et al., 2018).

Studying attackers’ cognitive processes through modelling is considered an effective path to
developing mitigation strategies (Meyers et al., 2009) and allocating security resources (Khan et al.,
2025). An attacker is a person or process that attempts to access data, functions, or other restricted
areas of the system without authorization, potentially with malicious intent. Cognitive frameworks
have been applied to model attackers’ motivations (Dominic et al., 2016; Dutt et al., 2013; Thackray
et al., 2016), behavior patterns, and assessing attack impacts (Dutt et al., 2016). These frameworks
consider factors from the attacker’s cultural characteristics (Sample et al., 2018), risk-adverseness,
experience level , and adversarial reasoning. For instance, Koehler and Harvey (2008) used
behavioral game theory for attacker’s strategies predictions, and Abbasi et al. (2015) employed
subjective utilities and prospect theory for attacker’s behavior analysis, Veksler et al. (2018) have
implemented model tracing through repeated game scenarios to update attacker subjective utilities
dynamically. However, as the attacker’s decision-making modeling relies heavily on the defense
tool’s detection mechanism and the defense agent’s strategies, this type of models provides a limited
view of factors influencing the human behavior and is usually outdated for new threats but gives the

human a false sense of system security.



Meanwhile, human performance in cybersecurity constitutes both a potential vulnerability
and a critical defensive capability. Defender expertise development is another popular topic in
cybersecurity (Aggarwal et al., 2022; Champion et al., 2014; Van Der Kleij et al., 2022). There are
some suggestions that traditional approaches to training are less effective when training defensive
cybersecurity strategies. For example, classroom-based formal education was compared with informal
(self-taught) learning through a Cognitive Task Analysis (Champion et al., 2014). These results
indicated that traditional education may not be as valuable as accumulating practical experience. One
of the potential reasons is “the breadth of the information available” within the cybersecurity field.
Another finding is that cybersecurity practitioners value empirical experience over standard training
(Van Der Kleij et al., 2022). Training by simulation games and practice tends to be simplified and
delayed. These scenario-based simulations are based on lessons learned from past incidents (Van Der
Kleij et al., 2022) and thus cannot cover every possibility. Instruction materials, such as manual
books, playbooks, and pre-defined critical incident plans (CIPs), have also been criticized for their

rule-based approach and for discouraging deep reasoning (Van Der Kleij et al., 2022).

As aresult, training and learning are now often integrated with or replaced by real-time
support tools. Some researchers explored how defense-aided tools could aid human self-learning
(Andrade & Yoo, 2019), facilitate defenders’ strategies (Abbasi et al., 2015; Dutt et al., 2016), and
advance multi-agent collaboration development (Veksler et al., 2018). An autonomous cyber defense
team (Prebot et al., 2022) employed the Instance-Based Learning (IBL) theory with the memory
dynamics of ACT-R (Gonzalez et al., 2013) to explain the situation awareness of cyber analysts. The
integrated model tries to predict the role of intrusion-detection systems in terms of the defender's
memory and tolerance for cyber-attack detection (Dutt et al., 2016). The key limitation is still that
these tools and models rely heavily on past threats and defense experiences. Therefore, the dataset
and experiences, serving the model construction and tool development, are still within a limited scope
from the defender’s experiences. In other words, these tools are unable to proactively aid human
decision-making with unanticipated incidents from constantly evolving attack types and tactics.
Additionally, these aiding tools may increase the complexity of the human operator's task by

information overloading, difficulty in interpreting and collaborating, and inducing over-trust.

Another research direction is on assessing and improving the cybersecurity situations of
defenders and potential victims (Prebot et al., 2022). The term Cybersecurity Situation Awareness

(CSA) has been defined by various research, within different domains, and with various operator
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roles (Petersen et al., 2020). Individual factors such as characteristics (Hadlington, 2017), genders
(Anwar et al., 2017), past experiences (Hadlington & Murphy, 2018), education levels, and risk
preferences (Dutt et al., 2013; Torten et al., 2018) influence CSA and have been broadly investigated.
These studies primarily emphasized individual factors and experiences but delved less into how
specific tasks and the work environment interact with these factors to influence CSA. Some research
(Roy et al., 2010; Sawyer & Hancock, 2018) shifted the focus from human operators themselves to

their tasks, showing that the frequency, recency, and patterns of attacks impact CSA.

Gutzwiller et al. (2020) referred to one of the main challenges in cognitive analysis in
cybersecurity, such as CSA measurement, as being closely tied to domain-specific contexts and goals.
As cybersecurity always functions as a supporting layer within most work domains, a specific
domain-specific analysis is needed to support the construction of cybersecurity goals. Van Der Kleij
et al. (2022) also referred to the most pressing problem as balancing the broader operational context
in mind while adequately investigating a cyberattack. Namely, in healthcare cybersecurity, cognitive
modeling must prioritize operational continuity for human safety, with technological advances in
monitoring and diagnosing beyond clinical settings (Coventry & Branley, 2018). In the financial
sector, the high stakes of large institutions and the pressures of stringent regulatory scrutiny must be
considered (Van Der Kleij et al., 2022). In the energy domain, the decentralization of power
generation, the gaps between cybersecurity technology upgrades and the multi-decade lifespan of
physical equipment, and the requirement for resilient response controls to mitigate cascading safety-
critical impacts are critical for cybersecurity (Krause et al., 2021). In the CAV domain, domain-
specific considerations include drivers’ diminished engagement in the driving task, overreliance and
overtrust in automated driving systems, and the time-critical nature of driving (Linkov et al., 2019).
Collectively, considering solely general attack patterns or individual human characteristics would be
insufficient to accurately reflect human capabilities in response to cyber threats within a specific work

domain context.

1.2.1 Task Characteristics in Cybersecurity for Cognitive Modeling

Based on the findings summarized above, the following task characteristics emerge as particularly

relevant to cognitive modeling in cybersecurity applications:

e Cybersecurity tasks are highly interactive among multiple roles as attackers, defenders,
and end-users with varying levels of expertise. These roles often have conflicting

7



interests and compete for limited resources, which directly shape these interactions and

decision-making.

e Cybersecurity defense functions as a supportive system operating under both hard
technical constraints of the work domain and soft organizational constraints. Human
performance in the cybersecurity context is influenced not only by work domain-specific
system architecture and technical advancement but also by cybersecurity policies,
regulations, and organizational requirements that must be followed to ensure compliant

and effective operations.

e At the behavioral level, human decision-making is intense, occurring within an
information-rich environment that demands rapid responses under time pressure. These
challenges are further intensified by gaps in domain-specific and cybersecurity

knowledge, which affect how humans interpret information and execute actions.

e Human responses are highly dynamic across different forms of cyberattacks, whether
disguised and stealthy or explicit and distracting. These varying threat profiles trigger
different cognitive pathways and response patterns, from design-supported reasoning

processes to direct perceptual actions.

¢ Human decision-making in cybersecurity contexts may also exhibit cascading effects,
where an individual’s response triggers subsequent reactions across the system. These
effects are consistent with the first two characteristics of cybersecurity scenarios: namely,

the highly interactive nature and system-level interdependencies.

Overall, these characteristics converge on two primary challenges for cognitive analysis in

cybersecurity applications:

First, cyberspace is a highly dynamic environment that constantly evolves and engages
multiple interacting roles. Thus, cognitive modeling solely relies on past incidents and strategies may
generate outcomes that lag behind current domain developments, introduce excessive information,
and even foster a false sense of security. Instead, an effective cognitive model should allow for
adaptation to emerging incidents and strategies and can account for expanding roles and shifting
perspectives, making it more applicable to predict human performance in the dynamic cybersecurity

landscape.



Second, the analysis of the specific work environment in which humans operate is essential.
As a supporting layer across various domains, cybersecurity must align with the distinctive
constraints of work domain environments, including their technological frameworks, organizational
structures, and domain-specific goals. Human response strategies to cybersecurity threats and incident
management vary widely across domains, as domain constraints and task objectives differ. Applying
cognitive models without incorporating adequate domain-specific considerations can result in
outcomes that lack real-world transferability. This challenge thus lies in systematically and effectively
integrating domain-specific knowledge and contextual factors into the cybersecurity cognitive

modeling.

These two main challenges motivate the introduction of Cognitive Work Analysis (CWA)
and ACT-R (Adaptive Control of Thought - Rational). CWA is particularly suited for analyzing
complex socio-technical work environments that involve both hard constraints (e.g., physical and
technical limits) and soft constraints (e.g., organizational factors, regulations, and policies), and
interactions among diverse roles. ACT-R, on the other hand, is effective for precisely capturing
human performance in time-critical conditions that require both rapid reactions and information

processing across dynamic task environments.

In the following chapter, we will introduce the two modeling approaches in greater detail,
given their broad application across domains, theoretical and empirical foundations, and their

practical extensions and challenges that support cybersecurity-related modeling.



Chapter 2 Cognitive Models: Challenges in Modeling Human

Performance in Cybersecurity

The term Cognitive Model is widely used across fields of human factors, engineering, system design,
biology, psychology, and artificial intelligence. In short, a cognitive model is an abstraction of human
cognition (Pan et al., 2017). From a systems engineering perspective, a cognitive model is defined as
"human psychological and thinking processes before the execution of a certain action" (B. Wu et al.,
2022), or, more concisely, as the modeling of “human cognitive behavior” (Ritter, 2019). In the field
of human-computer interaction, Gersh et al. (2005) defines the cognitive model as "applying
cognitive science principles to the design and analysis of complex systems, focusing on optimizing
human-system interaction." Collectively, in a broad definition, cognitive modelling refers to both the

analysis and computational simulation of human problem-solving and decision-making processes.

Within the field of cognitive engineering, a cognitive model is the process of translating
cognitive theories and architectures into engineering applications for quantitative measures of human
performance. John (1998) defines it as "computational representations that simulate human cognitive
processes to predict user behavior and inform interface design". The computational representations of
a cognitive model refer to the description of aspects or functions of human cognition through
representations, mechanisms, and processes that can be simulated (McClelland, 2009; R. Sun, 2008).
In that sense, Al computing algorithms simulate how humans process thoughts and perceptions are

also referred to as "Cognitive Al Models" (Garza-Ulloa, 2022).

Building on these general definitions of cognitive models, this chapter will further review the
commonly used cognitive computational models in detail, examining their foundations, focuses,
strengths, and challenges in simulating human performance in cybersecurity. Finally, we will explore
a brief example to elaborate on the practical challenges of a frequently used cognitive model as

applied in cybersecurity human performance modeling.

2.1 Cognitive Architectures and Models

A cognitive architecture is defined as a system capable of producing all aspects of behavior, while
remaining constant across various domains and knowledge bases (Anderson et al., 2004; Newell,
1994). Briefly, a cognitive architecture specifies the underlying infrastructure for an intelligent

modelling system that could be applied in various domains (Langley et al., 2009). A similar definition
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on cognitive architectures’ consistencies in producing different behaviors with common mechanism is
with Langley (2006) “(The architecture) are often used to explain a wide range of human behavior,
and to mimic the broad capabilities of human intelligence”, and with Lehman et al. (1996): “a
cognitive architecture is two things at once. First, it is a fixed set of mechanisms and structures that
process content to produce behavior. At the same time, however, it is a theory, or point of view, about
what cognitive behaviors have in common.” Byrne (2012) defined a cognitive architecture as an
attempt to build an integrated theory that encompasses a broad spectrum of what is known about
human cognition and performance. Byrne (2012) also emphasized that a cognitive architecture alone
is generally not able to describe human performance on any particular task; it must be given
knowledge about how to do the task. Another way of defining cognitive architectures is a proposal
about the mental representations and computational procedures that operate on these representations,

enabling a range of intelligent behaviors (Kotseruba & Tsotsos, 2016).

Task
Knowledge

supplied interacts with

ﬁz?gnitive

Architecture

Task
Environment

produces

Behavior
Stream

Figure 2. Structure of a Model based on a Cognitive Architecture (Byrne, 2012).

In this sense, a model of a task based on a cognitive architecture (generally termed a
“cognitive model” in cognitive engineering) consists of the architecture and the requisite knowledge
to perform the specified task (Byrne, 2012). That is, a cognitive model generally comprises three
components: the architecture, task knowledge, and a dynamic task environment with which the model
interacts (Byrne, 2012). The output of this model is a behavior stream, as in Figure 2. Thus, the
cognitive models, beyond the theories and architectures grounded in cognitive science, offer practical
value in simulating human performance in different domains and task environments. Specifically, the

model can generate performance metrics such as execution time and accuracy. It can also help explain
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the underlying sources of human cognitive processes that contribute to these performance differences

(Kieras et al., 2001), from the cognitive architecture on which it is based (Ludwig, 2005).

2.1.1 Review of Cognitive Modeling: Applications with Different Emphases

Cognitive models are the computational applications of cognitive architecture (Kotseruba & Tsotsos,
2016, 2020). With the large number of cognitive architectures (55 are still actively developed
(Kotseruba & Tsotsos, 2016)), most cognitive engineering research focuses on a few models.
Arguably, some of these architecture-based models may seem more widely used than others and
attract more attention. Figure 3 is from a review paper on the development of current cognitive
architectures and their applications across various domains. Among them, ACT-R stands out as the
most widely applied, historically significant, and multi-dimensionally competent architecture (Adams

et al., 2012; Kotseruba & Tsotsos, 2016).

N
RS XS
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EREROTA 0BT
REL. L O E RS
SHEROR SRR
CFF S F I ELLLS
ACT-R
ART robotics
SOAR psychological experiments
HTM games and puzzles
Leabra misc
CLARION categorization and clustering
computer vision
R
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Figure 3. A part of the graphical representation of the practical applications of the cognitive
architectures and corresponding competency areas defined in (Adams et al., 2012). The stacked bar
plots show the practical applications: the length of the bar represents the total number of the practical
applications found in the publications and colored segments within each bar represent different
categories (see legend) and their relative importance (calculated as a proportion of the total number of

applications implementing these categories) (Kotseruba & Tsotsos, 2020).

There are various ways to evaluate and compare cognitive architectures and their practical
applications as models (Chong et al., 2007). The most used evaluation methods are based on the
model’s symbolic structures (Kotseruba & Tsotsos, 2016, 2020) (symbolic systems are typically
implemented as collections of if-then rules (Ludwig, 2005; Pew et al., 1998)), psychological validity
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(Byrne & Gray, 2003), and different emphasis on functional cognitive modules (e.g., action, learning,

reasoning, etc.) (Chong et al., 2007).

The table below (Table 2) compares several widely referenced architectures as in Figure 3:
the most commonly used (ACT-R), the most fully developed in terms of competence (CLARION), an
architecture frequently compared with ACT-R (Laird, 2021), and the simulation model with the most

applications in Human Performance Modeling (HPM) (IMPRINT).

Table 2. Comparison of Leading Cognitive Architecture and Related Competency Areas.

ACT-R CLARION Soar IMPRINT
(Anderson et al., | (R. Sunetal., (Laird & (Mitchell, 2003)
2004) 2001) Congdon, 2004)
Relationship to | Yes Yes Not directly No
Neurobiology
(tie to human brain areas)
Psychologically Validated | Yes Yes Partially No
Modules | Perceptual, Perceptual, motor, | Perceptual, Not a cognitive
motor, goal, and | goal (declarative working memory, | architecture but a
declarative & procedural) long-term simulation tool with a
memory memory memory, and task network, operator
motor model, and timing
parameters
Learning | Production Automatic Learning (i.e., Not Supported
utility conversion of sub- | chunking) occurs
adjustment. symbolic patterns | when a resolution
into production is found when
rules. reaching an
impasse.
Symbolic/Emergent/Hybrid | Hybrid Hybrid Symbolic Symbolic

ACT-R is primarily different from SOAR in that it places a strong emphasis on psychological

validation. In contrast, SOAR is rooted in a unified theory of cognition, aiming to support general

cognitive functioning across domains without task specificity (Chong et al., 2007). As a result, ACT-

R can generate detailed behavioral traces, while Soar focuses more on general reasoning processes

and planning changes.

IMPRINT, although it is the most frequently used model in HPM (see Figure 3), belongs to a

different cognitive modelling approach. It is not based on a cognitive architecture, but instead

functions as a simulation toolset that relies on predefined task descriptions and parameters (Mitchell,
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2003). It does not dynamically generate behavior through internal cognitive mechanisms. Therefore,
it is better suited for producing estimates of routine-based task requirements, rather than simulating

human cognitive variation.

Notably, there seem to be many similarities between CLARION and ACT-R in terms of
structure and psychological validity. However, CLARION stands out for its learning mechanisms,
particularly in generating new rules through emergent (i.e., ‘creativity’ in Figure 3, which is defined
as the computational generation of results that are both novel and appropriate (Kotseruba & Tsotsos,
2016; Still, 2016)), making it a truly hybrid architecture. In contrast, ACT-R’s learning is largely
limited to adjusting the utility of existing rules, meaning its hybrid nature is more constrained in terms
of emergent learning. However, as CLARION emphasizes learning mechanisms, its motor and
perceptual timing modules appear less effective than those in ACT-R, particularly in domains
requiring precise time-based performance. Compared to ACT-R, CLARION has received less
empirical validation and has fewer applications (see Figure 3), resulting in limited tools and extended

models.

Therefore, given ACT-R’s strong empirical validation, dominant use in cognitive modeling
applications (see Figure 3), and its sufficient ability to produce time-sensitive, detailed behavioral
predictions, we primarily consider it as a powerful candidate to model the complex system’s
cybersecurity human performance in this work. In the next section, we will examine its core structure

in more detail, along with its current applications and development in the context of driving tasks.

2.2 Adaptive Control of Thought-Rational (ACT-R)

The basic architecture of ACT-R consists of a set of modules, as shown in Figure 4. Each module is
devoted to processing a different kind of information (Anderson et al., 2004). Perceptual modules
(e.g., visual module) are for identifying perceived objects (e.g., an object in the visual field), a manual
module is for hand-action controlling, the declarative module is for retrieving information from
memory, and the goal module is for keeping track of current goals and intentions (Anderson et al.,
2004). The modules communicate through their buffers. A buffer relays the request to its model to

perform actions and respond to queries about the module/itself status.
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Figure 4. The Basic ACT-R Architecture.

In ACT-R, Declarative Knowledge reflects the factual information that a person knows and
can report (Anderson & Schunn, 2000). A declarative unit of knowledge is represented in a structure
called chunks, and procedural knowledge is represented in a structure called productions. Each buffer

could hold one chunk at a time due to human cognitive capacity limits.

A production is a statement of a particular contingency that controls behavior (Bothell,
2022). A production rule defines a set of conditions and actions, such that the conditions must be met
for the rule to execute or fire the given actions (Salvucci & Taatgen, 2008). As shown in Figure 4, the
solid arrows show which module reads the information from another module’s buffer, and the dashed
line arrows show which modules make requests to another module’s buffer or directly modify the
chunk it contains. This is how a production works in a condition-action manner. This production rule
element forms the symbolic core of the cognitive architecture and its models, enabling strong

interpretability by allowing researchers to trace and explain the model’s predicted human behaviors.

The chunks and productions are all separate pieces of knowledge (Anderson & Schunn,
2000). For connecting them, ACT-R imposes a strong organizational structure through its goal stack
(i.e., Intentional Modules in Figure 4), allowing subgoals to be added dynamically (i.e., removed and
added by production rules selections), guiding the order in which knowledge is accessed and rules are

applied.

Researches also tied ACT-R’s basic modules to specific brain regions during complex

information-processing tasks by fMRI technology (Anderson, 2007; Anderson et al., 2008), and the
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basic modules could predict BOLD responses in specific brain regions (Perceptual modules align with
the auditory cortex and fusiform gyrus; processing modules (retrieval and representational change)
map to the parietal and prefrontal cortices; and cognitive control is associated with the anterior
cingulate cortex and caudate (Anderson, 2007). These biological grounding also supports the

plausibility of ACT-R as a symbolic—sub-symbolic integrated system (Kelley, 2003).

Up to this point, we have introduced ACT-R at the symbolic level (Anderson & Schunn,
2000). Next, we will briefly explore ACT-R’s subsymbolic structure and how it works together with

the symbolic structure to support the model’s learning functions.

2.2.1 ACT-R: Strategies by Symbolic Construction and Sub-symbolic Selection

The symbolic part consists of declarative and procedural knowledge that is strongly connected to the
domain analysis (facts, rules, and physical environments). It is straightforward: different strategies are
defined by different productions (or sets of productions) that describe paths to achieve task goals. The
subsymbolic part is about processing these components (Anderson & Schunn, 2000). To be specific,
when given a goal to achieve (i.e., a problem to solve), the subsymbolic part selects among competing

production rules and then executes the selected (Anderson et al., 2004).

In particular, this strategy selection process has two subsymbolic parameters: expected effort
and the probability of success. The expected effort is the amount of effort required to obtain a
solution if the given production is selected. The expected success rate is the probability that a solution
will be obtained if the given production is selected. ACT-R selects among productions by computing
the tradeoff between the two to select the production with the best tradeoff value (Anderson et al.,
2004). This calculation for strategy selection is of the core subsymbolic mechanism (i.e., “adaptive

control” in ACT-R).

The learning of utilities is controlled by the following equation for a production i after its n

usage:
Ui(n) = Ui(n-1) + a- [Ri(n) - Ui (n-1)]

Where a is the learning rate, Ri (n) is the effective reward value given to production i for its
nth usage, and Ui(0) is the initial utility value for the rule (default to be 0). This calculation of
assigning utility values to specific rules serves as ACT-R’s efficient mechanism for rule selection and
switching.
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By running this symbolic mechanism, the increase in utility from successfully firing specific
rules can lead to production compilation, as higher-utility shortcuts emerge and replace more
extended sequences involving memory retrieval. This short-cutting reflects skill acquisition, where
more efficient strategies are formed through the selection of shorter, high-utility paths. This adaptive
compilation allows a problem to be solved with fewer productions and, therefore, performed faster
(Bothell, 2022). And this process is how ACT-R interprets the learning process as a gradual

translation of declarative to procedural skills (Salvucci & Taatgen, 2008).

Interestingly, this utility-driven compilation process conforms to how rule-based decision-
making transformed into a skill-based one, as explained in Rasmussen’s Skill-Rule-Knowledge (S-R-
K) framework (Rasmussen, 1983). The details of how these two cognitive frameworks conform in

understanding skills development will be mentioned in the later sections (see Section 4.3.3).

However, the limitation of this subsymbolic mechanism is the limited ‘creativity’ for
emergent strategies (see Figure 3). This limitation has already been noted and recognized from ACT-
R’s inability to develop learned recognition, a feature typical of true subsymbolic systems (Kelley,
2003). Building on ACT-R’s established architecture and mechanisms, its demonstrated applicability
and ongoing developments in modeling human driving performance across varying conditions and
behavioral metrics. And we will use an extended ACT-R (QN-ACTR) model for an attempt at

simulating human responses to distraction-based cyberattacks on CAV systems in Chapter 3.

2.3 Research Questions

While cognitive models offers a promising approach for identifying and mitigating human
vulnerabilities, it continues to face additional challenges in achieving practical applicability to the
complex, dynamic in cybersecurity with sufficient domain-specific considerations. Given these
intertwined challenges, a robust cognitive modeling approach for cybersecurity must effectively
integrate both tailored domain analysis and solid simulation of human dynamic behaviors within a

complex environment.

To meet these expectations, Cognitive Work Analysis (CWA) (Rasmussen et al., 1994;
Rasmussen & Jensen, 1974; Vicente, 1999) and Adaptive Control of Thought-Rational (ACT-R)
(Anderson et al., 2004) stand out. Both are classic and well-established, consistently contributing to

the development of cognitive modelling and analysis, but with different emphases.
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Cognitive Work Analysis (CWA) (Rasmussen et al., 1994; Rasmussen & Jensen, 1974;
Vicente, 1999) is a formative cognitive analysis framework that supports systematic domain-specific
analysis for complex sociotechnical systems. It thus can enable a comprehensive and multifaceted

understanding of cybersecurity within its specific work domain.

Adaptive Control of Thought-Rational (ACT-R) (Anderson et al., 2004), on the other hand,
provides a mature foundational cognitive architecture for computational models to dynamically

simulate human performance in various task environments.

Combining the strengths of both, we propose an integrated cognitive model that incorporates
CWA’s domain-specific analysis into an ACT-R-based computational model’s simulation of human
performance, addressing the challenges in applying cognitive modeling to cybersecurity in complex

domains.

Before integrating the model, we need first to examine the standalone applicability of the
ACT-R model in cybersecurity and identify the necessary enhancements, by using CAV cybersecurity

as a representative application domain in the next chapter.

Research Question 1: Is an ACT-R model sufficient for modeling human performance in

cybersecurity?

To answer this question, Chapter 2 will review commonly used cognitive computational
models and their core architectures. This review will further explain the rationale for selecting the
ACT-R model and discuss its potential limitations when solely applied to cybersecurity in a specific
domain. Chapter 3 will illustrate an example of extended ACT-R model, suggesting both the benefits
and challenges of applying an ACT-R model in this context.

Based on Chapter 3’s findings, we will then propose an enhanced model that integrates the
CWA insights to address the limitations of using the ACT-R model alone. Chapter 4 will elaborate on
the conceptual integration of CWA insights into the construction of an ACT-R model for a complex
work domain, continually using CAV cybersecurity as an illustrative example. The chapter will
provide a detailed exploration of each CWA dimensions’ integration into the ACT-R model and

answer the second research question:

Research Question 2: Can insights from Cognitive Work Analysis (CWA) enhance the

effectiveness of an ACT-R cognitive model in complex domains such as cybersecurity?
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To validate the potential of integrating CWA’s domain-specific insights with the ACT-R
model, it is essential to identify a suitable use case that engages effective cybersecurity risk

management to demonstrate the model’s enhancements.

Hence, Chapter 5 will continue using CAV cybersecurity as the illustrative example to assess
the effectiveness of in-vehicle human responses to cyberattacks. The assessment will investigate the
in-vehicle human analytic process and response patterns to different attack forms, and the factors
shaping these behaviors, to determine if it’s an appropriate task environment to simulate effective

human performance to cyber threats, as stated in the following research question:

Research Question 2a: Is in-vehicle operation an effective task environment for detecting

and mitigating cybersecurity threats?

Following the question of identifying an effective cyber threat management task environment
as the model's use case, the development of Cybersecurity Operations Centers (SOCs) across various
domains serves as a supportive sector within the general cyber defense framework, providing another
option for applying the cognitive model to simulate human performance in effectively detecting and
mitigating cyber threats. Similarly, we will assess the effectiveness of the SOC work environment for

cybersecurity management and the application of the cognitive model:

Research Question 2b: Is a Security Operations Center an effective task environment for

detecting and mitigating cybersecurity threats?

Compared to in-vehicle operations, SOC analysts are expected to perform more domain-
specific analytical decision-making for cybersecurity management. Chapter 6 accordingly develops
and applies the integrated cognitive model to simulate SOCs human analyst task performance. To
validate the improvements of the cognitive model, its simulation results will be compared between the
integrated model and a baseline model. Through model construction and result comparison, Study 2
aims to answer the third research question, which focuses on the implementation and development of

the cognitive model:

Research Question 3: What are the enhancements, limitations, and future directions of
integrating CWA and ACT-R for modeling human performance in complex domains like

cybersecurity?
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Frontier work (Collins et al., 2022; Joshi & Ustun, 2024) has explored the integration of
Generative Al (GAI) models with classical cognitive models to simulate human-like decision-making
within complex contexts. GAI models (Malloy & Gonzalez, 2024), although suffering from many
limitations due to their inherent differences from classic cognitive models, are nonetheless advancing
the development of cognitive models (Malloy & Gonzalez, 2024). Therefore, a follow-up study will
also test our enhanced cognitive model against a representative GAI model to examine the

opportunities and limitations of future cognitive modeling development, in Appendix C.

2.4 Thesis Structure

The first half of this thesis focuses on developing an effective cognitive model for simulating human
performance in complex domains, using CAV cybersecurity as an illustrative example. This part
begins by reviewing current prevalent cognitive models, with their foundational architecture and
distinctive strengths and limitations. It concludes by finalizing the selection of ACT-R models as the
base model. We then identify the gaps in applying the ACT-R model alone in the CAV cybersecurity
domain (Chapter 3) and accordingly propose an enhanced solution by integrating CWA insights into
the model (Chapter 4). To validate the potential enhancements, Study 1 examines human responses to
cybersecurity threats during in-vehicle operation. However, we learned that human drivers' in-vehicle
responses to cyber threats are relatively simple and don’t involve deep domain-driven decision-
making. Therefore, while a CWA-enhanced model may offer improvements, the value of a CWA-

enhanced ACT-R model cannot be well-explored in this domain.

We then decided to explore a cybersecurity operation center environment to demonstrate the
model’s enhancement in a context with more complex decision-making (Study 2). We begin by
demonstrating the development of the integrated model in this environment, using this as an
opportunity to examine the model development and explore empirical validation of the model. A
discussion of the integrated model's application to other domains, its limitations, and future

improvements in light of rapidly developing Al models, concludes the second half of the work.
A brief overview of each chapter is presented below:

e Chapter 2 reviews the prevalent cognitive architectures and models. This chapter explains our

selection of ACT-R models for simulating human decision-making in cybersecurity.
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Chapter 3 illustrates a brief example using an extended ACT-R model with adjustments to
simulate in-vehicle human operations when confronting distraction-based attacks targeting
CAVs. This example implied limitations to directly applying the ACT-R model alone in

cognitive modelling efforts in the cybersecurity context.

Chapter 4 suggests integrating CWA''s insights into the ACT-R model to narrow the cognitive
model’s gaps. This chapter provides a further introduction to the CWA across its dimensions.
In comparison, CWA, as an analysis framework, provides a valuable structure for guiding
domain-specific analysis, whereas the ACT-R model serves as a computational model
simulating human behavior. This chapter will then expand on their distinct foundational roles
as cognitive analysis approaches, exploring and discussing their compatibility in application,
detailing how CW A-guided insights support the construction of the ACT-R model and

enhance its applicability to complex systems.

Chapter 5 investigated whether in-vehicle operation is an effective cybersecurity
management task environment for applying the proposed model integrating CWA and ACT-
R. This chapter used a survey study (Study 1) to examine the awareness and response of in-
vehicle human drivers to different forms of cyberattacks. The study results, however, reveal
that in-vehicle human responses to cyber threats are less involving analytic decision-making,
often reverting to a safe state rather than solving or mitigating the cyber threat. As a result,
this may not be an effective cybersecurity management task environment for applying the
enhanced model’s capability in domain-specific analysis processes. This leads to a shift in
our modeling focus from direct system end-users, such as in-vehicle drivers, to human roles
in the supportive sectors of cybersecurity defense frameworks, namely the Security

Operations Center (SOC) analysts.

Chapter 6 details the process of integrating CWA's domain-specific insights into the ACT-R-
based model construction and validates the model's enhanced effectiveness in SOC analysts’
task (Study 2). Study 2 applies the CWA framework step by step to generate a SOC tier-1
analyst's task environment analysis, systematically supporting the construction of an ACT-R
model with domain-specificity. We then applied the integrated cognitive model to simulate
human performance in the cybersecurity alert triage task. The model’s enhancement was

validated by comparing it against a baseline model without CWA insights, based on how well
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each fit the collected empirical. The integrated model demonstrates a marginal trend toward
higher quantitative accuracy in predicting human processing time and final decisions (ACT-
R) when informed with sufficient domain-specific analysis (CWA). Its improved estimation
provides clear interpretation and measurable validation into analysts’ adaptability and
vulnerabilities in security alert processing tasks. We then accordingly discussed strengths,

limitations, and application considerations of the integrated cognitive model.

o  Chapter 7 summarizes insights on our cognitive modelling effort and discusses the challenges
with future development in applying the CWA-informed ACT-R model to cybersecurity and

other complex domains.

Chapter 1: Introduction to Cybersecurity Concepts and
Task Characteristics in Cybersecurity Context

g
Chapter 2: Review of Cognitive Models’ Challenges in
Cybersecurity

N

Chapter 3: An Example of the ACT-R Model Application
in Cybersecurity

L

Chapter 4:

Towards Integrating CWA with ACT-R Based Model
L

Chapter 5: Cognitive Model Application: Assessing In-
Vehicle Human Responses to CAV Cyberattacks
(Study 1)

L

Chapter 6: Study 2: Predicting SOC Analysts' Alert
Triage Task Performance with a Cognitive Model
Integrating CWA and ACT-R

L
Chapter 7: Summary of Key Outcomes, Expanded
Discussions, Limitations, Contributions, and Future
Development

Figure 5. Overview of Thesis Structure.

However, given the integrated model’s limited applicability in handling ambiguous
conditions and the rapid development of GAI models during this work, we conducted a brief
comparison study to evaluate the decision-making prediction accuracy of a large language model
(LLM) against it in Appendix C. The findings then lead to an expanded discussion on the strengths
and insights that the classic cognitive modeling approaches can offer for the application and

development of GAI models in cognitive models’ development.
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2.5 Contributions

Contribution 1: This work will be the first attempt to explore the possible advantages of integrating
ACT-R and CWA when modeling human performance in complex domains like cybersecurity. The
detailed integration process supports the rationale of their compatibility and improvements in model
construction efficiency, and the results confirm the enhancement of the output, thus contributing to
the development of a more robust cognitive modeling approach that fits a specific, complex
sociotechnical working environment, incorporating both specific domain fidelity and general

quantifiable measurements.

Contribution 2: The cognitive model development process will illustrate a practical application of
the CWA analysis to enhance the domain-specificity of a computational model. The pipeline,
comprising the identification of the effective task environment, developing the domain knowledge
and analysis following CWA framework, integrating these analysis into the ACT-R model's
components, and consideration of strength, trade-offs and limitations in modeling strategies, would
contribute as a practical reference for guiding future efforts in developing computational models

with improved domain specificity by incorporating CW A-informed insights.

Contribution 3: This work will extend the cognitive modelling focus from end-users’ response to
the supportive human roles involved in the broader defense framework. The broader modeling scope
and expanded dimensions of human roles may offer deeper insights for improving cybersecurity-
aided design and advocating for the development of a collaborative defense framework, particularly

in the context of the CAV landscape.

Contribution 4: This study will also contribute to clarifying the strengths and challenges of
traditional cognitive models and introducing new perspectives on how traditional models can be
enhanced and selected based on task contexts, and how Al models’ advancement can learn from

classic cognitive models to improve interpretability and robustness in domain-specific applications.
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Chapter 3 An Example of the ACT-R Model Application in
Cybersecurity

We here choose the CAV cybersecurity domain as an example to illustrate domain-specific
challenges in cognitive modeling for three reasons. First, CAV is a rapidly evolving technological
landscape with growing cybersecurity concerns (X. Sun et al., 2022). The fast advancement of
driving systems adds complexity and dynamism to their cybersecurity support operations, posing
challenges for human cognitive modeling to adapt to these evolving conditions. Second, the CAV
domain exhibits prominent domain specificity (Linkov et al., 2019), characterized by time-critical
operations and highly collaborative interactions involving multifaceted stakeholders (e.g., in-vehicle
users, external road users, service providers, etc.) and extensive dynamic road conditions. These
factors highlight human flexibility and prompt decision-making in cognitive modeling for
cybersecurity. Third, cognitive modeling efforts in CAV are limited compared to the extensive
technical research in the field (Linkov et al., 2019), reflecting a pattern common across many

domains of cybersecurity research.

These factors of CAV cybersecurity well represent the cognitive modeling challenges
outlined in Chapter 2. We therefore use CAV cybersecurity, in this chapter, as an example to examine

these challenges in detail.

3.1 ACT-R Models Strengths in CAV Cybersecurity

ACT-R models have long been used for simulating human interactions with in-vehicle technology

over the past 40 years (Park & Zahabi, 2024).

The basis for its prevalence in driving tasks is that the ACT-R model fits well with the action-
intensive and time-critical nature of the driving domain. ACT-R incorporates Fitts’ Law into its
perceptual-motor system, enabling the precise simulation of humans' perception-to-movement
processes (Anderson et al., 2004). The developed ACT-R extended models with different focuses
have successfully simulated a wide range of drivers’ actions, including braking (Rehman et al., 2024),
lane changing, steering, takeover scenarios, training effects, and responses to urgent situations (e.g.,

maneuvering between a lead and following vehicle) (see (Park & Zahabi, 2024) for a review).

The advancement of automated driving has increased the need for modeling driver distraction

and multitasking. But ACT-R is inherently a serial processing architecture with limitations in
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dynamically simulating threaded tasks. To address this limitation, extensions such as threaded task
processing (Salvucci & Taatgen, 2008) and the parallel processing capabilities from the QN-MHP (Y.
Liu et al., 2006) framework have been incorporated into ACT-R models. One notable advancement is
the QN-ACTR model (Cao & Liu, 2013b, 2013a, 2014), which integrates features of both ACT-R and
Queueing Network models to better simulate parallel perceptual processing for multitasking in

driving tasks (Deng, Cao, et al., 2019b; L. Xu et al., 2025).

Collectively, the continuous improvement and widespread application, with empirical
validation, provide extensive resources for applying the ACT-R-based model in complex driving
contexts. Naturally, CAV cybersecurity serves as our first example application domain for assessing
the use of ACT-R models in cybersecurity. In this chapter, we examine the challenges of applying
current ACT-R models to cybersecurity, with a specific focus on the domain specificity of the CAV
context. We adapted the QN-ACTR model from simulating multitasking in driving takeover
performance and augmented it to simulate three distraction-based attacks that interfere with driving
tasks (Deng, Cao, et al., 2019a). The primary purpose is to assess potential gaps in an ACT-R based
model construction and application for simulating human performance in CAV cybersecurity

scenarios, and to explore potential approaches for improvement accordingly.

As this early-stage simulation is to quickly assess the applicability of the ACT-R model in the
CAYV cybersecurity, we will not empirically evaluate the model results but compare the results to
performance impairments associated with different blood alcohol concentration (BAC) levels as a

reference metric.

3.2 Distraction-Based Cyberattacks Targeting In-Vehicle Human Operations

Among the various attacks on advanced driving systems, a particularly concerning type is to distract
human drivers. These attacks impair human cognitive capacities by interrupting timely control in
hazardous situations (R. Sun et al., 2001). Many studies showed that with ADAS’ facilitations,
drivers often divert their attention from the primary driving task to secondary activities or the in-car
environment, increasing the likelihood of exposure to distraction-based cyberattacks (Hungund et al.,
2021). Furthermore, ADAS proves to reduce human skills and knowledge of driving (Hadlington &
Murphy, 2018; Linkov et al., 2019; Noy et al., 2018). Such trends intensify the risks of distraction-
based attacks as drivers’ focus can be more easily manipulated by tampered interruptions or
alterations of the driving environment. Given that distraction is continuously among the leading
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causes of vehicle accidents (Gershon et al., 2019; Strayer et al., 2006), modeling human performance

confronting distraction-based attacks is the focus of this chapter.

The BAC level is a widely accepted benchmark for assessing driving performance and
cognitive status (Strayer et al., 2006). It has also been effectively used to compare the impact of dual-
task activities on driving performance, like cell phone use while driving (Strayer et al., 2006). In
assessing driving performance, reaction time is among the most widely analyzed behavioral
measurements (Jongen et al., 2016; Strayer et al., 2006). As a prior experiment collected human
driving performance with different BAC levels, we will use the collected empirical data as reliable
benchmarks for assessing cognitive impairment by modelling distraction-based attacks, gauged

through delayed reaction time (Christoforou et al., 2013; Yadav & Velaga, 2019).

3.2.1 Assumptions

Based on the current review and understanding of ACT-R model, we have two assumptions for this

model example.

First, while ACT-R models are effective for simulating driving tasks, their suitability for
modeling human responses to CAV cyber threats remains uncertain. ACT-R is good at modeling
tasks involving intensive perceptual-motor control with routine procedures (N. Taatgen & Anderson,
2010). However, handling cyber threats necessitates more analytical information processing and
exploratory diagnostic (D’Amico et al., 2005) than regular driving tasks. Given that, the model’s
construction of production rules for the analytic process of complex cyberattacks would substantially
increase modelling effort. Still, it may not fully demonstrate the model’s strengths in perceptual-
motor simulation. Based on this assumption, we expected the ACT-R-based model to be more
effective at capturing human responses to perceptually salient cyberattacks. As a starting point, our

first modeling attempt begins with simulating distraction-based attacks.

Another consideration is that the model’s frequently used subtasks for simulating
multitasking and distraction are traditional psychological tasks with abstract content (i.e., these tasks
are designed to represent generalized cognitive processes rather than domain-specific activities). To
better approximate distraction-based attack scenarios, we assume that these general subtasks need to
be augmented with domain specificity to increase the fidelity of the scenario representing the attacks.
However, as this modeling effort is still in its early phase, with limited data available on in-vehicle

cyberattacks, we will still use the general psychological subtasks with minor adjustments to
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approximate distraction-based attacks. Yet, we acknowledge these limitations in reflecting the
domain-specific fidelity of CAV cyberattacks and will discuss the effects of this setup on the

modelling process and results in a later section (see Section 3.3.2).

3.2.2 Model Construction

The foundational model we used is QN-ACTR. It is an ACT-R extended model integrated with the
queueing network to handle multitasking modeling (Cao et al., 2014, 2015; Cao & Liu, 2015). To
adjust the model, we attempted to map the collected participants’ feedback (see Appendix A for the
Informal Interviews for Collecting Participants Insights) to the production rules outlined in (Deng,

Cao, et al., 2019a) to augment the model’s subtasks representing distraction-based attacks.

The design of the three scenarios was primarily guided by the technological feasibility of
cyberattacks and the foundation model’s ability to represent them through visual and auditory stimuli.
We focused on multimodal distractions, as recent research suggests they pose greater risks than
single-modality distraction attacks in driving contexts (Q. Zhong et al., 2024). In addition, we
included scenarios that extend beyond distraction alone and require drivers to engage in diagnostic
reasoning based on anomalies or misinformation, as the analytical processes are essential for effective
cyber threat detection and mitigation (Colabianchi et al., 2025). The simulated attack scenarios,
therefore, combine visual and auditory stimuli as distraction-based attacks, along with scenarios that

additionally require diagnostic reasoning. The simulated attack scenarios are as follows:

e Concurrent Auditory Visual Distractions (Scenario 1): This scenario features simultaneous
auditory and visual distractions. It doesn’t necessitate any additional anomaly diagnosis by
the driver. An example of this modeled scenario involves the driver interacting with a
tampered in-vehicle infotainment system that suddenly increases the music volume.
Simultaneously, a non-urgent indicator light appears on the dashboard, prompting the driver

to turn it off.

e Auditory Intervention and Visual Inspection (Scenario 2): This is an aural stimulus attack,
prompting a human driver’s visual inspection. This scenario could represent misleading
navigation instructions from a voice assistant, triggering functions without the driver’s
consent. Such stimuli demand a human driver’s interpretation and elicit vocal responses to
cancel a tampered input. Drivers also need to visually verify the status of engaged systems,

such as ensuring a voice assistant’s navigation information matches the GPS display.
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e Visual Intervention and Inspection (Scenario 3): This is a scenario where human drivers
process visual interventions with visual inspection from another information source. When
presented with false visual notifications (e.g., false visual alarms from a collision detection
system), a human operator may need to refer to the dashboard for other information sources

to confirm the system’s actual condition.

The QN-ACTR model for the driving multitasking simulation (Deng, Cao, et al., 2019a)
comprises five primitive task models: (1) a driving task, (2) the SuRT task, (3) an N-back task, (4) a
Detection Reaction Task (DRT), and (5) Lane Keep/Changing reaction. The Surrogate Reference
Task (SurT) and N-back tasks are standardized general psychological tasks commonly used to model

visual search with manual responses and auditory attention with vocal responses, respectively.

In our implementation, we retained the driving, Lane Keep/Changing, and DRT tasks
together, simulating driving performance to get reaction time. In contrast, the SURT and N-back tasks
were reorganized to represent different distraction-based attack patterns in both visual and auditory
modalities. In other words, our adjustment to the foundational model involved reorganizing sub-tasks

to represent the Attack Response tasks.

An illustration of the reorganized subtasks is provided (see Figure 6). In Scenario 1, the two
sub-tasks are not serially connected, as this attack does not require sequential reactions and analysis.
In Scenarios 2 and 3, the two subtasks were connected as the outputs from the first task required the

second task's action to align with.

Driving Task Lane
(Automated) | Keep/Change
Main Task DRT Task
I o N-Back Task SURT Task
i N-Back Task ¢ | Auditory Attention+Vocal Response Visual Attention + Manual Response
SubTask 1 SuRT Task | SURT Task SURT Task
e~ |i | Visual Attention + Manual Response Visual Attention + Manual Response
Scenario 1 Scenario 2 Scenario 3

Figure 6. The Basic Task Models from (Deng, Cao, et al., 2019a) and the Reorganization of these
Task Models for the Modeling Test.

Main Tasks: Deng et al. (2019a)’s driving task model is rooted in Salvucci’s driving model

(Salvucci, 2009; Salvucci & Taatgen, 2008) and has been further refined by incorporating mirrors as
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additional visual zones (Cao & Liu, 2013b, 2015). The DRT task is for handling task switches in

takeover requests, and the lane-keeping / -changing tasks simulate drivers’ driving actions.

Sub Tasks: Prior studies (Cao & Liu, 2015; Deng, Cao, et al., 2019a) used the generalized
visual and auditory task models to simulate distracting tasks. These task models cover a range of
multi-modality inputs and outputs with visual and auditory signals and manual and vocal responses

(e.g., N-Back Task, SuRT).

Reorganization of Subtasks for the Attack Response Model: Our assumed distraction-based
attacks fall into three categories, based on their modality and the drivers’ response. Beyond only
perceptual distractions, we included scenarios that demand further information inspection, based on
participants’ feedback, indicating that drivers tend to ignore attacks unless additional analysis is
required to ensure driving safety. Namely, we define one modelled scenario (Scenario 1) as purely
perceptual, requiring no further information analysis, while the other two (Scenario 2 & 3) involve
distractions that necessitate additional inspection and analysis of the distracting information to

maintain the driving task.

The differences among the three attack patterns were represented in how subtasks are
coordinated and organized (see Figure 6). In scenario 1, attention is drawn to the two different
modality subtasks that do not interfere with each other and do not require immediate action. In
Scenarios 2 and 3, the subtasks are structured serially: the first subtask generates a response and
triggers a follow-up subtask. This serially connected subtasks and the requirement for responses thus

compete with driving and DTR tasks for cognitive resources in the model simulation run.

3.2.3 Model’s Simulation Results and Evaluations

For each attack scenario, the three augmented models (see Figure 6 for the scenario-specific models
with their reorganized subtasks) were each executed ten times to generate scenario-specific
simulation results. The parameters and models coefficients remained unchanged from the
foundational model. We then compared the simulation results with the empirical data from Yadav and
Velaga (2019), who reported reaction times under varying BAC levels in a driving takeover task
setting similar to ours (See Appendix A for details on the driving environment setting and evaluation

references).

29



Upon the comparison, the concurrent perceptual distractions (Scenario 1) do not result in
reaction times exceeding a BAC level of 0.03% (see Figure 7). This result suggests that even when
subjected to multi-modality distractions, if the distraction doesn’t necessitate a complex cognitive
process from the driver, it only imposes limited impacts on the driver’s reaction time. In Scenario 3,
where visual anomalies serve as a distraction that necessitates a following information inspection
visually, specific outcomes surpass the reaction times observed at a BAC level of 0.03%, indicating

that subsequent analysis can elevate the cognitive load on human drivers to a risky level.

¢ BAC 0.08%
@7
g BAC 0.05%
e ° BAC 0.03%
& M=570s °©
S o
%5
& M =4.09s M=443s

—— =T |
Scenario 1 Scenario 2 Scenario 3

Figure 7. The Comparisons of Simulated Reaction Time vs. Reference Values.

For Scenario 2, which involves auditory anomalies requesting a subsequent visual inspection,
six of the ten simulations resulted in reaction times exceeding that of a BAC level of 0.03%, leading
to risky consequences (see Figure 7). In this scenario, an auditory distraction and a follow-up visual
inspection amplify the risk, leading to prolonged reaction times compared to the Scenario 2 model.
This implies that transitions between perceptual modalities, especially when intertwined with
advanced analysis processes, can severely extend driver reaction times, potentially escalating the risk

from the attack.

3.3 Discussions of Applying ACT-R Model in Cybersecurity

The above applied an ACT-R-based model to run a preliminary simulation of human driver

performance with distraction-based attacks.

The ACT-R model has demonstrated strong value through its flexible architecture that adapts
to task-specific needs and solid empirical validation with human data, allowing for its great potential
in simulating human responses under multimodality distraction-based cyberattacks. However, this

attempt also reflects some limitations in using the ACT-R model alone for cybersecurity applications.
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The limitations are grouped into two categories: the first emerged during the modeling process itself

(sections 3.3.1 and 3.3.2), while the second is about the model's application concerns (section 3.3.3).

3.3.1 Insufficient Systematic Analysis to Support Rule Construction and Mapping

Firstly, we observed that the process of constructing the model’s production rules tends to be
subjective, lacking a systematic analysis framework for guidance. There was no standardized
framework to follow for analyzing the participant feedback and translating it to the model's
components. The reorganization of the subtasks is based entirely on the modeler's understanding and
assumptions, informed by the modeler's own experience and an intuitive understanding of how the
subtasks can represent attack patterns. Thus, the simulation results are less convincing in assessing

the risks of the distraction-based attacks.

Although our initial exploratory modeling was informal and exploratory, this subjectivity in
constructing and mapping production rules appears to be common across a few modeling studies
(Dimov et al., 2020; Marewski & Mehlhorn, 2011). The analysis for model rule construction is often
based on the modeler’s understanding of the task and task-specific analysis, with limited examination
of how humans in a real, complex work-domain environment infer and make decisions, considering
broader factors systematically. Both the post-hoc discussions from our exploratory modeling and the
literature review on rule construction in related work reveal a tendency to build production rules
without a broader system-level analysis of the task and validation. This tendency has also been noted
to result in models that fit observed data rather than systematically predict behavior (Dimov et al.,

2020).
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Figure 8. Structure of a Model based on a Cognitive Architecture (Byrne, 2012) (focused on Task

Knowledge).

This concern about the ACT-R model construction process is not new. Marewski and
Mehlhorn (2011), for instance, compared various decision-making assumptions drawn from the
literature by implementing them in an ACT-R model for a simple task. When these different
assumptions were mapped into the model construction, even for the same task, the simulated results
varied significantly. To more accurately reflect human cognitive processes, especially when handling
complex information, such as responding to cyber-attacks on vehicles, a formal analysis of task
knowledge (see Figure 8) based on real human insights is essential. Strategy selection and rule
mapping should follow a validated framework to improve the model’s construction stability and

consistency within defined task domains.

One potential reason for many ACT-R models’ heuristic and direct rule construction process
is that, as previously mentioned, the model is most effective and prevalent in simulating perceptual-
motor tasks following routine task procedures. The driving takeover task is a good example with
intensive perceptual-motor components (e.g., visual attention, braking, and steering) with a clear
procedural structure (perception leads to coordinated motor actions). In this task condition, the
construction of rules can be straightforward, as the task’s procedural knowledge is commonly

admitted being routinized skill-based operations.

In contrast, constructing rules for tasks that involve both skill-based actions and analytical
reasoning is far more demanding. These tasks require broader consideration of domain knowledge
and system-level factors, which is typical in cyber-threat response work. The tasks in complex work-
domain systems involve both perceptual-motor activities and higher-level reasoning. They rely
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heavily on domain-specific declarative knowledge and on system-level constraints beyond the
immediate task. These factors guide how rules are matched, selected, and switched in the simulation
of human performance. As a result, the construction of models based on work domain knowledge and
systematic analysis of work complex environments becomes highly essential for defining rationale
and precise firing and transition conditions. With such tasks, relying only on the modeler’s subjective
interpretation or on task analysis alone is insufficient. Without a structured, system-level work-
domain analysis framework, the model becomes vulnerable to bias and instability (Marewski &
Mehlhorn, 2011). It also fails to account for the full complexity of the task, which ultimately reduces

the reliability of the simulation results

3.3.2 Generalized Task Environment

Second, the model tends to represent task environments in a simplified manner (see Figure 9).

Our modeling results suggest that mere distractions do not excessively strain human drivers’
cognitive capacities. In contrast, the risk can increase significantly if the attack requires further
driving information inferences by the driver. However, since the cognitive tasks modeled here are
abstract and generalized, and the modelled distraction attack content is not drawn from real-world
cases, the specific in-vehicle information manipulated or affected is not clearly defined in our model.
It is challenging to conduct a detailed analysis of the human driver's strategies in information
processing to decision-making with abstract task content, and to give feasible mitigation solutions
accordingly. This gap echoes the previously assumed challenge in using an ACT-R model for CAV
cybersecurity: its insufficiency in capturing the complexity of cybersecurity-related task

environments.
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Figure 9. Structure of a Model based on a Cognitive Architecture (Byrne, 2012) (focused on Task

Environment).

Drivers’ decision-making processes and responses vary depending on the specific content of
distracting information. In particular, with the advancement of ADAS technologies and the great
likelihood of distraction-based attacks targeting these systems, it is essential to identify the exact
ADAS information that has been tampered with or manipulated to divert the driver's attention. Since
information provided by ADAS varies in modality, content, accessibility, and its criticality to the
driving task, our participants reported that their reactions to this information being tampered with
would differ accordingly. By using standardized abstract tasks representing the attack patterns, the
current model lacks fidelity to the actual task environment and fails to accurately reflect the

variability of human behavior adapting to the cybersecurity scenarios.

Undoubtedly, that task environment fidelity directly influences the model’s performance in
capturing human adaptability and dynamic interaction with the task environment. In addition, the
fidelity of the task environment also constrains the precise simulation of perceptual-motor activities.
As Fitts' law is embedded in the ACT-R architecture, the model is sensitive to the spatial properties of
the task environment, which impacts the model's precision in simulating the processing time of
perceptual-motor behavior (e.g., visual search and motor localization), especially in time-critical
tasks. Task environment fidelity can also impact the model's effective application scope, as rule
construction and necessary declarative knowledge must fit well with the setup and resources available
in the task environment. Therefore, an effective cognitive model must sufficiently reflect the fidelity
of the task environment to enhance the model’s applicability and transferability to real-world

scenarios.
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3.3.3 Defining the Effective Task Environment of the Modeling’s Application

The third challenge is to define the effective task environment of the model’s application.

In our exploratory modeling, participants mentioned their potential responses to cyberattacks
beyond in-vehicle operations. Given the cognitive demands of processing attack-related information
while maintaining driving safety, participants noted they might ignore a threat if it did not present as
an immediate critical emergency. If an anomaly was perceived as unexpected or difficult to assess
within drivers' capabilities or the timeframe, some participants indicated they would choose to pull
over. In other words, instead of continuing to infer and respond to the threat while driving, drivers
might choose to disengage entirely from vehicle operation, taking actions beyond the modeled scope
of driving task (e.g., exiting the vehicle). The difference between these participants' decisions and our
modeling assumptions that constrain driver responses within the driving operations raises questions
about the effective application scope of such an in-vehicle driving task cognitive model for handling

CAYV cybersecurity.

The other side of the model's application scope is that cyberattacks differ from conventional
vehicle system malfunctions, as they may be stealthy and less immediately perceptible to human
drivers (Linkov et al., 2019; Nikitas et al., 2022; Rudd et al., 2017). Intentional deception is a
common feature of cyber threats (Nikitas et al., 2022), making them harder to detect. Modeling how
humans respond to stealthy and disguised attacks, different from the more salient and easily perceived
ones, poses a particular challenge, as ACT-R-based models are more effective at predicting human
reaction to clear perceptual stimuli than at capturing the more nuanced diagnosing process under

uncertainty or unawareness.

Overall, identifying the appropriate modeling scope is crucial for validating the model's
effectiveness and maximizing its capabilities. Therefore, the third challenge of applying an effective
cognitive model in cybersecurity lies in identifying the effective task environment of the model’s
application, which requires balancing the analysis of domain-specific constraints with an

understanding of the model’s applicability.

3.4 Future Work

Future research could also add more precise specifications of the in-vehicle environment and clear

descriptions of attacks in perceptual terms, such as how altered cues, visual anomalies, or misleading
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interface elements are presented and interpreted by drivers. Such future work could also enable
investigation of how cybersecurity-related stressors push human cognitive capacity to its limits,
offering a pathway to capture high-stress performance effects that the ACT-R model cannot directly

simulate.

3.5 Summary of Chapter 3

In this chapter, we introduced the leading classic cognitive architectures and selected the ACT-R
model for application in CAV cybersecurity due to its widespread use, strong validation, hybrid
structure, and comprehensive functional cognitive modules. Its adaptability and dominance in driving
performance modeling further support this selection. We then tried applying one of the most used
ACT-R models to simulate distraction-based cyberattacks targeting human drivers. Although the
modelling effort was informal, it revealed several challenges in using the model to predict human

vulnerabilities in responding to cyber threats.

First, the construction and mapping of production rules are often guided by the modeler’s
experiences and the task-specific analysis. While this approach may be applicable for modeling skill-
based perceptual-motor tasks, it falls short when representing human information processing and
analytic decision-making pathways that involve greater domain-specific knowledge and systematic
analysis of the complex work domain. Thus, in cybersecurity, the simple and straightforward rule

construction approach may fail to reasonably and reliably simulate human performance.

The second challenge of using the ACT-R model lies in its reliance on abstract psychological
tasks representing the task environment in a simplified manner. While these subtasks induce
perceptual and cognitive responses, they do not adequately reflect the complex, information-rich
nature of cybersecurity task environments, which can fundamentally reshape human decision-making
and performance. Inadequate representation of the task environment compromises the model’s

feasibility and reduces the precision of its simulation outcomes.

The third challenge is determining the effective task environment of the model’s application.
Humans’ responses to various cyberattacks, whether distraction-based or stealthy, whether occurring
within the vehicle or beyond, or no response at all, remain uncertain. This makes it particularly
challenging to apply a cognitive model to a universal scope. Every cognitive model has its own

strengths, areas for improvement, and inherent limitations for different practical applications. To fully
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harness an ACT-R based model’s strengths in simulating human performance in cybersecurity, an

identification of the effective task environment is needed for the model's practical application.
Collectively, to answer our first research question:
o RQI: Is an ACT-R model sufficient for modeling human performance in cybersecurity?

Several challenges must first be addressed before the ACT-R model can be fully applied to
the cybersecurity domain. To tackle these challenges, the next chapter will explore how the Cognitive
Work Analysis (CWA) can be integrated into the ACT-R based model and potentially address these

challenges.
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Chapter 4 Towards Integrating CWA with the ACT-R Model

In this chapter, we introduce the Cognitive Work Analysis (CWA) framework and its strengths in
cognitive modeling. Then, we will explain how each dimension of CWA can be integrated with the
ACT-R model construction, potentially addressing the identified challenges in applying it to modeling
human performance in complex domain such as cybersecurity, and answer the second research

question:

e Research Question 2: Can insights from Cognitive Work Analysis (CWA) enhance the

effectiveness of an ACT-R cognitive model in complex domains such as cybersecurity?

4.1 Cognitive Architecture, Model, and Analysis Framework

Before further exploring the integration of CWA and ACT-R, it is essential to clarify their
fundamental differences: CWA is a cognitive analysis framework (Vicente, 1999), while ACT-R is a
cognitive architecture (Anderson et al., 2004). As a framework, CWA provides a valuable structure
for gathering domain-specific resources, but it does not necessarily lead to the development of direct
answer addressing specific questions (C. Burns, 2013; Fidel & Pejtersen, 2004). In contrast, ACT-R
offers a general infrastructure for simulating human cognitive processes through computational
models. An illustration of how CWA and ACT-R as modelling approaches function differently for

human performance modeling is shown in Figure 10.

Both CWA and ACT-R will be generally referred to as ‘cognitive modeling approach’in the
following of this thesis; the term emphasizes their applications in informing the construction of a

computational cognitive model, but not in serving directly as one.
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Figure 10. Cognitive Architecture, Model, and Framework and How They Function within Human

Performance Modeling (The original illustration is from (Byrne, 2012)).

4.2 Introduction to Cognitive Work Analysis (CWA)

CWA (Rasmussen & Jensen, 1974; Vicente, 1999) was born out of the control needs of the nuclear
energy field, and is powerful in modelling complex social-technical domains so that flexible
information systems that support human cognition can be developed (Wurst et al., 2021). It is widely
applied across many complex socio-technical domains, such as in healthcare, nuclear power plants,
transportation systems, and cybersecurity of financial sector organizations (Burns et al., 2008; Hulme
etal., 2019; Knight et al., 2018; Kovesdi & Spielman, 2021; Schmid et al., 2020; Van Der Kleij et al.,
2022). CWA is particularly good at analyzing the specific work environment by considering the
constraints that affect a system’s capacity to fulfill its purpose (Birrell et al., 2012).

Numerous applications of CWA in cognitive research have demonstrated its strengths in
structuring domain-specific analyses to support and enhance human decision-making. The work
conducted by Birrell et al. (2012) started with aligning information presentation with human cognitive
processes when designing interfaces for vehicles. Stanton and Allison (2020) extended this work by
applying the complete CWA framework to inform an environmentally friendly driving assistance
system design, emphasizing information provision to enhance fuel efficiency. Seppelt and Lee (2007)
used CWA-derived Ecological Interface Design (EID) (C. M. Burns & Hajdukiewicz, 2017) to
represent Adaptive Cruise Control (ACC) decision-makings visually, guiding appropriate

interpretations of ACC and facilitating smooth transitions between manual and automated control. An
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interesting study by Cornelissen et al. (2013) investigated the variability in human decision-making at
road intersections. The authors applied WDA, ConTA, and Strategy Analysis to understand the real-
world contextual interactions among drivers, motorcyclists, cyclists, and pedestrians in negotiating
stops or entering the intersections with different groups of road users. This work clearly showcases
CWA offers a systematic perspective on multifaceted road interactions and the system’s dynamic
complexity: different road user groups share and compete for limited resources (e.g., road space and
infrastructure) to fulfill their respective goals (e.g., safety and space). In a recent CWA research
(Zhang & Lintern, 2024), the authors mapped different traffic scenarios into CWA for SAE
automation Level 0 to 4 AVs. The effort aimed to identify the conflicts among driving values (e.g.,
safety, productivity, multi-tasking, navigation, and efficiency) in the current ADS system design.
This work highlights again the key strength of CWA in providing a systemic view of a specific
domain, rather than treating subsystems as isolated components without considering their interactions

and trade-offs in real-world functioning.

In summary, CWA’s core strengths lie in its classic top-down framework (see Figure 11) in
guiding both interactive (e.g., considering different road users’ perspectives) and systematic analyses
(e.g., tracing from overarching system goals to specific functions such as fuel efficiency) of highly
complex socio-technical systems. This makes it a compelling approach for analyzing human decision-

making within multifaceted, dynamic environments constrained by domain-specific factors.

4.3 Towards an Enhanced Model through the Integration of CWA

As noted in Chapter 3, the primary challenges in constructing the ACT-R model and applying it to
complex domains, such as cybersecurity, include the lack of task-specific knowledge and insufficient
analysis of the task environment. CWA appears to be a highly complementary modeling framework
for addressing these gaps. Drawing on its broad applications and proven success in research across
diverse systems, CWA offers a structured approach to analyzing human reasoning within complex
work environments from a domain-specific view. In turn, the ACT-R model provides quantifiable
means to predict and validate the CWA insights integrated into the model's construction. By
integrating both modelling approaches, the resulting model is expected to be an enhanced simulation
tool, capable of capturing nuanced human reasoning and precise actions within complex, domain-

specific environments, such as in cybersecurity.
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To be more specific, the expected enhancement by the integration is: 1) To improve the ACT-
R model's construction and adaptability to complex real environments in CAV cybersecurity with
CWA's well-structured knowledge and work environment analysis framework; and 2) To inherit the
computational power from ACT-R model as quantifiable assessment of humans’ vulnerabilities in

CAYV cybersecurity.

Therefore, in the following, we will delve further into the compatibility of CWA and ACT-R

for integration as an enhanced cognitive model.

4.3.1 Conceptual Overview of the Integration

This section provides a detailed outline of the conceptual integration of the two modelling
approaches. CWA has a clear dimension-based framework, so this conceptual integration exploration
here will be explained based on CWA's structure (see Figure 11). (Note: This chapter presents a
conceptual integration proposal only. The detailed illustration of the integrated model construction

and outcome validation will be provided in Chapter 6.)

Work Domain Analysis Ecological
(WDA) Analysis

v

Control Task Analysis
(ConTA)

v

Strategy Analysis

v

Social & Organizational and
Cooperation Analysis (SOCA)

v
Worker Competencies v Cognitive
Analysis Analysis

Figure 11. Five Phases of CWA (Rauffet et al., 2015).

4.3.2 Abstraction Hierarchy (AH) and Declarative Knowledge

Work Domain Analysis (WDA) is the first dimension of CWA. It provides an event and actor-
independent description of system properties. WDA is to identify a targeted scope of the work

domain, which can be regarded as the “external world” in ACT-R's basic structure (see Figure 4).

The most used tool of WDA is the Abstraction Hierarchy (AH). AH uses means-ends

relationships to describe the work domain through different levels (see Figure 12). The elements at
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one level are used to achieve the elements at a higher level (Vicente, 1999), presenting a dynamic

view shift of the system with the changing demands of tasks (Naikar, 2017).

An AH of a vehicle system (see Figure 12) was developed based on prior WDA research's
AHs of the vehicle and transportation domain (Salmon et al., 2007, 2015, 2019; Zhang & Lintern,
2024), and further refined using the author’s knowledge of vehicle systems. This AH serves only as
an illustrative example to support the conceptual integration discussed in this work. (This resulting

AH was serving only as an example to support the conceptual integration’s explanatory purposes.)

In the two lower levels (physical forms and physical) of AH, there are more tangible physical
elements that humans can operate on. These tangible physical elements thus compose the task
environment for direct human interaction, while the means—end links can be reflected as task
knowledge upon the environment. For example, the “Navigation Aid” (see Figure 12), as in the
“Physical Function” Level, is connected to more tangible information in “Physical Forms”. This

tangible information can thus be used to establish the task knowledge elements in the model.
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of Mass and Energy and Energy Moo Principles ‘Communication Abstract Purpose
Mass Flow Flow Principles
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Figure 12. The Abstraction Hierarchy of a vehicle system (Only a portion of the Physical Forms and

Physical Forms

connections is presented, as it is intended solely to serve as an AH example for explanations).

In ACT-R, declarative task knowledge is represented in structures called chunks (Bothell,
2022). Chunks are lists of attribute-value pairs, and each slot is a named attribute (7he ACT-R
Cognitive Architecture and Its Pyactr Implementation, 2020). The "Navigation Aid" in the AH, as
Physical Functions with their connected Physical Forms, turns out to be structurally perfect for
representation as a declarative chunk with attribute slots for acquiring dynamic slot values from the

real task environment, as presented in Figure 13.
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{chunk1
isa ADAS
name navigation_aid
current_speed 55

speed_limit 60
following_distance 30
remaining_time_distance 120
road_name "Highway 401"

Figure 13. Declarative Memory Chunk Example (from an Abstraction Hierarchy of a vehicle

system).

In this way, a WDA with AH can serve as a comprehensive domain-specific library for
collecting sufficient task knowledge to enhance the model’s task knowledge during declarative chunk

preparation.

4.3.3 From Decision Ladder (DL) to Production Rules

Control Task Analysis (ConTA), CWA's second dimension, defines tasks as what needs to be done in
the work domain (Vicente, 1999). Its tool, Decision Ladder (DL), is constructed by connecting two
types of nodes: boxes, which represent information processing activities, and circles, which represent
states of knowledge. A DL connecting these boxes and circles offers a non-linear template that

generalizes the procedure to achieve the task goal.

In comparison, the ACT-R architecture consists of modules connected by production rules.
Each module is dedicated to processing a distinct type of information. Perceptual modules are used
for identifying perceived objects (e.g., an object in the visual field), a manual module is used for
action control, and the goal module is used for tracking current goals and intentions (Anderson et al.,
2004). The production rules define how changes in module states result in chunk value updates or
motor actions. Through this process, the model could transform declarative knowledge stored into a
procedural form (e.g., manual action or module content updates). Notably, this transformation process
has similarities to the information processing activities and states of knowledge transformation as

represented in the DL.
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Figure 14. A Decision Ladder (DL) (Left) (part of the rule-based process shaded in black as an
example to guide analytic rules connections); and Part of A Production Rules Map (Right) following

DL’s template for rule set connections.

Notably, there is a difference in granularity between DL and production rules. Arguably, each
transformation between boxes and circles in DL does not strictly correspond to a production rule.
Production rules reflect a more decomposed transformation process, describing the process of
updating chunk value updates or motor action triggering (see Figure 14 (Right)), which are finer than
the DL’s identification of only input/output as states of knowledge and activities without the detailed
process. A DL’s transformation thus could be further decomposed into a set of connected or parallel
production rules (see Figure 14 (Left)). The distinction arises from the nature between the two:
ConTA provides a top-down analytical template focused on what the task environment offers to
achieve the goal, whereas production rules represent a bottom-up model detailing how humans
allocate cognitive resources across different brain functional areas to interact with the task

environment to approach the goal.

In addition, the DL’s segmentation based on the S-R-K taxonomy can inform the construction
of production rules and the switching mechanisms under conditions of competing cognitive resources.
Specifically, in the DL, the skill-based segmentation involves more perceptual-motor action rules,
while the rule-based part engages more nuanced inferences and analytic processes. Compared to skill-
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based decisions, which rely primarily on direct perceptual-motor mechanisms, rule-based processes
(see Figure 14) require more specific task knowledge to construct rules supporting analytic
processing. Given that, the model’s analytic production rules can follow the DL’s template as
procedural guidance for constructing analytic-based rules, rather than informal heuristic rule
construction approaches without procedural guidance. Even shortcut paths within the DL, such as
shunts or leaps (see Figure 14), may guide adaptive learning mechanisms inherent to ACT-R’s
production compilation process. In this sense, ConTA contributes primarily to coordinating the
connections of production rules along different pathways toward task completion following a

systematic template.

Collectively, the Decision Ladder provides overall guidance on how production rules can be
structurally coordinated and mapped to achieve ultimate task goals, especially within complex task
environment with intensive analytic process, but does not determine precisely how individual

production rules should be constructed.

4.3.4 Strategy Analysis and Production Rules Selection

When using the DL to guide the coordination and connections of production rules with input and
output states, the process by which the inputs are transformed into outputs is not explicitly detailed.
In other words, the DL alone does not specify how particular conditions (i.e., IF-) trigger specific
rule firings (i.e., THEN-). The third dimension of CWA, known as Strategy Analysis, addresses this
gap by specifying our pathways for transitioning between input and output nodes within a DL (see
Figure 15), which could underlie the establishment of specific condition-action pairs for production
rules.

Control Task Analysis
Information-
Processing Activity

Strategies Analysis

Strategy A
| Inputs | ‘ Strategy B k' {Output |
AN _7_7_.-/‘ H i "‘._7_7 ./’.

./- )

Strategy C

Figure 15. Comparison of ConTA and Strategies Analysis (Vicente, 1999).
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The great flexibility of Strategy Analysis insights could also contribute to the rules-
switching mechanism. A strategy, as defined by (Rasmussen, 1983), is a category of cognitive task
procedures that transform an initial knowledge state into a final knowledge state. Instead of a
specific instance of a procedure, a strategy analysis is a category of procedures. This concept offers
flexibility to accommodate human adaptability and dynamic learning into the model. ACT-R’s
production rules selection and switch (Bothell, 2022) by the utility reward mechanism could also
draw upon insights from Strategic Analysis's pool of candidate rules and switching rationale

accordingly.

4.3.5 Overview of the Integration

CWA and ACT-R differ in their analysis scopes, emphasis (CWA focuses on work environments,
ACT-R on human cognition capability), validation approach (CWA emphasizes domain insights,
ACT-R relies on empirical objective data), and outcome forms (ACT-R is more quantitative, CWA is

more qualitative).

However, CWA and ACT-R, as cognitive modeling approaches, still share significant
similarities in their fundamental structure and concept of cognition (see Figure 16). CWA's key
dimensions, such as WDA, ConTA, and Strategy Analysis, can effectively guide the collection of
detailed information about the work environment's constraints and domain-specific knowledge for
human decision-making. These insights are a valuable resource for enhancing the construction of an
ACT-R-based model with sufficient task knowledge and a high-fidelity representation of the task
environment. In turn, ACT-R's modeling outcomes, including the fine-grained temporal sequence of
behavioral events and quantitative measures of human behavior, can provide quantifiable evidence for

CWA-based insights.

Together, the integration outlined above presents a promising, enhanced computational
modeling approach to address the identified challenges in simulating human performance within

complex systems, such as in cybersecurity applications (see Section 3.3).

4.4 Contribution

To the best of our knowledge, this study represents the first attempt to examine the compatibility of
ACT-R and CWA for developing an integrated cognitive modeling. As a conceptual analysis, this

chapter aims to provide a promising direction for systematically translating CW A-guided qualitative
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insights into computational simulations of human performance grounded in the ACT-R architecture.
Although this chapter presents only a conceptual analysis, the proposed integration shows potential to

strengthen the modeling of human performance in cybersecurity and other complex work domains.
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Figure 16. CWA’s Key Dimensions within ACT-R Architecture.

4.5 Summary

Here, we combine the cognitive modeling challenges identified in Chapter 3 with Chapter 4’s
conceptual exploration of integrating CWA insights into ACT-R model construction to answer the

second research question:

o RQ2: Can insights from Cognitive Work Analysis (CWA) enhance the effectiveness of an

ACT-R cognitive model in complex domains such as cybersecurity?

Chapter 3 revealed three primary challenges when directly applying an ACT-R-based model
to a complex work domain: a lack of domain-specific task knowledge analysis, low fidelity
representation of the task environment, and the need to identify a suitable task environment. These
insufficiencies thus question the direct application of an ACT-R model in complex, information-
intensive, and highly dynamic task environments, such as in cybersecurity. To address these
challenges, we introduce CWA as a robust cognitive analysis framework with a strength in
investigating how domain knowledge and work environment constraints influence human decision-

making and propose integrating it into the model as a complementary enhancement.
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We then explored the compatibility of the three dimensions of CWA with the construction of
the ACT-R model. Work Domain Analysis (WDA) provides domain-specific functional and
reasoning-based knowledge, serving as a task declarative knowledge library. Control Task Analysis
(ConTA) connects the domain knowledge to task-specific goal achievement for rules coordination.
Strategy Analysis captures the underlying variability and flexibility in human decision-making,
offering a pool of parallel rules and rule-switch strategies for applying the model's utility mechanisms
in a more domain-specific and validated manner. Together, these CWA dimensions support a more
structured analysis of task knowledge and a more dynamic representation of the realistic task
environment. Hence, to answer the question, the integration of CWA with ACT-R is expected to

enhance modeling effectiveness, accordingly, as illustrated in Figure 17.
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Figure 17. The Cognitive Model by the Integration of CWA and ACT-R.

Next, before implementing the enhanced ACT-R model with CWA insights, we need to
resolve the challenges in identifying the effective task environment for cybersecurity management to
apply the model. Accordingly, the next chapter will examine whether current in-vehicle human
operation is an effective task environment for detecting and mitigating cybersecurity threats, and what
other task environment within the CAV cybersecurity defense framework would be more effective in

managing cybersecurity threats to apply the proposed cognitive model.
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Chapter 5 Cognitive Model Application: Assessing In-Vehicle
Human Responses to CAV Cyberattacks

The third cognitive modeling challenge, as discussed in Chapter 3, is identifying an effective task
environment (Section 3.3.3). We will use the in-vehicle operation as a continuing example to analyze
and identify how the task environment impacts drivers’ analytic decision-making and effective
behaviors in responding to cyberattacks and examine whether the enhancements of the CWA-
informed ACT-R-based model in predicting human performance could be appropriately applied in
this use case. Specifically, this chapter examines how humans in-vehicle process CAV cyber threats,
leading to their ultimate responses, and whether the in-vehicle humans' responses are effective in

detecting and mitigating cyber threats, answering the research question:

Research Question 2a: s in-vehicle operation an effective task environment for detecting

and mitigating cybersecurity threats?

In study 1, we will answer this question by first examining human drivers' detection of
different forms of cyberattacks and how the in-vehicle user interface displays information may
influence their awareness. A survey study will be conducted to capture the broader attitudes and

experiences of drivers. The survey study's anticipations are:
1) Analyzing drivers' awareness in different cyberattacks.

2) Evaluating the effectiveness of the current in-vehicle interface in supporting drivers’

awareness and effective response to cyber threats and providing improvement suggestions.

In addition, these findings will be used to assess the effectiveness of in-vehicle responses to
cyberattacks, inform the discussion on effective task environments in managing cyberattack threats,

and for the model's application.

5.1 Study 1: Driver Responses to Silent and Explicit Cyberattacks with In-

Vehicle Display Interfaces

5.1.1 Introduction

The increasing complexity of driving systems has introduced numerous vulnerabilities. Many safety-

critical incidents can be traced back to cybersecurity concerns (Jongen et al., 2016; Malik & Sun,
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2020; Payre et al., 2023) and the potential exploitation of weaknesses within Automated Driving
Systems and ADAS (Alsaade & Al-Adhaileh, 2023; Bachute & Subhedar, 2021; S. Kim & Shrestha,
2020; Xie et al., 2021). In particular, the causes of cyber threats are not solely rooted in technological
vulnerabilities but also from evolving driver interactions with ADAS, where lower engagement and
distractions (Ban & Jeon, 2025; He & Burns, 2022), and limited transparency (Luo et al., 2025)
introduce additional risks. Some studies focus on cyber threats targeting the user-centric interface of
vehicle systems (Linkov et al., 2019). The sheer volume of data, along with the specialized
knowledge and experience required, makes it difficult for general in-vehicle human operators to
respond effectively and promptly to cybersecurity threats. These challenges are further compounded
by the inherent vulnerabilities of highly interconnected CAV systems, where information is often
opaque, attacks may take deceptive forms, and drivers have limited knowledge and restricted access
to the broader network. As a result, managing cybersecurity threats from within the vehicle becomes

significantly more difficult for human operators.

From Chapter 3’s example, we observed that human drivers may exhibit different decision-
making patterns in response to various types of cyberattacks. Specifically, we strive to investigate
how drivers process in-vehicle information presented through the console display and how they detect
different forms of cyberattacks, which are manifested through anomalies in vehicle motion and

displayed information.
5.1.2 Background

5.1.2.1 In-Vehicle Cybersecurity Situation Awareness (CSA)

CSA is a popular topic in human factors research on cybersecurity, which applies the situation
awareness (SA) concept to the cyber domain, examining how well humans or systems detect,
understand, and anticipate cyber events (Jaeger & Eckhardt, 2021; Sawyer & Hancock, 2018). Unlike
the more established scales for measuring SA, CSA assessments require a close alignment with
domain-specific contexts and objectives to ensure accuracy and relevance. Research on CSA in the
context of cyber threats to driving systems remains challenging due to the complexity of the driving
environment and the diversity of ADAS functionalities (Zhou et al., 2022). Moreover, measuring
CSA is particularly difficult because cyberattacks could be intentionally deceptive and remain
stealthy, making them harder to detect (Nikitas et al., 2022; Rudd et al., 2017). This issue is one of the

key characteristics that distinguishes cyberattacks from conventional vehicle malfunctions. Therefore,
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evaluating human drivers’ awareness will also consider the possibility of not being able to perceive

the stealthy anomalies firsthand.

Payre et al. (2023) thus introduced a new perspective by examining two distinct categories of
cyber-attacks for human drivers’ awareness: Explicit (e.g., a ransomware attack displayed on the in-
vehicle screen) versus Silent (e.g., inactive turn signals without any alert on the vehicle’s screen or
instrument cluster). Their study used a driving simulator with 38 participants to examine two types of
attack: an explicitly displayed ransomware message and a silent turn-signal malfunction. The results
show that nearly half the participants spent over 12 seconds looking at the ransom message, while
most failed to detect the silent failure. This finding further reinforces the concern that general drivers
may not detect silent and stealthy cyberattacks within the in-vehicle environment. Building on this,
Study 1 is motivated to explore the varying levels of attack explicitness and how drivers perceive,
interpret, and respond to cyberattacks with different levels of salience. Payre et al. (2023)’s

definitions of the explicit and silent attack categories were retained in our experimental design.

5.1.2.2 In-Vehicle Information Display in Cybersecurity

In-vehicle displays and infotainment systems are integral to the driving experiences (Dudziak et al.,
2024). These functional features enhance the driving experience by offering rich entertainment
services and expanded displays that provide drivers with more information. Executed well, these
systems enhance safety by improving the SA of the driver. However, the in-vehicle displays and
services have heightened overall vulnerability, as these displays and services are also possible targets

for cybersecurity attacks (Martinez-Cruz et al., 2021).

Moreover, the interaction between drivers and the in-vehicle interface, which displays
information in the event of cyberattacks, requires further analysis. Findings from Study 1’s results
suggest that human cognitive resources can be primarily occupied by the analysis process of driving-
related information, increasing vulnerability to emergency takeover requests. However, how drivers
process and interpret different types of information, including driving conditions, vehicle status, and
potential threat cues, during the detection and mitigation of cyber threats has not been deeply
investigated. Accordingly, this study will further examine how drivers utilize a representative in-
vehicle user interface to capture information and detect cyber threats, focusing on the characteristics
of the displayed information that influence human drivers' identification, interpretation, and decision-
making of cyber-attacks.
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Tesla is undoubtedly a prominent name in automated driving (Backlinko Team, 2025) and
has led to a new era and trend for ADAS interface design (Song, 2021). The Tesla Model 3’s redesign
of the dashboard shift towards minimal physical controls and an enlarged central touchscreen, has
been praised for its enhanced road visibility and intuitive presentation of information (Gillmore &
Tenhundfeld, 2020). At the same time, this redesign raises concerns about large-screen distractions
and poor transparency of system communication (Gillmore & Tenhundfeld, 2020; Song, 2021). Given
the mixed feedback on its design, the Tesla Model 3’s console display was selected as the
experimental display in our study to understand the efficacy of the console display for cyber threat
identification, not as a critique of Tesla’s console design but as a widely used example of console

displays in contemporary vehicles, and, in many ways, a best-in-class example.

5.1.3 Hypotheses

Our hypotheses for Study 1, which are based Payre et al. (2023)’s work, are summarized below.
e HI: Drivers will exhibit greater awareness of more explicit cyberattacks than silent ones.

e H2: The limited usefulness of current in-vehicle displays hinders drivers’ ability to gain a full

awareness of cyber threats.

e H3:Inadequate awareness of cyberattacks can lead to inappropriate responses and heightened

risks to driving safety.
5.1.4 Experiment Design

5.1.4.1 Explicit vs. Silent Attributes

Study 1’s experimental design primarily emphasized the differentiation of explicit and silent
attributes (Payre et al., 2023) by narrowing to three distinct scenarios, each marked by noticeable
changes in elements on in-vehicle HMIs and motion status within the driving context. Since this study
does not aim to develop new interface solutions or evaluate deficiencies in current display designs,
but rather to examine how human drivers respond to different forms of cyberattacks presented
through the prevalent in-vehicle display, no modifications to the interface (Tesla Model 3's) were
made or proposed. This study uses Tesla Model 3’s original alert sounds, and interface elements (e.g.,

navigation, collision-avoidance alerts, map objects, and route indicators) implemented through the
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Figma asset set of Tesla (Link) (see Figure 18). The vehicle motion status followed the same road

conditions used in Chapter 3 and retained the first-person driver view during lane-change events.
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Figure 18. Example preview of the Tesla Model 3 interface prototype employed in this study, created

using Figma design assets (Link).

All three attack scenarios targeted a Level 2 automated vehicle, with participants
experiencing the simulated attacks from the perspective of a first-person driver. Each scenario is
designed to replicate prevalent cyber threats (Khan et al., 2020) targeting critical ADAS functions,

including navigation and collision avoidance. The scenarios’ details are described as follows:

e Scenario 1: The vehicle deviated from its intended path without visible alarms or cues on the
console display or driving environment, making this a Silent attack. This anomaly was
primarily caused by GPS spoofing (Abrar et al., 2024; Tzoannos et al., 2024), where false
signals mislead the vehicle’s GPS receiver, leading to a risky route and direction. In this
scenario, the navigation system displays misinformation on the route when the vehicle is
intended to continue along a straight highway. The inconsistency arises because the vehicle
motion status maintains a straight trajectory, yet the navigation system indicates a right turn.
This silent scenario thus represents the displayed route information contradicting the actual

driving conditions without explicit cues.

e Scenario 2: The collision avoidance system activated upon detecting a close leading vehicle

with auditory (Tesla Standard collision avoidance warning sound) and visual (leading vehicle
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highlighted in red on the display’s map and views) alarms. The alarms turn off after a few
seconds but fail to alert to another approaching vehicle soon after. The status changes of the
auditory and visual alerts of the collision avoidance system make this scenario Explicit. This
attack may result from unauthorized ECU firmware modifications (Lopez et al., 2019), and

the resulting anomaly poses a potential risk of undetected vehicle collisions.

e Scenario 3: Similar to Scenario 2, the collision avoidance system detects a leading vehicle
and triggers alarms. After a brief deactivation, the display erroneously signals a non-existent
vehicle, potentially causing the car to steer abruptly. The first-person driving view could also
observe the leading vehicle on the roadway, and its abrupt lane change. The motion status

change, continuous auditory and visual alarms make this scenario the most explicit condition.

To better illustrate the differences among the scenarios, Figure 19 presents screenshots of the three

designed attack scenarios, and their levels of explicitness are evaluated in Table 3.

Table 3. The "Explicitness" of the Attacks in Scenarios.

Scenarios 1 2 3

In-Vehicle Information Cluster Display(s)

New Object(s) Appearance N Y Y

Auditory Alert(s) N Y Y

Vehicle Motion Status

Lane Changing N N Y

Overall Explicitness Low Medium High

5.1.5 Methods

5.1.5.1 Participants

Ninety-four adult participants were recruited via Amazon Mechanical Turk for our online study
conducted on Qualtrics®. Given the focus on driving tasks, possessing a valid driving license was a
prerequisite for inclusion. Additionally, the study’s emphasis on detailed information observation and
decision-making necessitated a minimum screen size of 13” for participation. Participants were

compensated with a $10.00 stipend through AMT’s payment system.

To collect a large, diverse sample of human drivers' responses across regions, cultures,
vehicles, and driving habits, the study was designed as an online survey on a crowdsourcing platform
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(Paolacci & Chandler, 2014). However, recent work has shown that such platforms are increasingly
affected by unqualified workers and automated or bot-generated responses (Kennedy et al., 2020). To
mitigate these concerns of response qualifications, we restricted recruitment to Master workers with

the overall HIT approval rate greater than 97% on AMTurk as the eligibility criteria.

To further reduce the likelihood of automated responses on the crowdsourcing platform and
to ensure data quality, an attention-check item was embedded and disguised as one of the attack
scenarios. Midway through the video, a large-font message appeared stating, “Attention Check:
Please answer ‘No’ to the first question below.” Participants who did not respond “No” to that

question were classified as providing invalid responses and were excluded from subsequent analyses.

This research received ethical approval from the University of Waterloo’s Ethics Committee.

Scenario 1: The map indicates a turn,
while the driving view displays a straight path.

Scenario 2 ! The collision avoidance system failed to
detect the front car for the second time.

Scenario 3 ! The collision avoidance system falsely detected
a front car that did not exist.

Figure 19. Screenshots of Experiment Videos of Cyber Attacks.
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5.1.5.2 Procedure and Measurements

Participants began the study by completing a demographic questionnaire that captured details such as
age, driving experience, driving habits, and familiarity with ADAS usage. They then watched an
introductory video of the Tesla Model 3 console to familiarize those unfamiliar with it, followed by
four online scenarios that included three experimental videos and one attention check, which helped

identify cybersecurity threats.

Each attack scenario video lasted approximately 30 seconds and was embedded with a
prototype interface (Johnson, 2017) of the Tesla Model 3’s driving assistance console, displaying
driving-related data and embedded attack cues in real-time. Immediately after each video,

participants’ responses were collected and evaluated across three dimensions:

Anomaly Awareness and Interpretation: Participants first answered whether they had
noticed any anomalies that could potentially indicate a cyber threat. If the participant answered "yes,"
a follow-up question asked them to infer the potential cause of the anomaly. A response was
considered correct if the selected option included the designed anomaly. The third question assessed
how the participant would potentially respond to the detected anomaly. After completing their
responses, participants were shown the explanation of the designed anomaly and its cause to verify

their assumptions.

Display Usefulness Assessment: Following the first part, participants evaluated the
interface’s effectiveness in helping them become aware and identify the anomaly’s potential origins

using a 7-point Likert scale, where 1 represented “Not Useful” and 7 signified “Very Useful”.

Finally, participants were asked an open-ended question about any additional information
they believed was necessary for identifying and responding to the threat, and any feedback or

concerns they had about the study.

5.1.6 Results Analysis

A within-subjects design was employed to investigate the impact of the three designed attack
scenarios on participants’ performance in anomaly detection and interpretation, their evaluation of the
console display's usefulness, and a summary of their expected response and suggested improvements

to the console display.
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5.1.6.1 Demographic

Seventy-two qualified participants’ responses (aged 18 to above 70) contributed to the results, with
the demographic distribution as follows: 47.2% aged 30-39, 23.6% aged 40-49, 15.3% aged 50-59,
and 11.1% over 60. Of these, sixty-five (90.3%) participants possessed a driving license for more than
10 years, with 63 engaging in driving at least weekly, indicating that most of our participants are
experienced and active drivers. A majority (46 participants, 63.9%) acknowledged possessing
concern about cybersecurity issues within driving contexts, yet self-identified as novices with

minimal or no expertise in this domain.

5.1.6.2 Anomaly Detection and Attack Identification Accuracy

A Cochran’s Q test was conducted to analyze the differences in participants’ detection rate scenarios
and interpretation correctness across the three scenarios. Participants’ performance in anomaly
detection accuracy demonstrated significant differences across three scenarios (Q(2) =25.4, p <
0.01). Post hoc McNemar’s tests (Bonferroni-adjusted a = 0.05/3 = 0.017) revealed significant
differences in detection accuracy between Scenario 2 and Scenario 3, Y1, N=72) =4.00, p = .007,
and between Scenario 1 and Scenario 3, y(1, N="72) =1.00, p <.001. The comparison between
Scenario 1 and Scenario 2 did not reach the corrected threshold for significance, yA(1, N="72) =
11.00, p = .029. The post-hoc tests indicate that Scenario 3 elicited significantly higher detection rate,

as shown in Figure 20.

However, the level of correct reason identification did not exhibit significant differences

(0(2)=1.73,p=0.42).
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Figure 20. Anomaly Detection and Attack Identification Accuracy Across Three Scenarios.
Participants' performance in anomaly detection accuracy (solid line) demonstrated significant
differences across three scenarios (Q(2) = 25.4, p < 0.01; however, the level of correct reason

identification (dashed line) did not exhibit significant differences among three scenarios Q(2) = 1.73,

p=042)

5.1.6.3 Display Interface Usefulness Assessment

A Friedman test revealed a significant difference in participants’ assessed Display Usefulness in
detecting and interpreting cyber threats across scenarios, y? (2, N =54) = 6.70, p = .04, with a small
effect size (Kendall’s W = .062). However, Bonferroni-corrected Wilcoxon tests revealed no
significant pairwise differences (ps > .017). Scenario 3 shows a relatively higher score for the
usefulness of the display supporting anomaly detection and identification (Scenario 1 mean score =
3.33, Scenario 2 mean score = 3.37, Scenario 3 mean score = 3.89). This result indicates that,
although perceived usefulness varied across scenarios overall, the display was not rated as

significantly more helpful in any specific scenario compared to the others.

5.1.6.4 Interface Improvements and Information Requirements

When asked about additional information on console display to improve the anomaly detection
capabilities, most participants (30 in Scenario 1, 20 in Scenario 2, and 15 in Scenario 3) preferred

alarms with more salient visual (e.g., pop-up error messages) and auditory cues.

Conversely, some participants (5 in Scenario 1, 11 in Scenario 2, and 12 in Scenario 3)
deemed the existing display interface’s information sufficient, as shown in Table 4, attributing

detection failures to a lack of experience and attention rather than information inadequacies.

58



Additionally, a few respondents desired more comprehensive diagnostic data, including network and
sensor status, to address potential threats better (1 in Scenario 1, 14 in Scenario 2, 16 in Scenario 3).
This indicates some driver’s demand for deeper system component status information to improve
their comprehension of cybersecurity threat detection. Participants also emphasized the importance of
receiving guidance on subsequent actions as crucial information at the moment of detection (1 in

Scenario 1, 4 in Scenario 2, 2 in Scenario 3).

Table 4. Console Display Interface Improvement Suggestions.

Scenarios 1 2 3
Alert Improvements 30 20 15
The displayed information is sufficient 5 11 12
Sensors & Network status, and Diagnostics Information 1 14 16
Guidance on subsequent actions 1 4 2

5.1.6.5 Initial Response Actions

Across all scenarios, the top-rated first action response to perceived anomalies was to pull over safely
and restart the system (25 in Scenario 1, 32 in Scenario 2, 48 in Scenario 3), followed by initiating

onboard diagnostics (18 in Scenario 1, 27 in Scenario 2, 34 in Scenario 3), as shown in Table 5.

Table 5. Chosen Initial Action(s) If Encountering the Anomalies.

Scenarios 1 2 3
Safely pull over and restart the vehicle 25 32 48
Run any available diagnostic tests via the vehicle’s 18 27 34

onboard computer

Report the issue to the vehicle manufacturer or 17 13 34
authorized service center

Consult the vehicle’s user manual for 14 12 19
troubleshooting

Immediately turn off the affected system if possible 6 15 31

Manually inspect the systems for any physical 6 11 19
damage or obstructions

Ignore and try to reach my destination safely 5 8 8

In response to the third question about participants' potential reactions to detected anomalies,

some participants reported that they would consult the vehicle manual. This reflects drivers’ reliance
59



on readily accessible in-vehicle resources to diagnose issues. It also highlights the importance of
providing clear and easy-to-follow diagnostic information and guidance within the vehicle interface.
Many participants chose to deactivate the affected system immediately and, if possible, engage
manual control (6 in Scenario 1, 15 in Scenario 2, 31 in Scenario 3), with some suggesting a system
reset might resolve the issue, drawing on familiar IT troubleshooting habits from everyday life. As a
final step, several participants said they would report the issues to the vehicle manufacturer or an
authorized service team, underscoring their trust in professional interventions for security and

functionality recommendations.

5.2 Discussions

5.2.1 Validation of Study 1 Hypotheses

5.2.1.1 In-Vehicle Drivers’ Gaps in Handling Cyber Threats

The anomaly detection accuracy comparisons suggest a significant discrepancy in participants’
perception of anomalies across explicit versus silent attacks, thus supporting hypothesis H1.
Specifically, explicit attacks differ from silent ones in displaying new objects or noticeable cues on
the console display. Participants’ awareness of the two explicit scenarios also differs. Scenario 3 was
more easily detected due to salient vehicle motion changes (e.g., lane changing), implying that cyber
threats causing motion changes induce higher driver awareness. Compared to Scenario 2, a higher
proportion of participants in Scenario 3 chose to pull over, likely stemming from the perceived
severity of the potential risks not only to those within the vehicle but also to external parties and the
traffic system. Conversely, Scenario 2 led to fewer immediate pull-over decisions, with participants

opting to observe for recurrence or possible troubleshooting.

Regardless of participants’ awareness of anomalies, the accuracy in participants'
understanding and diagnosing the three attacks remains limited, given their cybersecurity knowledge
and the information provided within the vehicle. This finding aligns with previous non-driving
studies, which have shown that only a minority of individuals can correctly handle fewer than half of
the cybersecurity scenarios presented (Yan et al., 2018). These findings again question the general
drivers’ ability to identify and handle cyber threats within vehicles, even among active and

experienced drivers who are more aware of cybersecurity concerns in driving systems.
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5.2.1.2 In-Vehicle Display’s Effectiveness in Drivers’ Cyber Attack Handling

Analysis of participant evaluations suggests a neutral perceived effectiveness of the console displays
in cyber threat detection and enhancing CSA across all scenarios, with Scenario 3 identified as
slightly more useful yet not significant. Thus, the result partially challenges the latter part of
Hypothesis 2, suggesting that the in-vehicle console display was not considered an impediment due to
insufficient information provision, nor was it regarded as a contributing factor to participants’ low
accuracy in detecting and identifying cyber threats. Participants did, however, report that the display
should provide proper alerts and guidance to support driver responses to the threats (see Table 5),

particularly in the silent scenarios.

This finding suggests that drivers primarily relied on and trusted the vehicle system to detect
and signal threats, rather than actively interpreting the clustered information to diagnose them. This
may indicate the general driver's low willingness to delve into the system’s underlying mechanisms to
respond to cyber threats. Similarly, previous works raised concerns about potential distractions from
additional information added in a driving environment (Payre et al., 2023), as the driving task is
highly time-sensitive, and interpreting extra information will consume valuable response time. Given
these findings, the in-vehicle information cluster displays should prioritize guiding users’ subsequent
actions over presenting additional detailed information. This was also supported by some participants’

suggestions for improving the in-vehicle display design to better support cybersecurity response.

5.2.1.3 Potential Risk from In-Vehicle Responses to Cyber Threats

Hypothesis 3 receives support: drivers’ inadequate comprehension of cyberattacks can lead to
inappropriate responses, potentially increasing driving safety risks. Participants’ inadequate
awareness of cyberattacks reflected a general lack of cybersecurity knowledge and experience,
subjective assumptions about threat patterns and severity, over-reliance on vehicle systems'
capabilities, and abrupt decisions to disengage from driving. These factors may contribute to

heightened risks under varying cyberattack conditions.

Most participants claimed they would directly opt to pull over if they detected unfamiliar
anomalies, but the appropriateness of this response remains questionable in some conditions. For
instance, executing a safe pull-over on a busy highway during peak traffic can be tricky. Moreover,
pulling over might inadvertently catalyze additional social engineering attacks. Some participants

reported that they would continue driving while ignoring potential anomalies. Their decision to pull
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over depended on whether the anomalies would recur. Participants mentioned their experience with
conventional system failures and local computer glitches informed this response tactic. However, this
response might inadvertently heighten cybersecurity risks as continuing driving could unwittingly

extend the time window for further malicious exploitation.

In-vehicle inspections and onboard diagnostic analyses were mentioned in some participants’
anticipated responses. This response ties back to the concerns about the in-vehicle information
display being distracting by providing extra information for diagnostics. The need for in-vehicle real-
time diagnostics of cyber threats appears less realistic and time-consuming due to drivers’ general
lack of experience and knowledge, which may conversely increase the risk of driving hazards

resulting from both inaccurate judgments and delays in prompt reactions.

5.2.2 Challenges in Modeling In-Vehicle Human Responses

Study 1 was conducted to examine drivers’ in-vehicle responses to cyberattacks and to assess whether
this setting supports effective cyber threat detection and mitigation, serving as a suitable task
environment for applying the CW A-informed ACT-R-based model to simulate human responses.
Specifically, the study investigated how various forms of CAV cyberattacks influence drivers’
cognitive processes and decision-making. However, the findings raised questions about the
effectiveness of the current in-vehicle human responses to cyberattacks as the optimal application

scope for the cognitive model.

Drivers' responses were generally less analytical (See Figure 20: In Scenario 1, over 97% of
participants were unaware of the anomaly; in Scenario 2, over 79%; and in Scenario 3, nearly half.),
anomalies went unnoticed or failed to prompt drivers' analytical process. A considerable proportion of
our participants (See Table 5: 25 participants in Scenario 1, 32 in Scenario 2, and 48 in Scenario 3)
tended to react by either pulling over or continuing without intervention when anomalies were
detected. Other expectations from our participants, such as real-time onboard diagnostics or
communication with supportive sectors, are not fully supported by the current in-vehicle
environment. With the limited response options available in the current in-vehicle operating
environment, general drivers' responses often bypassed the detailed analytical processing that the

enhanced model is designed to simulate.

Beyond the current in-vehicle environment constraints, the lack of analytic cognitive process

in drivers’ responses, reflected in the tendency to pull over or restart the system regardless of the
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attack form, is also constrained by drivers' limited cybersecurity task knowledge and the time-critical
nature of in-vehicle operations. Without specific cybersecurity expertise, the diagnostic information
provided could also become a cognitive burden during driving, potentially delaying reaction times if
not properly trained. Moreover, the isolated perspective of a single vehicle with constrained access to
the broader communication layer may restrict its capability to convey a reliable and comprehensive
assessment of ongoing cyber threats to the driver. While some drivers expressed interest in
conducting on-board inspection of cyberattacks, the combined limitations of driver knowledge and
the in-vehicle environment cast doubt on the feasibility and effectiveness of relying solely on the

driver to diagnose and appropriately respond to cyberattacks.

The proposed enhancement by integrating CWA insights into ACT-R based model is
grounded in the assumption that the modelled task necessitates domain knowledge supported
analytical cognitive processes, where human operators are equipped with sufficient cybersecurity
knowledge to perform diagnostic analysis. However, in-vehicle human responses appear to deviate
from this process, tending instead toward more immediate and direct perceptual-motor actions, even
though these actions carry risks. This doubts the effectiveness of using the enhanced model to

simulate driver responses within the vehicle's current environment.

5.2.3 Modeling Task Shift Toward Security Operations Centers (SOCs)

In Study 1, participants also expressed expectations for guidance from authorized entities (e.g.,
vehicle manufacturers, authorized service centers) on appropriate responses to cyber threats,
suggesting the need for external support for in-vehicle drivers. Given that CAV systems inherently
rely on cross-sector collaboration, human roles in their cybersecurity defensive framework extend
well beyond the in-vehicle environment, involving broader system-level coordination across legal,
policy, and technical domains, reinforcing the collaborative efforts within the transportation
ecosystem (Sadaf et al., 2023). For example, an emerging trend in CAV cybersecurity is the use of
centralized data hubs that support real-time monitoring and coordinated responses from end-users to
cyber threats, namely Vehicle Security Operations Centers (VSOCs) (Olt, 2019). The VSOC serves to
bridge the gap between isolated end-user defensive strategies and the growing complexity of CAV
cybersecurity (Gupta et al., 2023; J. Han et al., 2023; Katrakazas et al., 2020; Olt, 2019). J. Han et al.
(2023) introduced VSOC for controlling and managing connected vehicle security resources and

enabling driving guidance services in CAVs. Olt (2019) described having a connected vehicle SOC as
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“combining security expertise with vehicle expertise.” VSOC:s are still in the early stages of
development. Recent studies have focused on optimizing their structured deployment within
transportation systems (Martin-Pérez et al., 2023), advancing tool development (Saulaiman et al.,

2025), and addressing the legal requirements for information sharing (Hofbauer et al., 2023).

The development of VSOCs as an extension of traditional SOCs (Mutzenich et al., 2021; Olt,
2019; Sadaf et al., 2023). In many other complex socio-technical domains, centralized data hubs with
defensive responsibilities are referred to as Security Operations Centers (SOCs), where a dedicated
team of experts continuously monitors data to mitigate risks and prevent attacks, providing guidance,

response, and evaluation to general end-users (Barletta et al., 2023; Hamad et al., 2024).

VsSoC

Hacker
(Vehicle Security Operations Centers)

Vehicle Status Possible Response Response
Response Evaluation

Selection

Enviroment
Conditions

Figure 21. The vehicle system shares attack information with the VSOC (Hamad et al., 2024)

As a rapidly emerging critical component of cybersecurity operations, not only for CAVs but
also across many complex socio-technical systems, modeling the task performance of SOC personnel
can contribute to improving the design of defense automation tools, optimizing the allocation of SOC
system functions, and informing overarching cybersecurity defense strategies (Rosso et al., 2022).
Meanwhile, SOC analysts are expected to possess the necessary cybersecurity knowledge for
effective monitoring, threat detection, and rapid response to incidents and events. In conclusion, the
task environment of SOC analysts appears to be a more effective context for cybersecurity
management, providing a suitable use case to demonstrate the model’s enhancements in both domain-

specific analysis and the estimation of quantifiable measurements of human performance.

5.3 Limitations

Study 1 is a survey-based online study intended to capture broader attitudes and experiences.
However, its validity is limited in reflecting real-world behaviors and consequences, as drivers may
perceive and react to anomalous cues differently in a tangible driving environment. Therefore, the

findings may not fully represent how in-vehicle drivers would behave in real cyberattack scenarios.
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Moreover, as in-vehicle driving environment continues to evolve, the observed in-vehicle
human behavioral patterns may not remain consistent over time. Therefore, future studies should keep
pace with the driving system’s developments by reconsidering the model’s applicability to in-vehicle
conditions, particularly if more information-processing and analytical decision makings begin to

emerge in in-vehicle task operations.

This study does not directly present an ACT-R model; instead, it focuses on identifying an
effective task environment for cyber-threat detection and mitigation to support future ACT-R
implementation. By shifting from in-vehicle responses to more analytically demanding task
environment as SOC alert triage, this work serves as a preparatory phase for validating and applying

the model integration in practice.

5.4 Summary

Study 1 was motivated by the need to identify a suitable task environment for modeling the effective
detection and mitigation of cyber threats using the proposed cognitive model. It thus began by
investigating in-vehicle responses to cyber threats, focusing on how different types of attacks with
various display forms (explicit vs. implicit) and tampering with driving-related information (e.g.,
navigation, collision avoidance) disrupt drivers’ attention and cognitive processing in detecting and
responding to cyber threats. The Tesla Model 3 console display was used as a representative in-
vehicle interface to examine how drivers perceive and interpret such attacks targeting the vehicle’s

information cluster.

However, the surveyed in-vehicle responses to cyberattacks largely reflected general drivers’
limited awareness and consistently low accuracy in threat identification. First, most drivers failed to
detect silent attacks. Second, even when explicit anomalies were noticed, drivers frequently struggled
to develop an analysis to identify the threats. Although explicit forms of cyberattacks may raise
drivers’ awareness, most drivers’ response did not engage in active analytical processing. This result
indicated that in-vehicle drivers’ responses to cyber threats were less effective, and generally lacking
analytical decision-making processes. This ineffectiveness primarily stems from the limited
availability of defensive resources of the in-vehicle environment and a general lack of cybersecurity
knowledge among drivers, further compounded by the time-critical nature of the driving task. Thus,

to the research question:
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e RQ2a. Is in-vehicle operation an effective task environment for detecting and mitigating

cybersecurity threats?

Study 1 indicated that current in-vehicle drivers’ responses to cyber threats were less effective.
And the current in-vehicle environment constraints naturally lead drivers to seek support from
authoritative sectors within the broader cybersecurity defense framework, such as timely

communication and salient alerts from external support sectors.

Accordingly, we look into the external cybersecurity support sector. Widely recognized as a
best practice for securing assets, the SOC is increasingly being applied in CAV systems and across
many complex and safety-critical domains. Its critical role in cybersecurity defense confirms it as an
effective functional section in cyber threat management, requiring analysts to conduct appropriate

incident analysis and provide prompt responses to events. So, to the research question:

o RQ2b. Is a Security Operations Center an effective task environment for detecting and

mitigating cybersecurity threats?

The answer is yes. We therefore shift our modeling focus to the tasks of SOC, aligning with
our observed end-user expectations (e.g., in-vehicle drivers) for external support with expert insights
and actionable guidance to strengthen the system’s overall security posture. In the next chapter, we
will apply the proposed cognitive model to the SOC analysts’ task, implementing it in practice and

evaluating its enhancement within cybersecurity management applications.
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Chapter 6
Study 2: Predicting SOC Analysts' Alert Triage Task Performance
with a Cognitive Model Integrating CWA and ACT-R

6.1 Overview

This chapter builds on the findings of Study 1 by shifting the modeling scope from in-vehicle
operations to broader cyber defense sectors’ tasks, specifically, the performance of SOC (Security
Operations Center) analysts’ alert triaging task. This study will implement and apply the integrated
cognitive model (see Chapter 4 for conceptual explanation) to simulate the SOC analyst’s

performance to address the third research question of this thesis:

o Research Question 3: What are the enhancements, limitations, and future directions of
integrating CWA and ACT-R for modeling human performance in complex domains like

cybersecurity?

This chapter is structured into two parts. First, we will follow the WDA to identify the
fundamental functions of the SOC and build an experimental testbed for modeling analyst task
performance. The second part elaborates on the detailed process of integrating CWA's domain-
specific insights with the ACT-R-based model’s construction and evaluate the outcomes of the
integrated cognitive model. Finally, this chapter will discuss the enhancements of the integrated

model, considerations for future applications, and limitations for further development.

As this chapter involves multiple stages, the following workflow offers a concise overview of

its structure centered on the integration process and analysis.

Domain WDA Alert Triage Experiment
Knowledge = AH Model = Teol Interface = Design ~  |======= s
Background consctruction Development H
| | '
g ConTA Strategy H
& —| Decision — Analysis .
Group 1 | Ladder Info. Flow Map
| I
Declarative Production Production CWA-informed Human Data
Memory — Rule Map = Rules 1 Model — V5.
I Models Results
Human Data
ggﬁ —> Analysis
Group 2

Figure 22. Study 2 Overview: Integration Dimensions and Experimental Design.
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6.2 Background

6.2.1 Modeling Focus Shift from In-Vehicle Operations to SOC

In this study, the modeling focus shifts from in-vehicle human operators’ responses (see Studies 1 and
2) to SOC analysts. This shift may raise concerns about whether in-vehicle operations can currently

serve as an effective cybersecurity defense role.

Given the design of the current in-vehicle systems, human drivers’ primary goal remains safe
driving (Zhang & Lintern, 2024), not cybersecurity defense. This finding is also reflected in Study 1's

results.

However, this does not imply that in-vehicle operations are ineffective in cyber-threat
defense. Drivers may be less aware of deceptive or stealthy threats without explicit alerts or system-
level guidance (see Study 1), particularly given in-vehicle systems' limited access to correlated data
for threat detection and mitigation (Hofbauer et al., 2023). Meanwhile, in-vehicle human operators
remain the most affected and the direct observers of anomalous system behavior and contextual
information. Their feedback and incident reporting can therefore play an essential role in supporting
centralized cybersecurity monitoring, defense resource allocation, and strategies. In-vehicle operators

remain a critical component of the defense framework.

Nonetheless, the current in-vehicle environment is not considered a primary defense context
and provides limited support for effective cybersecurity detection and mitigation (Ding et al., 2025).
As a result, modeling in-vehicle human operations may not offer the most realistic simulation of real-
world cybersecurity human performance. Rather, SOC operations are increasingly adopted across
many domains, including connected mobility systems (Hofbauer et al., 2023). Compared with in-
vehicle response simulations, SOC analysts' performance modeling offers a more accurate reflection

of real-world human performance within the general defense framework.

6.2.2 Internship Experience and Observations

The author worked as a Human Performance and Human Factors Intern at CNL between 2023 and
2024, on a project that aimed to enhance the HMI design for operational technology (OT) SOC
performance. The project was conducted in collaboration with two human factors scientists, four SOC
subject matter experts (SMEs), and the author. The main technical SMEs team in the project included

a senior cybersecurity engineer (technical lead), a computer scientist with a human factors
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background (project manager), a senior SOC engineer (point of contact and coordinator), and a mid-
level SOC analyst responsible for training new analysts and providing first-hand feedback on HMI
design insights.

In the first year, the Human Performance Scientists and the author delivered an internal
research report that included a literature review of SOC-related research, an iterative WDA of the
SOC, and potential improvements to be informed by EID. This report was incorporated into the
project's official Year 1 internal technical report (The technical report's literature review and the
broader SOC WDA findings also inform the WDA presented in this chapter). In the second year, the
author has contributed to the two rounds of focus groups interviews with the SOC SME team to
further refine the functional allocation and task analysis of SOC analysts. The findings and outcomes
from this phase were documented in the project's Year 2 technical report (The author's observations
of SOC analysts operating, training, and insights into tool design improvement from SMEs help the

experimental design of the alert triage task.).

Although the detailed research interview protocols, internal documents, training materials,
and SMEs interviews are confidential, the literature review and the author’s understanding and
observations from these research activities reflect widely recognized concepts in SOC alert triage
practice. These sources were used to inform the analysis and discussions throughout this chapter. For
each dimension of analysis in this study, the specific methods and materials used are described in the
corresponding sections, along with explanations of any confidentiality constraints (see Sections 6.4.2

and 6.4.9).

6.3 Introduction to Cybersecurity Operation Center Domain

This section introduces the commonly accepted definitions and popular frameworks of SOCs. It
provides a brief overview of SOC's core functions, existing challenges for SOC tools and preparation

for the SOC analyst's modelling work.
6.3.1 Literature Review: Cybersecurity Operation Center Research

6.3.1.1 SOC Framework and Development

Cybersecurity Operations Center (SOC, or CSOC) is widely recognized as the best practice for

securing assets. SOC’s core functions include “incident detection, analysis, and response” (Knerler et
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al., 2023) and “protecting the information systems of an organization through proactive design and
configuration, ongoing monitoring of system state, detection of unintended actions or undesirable
state, and minimizing damage from unwanted effects” (The Splunk SOAR Service, 2023). Stewart and
Jiirjens (2017) defined SOC as a representation of the organizational security strategy combining
processes, technologies, and people to manage and enhance the organization’s overall security
posture. SOC’s definition is always with organizational role: “a centralized hub that operates at the
heart of an organization’s network and security architecture and monitors an organization’s assets to
detect, analyze, mitigate, and report security incidents” (Vielberth et al., 2020). While the evolution
of SOC's advanced and tool-assisted functions varies, all definitions converge on a common SOC
framework. This framework integrates “people, processes, and technologies” with key functions of
“monitoring, detection, and mitigation” with its primary goals “operationally to maintain security and

strategically to deter attacks” (Kersten et al., 2024.; Zhong et al., 2016).

Recent studies have examined general SOC frameworks, detailing the key functions, common
workflows, and primary task analyses. Gamilla and Palaoag (2022) identified three distinct layers of a
SOC: the Core layer encompasses the most active components including analysts, tools, and threat
identification mechanisms; the Policy layer with a communication plan, incident response model and
resources; and the Standard Layer comprised of recommend acceptability standards and serving as a
mapping reference for the previous two. Shahjee and Ware (2022) suggested SOC consisting of a
physical data source layer, a fault configuration administration performance security management
layer, and an overall situation awareness layer. Essential features of effective SOCs usually include
proactive threat mitigation strategies, native data feed integration, IT (i.e., Information /
Communication Technology) and OT (i.e., Industrial Control Systems/Security systems)
collaboration, automated threat intelligence feeds, highly trained personnel, and formal triaging
procedures (Litherland et al., 2016; Parker et al., 2023; Takahashi, et al., 2011). In summary, SOCs
are responsible for delivering situation awareness and data visibility to support their key functions,

including monitoring, analysis, mitigation, alerting, threat hunting, and training.

An automotive SOC has been similarly proposed as a clearinghouse for all security-relevant
data from connected cars, enabling prompt analysis, risk minimization, and timely detection and
mitigation of attacks (Olt, 2019). The database of an automotive SOC would primarily gather data
from vehicles’ intrusion detection systems, including operational environments and threat analyses

(Olt, 2019). This collection requires the timely and accurate capture of data from all potentially
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exploitable systems and operational environments, across the broader connected automotive
ecosystem to ensure accurate data correlation, threat detection, and effective responses. This aligns
with the observation by (Li et al., 2023) that the real SOC environment, involving multiple business
systems and assets, presents greater complexity in terms of discovery, evaluation, and analysis. The
diversity of roles and expertise within SOC teams extends beyond domain knowledge of
cybersecurity to encompass various domain-specific communications and organizational structures,

significantly influencing SOC effectiveness (Petersen et al., 2020).

6.3.1.2 SOC Analysts and Expertise

The SOC teams typically include operators for specific response tasks and leaders for critical
decision-making and coordination (Shahjee & Ware, 2022). Analysts at different levels
collaboratively monitor network activity and respond to threats. Many studies agree that SOC
analysts are hierarchically organized into three tiers (Agyepong et al., 2020; Eldardiry & Caldwell,
2015; Muniz et al., 2015; Takahashi, et al., 2011): (1) junior analysts coordinate monitoring,
information filtering, isolation, and other routine tasks; (2) senior analysts handle vulnerability and
risk management non-routine tasks and provide support to junior analysts; (3) managers engage in
proactive planning, policy formulation, and process and project management. More briefly, SOCs are
generally structured with Tier 1 analysts handling alert triage, Tier 2 and Tier 3 analysts focusing on

incident response and threat hunting (Oniagbi, 2019).

Ideally, as shown in Figure 23, this three-tiered structure operates such that Tier 1 functions
as the triage process within the detection stage of the NIST Computer Incident Handling Guide,
involving real-time analysis of alerts, logs, and events (Kokulu et al., 2019). Tier 1 analysts filter out
events and alerts, conduct simple research, and take actions based on predefined procedures or
“runbooks” and tools such as SIEM to evaluate potential incidents (Forsberg, 2022; Knerler et al.,
2023; Muniz et al., 2015). Complex cases or those lacking predefined procedures are escalated to
higher levels, while critical incidents, especially, may be forwarded to IT forensics (Kokulu et al.,
2019). As tier levels increase, analysts' responsibilities become more specialized, and the time

required to resolve incidents tends to rise due to increased complexity.
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Figure 23. Typical SOC analyst tier responsibilities (Kokulu et al., 2019).

6.3.1.3 Challenges for SOC Analysts

Prior studies have investigated the challenges faced by SOC analysts. Eldardiry and Caldwell (2015)
highlighted the importance of sharing tools and effective communication among team members to
optimize operations. Wang et al.(2021) noted limited research in behavioral and cognitive analysis for
SOC performance enhancements. Ellis et al. (2022) emphasize the need for improved cybersecurity
awareness of SOC with centralized dashboards featuring customizable interfaces, active and passive
monitoring, and comprehensive data access. These studies emphasize the challenges posed by the
information-intensive nature of the tasks and the need for supporting tools, which has led to growing
research interest in improving SOC tool design. Werlinger et al. (2010) recommended enhanced tools
and strategies to improve real-time threat response for challenges in accurate anomaly detection,
managing cognitive workload, and minimizing false alarms. Kokulu et al. (2019) interviewed
eighteen SOC personnel and collected critical issues contributing to the poor usability of current SOC
systems, including low visibility of needed contextual information, information overload, and low-
quality threat intelligence information. These challenges persist in today's evolved SOCs (Alahmadi

etal., 2022).

6.3.1.4 Challenges in SOC Tools

Current SOC commercial tools, mainly Security Information and Event Management (SIEM) and
Security Orchestration, Automation, and Response (SOAR), face challenges in processing diverse
data ingestion and providing customizable data visualization to support real-time responses (Bridges
et al., 2023). The primary function of SIEM tools is data collection and query. Comparatively, SOAR
tools are designed to collect, filter, and present diverse information with extended capabilities by
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automating repetitive tasks, enforcing standardized playbook-driven procedures, and enabling faster,

more coordinated incident responses (Bridges et al., 2023).
Studies on the shortcomings of SOC tools have listed the following concerns:

o Insufficient Information: SOC analysts often spend additional time categorizing, correlating,
and investigating relevant event details beyond these tools (Ranade et al., 2021). This is
especially crucial for novice SOC analysts. For an inexperienced analyst, developing a
complete and accurate understanding of a threat alert is complex, as it is easy to become
overwhelmed or lose track of important relevant information (Kersten et al., 2024). While
popular SOAR tools may increase operational efficiency, the lack of adequately configured
domain-specific settings can hinder effective context-switching (Alahmadi et al., 2022), which
hinders analytical reasoning during alert validation. Thus, the tools may reduce the accuracy

and completeness of analysis outcomes (Kersten et al., 2024).

o Opverreliance on Automated Tool Indicators: Instead of engaging in threat analysis, analysts
tend to default to the suggestions provided by the system. Senior SOC analysts particularly
emphasized the need to balance automation and human decision-making (Bridges et al., 2023).
Comparatively, novice analysts mentioned the need for more explicit guidance and more
detailed explanations of the displayed information (Kersten et al., 2024) to prevent over-relying
on tools’ intelligent indicators during threat investigations that are not always accurate or
reliable (Kersten et al., 2024). On the other hand, the tendency to overlook tool-suggested low-
severity alerts and the interference of redundant information on threat analysis are also among

the top concerns for SOC tools (Karantzas & Patsakis, 2021).

These two main challenges in SOC tool development highlight the need to balance tool design
between minimizing analysts’ manual inspection of redundant data (Alves et al., 2021) and providing
sufficient analytic support. This trade-off challenge, between reducing data overload and ensuring the
delivery of actionable information, is where cognitive modeling, such as the proposed integration of
CWA and ACT-R, could help in identifying practical information requirements by work domain
constraints and human cognitive limits. Therefore, we consider implementing the integrated model
and evaluating its potential to estimate human performance, which may inform future design

improvements within this specific SOC work domain.
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6.3.1.5 Alert Triaging in SOC

An SOC collects vast amounts of data from multiple sources, posing challenges for analysts in
processing unfolding events and incidents (Salfati & Pease, 2022). Following the general SOC’s 3-
tier analyst framework (Andreassen et al., 2023), a Tier 1 analyst's main task is to use tools such as
SIEM for monitoring and cyber threat alert triage (i.e., filter out events, conduct preliminary analysis,
and take action based on predefined procedures or "runbooks" to prioritize alerts accordingly)

(Knerler et al., 2022; Muniz et al., 2015; Forsberg, 2022).

In effective cybersecurity defense, alert triage, as the initial contact and assessment conducted
by SOC experts, lays the groundwork for subsequent threat analysis, diagnosis, and timely response.
While the triaging process generally follows structured pattern-recognition instructions, analysts
frequently encounter unexpected situations due to the broad scope of alert sources, all while operating

at a fast pace (J. Han et al., 2023; Khan et al., 2020; P. Sun et al., 2020).

The alert triage task is an illustrative example within the cybersecurity domain, as it is fast-
paced operated within a dynamically complex work environment, and requires both domain-specific
knowledge for routine operations and exploratory analysis. Accordingly, we will focus on the alert

triage task for applying the proposed integrated cognitive modeling in this chapter.

6.4 Applying CWA in Modelling SOC Alert Triage

This section will start by applying three dimensions of CWA of the work environments and lay the
groundwork for implementing and preparing ACT-R model constructions. The analysis includes two
phases. The first part is the interface development for experiment preparation (from section 6.4.1 to
section 6.4.6). The second part focuses on analyzing participants’ alert triage operations on the
developed interface, with modeling informed by their insights (from sections 6.4.10 to 6.5.8). Finally,

the constructed model will be validated against the collected human data.

6.4.1 WDA and Abstraction Hierarchy

Work Domain Analysis (WDA), as the first phase of CWA, provides an in-depth interpretation of
system functions and properties based on human reasoning patterns in complex systems (Vicente,
1999). WDA is comprised of two parts: a decomposition (or part-whole) hierarchy and an abstraction
hierarchy (or means-ends) hierarchy (Vicente, 1999). Progression along the decomposition hierarchy
results in a description of a different object (e.g., electric vehicle versus battery). In contrast,
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progression along the AH’s means-ends connections results in a new functional description of the
same object (e.g., engine versus speed). The AH is rooted in Rasmussen’s directions on identifying
work domain constraints to articulate the system’s objectives and constraints governing actions by
examining human operator reasoning across different abstraction levels (Rasmussen, 1985). AH
representations provide a way of representing complex work domains in a goal-directed problem-

solving manner, especially in dealing with events that have not been anticipated (Vicente, 1999).

A systematic understanding informed by WDA of what SOC is and how it operates is
necessary for modelling analyst performance and the effectiveness of SOC tools. Specifically,
addressing current SOC tools' usability and functionality issues (Alahmadi et al., 2022; Kokulu et al.,
2019; Oniagbi, 2019; Vielberth et al., 2020) requires a detailed understanding of SOC operations and
the cognitive workflow bottlenecks analysts face. The outcome from the WDA also seeks to identify
SOC's basic information requirements and offer insights to inform its tools interface design, and the

preparation of declarative knowledge derived from WDA results for use in the ACT-R model.

In the following implementation sections, the domain analysis begins with a function analysis
from the article review and the author’s observations during the internship in Canadian Nuclear
Laboratories (CNL) (see Section 6.2.2). The SOC functions are then mapped onto the five abstraction
levels of the WDA tool's AH.

6.4.2 Methods for Work Domain Analysis (WDA)

The WDA of the domain-level functional constraints for a SOC Tier-1 analyst drew upon literature
and document reviews, including a targeted literature review using keywords “security operation

9% ¢

center”, “task analysis in cybersecurity operation center”, and “security operations function analysis”
from peer-reviewed studies on SOC functional analysis and workflows. A total of 32 peer-reviewed
selected research articles published from 2016 to 2023 were reviewed to establish the analytical
foundation for the WDA. The literature review also includes CNL’s internal design guidelines and
additional documents from CNL’s subject-matter experts’ (SMEs) functional decomposition reports,
which were accessed during my internship but are subject to the confidentiality agreement and thus

does not reveal the details in this thesis.

To further refine and validate the analysis results, two rounds of collaborative design
workshops were conducted with CNL’s SMEs, during which the AH outputs were reviewed and

iteratively improved. Two rounds of workshops were conducted with one human factors scientist, the
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author, and four SMEs. The SMEs included: a senior cybersecurity engineer who authored and
reviewed SOC functional-decomposition reports; a technical project lead with human-factors
expertise; a technical director with the domain-specific cybersecurity experience; and a front-line

SOC engineer with hands-on training and operational experience.

In the first workshop round, the human factors research team introduced the WDA
framework and discussed its relevance to improving analysts’ tool design. The distinction between
functional analysis and WDA was clarified. The initial draft of the AH, developed from SMEs'
technical documents, functional analysis reports, and relevant literature, was presented and reviewed
collaboratively. During the walkthrough, any disagreements or uncertainties regarding AH elements
were discussed in detail. When needed, SMEs provided practical scenario examples to refine

interpretations and confirm the updates. The AH's revisions continued until consensus was reached.

Following the first round of workshops, a draft report including the revised AH was
circulated to the four SMEs and the human-factors team for review. They were invited to provide
comments, raise additional considerations, or suggest content informed by further reflection or related
articles upon the first-round workshops' discussions. Two weeks later, a second round of workshops
was held to address the newly raised comments and insights of the AH. Discussions led to a set of
agreed-upon revisions. A subsequently updated version of the AH and workshop report was then

shared with the SMEs and finalized after the second round of workshop review.

Because study 2 focuses specifically on Tier-1 analysts’ alert-triage activities, the WDA in
this chapter captures only the elements of Tier-1 analysts (It thus does not disclose any sensitive or

confidential domain-specific functional elements from my internship).

6.4.3 Settings and AH Modelling

The functional elements of SOC were derived from a review of articles review on SOC-related topics
and supplemented by the author’s observations during the CNL internship, which focused on a SOC

tool design project and operational challenges.
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6.4.4 Conducting WDA

6.4.4.1 Step 0: SOC operation basics:

The essential missions of SOC operations include monitoring, detection, analysis, response, and

recovery from all cyberattacks (Knerler et al., 2023).

Every SOC employs a range of technologies and automation processes to generate, collect,
enrich, analyze, store, and present security-relevant data to responsible SOC members. Data sources
for a general SOC include host sensors, network traffic metadata, and various log sources, such as
application or operating system (OS) logs from devices, the cloud, or operational technology (OT).
These sensors detect malicious or unwanted activity that warrants further attention from a SOC
analyst. Beyond its own sensing capabilities, a SOC receives valuable information through various
sources, such as email messages, phone calls, real-time text chats, walk-in reports, incident reporting
forms on websites, and tips from other SOCs. Combined with security audit logs and other data feeds,

this data is sent to automated tools for SOC, such as SIEM, to generate cyber threat intelligence.

Together, the cyber threat intelligence, security-relevant events from constituency assets, and
organizational or system-specific information are fed into SOC operations. These inputs are filtered
and assessed by both humans and automated tools to determine whether a response action is needed.
Throughout this process, the SOC coordinates and consults with various stakeholders, such as system
administrators and service owners, to ensure that any response actions taken align with the domain-

specific environment the SOC supports.
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Figure 24. Typical SOC data and tools (Knerler et al., 2023).

6.4.4.2 Step 1: Determine Domain Boundary and Depth of Analysis

Conducting a WDA requires first identifying the analysis scope by establishing boundaries defining
the targeted work domain (C. M. Burns & Hajdukiewicz, 2017). In this analysis, the core subsystem
of focus is the alert triaging phase of SOC analysts’ operations. Alert triaging is the first critical phase
for human analysts in processing cyber-related data, linking subsequent stages of SOC operations
such as response, eradication, containment, and prevention. This phase involves critical human
analytic operation and decision-making, but research is still far from fully integrating human

cognition into these processes (Alahmadi et al., 2022).

Threat alerts for triaging typically fall into two categories: signature-based and anomaly-
based detections (Knerler et al., 2023). Signature-based detection relies on prior knowledge to
identify malicious behavior, often using indicators of compromise (IOCs). IOCs are forensic artifacts
of intrusions found on constituency systems at the host or network level, including details such as IP
addresses, hashes, or malware characteristics. Whereas, Anomaly-based detection identifies
deviations from normal behavior, triggering alerts whenever activity falls outside the expected

deviation range.

In a typical SOC alert triaging workflow, an alert is triggered when a predefined set of criteria

is met. Human analysts, supported by specialized cyber intelligence tools and automation, play a key
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role in interpreting these alerts to determine whether further action (e.g., escalation) is required.
Alerts must be evaluated within the context of the system(s) where they occurred, the surrounding
environment, the supported mission, relevant cyber intelligence data, and other sources that can

confirm and validate the cause and level of concern.
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Collect Security-Relevant Events

SIEM & SOAR,
Big Data Analytics
Sensor & SIEM Log Management Incident Reports
Tunin
9 Host & Network J'
Threat Analysis Monitoring +——» Triage Analysis
—
& Hunting

Real-time Monitoring
Advanced Analystics
Correlation

Case Escalation Case Management
|

In-Depth Analysis

'

Incident Investigation
& Response

Case Escalation

Decision Making

!

Response Options
(Block, Continue watching...)

Figure 25. Basic SOC workflow (Knerler et al., 2023).

6.4.4.3 Functional Purposes

A SOC can take on many different missions, but this study’s objective was to abstract a knowledge
map for SOC’s alert triage operation environment. Hence, the AH begins with functional purposes, at
the top of the hierarchy, which describe primary systemwide purposes. Two objects were identified:
“Cyber Defense” and “Assets Protection”. These are the aim of establishing a SOC in many

definitions (Agyepong et al., 2020; Knerler et al., 2023; Ofte & Katsikas, 2023).

6.4.4.4 Abstract Functions

At the second level, Abstract Functions describe the principles that govern system operation (Burns et
al., 2005). These principles support the SOC’s overarching cyber defense and asset protection goals.
Key abstract functions include situation awareness maintenance, threat identification, threat

containment, and threat eradication.
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Figure 26. The AH work domain model for a SOC (on Tier-1 analyst work scope). The links

illustrate means-ends relations between adjacent abstraction levels.

Situation Awareness maintenance involves sustaining awareness of active alerts, the
organization's security posture, ongoing incidents, vulnerable assets, and current threat levels based
on intelligence data (Newhouse et al., 2017). The corresponding tasks contributing to this function
from the NIST Cybersecurity Workforce Framework (Newhouse et al., 2017) include T1047, T0291,
T0469, and T0096. These codes refer to standardized task identifiers for categorizing and describing
specific cybersecurity work tasks across roles and specialties. The following parts also use these task

codes consistently to reference the same framework.

Threat identification refers to detecting and alerting potential security threats, which may or
may not require further response. This element operates based on two commonly applied principles:
anomaly detection and signature-based matching (Knerler et al., 2023). Anomaly detection involves
establishing a baseline of normal or benign communication behavior between assets (Newhouse et al.,
2017, T0023, T0994, T0977) and generating alerts when activity deviates from this baseline (Knerler
et al., 2023). In contrast, signature-based detection relies on prior knowledge of known malicious
behaviors, such as matching 10Cs, to identify threats (Knerler et al., 2023).
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Both threat containment and eradication are response to threats. The difference is that
containment protects the system from operating in a normal status and prevents threats from further
spreading within and to connected assets. At the same time, eradication aims to eliminate the threat's
impact across the system. Threat Containment uses network segmentation and endpoint protection
(Knerler et al., 2023) to isolate assets from threat impacts. Eradication primarily relies on analysis and
investigation of the incident threat pattern and attack pathways, with simulation testing of system
architecture to recover the system to its normal status. Threat Eradication will replace a component,
redeploy baseline configurations, remove malware, and restore backup (Newhouse et al., 2017,

T0360) to eliminate the threat impact.

6.4.4.5 Generalized Function

The third level, Generalized Functions, emphasizes the key processes executed and coordinated
within the work domain, shifting the focus to how the Abstract Functions are operationalized (C. M.
Burns & Hajdukiewicz, 2017). For instance, attention turns to the processes that monitor and track
asset status and activity in maintaining situation awareness. These include alert generation and
characterization processes, communication of detected suspicious events, and subsequent

investigation to determine whether a response or vulnerability requires further escalation.

Threat response, including containment and eradication, relies on incident characterization
using IOCs and impact assessments informed by known vulnerabilities and prior incident analyses.
These response functions are also closely linked to effective communication and coordination—both

within and across teams and tools—to support timely and efficient threat mitigation.

Threat identification, primarily conducted through anomaly detection and signature-based
matching, involves analyzing alerts and validating potential threats based on network activity, traffic
patterns, packet contents, and configuration changes. As one of the most critical functions within an
SOC, the threat identification process spans nearly all physical functions, serving as the foundation

for subsequent detection and response actions.

6.4.4.6 Physical Functions

Physical functions represent more specific capabilities afforded by implementing the above processes
(C. M. Burns & Hajdukiewicz, 2017). For example, managing alerts generated from integrated

automated tools, maintaining and updating logs and records for internal communication, and
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supporting deeper investigation or building references for future incident detection and
characterization. Aggregating and correlating these data sources enables effective activity
monitoring, improves event detection, and enhances the accuracy of incident detection and
characterization. Lastly, the organized records and logs help validate detections and reduce false
positives, with more accurate assessments of impact and risk, ultimately supporting informed

decision-making on threats.

6.4.4.7 Physical Forms

The last layer, Physical Form, describes the physical features of the components comprising the
Physical Functions. SOCs accomplish the Physical Functions by gathering and curating extensive
amounts of security-relevant data (Knerler et al., 2023). The Physical Forms level comprises three
main categories of data: operational, cyber-intelligent, and contextual data. Operational data includes
asset knowledge, log management, and event-based source data ingestion to SIEM for analytics.
Cyber-intelligent data mainly includes IOC feeds, finished reporting, adversary and campaign
knowledge base, indicator extraction, and detection and capture by automated analysis tools.
Contextual data is more about the constituency technical environment and the business or mission

context (e.g., adversary intent, resourcing, and interests toward an organization) (Knerler et al., 2023).

These data are where the SOC analyst understands the events, characterizes incidents, and
locates the impacted assets for decision-making for responses. These data also provide essential
knowledge and a detailed view for analysts to quickly identify asset impact scopes, configuration
updates, and responsibility allocation for collaboration and communications for defense and remedy.

The detailed contents of the three data categories are listed in Table 14.

6.4.5 Translating to Interface Design Elements

Developing such a work model is the first step to transforming human cognitive paths into interface
design solutions. The four-step design approach from EID details the development from the WDA
model to the feasible and diagnosis-supported tool interface (C. M. Burns & Hajdukiewicz, 2017).
Here, based on or constructed WDA model through AH, we translate the hierarchy into the
information requirement (variables, constraints, and relationships) (C. M. Burns & Hajdukiewicz,
2017) derived from the model. The results of these information requirements (only variables) are

summarized in Appendix B Table 14.
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Following EID’s approach (see Figure 27), the next step is to establish the constraints and
relationships for the information variables and inform the design forms accordingly. Although this
part of the EID approach is not fully developed in this study, some simple single-variable constraints

are based on a subset of the complete information requirements lists.

Informtaion
Requirements
and Availability

Single Variables
Constraints
Multivariate
Constraints
Means-end

Relationships

Figure 27. Systematic Approach to Graphic Form Design (C. M. Burns & Hajdukiewicz, 2017).

Domain >
Knowledge Work Domain Analysis Graphics Form Design

6.4.6 Alert Triage Tool Interface Development

The interface used for this experiment is designed based on commonly used SOC tools (e.g., Splunk
SOAR Phantom (The Splunk SOAR Service, 2023). Figure 28 is a screenshot of its main alert
dashboard. This study thus built a similar basic alert triaging dashboard using React.js as the standard
interface toolset, replicating the general list view of alerts and a detailed information pop-up page.
The alert information included in this experimental interface design is based on a subset of

information requirements outlined in Table 14.
This experimental alert triaging tool includes two main pages:
o Alert List — displays all alerts in a structured format (see Figure 29).

o Pop-up Detail — provides additional alert details upon selection (see Figure 30).
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Figure 28. Splunk SOAR: Alert List view
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Figure 29. Experiment Alert Triage Tool: Alert-List View
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Figure 30. Experiment Alert Triage Tool: Pop-up Detail

The information displayed in the interface was derived from the WDA (see Table 6). The
identified invariants and variables can inform interface design following EID in Figure 27. However,
the interface used in this study does not strictly follow the EID configuration, as the primary focus of

this work is to explore the integration of CWA and ACT-R rather than interface design.

Table 6. The Mapping between a subset of WDA-derived information for Declarative Chunk

Preparation (see the Full list in Appendix B Table 14).

AH Level | Variables Variables Displayed in the Variables Displayed in Details
Groups List View Page (Chunk Slot) View
Physical Impact & Risk Severity level, Attack Type
Function Analysis
Operational Data | Firewall Logs Network Traffic Details
Cyber Intelligent IDS/IPS Alert, Anomaly Score | Attack Signature, Malware
Data Indicator
IP addresses, geolocation data,
Road traffic conditions, Device
Physical Contextual Data Information, User information,
Form Network Segment, Payload:
command strings, malware
payload
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6.4.7 Experiment Design

This experiment followed a two-part mixed-methods design. The first part incorporated CWA
dimensions to construct the integrated model. The second part collected empirical human-
performance data. These data were then compared with the outputs of two constructed models: one
informed by CWA analysis and one developed without. Pearson correlations and chi-square tests

were used to compare alert-processing time estimates and decision-making alignment across models.

The overall procedure consists of two participant groups, one for model construction and the
other for model assessment. Group 1 participants walked through the triage activities with the
researchers. Their operations and interviews with researchers provided qualitative insights into
analysts' response behaviors and decision-making strategies. These results were analyzed by the
ConTA and Strategy Analysis frameworks. The analyzed outcomes were then used to build an ACT-
R model that simulates Tier-1 analyst triage activity performance with the interface. A baseline ACT-
R model without CWA analysis will also be developed to compare its accuracy and processing time
with the CWA-informed model using human data. The real human performance data were collected

from Group 2 participants for model results comparisons (see Figure 22).

6.4.7.1 Alert Entry Data

The alert task dataset was sourced from the "Cyber Security Attacks" Dataset (link). The dataset was
synthesized to provide a solid representation of cyber-attack vectors (e.g., attack signatures, threat
types) as a good resource for alert analytical tasks. Although the dataset is highly comprehensive, this
study uses only a small subset (17) of incident data as alert information for our tier-1 analyst triage
task. The selection of alerts was assessed in a pilot study, which found that 5 participants completed
20 alerts in approximately 30 minutes, indicating a suitable online task time without fatigue or too
much disengagement (Welz & Alfons, 2025). Thus, we limited the experimental workload to 17 alerts

to maintain the quality of the results and ensure a balanced distribution of alert types.

6.4.7.2 Participants
A total of 44 participants were recruited for the study.
Group 1 participants were recruited through the author's campus and professional network,

targeting individuals with cybersecurity knowledge and/or prior experience working in a SOC

environment or related areas (e.g., cybersecurity auditing and testing). The first group of participants’
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data was primarily intended to develop the DL, Strategy Analysis, and was translated into Production
Rules, and to provide subjective insights and experience into the alert triage process. Suggestions
from Group 1 participants are also helping refine the task workflow and experiment design fidelity,
making the task better reflect the work environment of SOC tier-1 analysts. This first group consists
of 12 participants (see Appendix B, Table 17 for the participants list) (six had prior experience in
cybersecurity or had worked as SOC analysts; two participants had cybersecurity knowledge acquired

through formal education, past learning, degrees, or professional certifications (e.g., CISSP, CEH)).

The second group focused on collecting broader, objective behavioral data from a more
diverse and general population, aiming to enhance the empirical foundation of the model's validation.
A regression power analysis (o = 0.05, power = 0.80) with one predictor and one outcome (i.e., task
completion time) suggests that a sample of 40 participants is needed to detect moderate-to-large
effects. Due to time constraints and the limited availability of expert participants, we expanded
recruitment to include non-expert participants via the crowdsourcing platform Amazon Mechanical
Turk. The second group recruited 32 participants, of whom 25 provided valid responses after
excluding datasets with improper operations (e.g., batch processing without adequate observation

time).

6.4.7.3 Procedure

Group 1 participants were interviewed via Microsoft Teams video meeting after completing the 17
alerts triaging task using the developed tool interface. Before beginning, participants filled out a
questionnaire to collect demographic information and assess their cybersecurity knowledge levels.
They then walked through the runbook and instructions and completed five warm-up alert triaging
practice tasks before the formal task. Completing the formal triage task, participants engaged in one-
on-one post-task interviews with the researcher to explore the decision-making processes. They
discussed their approach to deciding on different patterns of alerts. The interview questions are

provided in Appendix B.

The second group followed the same procedure except for the post-task interviews. This
included completing questionnaires, warm-up practices, reading the runbook and instructions, the
formal task on the tool interface, and a final survey with open-ended questions, all in the same
sequence as the first group participants. In particular, the behavioral traces of Group 2 participants

were tracked and recorded for empirical data analysis.
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6.4.8 Defined vs. Ambiguous Pattern Alerts

To enable rapid and automated responses in incident identification and detection, SOC teams usually
rely on documented communication protocols, procedures, and general incident processing criteria
outlined in a playbook (Applebaum et al., 2018; Tariq et al., 2025). A playbook is a document created
by experienced SOC analysts that outlines the response steps and key alert indicators to follow and
directs analysts' operations (Alahmadi et al., 2022; Jalalvand et al., 2025). The runbook used in our
study defines a set of streamlined recommended indicator patterns, informed by analysis of the 'action
taken' column in the original alert dataset and reviewed by an experienced cybersecurity analyst. Each
pattern includes a set of features to inform decisions about specific alerts that match the pattern. Yet,
this runbook's role is as a set of recommendations rather than prescriptive rules (Applebaum et al.,

2018), and the final decision still depends on the participants’ interpretation.

The alert data was thus categorized into two groups based on the difficulty of matching entry
feature patterns with the runbook recommendations. The defined alert group (10 alerts) consisted of
alerts that aligned with the feature patterns outlined in the instructions and runbook criteria (see
Appendix B Table 16). The ambiguous pattern group (7 entries) consisted of alerts that did not match
any of the recommended feature patterns, making them ambiguous. These ambiguous alerts required

either further information inquiry or the participant’s judgment to determine an appropriate response.

The alert patterns and relevant information identified in the runbook were made accessible to
participants both in advance and concurrently via the interface website for on-demand reference (see

Appendix B).

6.4.9 Methods for Control Task Analysis (ConTA)

In this study, the Decision Ladder (DL) was primarily derived from a literature review of Tier-1
analysts’ responsibilities, workflows, and tool use. It was further supplemented with incident-
response training materials for SOC analysts at CNL. Two rounds of focus group sessions with CNL
SMEs were also conducted to examine analysts' tasks and activity flows during the second-year

internship; the author participated in the sessions and transcribed the discussions.

The focus-group findings covered a broader scope of SOC activities beyond Tier-1 alert
triage. The interview protocols and analysis have been documented in CNL’s internal technical report

but are not publicly accessible at this time. Therefore, this thesis focuses only on the Tier-1 alert
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triage activity, as this component is generalizable across SOC applications in many domains and does

not involve any sensitive or confidential information.

The DL was further refined using interviews from Group 1 participants, who described their
decision-making processes and information-processing steps. The expert participants also provided
feedback to enhance the fidelity of the testbed interface. The interviews were transcribed and
analyzed using descriptive coding by two independent coders (i.e., the author and another research
assistant) and reached consensus through discussion. The DL served as the organizing framework for
mapping participants’ decision-making patterns into corresponding phases (nodes and boxes) and for

annotating the identified short paths.

These interview insights also informed the Strategy Analysis presented in Section 6.4.11.

6.4.10 Decision Ladder (DL) of Tier-1 Analysts Alert Triage Task

In the constructed DL, the triaging task begins when a tier-1 analyst notices a new alert
(ALERT), prompting them to capture its details by analyzing the information from the cyber
intelligence tools (OBSERVE). The analyst then assesses the alert’s status to determine whether it is
benign, such as an expected deviation within an acceptable threshold, or malicious (IDENTIFY). In
some cases, the alert’s status remains uncertain based on only a subset of indicators, necessitating

additional observation, while in others, the alert is deemed urgent and requires immediate action.

Once the SYSTEM STATE is identified, the analyst must decide on the appropriate response.
In the INTERPRET phase, the analyst evaluates the alert’s possible impact based on either a
predefined runbook—where meeting specific patterns may lead to a confirmed decision (GOAL)—or
through their own judgment, relying on prior knowledge and experience (EVALUATE). This
evaluation ensures that the decision aligns with the goals of the triaging (i.e., Log records the alert in
the system with no further action required; Block isolates the threat and continues monitoring;

Escalate refers the alert to a more experienced team member for advanced investigation.).

After reaching a decision (GOAL STATE), the next steps are planning and executing the
appropriate response. The analyst defines the execution task (DEFINE TASK) and formulates the
necessary actions (FORMULATE PROCEDURE) to complete the triage action.

Finally, in the EXECUTE phase, the analyst confirms the decision by clicking the appropriate
action button (Log, Block, or Escalate) in the detailed information page or the list view.
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Note that DL is never a sequential template for cognitive processes. Instead, it can enter at
any point and transition between steps as needed. Shortcuts naturally occur, allowing for flexibility

based on changing conditions and the user’s experience.

Our analysis also revealed several shortcut patterns in DL. One example is the direct
transition from ALERT to EXECUTE. This shortcut occurs when analysts initiate the triaging process
by sorting alerts based on status or severity level rather than processing them in the default
chronological order. Analysts may prioritize highly severe alerts first or begin with familiar alert
types before addressing unfamiliar ones. Another is when an analyst quickly gathers deciding features
and formalizes a response connecting the SET OF OBSERVATIONS and FORMULATE
PROCEDURE. A typical case occurs when an alert has both high severity and high anomaly scores,
leading some participants to escalate without further interpretation. This shortcut is particularly

common when key indicators strongly align.

There is also a shortcut leaping between IDENTIFY and DEFINE TASKS. For example,
expert analysts familiar with alert triaging tasks may skip in-depth interpretation and proceed directly
without matching the predefined patterns in the runbook. In that case, the analyst can assess whether

an alert meets predefined runbook patterns guidelines without explicitly recalling them.

A final shortcut category occurs when analysts revisit earlier stages after an initial
interpretation or evaluation. If they determine their preliminary assessment is inconclusive or lacks
sufficient supporting evidence, they may return from DEFINE TASK to OBSERVE to gather
additional information before proceeding. This iterative process occurs when alerts share most feature
patterns with typical alert patterns in the runbook but have missing or conflicting information,
requiring further observation and assessment to ensure accurate triaging decisions. Another observed
decision-making iteration is that, after processing several alerts, participants often revisit earlier
decisions and revise them. This behavior may stem from cumulative observations and experiences
gained as a result of processing more alerts. Participants may spontaneously iterate their assessments
to be more stable and consistent if the initial attempts deviate too much, such as avoiding the

imbalanced distribution of decisions (e.g., escalating too many alerts).

6.4.11 Methods for Strategy Analysis

Strategy Analysis was conducted through observation of group 1 participants' operations and their

one-on-one semi-structured interviews, based on a protocol provided in the Appendix A and
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supplemented by observation of their operational behaviors during task performance. The interviews
captured participants’ reasoning and decision strategies, while the observed operations could confirm

what they described.

Two coders (the same as in Section 6.4.9) independently conducted descriptive coding of the
Group 1 interviews with consensus-based discussions. Then the decision-making patterns were

translated into input-output processes and categorized with the information flow map. Some

6.4.12 Strategy Analysis to Information Flow Map

While ConTA focuses on what needs to be done, Strategy Analysis details how it can be done.
Therefore, we further examined these specific information-processing pathways by Strategy Analysis,

drawing from observations and interviews with our Group 1 of participants.

Since the decision-making pathways are not fixed but vary depending on alert entry patterns
and the operator’s experiences, our strategy analysis aims to identify specific information and how it
inform the triage decisions. The analysis also helps understand how the pathways switch and the

factors influencing these switches.

Based on interviews with Group 1 participants, we identified and categorized three
commonly used strategies, supported by illustrative quotes (The letter-number combination at the end

of each quote refers to the coded participant identifier), as explained below:
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Decision Ladder for SOC Alert Triaging Task

Figure 31.

Pattern-based strategy. The first identified strategy is adhering to the runbook feature

patterns. Since this strategy follows predefined alert feature patterns in the runbook, we refer to it as a

pattern-based strategy. In this strategy, participants reference the key indicators listed in the runbook

criteria (see Table 16), evaluate the alert's status, and take action accordingly. This strategy typically

starts with identifying the attack type, followed by a sequential assessment of other indicators (e.g.,
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severity level, anomaly score, firewall logs, and IDS/IPS information). However, path variations arise
when specific features are absent, preventing the matching of the runbook recommendations. For
example, suppose two out of three indicators match a recommended alert pattern decision from the
runbook (In some cases, we have observed novice participants may still consider it a match and make

a decision accordingly, even if other features are missing or misaligned).

“Since the indicators didn’t fully align, I chose to be cautious and selected block or
escalate... the severity level was marked high, while others, like anomaly score, were low. To be

cautious, I escalated it for further review." [P08]

While checking the runbook criteria is the most structured and stable strategy, our
observation indicate that it is not always entirely used, despite many participants claiming to base
their decisions on the runbook and rated the runbook as useful (mean = 5.68 on a 7-point scale, where
7 indicates 'extremely useful'). Only 35.3% of (Group 2) participants actively referred to it at least
once during their triaging tasks. This may result from matching each alert feature to the runbook
patterns, imposing an extra cognitive workload of storing and retrieving alert patterns while making
decisions. Therefore, analysts tend to switch to less cognitively demanding behaviors even though the
pattern-based strategy is the most reliable. The tendency to deviate from a strictly reliable strategy
suggests that, in real-world scenarios, analysts often balance structured guidelines with intuitive

reasoning to optimize cognitive load and enhance efficiency.

Streamlined strategy. Building on the pattern-based strategy, participants also developed
shortcuts, prioritizing visually prominent indicators that required less cognitive processing. Among
these alert indicators, severity level, primarily displayed by color coding (see Figure 32), is the most
immediately noticeable. Short texts and numerical values, such as anomaly scores and attack types,
are also relatively easy to process. In contrast, detailed long-text descriptions from firewall logs or
IDS/IPS require greater cognitive effort. From our observations, some participants only assess the
severity level and cross-reference it with either the anomaly score or the attack type to make their
decisions. For instance, an alert with a high severity level and its anomaly scores above 50 is
generally identified as critical and is likely to be escalated. Specific attack types, such as DDoS or

intrusion alerts with high severity, are almost always escalated.

In contrast, malware alerts with low severity are often considered less risky and are more

likely to be logged. For long-text information in firewall logs and IDS/IPS descriptions, most
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participants reported only focusing on key terms like 'Mismatch,' 'Unknown,' and 'Unauthorized'
rather than reading the entire text. Considering the streamlined decision-making and assessment

process, we refer to this strategy as the Streamlined Strategy.
“Most of my decisions were based on severity level and the anomaly score.” [P04]

“My first consideration is always the severity level. Ifit’s high, I wouldn’t log it. At
minimum, 1’d block it.” [P10]

“... If (the firewall log) shows something like 'blocked connections' or 'unauthorized IP," I'll
block it. If it's already flagged as unauthorized, I will block it...” [P07]

Attack Type Anomaly Score  Firewall Logs Severity Level IDS/IPS Alert

Figure 32. A screenshot of Alert List view with main indicators

Adaptive Strategy. Adaptive Strategy. Expert participants demonstrated a more nuanced
decision-making process by inquiring about a broader range of information, including asset lists,
system topology, and additional contextual resources for verification. To solidify their assessments,
experts usually ask detailed questions about the underlying meaning and context of indicators, such

as:
“Where is this information from, and is it trustworthy?” [P05]
“What is the difference between (““Severity Level” vs. “Abnormal score”)?” [P11]

“It would be helpful to have more details in the payload section. ... it helps to assess if
there’s malicious content in the payload. This could provide more context for making decisions.”

[PO7]

“There should be an important link... a list of assets... Which assets will it affect?...to be

intuitive enough to illustrates which asset it will affect ... it may have a greater criticality.” [P11]

Compared to pattern-based and streamlined strategies, which rely primarily on indicators and

information accessible on the list page, these experts' strategy involves exploring additional details
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hidden in the pop-up page (see Figure 30), where decisions are made based on a broader set of
features and information. We thus refer to this strategy as the Adaptive Strategy, which enables
analysts to incorporate additional observations and contextual factors, rather than strictly following

instructional recommendations, when making decisions.

Furthermore, experts usually develop their own assessment rules of indicators beyond the
runbook instructions or system-generated indicators (e.g., severity level). Notably, analysts with the
Adaptive strategy lack a consistent pattern. Rather than following a fixed set of paths, analysts utilize
various types of information (see Figure 33) to refine their judgment and clarify the situation,
ultimately making a final decision. Here, several quotes are presented to show key factors considered

by expert participants in alert-related decision-making:

“I mainly check packet length, traffic data, and port numbers. High packet lengths or unusual
ports raise concerns. ...packets under four digits seem safer, while larger packets might pose risks

like network congestion.” [P08]

“If the malware indicator is 'applicable’ but the threat pattern is unknown, 1’d escalate it as

well. If both are known, I might log it.”” [P10]

“I focus on specific details, especially the payload information... I considered whether the
attack could interfere with the vehicle’s behavior, such as at a red light, causing it to move
unexpectedly or become uncontrollable... If the vehicle is moving quickly, an attack would be more

dangerous. However, in a slower scenario, like a red light, the risk seems lower.” [P12]

Interestingly, one expert participant even factored in organizational considerations, including
whether collaborators were outsourced and how this might impact access control and information
confidentiality, and accounted for workload distribution [P11], pointed out that if too many
escalations will affect the overall processing efficiency and ultimately influence his/her decision-
making on this single alert. “... the people behind the scenes (i.e., higher level analyst) will be busy

... and the frontline analyst’s process will make no sense.” [P11]

Thus, we find that these strategies are highly diverse and adaptive, not only from alert to alert
but also across participants, especially with those alerts that do not match the runbook patterns (i.e,

ambiguous pattern alert). Expert participants rely on a varied set of indicators (even beyond the
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provided information) and draw upon their knowledge and experiences to make case-by-case

decisions on those ambiguous pattern alerts.

The information flows representing the three strategy categories are: Pattern-Based,

Streamlined and Adaptive strategies in Figure 33.
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Figure 33. Pattern-based & Streamlined Strategies (Up); Adaptive Strategy (Bottom).

6.5 ACT-R Models Construction

6.5.1 The Basic Model

First, we constructed a basic model without further refinement by ConTA and Strategy Analysis, as
our baseline. The model connects a set of basic visual stimulus processing rules for each feature
displayed, as illustrated in the figure. These connected rules follow a single path to map the processed

features to the corresponding feature pattern in the runbook to reach a final decision.

Basic Model

Construction
rules: rules: rules: rules: n.f!es: rules: rules: ) All Decisions
Visual Search and | | Severity_Level_ Anomaly Level [ Attack Type — Firewall_Logs_ | IDS_IPS_Alert 3| referencing runbook |3 & Actions
Locate the alert Processing Processing Processing Processing Processing recommendations
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Figure 34. A Brief View of the Basic Model Rule Map.

The following section will explain how we translate the Strategy Analysis and ConTA results

into the CWA-informed ACT-R model construction.

6.5.2 Strategy Analysis into Production Rules

The Strategy Analysis (see Figure 33) provides a brief overview of strategies used by participants as

analysts to make triaging decisions.

Among them, Pattern-based and Streamlined strategies are more structured and stable,
whereas Adaptive strategies vary significantly in reasoning paths and necessitate more individual
experiences and domain knowledge. We began by expanding the Pattern-based strategy as an
example to build production rules. Following the information flow stages, each stage could generate a
group of rules (see Figure 35). The production rules' IF-THEN structure serves as a microscopic tool,
decomposing information flow stages into fundamental cognitive mechanisms, including attended
stimuli, recall, value-matching evaluation, and motor execution as a set of rules. Notably, each set of
rules in Figure 35 is only clustered for processing specific perceived elements (e.g., alert indicators,

buttons), meaning that they are not connected to achieve the final goal in this stage yet.
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Figure 35. Example of Pattern-Based Strategy Analysis and Corresponding Production Rules.
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Next, the information flow from Strategy Analysis connects these feature-processing rules.
For instance, the pattern-based strategy (see Figure 48 in Appendix B) must process more complete
alert features before reaching the evaluation stage. Comparatively, the Streamlined Strategy forms

shorter paths connecting fewer alert-processing rules (see Figure 49 in Appendix B).

For example, the production rules for processing severity level and anomaly score: when the
two features are aligned, the strategy pathway leads to a decision based on their combined
interpretation (see Figure 36). If both features indicate a high level, as shown in Figure 36, the
resulting action is "Escalate". This brief example illustrates how production rules can be constructed
to map specific feature conditions to corresponding actions upon Strategy Analysis. Similarly, more
rule sets can be developed to process other combinations of features, leading to different evaluation

and decision rule sets.

«_.analertwithahigh .
severity level and its \
anomaly scores above 50 is
generally identified as ] - _
critical and is likely to be // 3
— escalated...” (Pog) ]

4 o Strategy

Production Analysis
Rules |
(Example Rule) L 7

Figure 36. Example of Translating Strategy Analysis into a Production Rule Construction.

In conclusion, the Strategy Analysis could guide the construction of specific sets of
production rules grounded in the perceived elements that require processing. These rule sets are

established according to the information-processing pathways defined by each strategy.

6.5.3 Control Task Analysis to Production Map
In Figure 38, we map the distributed production rules derived from different strategies into the

decision-ladder template with two considerations.

First, the DL maintains a consistent domain-general template that guides final goal
achievement by connecting different cognitive phases through interactions with the task environment.
It also helps identify which elements of the task environment must be processed to achieve the final

task goal, using a recognized and cognitively plausible template. Unlike Strategy Analysis, DL
98



presents the full trajectory of human decision-making. As such, it completes the production rules map

by introducing structural connections across the entire process.
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Figure 37. Example of how Production Rules are connected under the guidance of DL

transition.

This illustration comprises part of the DL (Figure 31), Production Rule Map (Figure 49), and the

associated production-rule examples.

In practice, the DL supports the coordination and sequencing of rule sets derived from the
Strategy Analysis by specifying how they can be connected and in what combinations. It also guides
the selection of parallel pathways, strategy switching, and fallback configurations when conditions
are not met (e.g., rule 5d, 8d, 12z in Table 18). For instance, the way production rules for processing
alert features are connected can be determined using the established DL. Figure 37 illustrates an
example in which two production rules (5a and 22a) are linked according to the DL transition from
INTERPRET to DEFINE TASK. Rule 5a could be mapped to the INTERPRET stage by resolving
“what factors warrant escalation?” The next activity, the DEFINE TASK, is to determine whether
escalation is confirmed (output from rule 5 series) and whether to proceed by Rule 22a. This mapping
from the DL to the production rule connection follows a coherent, recognized cognitive pathway for
linking production rules. It thus makes the rule connections systematic and plausible in complex task

environments.
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Figure 38. Decision Ladder translated to the Production Map

The other consideration is that the DL also facilitates identifying missing connections and

rules, or potential errors. As shown in Figure 38, rule sets that reside within the same DL phase tend

to share a similar construction structure, making it easier to construct, organize, and check rules

consistently within each phase. Unlike general production rule mapping, which reflects the model’s

running procedure, the DL’s template offers a more interpretable cluster of rules that follows the

human cognitive process. This enhances the usability of ACT-R models by making them easier to

understand and communicate (DL phases indicate the specific type of activities each rule addresses),

and adapt to future modifications (as rules can be replicated, added, or removed within the same

phase of the DL).

Decision Ladder is elaborated in Appendix B Table 18.
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Production rule is the symbolic core component in the ACT-R model. ConTA and Strategy
Analysis together provide structured frameworks to guide the production rules’ construction and
connections, integrating the strengths of both models into a more adaptable and systematic analysis

approach.

6.5.4 CWA to Declarative Modules

Before running the model with the above production rules, the declarative memory needs to be
configured to support rule condition matching and knowledge retrieval. This model's declarative
memory was populated with structured alert position chunks, representing the spatial and attributes
of each alert entry. Each chunk included the alert id, and the screen coordinates of the key features

(e.g., anomaly score, severity level, attack type, firewall logs, IDS/IPS alert) as in the list view.

Table 7. The declarative memory chunk (alert position), used by the model to store spatial and alert-

related feature information.

Chunk Type Slot

alert id

text x, text y

anomaly x, anomaly y
severity X, severity y
alert_position attack type x, attack type y
firewall logs x, firewall logs y
IDS IPS x, IDS IPS y

This chunk setup is a subset of the information requirements identified through the WDA, as
this modelling scope is limited to list-view operations (see Table 6 for a selected subset, and refer to
Table 14 for the complete list of information). The detailed reason for modelling only a subset of

participants' operations and decision-making will be explained in Section 6.5.8.

6.5.5 Overview of Differences: CWA-Informed Model vs. Basic Model

As the CWA-informed model construction is detailed above, here is an overview of the main
differences between the two models shown in Table 8. As in Figure 39, we illustrate how the Strategy
Analysis that informs the rules branching, demonstrates the overall structural differences between the

two models.
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Table 8. An Overview of the Basic Model vs. the CWA-informed Model.

CWA Dimensions for the Model Construction Basic CWA-informed
WDA: declarative knowledge preparation Yes Yes
ConTA: feature selections based on different Partially Yes
strategy paths, and the rule map connecting
Strategy Analysis: more flexible strategy paths for No Yes
rules construction
rule_2s rule_da_(&3s) rule_7s rule_9s rule_10s rule_11s (&~12p) All Decisions
- 3 Severity_Level_ 3 Anomaly Level =3 Attack Type — Firewall_Logs_ = IDS_IPS_Alert =3 referenceing runbook .,
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Streamiined
Strategy 2
Streamiined
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Streamlined
Strategy 5
Streamlined
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Figure 39. Structural Comparison of the Two Models and Rule Branches in the CWA-Informed

Model Based on Strategy Analysis.

More specifically, as shown in Figure 40, the key difference lies in the branching from the

Strategy Analysis, which shapes the different pathways in the task model structures of the basic and

CWA-informed ones. For instance, the basic model follows a single, direct path that processes all

alert features according to the runbook’s recommended criteria and then reaches a final decision by

connecting production rules for each feature processing. In contrast, the CW A-informed model allows

multiple possible pathways under the same conditions. So, the model enables deviations from the

Pattern-based Strategy to Streamline Strategies (e.g., Pathway 1: Rules 5a—5c; Pathway 2: Rules 8a—

8c, as in Table 18. Production Rules Descriptions) through fallback rules (e.g., rule 4b, rule 7c)

transitions.
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Figure 40. Differences in production rule connections between the Basic Model and the CWA-

informed Model.

(Streamlined Pathway 1 includes rules 5a to 5c; Pathway 2 also includes rules 8a to 8c, see Table

18.)

6.5.6 Global Parameters

The global parameters for the model have been kept at their default values, except that we adjusted
the cycle time parameter from the default of 0.05 to 0.25 seconds to account for task complexity. The
cycle time refers to the fixed time interval between successive production rule evaluations,
representing the architecture’s internal processing resolution (Anderson et al., 2004). The cycle time
adjustment is typically used to simulate age-related cognitive slowing (Jastrzembski & Charness,
2007; Salvucci et al., 2004); it was used here to capture task complexity-induced cognitive difficulty
and task difficulty for novices. A similar effect could alternatively be achieved by decomposing
existing rules into smaller sub-steps to simulate the increased task complexity in future model

refinements.

6.5.7 Rewarding Mechanism and Utility Manipulation

Although this study primarily focuses on the symbolic part of the model by translating CW A analysis
into ACT-R rules, the sub-symbolic component remains an integral part of the modeling process.
Utility is a key component of ACT-R’s sub-symbolic reinforcement learning reward mechanism,

allowing dynamic adjustments to how rules are selected based on the changing utility.
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Ulp) =Vp)*a-i X (ri —V(p)

Where U(p) represents the utility value of production rule p. V(p) denotes the average past
reward associated with rule p. r; is the reward value obtained from the i execution of the rule. a

represents the learning rate, which controls the speed of utility updates.

Table 9. Specific non-default Utility Assignment.

Rules Utility Probability” Reasons for Assigning Non-Default Utility
8d_init_risk_ -1 17.7% | If the conditions of the other Rules (8a to c) are not met,
assessment_fall back this rule will serve as a fallback, firing when the alert

pattern does not match the first round of assessment of
the alert features

2mtop _ -1 17.7% | Reflecting the Streamlined Strategies, which has a lower

check runbook likelihood of firing when the Pattern-Based Strategy is
effective (Rules 12a to 1)

21z -20 ~0% | if the conditions of the other Rules (12m to p) are not

check runbook unkno met, this rule will serve as an overall fallback, firing

wn when the pattern does not match any runbook criteria or

strategies, the value of -20 discourage selection unless no
better rule applies

* This column's values correspond to an expected firing probability for the assigned utility rules when competing
with a rule with no specific utility value assigned (with a default noise parameter 8 = 0.25, and the calculation
could refer to (Bothell, 2004).

In this effort, we modified certain rule Utilities to regulate rule switching under specific
conditions (see Table 9). For example, some rules from different strategies operate in parallel (e.g.,
Rules 12a to 121 are from the Pattern-based Strategy, and Rules 8a to 8c, and 12m to 12p are from the
Streamlined Strategy), meaning they can all potentially fire under the same conditions. However, the
likelihood of firing a specific parallel rule depends on the constraints imposed by work conditions,
expertise, time pressure, or fatigue status, among other factors. In running the model, this switching
mechanism is controlled by utility assignments to regulate the probability of transitioning between
different pathways. In particular, Rule 8d and 21z (see Appendix B Table 18) were assigned a below-
average utility value (-1, -20) and served as a fallback rule when other conditions were not met,
ensuring the continuous flow of rules within the model. We also assign a lower utility to the
Streamlined Strategy rules when they are paralleled with Pattern-Based Strategy rules, reducing their
likelihood of firing when the Pattern-Based Strategy is more effective in achieving better accuracy

(see Rules 12m to 12p in Table 18).
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6.5.8 Exclusion of Adaptive Strategy Modeling and Ambiguous Pattern Alerts

The Adaptive Strategy for an ambiguous alert was not modeled in this study. The first reason is the
highly dispersed cognitive pathways in Adaptive Strategy, meaning that decision-making patterns
vary from case to case. Still, we aim to avoid oversimplifying or generalizing the Adaptive Strategy,
as it risks biasing cognitive path flexibility and contradicting the core intent of Strategy Analysis.
Second, some factors considered in the Adaptive Strategy extend beyond the interface-displayed
stimuli (see section on Adaptive Strategy. and are thus challenging to capture through rule-based
modeling. Therefore, we chose not to represent the Adaptive Strategy for ambiguous alerts in this

study.
6.6 Results

6.6.1 Participants’ Behavioral Data Analysis

A total of 25 qualified participants (out of 32) in Group 2 triaged 10 defined-pattern alerts and seven
ambiguous-pattern alerts. We hypothesize that participants use different decision-making strategies
for these two categories, as we identified for Group 1, resulting in differences in their behavioral

performance.

The average processing time for all 17 alerts was 12 minutes and 21 seconds (SD = 9 minutes
12 seconds), calculated as the time between a participant accessing the alert list and completing the
final alert. Due to the high variability, we further analyzed per-alert response times to identify
contributing factors to the variability in response times. Processing time per alert was calculated

based on the following criteria:

o If alerts are processed individually, the processing time for each alert is measured as the time
difference between the previous action and the timestamp of the current alert’s action button
click.

o If multiple entries are checked before clicking the same action button, the processing time for
each alert is calculated as follows:

o For the first alert: Processing time is measured from the timestamp of the previously
actioned alert entry to when this alert's checkbox is checked.
o For the last alert: Processing time is the difference between the timestamp of the

previous checked alert and the button click.
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o For intermediate alerts, Processing time is calculated as the time between checking
the previous and current alerts.
o Only the first action is recorded when multiple actions are performed on the same alert
(When the follow-up action doesn't occur sequentially, it becomes difficult to track its start

time and measure processing duration).

A Wilcoxon signed-rank test compared per-alert processing times between defined and
ambiguous pattern alerts. The results revealed a statistically significant difference between the two
categories (W = 63.0, p < 0.01), with a moderate effect size (Hedges' g =-0.44). Figure 41 illustrates
that the average per alert processing time was significantly shorter for defined pattern alerts (Mean =
19.53s, SE = 1.31s) compared to ambiguous pattern alerts (Mean = 27.48s, SE = 3.15s). Additionally,
the more significant standard error (SE) observed for ambiguous pattern alerts suggests greater

variability in processing times.
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Figure 41. Per Alert Processing Time (Defined Pattern vs. Ambiguous Pattern)

Differences in per-alert processing time may be due to participants exploring alert features
presented in different views. For example, when the alert was ambiguous, participants tended to click
on the "See Details" option in the list view (see Figure 29) to access additional supplementary
features and gain a better understanding of the alert conditions. Thus, we hypothesize that participants
engage in more in-depth exploration for ambiguous alerts compared to defined ones, reflected in
increased clicks on "See Details," as more frequent viewing of supplementary information, and

ultimately longer processing times.

However, the Chi-square test results were not statistically significant (y? = 1.020, p = 0.60),

indicating no statistically significant relationship between alert types (Defined vs. Ambiguous) and
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participants’ clicks on “See Details.” A closer examination of participants' behavior reveals that while
accessing the details page, they rarely expanded the accordion sections containing additional grouped
information (see Figure 30). This suggests that Group 2 participants may not effectively use the

details view to actively explore supplementary information.

Considering such uncertainty in participants’ use of the “See Details” page, we chose to
exclude instances of defined-pattern alert processing that involved clicking into the details view. This
reduced the dataset from 250 trials (25 participants x 10 defined-pattern alerts) to 161 trials used for

the following model validation.

6.6.2 Human Data vs. Models Simulation

We ran the constructed model using the Python-based ACT-R package (pyactr) and tested on 10

defined-pattern alerts, with interactions restricted to list-view operations only.

Prior ACT-R studies ran between 10 to 50 repetitions for stochastic simulations (Marewski &
Mehlhorn, 2011; N. A. Taatgen & Lee, 2003). In this study, 25 simulation repetitions were performed
for each alert entries in both models. The simulated results show that the average coefficient of
variation (CV) (Reed et al., 2002) across CW A-informed model runs was 13.95% indicating
moderate variability, and the basic model exhibited a much lower CV of 3.87% with high stability.
The moderate variability observed in the CWA-informed model arises primarily from systematic
structural differences (see Section 6.5.5 and Figure 40). Specifically, the variability in the CWA-
informed model arises from the diverse information-processing pathways informed by the Strategy
Analysis, rather than from random noise. This is also evidenced by the basic model's high stability
across the same number of runs and task environment setups. Given both models' variabilities already

converge after 25 runs to yield stable patterns, this number of runs is sufficient.

The overall average human per-alert processing time for defined-pattern alerts in the list view
was 15.76 seconds (SD = 5.87 seconds).We further removed outlier values defined as those exceeding
+2 SD from the average (Howell, 2013) (i.e., below 4s or above 28s), as too long or short durations
raised concerns about the quality and reliability of participant engagement. The clean data average

per-alert processing time comparison with the two models’ results is illustrated in the figure below.
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Figure 42. Human vs. Simulation Processing Time per Alert.

Pearson’s correlation between CWA informed model-predicted and human-observed per-alert
processing times was 7 (8) = .62, p = .05, root mean squared error (RMSE) = 1.30 s, the basic
model’s correlation test shows 7 (8) = .35, p = .32, RMSE = 1.39 s, neither showing significant effect

in the estimating accuracy (see Figure 42).

Decision Frequency Distribution by Model

Decision p =0.083 p=0.179
Log [ ] 1

1001 EEE Block 99
[ Escalate g3 a3

80

()

Count

40

20

CWA-informed Human Basic Model

Figure 43. Models Agreement with Human Decisions. (Each vertical bar reflects the frequency of a

particular decision type produced by the corresponding model and human. Frequencies of decisions
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are displayed above each bar, with horizontal lines linking model pairs that are subjected to Chi-

square tests. Corresponding p-values are shown above the connectors.)

Figure 43 presents a grouped bar chart comparing the agreement of decision outcomes (Log,
Block and Escalate) between the two models (simulation results were aligned with the human dataset
by correspondingly excluding missing data): the CW A-informed model vs. Human data, and the
Baseline (non-CWA) vs. Human data. Neither model exhibited a statistically significant difference
from human decisions based on the Chi-square test (CWA-informed model: y%2) = 4.97, p = 0.08),
the baseline model (y*(2) = 3.44, p = 0.18), suggesting that both achieve an acceptable level of

accuracy for this task.

6.7 Discussions

6.7.1 Model Computational Performance: Human vs. Simulation Results

While neither model showed strong statistical significance in estimating the processing time, the
CWA-informed model approached significance (see Figure 42), producing a broader range of
processing times, with both higher and lower values, similar to the variability observed in human
performance. Whereas the Basic Model shows a narrower distribution with limited variability in

processing time

The broader distribution comes mainly from the Strategy Analysis embedded in the CWA -
informed model’s construction to capture human decision-making paths flexibly. The flexible paths
with more or fewer rules affect the length of the alert processing time. For instance, following one of
the streamlined strategy paths could lead to a decision using only 17 rules, whereas the pattern-based
strategy could lead to a decision connecting over thirty rules. The different number of rules connected
leads to variability in processing time. The application of ConTA's guidance on the rules'
coordinating and switching mechanisms also contributes to improving the model's performance.
Specifically, ConTA captures the flexibility of cognitive processes and thus informs the coordination
of branched rules by different strategies. Together, the CWA-informed model better captures the

variation in human decision-making paths than the Basic Model.

The Chi-square tests showed no significant differences between either model and the
empirical data on triage decision patterns. This result suggests that both models achieved generally
acceptable accuracy in reproducing participants’ decision outcomes. However, it is not surprising, as
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the task was mainly carried out within the defined pattern alert entries with clear criteria. Meanwhile,
one notable discrepancy between model and human results lies in the imbalance between ‘log” and
‘escalate’ decisions: the model tends to produce more ‘escalate’ decisions, whereas human
participants more often choose ‘log’. This suggests that the model's rule construction may be
somewhat more aggressive in triggering ‘escalate’ decisions than what is typically observed in human
behavior. To address this imbalance, further refinement of the model's rule triggering ‘log’ and
‘escalate’ is needed. Another reason might be that most participants in Group 2 were novices, while
the CW A-informed model incorporates insights from more experienced participants (Group 1). There
may be some misalignment or unaccounted discrepancies between the two groups’ information

processing and decision-making.

Beyond the improved performance resulting from the CWA-informed construction process,
the outcomes of both models highlight the need for further refinement and raise additional concerns.
First, the high variability in human processing time remains unclear whether that is due to external
disturbances or extended thinking time. But one possibility is the different screen sizes used among
participants (ranging from reported 13" to 27"), which could affect the visual distance required for
search and shifting attention. In ACT-R, the default saccadic shift time is approximately 85ms per
visual shift under standard conditions. Given the triaging task involving at most 20 visual shifts
(representing the longest rule chains, see Table 18), larger screens can increase the physical and
cognitive effort per shift, and cumulatively result in a 1-2 s deviation in total processing time with
different screen sizes. This finding suggests that the specific experimental conditions, such as screen
size, can significantly influence variability in ACT-R based modelling performance. In other words,
high precision is required in the behavioral environment setup, especially in spatial details like the
exact stimulus locations, to ensure effective modeling results. However, such spatial precision is not
always achievable in dynamic or complex real-world conditions, which may limit the model’s ability

to generalize human performance estimations across broader task scopes reliably.

Second, both models exhibit lower standard deviations in processing time compared to the
data from human participants, indicating a more consistent pattern than that of humans. One
explanation for this significant variance in human data is the complexity of the alert task itself.
Although the task was decomposed into smaller modules (i.e., list-view defined-pattern alerts only,
and per-alert processing time), each alert’s processing still involves a long sequence of actions and

cognitive processing rules (with at least 27 rules interconnected, see Appendix B Table 14). For
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human, the longer the decision-making path, the greater the accumulated variability and the more
branched cognitive paths. For the modelling effort, this raises a critical concern about the model’s
ability to estimate human performance in complex, long-chain tasks accurately. Prior discussions on
ACT-R’s architectural constraints also recommend applying the model to small-scale tasks initially,
where cognitive variability can be more effectively constrained and interpreted (N. Taatgen &

Anderson, 2008).

6.7.2 Enhanced Model Construction and Application Through the Integration of CWA
and ACT-R

The CWA-informed construction process implemented our proposal of integrating CWA’s analysis
with the ACT-R model. This implementation effectively embeds the alert triage task environment and
knowledge into the model’s construction. The improved modeling process validates our conceptual

analysis of the compatibility and enhancement of CWA and ACT-R, as discussed in Chapter 4.

This integration also addresses the challenges outlined in Chapter 3 concerning the direct
application of ACT-R to cybersecurity contexts. By incorporating CW A, the model construction
process is strengthened through the specific embedding of SOC task knowledge and a detailed task
environment representation, supported by a more systematic domain analysis. The model thus
achieves higher domain fidelity in the production-rule construction, and the information displayed on
the interface is sufficient to simulate real-world task operations. Although this work limits the
modeling scope to tier-1 analysts’ operations, it still integrates key CW A-guided analyses. This
integration already improves the model’s ability to capture the flexibility and variability in real-world
human analysis and behavior. Consequently, the model better captures human performance in typical
cybersecurity defense tasks that require both the preliminary analysis of dense information and

reaction-time actions.

On the other hand, cybersecurity applications commonly involve multiple stakeholders with
dynamic interactions. The CWA analysis helps clarify the effective task scope across shifting
perspectives within the complex system (e.g., backend supportive SOC analysts and in-vehicle human
driver), enabling more accurate task specification for ACT-R simulations. CWA's system-level
consideration could also support future extensions that the ACT-R model's dynamic simulation of
interactions between multiple defensive roles and attackers. Such extensions work may further reveal

system vulnerabilities and inform defensive design.
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The enhancement does not critique the construction or outcomes of prior ACT-R models.
Instead, it highlights the importance of striking a balance between task fidelity and generalizability
when applying this solid cognitive architecture to domain-specific modeling. This trade-off is a
recurring topic in computational cognitive modeling (Duch et al., 2008; Ritter et al., 2003): the main
goal is to develop a stable and reusable task model, which conflicts with overly detailed, task-specific
constructions that risk overfitting. Nonetheless, a useful model must still preserve the transferability
of its predictions to real-world task contexts, as the ultimate aim of a predictive model is to estimate

human performance in applied settings accurately.

Beyond this study’s integration of CWA's three dimensions to inform the ACT-R based
model, there remains further potential to enrich task knowledge and environment. For instance,
characteristics of the human operator, such as age and experience, are also essential aspects of the
task environment. These factors could be further incorporated into the sub-symbolic mechanisms of
ACT-R, enhancing the model’s capacity to capture individual differences and improve its overall
effectiveness. Future work could also explore how CWA insights may be used to refine these sub-

symbolic components of the ACT-R model.

The benefit CWA gains from this modeling effort is a faster and more objective method of
validating the qualitative insights, which is more prompt than relying only on domain experts' review
and iterations. While expert validation is generally more reliable, it is usually time-consuming and
poses challenges for those domain experts without prior CWA knowledge (Jenkins et al., 2007;
Zhang & Lintern, 2024), making it difficult to follow a consistent validation framework.
Computational modeling, by contrast, provides an opportunity to validate part of CWA's insights
quickly. For example, in this study, the model’s predicted decisions compared with humans' decisions
help validate the comprehensiveness and tendencies identified in the CWA strategy analysis. Of
course, some aspects of CWA results still cannot be validated computationally. Only a limited

number of human behaviors are simulated by the model.

6.7.3 Interface Design and Cognitive Modelling

In this experiment, we used a subset of WDA variables (see Section 6.5.4) as chunk slots in ACT-R’s
declarative memory. We referenced the relationships among these variables to construct the model’s

production rule conditions (see Figure 44). The specific values of these variables were presented as
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visual elements on the user interface, allowing for a direct correspondence between the model’s rules

and the task environment.

Informtaion
Requirements
and Availability

S~
A Perceptual Stimulus \
Single Variables Declarative Memory !
Constraints
/ Graphics Form Design

Rule Firing Conditions
Multivariate
Constraints
Rule Connections
Means-end /
Relationships

Figure 44. From WDA to ACT-R Setup Preparations.
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In modeling the sequence of processing these visual elements, we observed that human
participants prioritize visually prominent elements over longer text-based information. Participants
first directed their attention to key color-coded or numbered indicators. Notably, novice participants
quickly develop a reliance on these perceptually prominent key indicators, forming a Streamlined
Strategy for decision-making (e.g., always prioritizing severity levels and anomaly scores). This
finding aligns with EID, suggesting that information displayed perceptually saliently for higher-level
variables reduces cognitive load for prompt monitoring (C. M. Burns & Hajdukiewicz, 2017). The
ACT-R models also explain this tendency through the rule-switch mechanism, which manages
cognitive workload with an information loss tradeoff (C. Wu et al., 2008). When cognitive capability
is low, human agents follow the most immediate and less demanding path, even if it is not necessarily

the most accurate one.

This finding, supported by both cognitive modelling approaches, helps explain why novice
participants tend to develop less reliable but lower-effort strategies, influenced by the design of the
display interface. On the other hand, it also suggests that this overreliance tendency could be
mitigated through counterbalancing design approaches that guide human decision-making back
toward more stable, robust, and accurate strategies. This could be achieved by displaying the other
alert features or indicators at the same or higher level of visual prominence, or by using more
synthesized visualizations, such as plots or graphs, to enhance cognitive efficiency while avoiding
overreliance on a single feature. However, the visualizations in our experimental interface were

limited, as we did not incorporate formats that more effectively convey variable relationships, support
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intuitive processing, or allow for comparison and historical tracking (C. M. Burns & Hajdukiewicz,
2017). This was partly influenced by ACT-R’s focus on stimulus-driven inputs, which has challenges
in modeling interactions with complex visualizations such as multi-dimensional graphs (Dimov et al.,
2020). Still, the insights gained from tracking human performance through the cognitive modeling

process represent a valuable contribution to human-centered design efforts.

6.7.4 Modelling Scope: Modeling Knowledge-Based Decision-Making

We did not model the Adaptive Strategy used in ambiguous alert decision-making. As illustrated in
the Strategy Analysis (see Figure 33), the Adaptive Strategy has more branching and emerging
decision pathways and a broader use of alert features. The challenge in modeling such knowledge-
based (Rasmussen, 1985) decision-making lies in identifying diverse features and capturing the
emerging exploratory paths. Rule-based models lack mechanisms for open-ended exploration, making
it difficult to represent these dynamic paths exhaustively (Kotseruba & Tsotsos, 2020). This limitation
reduces the model’s exploratory power when handling ambiguous or unexpected conditions. While
ACT-R includes a learning component, it remains fundamentally rule-based, meaning its reward
mechanism optimizes behavior within predefined rule structures rather than evolving new solutions
(N. A. Taatgen & Anderson, 2002). This constraint makes it challenging to quantitatively model
flexible, knowledge-based decision-making in unanticipated scenarios, which is a common challenge
for symbolic modeling approaches (Kotseruba & Tsotsos, 2020), as mentioned in Chapter 2, due to its

lack of “creativity”.

On the other hand, the rapid advancement of statistical pattern-based reasoning (e.g., neural
networks and deep learning) has significantly enhanced the performance of Al models with greater
exploratory and adaptive capabilities (Russell & Norvig, 2022). Given this shift in the cognitive
modeling landscape, we conducted a follow-up study in Chapter 7 to investigate whether the
integrated cognitive models can be enhanced by leveraging the Al models for predicting human

performance in unanticipated scenarios.

6.7.5 Aspects Not Captured by the Model

Besides the mentioned limited modeling scope of human behaviors (Section 6.5.8), two notable

human behaviors observed but not captured by the model are: (1) participants may change their
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decisions after their initial attempt, and (2) participants considered factors beyond the predefined set

of features.

Due to the challenges of statistically modelling the diversity of patterns in decision-making,
our analysis focused only on participants’ initial decisions and the corresponding reasoning and
behaviors. However, we observed that quite a few participants (13 of the 21 who provided a complete
list of valid responses) later revised their decisions after being exposed to more alert entries. In some
cases, later alerts reminded them of previously encountered ones, prompting them to reevaluate
earlier judgments. For instance, the overall distribution of their decisions appeared to influence
subsequent choices. If participants noticed that they had escalated too many alerts, they sometimes
reconsidered whether their prior criteria were overly strict or aggressive. The decision-changing
pattern was not modeled in our model because the triggers for initiating the decision changes are
implicit, and the time for rethinking and deciding the action changes is hard to capture behaviorally.
Specifically, no consistent patterns were observed in terms of which factors led to participants’ re-
evaluation or re-action. A potential solution is to expand the interview for Group 1 participants to

uncover patterns behind decision adjustments and actions.

Another interesting observation is that participants may consider factors beyond the
information presented in the alert entries, particularly by expert participants. These additional
considerations include contextual and environmental factors within their working environment. For
example, P11 shared that team workload allocation influences his/her triage decisions. Specifically, if
Tier-2 analysts are short-staffed or overwhelmed, P11 would be less likely to escalate an alert, unless
it is very urgent. Such contextual factors may implicitly influence human decision-making strategies.
Still, they were not explicitly defined in this study’s work environment and were therefore excluded
from the model’s task environment setup. We did not include any factors beyond the information
displayed on the interface in the model’s task environment, which reflects a relatively narrow
configuration for task environment analysis. This is also echoed by the analysis of this study's
limitations in not covering all dimensions of CWA, which limits the comprehensiveness of the work
domain analysis and the inclusion of important contextual factors enhancing task environment fidelity

for model robustness.
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6.8 Conclusions

Our motivation for integrating CWA and ACT-R was to develop an enhanced cognitive model that
combines the complementary strengths of both for simulating human performance in complex work
environments, such as the CAV cybersecurity domain, and to extend the cognitive model’s
development in supporting human-centered analysis and design across broader domains with socio-

technical complexity.

Following the conceptual integration exploration in Chapter 4, this chapter presents the
practical construction of the alert triage task cognitive model by systematically incorporating the
formative analysis by CWA's three dimensions (WDA, ConTA, and Strategy Analysis) to the ACT-R
based model construction (see Table 10). The modeling results yielded comparatively more accurate
predictions of human task performance within the alert triage task. They identified potential
flexibility and tendencies in human decision-making in a measurable and interpretable way. This

confirms that the integration enhanced the model’s construction efficiency and modelling

performance.
Table 10. Integration of CWA and ACT-R with Enhancements.
Standard ACT-R Informed by CWA Enhanced Aspects
Declarative Modules Work Domain Analysis Formative Domain Analysis
Productions Rules Control Task Analysis Goal-Oriented Rule Connections
Construction and Mapping - — — —
Strategy Analysis Flexibility & Interpretability of Rule Switching

Although the effort in this chapter is not a full implementation of all CWA dimensions
integrated with the complete ACT-R architecture and mechanism, this effort represents the first ever

attempt to combine these two classic cognitive modelling approaches in application.

6.9 Limitations and Future Works

Still, several compromises arise when attempting to align CWA and ACT-R for modelling.

The first limitation is in the task scope of the model’s application. The shift from in-vehicle
operation to a back-end external supportive sector limits the use of in-vehicle system information in

the task and model construction. Given the final modeling's focus on only a subset of alerts, CAV-
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related information was minimally incorporated. As a result, the experimental task model may align

more closely with general SOC operations than with the specialized context of a VSOC.

Another limitation lies in the trade-off between implementing the model's quantitative
capabilities and preserving the flexibility of human decision-making. Given the model’s rule-based
nature, we focused on simulating the direct processing of clear pattern alerts. Inevitably, the model
simplifies the adaptability that humans demonstrate in handling ambiguous alerts and revising initial
decisions. We did not fully explore ACT-R’s sub-symbolic mechanisms, such as utility-based
reinforcement learning, to better capture human adaptation and expertise development over time. The
model also offers limited representation of visualization-based information processing, as its current

mechanisms are not well-suited for this modality.

Third, as an initial exploration of model construction and application, the implementation
may have omitted some details that could affect model precision. For instance, future studies should
consider controlling the granularity of rule construction and the physical specifications of the task
environment. Further refinement could involve decomposing subgoal rules to more precisely reflect
the analytical process. There are demanding requirements for the task environment setup
specifications to achieve precise control, as ACT-R is highly sensitive to spatial parameters for
perceptual modules. Further refinement of the model’s development and application should consider

these factors to enhance its precision.

6.10 Summary

This chapter primarily aims to answer the fourth research question:

o  RQ3: What are the enhancements, limitations, and future directions of integrating CWA

and ACT-R for modeling human performance in complex domains like cybersecurity?

In short, this integration did enhance the model’s construction efficiency, though the efficacy

improvement is limited.

The integrated model demonstrated a more systematic and efficient model construction process
for SOC analysts’ alert triage operations. It also captured human analysts’ decision-making flexibility
and tendencies in a measurable and interpretable way. Overall, compared to without CWA,
incorporating CWA insights into the ACT-R model enriches the task environment representation. It
informs domain knowledge in the model construction, and thus improves the model’s transferability,
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and interpretability. On the other hand, the ACT-R model’s results provide a direct, quantifiable and
objective validation of CWA insights regarding how the task environment and domain knowledge
shape human strategies. Therefore, the results confirm the fundamental compatibility of CWA and
ACT-R and showcase the complementary benefits of their integration. In addition, this study details a
systematic process for incorporating qualitative insights from CWA into a computational model. This
model, therefore, increases domain specificity while preserving the generalizable computational

capabilities.

In practical terms, this work extends cognitive modeling efforts to broader roles within the
CAYV domain, suggesting a defense framework that engages SOCs as external support. This extended
consideration has the potential to inform the future development of more collaborative CAV
cybersecurity strategies beyond in-vehicle operations. This shifted focus may further proactively
facilitate the design of in-vehicle cybersecurity tools through interactions with external support

systems.

However, as in this work, the computational model only transformed part of the CWA
insights into building the model: there are still some limitations in fully capturing human
performance. These limitations stem from trade-offs in balancing task complexity, modeling scope,
and the fidelity and precision of the task environment. The challenge of translating exploratory

knowledge-based decision-making into the generalized rule-based (if-then) construct persists.

To address this key challenge, a potential future direction is to incorporate Generative Al
models (Malloy & Gonzalez, 2024), such as LLMs, as valuable complements to our cognitive model.
In Appendix C, we therefore conducted a brief follow-up study using a representative GAI model to
explore this potential. In the next concluding chapter, we will revisit the outcomes of the research
questions, extend the conclusions from each chapter into an overarching discussion and the further

advancement of cognitive modeling and applications.
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Chapter 7

Summary and Future Works

This chapter will review the key findings, extend the discussion, acknowledge the study’s limitations,
present a brief follow-up exploring the potential of GAI models to address existing gaps, and

conclude with suggested directions for future research.

The figure below recaps the thesis structure in Chapter 2.

Chapter 1: Introduction to Cybersecurity Concepts and
Task Characteristics in Cybersecurity Context

€
Chapter 2: Review of Cognitive Models’ Challenges in
Cybersecurity

N

Chapter 3: An Example of the ACT-R Model Application
in Cybersecurity

L

Chapter 4:

Towards Integrating CWA with ACT-R Based Model
€

Chapter 5: Cognitive Model Application: Assessing In-
Vehicle Human Responses to CAV Cyberattacks
(Study 1)

L

Chapter 6: Study 2: Predicting SOC Analysts' Alert
Triage Task Performance with a Cognitive Model
Integrating CWA and ACT-R

L

Chapter 7: Summary of Key Outcomes, Expanded
Discussions, Limitations, Contributions, and Future
Development

Figure 45. Overview of Thesis Structure — Chapter 7.

7.1 Summary of Key Outcomes

Cybersecurity is a trending concern with the rapid development of today’s connected systems. While
humans are often considered vulnerable targets, research on human factors remains limited compared
to the extensive technical focus on defense and mitigation strategies. Human-focused cognitive
research in this domain faces two main challenges: the dynamic and complex nature of the
cybersecurity landscape and the domain-specific characteristics of systems that further shape human
performance in responding to cyberattacks. These challenges point to the need for a cognitive analysis
that can model and interpret human performance with both precise dynamic measurement and

domain-specific fidelity.
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Thus, to work toward such a model, we began by reviewing existing cognitive models and
justified the selection of the ACT-R model due to its widespread application and validated capability
in simulating human behaviors. To examine the model’s direct applicability, we conducted a
preliminary exploratory attempt using an extended ACT-R model alone to estimate in-vehicle human

responses to distraction-based cyber threats, to answer our first research question:
RQI: Is an ACT-R model sufficient for modeling human performance in cybersecurity?

Through the initial modelling attempt, we identified several key limitations in constructing
and directly applying an ACT-R model to this domain: (1) the informal subjective process of model's
rule construction without sufficient task-specific knowledge; (2) the simplified task environment with
limited fidelity based on a generalized task model; and (3) the need of an effective task scope for

cybersecurity management to demonstrate the model’s strengths better.

In response, we proposed a solution by integrating CWA guided insights with an ACT-R
model. We first introduced CWA’s advantages in guiding formative analysis of domain-specific
knowledge and increased task environment fidelity. A detailed elaboration on the CWA and ACT-R's
structural compatibility across dimensions, their fundamental strengths as complements, and the
functional competencies with integration was presented. This conceptual exploration demonstrated
the feasibility of the CWA and ACT-R's integration and the improvement in the model construction

efficiency and domain-specific validity to answer the second research question:

RQ2: Can insights from Cognitive Work Analysis (CWA) enhance the effectiveness of an

ACT-R cognitive model in complex domains such as cybersecurity?

Building on the exploration of CWA and ACT-R’s integration of domain-specific analysis
with computational capabilities, we sought to apply the model in an effective cybersecurity
management task environment to simulate human. We first considered to continue using in-vehicle
operators’ responses to cyberattacks as the model’s application example. Hence, assessing in-vehicle

human responses to cyber threats led to the sub-question of RQ2a.

RQ2a. Is in-vehicle operation an effective task environment for detecting and mitigating

cybersecurity threats?

A survey of drivers’ responses to different forms of hypothetical cybersecurity scenarios was

conducted. The attack scenarios could impact the driving display, the motion of the vehicle or both.
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We found, however, in general drivers demonstrated limited analytical processing when responding
to perceived anomalies by cyber-attacks. Instead, drivers tended to rely on rapid and skill-based
perceptual-motor decisions such as pulling over, restarting the system to sustain the driving safety, or
seeking assistance from external authorities for direct guidance in handling cyber threats. These are
all sensible responses, particularly given the minimal training, experience and information provided
to vehicle drivers. Given the study results, in-vehicle operation alone could not be regarded as an
effective environment for detecting or mitigating cybersecurity threats. We need a task environment
where users were actually involved in threat detection and mitigation. Therefore, the focus was
shifted to another cybersecurity application - the Security Operations Center (SOC) in coordinating

defensive responses to support systems’ end-users such as human drivers:

RQ2b: Is operation within a Security Operations Center an effective task environment for

detecting and mitigating cybersecurity threats?

A Security Operations Center is widely recognized as a best practice for monitoring and
coordinating cybersecurity defense strategies, and thus can be regarded as an effective task
environment for cybersecurity management. Therefore, we constructed the integrated cognitive model
by combining CW A-guided insights of SOC work domain with the ACT-R architecture to simulate
its analysts’ task performance in cybersecurity alert triage. The proposed model was developed from
model construction preparation to detailed rule development, guided by CWA’s Work Domain
Analysis, Control Task Analysis, and Strategies Analysis. The model development process and

simulation results with findings, therefore, provide the answer to the final research question:

RQ3.What are the enhancements, limitations, and future directions of integrating CWA

and ACT-R for modeling human performance in complex domains like cybersecurity?

The integrated model showed more systematic construction process, its simulation results
illustrated a trend toward improved quantitative accuracy and demonstrated enhanced domain-
specific validity with greater interpretability of human adaptability and flexibility. These findings

indicates that the integrated model could be a useful cognitive model for cybersecurity.

However, the model’s construction has considered inevitable trade-offs in balancing
computational generalization with human exploratory behavior and implicit strategy adjustments. As
a result, the integrated model still faces limitations in fully capturing the breadth of human analyst

performance across the entire task operations.
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The following discussion will in detail discuss our efforts in developing the integrated model
to address cognitive modeling challenges in cybersecurity, explaining how some challenges have
been mitigated, summarizing the model's development from this work (see Section 7.3), and

remaining gaps could be further explored in future studies (See Section 7.3.3).

7.2 Enhancements by CWA-Informed ACT-R Models in Cybersecurity

The initial aim of this work is to explore a robust cognitive model in cybersecurity, beginning with an
illustrative example of how in-vehicle human drivers respond to CAV cyberattacks. The review of
cognitive model applications and the preliminary modeling attempt in driver responses to CAV
distraction attacks revealed main challenges in constructing and applying current cognitive models
within the cybersecurity domain: the need for domain-specific knowledge and sufficient fidelity of
the cyberattack management task environment (Veksler et al., 2018). Modeling human decision-

making in cybersecurity requires the cognitive model’s improvements in both.

7.2.1 Cognitive Modeling Informed by Task Knowledge

Cyberattacks differ from conventional malfunctions in many ways. Cyberattacks are usually stealthier
than conventional faults, as they often involve intentional deception (Aliwa et al., 2020; M. Chen &
Yan, 2023; Nowdehi et al., 2019). A broader view of the communication network and access to more
data and information are critical for effectively responding to cyberattacks, whereas conventional
malfunctions typically occur in isolation (Aliwa et al., 2020; Linkov et al., 2019). And, cyberattacks
often affect multiple stakeholders and lead to cascading impacts given the highly interconnected
nature (Kidmose, 2025; Vivek et al., 2019). These inherent differences can significantly affect human
response effectiveness than conventional malfunctions, as delayed actions, overreactions, or passivity
may lead to more risky consequences (M. Wang et al., 2024). This also results in a modeling
difference between human handling cyberattacks and conventional malfunctions. Responding to
cyberattacks requires specific cybersecurity knowledge that supports dynamic analytical information
processing for detection and response. For instance, in Study 2, the runbook’s basic criteria for
cybersecurity alert triage contributed to the model’s declarative knowledge and production rules
supporting the model’s plausibility in simulating analysts’ decision-makings. Moreover, participants’
cybersecurity knowledge influenced their analytic processing in alert feature selection, judgment in

evaluating individual alert features, and assessment of alert feature combinations. Constructing the
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model upon the cybersecurity knowledge to reflect its potential impact on decision-making enhances

the model’s validity and capacity to simulate variability in human performance.

On the other hand, since cybersecurity often functions as a supporting layer of complex
socio-technical domains, human decision-making must also account for the domain’s own goals and
context. The specific domain knowledge is therefore also critical for modeling human decisions and
behavioral patterns in managing cyber threats. For example, in study 2, some participants analyzed
the vehicle system’s motion status to determine whether an alert was critical beyond general alert
feature patterns. The domain analysis of vehicle system knowledge can provide a deeper
understanding of human decision-making regarding certain cybersecurity risks and contribute to
refining the model for edge cases, such as when transportation safety risks are more severe than

cybersecurity implications.

Consequently, integrating CWA’s analysis of domain-specific knowledge into the cognitive
model enhanced the model's plausibility in simulating human reasoning processes in response to

cyberattacks.

7.2.2 Cognitive Modeling with Enhanced Task Environment Fidelity

The advancement of the technological landscape in both cybersecurity and complex systems such as
CAVs is increasingly characterized by intensive, information-driven processes (Biondi & Jajo, 2024;
Muzahid et al., 2024). As such, overly generalized task environments will fail to capture the real-
world complexity in modelling human performance in information processing, leading to

oversimplification, reduced task fidelity, and limited transferability of the model's results.

In this work, task fidelity mainly refers to the domain-specific information in the alerts. The
simulation of human decision-making is highly dependent on the analytical processing of detailed
alert information provided to human operators. In Study 2, participants developed shortcuts and
adaptive strategies based on the analysis of the criticality of the detailed alert features, such as
severity levels and anomaly scores. With low task fidelity in information details, participants would
not generate dynamic strategies in the alert triage; consequently, the dynamics of human performance
could not be captured in the task modeling. In other words, the decision-making shortcuts and

adaptive strategies could arise only from operators’ interpretations of the specific alert information
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that is supported by sufficient task fidelity. If only with abstract tasks representing generalized

cognitive processes, such nuanced cognitive pathways are hard to capture in the model.

Another consideration of task fidelity is assessing how effectively the task environment
supports human manage cyberthreats in reality. For example, in Study 1 we examined the task
environment of in-vehicle operations, which proved to be an ineffective cybersecurity management
context. Human operations are constrained by domain-specific factors such as limited communication
and inadequate defensive support, making it difficult to establish an effective defense layer for CAV
cybersecurity. So we turned our research focus to analysts’ performance in SOCs, where task
environment is more supportive of effective cybersecurity management. Such an assessment of the
task environment’s effectiveness in defending against cyber threats requires a practical examination

with sufficient task fidelity to confirm the model's applicable focus.

At both ends, task fidelity was enhanced through CW A-guided domain-specific analysis,
accounting for cybersecurity specific complexity and broader task environmental constraints,
therefore improving the model’s nuanced representation of human decision-making and adaptability

for the dynamic task environment in cyberspace.

7.2.3 Cognitive Modeling with Further Development for Cybersecurity Applications

The integrated model applied in this work remains limited to a subset of SOC tier-1 analyst
operations. Although the task scope is limited, the alert triage task involves processes of analyzing
presented information and interacting with an information-rich environment by performing operations

under time pressure. These task characteristics mirror common features of the cybersecurity tasks.

As an initial attempt, the model’s application is a simple interface-interaction task simulation
that did not require extensive cybersecurity context beyond the predefined training instructions. This
simple task, focused on individual analyst operations, serves as a starting point for introducing
additional CWA dimensions and for the extended ACT-R models integrations, allowing future
applications to leverage respective modeling strengths more fully. For instance, CWA is powerful in
analyzing the interactions between roles as attackers and defenders to reveal the different intent
assessments, which impact the exposure of information and operations. CW A-guided analysis is also
effective in incorporating organizational considerations into the defense framework at a systemic

level (C. M. Burns et al., 2005). Extended ACT-R models can build on this work as a foundation to
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translate additional CWA system-level insights into computational measures, such as simulating
defense team collaboration performance, modeling dynamic interactions among different roles, and
capturing individual characteristics and task-environment constraints in cybersecurity defense and
attacker interactions. These areas are, in fact, important topics in human-centric defense frameworks
and cybersecurity strategy research (Grobler et al., 2021; Gutzwiller et al., 2020; Khadka & Ullah,
2025; Veksler et al., 2018).

The distinct strengths of the two approaches in addressing these core challenges form the
primary motivation for the integration in this work for cybersecurity applications. This initial attempt
serves only as a foundational step. The goal is to incorporate more dimensions from both CWA and
ACT-R in future work to enhance their combined modeling performance for cognitive modeling in

cybersecurity.

7.3 Development of Cognitive Models

Beyond addressing challenges in cognitive modeling for cybersecurity, this work also contributes to
the advancement of general cognitive models in similar, highly sociotechnical, and complex systems.
This section highlights the key achievements and limitations of this work in the development of such

a cognitive model.

7.3.1 Integration of CWA and ACT-R
Study 2 elaborates that the three dimensions of CWA (WDA, ConTA, and Strategy Analysis)

effectively support ACT-R model construction by systematically considering domain-specific
constraints and enhancing the task fidelity of the ACT-R model. Beginning with WDA to identify
information requirements and develop the SOC alert triage tool interface prototype, laying the
foundation for the subsequent prototyping of the ConTA decision ladder and production rules
coordination. The information requirements, constraints, and relationships derived from WDA serve
as references for designing our SOC visual interfaces and preparing ACT-R modeling’s perceptual
elements and memory chunks (see Figure 44). The Strategy Analysis then in detail informs the rules
connection and switching. The resulting model provides quantitative estimates of human performance

in alert processing time and accuracy.
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Table 11. An Integration of CWA and ACT-R with Achieved Enhancement.

Productions Rule
Map

Control Task
Analysis

Information-to-Action &
Action-to-Information
Connections

Productions Rule
Construction and

Strategy Analysis

Complexity and Flexibility
of Decision-Making Paths

ACT-R CWA Enhancement with CWA Enhancement with ACT-R
Declarative Work Domain Ecological Analysis of Quantifiable Validation of
Modules Analysis Work Environment Domain-Specific Human

Performance Analysis;
Biologically Inspired
Interpretation of Human
Competence Constraints;
Traceable temporal
sequences of cognitive

Connections processes;

Many of the human behaviors captured by the CWA, such as flexible decision-making
pathways based on alert patterns, heuristic strategies using subsets of alert features, and reliance on
perceptually salient interface cues, also informed the ACT-R model’s construction. These behaviors
are reflected in the improved modeling results and can be represented through ACT-R’s core
mechanisms, such as the sequence of visual search and the cognitive cost of memory retrieval
processes underlying the strategies analysis. In this way, the integrated modelling not only provides
measurable estimates but also offers traceable and interpretable evidence that supports CWA-guided
contextual insights and identifies potential human vulnerability due to cognitive competence

constraints.

Table 11 summarizes the proposed integrated modeling approaches, highlighting how the
complementary strengths of CWA and ACT-R were combined. Figure 46 illustrates the integration of
ACT-R model’s construction with a dimensional CWA framework (the dashed border boxes indicate

phases not included in our work’s implementation).
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Figure 46. Between CWA and ACT-R Model Construction.

7.3.2 Best Use Case of the Model

Although the integrated model demonstrates the above advancements in the construction process and

results, we have also noted some constraints in its applicability.

Findings from Study 1 suggest that the in-vehicle environment may not be well-suited for
leveraging the model's enhancements in predicting human responses to cyber threats, as analytic
decision-making is largely absent in in-vehicle defensive responses. By comparison, a more suitable
task environment for applying the proposed cognitive model should involve more analytical processes
supported by domain knowledge, while still requiring time-sensitive responses, as illustrated in Study
2 on SOC analysts’ tasks. While in study 2, we simulated SOC analysts' behaviors only in triage
decisions upon clear pattern alerts within a specific interface design (i.e., list views of alert entries
with defined patterns). The model did not expand to simulate more flexible reasoning processes and
exploratory decision-making on ambiguous pattern alerts with additional information. The limited
scope of the model’s application primarily results from the distinctiveness between the ACT-R and

CWA emphases in its application.

There are use cases where combining ACT-R and CWA does not provide a better model. In
particular, some behaviors may be better modeled with ACT-R alone, while others may be better
described with CWA. The ACT-R model is the most suitable model for behaviors involving temporal
responses and well-defined perceptual-motor pathways (R. Xu et al., 2024) leading to final decisions.
In comparison, analyzing human decision-making under unexpected conditions is the strength of
CWA, but it is difficult to encode into the ACT-R model’s rigid if-then rule structure. When handling
ambiguous alert patterns, human participants exhibited large variability in their interpretation of alert
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features, based on subjective experiences or expert knowledge, and developed dynamic decision-
making strategies accordingly. These explorative and implicit adaptive decision-making may extend
beyond the ACT-R model’s most applicable task environment and knowledge base. Therefore, the
integrated model, inheriting merely the overlapping applicability of both models, is not effective in

handling all conditions.

Considering these limitations, we outline several task characteristics for the integrated
model’s best use cases. These characteristics are grounded in the areas where CWA and ACT-R are
compatible but are also constrained by their differing emphases in analytical focus, as illustrated in

Figure 47.

Temporal Control Analytical Processes
of Processing with Domain Knowledge

Precise Complex Visualized
Spatial Specifications Information
SOC Alert Triage
Q ACT-R Model
CWA Guided Analysis
Routinized Procedure Exploratory Processes
(with Skill Development) in Unexpected Conditions with Domain Expertise

Figure 47. Task Environment for the Integrated Model's Applicability.

The ACT-R model is effective in estimating task processing time (i.e., Temporal Control of
Processing) and requires relatively precise spatial specifications for accurate computation. It also
excels in translating routine task procedures into symbolic model structures and modeling skill
acquisition through its utility mechanisms. An ACT-R model can incorporate analytic processing in
its production rule construction and allow some flexibility in adapting human analytic strategy
selections, as shown in our Study 2. However, building production rules that represent the flexibility
of human decision-making requires substantial analytical effort from the modeler. Especially when
the analytic process of the task becomes highly complex or involves long chains of reasoning, fully
represent the flexibility is not the ACT-R model’s strength. These considerations influencing the
applicable scope of the ACT-R model are illustrated in Figure 47, where the black solid-lined area

represents the model's optimal performance. Notably, the basic ACT-R model is ineffective in
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simulating explorative processes for unexpected situations (see Section 2.1.1) and has a limited ability

to interpret complex visualized information (Nyamsuren & Taatgen, 2013).

Comparatively, CWA-guided analysis show strength in structuring domain-specific
knowledge, including identifying specific task procedures, exploring in-depth analytical processing
for decision-making, and supporting exploratory processes under unanticipated conditions. Based on
its domain-specific analysis, CWA also contributes significantly to informing ecological interface
design (see EID (C. M. Burns & Hajdukiewicz, 2017)) by visualizing complex information in ways
that facilitate the human decision-making process. These strengths are illustrated on the right-hand
side of Figure 35, represented by the grey-shaded area. Meanwhile, CWA focuses on work domain
constraints, including temporal and spatial factors of the operational environment in some tasks.
Therefore, the CWA's applicability extends into the left-hand side of the map, although the CWA-
guided analysis of temporal and spatial constraints on human decisions differs from the specific

requirements of the ACT-R model's application.

In modeling the alert triage task, part of the task scope falls within the overlapping strengths
of CWA and ACT-R, as shown in the dashed-line area of Figure 35. This part of the task includes the
runbook-guided standardized procedure following triage criteria on well-defined alert patterns,
necessitating prompt responses, and with fixed spatial specifications within the display’s list-view
interface design. Whereas the other part of the triage task, where alerts do not follow predefined
patterns, requires analysts to use domain expertise to handle ambiguous situations with diagnostic
reasoning, and interpret complex visualizations of information beyond the list-view display. This part
of the triage task falls outside the overlapping strengths of CWA and ACT-R, and therefore does not
fit the best use case for the model. This explains why we use the model to capture analysts’ decision-
making only on well-defined patterned alerts.

It should also be noted that this does not imply the integrated model is inapplicable to tasks
beyond the overlapped task features. For example, it could still be used to simulate in-vehicle drivers’
reactions to cyber threats that do not involve analytical process; although in such cases, the model's
performance would not differ a lot from that of a cognitive model without CWA insights. Likewise,
the model could be applied to tasks without perceptual-motor procedures, such as post-hoc analysis of
a cyber threat that does not require immediate action; however, in such tasks, the model would lose

the advantage of ACT-R’s computational accuracy in estimating action time.
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In conclusion, when using the integrated model to simulate human performance, the main

task characteristics should be evaluated to ensure for fully leveraging the model’s enhancement.

7.3.3 Limitations and Future Development

As this is an initial attempt to integrate the two cognitive modeling approaches, certain limitations
remain. While individual limitations were discussed in earlier chapters, we have collected and

summarized them here to provide a more comprehensive view:

7.3.3.1 Limitations in Modeling Focus Shift from In-Vehicle to External Support Sector

This modeling effort began by simulating the responses of in-vehicle human drivers to cyberattacks
as an illustrative example for identifying cognitive modeling challenges. However, our survey-based
investigation of drivers’ responses to various forms of cyber threats indicates that in-vehicle decision-
making tends to be less analytical, so in-vehicle responses was not an effective use case to pursue.
Therefore, we then shifted the model application beyond in-vehicle operations to the remote SOC as
an emerging constituent of defensive support. Tasks in this sector demand greater domain knowledge
for nuanced decision-making to time-sensitive responses, making it a more effective task environment

for demonstrating the enhanced model's strength in human performance simulation.

As the modeling focus shifted, we did not fully explore human vulnerabilities within the in-
vehicle environment. Moreover, as a survey study with hypothetical threats, the results may differ
from actual driver responses to real cyber threats during a tangible driving context. Future research
could enhance the fidelity of the in-vehicle environment (e.g., by incorporating realistic attack
scenarios with precise specifications) and increase domain specificity (e.g., through a detailed
analysis of the representation of in-vehicle information clusters) to improve the validity of the
analysis. Other research directions could focus on the cybersecurity situation awareness of different
populations (e.g., age, driving and cybersecurity expertise, roles as passengers, and various vehicle
types) under different driving conditions. Their varied responses to cyberattacks also could extend to
research on developing customized communication-support tools for on-board cyber threat
diagnostics, with guidance from external support sectors, to ensure appropriate responses for in-

vehicle CSA improvement.
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7.3.3.2 Limitations in Model Implementation Precision

As an initial exploration of an integrated model construction, the precision of the implementation
could be further refined. In this work, the precision of rule construction was adjusted using a global
parameter. Future development could improve this aspect by more precisely decomposing the current
rules into finer subtasks for better precision alignment. Another limitation is the precision of the task
environment's physical specification setup, as the ACT-R model is very demanding in terms of spatial
parameters. The variability in screen size may introduce potential influences on temporal results, so
future work should carefully consider the task environment's setup to enhance the model's precision,

especially for modeling complex tasks with spatial demands.

7.3.3.3 Limitations in Modeling Human Affective States in Cybersecurity Contexts

Another limitation relates to molding human affective responses in cybersecurity contexts. Human
end users, particularly those without sufficient background knowledge or operating under time
pressure, often experience panic, stress, or other affective reactions that can impair judgment and
increase risky behaviors (Nobles, 2022). The emotional and stress-induced responses remain a
concern for understanding real-world human responses to cyber threats (Khadka & Ullah, 2025).
However, ACT-R does not natively model panic, stress, or other affective conditions; its architecture
is grounded in bounded-rational cognitive processes, and therefore cannot directly capture

emotionally driven performance (Anderson, 2007).

However, the affective states can be partially captured through several CWA dimensions.
Namely, the decision-making shortcuts embedded in the Decision Ladder, the rationale for strategy
selection and switching in Strategy Analysis, the dynamics of team tension and trust in Social
Organization and Cooperation, and individual traits and capabilities described in Worker
Competencies. In addition, stress-related impacts could be introduced indirectly through time pressure
to cognitive workload when multitasking demands arise during an attack. This points to a potential
extension of the model example in Chapter 3, in which the ACT-R extended models could simulate
competing attentional demands created by cyber disruptions leading to impacted human behaviors.
Therefore, CW A-informed analysis can capture these affective factors and could in future work to

extend native ACT-R extended models to incorporate affective influences.
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7.3.3.4 Limitations in Incomplete Use of ACT-R's mechanisms and CWA dimensions

This model did not leverage ACT-R’s sub-symbolic mechanisms, such as chunk activation dynamics
and utility-based reward mechanisms, to represent human factors like memory retrieval with different
levels of expertise and the development of participant skills. For instance, more experienced
participants would have higher base-level activation for relevant knowledge chunks, due to more
frequent use or more recent exposure. Incorporating this consideration into the model may yield more
nuanced results that vary with participants’ levels of expertise. Also, the utility-based learning
mechanism is currently used only for strategy selection and switching, but it could also be further
adjusted to capture human adaptation and skill-based expertise development over time (e.g.,
production compilation) toward faster processing. However, these parameter adjustments and
validations require further in-depth analysis with additional empirical data. As an initial modeling
attempt focused on the integration attempt, this work does not yet include these more advanced

considerations of the sub-symbolic mechanisms.

On the other hand, not all dimensions of CWA were implemented, potentially limiting the
enhancement from the CWA insights. Specifically, this work only incorporates the first three
dimensions of CWA (see Figure 46), the remaining two dimensions of SOCA (Social &
Organizational and Cooperation Analysis), and Worker Competence Analysis are not included in this
integration effort. The use of SOCA may support the development of a collaborative cybersecurity
framework by guiding the analysis of different roles’ responsibilities allocation, and communication
coordination across end-users and supportive sectors. The Worker Competence Analysis could
provide a systematic perspective for identifying gaps between the analysts’ expected competence and
simulated performance, helping to inform the design of facilitation tools and necessary training for
the task. However, due to both dimensions limited use and lack of consistent application methods,

they were not included in this integrated model at this stage.

Aside from the defensive focus, to more effectively capture the complexity of cyberspace
dynamics in CAV cybersecurity, future cognitive model efforts should incorporate the interactions
between both attacker and defenders’ side, as emphasized in prior studies (Abbasi et al., 2015;
Dominic et al., 2016; Hausken et al., 2024; Thackray et al., 2016; Veksler et al., 2018). This
perspective is also one of the most nuanced compared to traditional cognitive modelling efforts in
other domains, where adversarial interactions are minimal or absent. Although our work does not

address this dimension in the modeling effort, CWA is particularly well-suited for analyzing how
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multi-role entities with conflicting objectives and resource competition influence decision-making (C.
M. Burns et al., 2005). Future cognitive modelling should incorporate this dimension of CWA more

explicitly within cybersecurity contexts.

Beyond expanding the integration dimensions of both approaches to capture more complex behaviors
and improving the model’s implementation precision, a promising future development direction lies
in incorporating fast-advancing GAI models to help bridge the gap in the model's exploratory
capabilities. To explore this potential, we then conduct a brief comparison study to show the
performance of a GAI model in predicting human decisions on ambiguous alert patterns (see
Appendix C). The results will be compared with those of our classical modeling approach to discuss

the future integration of GAI models into cognitive modeling development.

7.4 Guidance on the Application of the Integrated Model

Section 7.3.2 outlines the model’s best use case: it performs most effectively when cognitive
processes and interaction patterns are clearly defined at the system level within a complex work

environment, yet allow some flexibility (i.e., short paths may emerge through skill acquisition).

Building on this best use case, the following section presents a stepwise guide on how the
integrated model could be better applied for human performance simulation from the experience of

this work:

o 1. Identify an effective task environment. An effective task environment should first
support human interaction to achieve the task objectives. A best effective task environment
should also consider the key characteristics of the best-use-case scenarios discussed in

Section 7.3.2.

o 2. Identify the task scope based on the WDA. Ensuring that the perceptual forms of
tangible elements within the task environment are specified. Analysis based on domain
work guidelines, regulatory and functional analysis documents, and SMEs consultations
should inform the WDA. These validated WDA and the tangible elements within the task
scope form the core of the ACT-R model’s declarative chunks and the systematic

representation of the task environment.
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3. Confirm the specification of the task environment representation. This includes
identifying precise spatial parameters, including the size, distance, and position of tangible
operational elements. These specifications influence the precise simulation of processing

time using Fitts” Law.

e 4. Construct the production rules through Strategy Analysis. Collecting operators
interviews, behavioral tracking and interview for decision-making reasoning paths,
translating the strategy analysis outcomes into production rule as condition-action pairs,

incorporating the task environment elements identified through the WDA and ConTA.

e 5. Establish the task-specific workflow by the ConTA framework. The ConTA should be
conducted by review of documents like task instructions and guidelines, prior validated
experimental outcomes, and functional or operational manuals, and further supplemented

and verified through insights from the WDA with system level analysis.

e 6. Examine the flexibility of decision-making strategies. Investigate the flexibility of
decision-making paths through interviews with both novice and expert operators. Novices
help reveal the flexibility and limitations of operational paths. Experts provide insight into
the underlying reasoning, potential information processing short paths developed, and
validation of the task environment and document-based ConTA. Together, these insights

refine the ConTA results.

e 7. Map the Production Rules according to the ConTA. Production rules should be mapped
and connected following the identified workflow and short-path variations, yielding a

complete, interpretable, and traceable task model.

e 8. Run and refine the model through empirical validation. Collect data from a larger
population to validate human-performance estimates and refine the model and use
simulation traces to interpret human errors and limitations, informing iterative

improvements from both an individual-capability and a broader system-design perspective.

This guidance summarizes the general advice for the CWA-informed ACT-R model
construction and application by this work (see Table 12 for a brief guide to the methods and analyses
for the model's respective phases), but the process does not require a strict sequential approach. For

specific task simulation, the CWA framework and ACT-R model building procedure may be adapted,
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as the CWA framework is formative and the ACT-R models are extensible. Their use can therefore be

better aligned with the modeler’s judgment and the ongoing development of the two analysis

methods.
Table 12. Guidance on the Application of the Integrated Model.
Step Input Output Recommended Model Construction
Methods Phases

1 The task’s scope, Analysis of task Modeler evaluation based | Identification of an effective
objectives, and objectives and the task on task analysis and field task environment.
operational characteristics observations.
environment alignment with the best

use cases.

2 Work domain The task scope and the WDA based on domain Preparation of declarative
guidelines, within-scope tangible work guidelines, chunks and task
regulatory and elements with their regulatory and functional environment elements.
functional analysis perceptual forms. analysis documents, and
documents. SMEs consultations.

3 The confirmed task | The precise spatial Quantification of the task | Specifications of task
environment and parameters: the environment’s spatial environments, detailing the
layout of element size, distance, layout and operational perceived elements
operational and position element dimensions dimensions and the
elements operation’s starting position

4 Operational The condition—action Strategy Analysis: Construction of individual
behaviors and the pairs translated from transcribed and coded production rules as
underlying the Strategy Analysis from operators' interviews | condition-action pairs over
decision-making into production rules. about decision-making perceived elements or
reasoning reasoning, behavioral element combinations,

tracking and observation resulting in actions or
internal cognitive process
updates.

5 The task-specific A ConTA linking Analysis on task ConTA mapped onto a
workflow derived identified strategies ina | environment, operator Decision Ladder.
from task structured template of experience, documents
instructions, the cognitive flow for reviews, and transcribed
documentation, achieving the task goal SME interviews
and SMEs
consultation

6 The divergent Analysis of Flexible Analysis of interviews with | Refinement of the ConTA
decision-making decision-making and the | operators examining the based on the identified
paths and underlying reasoning for | reasoning underlying their | divergent paths and the
operational switching and selecting diverse cognitive underlying reasoning.
deviations observed | strategies based on pathways.
among operators. conditions, individual
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experience, and other
contextual factors.

7 The ConTA with
cognitive path
variations and

A Production Rule Map
incorporating diverse
paths to achieve the

Mapping the strategy
variations to the
production rule map

The Production Rule Map
for completing the task

collected human
empirical data

outcomes with human
performance

underlying task goal. through adjustments to
reasoning rule connections,
condition specifications,
and fallback rule
conditions
8 Model simulation Comparison of the Data analysis Model refinement through
results and model’s estimated adjustments to rules

definition, connections,
parameter modifications,
and the task environment

7.5 Contributions

This is known as the first attempt to integrate CWA and ACT-R in developing an enhanced cognitive

model to simulate human performance, with a particular application in cybersecurity. This effort

contributes to a more effective and efficient ACT-R model construction process with CWA’s

framework guided analysis, demonstrating the compatibility and the distinctiveness between the two

classic modeling approaches. The process of translating CWA’s domain-specific analysis into ACT-R

model’s core components elaborates a detailed pipeline for systematically incorporating domain-

specific insights into a computational model. The resulting model also exhibits the trend towards

improved predictive accuracy. Hence, this work advances the development of cognitive models with

improved construction efficiency and predictive accuracy trend in complex domain as cybersecurity.

By examining the model’s applicability, we identified how the two cognitive analysis

approaches differ in their emphasis and application focuses. CWA is a formative approach that is

more open to exploratory analytic processes with domain knowledge, where ACT-R provides the

infrastructure for computational models to predict established human performance within cognitive

capacities. The analysis of constraints by their integration informs the evaluation of the model’s

applicability, effectiveness, and task analysis dimensions across diverse tasks.

In practice, our cognitive modeling effort shifts focus from the isolated end users (e.g., in-

vehicle drivers) to the broader collaborative cybersecurity defense framework's supportive roles (i.e.,

analysts in SOCs). The extended modeling focus potentially contributes to the advancement of
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collaborative cybersecurity defense systems, including the design and development of the

coordination and communication between centralized monitoring centers and end-users.

Lastly, this study evaluated the potential of utilizing an LLM to complement the integrated
classic cognitive models’ exploratory capability through a follow-up study. This comparison study
revealed the performance deviations and respective strengths between GAI models versus traditional
cognitive models. The discussion of using GAI models to simulate human decision-making broadens
the perspective on the future development of cognitive models. By drawing on the insights from
classic cognitive models, it also contributes to advancing Al models by offering guidance on
improving error tracing, adaptive learning, feature selection, and prompt design optimization in

broader applications.

7.6 Conclusions

This thesis represents the first exploration and implementation of integrating CW A-guided domain-
specific analysis with ACT-R’s computational capabilities to develop an integrated cognitive model
in complex work domains, with a particular application in cybersecurity domain. The integrated
model was constructed and applied to predict the SOC analysts’ performance in cyber alert triage
tasks, demonstrating enhanced systematic efficiency in model construction and a trend toward
improved simulation accuracy with domain-specificity. The work thus advances cognitive modeling
by illustrating the combination of domain-specific analysis with precise computational cognitive
models from theoretical grounding to practical implementations. The development of this cognitive
model also sheds light on how classic models can inform the integration and improvement of GAI

models in cognitive modeling.
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Appendix A

An Example of Simulating Distraction-Based Cyberattacks Targeting In-

Vehicle Human Operations using an ACT-R Based Model

Informal Interviews for Collecting Participants Insights

Participants. The modeling process began by collecting insights from five participants through a
single round of brief, informal discussions. The participants consisted of two with research
experiences in ADS, two expert drivers (active drivers with over ten years of driving experience), and
a novice driver with recent experience with ‘Full Self-Driving’ (FSD) features (Level 2). They
contribute distinct views: expert drivers provide advanced driving skills and expertise, whereas the

ADS researchers and novice driver more familiar with ADAS.

The informal interview probed participants’ decision-making processes when facing three
specific attack models by asking a general question: "How would you respond if you encountered the

anomalies as [Scenario Description]? (See Section for the designed attack scenario details.)"
Evaluation Criteria and Reference Research Settings

The referenced studies adopted a traffic condition setup involving simple road geometry and
low-traffic highway conditions. In Deng et al. (2019a)’s, parked vehicles are placed 233 meters
ahead, within visible range when traveling at a speed of 120 km/h. In Yadav and Velaga (2019)’s, the
speed limit is set at 177 km/h (110 mph), with a parked vehicle positioned 130 meters ahead as a
trigger event in the simulator. While the specific experimental parameters differ slightly between the
two studies, the measured effect on reaction times and general driving conditions are comparable.
Therefore, we compared the modeling results to a baseline reaction time that excludes any visual or
auditory distractions (Gold et al., 2013), which also serves as the baseline reference (3.65s) for the
foundational model (Deng, Cao, et al., 2019a), and calculated the alcohol-impaired reaction time

reported by Yadav and Velaga (2019), as shown in Table 13.

The Reaction Time defined in Yadav and Velaga (2019)'s work is the perception-reaction
time (PRT), which refers to the time taken by the driver to perceive the parked vehicle and place their
foot on the brake pedal. Likewise, the Reaction Time defined in our foundational model is the time

between perceiving the takeover prompt and the first steering or brake/throttle action observed.
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Table 13. Reference Values for Baseline Reaction Time (Gold et al., 2013; Deng, Cao, et al., 2019a)
and Impaired Performance from BAC Study (Yadav & Velaga, 2019).

Conditions Baseline BAC 0.03% BAC 0.05% BAC 0.08%
Reaction Time +64% +78% +116%
Reference Values 3.65s 5.99s 6.50s 7.89s

Since our model construction was highly exploratory and the production rules were
developed based on informal discussions rather than empirical data, we did not conduct a standard
statistical model validation. Instead, we examined whether any simulated results exceeded the effects
of BAC impairment reported in prior empirical studies (Yadav & Velaga, 2019), which may indicate

a potential severity of driving safety.
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Appendix B

Study 2 Information Requirements List Based on the SOC AH Model (Full List).

Table 14. Information Requirements Based on the SOC AH Model (Alahmadi et al., 2022; Knerler et

al., 2023; Newhouse et al., 2017; Oniagbi, 2019).

Level

Variables

Information Requirements

Functional Purpose

Cyber Defense

Overall Downtime, Overall Threat Response/Recovery time, Threat
Mitigation Success Rate, System Vulnerability Index

Assets Protection

Availability of Assets, Assets List/Topology

Generalized Function

Activity Monitoring

Data traffic load and capacity (High, Medium, Low), Resource
utilization, Traffic routing information, Network traffic analysis,
Endpoint monitoring

Suspicious Events
Detection

Tool aided red-flag unusual behavior/indicator, unnoticed event
correlation

Events Communication

Alert/Incident tracking/reporting, collaboration/communication tools
availability

Incident
Characterization

Real-time alerts arrays, detected anomaly prioritization, known 10Cs
and pattern matching

Adversary
Investigation &
Vulnerability
Management

Logs from various sources across the network, Event history, Attack
chain visualization

Physical Function

Alert Management

false positive rate, frequencies of alert types, historical alert tracking
(whether similar alerts have occurred before and what actions were
taken)

Records Keeping &
Tracking

Historical records of incident response, suspicious pattern/alert
tracking and observations, prevention measures updates,
configuration changes, updated IOCs, network and asset status
records

Data Aggregation &
Correlation

Automated correlation of events from various sources to identify
attack patterns, impacted scope, Historical data and status, updated
configurations

Information Validation

timestamps of incidents and rules, shared information on incident
response, Historical data and status, updated configurations,
communication/collaboration tools

Impact & Risk Analysis

Severity level, attack type, alert category, impact scope, recovery cost

Physical Form

Operational Data

Group 3: User Asset details (e.g., type of device, operating

and Device system, criticality to the business), timestamps,
configuration data
Group 1: Logs from firewalls, routers, OSs, servers, and

Network Details | endpoints
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Involved zones, systems, assets information (e.g.,
what systems exist, their roles, and
vulnerabilities).

Incident status, historical related incidents
responses, logs and reports

Cyber Intelligent Data

Group 2: Threat
Indicators and

Attack signature, exploitation methods, IDS/IPS

Common Vulnerabilities and Exposure (CVE),

Detections " .
known 10Cs, malicious IP addresses, or domains
Flagged deviations in user, network, or system
activity, anomaly threshold (e.g., deviations &
baselines)
Contextual Data Group 4: Geolocation data (location of IP addresses),
Geolocation and | Geographical data that indicates the origin of
Proxy connections or traffic
Information
Constituency organizational structures (e.g.,
internal/outsourced team, user access level), user
behavior patterns (e.g., typical login locations and
times for users), authentication events (e.g., login
attempts)

Group 5: Road traffic conditions, weather conditions, asset

Payload Analysis

details (e.g., type of device, operating system,
criticality to the business), etc.
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Study 2 Decision Ladder Construction Semi-Structured Interview Questions

Part 1:

Part 2:

Part 3:

Decision Ladder Construction

How did you use the information from the alert entry to decide (Log/Block/Escalate)? (We
will review the decision-making process for at least two alerts for each action category.) For a
specific alert (probe by # alert code), what information influenced your decision to choose a

particular action (Log/Block/Escalate)?

When deciding whether to log, block, or escalate, what made you choose one action over the

others?

In general, how does the information provided by the interface influence your decision-

making for most alerts?

Can you describe a situation where you were uncertain whether to log, block, or escalate an

alert? What factors influence your final decision most?

Is there anything about the alert triage process that you find particularly challenging? If so,

what specifically makes it challenging, and why?

Are there times when you feel the information (alert-related and runbook information) is

insufficient? If so, could you describe those situations?

When making decisions, how often do you refer to the runbook rules and criteria? Which

rules or information are the most difficult to recall when making decisions?

Which pieces of information or features in the interface do you find most helpful in speeding

up or facilitating your decision-making process?
General Questions

Is there anything else we haven’t discussed that you’d like to mention? Do you have any

further questions or thoughts?

Follow-up Questions

In addition to the above questions, we reviewed selected alert actions with each participant and asked

follow-up questions about their assessment process. We focused particularly on cases involving
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longer processing times, decision changes, or instances where participants revisited and modified

their decisions after reviewing other alerts.
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Study 2 Alerts List

Note that the alert in rows with a white background represent defined pattern alerts, while rows with a

light grey background indicate ambiguous pattern alerts.

Table 15. Alerts Selected for Study 3.

Alert Attack Severity Firewall Logs Anomaly IDS/IPS
ID Type Level Score

#1 DDoS Medium | Blocked Connection, IP Range Low DDoS Attempt Detected
Mismatch

#2 Intrusion Low Blocked Connection, Unauthorized IP High Suspicious Packet Detected

#3 Malware Medium | Blocked Connection, Unauthorized IP High Anomaly Detected
Medium

#4 DDoS Medium | Blocked Connection, Unauthorized IP High DDoS Attempt Detected

#5 DDoS Low Blocked Connection, IP Range High DDoS Attempt Detected
Mismatch

#6 Malware Medium | Blocked Connection, IP Range Low Suspicious Packet Detected
Mismatch

#7 Intrusion Low Accepted Connection, Protocol Match High Intrusion Detected

#8 Intrusion High Blocked Connection, Unauthorized IP Low Intrusion Detected

#9 Malware Low Blocked Connection, Unauthorized IP High Malware Signature Match

#10 DDoS Medium | Accepted Connection, Protocol Match High Intrusion Detected

#11 DDoS Low Blocked Connection, IP Range High Anomaly Detected
Mismatch

#12 Intrusion High Blocked Connection, Unauthorized IP High Intrusion Detected

#13 Intrusion Low Accepted Connection Low Malware Signature Match

#14 DDoS Medium | Blocked Connection, IP Range Medium DDoS Attempt Detected
Mismatch

#15 Malware Low Blocked Connection, High Anomaly High Malware Signature Match

#16 Malware High Blocked Connection, Unauthorized IP Low Malware Signature Match

#17 Malware Medium | Blocked Connection, Unauthorized IP Low Malware Signature Match
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Study 2 Supplementary Materials: Runbook (FAQ)

The following content is displayed on the alert triage interface (link) and can be accessed at any time

from the sidebar under "Runbook (FAQ)".
The content is organized into four sections:
Part 1: Response Action Guidance

This part explains what happens to an alert after each response action is taken.

Action When to use Criteria

Non-critical Malware Signature Matches
Low-severity alerts or routine incidents without clear malicious indicators. The alert d recorded in the
Routine Protocol Matches: Aligning with expected traffic patterns or previously t equired

identified benign anomalies

High Anomaly Levels or Unauthorized Access Attempts: Involving repeated
lear malicious behavior (e.g violations or unauthorized IPs.

picious traffic). Traffic Associated with Malicious Activity : Including known DDoS patterns, isolating the threat

repeated unauthorized attempts, or alerts for malware, intrusion attempts damage

Al st 5 ‘°T ‘(‘""f'"“’" et High-severity intrusion or malware The alertIs passed on to more experienced team

scalate when the a 5 7

Escalate S 5 Z Malicious Patterns or Signatures: Especially those flagged in IDS/IPS with members for advan , ensuring
threat indicators, high severity, or unconfirmed

behavior merit further investigation ed Indicators of Compromise (loCs) or known advanced threats. serious threats are

Part 2: Criteria.

This part outlines the clear patterns of key indicators and the recommended action decisions.

Attack Type Severity Level Firewall Logs Anomaly Score IDS/IPS Alert Recommended Action
DDoS/Intrusion

Malware Malw enature Match

Malware Medium Unauthoriz t “less than 30

IP range mismatch Anomaly xd Block

Malware | Intrusion

Malware Medium igh Anomaly more than 50 M. Pattern Match
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Table 16. Recommendations from Runbook.

Attack Type Severity Anomaly Firewall Logs IDS/IPS Alert Recommended
Level Score Action
DDoS Low <=30 Accepted Connections Log
/ Protocol Match
DDoS Medium IP Range Mismatch Anomaly Block
Detected
Intrusion Low <=30 Accepted Connections Log

/ Protocol Match

Intrusion High >50 Escalate
Malware Low Signature Match Log

Malware Medium >50 High Anomaly Signature Match Escalate
Malware High >50 Pattern Match Escalate

Part 2: Entry Classification and Related Information

The part describes the meaning of each column in the alert entries, including explanations and

common values.

Alert Entry Title Description & Common Values

DDoS - Denial of £
Malware - Indicator

Alert Type N
Intrusion - Unauthorized acce

Anomalies - Out-of-pattern ne
Severity Level jum - Mo / po g 0 ¢ ion but are not immediately critical.

if an ongoing attack y mitigated or if
additional acti
* Protocol Match - Traffic

* IP Range Mismatch - Source |P fall

Firewall Logs o .
+ Accepted Connection ion permitted b

+ Blocked Connection - Connecti enied due to firewall
* High Anomaly - Uni ing potential threat
* Unauthorized IP - A

A specific pattern or seque [a
= Known Pattern A - Often 3 c, ta ed vulnerabil kNOWn ex| - or protocol). Alerts fo
Attack Signature Pattern A

ange of systems or
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Anomaly Score

1DS/IPS Alert

Timestamp

Source IP
Address

Destination IP
Address

Source Port

Destination Port

Protocol

Packet Length:

Packet Type

Traffic Type

Payload Data

Malware
Indicators

User
Information

Device

Information

Network
Segment

Geo-location
Data

This score quantifies how unusual or suspicious an activity is. Higher scores indicate a greater deviation from normal behavior, suggesting a higher likelihood of threat.
Score Range:
* 0-30: Low anomaly, likely benign.
* 31-T0: Moderate anomaly, warrants further review

* T71-100: High anomaly, potentially malicious, needs immediate attention.

This is a netification from an Intrusion Detection/Prevention System indicating potentially harmful network activity.
Malware Signature Match - Identified known malware by its unique signature.
Malicious Pattern Match - Detected activity aligning with known malicious behavior.
Intrusion Detected - Unapproved access attempt or intrusion into the network
Suspicious Packet Detected - Unusual packet flagged that may indicate risk
DDoS Attempt Detected - Distributed Denial-of-Service attack suspected.
Anomaly Detected - Activity deviating significantly from typical patterns.

Exact time the alert was triggered.

IP address initiating the traffic

IP address receiving the traffic.

Port number used by the source device

Port number on the destination device.

Communication protocols are standardized rules and formats that enable devices to exchange data efficiently and reliably over networks. They define how data is formatted,

transmitted, and received, ensuring that different systems (like computers, loT devices, or vehicles) can understand and respond to each other’s messages.

* TCP (Transmission Control Protocol) - A connection-oriented protocol that ensures reliable, ordered data delivery between devices.

+ UDP (User Datagram Protocol) - A connectionless protocol that sends data without establishing a connection, making it faster but less reliable than TCP. UDP is used in
scenarios where speed is prioritized over reliability.

* ICMP (Internet Control Message Protocol) - Primarily used for diagnostics and network management, ICMP helps report errors and send control messages. ICMP traffic
generally consists of control packets rather than actual user data

Size of the packet in bytes.

Type/category of packet. Control packets and Data packets serve different purposes:
* Control - Control packets can reveal unauthorized connection attempts or disruptions.
* Data - Data packets help detect data leaks, malware, and unusual data transfers.

Specify the purpose or content of the communication (web, file transfer, domain resolution).

* HTTP/HTTPS: - HTTP and HTTPS are used for web-based services within vehicles, such as infotainment, navigation, over-the-air (OTA) updates, and cloud connectivity for
remote diagnostics. Alerts may indicate unauthorized access attempts, data exfiltration, phishing, or man-in-the-middle (MITM) attacks targeting vehicle applications or
services.

* FTP (File Transfer Protocol) - FTP-related alerts could point to unauthorized data uploads/downloads, malware payload transfers, or vulnerabilities due to the lack of
encryption in standard FTP.

* DNS - DNS resolves domain names to IP addresses, enabling vehicles to connect to cloud services, navigation servers, and loT devices.DNS alerts may highlight DNS
spoofing, DNS tunneling (used for data exfiltration), or phishing attempts where malicious domains mimic legitimate services

Content within the packet

Signs or evidence suggesting the presence of malicious software on a network or device
* loC (Indicator of Compromise) Detected - it means specific evidence (like a known malicious IP, domain, or file hash) suggests compromise but doesn't canfirm active
malware presence.

Associated user or account details.

Identifying info of the involved device

Specific network area where traffic originated

Physical location of the source IP.




Part 4: Recommended Workflow

This part provides a suggested five-step brief process for handling an alert entry through to the final

decision.

nation IP add es from known malicious sources or unusual locations.

e attack.

Participants are free to navigate to this page whenever they need to consult the provided information

while completing the experiment task.
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Study 2 Participant List

This table provides a summary of the 12 participants in Group 1 of Study 3.

Table 17. Study 3 Participants (Group 1) List.

Participant ID Work Experience Cybersecurity Knowledge
P01 Engaged with cybersecurity-related Has taken cybersecurity-related education or training
content without a primary role in the without holding a formal degree or specified certification

domain (10+ years)

P02 Novice Limited

P03 Novice Limited

P04 Novice Limited

P05 Engaged with cybersecurity-related Has taken cybersecurity-related education or training
content without a primary role in the without holding a formal degree or specified certification
domain (Years of work experience not
reported)

P06 Novice Limited

P07 SOC analyst, 5+ years of experience Reported holding a cybersecurity-related certifications

without specifying the name

P08 SOC analyst, 2+ years of experience Reported holding a cybersecurity-related certifications
without specifying the name

P09 Cybersecurity specialist, 2 years of Reported holding a cybersecurity-related certifications
experience without specifying the name

P10 Cybersecurity audit specialist (electric Reported holding a cybersecurity-related certifications
vehicle sector, 3+ years) without specifying the name

P11 Cybersecurity analyst (electric vehicle CISSP, CEH
sector, 8+ years)

P12 Cybersecurity QA tester (electric Reported holding a cybersecurity-related certifications
vehicle industry, 5+ years) without specifying the name
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Study 2 Production Rules Descriptions

Table 18. Production Rules Descriptions

Stage #

Rules

Rule Description

0

ACTIVATION:

alert

0_retrieve_alert pos
ition

IF the goal buffer state is detect new_alert;
THEN update the goal buffer to find new_alert, retrieve a chunk from
declarative memory for stored alert position information

Ob_find new_alert

IF the goal buffer state is find_new_alert, and the retrieval buffer has
successfully retrieved a chunk from declarative memory of an unattended
alert position.

THEN check the visual location buffer to add a new visual location chunk
to represent the alert, update the goal buffer state to

checking alert text pos

OBSERVE:

key indicator

1_check alert text

IF the goal buffer state is checking_alert text pos, and the visual location
buffer is full as successfully encoded a visual location;
THEN update the goal buffer state to attending alert text

1b_move attention
to_text

IF the goal buffer state is attending_alert text, and the visual location
buffer contains the alert text’s position (_visuallocation) and The visual
buffer is free;

THEN issue a move_attention command to the visual buffer to shift focus
to the alert text and update the goal buffer state to processing_alert _text.

lc wait for alert t
ext_encoding

IF the goal buffer state is processing_alert_text, the visual location buffer
contains the alert text’s position (_visuallocation), and the visual buffer
holds the alert text value

THEN store the alert text (val) in the imaginal buffer as attended_info,
clear the visual buffer (~visual>), update the visual location buffer to the
next position, and update the goal buffer state to move attention to sev.

2 move_attention t
0_sev

IF the goal buffer state is move_attention_to_sev, and the imaginal buffer
contains the alert text, and the visual location buffer holds a new valid
position (_visuallocation), and the visual buffer is free

THEN add a new visual command (_visual) to move attention to the
severity level location stored in the visual location buffer and update the
goal buffer state to processing_severity.

2b_wait_for_severit
y_encoding

IF the goal buffer state is processing_severity, the visual location buffer
holds a valid position (_visuallocation), and the visual buffer has this
perceived value (val).

THEN store the severity level (val) in the imaginal buffer (attended_info),
clear the visual buffer (~visual), and update the visual location buffer with
a new focus position, and update the goal buffer state to

move attention to anomaly,

3 _move attention t
o_anomaly

IF the goal buffer state is move_attention to_anomaly and the imaginal
buffer contains attended information, meanwhile the visual location buffer
holds a valid position (_visuallocation) and the visual buffer is free

THEN update the goal buffer state to processing_anomaly, add a new
visual command (_visual) to move attention to the stored visual location of
anomaly score.

3b_wait_for anoma
ly encoding

IF the goal buffer state is processing_anomaly, and the visual location
buffer contains a valid position (_visuallocation) and the visual buffer
contains an encoded value of the displayed anomaly score (val).

THEN update the goal buffer state to encode_anomaly_level, and store the
anomaly score (val) in the imaginal buffer under attended_info.

4 processing_anom
aly level

IF the goal buffer state is encode anomaly level
and the imaginal buffer contains the anomaly score, and retrieval buffer
has the encoded anomaly level.
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INTERPRET/
EVALUATE:

Anomaly Level

THEN update the goal buffer state to confirm_anomaly_level

2 4b_init_assessment | IF the goal buffer state is encode_anomaly_level and the imaginal buffer
contains attended information.
IDENTIFY: THEN update the goal buffer state to initial decision for the initial round
of indicators patterns.
Alert Pattern
3 5a_to_c_init_risk_a | IF the goal buffer state is initial_decision, and now the imaginal buffer
ssessment contains attended information, including alert text, anomaly score and
INTERPRET/ severity level;
THEN retrieve a chunk where status_decision is High/Medium/Low as the
EVALUATE: interpretation the indicators matching any patterns and update the goal
L. buffer state to formulate list Escalate/Block/Log accordingly.
Alert Priority 5d init_risk_assess | IF the goal buffer state is initial decision (and none of the above condition
ment_fall back are met),
THEN update the goal buffer state to confirm anomaly level
1 6_start_further obs | IF the goal buffer state is confirm anomaly level and the retrieval buffer
ervation contains the encoded values, and imaginal buffer attended information,
OBSERVE: THEN update the goal buffer state to move_attention_to_type, and , update
the visual location buffer with a new position of next indicator-
Threat & I0C & attack type, and update the goal buffer state to move attention to type.
7 move attention_t | IF the goal buffer state is move_attention to_type, the visual location
more cyber

intelligent data

ype

buffer has a valid location and the visual buffer is free;

THEN update the goal buffer state to processing_type and add a new
visual command chunk (_visual) to move attention to the stored attack type
visual location.

7b_encoding_attack
_type

IF the goal buffer state is processing_type, and the visual location buffer
contains a valid location, and the visual buffer holds a detected value (val).
THEN store (val) as the attack type in the imaginal buffer, and clear the
visual buffer, update the visual location buffer with a new position of next
indicator- firewall logs, and update the goal buffer state to
move_attention_to_firewall.

3 7c_encoding_attack | IF the goal buffer state is processing_type, and the visual location buffer
_type_assessment contains a valid location, and the visual buffer holds a detected value (val).
INTERPRET/ THEN store (val) as the attack _type in the imaginal buffer, clear the visual
) buffer, and update the goal buffer state to initial decision_type.
EVALUATE: 8a to_c init risk a | IF the goal buffer state is initial decision_type, and now the imaginal
ssessment buffer contains attended information, including alert _text, anomaly_score,
(attack_type) severity level and attack_type;
o THEN retrieve a chunk where status_decision is High/Medium/Low as the
Alert Priority interpretation the indicators matching any patterns and update the goal
buffer state to formulate list Escalate/Block/Log accordingly.
8d_init risk assess | IF the goal buffer state is initial decision_type;
ment_fall back THEN update the goal buffer to move_attention_to_firewall.
(The utility is set to -1 so that if the conditions of the above rule are not
met, this rule will serve as a fallback, firing when the alert pattern does not
match the retrieved criteria;)
1 9 move_attention_t | IF the goal buffer state is move_attention_to_firewall, and the imaginal
o_firewall buffer contains attended the displayed information, the visual location
OBSERVE: buffer holds a valid location and at the same time the visual buffer is free;
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Threat & IOC &
more cyber

intelligent data

THEN update the goal buffer state to processing_firewall, add a new visual
command chunk to move attention to the stored location of firewall logs.

2

IDENTIFY:
Indicators with

prominent cues

9b proceesing_fire
wall

IF the goal buffer state is processing_firewall, the visual location buffer
contains a valid position and the visual buffer has a stored value (val).
THEN update the goal buffer state to move_attention _to_IDS, store the
retrieved firewall logs value (val) in the imaginal buffer, clear the visual
buffer, and update the visual location buffer to focus on a new position.

highlight the alert

pattern

1 10_move attention | IF the goal buffer state is move attention to IDS, the visual buffer is free,
to_IDS THEN update the goal buffer state to processing_IDS, and add a new

OBSERVE: visual command to move attention to the visual location of IDS/IPS.

Threat & I0C &

more cyber

intelligent data

2

IDENTIFY:
Prominent

Indicators cues

10b_processing_ID
S

IF the goal buffer state is processing_IDS, and the visual buffer contains a
value,

THEN update the goal buffer state to retrieving IDS key and store the
IDS IPS value in the imaginal buffer (attended info).

10c_retrieving_IDS
_key

IF the goal buffer state is retrieving_IDS_key, and a retrieval request has
successfully retrieved an ids_key which represents specific IDS/IPS pattern
indicators,

highlight the alert THEN update the goal buffer state to retrieve_runbook round2.

pattern

3 11_retrieve_runboo | IF the goal buffer state is retrieve_runbook round2, and both the retrieval
k buffer and the imaginal buffer are full,

INTERPRET/ THEN update the goal buffer state to check_runbook_round2_assess.

EVALUATE: This means the model has successfully retrieved the necessary information

U ’ Alert Pattern, and is now ready to assess it against the 2nd round of the runbook criteria.

Missing &

Alert Priority Conflicting Info

12a_to 1 check run
book

IF the goal buffer state is check runbook assess, and the imaginal buffer
contains attended information where alert indicators—including severity
level, anomaly score, attack type, IDS/IPS alert, and firewall log
keywords—match the predefined runbook criteria for categorizing alert
patterns,

THEN update the retrieved alert chunk by setting status decision to
Low/Medium/High, and update the goal buffer state to define the
appropriate action based on the identified pattern match.
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12m_to_p check ru
nbook

IF the goal buffer state is check _runbook assess, and the imaginal buffer
contains attended information where a subset of alert indicators
combinations match part of the predefined runbook criteria for categorizing
alert patterns,

THEN update the retrieved alert chunk by setting status decision to
Low/Medium/High, and update the goal buffer state to define the
appropriate action based on the identified pattern match

(The utility is set to -1, reflecting the Streamlined Strategy, which has a
lower likelihood of firing when the Pattern-Based Strategy is effective.)

21z_check runbook
_unknown

IF the goal buffer state is check runbook assess, and the imaginal buffer
contains attended information where alert indicators—including severity
level, anomaly score, attack type, IDS/IPS alert, and firewall log
keywords—not match the predefined runbook criteria for categorizing alert
patterns,

THEN update the retrieved alert chunk by setting status decision to
unknown and update the goal buffer state to define the appropriate action
as escalate.

(The utility is set to -20 so that if the conditions of the above rule are not
met, this rule will serve as a fallback, firing when the pattern does not
match any runbook criteria);

4 22a_immediate log | IF the goal buffer state is the defined action (Log/Block/Escalate), and the
. . visual location buffer contains a stored location,

DEFINE TASK: 22b_immediate blo | rhpy update the goal buffer state to the action and set the visual focus to
ck of the check box of the alert for further processing.

Immediate Action | 22¢
immediate_escalate

5 23a_find_checkbox | IF the goal buffer state is the action (Log/Block/Escalate), the visual
_log location buffer contains a stored location of the check box, and the visual

FORMULATE buffer is free (i.e., not currently attending to anything),

oc ] 23b_find_checkbox | yppa add a visual command chunk to move attention to the stored visual
PROCEDURE: _block location of check box and update the goal buffer state to check checkbox
for further processing.

Locate Checkbox 23b_find checkbox p g
_escalate

6 24a_check_checkbo | IF the goal buffer state is check_checkbox, the manual buffer is free (i.e.,
x_log no ongoing manual actions),

EXECUTE: THEN issue a manual command to press the key (simulating a checkbox
24b_check_checkbo selection) and update the goal buffer state search_list button for defined

Checkbox x_block action on which view to proceed with the next step for action button click.
24c¢_check_checkbo
x_escalate

5 25a find log list b | IF the goal buffer state is search_list button, the manual buffer and visual
utton buffer are both free,

FORMULATE 7 ook T THEN update the visual location to (where the decision button is located)

PROCEDURE: flsjgt_tolrr;d_b ock_list | anq update the goal buffer state to attend decision_button to shift attention

Locate Button

25c_find_escalate 1
ist_button

toward the decision button.
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6

EXECUTE:

Button Click

26 _attend_decision
_button

IF the goal buffer state is attend_decision_button, the visual location buffer
contains a position where the button position matches,

THEN retrieve the alert chunk to update status_decision to Processed, add
a visual command chunk to move attention to the visual location, update
the goal buffer state to click button to proceed the decision.

27 click button

IF the goal buffer state is click button, the visual buffer is free (to confirm
the visual attention shift is completed), and the manual buffer is free (i.e.,
ready to execute a manual action),

THEN add a manual command chunk to press the key simulating the
button click, update the goal buffer state to check for remaining_alerts to
determine if another alerts need processing, clear the visual buffer to reset
attention for the next task.
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Study 2 Mapping of Production Rules by Strategy Analysis and ConTA

(Individual View of Different Strategies)

Stage o

ACTIVATION

Stageo

OBSERVE

Stageo
IDENTIFY

Stagee

INTERPRET/
EVALUATE

Srageo

DEFINE TASK

stagee

FORMULATE
PROCEDURE

Stagee

EXECUTE

Rule_0
retrieve_alert_pasition

Rule_0b
find_new_alert

|

Rube_1
check_alert_text

Rule_1b
move_attention_to_
alert
Rule_1c
wait_for_alert_text_ Rule_&
encading
Rule_2 Rule_3 Rule_7 Rule_9 Rule_10
move_attention_to_ move_attention_to_ move_attention_ move_attention_to_ mave_attention_to_
severity anomaly (to_alert_jtype firewall DS
Rule_2b Rule_3b Rule_7b Rule_Sb Rule_10b
wait_for_severity_ wait_for_anomaly_ encoding_alert_type processing_firewall processing DS
encading enceding
Rule_10¢
Rule_4 retrieving_IDS_key
processing_anomaty_
level

Rule_22a

Rule_1
retrieve_runbook
a_to_)

check_nunbook_
assess

|

log | block /
Escalate
Rule_23a_to_c
find_checkbox

Rule_24a_to_c
check_checkbox

Rule_25a_to_c
find_button_location
+

Rule_26
attend_button

Rule 27
click_button

Figure 48. Production Map for only Pattern-based Strategy Rules.
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Slageo

ACTIVATION

Rule_0
retrieve_alert_position

Rule_0b
find_new_alert

!

Rule_1
checlc_alert_text

Rule_1b
move_attention_to_
alert
5|age° Rule e
OBSERVE wait_for_alert_text_
encoding
'
Rule_2 Rule 3 Rule_7 Rule_10
maove_attention_to_ mave_attention_to_ move_attention_ ttenti
severity anomaly (to_alert_jtype
Rule_2b Rule_3b Rule_7b Rule_10b
Slagee ‘wait_for_severity_ wait_for_anomaly_ encoding_alert_type ing_IDS
IDENTIFY encading encoding e
Rule_4
processing_anomaly_
level
Rule_db Rule_7¢
initial_(pattern)_ encoding_attack_type_
Stagee assessment {for_alert_Jassessment
INTERPRET/
EVALUATE Rule_Sa_to_Sc Rule_Ba_to_c Rule_12a_to_}
inftial_{risk)_ Inii_risk_assessmenl_ check_runbook_

(attack_type)

Stage a ngﬁ;: bleck /
DEFINE TASK Escalate
5@
FORMULATE Rule_23a.to.c Rule_25a_to_c
PROCEDURE finecheckbex find_button_location
+
Rule_26
Stage o Rule_24a_to_c attend_button
heck_checkbi
EXECUTE check_checkbox ez
click_button

assess

Figure 49. Production Map for only Streamlined Strategy Rules (Different colors indicate distinct

sets of alert features connected through a sequence of rules representing one of the strategies).
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Appendix C

A Follow-Up Study Extending the Integrated Framework: An exploration of GAI
Models in Cognitive Modeling

Since the start of this PhD work, cognitive modeling has also advanced rapidly in tandem with the
development of Al (Malloy & Gonzalez, 2024; Niu et al., 2024). Recent frontier work (Collins et al.,
2022; Joshi & Ustun, 2024; Malloy & Gonzalez, 2024; Niu et al., 2024) explores the integration of Al
models with classical cognitive frameworks to estimate human-like decision-making. LLMs, as
widely adopted GAI models, have drawn attention for their potential as cognitive models (Bandi et
al., 2023; Binz & Schulz, 2023; Malloy & Gonzalez, 2024; Niu et al., 2024) and introducing novelty
to classical models (Malloy & Gonzalez, 2024). One of the key advantages of GAI models is their
demonstrated strength in exploratory capabilities through statistical pattern learning (Malloy &
Gonzalez, 2024). More GAI models are believed to present significant potential in the sophisticated
inductive capabilities to be integrated, but also being questioned about their limitations in covering
decision-making opacity due to fundamental differences from human cognitive processes (Niu et al.,
2024), training data quality requirements for task-specific sensitivity (Malloy & Gonzalez, 2024),
human tendency to overinterpretation of model capabilities (Veres, 2022), and replicating subjective
human biases (Zhao et al., 2022). Therefore, their performance may degrade in highly dynamic, real-
world settings that fall outside the scope of their training. As such, researchers emphasize that relying
on GAI models to replace cognitive modeling for simulating human decision-making remains

unreliable at present (Malloy & Gonzalez, 2024).

Despite these concerns, integrating GAI has the potential to enhance traditional cognitive
modeling in exploratory conditions (Malloy & Gonzalez, 2024). When faced with ambiguous pattern
alerts, our human participants exhibited less structured decision-making paths, relying on knowledge-
based reasoning and heuristics beyond rule-based modelling. In such cases, GAI models may be
capable of handling these knowledge-based reasoning and heuristics and predicting decision
behaviors (Nguyen et al., 2024). Building on this, we aim to examine whether large language models
(LLMs), as a widely used form of GAI, can accurately estimate human decisions with ambiguous
alerts triage and whether the reasoning processes offer exploratory solutions that extend beyond

traditional cognitive models.

193



Follow-up Study Objectives

This follow-up study aimed to: (1) evaluate whether the LLM can accurately predict alert triaging
actions in handling ambiguous alerts and potentially outperform the integrated human cognitive
model in defined-pattern alerts, and (2) compare the reasoning performance of the LLM and the

integrated model.

Experiment Settings

To assess performance differences between models, the analysis focuses on three dimensions: (1) the
alignment between LLM-predicted decisions and our cognitive model’s predictions of human
responses to defined-pattern alerts; (2) the alignment between LLM-predicted decisions and actual
human decisions for ambiguous pattern alerts; and (3) a comparison of the reasoning processes

between LLM and human, focusing on key features and supporting evidence in decision-making.

This follow-up study used GPT-4-turbo (version: gpt-4-1106-preview) as a representative
LLM to analyze the alert triage decision-making task of SOC Tier-1 analysts. ChatGPT-4 was
selected as it is one of the most powerful and widely accessible LLMs and demonstrated strong
general-purpose performance across various tasks and research works, including reasoning,

summarization, and decision support (H. Liu et al., 2023).

Specifically, the model was prompted to evaluate each alert and triage as a tier-1 analyst. We
used two structured prompts (Z. Li et al., 2025) to guide ChatGPT-4 in triaging decisions and
reasoning (Z. Li et al., 2025) (All alert variables and the values were included in the prompts to

enable both decision generation and reasoning analysis):

- Introduction Prompt: Please take on the role of a Cyber Security Operations Center Tier-1
Analyst and prepare to triage the provided alert list. Your task is to explain how the features
of each alert contribute to the triage decision. Each alert includes various feature variables
that should be considered in your analysis to determine the appropriate action, [INTRODUCE
THE ALERT FEATURE NAMES AND DESCRIPTIONS, and THE RUNBOOK
GUIDELINES].

- Instruction Prompt: For this alert profile [ALERT PROFILE], assess how each feature

contributes to your triage decision. Your analysis should include no more than two key
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identifiers; explanations of how the identifier(s) and other features of the alert support the

actions.

For human participants, the key deciding and supporting features were identified through
interviews with Group 1 (see below for the specific question; complete interview questions are
provided in the Appendix B). The first two features mentioned for each alert were designated as the
key deciding features to ensure comparability. Any additional features were categorized as supporting

features.

- How did you use the information from the alert entry to decide (Log/Block/Escalate)? For a
specific alert (probe by # alert code), what information influenced your decision to choose a

particular action (Log/Block/Escalate)?

Results

Evaluating Model-Human Decision-Making Alignment

The comparison of majority decisions for each alert (respectively made by human participants, the
integrated cognitive model), and decisions made by ChatGPT-4 (GPT-4-turbo) is summarized in
Table 19, along with their F1 scores and accuracies. This includes results for defined pattern alerts

and ambiguous alerts (comparing the human decision majority with ChatGPT-4 decisions).

Table 19. The comparison of majority decisions among human, integration of CWA & ACT-R and
ChatGPT-4 results.

Defined Pattern Alerts Decisions Modelling

Accuracy F1 (Macro)
CWA+ACT-R vs. Human Decisions 0.8 0.79
ChatGPT-4 vs. Human Decisions 0.3 0.23

Ambiguous Pattern Alerts Decisions Modelling

ChatGPT-4 vs. Human Decisions | 0.43 | 0.43

Model accuracy was assessed by comparing each model’s decisions to the majority judgment
made by human participants for each alert; F1 scores were calculated to evaluate how effectively each
model predicted the same decisions as the human majority. Our integrated cognitive model
demonstrated higher accuracy and F1 scores on defined-pattern alerts compared to ChatGPT-4,

whereas ChatGPT-4 showed improved predictive performance on ambiguous-pattern alerts.
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Features used for Decision-Making

The comparison of alert profile features used for decision-making was conducted across three groups
(human’s selected features for all alerts, GPT-4’s selected features for defined-pattern alerts, and
GPT-4’s selected features for ambiguous-pattern alerts) and two dimensions: key deciding features
and supporting evidence features (see Figure 50). To check whether ChatGPT-4 processes ambiguous
pattern alerts differently from defined patterns, we separated its identified features across the defined

and ambiguous conditions.

Key Alert Features for Decision-Making Supporting Alert Features for Decision-Making

CHuman>

—— Defined Pattern Alerts by ChatGPT-
G ! 3
’Denned Pattern Alerts by ChatGPT—d]

Malware Indicators

Anomaly Score
IDS/IPS Alert Attack Type Attack Signature

Packet Length Device Information
Attack Type Protocol Firewall Logs
Payload Data Anomaly Score Source/Destination Port IDS/IPS Alert
Severity Level Firewall Logs Payload Data

Severity Level
Device Information

Ambiguous Pattern Alerts by ChatGPT-4 l Ambiguous Pattem Alerts by ChatGPT-4

Figure 50. Features Selection (key deciding features (Left) vs. supporting evidence features (Right))
between Human Participants, and ChatGPT-4.

As shown in the Figure 50, ChatGPT-4’s selected features for ambiguous pattern alerts
appear to be a subset of those used for defined pattern alerts, both in terms of key decision-making
and supporting features. This suggests limited differentiation in feature processing between the two
alert types, which may be partially attributed to the smaller number of ambiguous pattern alerts in the
experiment. Moreover, we found that all supporting features identified by ChatGPT-4 were also
reported by human participants (See Figure 50 (Right)), implying that human decision-makers may
consider a broader range of supporting features. In terms of key deciding features, while there was a
main overlap between humans' and ChatGPT-4's (See Figure 50 (Left)), ChatGPT-4 selects device-
related information. In contrast, human participants relied on a broader array of features, which

ChatGPT-4 ignored.
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Discussions

Returning to the purposes of the follow-up study, we evaluated the accuracy of the LLM model
(ChatGPT-4 as a representative) in predicting Tier-1 analysts’ decisions of alert triage. We compared
it with our integrated model of CWA and ACT-R. The comparison was based on both models
predicted decisions' alignment with the majority of human triage decisions for each alert. Results
showed that for defined pattern alerts, the human cognition model provided more accurate

estimations.

For the second objective, we examined the reasoning behind predicted decisions by
ChatGPT-4. ChatGPT-4 provided structured justifications based on key deciding and supporting
features, guided by the structured prompts. However, there was minor divergence between ChatGPT-
4’s key features used and humans’, with human reasoning showing more diversity in feature

consideration than ChatGPT-4.
Comparison of Models' Alignment with Human Decision-Making

ChatGPT-4's performance shows much lower alignment with human triage decisions compared to our
cognitive model for defined-pattern alerts. While its alignment improves slightly for ambiguous-
pattern alerts, it still does not fully match the consistency of human decisions. The better performance
of our cognitive model is not unexpected, as it was built directly on this specific, limited set of alerts

and is overfitted to this task.

We also considered additional factors that may have contributed to ChatGPT-4’s suboptimal
performance on ambiguous-pattern alerts. From prior research has shown that general models like
ChatGPT-4 often fail to adapt effectively to domain-specific workflows without proper fine-tuning,
tailored prompting, or integration with up-to-date, domain-specific knowledge sources (X. Chen et
al., 2024; Yang et al., 2023). Another possibility is that general LLMs are typically trained on expert-
level data, which may not reflect the performance of novice users (R. E. Wang et al., 2024), just as
our human participants. The underrepresentation of novice-level data is a critical limitation of LLMs
in capturing adaptive learning mechanisms (J. Huang et al., 2024). In contrast, classic cognitive
models such as CWA and ACT-R explicitly account for novice learning paths (Hassall et al., 2010;
Lebiere et al., 2019), as identifying bottlenecks and tracing errors is essential for supporting novice
learning and guiding iterative, learning-driven design and development (Tulis et al., 2016).

Comparison of Selected Features in Decision-Making Processes
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The comparison of feature selections between humans and ChatGPT-4 reveals some differences in the

reasoning.

One noticeable difference between human and ChatGPT-4 feature selection is that human
participants treat 'Severity Level' as a key deciding factor for alert triage. In contrast, ChatGPT
includes it only as a supporting feature. There are two potential explanations for this. First, the
'Severity Level' is visually emphasized in the interface through color coding and clearly labeled
categories. Many participants reported that their attention was initially drawn to this feature due to its
perceptual salience. Humans process visually salient cues efficiently, whereas the model receives
only text-based input and thus does not prioritize visually salient information. Second, the 'Severity
Level' is a synthesized indicator derived from tool-based assessments of historical data and
recommended solutions, but it may not always be accurate. Yet novice users tend to over-trust this
information (Passi & Vorvoreanu, 2022), treating it as a reliable indicator. Conversely, 'device
information' is identified by the model as a key feature in the alert triage task, while humans treat it
only as a supporting factor. This difference may also be due to the interface design, as device
information is hidden within the expandable (accordion) section of the alert display, making it less
immediately accessible to users. Additionally, the length and complexity of the device-related text
may discourage human participants from using it quickly during decision-making. Both feature
deviations between humans and ChatGPT-4 highlight how interface presentation can significantly

influence the features humans rely on in decision-making.

We also find that human participants used a more diverse and broader set of supporting
features in their decision-making compared to the model (See Figure 50 (Left)). ChatGPT-4 appears
to narrow its focus to a comparatively smaller set of supporting features, while human participants
tend to explore a broader range to support the decisions. We primarily attribute the model’s more
focused and structured feature selection to its training on high-quality, curated data. In contrast, the
reasoning of our human participants may be less consistent in quality. We also doubt that the narrow
selection of supporting features by ChatGPT-4 could also be attributed to the overgeneralization
(Ralethe & Buys, 2022) and context saturation issues (where, with several rounds of prompts, large

models tend to replicate the structures of previous answers) (Laban et al., 2025).
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Limitations

Two main limitations exist in this follow-up study. First, we used only two rounds of prompting to
generate outputs from the LLM. Alternative prompting strategies, such as follow-up prompts,
clarification questions, or prompts designed, were not explored and may have improved the model’s
output diversity and accuracy. Second, because this study was a post hoc analysis, we did not collect
real-time feedback from human participants regarding the use of GAI models in the alert triage task,

limiting the assessment of their perceived usefulness and accuracy in real human-Al settings.

Summary of the Follow-up Study Findings

This follow-up study demonstrates that the classic cognitive models and LLMs exhibit different

performance in predicting decision-making in the alert triage task.

The integrated traditional cognitive model performs better in estimating human decisions for
clearly defined alerts than the LLM (e.g., ChatGPT-4). The better accuracy stems from both ACT-R’s
strength in well-structured perceptual, reasoning, and action cognitive architecture, and CWA’s

effective capture of the diversity and flexibility in real human decision-making of specific tasks.

On the other side, the main limitation of the classic integrated modelling approach is its
challenge to simulate humans' nuanced handling of unstructured or ambiguous alerts within a rule-
based symbolic structure. Whereas LLMs, specifically ChatGPT-4 used in this study, produced high-
quality, well-structured reasoning for interpreting ambiguous pattern alerts, but its overall decision

accuracy did not closely align with participants’ responses to these ambiguous cases.

But its predictions tended to reflect only expert-level responses and a narrower reasoning
structure, not covering the full range of decision-making by all participants. Notably, for ambiguous
pattern alert decision-making, LLMs demonstrate improved alignment with human decisions than in
clear pattern ones and more stable reasoning structures, narrowing the gap of our cognitive model in
handling exploratory and unstructured reasoning processes. One reason for the better performance in
the clear pattern alert of our traditional cognitive model is its task-specific construction, which may
have overfitted to our participants within the defined task environment, in contrast to the more
generalization of ChatGPT-4. Still, we are interested in any other factors may have also contributed to

the underperformance of the LLM.
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Given some observed deviations between ChatGPT-4’s reasoning and human participants’
decision-making processes, we further analyzed ChatGPT-4’s reasoning to understand how alert entry
features were processed in its decision-making. Two main factors may explain its deviation from the
majority decision of our human participants. First, our comparison revealed discrepancies between
the features selected by the LLM and those prioritized by human participants. This may stem from
differences in the perceptual interface (visual interaction vs. text-based input), as human participants
operate with visual stimulus cues on specific features such as color. LLMs rely solely on text-based
context information and not prioritize perceptual salience as humans do (F. Han et al., 2025). Second,
our participant pool includes a mix of novices and domain experts, whereas GPT-4 is primarily pre-
trained on expert-level data. Other possibility of the low accuracy may be due to the model’s
contextual saturation (Laban et al., 2025) with our simple prompt design and the overgeneralization
of large models (Ralethe & Buys, 2022). In conclusion, although ChatGPT-4’s predictions may align
more closely with expert-level decision-making, it demonstrates limited effectiveness in modeling the

decision patterns of novice participants and lacks adaptation to the specific task domain.

Classic Cognitive Models vs. GAIl Models

Based on the brief follow-up comparison, the findings suggest future directions and potential
enhancements for applying GAI models, informed by the strengths and insights of classical cognitive

modeling.

Enhancing Prompting for Reasoning: While LLMs do not reason in the same way humans
do, the step-by-step outputs often resemble human decision-making patterns by prompting strategies,
such as CoT (Chain-of-Thought) (Wei et al., 2022), Tree-of-Thought (Yao, Yu, et al., 2023), and
ReAct (Yao, Zhao, et al., 2023). These improved reasoning capabilities have been proposed not only
to improve model accuracy but also to enhance model interpretability in human-Al collaborative
settings, enabling humans to trace, monitor, and validate Al decisions. Selecting and ranking
decision-relevant is critical for evaluating the faithfulness of the model’s actual internal reasoning and
causal structure (Bilal et al., 2025). As such, feature selection can be considered a foundational step

toward aligning LLM reasoning patterns with the human-centric interpretability of prompt design.

Our follow-up study's feature selection comparisons indicate that ChatGPT-4's current feature
selection tends to be narrower and more structured than our participants. We primarily attribute this to

LLM's potential overgeneralization (Ralethe & Buys, 2022), underrepresentation of novice users (N.
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Liu et al., 2023), and context saturation (Laban et al., 2025), and novice users’ perceptual salient
feature preferences and expert’s thinking beyond the displayed information. These deviations
illustrate the fundamental difference between human reasoning and LLMs: LLMs are constrained by
the provided context, information, and pre-trained data, whereas humans are constrained by working
memory, perceptual stimulus (ACT-R), knowledge and experience beyond the task scope (CWA).
Given the distinct information processing approach, one future direction is to incorporate the CWA
framework and ACT-R perceptual mechanisms into prompt design strategies, enhancing LLMs’
ability to simulate human reasoning under task-specific constraints with improved task environments

ecological validity, multimodal adaptively, and the explainability of model outputs.

Error Tracing and Self-Refinement: Human participants demonstrate a high level of self-
reflection in our study, adjusting their final decisions based on an internal assessment of earlier data
processing and learning (see Section 6.7.5). This ability to adapt decisions in response to new
information is a core characteristic of human problem-solving (Amabile, 1983; Flower & Hayes,
1981). Iterative self-refinement involves generating an initial draft or decision and improving it
through self-evaluation and revision (Madaan et al., 2023). Classic cognitive models are well-suited
for capturing human performance limitations and errors within constrained work environments
(CWA). ACT-R is also very effective in explaining and simulating human errors through its
biologically grounded sub-symbolic mechanisms, including by memory decay and activation
competition. Human errors or cognitive bottlenecks can be traced and explained using these validated
cognitive modeling approaches, both internally (ACT-R) and externally (CWA). Beyond that,
humans usually self-reflect on these errors and become adaptive through reasoning and learning

mechanisms revealed by classic cognitive (Malloy & Gonzalez, 2024).

In contrast, the errors of large models are often less interpretable and more difficult to trace
due to their inherently non-human-centric, statistically driven reasoning (Malloy & Gonzalez, 2024).
Since LLMs are primarily trained on well-structured and expert-level data, the reasoning patterns of
novice users may be underrepresented. Consequently, the error tracing and self-reflection inherent in
the novice cognitive process are lacking in current LLMs. Besides, as current LL.Ms are pre-trained
but remain static during inference, lacking real-time, self-adaptive learning mechanisms, unless an
external adaptation framework is used (Jovanovic, 2024), adaptive learning in human cognitive
models is also missing in these GAI models. This suggests a potential contribution from our

traditional modeling work: human cognitive models could help inform error-correction and adaptive
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learning mechanisms by capturing human error patterns, particularly among novice populations, for

Al models.

Human-Simulated Agent Development: Furthermore, recent research on agentic interfaces
and human-centered collaborative agents (e.g., Agashe et al., 2024; Mozannar et al., 2025) highlights
the potential of our traditional cognitive models as essential tools for structuring step-by-step
workflows that enable interpretable decision-making in task-specific human-simulated agents.
Humans are not naturally adapted to verbal thinking and tend to perform worse when solving tasks
verbally (Lombrozo, 2020). As for humans, key information is often encoded in visual and motor
representations, but these are likely inaccessible to most current language models (R. Liu et al.,
2025). This may somehow explain the underperformance of the LLM in our brief follow-up study.
However, with ongoing advances in adapting multimodal Al models, agentic models are increasingly
requiring the integration of various classical cognitive frameworks that are better suited to simulate
human-like behaviors under a richer information representation context. This is also where our
integrated model may extend its value as a robust human cognitive model featuring multimodal
modules and domain specificity, that can inform the development of multimodal agentic systems

within structured workflows.

The above discussions are based on our brief follow-up comparison between the integrated
cognitive model and ChatGPT-4. Overall, as (R. Liu et al., 2025) say about research comparing
human and GAI models, the comparison and discussions are not intended to validate GAI’s potential
to replace traditional human cognitive models. Rather, the value is in improving GAI models'
performance by drawing on the distinctive insights from human cognitive models, such as error
tracing, adaptive learning, feature selection, and prompt design optimization. The comparison
analysis of the GAI model's application in simulating human performance can thus offer not only
insight into how humans adopt and collaborate with Al, but also how Al models can learn from

human cognitive models to become more robust, interpretable, and effective.
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