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Abstract

Minimizing the number of rounds in the context of the Multiparty Computation (MPC)
realm with respect to an arbitrary number of semi-honest adversaries is considered one of
the branches that has gotten attention from researchers recently. Garg et al. [2] proved
that two-round semi-honest MPC is impossible from black-box use of two-round oblivious
transfer (OT).

Before this work, Garg and Srinivasan [16] and Benhamouda and Lin [7] showed a con-
struction of a two-round MPC with a non-black-box use of the underlying two-round OT.
Constructions of cryptographic protocols with the black-box use of cryptographic primi-
tives have the advantage of being more efficient compared to non-black-box constructions,
since in these constructions treat the underlying primitives as oracles which simplifies pro-
tocol design and analysis, leading to potentially more efficient constructions.

Reducing the number of rounds has the advantage of making parties able to send their
first messages and go offline until all the other parties send their message of the second
round and compute the output.

Our main result in this paper is to prove an impossibility result: We show that a two-
round MPC based on black-box use of additive homomorphic encryption is impossible.
This result is stronger than the previous result by Garg et al. [2], mainly because OT can
be constructed using additive homomorphic encryption.
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Chapter 1

Introduction

Secure Multiparty Computation (MPC) protocols represent a fundamental subfield in the
domain of cryptography, enabling a group of individuals to collaboratively compute a
function f over their inputs while ensuring that none of the inputs are revealed to the other
participants. This field was pioneered by Andrew Yao in 1982, through his introduction to
the “Millionaires’ Problem” which involves two millionaires, Alice and Bob, who want to
determine who is wealthier without disclosing their exact wealth to each other or a trusted
third party.

Yao’s formulation of the Millionaires’ Problem was the first to articulate the possibility
of performing computations on private data without ever revealing the data itself. Since
then, MPC has been an important topic within the cryptography community and over the
years has grown to address different complex computational challenges in different fields
such as finance, healthcare, and government, where privacy is important.

The growth of MPC has been accompanied by significant advancements in the design
of the algorithms and having different cryptographic primitives, which allows the execution
of more complex functions with more efficiency. The initial theoretical framework of Yao
has been refined and expanded to include different computational models and different
adversarial conditions. As an example, [18] extended Yao’s protocol to allow more than
two parties to compute a function f .

In addition, the practical applications of MPC have become more apparent recently.
For example, in the healthcare sector, MPC can enable hospitals to collaborate on patient
data for research purposes without compromising patient privacy. In the financial sector,
institutions can use MPC for privacy-preserving risk analysis and fraud detection, enabling
them to collaborate without exposing sensitive data.
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1.1 Outsourced Computation

Outsourced computation protocols play an essential role in modern computing. In an
outsourced computation protocol, one party, often referred to as a client, owns sensitive
data and wants to compute a complex function on the data and get the result. To achieve
this, the data are encrypted and sent to another party, known as the server, which has more
computational power. The server performs the required computations on the encrypted
data without gaining any knowledge of the underlying data, and after performing the
function, the server will send back the result, which is in an encrypted format. The client
then decrypts these results to obtain the desired output. This process ensures that data
confidentiality is maintained throughout the process.

Homomorphic Encryption

Homomorphic Encryption (HE) is a cornerstone that enables outsourced computation. It
allows the client to encrypt a message m and obtain a ciphertext c, send it to the server,
then the server can homomorphically evaluate a function f on the ciphertext c to obtain a
ciphertext c∗ and send it back to the client. At this stage, the client can decrypt c∗ using its
secret key to obtain the result of applying the function f on the plaintext m. This powerful
property of HE has revolutionized the potential of privacy-preserving computations.

Variants of Homomorphic Encryption

1. Partially Homomorphic Encryption (PHE): This form of HE supports opera-
tions of a specific type, which could be addition or multiplication, but not both. This
type of HE is suitable for applications that require repetitive operations of a single
type. For example, Paillier cryptosystem [30] and Boneh cryptosystem [8], which
enables PHE for additive operations.

2. Leveled Homomorphic Encryption (LHE): LHE supports operations up to a
certain depth, which means that it can handle more complex computations than PHE
but still has limitations on the depth of the computational circuit it can evaluate.
This limitation is due to the fact that on every operation, the ciphertext has certain
amounts of error and if one keeps doing this operation enough, the error will pass
a certain threshold which results in incorrect decryption. This variant is useful in
scenarios where the complexity of the computation is moderate and well-defined. The
FV cryptosystem [12] is one example of LHE.
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3. Fully Homomorphic Encryption (FHE): Introduced by Craig Gentry in 2009,
FHE is the most general form of HE. It enables both addition and multiplication
operations on the ciphertext, which allows to have general computation on encrypted
data. Gentry’s breakthrough was built on the visions laid out by Rivest, Adleman,
and Dertouzos [34], which opened new frontiers for secure computation across a vast
number of applications.

In this thesis, we focus on a specific subtype of PHE known as Additive Homomor-
phic Encryption (AHE). AHE enables one to outsource performing an arbitrary additive
function on the ciphertexts. AHE offers fewer functionalities compared to FHE, but what
makes it valuable in certain applications is its simplicity and lower computational overhead.

By focusing on AHE, this thesis aims to explore the capabilities and limitations within
the context of two-round multiparty computation protocols. The choice of AHE is driven
by the fact that one can construct an MPC protocol with the use of AHE, thus it is a
natural question to ask:

Problem. is it possible to construct two-round MPC with the black-box use of Additive
Homomorphic Encryption?

By focusing on AHE, this thesis aims to explore the possibility of constructing a two-
round MPC with black-box use of AHE. Since AHE is a stronger assumption than OT,
this thesis provides an improvement over the recent results of Garg et al. [2].

1.2 Multiparty Computation

Secure multiparty computation (MPC) is a powerful cryptographic paradigm that enables
mutually distrusting parties to input variables into the protocol and collaborate on com-
putation without compromising the privacy of their inputs. This concept goes beyond the
scope of outsourced computation by involving all the parties in the computation, rather
than having a single party perform computation on behalf of others.

The theoretical foundations of MPC were laid by Andrew Yao [36] in the early 1980s,
when he introduced the Garbled Circuits technique as a method for two parties to jointly
compute a function without revealing their individual inputs. The use of Garbled Circuits
was later generalized to multiple parties by Wigderson et al. [18] but with the difference
that the number of rounds for this protocol was linear in the depth of the circuit it was
computing. Over the years, MPC has evolved from a theoretical curiosity to a practical
tool used in various applications such as secure voting systems, privacy-preserving data
aggregation, and collaborative machine learning.
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Adversarial Models in MPC

In the domain of MPC, security is typically analyzed under two main adversarial models.

• Semi-honest Model: All parties follow the protocol honestly, but a certain thresh-
old of them might share their data with each other to learn information about the
other parties’ inputs.

• Malicious Model: In comparison to the semi-honest model, corrupted parties in the
malicious model can deviate from the protocol by not sending the messages as defined
in the protocol. These adversaries can collaborate with other corrupted parties to
learn additional information about the input of honest parties.

In this thesis, we assume that the adversaries are semi-honest.

Adversary Adaptiveness Models

The adaptiveness of adversaries in MPC protocols is a critical factor in protocol design:

• Non-Adaptive Model: In this model, the set of corrupted parties is fixed before
the protocol execution begins and does not change throughout the computation.

• Adaptive Model: In this model, adversaries can choose which parties to corrupt
during the execution of the protocol, potentially based on the information gathered
since starting the protocol, which introduces more complexity to ensure the security
of the protocol.

In this paper, we consider the adversaries as Non-Adaptive.

Communication Models

Another aspect of MPC protocols is the communication model among participants.

• Broadcast Channel: In this model of communication, all messages sent in the
protocol by all the parties are public to all parties involved in the computation. This
model simplifies the communication model but may increase the risk of information
leakage as all the parties see all the messages.
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• Private Channel: In this model, for every pair of participants, there is an encrypted
and secure communication channel that ensures that no outside observer can access
the contents of the communications.

In this thesis we assume that the communication model is over private channels, since
the result of this thesis is an impossibility result, this assumption makes the result of this
thesis stronger.

Building cryptographic primitives relies on secure reduction, the primary works in MPC
[36, 18] proved that the problem of realizing an n-party arbitrary function f reduces to
realizing a basic 2-party functionality called Oblivious Transfer [11, 32].

In Oblivious Transfer (OT) functionality, there is a receiver and a sender in which, the
receiver has x ∈ {0, 1} and sends it to the sender, the sender sends back mx where (m0,m1)
are his inputs.

When the number of parties is equal to 2, the reduction of [36] is round-preserving and
the number of rounds is equal to the number of the rounds for the underlying OT and
also, in the original protocol of Yao, it makes black-box use of a PRG. A long-standing
question has been whether n-party functionality f , where n > 2, can be reduced in a
round-preserving manner to 2-round OT. Combining the result of [6] and [18], it shows
that every n-party functionality f could be realized in constant rounds with parallel calls
to OT oracle and black-box use of PRG. A better result of constructing general MPC
with black-box use of 2-round OT is the work of [1] where they showed that an n-party
functionality f could be constructed in 4 rounds by making parallel calls to OT. Since then,
the question of whether it’s possible to construct a general n-party MPC with black-box
use of OT has been open until recently.

Srinivasan et al. [2] showed that if n > 2, there is no black-box reduction of n-party
functionality f to 2-round Oblivious Transfer. On the other hand, Garg and Srinivasan
[16, 7] constructed an MPC protocol with non-black-box use of the underlying OT.

A natural question in this line of work to ask is what primitives are enough to construct
a general 2-round MPC. A good question to ask could be what are other primitives that
one can construct Oblivious Transfer with in a black-box way but could not be used to
construct 2-round MPC in a black-box manner?

Considering a general functionality MPC for 2 rounds is a good idea since it is the
minimum number of rounds that can be considered; Also, the construction of reusable
two-round MPC was studied assuming indistinguishability obfuscation [13, 15], witness
encryption [19, 14], multi-key FHE [29, 31, 9] and also from DDH [4] and LPN [5] before
in another line of work.
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In this thesis, we prove that it is impossible to construct a two-round MPC based on
the black-box use of additively homomorphic encryption.
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Chapter 2

Background

In this chapter, we lay the groundwork for understanding secure multi-party computation
(MPC) by delving into fundamental concepts and introducing one of the seminal protocols
in the field: Yao’s Protocol.

2.1 Yao’s Protocol

Secure multi-party computation (MPC) protocols make a group of n people able to jointly
compute a function of their inputs without revealing any of their inputs to other people.
Yao [36] in his seminal work introduced the notion of MPC by asking a simple question
for two parties:

How can two millionaires, Alice and Bob, determine who is richer without disclosing
their actual wealth to each other?

Before diving into Yao’s MPC protocol, we will first establish the essential background
knowledge required for a comprehensive understanding of MPC protocols. Throughout
this thesis, unless otherwise specified, we denote security parameters by λ.

Definition 2.1.1 (Negligible Function). We call a function g : N → R+ a negligible
function if for any positive integer c, there exists η0, such that for all η ≥ η0, we have that
g(η) < 1

ηc
.

In cryptographic protocols, the security parameter, denoted as λ, plays a crucial role
in quantifying the level of security provided. It is often used to parameterize the size of
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keys, the number of rounds, or other aspects of the protocol that influence its security.
The concept of computational indistinguishability relies heavily on the security parameter.

Definition 2.1.2. (Computational Indistinguishability) Let λ ∈ N be a security param-
eter, let D1 = {D1,λ}λ∈N and D2 = {D2,λ} be two collection of distributions indexed by
λ. Then we call D1 and D2 computationally indistinguishable if for every polynomial time
adversary A:

|Pr[x1 ← D1,λ : A(1λ, x1) = 1]− Pr[x2 ← D2,λ : A(1λ, x2) = 1]| ≤ negl(λ)

We use D1 ≈c D2 to show that D1 and D2 are computationally indistinguishable.

At its core, computational indistinguishability means that no polynomial-time bounded
and non-uniform algorithm can distinguish between two samples from D1 and D2.

Now, we define the notion of round that we use in this thesis.

Definition 2.1.3 (Round definition). In an MPC protocol, a round is a synchronized
communication step where each party:

• Sends: Transmits messages to a specified subset of other parties. This subset may
be all other parties, a predetermined group, or even just a single party, depending
on the protocol’s design.

• Receives: Collects messages sent to them by other parties during that same round.

A protocol is said to have m rounds if it completes the computation within m such syn-
chronized communication steps.

To formally define the notion of MPC and its security and correctness, we need to
define two more definitions to finally define the notion of multiparty computation. In what
follows, we define the messages of the MPC protocols and also the view of each party in
the protocol in a concrete way.

Definition 2.1.4 (Message Definition). With the definition of round in Definition 2.1.3,
We denote the message that party Pi sends to party Pj in round t of the protocol by
msgti→j, meaning that party Pj doesn’t have access to msgti→j while computing msgtj→∗ in
round t.
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Definition 2.1.5 (View of Parties). For an n party m round MPC protocol Π with inputs
x⃗ = (x1, x2, . . . , xn) and randomness r⃗ = (r1, r2, . . . , rn), we define viewΠ

Pi
as a function

that takes as input the security parameter of the protocol Π, inputs and randomness of
the parties and outputs the view of the party Pi which consists of its input, randomness
and the messages he has sent and received, in other words, for 1 ≤ t ≤ m:

viewΠ
Pi
(1λ, x⃗, r⃗) = (xi, ri, {msgti→∗}t≤m, {msgt∗→i}t≤m)

Definition 2.1.6. A two-party protocol is defined with respect to a joint function f :
{0, 1}∗ × {0, 1}∗ → {0, 1}∗ called functionality. The interactive protocol ⟨A,B⟩ for this
functionality should satisfy the following properties:

• Correctness: For all inputs x, y ∈ {0, 1}∗:

Pr[output(⟨A(x), B(y)⟩ = f(x, y)] = 1

• Security: There exists PPT algorithms SimA and SimB such that for all inputs
x, y ∈ {x, y}∗:

SimA(x, f(x, y)) ≈c viewA(⟨A(x), B(y)⟩)

SimB(y, f(x, y)) ≈c viewB(⟨A(x), B(y)⟩)

The security property defined above is known as the simulation-based security or
ideal/real-world paradigm. In this paradigm, we assume that there is an Ideal world in
which there is a trusted third party that takes inputs (x1, x2, . . . , xn) from the parties,
computes and returns (y1, y2, . . . , yn) = f(x1, x2, . . . , xn) to the parties.

Since all the communication in the ideal world is happening over secure channels, the
protocol in the Ideal world, the above protocol in Ideal world satisfies the intuition of
security that no party can gain more information other than their input and output of
the computation. On the other hand, we can define a Real world in which the protocol
performs for parties by sending messages back and forth and not having a trusted third
party.

We argue that in a secure protocol, Π, Real world view of the adversary contains no more
information than its Ideal world view. If the view of party Pi on a given input in the Ideal
world is denoted by viewIdeal

i (x1, x2, . . . , xn) and in the Real world as viewReal
i (x1, x2, . . . , xn),

then for a set of adversaries C in the protocol, if there exists a PPT algorithm Sim that
can take input the view of parties in the Ideal world and produces a distribution that is
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indistinguishable from the views of adversaries in the Real world, then intuitively it means
this protocol is secure, or in another words:

Sim(viewIdeal
i (x1, x2, . . . , xn) ≈c view

Real
i (x1, x2, . . . , xn)

The interaction of the adversary with the real protocol is compared to its interaction
with an ideal functionality. If these two interactions are computationally indistinguishable,
the protocol is considered secure.

With this background, we can start to define the components of Yao’s protocol.

2.1.1 Oblivious Transfer

Oblivious transfer is a protocol between a receiver and a sender in which the receiver has
a bit b and the sender has two strings m0 and m1 and the goal of the protocol is that the
sender sends mb to the receiver without receiver revealing b to the sender.

Definition 2.1.7 (Oblivious Transfer). A two-party protocol ⟨S,R⟩ between a sender
S and a receiver R is called Oblivious Transfer(OT) if it satisfies the security and the
correctness.

• Correctness: For any input m0,m1 ∈ {0, 1}∗:

Pr[outputR(⟨S(m0,m1),R(b)⟩ = mb] = 1

• Security: There exists efficient simulators SimR and SimR such that for all m0,m1 ∈
{0, 1}∗ and b ∈ {0, 1} we have:

viewR((m0,m1), b) ≈c SimR(b,mb)

viewS((m0,m1), b) ≈c SimS(m0,m1)

2.1.2 Yao’s Garbled Circuit Protocol

Let f : {0, 1}n × {0, 1}m → {0, 1}k be a two-party functionality between Alice and Bob,
which they wish to jointly compute. Alice holds input x and Bob has input y. The goal is to
compute f(x, y) without revealing x to Bob or y to Alice. The function f is represented as
a boolean circuit consisting of gates G1, G2, . . . , Gt. Here is the description of the protocol.
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1. Alice Garbling the Circuit

(a) Wire Labeling

• For each wire w in the circuit, Alice generates two random keys k0
w and k1

w,
where kb

w represents the label for wire w carrying the bit b.

(b) Garbling the Gates:

• For each gate Gi in the circuit with input wires u and v and output wire
w, Alice makes a garbled table Ti. Each entry in the garbled table is an
encryption of the output wire’s label using the input wires’ labels as keys.

• For all combinations of input labels (ka
u, k

b
v) for input bits (a, b), Alice com-

putes Ekau,k
b
v
(k

Gi(a,b)
w ).

• The garbled table Ti for gate Gi for all i ≤ t consists of these encrypted
values.

(c) Input Encoding:

• For all bits xi of Alice’s input x, Alice selects the corresponding label kxi
wi
.

• Alice sends the collection of all garbled tables and the encoded inputs {kxi
wi
}

to Bob.

2. Oblivious Transfer for Bob’s Input

• For all bits yi of Bob’s input y, Alice and Bob engage in an OT protocol. In
each OT, Alice acts as the sender, and Bob acts as the receiver.

• For each bit input yj of Bob’s input, Alice inputs (k0
wj
, k1

wj
) for each input wire

wj.

• Bob receives the label k
yj
wj through OT without revealing information to each

other.

3. Evaluation of the Garbled Circuit by Bob

(a) Evaluation:

• Bob labels corresponding to his input bits y obtained through OT and the
labels corresponding to Alice’s input bits x received from Alice.

• For each gate Gi with input wires labeled (ku, kv) and output wire w, Bob
tries to decrypt the entries of the garbled table Ti and one of them will be
decrypt to label kw, where kw = Dku,kv(Ti)
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• Bob repeats this process for every gate and propagates the labels through
the circuit.

(b) Decoding the output:

• After propagation, Bob obtains the labels for the output bits.

• Alice provides the mapping from output wire labels to actual bit values,
enabling Bob to decode the final output f(x, y).

For rigorous proof of the security and correctness of Yao’s protocol, look at [25].

2.2 General MPC

Goldreich, Micali, and Wigderson [18] developed a generalization of the Yao protocol to ad-
dress the problem of secure computation between multiple parties. GMW protocol achieves
this goal by using secret sharing and the security of the protocol is against semi-honest
adversaries, but could be extended to security against malicious adversaries. In contrast
to Yao’s protocol which uses 2-round OT to construct a 2-round 2-party computation, the
number of the rounds in GMW is linear in the depth of the circuit. Thus, we can conclude
that 2-round OT functionality is a complete primitive for MPC in semi-honest adversaries
since one can construct the GMW protocol. Also, other results in this field showed that
2-round OT is complete for MPC in the presence of malicious adversaries [22, 23]. Table
2.1 gives an overview of important MPC protocols and Table 2.2 compares them with re-
spect to the number of rounds, communication complexity, computation complexity, and
security model.

But the gap that remains here is the fact that Yao’s protocol uses 2-round OT to achieve
2-round two-party computation but GMW for n parties realizes the protocol in more than
two rounds. Therefore, the following natural question arises:

Problem 2.2.1. Is it possible to construct a generic 2-round MPC with the black-box use
of 2-round OT?

Srinivasan et al. [2] answered this question by showing that 2-round MPC from black-
box use of 2-round OT is impossible.
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2.3 Black-Box Reductions in Cryptography

Black-box reductions are a fundamental concept in cryptographic research introduced by
Trevisan et al. [33]. In cryptography, a cryptographic primitive is known to have two
characteristics called correctness and security. The correctness property is defined as the
probability that we expect the primitive to act as described, and the security property
is defined as a computational task that an adversary aims to solve. If the adversary is
successful, we call that the adversary breaks the security of the primitive. If there is
no adversary of a certain class that can break the security of the primitive, we call this
primitive secure.

A black-box reduction in cryptography refers to a method of proving the security of a
cryptographic protocol or construction by relying solely on the assumption that an under-
lying cryptographic primitive is secure, without relying on the internal structure of these
primitives.

This means that the primitive is used as a black box, where the reduction does not access
any internal details of the primitive and interacts with it only via its standard interface.
Black-box reductions have some characteristics:

• Simplicity and Generality: Black-box reductions are favored for their simplicity
and the generality that they have. They allow for the broad application of results
across different implementations of the primitive, as long as the interface remains
consistent.

• Modularity: It enables a modular approach to protocol design, where different com-
ponents of a system can be analyzed and designed independently and later combined
without compromising security.

Definition 2.3.1. (from [2]) A cryptographic primitive P is called fully black-box reducible
to Q if for every construction q of Q with polynomial time oracle R,B, construction p = Rq

of Q has a property that (1) if q is correct, then p is correct and (2) if an adversary A
breaks the security of p, then there is an adversary BA,p that breaks the security of q.

Definition 2.3.2. Let P be a cryptographic primitive and O be a set of oracles and let M
be an unbounded oracle machine. We call M is O-query-bounded if M can make at most
polynomial number of queries to O. We say that p = BO is a construction of the primitive
P in the presence of oracles O if no O-query-bounded adversary can break p.
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Proposition 2.3.1. Let P and Q be two cryptographic primitives that there is a fully
black-box reduction from P to Q and let O be a set of oracles. If there is a construction p
of P in the presence of oracles O, there is also a construction of Q in the presence of O.

Proof. Let R be the fully black-box reduction from P to Q and p = CO be the construction
of P , then RCO

is a construction of Q which has the correctness property. If there is an
adversary AO with bounded number of queries to O, then BAO,CO

with that can break the
security of p with bounded number of queries.
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2.4 Formal Definition of MPC

In this section, we delve into a formal definition of MPC that specifically addresses the
presence of oracles entities that can provide computational assistance to the parties. This
definition will focus on the semi-honest security model, where parties are assumed to follow
the protocol honestly but may try to gain additional information from the messages they
receive.

Definition 2.4.1 (MPC). We say that an MPC protocol is (δ, ϵ, S)-secure in the presence
of oracles and semi-honest adversaries if with probability at least δ the protocol is correct,
the variable ϵ upper bounds the privacy error and also a distinguisher can at most make
S queries to the oracle.

Definition 2.4.2. Let O be a set of oracles, Xλ and Yλ be finite sets, and fλ : Xn
λ → Y n

λ be
functionality from inputs of n-parties to outputs of n-parties. Let ΠO be a n-party protocol
that computes fλ for n parties. We say that ΠO effectively computes fλ if there is a Turing
machine with access to oracles O that can compute the desired functionality in Poly(λ).
Assume that the inputs to the protocol is x = (x1, x2, . . . , xn), where xi is the input of
party Pi. We show the view of party Pi by viewΠ

Pi
(1λ, x1, x2, . . . , xn), which consists of the

randomness and input of Pi, transcript and answers of the oracle. We denote the transcript
of the protocol as T(ΠO(1λ, x1, x2, . . . , xn)). We say that ΠO is a (δ(λ), ϵ(λ), S(λ))-secure
protocol in presence of O, for δ(λ), ϵ(λ) : N→ [0, 1] and S(λ) : N→ N, if:

• Correctness: for every input (x1, x2, . . . , xn) ∈ Xλ and for i ∈ [n], party Pi will get
the output from ΠO(x1, x2, . . . , xn) which with probability δ is going to be equal to
the i-th bit of fλ(x1, x2, . . . , xn).

• Security: for every subset T ∈ [n] and vector of inputs x = (x1, x2, . . . , xn) and x′ =
(x′

1, x
′
2, . . . , x

′
n) where f(x) = f(x′) and xT = x′

T , and a non-uniform distinguisher D
which makes at most S queries to oracle O:

|Pr[DO({viewΠ
Pi
(1λ, x)}i∈T ) = 1]− Pr[DO({viewΠ

Pi
(1λ, x′)}i∈T )]| ≤ ϵ(λ)

One can consider a relaxation of the above definition when the inputs are chosen uni-
formly random from Xn

λ . With the same definition for correctness, we say that the protocol
securely computes f over random inputs. Also, for a distinguisher D that makes at most
S(λ) queries to O, and for every T ⊆ [n], we have:
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|Pr[DO(x⃗, x⃗′, {viewΠ
Pi
(1λ, x⃗)}i∈T ) = 1]− Pr[DO(x⃗, x⃗′, {viewΠ

Pi
(1λ, x⃗′)}i∈T )]| ≤ ϵ(λ)

Where x⃗ is uniformly chosen randomly from Xn
λ and x⃗′ is chosen randomly subject to

x⃗T = x⃗′
T and f(x⃗) = f(x⃗′).

Theorem 2.4.1 (Random security to standard security). If (1 − η, ϵ, S)-secure protocol
ΠO securely computes a function f over random inputs, then ΠO securely computes f over
worst case inputs, where ΠO is (1−Nη,N2ϵ, S)-secure, where N is the domain size of f .

Proof. Assume that the correctness of the protocol ΠO fails for some worst-case input
x⃗ ∈ Xn

λ with probability at least Nη, then if we consider the protocol over random inputs,
the probability of failure will at least be η. Hence, the probability of correctness of the
protocol ΠO is at least 1 − Nη. Also, if there exists a distinguisher D that can have an
advantage at least N2ϵ over worst case inputs x⃗ and x⃗′ where f(x⃗) = f(x⃗′) and x⃗T = x⃗′

T

then one can build a distinguisher D′ which on input x⃗ and x⃗′ outputs the result of D and
1 otherwise. Hence, D′ advantage is at least ϵ, which is a contradiction. Thus the result
follows.

This theorem establishes a powerful connection between the security of MPC protocols
over random inputs and their security over worst-case inputs. Since we have this connec-
tion, later on in this thesis we use this theorem to prove our results over random inputs,
which using this theorem one can prove the same result with normal inputs.

2.5 Additive Homomorphic Encryption

Additive Homomorphic Encryption (AHE) is a type of encryption that enables computation
on encrypted data. In this section, we formally define AHE and its properties.

Definition 2.5.1. An Additive Homomorphic Encryption E consists of a tuple of
algorithms E = (Gen,Enc,Dec,Evaluate) as below:

• Gen(1λ): an algorithm that is taking the security parameter λ as input and outputs
a pair (sk, pk) as secret and public key.

• Enc(pk,m; r): a randomized algorithm that is taking a public key pk, plaintext m,
and randomness r and outputs a ciphertext c.
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• Dec(sk, c): a deterministic algorithm that is taking a secret key sk and a ciphertext
c as input and deterministically outputs the plaintext m.

• Evaluate(pk, c∗, C): a deterministic algorithm that is taking a public key pk and a
tuple of ciphertext c∗ = (c1, c2, . . . , cn) alongside an additive circuit C, which is a
circuit only consists of addition gates, as input and outputs c′.

An additive homomorphic encryption scheme should satisfy the correctness and security
as below:

Correctness: we call an AHE E correct if for every (pk, sk) outputs by Gen(1λ), any
additive circuit C, any plaintexts (m1,m2, . . . ,mn) and ciphertexts c′ = (c1, c2, . . . , cn)
where ci = Enc(pk,mi) we have that:

c∗ ← Evaluate(pk, C, c′) =⇒ C(m1,m2, . . . ,mn) = Dec(sk, c∗)

Security: A challenger runs (pk, sk) ← Gen(1λ). For any PPT algorithm A with
the input (m0,m1) to the challenger and the bit b ← {0, 1}, the challenger returns cb ←
Enc(pk,mb) to A and b′ ← A(pk, cb). We say E is secure, if

|Pr[b′ = b]− 1

2
| ≤ negl(λ)

The adversary A can use Evaluate(pk, cb, C) in the process of producing the bit b′.

Fact 2.5.1. Additive Homomorphic Encryption (AHE) allows for efficient multiplication
of a ciphertext by a constant. Given a ciphertext c ← Enc(pk,m) and a constant η, it
is computationally feasible to obtain a new ciphertext Enc(pk, η · m) that represents the
encryption of the plaintext η ·m by adding Enc(pk,m) with itself, store it in a new variable
and do the same for O(log(η)) times.

Lemma 2.5.1. Using Additive Homomorphic Encryption, one can construct an oblivious
transfer protocol.

Proof. An OT protocol OT = (OT1,OT2,OT3) is defined as follows:

• OT1(b; r): it takes receiver’s choice bit b ∈ {0, 1} and its random tape r and outputs
the receiver’s message otm1.
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• OT2(otm1, (m0,m1); s): it takes receiver’s message otm1, the sender’s inputsm0,m1 ∈
{0, 1} and its random tape s, and outputs sender’s message otm2.

• OT3(otm1, otm2, b, r): it takes as input receiver’s and sender’s message as input along-
side the sender’s input and random tape, and outputs mb if there exists a unique
(m0,m1, s) for which OT1(b, r) = otm1 and OT2(otm1,m0,m1, s) = otm2

One can define OT = (OT1,OT2,OT3) using additive homomorphic encryption functions
as follows:

• OT1(b, r) = Enc(pk, b; r)

• OT2(otm1, (m0,m1); s) = Enc(pk, z) = Enc(Enc(pk, b).(m0 ⊕m1)⊕m0; s)

• OT3(otm1, otm2, b, r) = Dec(sk, otm2)

The correctness and the security of this OT protocol follow from the correctness and the
security of AHE.

Thus, exploring the problem of the impossibility of two-round MPC with the black-box
use of AHE is a contribution to the recent work of Srinivasan et al. [2].

2.6 Related Works

The work of Srinivasan et al. [2] showed that two-round MPC with black-box use of
two-round OT is impossible. We will briefly summarize their work.

Definition 2.6.1 (External Functionality). Let g(x, y) denote a two-party functionality
for an MPC protocol that takes x and y from two players and returns g(x, y) to both of
them at the end of the protocol. We denote by fg as the external version of g when fg
extends to a three-party functionality. In this extended setup, the third party does not
provide an input but it will receive the output of the two-party protocol g(x, y) at the end
of the protocol.

Next, we define when the transcript of an MPC protocol is called publicly decodable.
Later in this thesis, we use this definition multiple times.
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Definition 2.6.2 (Publicly Decodable Transcript). In an MPC protocol Π in the presence
of oracle O for the functionality f with inputs x⃗ = (x1, x2, . . . , xn), we call this protocol
publicly decodable transcript if there exists a deterministic function Dec that takes as input
the transcript of the protocol and outputs the output of the protocol. In other words, ∃Dec
such that:

f(1λ, x1, x2, . . . , xn) = Dec(T(ΠO(1λ, x1, x2, . . . , xn)))

If the input of Dec is an invalid ciphertext, Dec will return ⊥.

Fact 2.6.1. Every MPC protocol Π can be transformed into a protocol Π1 where Π1 has
publicly decodable transcript. If after the execution of the protocol Π, a party P sends the
output of the protocol to other parties, then this new protocol has a publicly decodable
transcript.

To prove the impossibility result, they assumed the existence of a protocol for external
3-party functionality for AND in the presence of oraclesO = {OT1,OT2,OT3}, as in Lemma
2.5.1. Then, through a couple of compilations, one can transform the first 3-party protocol
for external-AND functionality to a multi-round 2 party protocol for AND functionality in
a random oracle model which are known to be impossible [10, 24, 20, 26]. Therefore, the
first assumption of having a generic 2 round MPC with the black-box use of 2 round OT
is wrong. The process of transforming the former protocol into the latter consists of a
sequence of steps as follows in Figure 2.1.

The approach in [2] was to rule out the usage of the oracle OT3 by emulating its
functionality without querying this oracle, with the cost of privacy and correctness of the
original protocol. At the end of transformations, the protocol is a multi-round protocol for
the AND functionality g(x, y) = x.y with PDT (Publicly Decodable Transcript 2.6.2) in a
random oracle model, which is known to be impossible [20].

2.7 Gap Analysis:

Since the recent work of [2] proved the impossibility of 2-round MPC with black-box use
of 2-round OT and since AHE is a stronger assumption than OT, showing the impossibility
of 2-round MPC with black-box use of AHE is a new contribution.

In this thesis, we will closely follow the scheme provided by [2] to show the impossibility
result. We will define oracles for which there exists a AHE protocol and we will try to
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Figure 2.1: Process of the proof. Here, g(x, y) = x.y, f×(x, y,⊥) = g(x, y), PDT denotes
publicly decodable transcript
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simulate the queries to some of the oracles without querying them which results in a multi-
round protocol for g(x, y) = x.y with PDT in random oracle model, which is known to be
impossible.
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Table 2.1: Comparison of Multi-Party Computation (MPC) Protocols
MPC Proto-
col

Description Strengths Weaknesses Use Cases

Yao’s Protocol Two-party protocol
where one party
garbles a circuit,
and the other eval-
uates it.

Secure against
semi-honest adver-
saries, conceptually
simple.

High communica-
tion complexity,
not scalable for
many parties.

Secure function
evaluation, auc-
tions

GMW Protocol Secret sharing
based works for
both Boolean and
arithmetic circuits.

Secure against ac-
tive adversaries, ef-
ficient for small cir-
cuits.

High round com-
plexity, commu-
nication overhead
grows with circuit
size.

Secure voting, pri-
vate set intersection

BGW Protocol Uses secret sharing
and error correction
codes.

Secure against
active adversaries,
efficient for arith-
metic circuits.

High round com-
plexity, commu-
nication overhead
grows with circuit
size.

Secure machine
learning, secure
auctions

SPDZ Family
(SPDZ, MAS-
COT, etc.)

Preprocessing-
based protocols
using various tech-
niques for efficient
online phase.

Efficient for large-
scale computations,
actively secure.

Requires a trusted
setup for pre-
processing and
complex implemen-
tation.

Large-scale secure
computations, se-
cure machine learn-
ing

BMR Protocol Based on oblivious
transfer and gar-
bled circuits.

Secure against ma-
licious adversaries,
communication effi-
cient.

Requires a large
number of oblivious
transfers, computa-
tionally expensive.

Secure two-party
computations

Other Proto-
cols (TinyOT,
SPDZ2k, etc.)

Various protocols
optimized for spe-
cific settings or
types of computa-
tions.

Tailored to specific
needs, can be very
efficient.

Limited to specific
scenarios, may
require specialized
hardware or as-
sumptions.

Secure key manage-
ment, verifiable se-
cret sharing, pri-
vate information re-
trieval

Table 2.2: Comparison of Multi-Party Computation (MPC) Protocols
MPC Protocol Rounds Communication Computation Security Model
Yao’s Protocol 2 O(|C|λ) O(|C|λ) Semi-honest
GMW Protocol O(d) O(|C|λn2) O(|C|λn2) Active/Semi-honest
BGW Protocol O(d) O(|C|λn2) O(|C|λn2) Active/Semi-honest
SPDZ Family O(1) (online) O(λn2) (online) O(λn2) (online) Active
BMR Protocol 2 O(|C|λ+ λ2 log |C|) O(|C|λ2) Malicious
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Chapter 3

Main Result

In this section of the thesis, we describe the transformation of a 2-round 3-party MPC for
external-AND with black-box use of AHE oracles into a multi-round, information-theoretic
protocol for AND functionality in random oracle model, which we know that is impossible
[20]. Hence, it proves the claim of this thesis. We begin by describing the protocol and
the description of the oracles, and then we describe the transformations to rule out some
of the oracles.

We start by defining oracles that give rise to a 2-round protocol for AHE.

3.1 Setup

Oracles are abstract entities that provide specific functionalities to cryptographic protocols.
The presence of oracles can significantly impact the security of MPC protocols, as they may
provide adversaries with additional information or computational power. In this section,
we present a formal definition of the oracles that give rise to an additive homomorphic
encryption protocol.

Definition 3.1.1 (Oracles). O is a tuple of oracles (g, e, d,Hom) with the following syntax:

• g is a function that takes a secret key sk as input and outputs a public key pk.

• e is a probabilistic length tripling function that takes a public key pk, receiver’s bit
b ∈ {0, 1} and its random tape r ∈ {0, 1}n as input and outputs a ciphertext c. Thus
e(b; r) : {0, 1}n+1 → {0, 1}3n+3
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• d is a deterministic function that takes a secret key sk and a ciphertext c as input
and outputs b′ ∈ {0, 1} ∪ {⊥}.

• Hom(pk, c1, c2) is a deterministic function that takes a public key pk and ciphertexts
c1 and c2 as input and outputs c ∈ {0, 1}∗∪{⊥}, where c = e(pk, d(sk, c1)+d(sk, c2)).

Definition 3.1.2 (Oracle Transcript). For an arbitrary oracle O and party P in an arbi-
trary MPC protocol, we denote T(O, P ) to show the transcript of the communication be-
tween the party P and the oracle O. For the oracle O, we use the notation (u, v) ∈ T(O, P )
if P queries oracle O on input u and gets the answer v.

Definition 3.1.3 (Valid Ciphertext). For an arbitrary ciphertext c∗ ∈ {0, 1}3n+3 in the
range of the oracle e, we call it a valid ciphertext, if ∃(pk, b′, r′) such that c∗ ← e(pk, b′; r′).
If there is no such tuple, we call c∗ an invalid ciphertext.

Lemma 3.1.1. If a party asks for the decryption of a ciphertext c∗ by calling the d oracle,
with probability at most 1/2(2n+2) it could be the case that c∗ is not produced by calling
e oracle but is a valid ciphertext. In other words, a party can find a valid ciphertext c∗

without querying oracle e with probability 1
2(2n+2) .

Proof. We know that the oracle e takes a public key pk, a plaintext b ∈ {0, 1} and a random
tape r ∈ {0, 1}n as input and outputs a ciphertext c∗ ∈ {0, 1}(3n+3), we know that the size
of the domain of oracle e is 2n+1 and size of the range of this oracle is 2(3n+3), thus, if one
randomly picks a string c ∈ {0, 1}3n+3, with probability 2(n+1)

2(3n+3) = 1
2(2n+2) could be a valid

ciphertext.

For the proof of the main result of this thesis, we need to use a lemma in probability
theory.

Lemma 3.1.2. Let X1, X2, ..., Xt+1 be i.i.d random variables coming from a Bernoulli
distribution, where Pr[Xi = 1] = p for i ≤ t+ 1, then:

Pr[X1 = 0 ∧X2 = 0... ∧Xt = 0 ∧Xt+1 = 1] ≤ 1

t

The proof is discussed in Appendix A.0.1

Lemma 3.1.3. Let {Xλ}, {Yλ} and {Zλ} be a sequence of finite sets. For any function
g : Xλ × Yλ → Zλ if there exists a 2-round (1 − negl(λ), negl(λ), λw(1))-secure protocol
to efficiently compute the external function fg, as defined in 2.6.1, in the presence of
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oracle O defined as 3.1.1, then for an arbitrary polynomial ρ(λ), there exists a multi-
round (1− 1

ρ(λ)
, 1
ρ(λ)

, λw(1))-secure protocol that computes fg on random inputs and private
channels in random oracle model.

If we prove Lemma 3.3.3, then one can conclude that the lemma is also true for a
specific functionality g(x, y) = x.y. Thus, one can conclude that there exists a multi-round
2-party MPC protocol in the random oracle model for AND functionality. This results in
a contradiction and shows the impossibility as we discussed in the last chapter.

Next, We try to prove this lemma through a series of steps in Figure 3.1. We assume
the existence of a 2-round 3-party protocol Π for the functionality f×(x1, x2,⊥) = x1.x2. In
the first transformation, we emulate the third player and construct a new 2-round 2-party
protocol Π for AND functionality of the inputs with the publicly decodable transcript.
Then, we rule out the usage of d oracle in the first and second rounds of the protocol to
achieve a new 2-round 2-party protocol Π, with a loss in correctness probability and gain
in privacy error of the protocol. After this transformations, we will have a Multi-round,
information-theoretic protocol for the AND functionality, which we know from [20] that it
is impossible, where it leads to the contradiction of the existence of Π.

3.2 Step 1: Publicly Decodable Transcript

In this section, we define a 3-party 2-round MPC protocol Π and we give a transformation
of this protocol to another protocol Π where the new protocol is 2-party 2-round with an
extra feature that its transcript is publicly decodable.

Definition 3.2.1 (Protocol Π). The MPC protocol Π is a 2-round 3-party protocol for the
external functionality fg(x1, x2,⊥) = x1.x2 is a (1− negl(λ), negl(λ), λw(1))-secure protocol
in the presence of oracle O on random inputs over secure channels.

We now prove that we can transform the 2-round 3-party protocol Π to the new 2-party
2-round protocol Π with the cost of having more oracle calls. This proof follows the proof
in [2].

Lemma 3.2.1. Suppose that the 2-round 3-party protocol Π is a (δ, ϵ, S)-secure protocol
Π for fg on random inputs over secure channels in the case that at most 2 of the parties
are corrupted. Then there exists a 2-round 2-party (δ, ϵ,Ω(S))-secure protocol Π for g on
random input over secure channels with publicly decodable transcript.
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Figure 3.1: Different transformations of the proof. Here, g(x, y) = x.y, f×(x, y,⊥) =
g(x, y), PDT denotes publicly decodable transcript
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Proof. We convert Π to Π in such a way that we emulate P3 using a random tape provided
by P1 and performing P3’s functions by P1. We emulate party P3 in Π and remove it as
below:

1. In the first round, party P1 chooses a randomness r and emulates the actions of
player P3 using this randomness. In this way, we can consider P1 and P3 as a group
that they are working together. In this round, party P1 sends messages msg11→2 and
msg11→3 to P2 and P1.

Party P1 can generate messages that P3 would have sent in the original protocol,
msg13→1 and msg13→2, and send it to P1 and P2 respectively. At the end, party P2 will
produce the messages msg12→1 and msg12→3 and will send both to P1.

2. In the second round, P1 can producemsg21→3, msg21→2, msg23→1 andmsg21→3 based on its
randomness and the messages P1 received in the first round and send it to themselves
and P2 respectively. Then, P1 uses the randomness of P3 to generate msg23→1 and
msg23→2 it would have sent in the original protocol and also P1 will produce msg21→3

and msg21→2 and after that, she will send (msg23→2,msg21→2,msg21→3,msg11→3, r) to P2

and in this round, P2 will send (msg22→1, msg22→3) to party P1.

Lemma 3.2.2. The transcript T = T(ΠO(1λ, x1, x2,⊥)) of the 2-round 2-party MPC
protocol Π is publicly decodable.

Proof. After the execution of the protocol Π, P3 is able to calculate output fg based on
its randomness r3 and messages received from P1 and P2. In the protocol Π, messages to
P3 and its randomness r are embedded in the transcript T of the protocol. Let h(T; r) be
the function of P3 in Π in the second round that obtains the output. In Π, if we apply h
to the transcript, it will obtain the output of the protocol and thus, this function acts as
Dec, and Π has the publicly decodable transcript.

The security of the protocol Π follows the security of the protocol Π. If there is a
simulator for P1 in the new case, we will consider it as a simulator for P1 and P3 in the

primary protocol. In other words SimO
1 = Sim

O
{1,3} and Sim

O
2 = SimO

{2,3}.
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3.3 Step 2: Removing d oracle calls

In this section, we concretely define the protocol Π which we obtained in the last section.
Later on in this chapter, we transform the 2-party 2-round protocol Π to another 2-party
2-round protocol Π1[ρ] where this protocol doesn’t make d oracle calls and its security
correctness probability depends on the polynomial ρ(λ). For convenience, we call party P1

and P2, Alice and Bob respectively.

Definition 3.3.1 (Protocol Π). The MPC protocol Π is a 2-round 3-party protocol for
the functionality g(x1, x2) = x1.x2 is a (1 − negl(λ), negl(λ), λw(1))-secure protocol in the
presence of the oracle O on random inputs over secure channels with publicly decodable
transcript.

Next, we state a lemma that one can transform the protocol Π to another protocol Π1[ρ]
where the new protocol does not make d oracle calls and loses probability and security,
which will be parameterized over an arbitrary polynomial ρ(λ).

Lemma 3.3.1. Let ρ be an arbitrary polynomial. A 2-party 2-round (δ, ϵ,Ω(S))-secure
protocol Π on random inputs over the secure channel and with a publicly decodable tran-
script can be transformed into another 2-round 2-party (δ−1/ρ(λ), ϵ+1/ρ(λ),Ω(S))-secure
protocol Π1[ρ] on random inputs over secure channel with a publicly decodable transcript.

In the remainder of this section, we describe the compilation that can be performed on
the protocol Π to obtain the protocol Π1[ρ] and the proofs of its correctness and security.

3.3.1 Proof of Lemma 3.3.1

We start to prove the lemma 3.3.1 by introducing a compilation that uses the functions
of Π to form protocol Π1[ρ] over random inputs, in which d queries can be answered by
parties without making a call to d oracle.

The approach to remove the calls to the d oracle for the first round of the protocol
Π1[ρ] is to save the transcript of the calls to oracles d, e and Hom and for a d query of
a ciphertext c∗ each party tries to find its corresponding plaintext using these transcripts,
instead of calling d oracle. Also, we denote the set of oracles {g, e,Hom} by O′.

The approach to remove the d oracle calls in the second round is to use a set of
ciphertexts and their decryption produced by the other party in the first round to obtain
the decryption of the ciphertexts in the second round with an overwhelming probability
without calling d oracle.
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Definition 3.3.2 (Functions of Π). We denote parties P1 and P2 by Alice and Bob and
the functions they are performing by Alice and Bob, e.g. the function that Alice performs
in the second round of the protocol Π in the presence of the oracle O is denoted by AliceO2 .
Let P ∈ {Alice,Bob}, we denote by PO

k as the function in protocol Π that party P operates
on their input, randomness and the transcript of the protocol that is visible to this party

up until round k in the presence of the oracle O over random inputs. We denote by P
O
k

the same function, but in protocol Π1[ρ]. For example, Alice
O′

1 is the function that party
P1 (Alice) is operating in the first round of the protocol Π1[ρ] in the presence of the oracle
O′ over random inputs.

To compile out the usage of d oracle queries in the second round of Π1[ρ], Alice (Bob)
constructs a hint in the first round, as described in Definition 3.3.6, and sends it to Bob
(Alice). This hint helps the parties find the decryption of the ciphertexts that produced by
the other party in the first round with high probability. We continue by defining the Tree
data structure that we are using and also an auxiliary function that helps us understand
the proof.

Definition 3.3.3 (Homomorphic Binary Tree). In an n-party MPC protocol Π, for a set
of ciphertexts C = (c1, c2, . . . , cn) and an additive function f , we consider the computation
f(c1, c2, . . . , cn) that party P performs as a binary tree T = (V,E, r) where:

1. V represents the vertices of the binary tree where ∀v ∈ V this node includes a
ciphertext c.

2. E contains the edges of the tree where (u, v) ∈ E if v, u ∈ V and there exists an edge
between these nodes.

3. r represents the root of the tree.

In addition, ∀v ∈ V , (v.left, v.right) represents the left and right child node of of v in
T . Also, ∀v ∈ V , if {v.left, v.right} ≠ ∅, then we will have that:

v = Hom(pk, v.left, v.right)

for ∀v ∈ V , we denote the ciphertext it contains by v.value. Also, we denote the color
of each node v ∈ V by v.color. If party P can find the leaves of the sub-tree of node v all
being in T(e, P ), as defined in 3.1.2 , then v.color is 1, otherwise 0.
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Figure 3.2: Homomorphic Binary Tree constructed using Hom oracle calls

We start the compilation by defining an auxiliary function. The function LeafTraverse
takes a homomorphic binary tree T , a public key pk, and a pair of plaintext and ciphertext
(b, c) with respect to the public key. The function LeafTraverse returns the values of those
leaves of T with color 0.

Definition 3.3.4. Function LeafTraverse(T, c∗, pk) takes a tree T which represents a binary
tree and a ciphertext c∗ as an input and outputs a set of nodes v where v.color = 0. let
L = ∅ and do the following:

1. If ∃(c1, c2, pk) such that {c∗.left.value, c∗.right.value} = {c1, c2}, then add the output
of LeafTraverse(T, c1, pk) and LeafTraverse(T, c2, pk) to L.

2. else, add (c∗, pk) to L and return L.

Definition 3.3.5 (Decryptor). For a list L = {(c1, pk), . . . , (cn, pk)}, the function Decryptor
takes as input L and sk and outputs L′ = {(c1, b1), . . . , (cn, bn)} where pk ← g(sk) and
bi = d(sk, ci) for i ∈ [1 : n].

Example 3.3.1. As an example of the Definition 3.3.3, Figure 3.2 shows a homomorphic
binary tree T . LeafTraverse(T, c11, pk), where T is the tree and c11 is the value of a node,
this function returns the set {(c1, pk), (c2, pk), (c4, pk)} as the output of LeafTraverse. Also,
in Figure 3.2, a red leaf represents a node v where v.color = 0, which means that the party
who performed the computation, didn’t make the corresponding encryption of v.value.

Now, we are ready to introduce the protocol Π1[ρ]. First, we introduce another free
variable t in the definition below and later parameterize the polynomial ρ over t.
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Definition 3.3.6 (Compilation of d oracle). We define the compiled protocol Π1[ρ] as
below, where it is parameterized over t, which we will specify later.

• Alice
O′

1 : Let S1, S2 = ∅. simulate the execution of AliceO1 (x1; r1), where we show the
oracles as O = {g, e, d,Hom} and O′ = {g, e,Hom}:

1. For every g-query sk asked by Alice, call pk ← g(sk), add (pk, sk) to S1 and
return pk.

2. For every e-query (pk, b, r) asked by Alice, call c ← e(pk, b; r), add (pk, b, c) to
S2 and return c.

3. For every d-query (sk, c) asked by Alice, if ∃pk, b such that (pk, sk) ∈ S1 and
(pk, b, c) ∈ S2, return b; else ⊥.

4. For every Hom-query (pk, c1, c2) asked by Alice, if ∃(b1, b2, sk) such that (pk, sk) ∈
S1, (pk, b1, c1) ∈ S2 and (pk, b2, c2) ∈ S2:

(a) call c∗ ← e(pk, b1 + b2)

(b) add (pk, b1 + b2, c
∗) to S2.

(c) return c∗.

else, return ⊥.
5. Let msg11→2 be the output of AliceO1 (x1; r1) simulated as above.

Bob in Head: Let HAlice = ∅, for i = 1 to t do:

Let PTree = ∅. Simulate the execution of BobO2 (x
′
2,msg11→2; r

′
2) for (x

′
2, r

′
2)← {0, 1}∗:

1. For every g-query sk asked by Bob’s simulation, call pk← g(sk) and add (pk, sk)
to S1.

2. For every e-query (pk, b; r) asked by Bob’s simulation, call c ← e(pk, b; r), add
(pk, b, c) to S2, return c.

3. For every d-query (sk, c∗) asked by Bob’s simulation:

if ∃pk, b such that (pk, sk) ∈ S1 and (pk, b, c∗) ∈ S2:

(a) add Decryptor(LeafTraverse(PTree,c∗, pk), sk) to HAlice.

(b) return b.

else, return ⊥.
4. For every Hom-query (pk, c1, c2) asked by Bob’s simulation:

if ∃(b1, b2, sk) such that {(pk, b1, c1), (pk, b2, c2)} ⊆ S2 and (pk, sk) ∈ S1
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(a) call c∗ ← e(pk, b1 + b2), add (pk, b1 + b2, c
∗) to S2

(b) add (c∗, c1, c2, pk) to PTree.

(c) return c∗.

else, return ⊥.

Return (H,msg11→2).

• Bob
O′

1 : same as Alice
O′

1 .

• Bob
O′

2 (x2,msg11→2, HAlice; r2): Simulate the execution of BobO2 (x2,msg11→2; r2):

1. Let S3 = ∅, S4 = H and T = ∅.
2. For every g-query sk asked by Bob, call pk← g(sk) and add (pk, sk) to S3.

3. For every e-query (pk, b) asked by Bob, call c← e(pk, b; r2) and add (pk, b, c) to
S4

4. For every d-query (sk, c∗), call pk ← g(sk), add (pk, sk) to S3, if ∃b such that
(pk, b, c∗) ∈ S4, return b; else return ⊥.

5. For every Hom-query (pk, c1, c2) asked by Bob, if there exists (b1, b2) such that
(pk, b1, c1) ⊆ S4 and (pk, b2, c2) ⊆ S4, call c

∗ ← e(pk, b1 + b2; r2) ,add the tuple
((c∗, b1 + b2), (c1, b1), (c2, b2)), pk) to T and (pk, b1 + b2, c

∗) to S4, otherwise call
c∗ ← Hom(c1, c2, pk) and add (pk,⊥, c∗) to S4.

• Alice
O′

2 : Same as Bob
O′

2

• Dec
O′

: Simulate the execution of DecO(T(1λ, x1, x2)), For every d-query by Alice
(Bob) on c∗, if ∃b such that (c∗, b, pk) ∈ Alice, e ∪ Bob, e, then return b, else return
⊥.

Fact 3.3.1. Protocol Π1[ρ] does not call the d oracle in the first and second rounds and
the decoding phase of the protocol.

Fact 3.3.2. In the protocol Π1[ρ], if party P in the first round asks for the decryption of
a ciphertext c∗ if it is a valid ciphertext, then with probability at least 1− negl(λ) it is in
the transcript of the oracle e.
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Definition 3.3.7 (Ciphertext Types). If Bob (Alice) asks for the decryption of a ciphertext
c∗ in the second round of the protocol Π1[ρ], then it could be either:

1. An invalid ciphertext.

2. A valid ciphertext that has been asked by one of the parties in the protocol Π1[ρ].

3. A valid ciphertext in which no parties produced this ciphertext.

Based on Lemma 3.1.1, the third case appears with a negligible probability. Thus, with an
overwhelming probability ciphertext c∗ is either invalid or valid with the definition above.
Considering P ∈ {Alice,Bob}, where {P, P} = {Alice,Bob}, and for i ∈ {1, 2} we define
different types of ciphertexts with respect to P :

1. AtomiciP ciphertext: produced by party P in Round i of the protocol Π1[ρ] by calling
e oracle.

2. Composed1P ciphertext: produced by party P in the first Round of the protocol Π1[ρ]
by operating an additive function f on a set of Atomic1P ciphertexts.

3. Composed2P ciphertext: produced by party P in the second Round of the protocol
Π1[ρ] by operating an additive function f on a set of Atomic1P , Atomic2P , and Atomic1

P

ciphertexts.

Definition 3.3.8. For P ∈ {Alice,Bob} and i ∈ {1, 2}, we use the word Atomic ciphertext
to generally refer to AtomiciP ciphertexts and the word Composed ciphertext to refer to
ComposediP ciphertexts.

Fact 3.3.3. Every Composed ciphertext c∗ produced in protocol Π1[ρ] is produced by
applying an additive function on a set of Atomic ciphertexts.

Example 3.3.2. As an example of fact 3.3.3 for the party P ∈ {Alice,Bob} in the second
round, Figure 3.3 shows a binary tree T = (V,E, r) for V = {ci}i∈[1,11], edges are as in
Figure 3.3, and the root c11.

The tree T represents the function f = c1 + c2 + c3 + c4 + c7 + c8 where the root c11
represents the result of computation of the function f .

Assuming that these ciphertexts are valid and considering the definition 3.3.7, set of
ciphertexts S1 = {c1, c2, c4} is of type Atomic1

P
ciphertexts and thus we can state that

S1 ∈ Atomic1
P
∪ Composed1

P
. In addition, we can state that the set of ciphertexts S2 =
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Figure 3.3: Binary tree of computation

{c3, c7, c8} is a subset of Atomic1P∪Atomic2P . This assumption is correct since, if for a ci ∈ S2

we have that cj ∈ Composed1P ∪Composed2P , then one can consider the tree T ′ = (V ′, E ′, r′)
where r′.value = cj to attach to the current tree T . Thus, we can assume that for every
computation the tree is maximal, in the sense that the leaves are Atomic ciphertexts.

The binary tree represents an additive function performed on S1 and S2. A blue node in
this binary tree represents an Atomic1P ∪Atomic2P ciphertext where party P can obtain the
decryption of blue ciphertexts without calling d oracle by simply looking at the transcript
of its calls to the e oracle.

A red node in the binary tree represent an Atomic1
P
∪ Composed1

P
ciphertext. Also,

we can assume that since the tree T is maximal, every red leaf is an Atomic1
P
because we

can consider a Composed1
P
and the Atomic ciphertexts that make them, as another tree T ′

contained in T .

In the second round of Π1[ρ], party P can not find the decryption of a red node simply
by searching in T(P, e). As we will see later in this thesis, party P will use the hint that
party P constructs in the first round and sends it over to P after the first round, to try to
decrypt the Atomic1

P
ciphertexts in the second round.

Fact 3.3.4. For every d query that party P ∈ {Alice,Bob} wants to ask for a ciphertext
c in the second round of the protocol Π1[ρ], we can assume that if it is a valid ciphertext,
then with overwhelming probability ∃T = (V,E, r) such that r.value = c and for every leaf
vl ∈ V we have vl.value ∈ Atomic1

P
∪ Atomic1P ∪ Atomic2P .

In what follows, we show how the hint that each party produces in the first round is
going to be helpful for the other party in the second round. We will define what helpful
means and then prove the claim.
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Lemma 3.3.2. In the first round of the protocol Π1[ρ], if parties ask for q (where q ∈ N)
number of d queries, assuming that the correctness of the protocol Π is δ, then after the
round one of Π1[ρ], this protocol has at least δ − q

2(2n+2) correctness probability.

Proof. In the first round of the protocol Π1[ρ], if party P ∈ {Alice,Bob} calls the d oracle
for a ciphertext c∗, then c∗ could be any of these cases:

1. An invalid ciphertext.

2. A ciphertext in Atomic1P ∪ Composed1P .

3. With probability 1
2(2n+2) could be a valid ciphertext but it is not obtained by calling

e oracle.

If party P asks for the decryption of a ciphertext c∗ in the first round of Π1[ρ], then if
the first case happens, it will output ⊥ as the original protocol Π. If second case happens,
then we know that ∃(b, pk) such that (pk, b, c∗) ∈ T(P, e), then party P can simply return
b without actually calling d oracle.

On the other hand, if ∄(b, pk) such that (pk, b, c∗) ∈ T(P, e), then P outputs ⊥ which
is consistent with the protocol Π. Thus, since the number of d queries that P and P
ask in the first round of the protocol Π1[ρ] is q, the probability of third case happening
is insignificant and bounded by q

2(2n+2) . Thus, the correctness probability of the protocol
Π1[ρ] after the first round is at least δ − q

2(2n+2) .

Lemma 3.3.3. Assuming the existence of the 2 round 2 party (δ, ϵ,Ω(S))-secure MPC
protocol Π, the new protocol Π1[ρ] will have correctness of δ − 1/ρ(λ) − q

22n+2 , where the
loss term of q

22n+2 comes from the first round of execution of Π1[ρ] and the correctness loss
1/ρ(λ) comes from the second round of execution of the protocol Π1[ρ].

Proof. Let P ∈ {Alice,Bob} be one of the parties in the protocol Π1[ρ] where {P, P} =
{Alice,Bob}. Also, we denote the parties’ functions of the protocol as P = {Alice,Bob}.
For example if P = Alice, by P

O′

1 we mean the function that Alice performs in the first

round of the protocol Π1[ρ] in the presence of the oracle O′ or, in another word Alice
O′

1 as
defined in Definition 3.3.6.

Let rP be the number of Atomic1
P
ciphertexts that party P wants to query d oracle in

the second round of protocol Π1[ρ]. Also, we denoted the number of times P simulates
PO
2 in head in the first round of the protocol Π1[ρ] by t in 3.3.1. Later in this proof, we
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establish the relation between this free variable t and the polynomial ρ(λ) that protocol
Π1[ρ] depends on.

We will prove that the party P can answer all of the d queries that party P asks in the
second round of Π1[ρ] without calling the d oracle with the probability at least 1 − rP/t.
We call the HP helpful if party P can answer all the d queries using HP and without calling
d oracle.

After t times of simulation of PO
2 in head 3.3.6 by party P in the first round, party P

forms the hint HP from the set S2 in the first round and sends it to party P which s/he is
going to use in the second round.

We denote the set of tuples {(pk, b, c)} were added to HP in the j-th iteration of 1 by
Cj. Thus, HP =

⋃t
j=1Cj. Cj contains a set of ciphertext, plaintext, and the public key of

Atomic1
P
ciphertexts that party P produced in the first round and the party P in the head

asked for their decryption while simulating the function PO
2 .

We know that (t + 1)-th simulation of PO
2 over random inputs happens in the second

round of the protocol when executing P
O′

2 (x2,msg11→2, HP ; r2) in Π1[ρ] over random inputs.
When P wants to find out the decryption of a ciphertext c∗ during the simulation of PO

2 in
the second round of Π1[ρ], if it is a valid ciphertext, then the ciphertext would be one of:

1. Atomic1P ∪Atomic2P ciphertexts: In this case, since party P has access to T(P, e), then
with overwhelming probability 1 − 1/2(2n+2), party P can find the decryption of c∗

by looking at T(P, e) and if ∃(pk, b, c∗) ∈ T(P, e) such that c∗ ← e(pk, b), return b.
Thus, in this case, the party P doesn’t need to call d oracle.

2. Atomic1
P
ciphertexts: In this case, party P tries to find the decryption of this Atomic1

P

ciphertext by searching in hint HP . If ∃(pk, b) such that (pk, b, c∗) ∈ HP , then party
P answers d oracle queries of simulation of PO

2 in the second round of Π1[ρ] without
calling d oracle by simply returning b. We will find the probability of this event later
in the proof.

3. Composed2P ciphertexts: In this case, we know that ∃T = (V,E, r) where r.value = c∗.
The tree T is produced by party P by performing an additive function over Atomic
ciphertexts. If party P is able to find the decryption of all the ciphertexts in the leaves
of the tree T , then it can obtain the decryption of c∗ by trying to find the decryption
of Atomic ciphertexts as described above. If s/he is able to find the decryption of
Atomic1

P
ciphertexts in the leaves, then P can find the decryption of c∗. Thus, in the

end, we need to find this the decryption of Atomic1
P
ciphertexts
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Call the event that party P can answer the Atomic1
P
ciphertext d queries in 2 without

calling d oracle by looking at the hint HP a hit. On the other hand, if party P cannot find
the decryption of a Atomic1

P
ciphertext in HP in 4, we call this event a miss, meaning that

the hint provided by Alice is not useful to find the decryption of this particular ciphertext.
We claim that for a large enough t, with overwhelming probability every decryption query
in 4 could be answered.

For a valid ciphertext c, we define a set of random variables S = {Xc,1, Xc,2, . . . , Xc,t, . . .}
where Xc,i = 1 if in the i-th execution of PO

2 with random inputs, party P asks for the
decryption of this Atomic1

P
ciphertext c which P produced in the first round.

We know that after 3.3.6, PO
2 has been executed for t times and the next simulation of

PO
2 is in the execution of P

O′

2 during the second round of the protocol. We know that in
order for miss event to happen, party P needs to find the decryption of a ciphertext c∗ in
the second round of the protocol Π1[ρ] which did not appear in the hint HP . This means
that in the executions of party P in the head in the first round of the protocol by P , this
valid Atomic1

P
ciphertext wasn’t asked by P in the head.

Since the correctness and the privacy of protocol Π1[ρ] is with respect to random input
and during the execution of party P in the head, we use random inputs, thus the random
variables in S are i.i.d random variables. Using the lemma A.0.1 we know that for a
ciphertext c:

Pr[hit] = 1−Pr[miss] = 1−Pr[Xc,1 = 0∧Xc,2 = 0∧. . .∧Xc,t = 0∧Xc,t+1 = 1] ≥ 1−1

t
(3.1)

We know that if party P asks for the decryption of rP number of Atomic1
P
ciphertexts

Ciph = {c1, c2, . . . , crP } in the second round of the protocol, then Xci,t+1 = 1 for i ∈ [1 : rP ].
We define a set of random variables Yi for i ∈ [1 : rP ] where Yi = 1 if ∃(pk, b) such that
(pk, b, ci) ∈ HP or in another words, Yi := Xci,1 ∨Xci,2 ∨ . . . ∨Xci,rP . In order to see how
useful is the hint HP provided by party P in the first round, we define a random variable
success for party P in the protocol Π1[ρ] where success = 1 if Yi = 1, ∀i ∈ [1 : rP ]. We
know from 3.1 that Pr[Yi = 1] ≥ 1 − 1

t
and Pr[Yi = 0] ≤ 1

t
. Using union bound we have

that:

Pr[success] = Pr[Y1 = 1 ∧ Y2 = 1 ∧ . . . ∧ Yr = 1] = 1− Pr[Y1 = 0 ∨ Y2 = 0 ∨ . . . ∨ Yr = 0]

≥ 1− (
r∑

i=1

Pr[Yi = 0]) ≥ 1− rP
t

(3.2)
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Since rP is the number of d queries of party P wants to ask for Atomic1
P
ciphertexts,

then we should have that rP + rP is bounded by the number of queries which is Sλ. Thus,
if we choose t to be equal to Sλ.ρ(λ) for an arbitrary polynomial ρ(λ), then probability of
success in 3.2 is at least 1 − 1/ρ(λ). Thus, protocol Π1[ρ] will lose 1/ρ(λ) in correctness
probability in the second round and the proof of lemma 3.3.3 is complete.

Next, we discuss the security of the protocol Π1[ρ].

Lemma 3.3.4. Protocol Π1[ρ] is (ϵ + 1/ρ)-secure, where ϵ is the security probability of
the protocol Π.

Proof. We assume that there exists an adversary A that can compromise the security of
the protocol Π1[ρ] and also we assume that the privacy probability of the protocol Π1[ρ] is
ϵ′(λ). This means that for the adversary A and a party P ∈ {Alice,Bob} and random set
of inputs x⃗, x⃗′ we have:

|Pr[AO′
(x⃗, x⃗′, view

Π1[ρ]
P (1λ, x⃗)) = 1]− Pr[AO′

(x⃗, x⃗′, view
Π1[ρ]
P (1λ, x⃗′)) = 1]| > ϵ′(λ) (3.3)

We use this adversary A to build another adversary A′ for the protocol Π that this
adversary breaks the security of Π, this way, we prove that if the original protocol Π is
secure, then the new protocol Π1[ρ] is also secure. Consider this adversary A′, we know
that for the party P ∈ {Alice,Bob}:

view
Π1[ρ]
P (1λ, b) = (viewΠ

P (1
λ, b), HP ) (3.4)

In other words, the adversary A of the protocol Π1[ρ] takes as input two sets of inputs
x⃗ and x⃗′ and view of one of the parties P and is able to distinguish between these two sets
of inputs with a probability at least ϵ′(λ).

To prove the claim, we construct another adversary A′ using the protocol Π[ρ] and
the adversary A that can break the security of the protocol Π. This way we can reach a
conclusion that if Π is ϵ-secure, then Π[ρ] is (ϵ+ 1/ρ(λ))-secure.

To construct the adversary A′ for the protocol Π, we try to construct the view of party
P in the protocol Π1[ρ] using the view of party P in the protocol Π and the functions of
the parties in Π.
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To show this, we provide an algorithm Alg such that:

view
Π1[ρ]
P (1λ, b)← AlgO(viewΠ

P (1
λ, b)) (3.5)

The algorithm Alg has access to the oracle O ,where O = {g, e,d,Hom}, which for

P = {Alice,Bob} simulates view
Π1[ρ]
P using viewΠ

P and d oracle calls. Next, we will give a
description of the algorithm Alg.

For a party P ∈ {Alice,Bob}, let H̃P = ∅ and for i = 1 to t′ do:

1. Party P simulates PO
2 (x

′
1; r

′
2) for (x

′
1, r

′
1)← {0, 1}∗.

2. For every d query (sk, c∗) for a Atomic1
P
ciphertext that P in head is asking, P calls

on d oracle on (sk, c∗) and adds (pk, b, c∗) to H̃P , where b = d(sk, c∗).

Now we argue that for a large enough t′, H̃P is simulating the actual hint HP . For
now, let’s assume that the probability of this event happening is equal to Q which we will
parameterize later. We will show that with at least probability Q, for every (pk, b, c) ∈ HP

we have that (pk, b, c) ∈ H̃P . If we show that this is possible, then the adversary A′ can
produce H̃P themselves and use A as an adversary and distinguish between two different
sets of inputs in Π. In other words since in Π party P can perform a function on its view,
then:

|Pr[A′O(x⃗, x⃗′, viewΠ
P (1

λ, x⃗)) = 1]− Pr[A′O(x⃗, x⃗′, viewΠ
P (1

λ, x⃗′)) = 1]| =
|Pr[A′O(x⃗, x⃗′,Alg(viewΠ

P (1
λ, x⃗))) = 1]− Pr[A′O(x⃗, x⃗′,Alg(viewΠ

P (1
λ, x⃗′))) = 1]| =

Q|Pr[AO′
(x⃗, x⃗′, view

Π1[ρ]
P (1λ, x⃗)) = 1]− Pr[AO′

(x⃗, x⃗′, view
Π1[ρ]
P (1λ, x⃗′)) = 1]| > Q.ϵ′(λ)

(3.6)

Thus, if an adversary has ϵ′(λ) security advantage for the protocol Π1[ρ], then it will
have advantage Q.ϵ′(λ) over the protocol Π.

Now we try to find the parameter Q. For every execution of P in the head in 3.3.1,
if P asks for the decryption of a Atomic1

P
ciphertext, P adds it to H̃P . As in 3.3.3, for a

m ∈ H̃P we define an event hit if m ∈ HP and we define an event miss if m ̸∈ HH . We use
the same set of i.i.d random variables as in 3.3.3 by S = {Xc,1, Xc,2, . . . , Xc,t, . . .} where
Xc,i = 1 if in the i-th execution of PO

2 with random inputs, party P asks for the decryption
of this Atomic1

P
We know that in order to have a hit in this case, for ciphertexts that c that
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has been added to the hint in the j-th round of running P in the head, then the event of
miss can be interpreted as:

Pr[missc] = Pr[Xc,j = 1 ∧Xc,t+1 = 0 ∧ . . . ∧Xc,t+t′ = 0] ≤ 1/t′ (3.7)

So, we call the event of missing a ciphertext c in the simulation of the hint H̃P , thus,
the probability of generating every (pk, b, c) ∈ HP in H̃P is as follows, where Yi = 1 if
(pk, b, ci) ∈ HP and we will have a miss for ci, thus:

Pr[failure] = Pr[Y1 = 1 ∨ Y2 = 1 ∨ . . . ∨ Y|HP |] ≤ (

|HP |∑
i=1

Pr[Yi = 1]) ≤ |HP |
t′

(3.8)

Hence, we can choose t′ = ρ(λ).|HP | where in this way Pr[failure] ≤ 1/ρ(λ) which shows

the probability of not being able to produce viewΠ
P (1

λ, b) from view
Π1[ρ]
P (1λ, b) is at most

1/ρ(λ), which proves the result. Thus, if there exists an adversary A for the protocol Π1[ρ],
there exists an adversary A′ for the protocol Π, which results in a contradiction.

Fact 3.3.5. Based on Lemma 3.3.3 and Lemma 3.3.4, we can conclude that protocol Π1[ρ]
is a 2-round 2-party (1 − 1/ρ(λ), 1/ρ(λ),Ω(S) secure protocol with random inputs over
secure channels in the presence of an oracle O′.

Thus, this proves Lemma 3.3.1 which was the claim of this part of the thesis.

3.4 Step 3: Removing Hom queries

In the last section, we define the protocol Π1[ρ]. As in definition 3.3.6, protocol Π1[ρ] does
not use an oracle Hom. It can be done using the ideas from the impossibility of PKE in
random oracle models. Those impossibility proofs can be extended to this work in the
presence of a homomorphic oracle.
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Chapter 4

Conclusion

In this thesis, we tried to answer the following question:

Is it possible to construct a generic 2-round n-party multiparty computation protocol
with the black-box use of additive homomorphic encryption?

We started the thesis by defining different flavors of secure computation and defined
multiparty computation and some applications of it later on in the thesis.

We started showing the impossibility of the problem by assuming that it is possible to
have a generic 2-round n-party multiparty computation protocol Π for n > 2.

Since for every function f and n > 2 there exists such a 2-round MPC protocol, we
assumed the existence of this protocol Π with a special functionality f× for 3 parties P1,
P2, and P3 where party P3 does not provide inputs. The functionality f×(x1, x2,⊥) = x1.x2

of the protocol P takes as input the inputs of the parties P1 and P2 and returns x1.x2 to
all the parties after 2 rounds.

We used the existence of protocol Π to form the secondary protocol Π in which there
exist only two parties P1 and P2 with inputs x1 and x2 and at the end of the protocol both
parties get the output of x1.x2, with the difference that the transcript of this protocol Π
is publicly decodable.

For the next step, we assumed the existence of a set of oracles O = {g, e, d,Hom} where
it gives rise to additive homomorphic encryption primitive. We know that from [20] it’s
impossible to have a 2 party MPC protocol over random inputs in a random oracle model.
Thus, we tried to rule out the usage of d and Hom oracles. We gave the algorithm to
rule out the usage of d oracle with the cost of adding some privacy error and losing some
correctness probability.
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We didn’t give the description of ruling out the usage of Hom oracle and we will complete
in the paper version of this thesis later.
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Chapter 5

Future Work

In this chapter, we introduce the original problem that this thesis was aiming to solve but
appeared to be harder than we thought. We start by introducing some definitions that
help the reader to understand the problem.

Problem 5.0.1. Is it possible to construct a generic n-party 2-round MPC protocol in
Shoup’s generic group model?

5.1 Shoup’s Generic Group Model

The generic group model (GGM), as introduced by Shoup [35] is a theoretical framework
for analyzing the computation hardness of cryptographic problems in a group-theoretic
setting. It provides a way to abstract away the specific details of a group’s representation
and focus on the computational capabilities of generic algorithms that only interact with
the group through a limited set of operations.

To understand Shoup’s generic group model, we need to have some definitions.

Definition 5.1.1 (Discrete Logarithm Problem). Let G be a finite cyclic group of
order n with generator g. The discrete logarithm problem (DLP) is defined as follows:

Given an element h in G, find an integer x (if it exists) such that gx = h.

The integer x is called the discrete logarithm of h to the base g and is denoted as
x = logg(h)

Next, we need to define the DDH assumption:
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Definition 5.1.2 (DDH Assumption). Let G be a cyclic group of prime order q with
generator g. The DDH assumption states that the following two distributions are compu-
tationally indistinguishable:

1. (ga, gb, gab) where a and b are randomly chosen from Zq.

2. (ga, gb, gc) where a, b and c are randomly chosen from Zq

In other words, given ga and gb, it is computationally infeasible to distinguish between
gab and a random element in G.

Definition 5.1.3 (Shoup’s generic group model). Let G be a finite cyclic group of order
n. In the GGM, group elements are represented by randomly chosen unique labels (or
encodings). These labels have no inherent algebraic meaning and can be thought of as
abstract identifiers. The adversary is given access to two oracles:

1. Group Operation Oracle: This oracle takes two labels as input and returns the
label corresponding to their product in the group.

2. Equality Oracle: This oracle takes two labels as input and determines whether
they represent the same group element.

The adversary can only interact with the group through these oracles and is not allowed
to access the underlying representation of the group elements.

Note 5.1.1 (Generic Algorithm). A generic algorithm is an algorithm that only utilizes
the group operation and equality oracles and does not exploit any specific properties of
the group representation. The runtime of a generic algorithm is measured by the number
of queries it makes to the oracle.

To better understand how Shoup’s generic group model captures the computational
limitations of generic algorithms, we present the following example focusing on the discrete
logarithm problem:

Example 5.1.1. In the discrete logarithm problem, the adversary is given a generator g
of the group and an element h = gx. The goal is to find the integer x. In the GGM, the
adversary only has access to the labels of g and h and can only interact with the group
through the oracles. Shoup’s work proved a lower bound on the number of oracle queries
required by any generic algorithm to solve the discrete logarithm problem.
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5.2 Maurer’s Generic Group Model

To further explore the landscape of generic group models, we now present the definition of
Maurer’s model.

Maurer’s Generic Group Model (GGM), introduced by Ueli Maurer [28], is another
theoretical framework for analyzing the computational hardness of cryptographic problems
in group-theoretic settings. It shares similarities with Shoup’s GGM but differs in the way
group elements are represented and how the adversary interacts with the group [37, 27].
In what follows, we define Shoup’s and Maurer’s generic group model.

Definition 5.2.1. Let G be a finite cyclic group of order n. In Maurer’s GGM, group
elements are represented by abstract handles (or pointers) that have no inherent algebraic
meaning. The adversary cannot directly manipulate or examine the handles; they can only
interact with them through two oracles:

1. Group Operation Oracle: This oracle takes two handles as input and returns a
new handle representing their product in the group.

2. Equality Oracle: This oracle takes two handles as input and determines whether
they represent the same group element.

The adversary can only access the group through these oracles and is not given any infor-
mation about the underlying representation of the group elements.

Example 5.2.1. In the discrete logarithm problem, the adversary is given a generator g of
the group and an element h = gx. The goal is to find the integer x. In Maurer’s GGM, the
adversary only has access to the handles of g and h and can only interact with the group
through the oracles. The same lower bounds on the number of oracle queries required by
any generic algorithm to solve the discrete logarithm problem apply in Maurer’s GGM as
in Shoup’s GGM.

5.3 Differences of GGMs

Key Differences between Shoup’s and Maurer’s Generic Group Models:
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• Representation of Group Elements: A fundamental distinction lies in how group
elements are represented within each model. In Shoup’s GGM, group elements are
assigned random labels, effectively providing the adversary with a means to directly
identify and distinguish between individual elements. Conversely, Maurer’s GGM
employs abstract handles for group elements, denying the adversary any direct insight
into their internal representation or relationships.

• Adversary’s Access to Group Elements: This difference in representation leads
to varying levels of access for the adversary. Within Shoup’s GGM, the adversary is
granted direct visibility of the group element labels, enabling them to compare and
manipulate these labels during their analysis. In contrast, Maurer’s GGM restricts
the adversary’s interaction with group elements solely through oracles, preventing
them from directly accessing or manipulating the handles themselves.

In this thesis, we tried to prove the following impossibility result concerning the limi-
tations of multiparty computation:

general n-party 2-round MPC is impossible with black box use of Additive Homomorphic
Encryption

However, a potentially more impactful result and a promising direction for future re-
search would be to delve deeper and investigate the following question:

Problem 5.3.1. Is it possible to construct a generic n-party 2-round MPC protocol in
Shoup’s generic group model?

Since additive homomorphic encryption can be constructed in Shoup’s generic group
model, proving an impossibility result for the problem 5.3.1 will be a stronger result.
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Appendix A

Proofs

Lemma A.0.1. LetX1, X2, ..., Xt+1 be independent random variables coming from Bernoulli
distribution, where Pr[Xi = 1] = p for i ≤ t+ 1, then:

Pr[X1 = 0 ∧X2 = 0... ∧Xt = 0 ∧Xt+1 = 1] ≤ 1

t

Proof. Let X1, X2, . . . , Xt+1 be independent random variables from a Bernoulli distribution
where Pr[Xi = 1] = p for i ≤ t+ 1. We want to show that:

Pr[X1 = 0 ∧X2 = 0 ∧ · · · ∧Xt = 0 ∧Xt+1 = 1] ≤ 1

t
.

Since the random variables are independent, the probability of the joint event can be
written as the product of individual probabilities:

Pr[X1 = 0∧· · ·∧Xt = 0∧Xt+1 = 1] = Pr[X1 = 0] ·Pr[X2 = 0] · . . . ·Pr[Xt = 0] ·Pr[Xt+1 = 1].

Given Xi ∼ Bernoulli(p), we have Pr[Xi = 0] = 1− p and Pr[Xt+1 = 1] = p. Therefore:

Pr[X1 = 0 ∧X2 = 0 ∧ · · · ∧Xt = 0 ∧Xt+1 = 1] = (1− p)t · p.

To show that this probability is less than or equal to 1
t
, we need to demonstrate:
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(1− p)t · p ≤ 1

t
.

To maximize (1− p)t · p, we take the derivative with respect to p and set it to zero:

d

dp

(
(1− p)t · p

)
= (1− p)t − tp(1− p)t−1 = 0.

Solving this, we get:

(1− p)t = tp(1− p)t−1 =⇒ 1− p = tp =⇒ p =
1

t+ 1
.

Evaluating the function at p = 1
t+1

:

(1− 1

t+ 1
)t · 1

t+ 1
=

(
t

t+ 1

)t

· 1

t+ 1
.

Using the approximation
(
1− 1

t+1

)t+1 ≈ 1
e
:

(
t

t+ 1

)t

≈ 1

e
=⇒

(
t

t+ 1

)t

· 1

t+ 1
≈ 1

e
· 1

t+ 1
≈ 1

t · e
.

Since 1
t·e ≤

1
t
for all t ≥ 1, we conclude:

(1− p)t · p ≤ 1

t
.

Thus, we have proven that:

Pr[X1 = 0 ∧X2 = 0 ∧ · · · ∧Xt = 0 ∧Xt+1 = 1] ≤ 1

t
.

54


	Author's Declaration
	Abstract
	Acknowledgements
	Dedication
	List of Figures
	List of Tables
	Introduction
	Outsourced Computation
	Multiparty Computation

	Background
	Yao's Protocol
	Oblivious Transfer
	Yao's Garbled Circuit Protocol

	General MPC
	Black-Box Reductions in Cryptography
	Formal Definition of MPC
	Additive Homomorphic Encryption
	Related Works
	Gap Analysis:

	Main Result
	Setup
	Step 1: Publicly Decodable Transcript
	Step 2: Removing d oracle calls
	Proof of Lemma 3.3.1

	Step 3: Removing Hom queries

	Conclusion
	Future Work
	Shoup's Generic Group Model
	Maurer's Generic Group Model
	Differences of GGMs

	References
	APPENDICES
	Appendix

