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Abstract

As the volume of digital data continues to grow rapidly, efficient data reduction techniques,
such as deduplication, are essential for managing storage and bandwidth. A key step in
deduplication is file chunking, which is typically performed using Content-Defined Chunk-
ing (CDC) algorithms. While these algorithms have been studied under random data, their
performance in the presence of zero-entropy data, where long sequences of identical bytes
appear, has not been explored. Such zero-entropy data are common in real-world datasets
and introduce challenges for CDC in deduplication systems.

This thesis studies the impact of zero-entropy data on the performance of both hash-
based and hashless state-of-the-art CDC algorithms. The results show that existing algo-
rithms, particularly hash-based ones, are inefficient at detecting and handling zero-entropy
blocks, especially when these blocks are small, which reduces space savings. To address
this issue, I propose ZERO (Zero-Entropy Region Optimization), a system that can be in-
tegrated into the deduplication pipeline. ZERO identifies and extracts zero-entropy blocks
prior to chunking, compresses them using Run-Length Encoding (RLE), and stores their
metadata for later reconstruction. ZERO improves deduplication space savings by up to
29% without impacting throughput.
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Chapter 1

Introduction

The amount of digital data is growing rapidly. In 2020, global data production reached
64.2 zettabytes, and it is expected to exceed 390 zettabytes by 2028 [13]. Previous studies
show that large amounts of data stored on the cloud are redundant [31]. To cope with
this massive growth and eliminate redundant content, cloud storage providers rely on
numerous mechanisms, including distributed file systems [10], [15], data compression [24],
and data deduplication [6], [36]. Among these, data deduplication plays a vital role in
reducing this redundancy by identifying the redundant copies and avoiding their storage
and transmission, thus reducing storage requirements and conserving network bandwidth
[31], [19], [18].

Data deduplication typically involves multiple stages [6], where file chunking comes
first. In this stage, the deduplication systems divide the source data into smaller chunks,
as chunk-level data deduplication is more effective than file-level data deduplication [19].
Then, the system hashes each chunk using a collision-resistant hashing function to gen-
erate a unique fingerprint. After that, the system compares these fingerprints against an
index of previously seen fingerprints to identify duplicates. Finally, the system discards
duplicate chunks, stores the unique chunks, and adds their fingerprints to the index for
future reference.

Most deduplication systems use Content-Defined Chunking (CDC) algorithms, which
divide files based on their content. Numerous CDC algorithms exist in the current lit-
erature [44], [41], [33], [20], each offering different levels of deduplication space savings
and chunking throughput. There are two categories of CDC algorithms: hash-based and
hashless algorithms. Hash-based algorithms, such as Rabin’s chunking [20] and FastCDC
[41], use a rolling hash function to determine the boundary of chunks. Hashless chunking

1



algorithms, such as Asymmetric Extremum (AE) [44] and Rapid Asymmetric Maximum
(RAM) [33], identify chunks based on local minima/maxima in the data stream.

There are a large number of real-world datasets that include low-entropy regions. For
example, virtual machine (VM) disk images often contain large sections filled with zeros,
and scientific datasets may contain repeated measurement values. These regions offer
an opportunity for optimization because they are easy to compress and can be detected
with minimal computation. However, most modern deduplication systems do not explicitly
handle such low-entropy patterns. In my thesis, I focus on the extreme case of low-entropy,
known as zero-entropy, which is a long sequence of repeated bytes, such as zeros. I chose
zero-entropy because it is easy to detect and process, and working with it provides greater
benefit compared to general low-entropy regions.. My hypothesis is that leveraging zero-
entropy blocks can improve deduplication performance.

I begin with a characterization study of zero-entropy data blocks across real-world
datasets, focusing on their ratios, sizes, distributions, and repeated byte values. I selected
datasets that were expected to contain zero-entropy regions, and verified that they do.
I study three datasets from different domains: Linux kernel source codes [17], virtual
machine disk images [29], and the CORD-19 scientific research dataset [32]. I developed
a tool that detects and analyzes zero-entropy blocks. The results show that zero-entropy
blocks exist in some production datasets with significant ratios ranging from 10% to 28% of
the total size of the dataset. Most of these zero-entropy blocks are small, typically 8 to 32
bytes, and also appear across the entire dataset, not just in certain regions. Additionally, I
have found that each dataset has a dominant repeated-byte value, which can simplify the
encoding process.

Then, I study the impact of the zero-entropy blocks on the behavior of CDC algorithms.
I use synthetic datasets with inserted zero-entropy blocks of varying sizes to evaluate this
impact. I evaluate four state-of-the-art CDC algorithms, AE, FastCDC, Rabin, and RAM,
across four key metrics: space savings, chunking throughput, chunk size variance, and
artificial boundary percentage. The results reveal that CDC algorithms often struggle to
detect and isolate small zero-entropy blocks, resulting in lower deduplication efficiency.
However, hashless methods like AE and RAM exhibit more consistent performance with
larger zero-entropy blocks due to their lower chunk size variance. These findings high-
light the limitations of state-of-the-art CDC techniques and motivate the exploration of
techniques to leverage zero-entropy data.

Based on these findings, I propose ZERO (Zero-Entropy Region Optimization), a
lightweight preprocessing stage that runs before chunking and fingerprinting. ZERO scans
the input data stream, extracts zero-entropy blocks, and encodes them using Run-Length
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Encoding (RLE) [11], which is appropriate to encode long sequences of the same byte.
ZERO stores these encoded blocks separately, along with metadata that allows them to be
restored later. By reducing the amount of data passed to CDC algorithms, ZERO improves
deduplication efficiency.

I evaluate ZERO using experiments on three real-world datasets: VDI, LNX, and
CORD-19, and four state-of-the-art CDC algorithms: AE, FastCDC, Rabin, and RAM,
using average chunk sizes of 4 KB, 8 KB, and 16 KB. The evaluation focuses on three
main metrics: space savings, throughput, and end-to-end processing time. Compared to
deduplication systems, ZERO improves space savings by 6–29 % across all datasets and
CDC algorithms, with the largest gains in datasets containing more zero-entropy data. For
throughput, ZERO presents comparable or slightly higher performance than deduplication.
For the end-to-end evaluation, most CDC algorithms benefit from ZERO, with the Rabin
algorithm presenting the greatest improvements of 24% faster than without ZERO due
to reduced chunking overhead. While compression achieves higher space savings, ZERO
presents high throughput, achieving 25× faster processing than compression while still
offering high storage reduction.

The rest of this thesis is structured as follows. Chapter 2 presents background details
on chunking and deduplication. Chapter 3 provides a study of the characterization of
zero-entropy data in real-world datasets. Chapter 4 examines the impact of zero-entropy
data on CDC algorithms, and Chapter 5 shows the proposed design with its evaluation.
Chapter 6 summarizes related work, and I conclude in Chapter 7.
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Chapter 2

Background

This chapter covers the background information used in this thesis on data deduplication,
chunking algorithms, and data entropy.

2.1 Data Deduplication

The rapid growth of digital data increases the demand on modern storage systems [13].
To handle the increasing volume of data effectively, these systems rely on data reduction
methods such as data deduplication [6], [36]. In particular, backup and archival systems
commonly use data deduplication. This helps optimize storage efficiency within large-scale
storage systems [19] by eliminating redundant data. It removes redundancy by dividing
files into chunks and storing only one copy of each unique chunk.

Figure 2.1 shows the workflow of the data deduplication process, which consists of four
main steps:

1. File Chunking: The system divides each file into smaller parts called chunks using
chunking algorithms.

2. Chunk Hashing: The system computes a fingerprint for each chunk using a collision-
resistant hash function, such as SHA-1 [2] to generate fingerprints.

3. Fingerprint Indexing: The system compares fingerprints against a database of pre-
viously observed fingerprints. A duplicate fingerprint indicates a duplicate chunk,
which the system eliminates without losing any unique data.
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Figure 2.1: Data deduplication workflow.

4. Storage Management: The system stores only the unique chunks and adds their
fingerprints to the database for future comparisons.

2.2 File Chunking

File chunking is the first step in the deduplication pipeline and is a critical stage in the
deduplication process [19]. Most deduplication systems in production use Content-Defined
Chunking (CDC) algorithms to divide files into chunks based on data characteristics. This
requires scanning each file in its entirety. Chunking algorithms impact deduplication ef-
ficiency as well. Tuning chunking algorithms to generate larger chunks reduces indexing
and metadata overheads, while smaller chunk sizes can enhance the space savings achieved
by deduplication.

2.3 Content-Defined Chunking (CDC)

CDC algorithms slide a window over the source data. When the data within the window
matches certain target characteristics, they insert chunk boundaries to divide the data into
chunks. To control chunk variability, the algorithm may not find a suitable chunk bound-
ary, or it may find very small chunks that increase indexing overhead. To address this,
algorithms have a minimum chunk size, ensuring that no boundary is placed smaller than
this limit. Similarly, when the CDC cannot find a natural boundary before reaching the
maximum chunk size, it inserts an artificial chunk boundary [20], [41]. A high percentage of
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Figure 2.2: Hash-based CDC algorithms.

artificial boundaries typically reduces deduplication efficiency, since such boundaries may
not align with repeated or redundant content.

CDC algorithms are generally categorized into hash-based and hashless algorithms. Fig-
ure 2.2 illustrates a hash-based CDC algorithm, where a fixed-size sliding window moves
forward one byte at a time over the data stream. With each slide, the hash value of the
data within the window is calculated using a rolling hash algorithm. Whenever this hash
value matches a target value, a chunk boundary is inserted. The window size is typically
chosen relative to the target average chunk size. Examples of hash-based algorithms in-
clude Rabin’s chunking [20] and FastCDC [41]. These algorithms insert a chunk boundary
when the lower n bits of the window’s rolling hash value equal zero. I note that the hash-
ing algorithms used here differ from the collision-resistant algorithms used for fingerprint
indexing.

On the other hand, hashless CDC algorithms detect boundaries based on byte values
rather than hash values, such as Asymmetric Extremum (AE) [44] and Rapid Asymmetric
Extremum (RAM) [33]. They inspect the contents of the window to find local extrema
(minima or maxima) and use those positions as chunk boundaries.

Figure 2.3 shows how the Asymmetric Extremum (AE) algorithm works. AE uses a
variable-sized window and a fixed-sized window, with a target byte between them. AE
slides over the data and checks if the target byte is an extreme value, either the minimum
or maximum within the fixed-size window. If it is, the algorithm places a chunk boundary
at the end of the fixed-size window. If not, the variable window expands by one byte and
the check continues.

Figure 2.4 illustrates the Rapid Asymmetric Maximum (RAM) algorithm, which re-
verses the places of windows compared to AE. Each chunk starts with a fixed-size window
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Figure 2.3: Asymmetric Extremum (AE).

Figure 2.4: Rapid Asymmetric Maximum (RAM).

and ends with a variable-size one. A sliding window scans the variable region and places
the chunk boundary when the next byte after the window is at least as large as the max-
imum value inside the variable window. The fixed-size window identifies the maximum
byte value to serve as a threshold, while the variable-size window scans ahead to find the
first byte that meets or exceeds this threshold, marking the end of the chunk.

2.4 Data Compression

Compression is another data reduction method that encodes repeated patterns to save
space. However, it often processes data more slowly. For example, GZIP [9] is a lossless
compression technique that identifies repeated byte patterns and replaces them with shorter
codes, using fewer bits for common patterns to reduce file size while maintaining full
data recovery. In addition, run-length encoding (RLE) [11] is a simple version of lossless
compression techniques that stores one copy of a repeated data value along with how many
times it occurs in a row. In this thesis, I focus on data deduplication, which is widely used
in large-scale backup systems.
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2.5 Data Entropy

Entropy, borrowed from information theory [34], measures the randomness or variability
within data. Claude Shannon’s work [26] proposed foundational steps for understanding
how entropy influences the processing and transmission of data. He explains that messages
with more randomness have higher entropy. Mathematically, Shannon defines entropy
using the formula:

H(X) = −
∑
x∈X

p(x) log2 p(x), (2.1)

where X is a discrete random variable representing all possible byte values, and p(x) is the
probability of occurrence of a particular value x ∈ X.

Low-entropy blocks represent a high degree of redundancy, such as repeated bytes
or patterns [25]. These blocks are important in data deduplication because their low
variability makes them good candidates for detection and extraction. In this thesis, I
focus on the most extreme case of low-entropy, which is zero-entropy blocks. These are
uniformly repeated byte sequences, such as (00000000000), rather than alternating patterns
like (0101010101) or irregular repetitions such as (000010000000100). I chose zero-entropy
blocks because they are easy to detect and can be processed with minimal effort. Encoding
repeated data values is fast, and targeting such blocks provides the greatest benefit in
improving deduplication efficiency.

My observation is that zero-entropy blocks are common in real-world datasets and
are important for optimizing current deduplication techniques. This is important because
deduplication plays a key role in reducing storage space in large backups and archival
systems.
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Chapter 3

Characterizing Zero-entropy Data in
Real Datasets

The goal of this chapter is to study the characteristics of real-world data to find the
percentage of zero-entropy blocks in real-world data sets. I focus on zero-entropy blocks
because they are easier to detect and extract, making them a good target for space savings
with minimal computational overhead during encoding. Studying zero-entropy blocks gives
me a lower bound on the benefits of leveraging low-entropy regions for space savings. I
aim to understand the size, distribution, and location of these blocks within files, as well
as the values of the most frequently repeated bytes. These characteristics are important
because they affect how I handle zero-entropy during deduplication.

To do this, I used datasets from three domains, including virtual disk images, Linux
kernel archives, and scientific research files. I built a tool that scans these datasets, analyzes
the content, and detects any repeated byte sequences. The tool focuses on identifying zero-
entropy blocks, which represent no randomness. Specifically, I consider any sequence of
eight bytes or more that has the same value a zero-entropy block. I chose eight as the
threshold because it represents the size of the largest primitive data types, such as a
double. Smaller repeated sequences could just be part of a single primitive value, rather
than real redundancy.

Smaller repeated patterns may be part of common data types and do not yield savings
when encoded.
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3.1 Datasets Overview

For this study, I selected datasets that I expected to contain zero-entropy regions, and
then verified that they do. This ensures the datasets are representative of real-world cases
where zero-entropy blocks exist. I use three datasets in this characterization study:

• Linux kernels (LNX) [17]: This dataset includes 158 TAR files (.tar) of Linux
kernel source code, ranging from 20 MB to 1 GB, with a total of 65 GB. It covers
various kernel versions from Linux 2.0 to Linux 6.5. Each TAR file includes the full
source tree for one version. These versions share common files and structures.

• Virtual Machine Disk Images (VDI) [29]: This dataset has 48 virtual disk image
files (.vdi), each between 1 GB and 5 GB in size, with a total of 121 GB. The files
contain Linux distributions including Ubuntu, Fedora, Debian, and CentOS. VDI files
store full virtual machine disk images, which often include large sections of space or
repeated byte patterns.

• COVID-19 Open Research Dataset (CORD-19) [32]: This dataset is a collec-
tion of articles and data released in response to the global COVID-19 pandemic. It
includes over one million scholarly articles related to COVID-19 and similar viruses,
with more than 400,000 full-text entries. The dataset contains different files in .csv,
.txt, and .pdf formats, with a total of 81.5 GB. The files mainly contain raw data
about COVID-19 cases, diagnostics, and research findings. This dataset was col-
lected by researchers who removed redundant data during collection. Specifically,
they group records that refer to the same paper using unique identifiers. From each
group, they keep only one metadata record and discard any duplicates or incomplete
versions.

3.2 Identifying Zero-Entropy Data

To analyze the zero-entropy blocks in datasets, I built a tool that scans all files in each
dataset and detects zero-entropy blocks. The tool records the size of each block and its
byte value. Then, it groups block sizes into ranges.

Table 3.1 presents key properties of datasets, including the dataset size, number of files,
the percentage of zero-entropy blocks, and the percentage of files that have zero-entropy
blocks. The table shows a large number of zero-entropy blocks in these datasets. For
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Dataset Size Description Number
of files

Percentage
of files with

zero-
entropy

Zero-
entropy

percentage

LNX
[17]

65 GB 158 Linux kernel
distributions in TAR

format

158 100% 10%

VDI
[29]

121 GB 48 Virtual Desktop
Infrastructure Images

48 100% 28%

CORD-
19 [32]

81.5 GB COVID-19 Open
Research Dataset

717,120 80.25% 28.5%

Table 3.1: Zero-entropy information in real-world datasets.

instance, in the VDI dataset, which has a total size of 121 GB, 34 GB (28%) of the data is
zero-entropy. All files in this dataset contain zero-entropy data. Similarly, the CORD-19
dataset contains 81.5 GB of data and 717,120 files (80% of its files have zero-entropy), has
a zero-entropy ratio of 28.5%. The LNX dataset contains a 10% zero-entropy ratio of its
size, and 100% of its 158 files contain zero-entropy blocks. These percentages highlight
the existence of high zero-entropy blocks in each dataset. Because the datasets come
from different domains, the results show that zero-entropy blocks appear in a variety of
real-world domains and motivate building systems that can exploit them.

3.3 Block Size Distribution

Figure 3.1 shows the cumulative distribution function (CDF) of the size of zero-entropy
blocks. In all three datasets, the majority of zero-entropy blocks are small, between eight
bytes and two kilobytes. However, the distribution varies by dataset.

In the VDI dataset, 63% of the zero-entropy data is found in the smallest block range
(8–15 bytes). The cumulative distribution increases gradually, with 98% of zero-entropy
data located in blocks smaller than 256 bytes. In the CORD-19 dataset, 99% of zero-
entropy data appears in blocks smaller than 32 bytes. In contrast, the LNX dataset shows
a broader distribution, with zero-entropy blocks spread over a wider range of block sizes, up
to 256 bytes. Although the exact distributions differ across datasets, the presence of many
small zero-entropy blocks in all three confirms that this is a common pattern. Additionally,
these insights guide my synthetic dataset generation in Chapter 4
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Figure 3.1: CDF of zero-entropy data across block size ranges.

3.4 Distribution Within Files

One important characteristic of zero-entropy blocks is their location in a file or data set.
Understanding whether zero-entropy blocks are uniformly distributed or concentrated in
a few regions of the dataset can enable optimizing the processing of datasets with zero-
entropy regions. To examine the distribution of zero-entropy blocks across the datasets, I
built a tool that divides the datasets into fixed-size chunks (128 MB) and computes the
ratio of zero-entropy blocks within each chunk.

Figure 3.2 shows the cumulative percentage of chunks with different zero-entropy ratios
for all datasets. The three datasets show different patterns of zero-entropy data distribution
across chunks. In the CORD-19 dataset, most chunks have either low or high ratios
of zero-entropy data, with a notable increase near 38%. The LNX dataset has a more
gradual increase, and most chunks have zero-entropy ratios between 8% and 20%. For
the VDI dataset, it shows a steady distribution across a wide range of zero-entropy ratios,
without jumps, indicating a mix of very low and very high ratios across the chunks. This
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Figure 3.2: CDF of zero-entropy ratios across chunks for all datasets.

characteristic is important to know if zero-entropy blocks are clustered in specific regions,
where the system can encode only these regions, or are distributed among all files, which
requires scanning all data. So, in both cases, this provides insight into how to generate
synthetic datasets to study the impact of zero-entropy data on CDC algorithms.

For a better understanding of these distributions, I measure key statistical metrics to
analyze the results. These include the mean, which represents the average percentage
of zero-entropy data in each 128MB chunk. The standard deviation shows how much
the zero-entropy percentages vary across different chunks. The minimum and maximum
values indicate the lowest and highest observed zero-entropy percentage in any single chunk.
Finally, the skew describes the shape of the distribution, whether most chunks have lower
or higher zero-entropy content.

Table 3.2 summarizes these metrics in all three datasets. My analysis shows that
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Metric Description Datasets
CORD-19

[32]
LNX
[17]

VDI
[29]

Number of Chunks Number of 128MB chunks
analyzed from the dataset.

653 625 989

Mean (%) Average percentage of each
chunk that is made up of
zero-entropy data (e.g.,

repeated bytes like zeros).

29.6 10.1 28.7

Standard deviation
(%)

How much the zero-entropy
percentages vary across

chunks.

14.7 7.3 18.3

Min–Max (%) Lowest and highest
percentage of zero-entropy
data observed in any single

chunk.

0.0–56.1 4.0–54.9 0.5–99.9

Skew Shape of the distribution:
negative = left-skewed

(more high values), positive
= right-skewed (more low

values).

–1.49 2.62 1.56

Table 3.2: Summary of statistical properties for zero-entropy data across 128MB chunks
in three datasets.

the amount and distribution of zero-entropy data vary between datasets. The table shows
different numbers of 128MB chunks that were analyzed, based on data size: 653 for CORD-
19, 625 for LNX, and 989 for VDI. On average, 29.6% of the data in each chunk of CORD-
19 and 28.7% in VDI consists of zero-entropy data, while LNX has less, with only 10.1%.
Also, the table shows variability in these percentages across chunks by using the standard
deviation. VDI has the highest variability (18.3%), followed by CORD-19 (14.7%), and
LNX has the most consistent values (7.3%).

The range of zero-entropy ratios per chunk also varies. In VDI, chunks contain between
0.5% and 99.9% zero-entropy data. For CORD-19, the range starts from 0.0% to 56.1%, and
for LNX, from 4.0% to 54.9%. Lastly, the skewness describes the shape of the distribution
in each dataset. CORD-19 is left-skewed (–1.49), which means that most chunks have
high zero-entropy blocks, while a few toward the end have significantly low values. In
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contrast, LNX and VDI are right-skewed (2.62 and 1.56), meaning most chunks have low
zero-entropy content, with fewer chunks containing high amounts.

3.5 Common Repeated Bytes

Another characteristic to understand is the nature of the repeated content, specifically, the
values of the most frequently repeated bytes. This is needed because if a single character
dominates zero-entropy blocks, such as zero, this makes the extraction easier by only
scanning for zero and avoiding scanning for other byte values, and gives a view of the
nature of repeated bytes in these regions. To analyze these repeated bytes, I developed
a tool that records the most frequent byte values found in zero-entropy blocks for each
dataset.

Figure 3.3 illustrates the percentages of these repeated bytes across datasets. The
results show that each dataset has a dominant repeated byte in its zero-entropy blocks,
but the dominant byte differs across datasets. In the LNX dataset, the two most common
repeated bytes are null and space characters, which together make up 94% of all zero-
entropy blocks. Other characters like (*) and (-) also appear, but much less often. For the
VDI dataset, the dominant character is the NUL byte, which makes up 92% of all repeated
bytes. In CORD-19, the space character alone accounts for over 99% of the repeated bytes.

Implementation. I developed a C++ program of 340 lines of code. It analyzes files
to detect zero-entropy blocks. The code takes a directory as input. It scans all files inside
that directory and any other subdirectories. When the code finds a sequence of the same
byte repeated at least eight times or more in a row, it counts it as a zero-entropy block.
For every block, it records its starting position, its length, and the specific repeated byte.
Then, it uses this information to build a detailed report of zero-entropy blocks across all
files in the dataset. The program also generates statistics. It categorizes zero-entropy block
sizes into ranges such as 8–1,000 bytes, 1,001–10,000 bytes, etc. It also records the count
of each byte value that appears in zero-entropy blocks.

3.6 Summary

In this chapter, I analyze real-world datasets to identify and characterize zero-entropy
blocks. I developed tools to detect these blocks, measure their size and distribution within
files, and record the most frequently repeated byte values within them. I performed this
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Figure 3.3: Overview of the most frequently repeated bytes in zero-entropy blocks for each
dataset.
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analysis across datasets from different domains, including virtual disk images, Linux kernel
archives, and scientific research files. The analysis shows that all datasets contain a notice-
able percentage of zero-entropy data, most of which is concentrated in small blocks. Also,
I found that the repeated byte values are dominated by a small set of specific characters.
From the characteristics study in this chapter, I summarize the following observations:

• Some production datasets have zero-entropy data. A significant amount of zero-
entropy data, up to 28% in the datasets I explored. This amount of zero entropy
creates an opportunity to extract it, which can reduce the volume of data that the
deduplication system needs to process.

• The majority of zero-entropy blocks are typically small in the range of 8-32 bytes.
Future techniques that want to exploit these blocks need to be efficient in processing
this level of zero entropy to extract the benefit.

• My evaluation shows that zero-entropy data are spread across files. This means that
any future techniques aiming to leverage zero-entropy data need to process the entire
dataset. There is no opportunity to optimize by processing only a specific portion
of the data, such as the beginning or end of a file, because zero-entropy blocks may
appear anywhere within it.

• My analysis shows that in every dataset, there is one dominant repeated byte, which
represents the majority of zero-entropy data. This can help in finding an efficient
encoding technique by using that byte as a default value and just storing how many
times it repeats. Since the byte is known, this reduces encoding overhead.

All these insights are critical for generating synthetic datasets to study the impact of
zero-entropy data on the performance of CDC algorithms, which I present in the next
chapter.
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Chapter 4

The Impact of Zero-Entropy Data on
CDC Algorithms

As I observed in Chapter 3, zero-entropy blocks are prevalent in real datasets in significant
amounts. The primary objective of this chapter is to study the impact of these zero-entropy
data on the performance of CDC algorithms in deduplication systems.

4.1 Synthetic Dataset Construction

To evaluate CDC behavior under controlled conditions, I developed a tool that constructs
two synthetic datasets derived from the same base data. Figure 4.1 shows examples of
them. The base consists of multiple files filled with uniformly random bytes, representing
high-entropy content. The tool inserts blocks of data at random locations within these
generated files. Figure 4.1a shows the first data set, which has inserted blocks of randomly
generated bytes. These blocks represent typical high-entropy changes. Figure 4.1b shows
the second dataset, which has inserted blocks of repeated byte values to mimic zero-entropy
data.

I use random data as a baseline because many CDC algorithms are designed and an-
alyzed using random input [44] [20], where their boundary detection is more predictable.
In contrast, real datasets are hard to understand at the byte level due to their complexity
and variability, and it is difficult to track how data changes over time. Prior work [27]
shows that modeling real-world byte patterns is challenging. Also, the way data shifts or
changes depends heavily on the specific dataset, so there is no single pattern that works
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(a) Random data.
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Zero-entropy 
block

(b) Zero-entropy data.

Figure 4.1: Synthetic datasets with random vs zero-entropy data insertion.

for all cases. My goal is to study how zero-entropy blocks affect chunk boundaries and
deduplication, not to analyze how CDC handles other byte-shift patterns. Using a random
baseline to control helps better highlight these effects.

I evaluate four state-of-the-art CDC algorithms, AE, FastCDC, Rabin, and RAM, using
four metrics: space savings, chunking throughput, chunk size distribution, and artificial
boundary percentage. This setup enables a comparative analysis of how these CDC algo-
rithms perform under various conditions in the presence of zero-entropy data. I vary the
following parameters to generate datasets possessing different characteristics:

1. Block size: I insert zero-entropy or random data as fixed-size blocks within the
original data. I vary the size of these inserted blocks and examine their impact on
CDC algorithms.

2. Update Ratio: I define the ratio of inserted data (random or repeated) relative to
the total file size using the following formula:

Update Ratio =
Inserted Data Size

Total Data Size
(4.1)
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4.2 Performance of Content-Defined Chunking Algo-

rithms

Modern CDC algorithms can be tuned to generate chunks with different average sizes. I
experiment with configurations that use average chunk sizes of 4 KB, 8 KB, and 16 KB.

Metrics. I quantify the impact of zero-entropy blocks on these algorithms using the
following metrics:

1. Space Savings: The space saving ratio that the CDC algorithm achieves.

Space Savings =
Original Size−Deduplicated Size

Original Size
× 100 (4.2)

2. Chunking Throughput: The rate at which the CDC algorithm can divide source
data into chunks.

3. Chunk Size Distribution: Frequency distribution of chunk sizes. Higher chunk
size variance is typically associated with lower deduplication efficiency [18] [8].

4. Artificial Boundary Percentage: The percentage of chunk boundaries that the
CDC algorithm inserts due to the maximum chunk size limit being exceeded, rather
than based on actual content features.

For each metric, I compare zero-entropy to random data insertions and also examine
the impact of update ratio and block sizes.

Alternatives. I compare the following CDC algorithms:

• AE: The Asymmetric Extremum (AE) [44] algorithm. I use AE-Max; that is, the
target byte is a local maximum.

• FastCDC: The rolling hash-based FastCDC [41] algorithm. I use a normalization
level of 2.

• Rabin: Rabin’s chunking algorithm [20]

• RAM: Rapid Asymmetric Extremum (RAM) [33].

I use minimum and maximum chunk sizes of 0.5× and 2× the average chunk size,
respectively. Unless otherwise noted in this chapter, the expected average chunk size is
configured to be 16 KB. These parameters follow standard settings commonly used in the
CDC algorithms, so I can compare the results fairly.
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Figure 4.2: Space savings under random vs zero-entropy data insertions.

4.2.1 Space Savings

I evaluate the space savings achieved by the four CDC algorithms. I configure an expected
average chunk size of 4 KB and a zero-entropy block size of 16 KB for this experiment.

Figure 4.2 presents a comparison of the space savings that CDC algorithms achieve
under two synthetic datasets containing equal percentages of random and zero-entropy
inserted blocks. The results show that all four CDC algorithms achieve significantly higher
space savings when the inserted data consists of zero-entropy blocks compared to random
data. For example, AE achieves a space savings ratio of 58% on datasets with zero-entropy
blocks, compared to 24% with random data. Similarly, FastCDC, Rabin, and RAM each
achieve a 50% space savings with zero-entropy data, compared to 25% with random data.
Among all the CDC algorithms, AE [44] achieves the highest space savings in the presence
of zero-entropy blocks.

Figure 4.3 shows the space saving ratios CDC algorithms achieve with increasing zero-
entropy update ratio. The figure illustrates that, at low ratios, FastCDC and Rabin achieve
the highest space savings among CDC algorithms, similar to the results of previous studies
on datasets with random data [41]. However, as mentioned above, zero-entropy blocks
can be eliminated. When I increase zero-entropy ratios, AE [44] is the only algorithm
that identifies and efficiently eliminates these blocks. This causes AE to achieve higher
space savings with increasing zero-entropy update ratios, as Figure 4.3 illustrates. Thus,
in contrast to previous studies using random data [41], AE is the optimal CDC algorithm
to handle high ratios of zero-entropy blocks.
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Figure 4.3: Impact of zero-entropy update ratio on space savings.

Figure 4.4 shows the space saving ratios that CDC algorithms achieve with increasing
block sizes for three different average chunk size configurations: 4 KB, 8 KB, and 16 KB.
Note that the zero-entropy update ratio was fixed at 50% for this experiment. The figure
shows that CDC algorithms achieve higher space savings with increasing zero-entropy block
size.

Across all three average chunk sizes, CDC algorithms identify and eliminate zero-
entropy blocks more effectively as the block size increases. For instance, all CDC algo-
rithms achieve a space saving ratio of ∼ 64% in Figure 4.4a with a zero-entropy block size
of 64 KB, but only 18% with a block size of 4 KB. Thus, modern CDC algorithms are poor
at eliminating zero-entropy blocks with small block sizes.

I also note that some CDC algorithms start identifying and eliminating zero-entropy
blocks when the block size is greater than or equal to the expected average chunk size,
especially in AE. Once again, AE [44] can identify zero-entropy blocks at lower block sizes
than other CDC algorithms. This is because the expected average chunk size determines
how frequently a CDC algorithm places chunk boundaries. If a zero-entropy block is
smaller than the average chunk size, it may be fully contained within a single chunk and
cannot be detected. However, when the zero-entropy block is equal to or larger than the
average chunk size, the CDC algorithm is more likely to consider a boundary near or inside
the block, increasing the chance of isolating it. Thus, the ability of CDC algorithms to
eliminate zero-entropy blocks depends on the expected average chunk size.
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Figure 4.4: Impact of inserted zero-entropy block size on space savings of CDC algorithms.

Finally, I note an interesting trend when comparing hash-based and hashless algorithms
with varying zero-entropy block sizes. At lower block sizes, hash-based algorithms, such
as FastCDC and Rabin, achieve better space savings than hashless ones, such as AE and
RAM. However, as the zero-entropy block size increases, this gap is quickly bridged. At
higher block sizes, AE achieves the best space savings among all CDC algorithms, due to its
ability to identify and eliminate low-entropy data [44]. Thus, the optimal CDC algorithm
to eliminate zero-entropy blocks depends on their sizes.
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Figure 4.5: Chunking throughput comparison.

4.2.2 Chunking Throughput

Figure 4.5 shows the chunking throughput that all CDC algorithms achieve with different
update ratios of random and zero-entropy blocks. The zero-entropy block size was set to 16
KB for these experiments. All results are the average of 5 runs, and the standard deviation
was less than 5%.

All algorithms maintain their throughputs between equal ratios of zero-entropy (Fig-
ure 4.5a) and random (Figure 4.5b) data. FastCDC [41] achieves the highest chunking
throughput among all the CDC algorithms, in line with previous studies using datasets
with random data [41].

With increasing zero-entropy block ratios (Figure 4.5a), FastCDC [41] shows a slight
decrease in chunking throughput. This is because it needs to scan larger amounts of data
before finding chunk boundaries. The throughputs of other CDC algorithms remain stable
across different update ratios. This is because their boundary detection logic involves
fixed-cost, constant-time operations per byte, which do not depend on the type or amount
of inserted data.

I tested different zero-entropy block sizes to see if they affect the throughputs of all
CDC algorithms. The results showed no change in throughput. I do not include the figures
because there are no interesting results, and to make the thesis more concise and avoid
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clutter.

4.2.3 Chunk Size Distribution

In this section, I demonstrate the distributions in chunk sizes that all CDC algorithms
perform under random and zero-entropy data. I use an update ratio of 50% and a 16 KB
block size for these experiments.

Figure 4.6 shows the chunk size distributions all CDC algorithms exhibit under equal
update ratios of random and zero-entropy data. Hashless CDC algorithms exhibit no
differences in chunk size distributions between random and zero-entropy data. AE (Figure
4.6a) and RAM (Figure 4.6d) exhibit identical chunk size distributions in both cases.
On the other hand, hash-based algorithms, such as FastCDC (Figure 4.6b) and Rabin’s
chunking (Figure 4.6c) exhibit differences in chunk sizes between zero-entropy and random
data insertion. Both algorithms produce larger chunk sizes on average when zero-entropy
blocks are involved. Their chunk size variance is higher as well, which helps explain the
lower space savings ratios observed in Figure 4.2.

While the chunk size distributions vary with update ratio and zero-entropy block size,
the differences between hash-based and hashless algorithms remain the same as those
outlined above. To ensure clarity, I only present the results for the block size and update
ratio configuration above within the thesis.

4.2.4 Artificial Chunk Boundaries

Modern CDC techniques insert artificial chunk boundaries when content-defined bound-
aries cannot be determined within a maximum size limit. A higher percentage of artificial
chunk boundaries results in lower deduplication space saving ratios. In this section, I ex-
amine the impact of zero-entropy blocks on artificially inserted boundaries. I use an update
ratio of 50% and a zero-entropy block size of 16KB for this experiment.

Figure 4.7 shows the percentage of artificial chunk boundaries inserted by chunking
techniques in the presence of random and zero-entropy data. The figure shows that hash-
based CDC algorithms exhibit a higher percentage of artificially inserted chunk boundaries
in the presence of zero-entropy data insertion.

This helps explain the space savings differences observed in Figure 4.2, as artificial
chunk boundaries reduce deduplication effectiveness. This occurs because the rolling hash
value fails to match the target value across the zero-entropy blocks, as they are composed of
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Figure 4.6: CDF of chunk size distributions under zero-entropy vs random data insertions.

repeating byte sequences. Hashless CDC algorithms do not suffer from the same drawback.
For example, as Figure 4.7 illustrates, AE and RAM exhibit nearly identical percentages
of artificial chunk boundaries under both random and zero-entropy data, while FastCDC
and Rabin show a significant increase when processing zero-entropy data.

Figure 4.8a shows the impact of zero-entropy update ratio on the artificial chunk bound-
ary percentages. With increasing zero-entropy update ratios, all CDC algorithms exhibit
higher percentages of artificial chunk boundaries. In particular, hash-based algorithms
have higher artificial boundaries compared to their hashless counterparts. For example, all
algorithms produce more artificial boundaries with increasing update ratio, but the effect
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Figure 4.7: Artificial chunk boundaries under random and zero-entropy data insertion.

is much more pronounced in hash-based algorithms such as FastCDC and Rabin. At a 50%
update ratio, Rabin exceeds 40% artificial boundaries and FastCDC reaches 38%, while
AE and RAM remain below 10%.

For the block size effect, Figure 4.8b shows the impact of zero-entropy block size on
the artificial chunk boundary percentages. It suggests that zero-entropy block sizes impact
CDC algorithms in differing ways. Hash-based algorithms once again suffer from much
higher artificial chunk boundaries compared to their hashless counterparts, regardless of
zero-entropy block size. For example, FastCDC and Rabin have a consistently high rate
of artificial boundary percentages with 38% and 46%, respectively, across all zero-entropy
block sizes. In contrast, AE and RAM maintain low artificial boundary rates regardless of
block size.

All four CDC algorithms, which are AE, FastCDC, Rabin, and RAM, have been imple-
mented in C++ using 150 − 300 lines of code each and integrated into DedupBench [18],
which I use to benchmark their performance. To detect duplicate chunks, I use SHA-1
[2] as the collision-resistant hash function. The fingerprints generated by SHA-1 are com-
pared to detect identical chunks. For the implementation, I use the SHA-1 function from
the OpenSSL libssl library [23]. All of these implementations, including modifications
made to DedupBench, are publicly available in the project GitHub repository1. For the
synthetic dataset, I use a Python tool to produce synthetic files composed of strings that
mix random and zero-entropy regions, with user-defined parameters for dataset size, block
size, and update ratio.

1https://github.com/UWASL/dedup-bench
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Figure 4.8: Artificial Chunk Boundary Comparison.

4.3 Summary

In this chapter, I study how zero-entropy blocks affect the performance of modern CDC
algorithms used in data deduplication. I evaluate both hash-based algorithms (FastCDC
and Rabin) and hashless ones (AE and RAM), using data with inserted random and zero-
entropy blocks. I use synthetic datasets to control the amount of zero-entropy and random
data, allowing for better comparisons. The evaluation is based on metrics such as space
savings, chunking throughput, chunk size distribution, and the percentage of artificial
boundaries.

I summarize the main findings in this chapter as follows:

• All CDC algorithms perform better in space savings on zero-entropy data than ran-
dom data.

• AE consistently achieves the best space savings, especially with high zero-entropy
ratios.

• CDC algorithms are poor at eliminating zero-entropy blocks with small block sizes.

• The ability of CDC algorithms to eliminate zero-entropy blocks is dependent upon
the expected average chunk size.

• The optimal CDC algorithm to eliminate zero-entropy blocks depends on their sizes.
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• FastCDC leads in throughput, although it slightly slows with more zero-entropy,
while hashless algorithms remain stable.

• Hash-based algorithms (FastCDC and Rabin) show greater chunk size variance and
more artificial boundaries, reducing their deduplication effectiveness in zero-entropy
conditions.

• Hashless algorithms (AE and RAM) maintain low artificial boundary rates and con-
sistent chunk sizes, making them more resilient to zero-entropy patterns.
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Chapter 5

ZERO: A System for Zero-Entropy
Region Optimization in Data
Deduplication

This chapter introduces ZERO (Zero-Entropy Region Optimization), a system that im-
proves deduplication performance by identifying and extracting zero-entropy blocks prior
to the deduplication process. The chapter details the design, implementation, and evalua-
tion of the ZERO system.

5.1 Design

Figure 5.1 shows the components and the workflow of the ZERO system. The process
begins with input data that includes both high-entropy (random bytes) and zero-entropy
blocks. The data first enters a pre-screening stage that scans the input to detect zero-
entropy blocks. If there are no zero-entropy blocks, the data flows directly into the dedu-
plication process, ignoring the zero-entropy optimization process. However, when the pre-
screening detects zero-entropy blocks, ZERO proceeds to the zero-entropy extraction stage.

The zero-entropy extraction process separates zero-entropy blocks from the input stream.
This process produces two distinct outputs: zero-entropy data, consisting of the extracted
zero-entropy blocks, and filtered data, containing the remaining non-zero-entropy content
after those blocks are removed. The system then encodes the extracted zero-entropy blocks
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Figure 5.1: Overview of ZERO System.

using run-length encoding (RLE) [11] into compact metadata. This encoding process cre-
ates zero-entropy metadata that stores essential information for each zero-entropy block.
The metadata includes the position indicating the starting location, the length representing
the number of repeated bytes, and the byte value specifying the repeated character.

After extracting and encoding zero-entropy blocks, ZERO passes the filtered data to the
standard deduplication workflow (Section 2.1), including chunking, hashing, and identify-
ing duplicates through fingerprint indexing. The system then writes both the deduplicated
chunks and the zero-entropy metadata to storage. This ensures that all necessary data is
preserved for later data reconstruction.

ZERO provides several advantages, where it enhances deduplication performance by
eliminating repetitive data that consumes CPU resources during fingerprinting, improves
chunking by eliminating patterns that interfere with CDC boundary detection, and in-
creases space efficiency through RLE.

Figure 5.2 shows how ZERO reconstructs the original data without loss. The recon-
struction process involves several stages to restore the original file structure. The system
begins with deduplicated chunks that were processed through the standard deduplication
workflow. At the same time, the system decodes the encoded zero-entropy blocks back into
the original sequences.

The reassembly engine combines both the deduplicated chunks and the decoded zero-
entropy blocks. The run-length decoding process reconstructs the zero-entropy blocks from
metadata by expanding compact representations (e.g., position: 24, length: 20, byte: FF)
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Figure 5.2: Data Reconstruction Workflow.

into their original sequences. The reassembly engine then integrates decoded zero-entropy
blocks and the deduplicated chunks back into their exact original positions, ensuring the
final reconstructed output is identical to the original input data.

Implementation. I designed a system that extracts zero-entropy blocks from files and
stores them separately. This step removes repeated byte sequences before the deduplication
stage. The extracted zero-entropy blocks are compressed using RLE. The system then
stores metadata for each block, including its position, size, and byte value, which can
be used later during data restoration. After removing zero-entropy blocks, the remaining
data, typically higher entropy content, is passed to the deduplication pipeline.

5.2 Evaluation

I evaluate the performance of the ZERO system against state-of-the-art deduplication and
compression systems. The experiments evaluate the effectiveness of ZERO in terms of
space savings, throughput, and processing overhead, using various state-of-the-art CDC
algorithms and real-world datasets.

Testbed. I conducted all my experiments on a c6525-25g machine from CloudLab
Utah [5]. The machine has a 16-core AMD EPYC 7302P processor with hyperthreading,
128 GB of RAM, and a 25 Gbps Mellanox NIC. I use Ubuntu 22.04, gcc v11.4.0, and libssl
v3.0.2 to deploy the code.

Metrics. To evaluate the effectiveness of the ZERO system, I use the following metrics:

1. Space Savings: The percentage of storage space saved by using a data reduction
technique, including deduplication, compression, or/and ZERO. It is calculated as:
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Space Savings =
Before Size− After Size

Before Size
× 100 (5.1)

where Before Size refers to the original input size before applying the data reduction
technique, and After Size refers to the final size after applying the data reduction
technique.

2. Throughput: The overall throughput of the data reduction technique. The through-
put includes all stages, such as preprocessing (e.g., zero-entropy extraction), chunk-
ing, hashing, and any compression or post-processing steps.

3. Processing Time: An analysis of processing time for each stage of the pipeline,
including zero-entropy extraction for the ZERO, chunking and hashing stages.

Alternatives. I compare ZERO against different data reduction techniques imple-
mented in various combinations:

1. Compression: I apply standard lossless compression (e.g., GZIP) directly to the
raw dataset without deduplication.

2. Deduplication: I apply deduplication using different CDC algorithms, AE, FastCDC,
Rabin, and RAM, without any additional preprocessing.

3. Deduplication + Compression: I apply deduplication first (using the same CDC
algorithms as above), followed by compression of the deduplicated data.

4. ZERO: My proposed system, where I apply zero-entropy extraction before dedupli-
cation.

Dataset. I evaluate the performance of each technique on the same three real-world
datasets in Table 3.1, including VDI, LNX, and CORD-19.

5.2.1 Comparison of Data Reduction Techniques (Space Savings
vs. Throughput)

This section compares the effectiveness of the four alternatives in terms of both space
savings and throughput. I evaluate three different average chunk sizes: 4 KB, 8 KB, and
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16 KB. For compression, I use the GZIP algorithm [9]. For clarity, I show only the results
for AE using an average chunk size of 8 KB to make the thesis concise. The results of
other CDC algorithms and chunk sizes show similar conclusions.

The goal of this experiment is to evaluate the performance of space savings and end-
to-end throughput that each technique achieves. Figure 5.3 shows the results for all al-
ternatives and datasets. The results demonstrate that ZERO achieves the best tradeoff
between space savings and throughput across all datasets. While compression techniques
achieve higher space savings across all datasets, they suffer from low throughput. On the
other hand, state-of-the-art deduplication systems maintain higher throughput, but pro-
vide fewer space savings. ZERO offers higher space savings than deduplication alone while
keeping throughput comparable or slightly higher than others.

Across all datasets, ZERO achieves the best trade-off between space savings and through-
put. In the VDI dataset (Figure 5.3a), ZERO improves space savings by 11% over dedu-
plication while maintaining similar throughput. Compared to compression techniques,
ZERO achieves 25x higher throughput; however, it shows lower space savings by 14%. In
the LNX dataset (Figure 5.3b), ZERO improves space savings by 5% over deduplication
while maintaining high throughput and achieves over 18× higher throughput than com-
pression. Also, ZERO achieves 18× higher throughput than compression, while it achieves
lower space savings by 30%. For the CORD-19 dataset (Figure 5.3c), deduplication is
ineffective. This is because the dataset was cleaned of redundancy during collection and
contains a few duplicate chunks [32], but ZERO achieves 29% space savings and presents
a comparable throughput. Compared to compression, ZERO maintains over 24× higher
throughput with lower space savings of 50%.

The benefit of ZERO is also dependent on the dataset characteristics. It performs
better on datasets containing higher percentages of zero-entropy, such as VDI and CORD-
19. Even when redundancy is minimal, as CORD-19 shows, ZERO achieves more space
savings where deduplication fails. In LNX, ZERO provides fewer benefits due to less zero-
entropy data, but ZERO still outperforms compression-based techniques in throughput.

Overall, deduplication-based techniques maintain high throughput but deliver lower
space savings, while compression-based techniques achieve higher space savings but suffer
from very low throughput. ZERO combines the strengths of both without suffering their
trade-offs.
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Figure 5.3: Comparison of data reduction techniques across three datasets in terms of
space savings and end-to-end throughput.

5.2.2 Space Savings

In this section, I evaluate the storage space savings of ZERO compared to state-of-the-art
deduplication systems, using an average chunk size of 8 KB across four CDC algorithms.
Although I also evaluate ZERO with chunk sizes of 4 KB and 16 KB, I focus on the 8 KB
case to avoid redundancy, as the results for different chunk sizes follow the same patterns.

Figure 5.4 presents the space saving ratios for all datasets and CDC algorithms. ZERO
improves space savings across all CDC algorithms. It improves space savings by 6–29 %
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Figure 5.4: Space savings of ZERO compared to state-of-the-art deduplication on three
datasets: VDI, LNX, and CORD-19.

points across datasets. In the VDI dataset (Figure 5.4a), ZERO outperforms deduplica-
tion across all CDC algorithms. With AE, space savings are 11% higher, while FastCDC
presents the largest improvements at 13%. RAM also benefits with a gain of an 11% gain,
and Rabin shows a smaller but still measurable improvement of 5%. In the LNX dataset
(Figure 5.4b), the benefit of ZERO is still present, although the gains are smaller due to
the lower zero-entropy data. AE improves by 5%, while FastCDC achieves 8% more space
savings. RAM shows the largest increase in this dataset with 9%. In contrast, Rabin
performs slightly worse with ZERO, showing about 1% lower space savings compared to
deduplication. In the CORD-19 dataset (Figure 5.4c), ZERO shows the most noticeable
improvement. It provides 29% space savings across all CDC algorithms, while deduplica-
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tion fails to achieve space savings, because this dataset has very low duplicate contents.

My experiments show that extracting and encoding zero-entropy blocks before chunk-
ing improves space savings across all datasets and using all CDC algorithms except the
Rabin algorithm in the LNX dataset, where it has lower zero-entropy data. This is espe-
cially helpful for datasets with a higher percentage of zero-entropy data, but it also brings
noticeable benefits in less redundant datasets [32]. Even a small amount of zero-entropy
data leads to better storage efficiency. This highlights that ZERO is an effective way to
optimize deduplication efficiency.

5.2.3 End-to-end Evaluation

This section evaluates the processing time across the deduplication pipeline, including the
zero-entropy extraction step in the ZERO system. I conduct the experiments using three
average chunk sizes (4 KB, 8 KB, and 16 KB), but since the results for all sizes show similar
patterns, I show only the results for the 8 KB, as it represents the overall patterns of the
results. I compare two configurations: with ZERO (zero-entropy extraction, chunking, and
hashing) and without ZERO (chunking and hashing only).

Figure 5.5 shows the processing time for all datasets and CDC algorithms. The results
demonstrate that the deduplication pipeline with ZERO performs as fast or faster than the
pipeline without ZERO in most cases, especially in datasets that contain more zero-entropy
data.

For AE (Figure 5.5a), the results vary across datasets. On the VDI dataset, both with
and without ZERO take the same time. On LNX, which has little zero-entropy data, ZERO
adds a small overhead of 5%. In contrast, CORD-19 benefits from ZERO, completing 9%
faster.

FastCDC (Figure 5.5b) shows a similar pattern. On VDI and CORD-19, the total
processing times are the same for both with and without ZERO. For LNX, ZERO adds
some overhead, making it about 18% slower than without ZERO, for the same reason as
before, where LNX has less zero-entropy data.

The most significant improvements appear with Rabin (Figure 5.5c), where ZERO
substantially reduces processing time. On the VDI dataset, using ZERO completes dedu-
plication 24% faster than without ZERO, primarily due to reduced chunking time. The
LNX dataset also shows a moderate reduction of 7% in total processing time when using
ZERO. For the CORD-19 dataset, the improvement is large, with ZERO achieving 24%
faster. This demonstrates that Rabin, with its higher chunking overhead [20], benefits
significantly from the zero-entropy extraction process.
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Figure 5.5: Processing time breakdown of the deduplication pipeline across all datasets
and CDC algorithms. Each group shows the times with and without ZERO.

RAM (Figure 5.5d) shows different characteristics in all datasets. On VDI, the total
processing times are similar. On the LNX dataset, the pipeline with ZERO is slightly
slower, following the general trend of low zero-entropy ratios for this dataset. For CORD-
19, the difference is small, with the version without ZERO being slightly faster.

Among all datasets, the results show that the VDI dataset benefits the most from
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ZERO, then CORD-19. The LNX dataset shows moderate improvements across CDC al-
gorithms. Overall, from the end-to-end evaluation, I observe that removing zero-entropy
data saves time, even though it adds some overhead at the beginning. This zero-entropy
extraction step speeds up data deduplication, or at least maintains comparable perfor-
mance. Rabin achieves the greatest improvements because the zero-entropy extraction
process reduces the chunking overhead that Rabin introduces.
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Chapter 6

Related Work

This chapter reviews previous research related to this work, including studies on improving
chunking performance and data deduplication efficiency, and provides an overview of data
compression techniques.

6.1 Chunking Performance Improvement

This section summarizes efforts to improve the performance of the chunking phase in
deduplication systems.

RapidCDC [22] accelerates chunk boundary detection by leveraging the locality of du-
plicate data. It predicts the next chunk boundary using hints learned from previously seen
duplicate chunks, instead of scanning byte-by-byte. When a duplicate chunk is detected,
RapidCDC checks a small set of possible chunk sizes associated with the fingerprint of
that chunk to jump directly to the likely boundary positions. This avoids unnecessary
rolling and accelerates chunking. It also includes fallback strategies when predictions fail,
switching back to regular rolling when needed.

QuickCDC [42] improves chunking speed by combining fast skipping techniques with
traditional CDC. It uses a feature vector of the first and last few bytes of a chunk as
signatures to identify and skip over duplicate chunks quickly. If both the front and end
feature vectors match, QuickCDC assumes the chunk is a duplicate and jumps directly to
the next boundary, avoiding byte-by-byte scanning. In the case of unique chunks, where
feature vector matching fails, it skips a fixed minimum chunk length and resumes normal
CDC scanning, which reduces unnecessary processing. QuickCDC [42] uses dynamic mask
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adjustment to control chunk size and avoid very large or very small chunks, which balances
speed and deduplication accuracy.

MUCH [35] is a variable-size chunking technique that parallelizes chunking using mul-
tiple threads. It leverages multicore CPUs for file chunking. It splits each file into smaller
segments and assigns them to parallel chunker threads, which independently process their
segments to find chunk boundaries. MUCH ensures that chunk boundaries remain consis-
tent no matter how many threads are used by starting chunking in a slower, careful mode,
then switching to faster processing after a reliable boundary is detected. It also includes
a cleanup phase, which adjusts any chunks that are too small or too large to make sure
all chunks follow the expected size limits. For small files where using many threads is
not efficient, it applies dynamic segment prefetching to group data before assigning it to
threads, thereby improving performance.

P-Dedupe [39] is a deduplication system built to eliminate the write bottleneck in
storage systems based on parallel pipelining for deduplication tasks. It runs all of the
deduplication stages, chunking, fingerprinting, indexing, and writing, concurrently using
multiple CPU cores. This gives better resource utilization and reduces latency. Due to
the challenges of data dependencies in the parallelization of CDC, P-Dedupe solves that
by dividing the input into large sections and processing them in parallel. Also, it applies
boundary rechecking to ensure chunking correctness, supports parallel fingerprinting, and
uses a hybrid synchronization approach to keep correct chunk ordering without stalling the
pipeline.

Minimal Incremental Interval (MII) [43] is another CDC algorithm designed for incre-
mental file synchronization. It defines chunk boundaries based on patterns of increasing
byte values between adjacent bytes in the data stream, with no need to use rolling hashes.
Once a sequence of increasing values reaches a predefined length, a chunk boundary is
marked. This allows MII to detect changes efficiently and maintain boundary stability
even under byte insertions, deletions, or shifts. MII operates in linear time with constant
space, enabling efficient detection of changes across file versions. It performs well under
byte insertions, deletions, and shifts, but exhibits low throughput and inflexible chunk
sizes. Its primary design goal is synchronization rather than deduplication, and it does not
address repetitive or uniform data scenarios.

Unlike all previous work in this section, which focuses on accelerating chunking through
prediction, parallelism, and adaptive boundary detection, these approaches often assume
regular data patterns or focus on general performance. As a result, they do not consider the
impact of zero-entropy content on chunking accuracy, consistency, or efficiency. In contrast,
my thesis investigates the behavior and limitations of chunking algorithms specifically in
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the presence of zero-entropy.

6.2 Enhancing Deduplication Efficiency

This section summarizes some efforts to increase the efficiency of data deduplication by
optimizing other deduplication phases, such as hashing and indexing.

StoreGPU [3] uses GPU acceleration to improve the performance of hash-based opera-
tions in storage systems. StoreGPU improves throughput by offloading hash computations
to the GPU. It achieves up to 8× speedup compared to CPU-based hashing. This en-
ables more efficient similarity detection, though it primarily targets hashing rather than
chunking.

SiLo [37] presents a scalable deduplication system by combining data locality and sim-
ilarity to improve indexing efficiency in large-scale backup systems. It segments large files
and groups similar small files to enhance duplicate detection, and it leverages locality to
reduce index lookups on the disk, which minimizes RAM usage. SiLo uses stateless routing
to distribute data across backup nodes, which improves throughput and memory efficiency.

HYDRAStor [4] is a distributed storage system that handles backup and archival work-
loads. It uses a grid architecture of storage and access nodes, with a modified distributed
hash table to manage data placement and resiliency. HYDRAStor supports inline, global
deduplication with variable-size blocks, fault-tolerance erasure coding, and load balancing
based on the entropy of the system. HYDRAStor chunks data and stores it using variable-
sized blocks, and deduplication is performed through hash-based verification. HYDRAstor
maintains high availability using self-healing and online data rebuilding after failures. Its
design optimizes storage utilization, deletion, and data recovery throughout the system.

Sparse Indexing [16] introduces a scalable deduplication approach to prevent full chunk
indexing bottlenecks. It divides data into chunks and groups them into larger segments.
It uses an efficient way to sparse the index to identify similar segments. Sparse Indexing
[16] compares only a small number of segment manifests to detect and eliminate dupli-
cate chunks. This reduces RAM usage and disk access and provides high deduplication
efficiency.

Unlike all previous work in this section, which focuses on improving the efficiency of
deduplication through indexing optimization, data routing, and hardware acceleration, my
thesis focuses on optimizing deduplication efficiency in the presence of zero-entropy data.
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6.3 Data Compression

Lossless data compression reduces the size of a file while still keeping its original informa-
tion. It reduces file size by encoding repeated patterns. For example, if a file has the same
word multiple times, compression records it once and notes the number of times it repeats.
This makes compression work well for individual files.

The idea behind compression is that the more repeated the data is, the more it can be
compressed. For example, repeating the same letter many times is easier to compress than
repeating random text. Methods such as Huffman coding [12] use frequency-based rules to
shorten common symbols, and others, such as LZ77 [45], find repeating strings and replace
them with shorter references.

One of the popular compression methods is GZIP [9], which is a lossless compression
method. It combines both LZ77 for finding repeated patterns in the data, and Huffman
coding for shortening them. GZIP works using a two-stage approach. It uses LZ77 and
Huffman coding. It first looks for repeated byte patterns and replaces them with shorter
symbols. Then, it gives the most common patterns fewer bits, and the rare ones more bits.
This reduces the overall size, but the original data can still be restored.

While compression techniques save large spaces, they add overhead, which makes them
orthogonal to my work in this thesis, where I focus on data deduplication techniques.

6.4 Delta Compression

DARE [38] is an approach that is aware of deduplication and has low overhead for delta
compression. It uses information about adjacent duplicates to make the process of resem-
blance detection and elimination efficient. Also, Ddelta [40] is a fast deduplication-inspired
delta compression method, improves the speed of both delta encoding and decoding through
deduplication concepts while maintaining the same compression ratio. While I can use
delta compression to compress the zero-entropy data in my work, its slow speed makes it
orthogonal to my work as I focus on optimizing the performance of data deduplication in
the context of zero-entropy data.
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Chapter 7

Conclusion and Future Work

The explosive growth of digital data and the high redundancy in cloud storage make
efficient deduplication essential. Although numerous studies target CDC algorithms for
data deduplication, they focus on datasets with general random data. However, zero-
entropy data blocks are widespread in some production datasets such as virtual machine
disk images, source code repositories, and scientific archives. Despite their prevalence, not
much attention has been devoted to studying and understanding their behavior on CDC
algorithms for deduplication systems.

In this thesis, I present a characterization study of zero-entropy data across three real-
world datasets and evaluate its impact on four state-of-the-art CDC algorithms. The
results show that modern CDC algorithms often fail to identify and handle zero-entropy
blocks, especially with small sizes. In addition, their ability to handle zero-entropy blocks
depends on the expected average chunk size. The choice of optimal algorithm to handle
zero-entropy blocks is highly dependent on their sizes. All of these together highlight
the need for a new approach to detect and extract zero-entropy blocks during the data
deduplication process.

I design ZERO, a system that leverages zero-entropy blocks to optimize space savings
in deduplication. ZERO detects and extracts zero-entropy blocks before the deduplication
process. ZERO encodes these blocks using RLE, stores their metadata, and then passes the
reduced data stream to the CDC algorithm for chunking. Finally, it stores their metadata
for later use in the restoration phase. The results show that ZERO improved space savings
by 6–29% across real-world datasets. In addition, ZERO presents comparable or slightly
higher throughput than state-of-the-art deduplication systems. It also reduces end-to-end
processing time, with up to 24% speedup while being up to 25× faster than traditional
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compression methods.

While the current work focuses on zero-entropy data, I plan to extend this work by
extending it to detect and extract other low-entropy patterns containing more irregular
repetition.
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