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Abstract

Coin-flipping is the cryptographic task of generating a random coin-flip between two mis-
trustful parties. Kitaev [19] discovered that the security of quantum coin-flipping protocols
can be analyzed using semidefinite programming. This lead to his result that one party
can force a desired coin-flip outcome with probability at least 1/ V2.

We give sufficient background in quantum computing and semidefinite programming
to understand Kitaev’s semidefinite programming formulation for coin-flipping cheating
strategies. These ideas are specialized to a specific class of protocols singled out by Nayak
and Shor [29]. We also use semidefinite programming to solve for the maximum cheating
probability of a particular protocol which has the best known security.

Furthermore, we present a family of protocols where one party has a greater probability
of forcing an outcome of 0 than an outcome of 1. We also discuss a computer search to

find specific protocols which minimize the maximum cheating probability.
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Chapter 1

Introduction

Quantum computing is the study of computing using the laws of quantum mechanics.
Classical computers, the computers we all use today, do computations on arrays of bits,
e.g., variables being in either the state 0 or 1. The power of quantum computing is
that it can deal with quantum states, an example being a qubit, which is the quantum
analogue of a bit. A qubit has the possibility of being in the 0 state and the 1 state
simultaneously, and we then say that a qubit is in a superposition of the two bits. The
ability to interfere superpositions makes quantum computing a powerful generalization of
classical computing and can make many problems much easier. Indeed there are quantum
algorithms which provide an exponential speedup over the best classical algorithms. One
of the first breakthroughs for quantum computing is a discovery by Shor. He discovered
a quantum algorithm for factoring integers in polynomial-time [32], a problem for which
no classical polynomial-time algorithms are yet known and many believe that none exists.
Since many cryptographic schemes rely on the assumed intractability of factoring integers,
an implementation of the Shor Algorithm on a quantum computer would be able to break
these schemes efficiently. This raises the question of which classical cryptographic schemes
would not be obsolete in the quantum computing age. If we had access to quantum
computers, then how would communication and the transfer of information change? How
could we view cryptography if we had access to quantum messages? These are some of the
important issues in quantum information theory.

Quantum information theory is the study of how information can be sent over quantum
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communication channels. This is a very rich theory and is fundamental when studying
quantum cryptography since communication is the underlying task in many cryptographic
schemes. Quantum information theory deals with many of the same issues as classical
information theory, such as data compression and channel capacities. It also has some
interesting results which are not true in classical information theory. One of these results,
which is a fundamental theorem in quantum information theory, is the no-cloning theorem,
see [11] and [42]. The no-cloning theorem states that arbitrary unknown quantum states
can not be copied. This is not the case in classical computing since a classical computer can
easily copy as many bit values as needed. Another important result is that it is not always
possible to distinguish between quantum states, and attempting to do so typically disturbs
the state. Suppose Alice sends a qubit to Bob but Eve, the eavesdropper, intercepts the
qubit. If Eve does not know what state the qubit is in, then it may not be possible for her to
completely determine its state. If she wants to extract any information about the qubit, she
can do so but at the price of disturbing the superposition of the qubit. If the superposition
is disturbed, then she no longer has a copy of the qubit. We see that the no-cloning theorem
is important here since Eve is not able to copy the qubit she has in possession. If she could
copy the qubit, she could determine its state to any level of accuracy. As a consequence
of these two results, the amount of information an eavesdropper can intercept is limited.
This is the basis for many cryptographic schemes such as in quantum key distribution.
Quantum cryptography is the study of cryptography using quantum computers and
quantum communication channels. In quantum cryptography, often we only need to assume
the laws of quantum mechanics. A scenario in quantum cryptography is Alice sending
an encrypted message to Bob which is protected from Eve determining the content of the
message. Many of these schemes use the results mentioned above to limit the information an
eavesdropper can obtain. An example of this is quantum key distribution. Key distribution
is the task of two communicating parties trying to establish a private key. Two parties
who share a private key can use it to encrypt and decrypt messages. The issue is how to
securely exchange private keys when the private key needs to be changed. This is very
hard to implement classically. In the past, private keys were sealed in suitcases and hand-
delivered, which raises security issues of its own. There are quantum protocols for secure
key distribution which resolves the issue of exchanging private keys. The first popular

cryptographic scheme was created by Bennett and Brassard in 1984. They developed a
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protocol for quantum key distribution called BB84, see [8]. This was a huge breakthrough
and it illustrates how quantum computing will change the future of cryptography. The
idea is Alice sends Bob messages through a quantum channel and then they can test to see
if any errors occurred in the transmission. The more information Eve tries to obtain from
the messages the higher the error rate is, alerting Alice and Bob to the eavesdropper and
allowing them to abort the protocol. If they detect that few errors have occurred, they use
the messages to create a private key.

Another scenario in cryptography is multiple parties performing a computation where
the parties are remotely located. The security now sought is to protect against dishonest
parties altering the computation to force a desired result. This type of security differs from
the other scenario since instead of seeking security against third parties gaining informa-
tion, we now seek security from a dishonest party attempting to change the information.
Classically, these protocols are implemented with the security based on assumed computa-
tional limitations. In quantum computing, there are tests each party can perform to see if
the other parties have tried to alter or change the information. This limits how much one
party can effectively ‘cheat.” An important first step in understanding how such security
can be implemented is to examine how two parties can generate a random coin-flip, a
problem known as coin-flipping.

Coin-flipping is the cryptographic primitive of two mistrustful people trying to generate
a fair coin-flip, where the two parties are not in the same location. The two parties
communicate through sets of messages and then output a bit which has equal probability
of being a 0 or 1. A typical scenario is a recently divorced couple who have moved apart and
enter into a coin-flipping protocol where the resulting bit determines who gets ownership
of their house. This is an example of weak coin-flipping, where the participants desire
opposing outcomes. There is another version, called strong coin-flipping, where no desired
outcomes are assumed. Call the two parties Alice and Bob and suppose that Bob wants
the outcome 0. He may attempt to ‘cheat’ by deviating from the rules of the protocol
trying to force the outcome to be 0 with high probability. As mentioned before, classical
coin-flipping protocols are based on computational limitations. In quantum coin-flipping,
each party is able to test whether or not the other has affected the information, trying
to disturb the probabilities of the outcomes. There are a few different types of security

one can study in coin-flipping, an example being cheat-sensitivity [37]. A cheat-sensitive
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quantum coin-flipping protocol is one in which there is a positive probability of detecting
a cheating attempt of a dishonest party. This type of security can be useful if there is a
high penalty for cheating. Another kind of security studied in coin-flipping is the extent
to which one party can affect the outcome of the protocol. Analyzing this type of security
of strong coin-flipping protocols is the focus of this thesis.

A reason quantum coin-flipping is an interesting problem is the fact that classical coin-
flipping is impossible (without assuming the validity of complexity theoretic conjectures).
It is known that one party can cheat perfectly in a classical coin-flipping protocol by forcing
an outcome with probability 1, see, for instance [24]. When implemented in the quantum
computing framework, we can design coin-flipping protocols where neither party can force
an outcome with probability 1, see [1|. Thus, there is a provable advantage to having
quantum coin-flipping protocols over the classical variety. When designing such protocols,
we seek the security to protect against both parties’ attempts to force either outcome.
Suppose Alice can deviate from the rules and force an outcome of 0 with a maximum
probability of Pj,. We can similarly define Pj,, Py, and Pp; for the other cheating
probabilities. Any protocol is as insecure as the maximum of these four quantities since we
do not know beforehand who is cheating and towards what outcome. We define the bias,

denoted ¢, of a strong coin-flipping protocol as

* * * * 1
€= maX{PA@, PA,17 PB,O7 PB,l} Ty

The bias is the maximum a party can force a desired outcome above the honest outcome
probability of 1/2. Thus, we have turned the notion of security into an optimization
problem. Due to the underlying convex structure of the state space in the setting of
quantum mechanics, we can analyze the security with semidefinite optimization.
Semidefinite optimization is the study of optimizing a linear function over a positive
semidefinite matrix variable which is subject to affine constraints. This has been applied
to many combinatorial problems, a popular example being the MAX-CUT problem [13].
The MAX-CUT problem is the problem of finding a cut of maximum weight in an edge-
weighted graph. No polynomial-time algorithm for this problem is known to exist. Using
semidefinite optimization, we can solve the MAX-CUT problem in polynomial-time so that
the expected value of the solution is at least 0.87856 times the optimal value, as proved

by Goemans and Williamson [13|. This illustrates that semidefinite optimization is an
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indispensable tool for analyzing some combinatorial problems.

It is significant that semidefinite optimization plays a role in quantum cryptography
since we often examine worst-case scenarios. We attempt to design protocols to nullify
worst cases. This is very important in coin-flipping since a coin-flipping protocol is as
insecure as the maximum any of the two parties can cheat. If a party is going to cheat, there
is no advantage for him/her to cheat in a non-optimal way. This makes it important to be
able to quantify the extent of the cheating capabilities, which is something we can compute
using semidefinite optimization. In fact, semidefinite optimization can also be used to
describe the optimal cheating strategies for each party trying to force either outcome. It is
imperative to keep this in mind when designing new protocols to avoid such opportunities
for either party to cheat.

Coin-flipping is an interesting problem to study for several reasons. One reason is that
coin-flipping is the most basic task in computation involving multiple parties. A solid
understanding of how two people can compute a random coin-flip is key to understanding
how more parties can compute more general functions. Secondly, coin-flipping is often
used as a subroutine in a larger protocol. Thus, it is important to have a coin-flipping
protocol with low bias since it could affect the security of the larger protocol. In fact, there
are cryptographic protocols where the outcome of a coin-flip determines the next step of
the protocol. These reasons illustrate why coin-flipping is an interesting and important
problem to study.

There are some important results known about strong coin-flipping. Mayers [23] and Lo
and Chau [22]| proved that a protocol with 0 bias is impossible. Aharonov et al. [1| showed
there exists a protocol with bias strictly less than 1, which is not possible in the classical
case. The upper bound on the best possible bias was improved to ¢ = 1/4 by Ambainis |2]
and independently by Spekkens and Rudolph [36]. Ambainis [2] showed that if a protocol
has bias ¢, then the protocol requires €2 (log log é) rounds of communication. This result
holds for weak coin-flipping as well where the bias of a weak coin-flipping protocol is
defined analogously. Kitaev [19] used semidefinite optimization to show the best known
lower bound for strong coin-flipping. He showed that any strong coin-flipping protocol has
bias at least ¢ > 1/v/2 — 1/2. Ambainis et al. [5] give a detailed proof of Kitaev’s lower
bound and Watrous and Gutoski [14] give a different proof of the same lower bound. There
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are also some important results about weak coin-flipping. Kerenidis and Nayak [18] showed
that there is a weak coin-flipping protocol achieving a bias of less than 1/4. Spekkens and
Rudolph [37] found a protocol achieving a bias of 1/y/2 — 1/2, independently found by
Ambainis, see [3]. Mochon [27] showed there exists a protocol with bias 1/6 which is the
best known upper bound for the optimal bias. Ambainis’ lower bound on the number of
rounds of communication is the best known lower bound for the bias in weak coin-flipping.

Our goal is to examine a class of strong coin-flipping protocols based on quantum bit-
commitment, singled out by Nayak and Shor [29]. Examining this class of protocols may
give insight towards the general case of coin-flipping. This class includes the protocols by
Ambainis and Spekkens and Rudolph which have bias e = 1/4. We analyze these protocols
using semidefinite optimization and illustrate how they also satisfy Kitaev’s lower bound.
We show that asymmetric cheating probabilities arise when there are more than three
rounds of communication, the content of Chapter 9. We also present computational results
for finding the optimal bias in special cases of these protocols.

The next chapter introduces the key concepts of quantum computing. It presents prop-
erties of quantum states and gives their most general representation. This chapter discusses
basic concepts of quantum mechanics such as the evolution of quantum states and projec-
tive measurements. Chapter 3 discusses a linear operator called the partial trace which is
an operator used extensively in quantum computing and appears in semidefinite programs
(the content of later chapters). We investigate a generalization of the Kronecker product
and show its close connection to the partial trace. Chapter 4 discusses a ‘closeness’ measure
for quantum states called the fidelity. This chapter shows properties of the fidelity, which
play an important role in the analysis of coin-flipping protocols and bit-commitment, as
shown in Chapter 8. We also briefly discuss positive definite matrix means. Chapter 5
introduces semidefinite programming. We discuss duality theory which is essential to the
analysis in later chapters. We also give some applications of semidefinite programming in
quantum computing. In Chapter 6, we introduce quantum coin-flipping which is the focus
of the following chapters. We define coin-flipping protocols, cheating strategies, and the
bias of a protocol. Chapter 7 shows the analysis of quantum coin-flipping protocols by for-
mulating cheating strategies as semidefinite programs. We examine Kitaev’s lower bound
which is the best known lower bound for a general coin-flipping protocol. In Chapter 8,

we define a class of coin-flipping protocols based on quantum bit-commitment. A protocol



Introduction 7

with the best known bias belongs to this class and we solve for its bias using semidefinite
optimization. Chapter 9 presents a family of protocols with asymmetric cheating probabili-
ties. We analyze and find cheating strategies for these protocols and show how semidefinite
optimization plays a role. In Chapter 10, we discuss our computational search for protocols
with low bias. We define an equivalence on protocols and show that our search performs

well on a known example.



Chapter 2

Quantum Computing

2.1 Background Material

A Hilbert space is a vector space equipped with an inner product such that the norm
induced by the inner product is a complete metric. We are primarily concerned with
complex Hilbert spaces and denote the set of linear operators L : H — H by L(H).

The set of m x n matrices with complex entries is denoted by M™"™ and the set of n xn
matrices with complex entries is denoted by M".

Given two matrices A and B we define their Kronecker or tensor product as

Al,lB A1,2B T Al,nB
Ao B = AQ,.lB A2,'QB ’ AZ,.nB
An,lB An,QB T An,nB

Properties of the Kronecker product are well-known in literature. We present here some

basic properties of the Kronecker product.

Properties 2.1. Assume A, B, C, and D are matrices and k € C is a scalar. Then we

have the following properties of the Kronecker product.
1. A+ B)eC=AC+BxC,

2. A®(B+C)=A®B+AC,
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3. k(A® B)=kA® B=A®kB (Bilinearity),
4. (A®B)@C=A®(B®C(C) (Associativity),
5. (A® B)(C® D) =AC ® BD  (Mized-Product Property),
6. Tr(A® B) =Tr (A)Tr (B), if A and B are square,
7. det(A ® B) = det(A)™ det(B)", if A€ M", B € M™,
8. (A® B)™' = A"'® B!, if A and B are invertible,
9. (A® B)* = A* ® B*,
10. rank (A ® B) = rank (A) - rank (B).

Given two Hilbert spaces H;, having orthonormal basis By, and Hs, having orthonormal

basis Bs, we can create another Hilbert space H; ® Hs having the orthonormal basis
{v@w:veB,we By}.

A tensor product of Hilbert spaces is the setting for quantum mechanics, discussed in
Section 2.2.

We say that an operator A € L(H) is a nonnegative operator if
(h,Ah) >0, Vh € H,
and a positive operator if
(h,Ah) >0, Yh € H\ {0}.

If a matrix is a nonnegative operator we say it is positive semidefinite and if it is a positive
operator we say it is positive definite.
We define
Yre={XeM:X=X"}

as the set of Hermitian matrices,

Y= {X € ¥": h*Xh > 0,vh € C"}
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as the set of positive semidefinite matrices, and
¥ ={XeX":h"Xh>0,Vh € C"\ {0}}
as the set of positive definite matrices. Note we have the following containments
Yh,oCcxXh cxm

A positive semidefinite matrix is denoted as X > 0 and a positive definite matrix is denoted
as X > 0 when the dimensions are clear from context. We write A = B meaning A—B > 0
and A >~ B meaning A — B > 0.

The standard inner product on M™" is the trace inner product defined as
(X,)Y) =Tr (X"Y).
Given A, B € X", we know A = A* and B = B*, so we can write
(A,B)" = (B,A) =Tr (B*A) = Tr (AB*) = Tr (A*B) = (A, B) .

Therefore, (B, A) = (A,B) € R, VA, B € ¥".
For a matrix X € M", we index its eigenvalues in descending order and denote them
as
M(X) = Xp(X) = oo > A(X)

and collect them in a vector and denote it as
AX) = M (X), Ao (X), - A (X))

A basic linear algebra result is that A(X) € R, VX € ¥". For a vector z € R", we
write x > 0 meaning that each element of x is nonnegative and > 0 meaning each element

is positive. Using this notation, we also have that
Y ={Xe¥X":ANX)>0} and X7, ={X eX":AX) >0}

The above description of positive semidefinite and positive definite matrices serve as alter-
native definitions. Notice that every positive definite matrix is invertible by the absence
of zero eigenvalues.

We now present some well-known results about positive semidefinite matrices and tensor

products. The following can be found in, for example, [38|.
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Lemma 2.2. For any two positive semidefinite matrices X, S € X7, we have that

(X,8) > 0.

The following corollary is immediate from linearity of inner products.

n

Corollary 2.3. For any positive semidefinite matriv X € X7, and matrices A, B € X"
satisfying A = B, we have that
(A, X) > (B, X).

The following lemma characterizes the eigenvalue-eigenvector pairs of tensor products,

see for instance [39].

Lemma 2.4. Suppose A € M" has eigenvalue-eigenvector pair (\,v) and B € M™ has

eigenvalue-eigenvector pair (pu, w). Then AR B has eigenvalue-eigenvector pair (A, v @w).

Note that we may not have A(A® B) = A(A) ® A(B) since it may not list the eigenvalues
in descending order.
Next is a very important result relating positive semidefinite matrices and tensor prod-

ucts.

Corollary 2.5. For any two positive semidefinite matrices X € X7 and S € X7, we have
that
X®5exm.

From bilinearity of the tensor product, we have the following corollary.

Corollary 2.6. For any positive semidefinite matriv X € X7, and matrices A, B € X"
satisfying A = B, we have that
A X » B X.

We present two well-known lemmas which show properties of ¥’} we use extensively.

Lemma 2.7. X is a convex cone. That is,

XeXIA>20 = AXeX} and X,Se€¥] =— X+5e€i.
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Next, we mention an important set of automorphisms of the cone of positive semidefinite

madtrices.

Lemma 2.8. Given any invertible matriz M € M", we have T(-) = M(-)M* € Aut (%)
and T'(-) = M(-)M* € Aut (X7 ). That is,

XelX] <= MXM"ecX?, forallinvertible M € M",

and
XeXl, < MXM e€Xi_, forallinvertible M € M".

We now define orthogonal projectors which we use in quantum computing.

Definition 2.9 (Orthogonal Projector). Let H be an inner product space and let G C H
be a subspace of H. Then we define I1 € L(H) to be the orthogonal projector onto G if it
satisfies

w)=v, Vv €G, and I(w)=0, Yw € G*.

Immediate from the definition is that orthogonal projectors are idempotent, that is,
any orthogonal projector II € L(H) satisfies [I> = II. Also, every orthogonal projector
II € L(H) satisfies A(IT) € {0, 1}4m0),

2.2 Quantum Computing Definitions and Notation

This section presents some basic concepts of quantum computing. A reference for many of
these results and related linear algebra results is [31].

A pure quantum state |1) is a vector with unit norm in a Hilbert space H and H is the
corresponding state space. In quantum computing we use Dirac notation for vectors which
includes [¢), read as “ket ¢, and (| := |¢)", read as “bra 10.” We use (1|¢) to denote the
inner product on H of the vectors [¢) , |¢) € H and |1))}¢| to denote the outer product.

Using this notation, we have that
SH={AeX": (y|AlY) 20, V[p) € H}

and

S, ={AeD": (Y| AY) >0, V]) € H\{0}}.
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Notice that Tr 1)1 = (¥]¢h) = ||[¢)]|> = 1 for any quantum state |¢) and |[)v| is a
matrix with rank and trace equal to 1. Another useful fact to note is the resolution of the
tdentity, which states that

> 1o)e| = I,

l¢)eB
for any orthonormal basis B of the Hilbert space H.
The quantum analogue of a bit is a qubit and the quantum analogue of a trit is a qutrit.
A bit can take two values so we define a qubit to be a unit vector in the two-dimensional

Hilbert space C?. A qubit |¢)) can thus be represented in the form

|¢>=[g],

o + 8" = 1.

\O)::[é] and ]1>::[(1)],

we can represent a qubit in the form

where

Notice if we let

al0) +B[1), where |af* +[8]* =1,

and we say [¢) is in a superposition of the states |0) and |1).

The power of quantum computing comes from the fact that it can deal with quantum
states being in a superposition of many basis states. We say that {|0),|1)} is the com-
putational basis for C?. Not every quantum state is a qubit however. For example, we
could have a quantum state of multiple qubits. For this we need to be able to describe
the corresponding state space. It turns out that the state space for multiple states is the
tensor product of the individual state spaces. l.e., if we have a state of three qubits, the
corresponding state space is C2 ® C2 @ C2 = C?’.

Given a matrix M € M"™", we have the correspondence between linear algebra notation

and Dirac notation given as

M= lmi] =3 my

i=1 j=1

i)l
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Notice that |i)(j| = E;; where {E;; :i € {1,...,m},j € {1,...,n}} is the standard basis
for MI"™"™.

There is more notation which makes things easier. Notice |1) ®|1) € C*® C? is another
quantum state. When we write this state, we usually leave out the tensor products or take
this a step further and include it in one large ket, i.e., |[1) |1) or |11). Note that this could
be confused whether this is “11” in binary or another basis state such as “11” in state space
C'2, but the former should be assumed unless the context suggests otherwise. Suppose we
have a multiple qubit state space H := C*> ® --- C*>. We use the notation |0),, := [0---0)
to denote multiple qubits initialized to the |0) state. Usually only qubits not in the |0)
state are explicitly mentioned.

With these conventions, consider the following two-qubit quantum states
) = <= [00) + = [01) and [un) = = [00) + = 11)
= — — an = — — )
RN V2 TR V2

We see that |1) has the tensor product factorization |¢);) = |0) (% |0) + % |1>> A quick
check shows that [12) does not have such a factorization, the two qubits are then said to

be entangled.

2.3 Ensembles and Density Matrices

We define an ensemble as a probability distribution over pure states in state space H,

denoted as
E = {(pi, i) i €{L,... .k} [vhi) € H}.

This is also referred to as a mized state. As a convention, we use {p;,|¢;)} to denote an
ensemble when the dimension is clear from context. For an ensemble {p;, |1¢;)}, we define

its corresponding density matriz as
sz‘|¢i><¢i|-

We also say that X € X" is a density matrix if there exists an ensemble for which it is the
density matrix. This is the most general description of a quantum state. Suppose p is the

density matrix of the ensemble {p;, |1;)}. It could be the case that p is also the density
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matrix of a different ensemble {p}, [¢)/)}. If two ensembles have the same density matrix
they are said to be equivalent. Equivalent ensembles behave the same way under quantum
operations and quantum measurements, see Section 2.5. Thus, they are effectively the
same quantum state.

Suppose we have two parties, Alice and Bob, who have respective state spaces A and B.
If Alice and Bob share a quantum state |¢)) € A ® B, then neither have total control over
|1b). Mixed states are used to describe parts of quantum states over a tensor product when
the other part of the state space is not available. This is discussed further in Chapter 3.

The following theorem is a fundamental result which is essential to the discussion in

later chapters. It can be found in abundance in the literature, for example, see [31].

Theorem 2.10 (Density Matrix Equivalence). Given a matriz X € ¥, we have that X
is a density matriz if and only if X € ¥ and Tr (X) = 1.

Proof. Suppose X is a density matrix of the ensemble {p;, |[¢;)}, that is, X := Z pili il

Then we have
r <Zpi|¢i><¢i|> = ZPiTF i )(bi| = ZPN%‘WQ = sz‘ =1.
For any |h) € H, we have

<h|X|h h| (szhbz %) sz hl@bz wz|h sz h|¢z |2 > 0.

Thus, X € ¥ and Tr (X) = 1.
Now suppose we are given X &€ Zf where Tr (X) = 1. The spectral decomposition of X is

given as

X = ZA )i Xvil,
where (A\;(X),|v;)) is an eigenvalue-eigenvector pair of X with |[|v;)|| = 1, for all 7 in the
set {1,...,dim(H)}. Thus, X is the density matrix of the ensemble {\;(X),|v;)}. O

Using this equivalence, we define the set of density matrices over state space H as

T={X e Tr(X)=1}
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For ease of notation, we denote D" simply as D™.
One may think a more general description of a quantum state is being in a probabilistic
mixture of density matrices. We can describe a quantum state in this manner by defining

the density matrix of an ensemble of density matrices {p;, p;} as
Zpipz’-
i

We show that this is a density matrix as defined earlier, thus we have not abused notation.

The following is a well-known result.

Lemma 2.11. The density matrix of a probabilistic mixture of density matrices is a density

matriz.

Proof. Consider the ensemble of density matrices {p;, p;} and its density matrix
X =) pipi.
Then
Tr(X)="Tr (Zpipi) = ZpiTr (pi) = Zpi = 1.

For any |h) € ‘H, we have that

(h| X |h) = (h] (ZPsz) |h) = Zpi (h]pi|h) >0,

since p; € EZ;‘ and p; > 0. The result now follows from Theorem 2.10. O
The above lemma shows that D’ is a convex set, i.e.,

A€ [0,1] and pi,p € D™ = Ap; + (1 = \) p, € D™

2.4 Evolution of a Quantum State

Suppose we have an operator M € L(H) acting on a quantum state ) € H. If H is
finite dimensional, what conditions must M satisfy? Suppose we want any such action to

produce another quantum state, then it must preserve unit norm, i.e., we require

IM[9)]l, =1, V[¢) € H.
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From this we see that M must be unitary. In fact, any unitary matrix is a valid operation
on a quantum state.

Suppose we are given a density matrix p € D", how does one apply a unitary to this
quantum state? It turns out applying the unitary U to the density matrix p yields the
density matrix UpU*, we now show why this is the case. Suppose p is the density matrix
of the ensemble & := {p;, [¢;) } and we apply the unitary U to each of the states in £. This
yields a new ensemble, namely £ := {p;, U |1;)}. By definition, the density matrix of £’ is

DU ) (U i) = > pilUlies|U™ = U (Zpiwixwio U = UpU”,

where p is the density matrix of £.
There are more physically possible operations on a quantum state and these operations

are called quantum operations.

Definition 2.12 (Quantum Operation). Suppose we are given the following set of matrices
A= {A ie{l,....k},A; - H — G} which satisfy S5, A*A; = I, We define a
quantum operation G4 : L(H) — L(G) as

k
Ga(X) =) AXA;
=1

The elements of the set A in the above definition are called “ Kraus operators.” Quantum
operations are defined to act on any matrix X € L(H), though we are concerned with their
actions on density matrices.

We now show the following well-known results that quantum operations are trace-

preserving and preserve positive semidefiniteness.

Lemma 2.13. Given a set of matrices A .= {A; i € {1,...,k}, A; : H — G} satisfying
Zf:1 AfA; = Iy, we have

T (G4(X)) = Tr (X), VX € L(H).

Proof. Suppose we are given a set of matrices A := {A4; : i € {1,...,k},A; : H — G}
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satisfying Zle A*A; = I;. Then we have

=1

Tr (Ga(X)) = Tr (ZAJA;‘)

k
= ) Tr(AXA)

i=1

k
= ) Tr(AAX)

=1

k
= Tr <Z A;‘AiX>
=1

= Tr(X).

We now show that quantum operations preserve positive semidefiniteness.

Lemma 2.14. Given a set of matrices A :={A; :i € {1,...,k}, A; : H — G} satisfying
S ATA; = Iy, we have X = 0 = G4(X) = 0. Furthermore, if dim(G) < dim(H)
and A; has full row rank for some j € {1,...k}, then we have X =0 = G4(X) > 0.

Proof. Suppose we are given X = 0 and A := {A; : ¢ € {1,...,k},4A; : H — G} with
Y. AfA; = Iy, Then, for an arbitrary |h) € G, we have

(bl Ga(X) [h) = {h (Z AiXA:‘> () = D (hl XA By = 3 {hul X [hi)

1 3

where |h;) == A] |h). Therefore, (h| Ga(X)|h) = >, (hi| X |h;) > 0, since X > 0. Now,
further suppose that h # 0, X > 0, dim(G) < dim(H), and A; has full row rank for some
j€{1,...,k}. Since A7 has full column rank, |h;) = A} |h) # 0. Therefore, we have

(W Ga(X) [h) =Y (hal X hi) = (hy| X |By) > 0,

since X > 0 and |h;) # 0. Since |h) was chosen arbitrarily, this proves the result. O

The following corollary is immediate from Theorem 2.10.
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Corollary 2.15. Suppose A := {A; : 1 € {1,...,k},A; : H — G} is a set of matrices
satisfying Zle ArA; = Iy If X is a density matriz, then so is Ga(X).

The converse does not hold in general. To see this, consider the matrix
X = 2[0)0] — [1}1] € £(C?),

which is not positive semidefinite by the presence of a negative eigenvalue. Consider the
set A := {(0[, (1|} which defines a quantum operation since [0)X0] + |1}1| = Ic2. Notice
Ga(X) = [2] + [—1] = [1], thus G4(X) is a density matrix in £(C), but X is not a density
matrix in £(C?).

2.5 Projective Measurements

Another operation on quantum states which is physically possible is a measurement. A
measurement is when you “observe” a quantum state to obtain information about its state.
A quantum state remains in superposition as long as it is in a closed system. A mea-
surement consists of anything that obtains information about the state. If we introduce
a measuring device then the system is no longer closed and this typically disturbs the
superposition of the state. For example, a qubit |¢) in a superposition of the states |0)

and |1) can be written as

1 1
) = Zai i) , where Z loy|* = 1.
i=0 i=0

If we were to measure the qubit, then the possible outcomes are

0, with probability |ag|?,
1, with probability |ay|?.

The sum of the probabilities is 1 due to the norm condition on quantum states. This is
an example of measuring a qubit in the computational basis. When the state space has
multiple tensor factors, it is possible to measure only part of a state. It is also possible to
measure in other orthonormal bases as well, demonstrated in the following example. Sup-
pose we measure the subspace K from the quantum state [¢)) € H ® K in the orthonormal
basis {|v;)} of K. This can be done by writing |¢)) as
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= Z Vi l&) vy,

for some states |¢;) € H, where o; > 0 satisfy ), o; = 1. Then the measurement pro-
duces outcome |v;) with probability «; and “collapses” 1) to the state consistent with the
outcome, i.e., |&) |v;).

We can also describe the process of measuring in a basis using a projective measurement.

Definition 2.16 (Projective Measurement). A projective measurement on a Hilbert space
H is a set of mutually orthogonal projectors {Il; € L(H) :i € {1,...,n}}, such that

i=1

Suppose we have a state [¢)) € H and we measure it using the projective measurement
{II; € L(H) :i € {1,...,n}}. The probability of outcome i is given by

pi := (11, |¢><1/J|> )

leaving the post-measurement state

L)
VPi '
We can also measure mixed states in the same way. This is done by measuring each state in

the ensemble. Suppose we have the ensemble & := {q¢;, |¢;)}. The probability of outcome

7 is given by

pi = ZQJ z;|¢j %D

_ <nh§:%wwww>
= (I, p),

where p is the density matrix of £. This leaves the post-measurement mixed state

1
i, ——1L; [1;) ¢
{%p P | >}
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This ensemble has the density matrix

S (Lnnom) - 2

We again consider measuring the subspace IC from a state |¢)) € H ® K in the basis
{|vi)}. We can do this by defining the projective measurement

{I; = Iy @ |viXvil }-

This agrees with the definition of a projective measurement since {I; ® |v;) 14|} is a set of

mutually orthogonal projectors and the resolution of the identity tells us that

Z[H ® |vifvil = I @ Ix = Ingx.
We verify this with the previous example. If we measure the state
ZZ\/EW&)I%) cHOK
with the projective measurement {II; = I; ® |v;}v;|}, we obtain outcome ¢ with probability
pi = (L, [Y)¢])
= <[H ® |vi)wil ) vazax &) (6l © 1) <ka>
gk

Z Vagagvilvy) (velvi) Tr [§XEx|
_ JaaTr e

= Q.

This leaves the post-measurement state

1 1
N i) = \/EZ([H@)’% vil (Z\/_KJ ‘VJ>>

_ %Z@@ v (i)
= &) w).
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This agrees with our original description of measuring a subspace of a state in the basis
{lvi)}-

We now return to our discussion of quantum operations. Quantum operations are
physically possible operations on quantum states. Suppose we want to perform a quantum
operation on the state |¢)) € H. We pad this state with an ancilla, |0) € K, to create the
state [10),, |0),. Suppose we perform a unitary U € L(H ® K) on [1)),, |0),. then measure
the subspace K. This process can be described by a quantum operation on H. Conversely,
every quantum operation can be described in this manner.

Suppose we have a qubit entangled with another qubit but the other qubit is in another
person’s control. What statistical information do we have about the qubit? What if the
other qubit has been measured? If the other party measured the qubit, then our qubit is
in a probability distribution of possible states, as explained above. Thus, our qubit can be
described as a density matrix. The operation which obtains this density matrix from the

two entangled qubits is called the partial trace, which is examined in the next chapter.



Chapter 3

The Partial Trace and Partitioned
Matrix Theory

3.1 The Partial Trace

Definition 3.1 (Partial Trace). Suppose we are given the Hilbert space H := H; @ Ha @ H3
and a matriz X € L(H). We define the partial trace over Hy of X as

Ter(X) = Z (IHI ® <€’ ® IH3)X([H1 ® ‘6> ® [H3)>
leyeB

where B is any orthonormal basis of Ho.

The above definition of the partial trace is general since we can set H; = C! and/or
Hs = C!. This is because the only unit vector in C! is 1 itself, and we can write X as
X=1X=X®I1.

The following well-known result states that the partial trace is well-defined.

Lemma 3.2. The partial trace is well-defined, i.e., the definition is independent of the

choice of orthonormal basis of Hs.

Proof. Recall the resolution of the identity

S leXel = In,
leyeB

23
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for any orthonormal basis B of a Hilbert space H. Suppose we have the Hilbert space
H .= "H; ® Hy ® H3. For two arbitrary bases B; and By for H,, we can write the following.

Trog,(X) = Y (In, ® (| ® Iy ) X (I, @ |€) @ Ing,)
le)eB1

= > Bulel | DM @b)X (@ [ Y 1] le) ® )

le)€B1 |f)E€B2 |fYeBy

= ST Uy @ el f) (1 @ D) X (I, @ |F) (F'l€) © Inyy)

le)€Bu,|f),|f")eB2

= Do (el I @ (f1© biy) X (I, @ |f) © Ing,)
le)€B1,|f),|f")EB2

= > <!f>(f’\, > !€><€\> (I, ® (f1 @ Iy, ) X (I, @ | ') ® Iny,)
L), f")€B2 leyeB1

= > (M1 D) Uy @ {f1 © I ) X (I, @ | f) © D)
F)1f)€Bs

= Y IO © | © I) X (T © ) @ Tgy)
|f):|f")EB2

- Z <]H1®<f|®]’H3)X(IH1®‘f>®IfH3>.

|fyeB2

Thus, we can write the partial trace using any choice of orthonormal basis B of Hy.  [J

Notice that Tr s, = G4, where A := {I;, ®(e|®1I, : |€) € B} and B is any orthonormal
basis of Hs. Thus the partial trace is a quantum operation. Since I, ® (v| ® Iy, has full

row rank, for any nonzero vector |v), we have the following corollary of Theorem 2.14.

Corollary 3.3. Given a Hilbert space H := H; ® Ho ® Hs and X € L(H), we have the
following.

1. Tr(X) = Tr (Try, (X)),
2. X >0 = Try,(X) =0, and

3. X =0 = Try,(X) = 0.
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Therefore, taking the partial trace of a density matrix yields another density matrix.
Suppose we have a quantum state |¢)) € H ® K. If we measure the subspace K of the
state and discard the outcome, the remaining state is a mixed state over H. Let p be the

corresponding density matrix of this mixed state. Then the partial trace is defined so that

p=TrlXvl.

We call p the reduced density operator of the state |1) on H. Thus, the partial trace is the
operation of measuring a subspace and discarding the outcome. We say that a subspace
of a quantum state has been “traced out” when we examine its reduced density matrix.

Since the basis for the subspace being traced out can be arbitrarily chosen, we have

Tr Ha (p) - Tr'H2[(I'H1 & UH2 ® IHg)p(IH1 ® U';’kfg ® IHs)]a

for any unitary matrix Uy, and any density matrix p € D"1@H20Hs,
The following is a well-known result which is important in the discussion of coin-flipping
(the content of Chapter 6).

Lemma 3.4 (|22, 23]|). Suppose we are given a density matriz p € D™ and two states
[V) ,|¢) € HRK satisfying Tr i |)Xv| = Tr|o)Xd| = p. Then there exists a unitary matric
U e L(K) such that

(Ix@U)[¥) = |9).
We now show that the partial trace cannot be written in a certain way.

Theorem 3.5. Suppose we have a Hilbert space H := Hy ® Ho ® Hz satisfying
Then Tr 3, cannot be written as Tr 1, (-) = M (-)M*, for a matriz M : L(H) — L(H1QH3).

Proof. Suppose we are given a Hilbert space H := H; ® Hy ® Hs where hy := dim(H;) and
hs := dim(H3) satisfy hihs > 2 and hy := dim(Hz) > 2. Assume the partial trace can be
written as M (-)M*, for some matrix M : L(H; ® H3) — L(H). Define the quantum state

) = —= (1000) + |1 — 1) [ha — 1) [hg — 1)).

2

S
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By assumption we know that

T, [N = M|XQ|M™ = (M [4)) (M [4))",

which is a rank 1 matrix. We also have that
ho—1

Troa )] = D (I @ (1] @ I )X (I, © i) @ Ing,)

1=0

1 1
= §|0><0|H1 ® [0)X0]3; + §|h1 — 1}y — 1|, @ |hg — 1)Xhs — 1]p,.

1 1
Since hlhg Z 2, we know that §|O><O|H1 & |0><0|H3 + §|h1 — 1><h1 — 1|H1 ® |h3 - 1><h3 — 1|H5

is a rank 2 matrix, which is a contradiction. O]

To give an explicit characterization of the partial trace, we need the following definition.

Definition 3.6 (p-Block Submatrix). Suppose we are given J C {0,1,...,m — 1} and a
matric X € M™P. We define the p-block submatrix of X, denoted X[J],, as

X[ = A{[Xsj) g € T} = D )il ® Xij,
ijed
where X, ; is the i, j th p x p block of X.
Note in the above definition we start indexing from 0 instead of 1. This eases notation

since the computational basis for C™ is {|0),[1),...,|m — 1)}.

Recall the definition of the adjoint of a linear operator.

Definition 3.7. Given a linear operator A:V — W, where V and W are Hilbert spaces,
the adjoint of A, denoted A*, is defined to be the unique linear operator satisfying

(Av, wyw = (v, A"w)y, Yv € V, Yw € W.
Define T': M™? — Ml to be T(X) = X[J],, for some J C {0,1,...,m — 1}. Let

Z[J]y == T*(Z) and jo, ji,---,jjs-1 be an ordering of indices in J. Then we can write
X =Z[J]; as
0], ifigJorjéeJ,
[Xi] = P .
[Zix), ifi=j; and j = ji.
m-p—1
We can alternatively write X = Z[J]} as Z [i)(j] ® X ;, for X, ; above.

i,j=0
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Example 3.8. Given the matriz X below, we can find the 2-block submatriz X|0,2],.
(Recall we start indexing from 0.)

[ Xll X12 X13 X14 X15 X16 1
X21 X22 X23 X24 X25 X26 Xll X12 X15 X16
X — X31 X32 X33 X34 X35 X36 : X[O, 2]2 _ X21 X22 X25 X26
X41 X42 X43 X44 X45 X46 X51 X52 X55 X56
X51 X52 X53 X54 X55 X56 XGI X62 X65 XGG
L X61 X62 X63 X64 X65 X66 _

Given the matriz Z below, we can find Z|0,2]5.

[ Z11 Z15|0 0| Zi3 Zu |
Zin Zia| 213 Zu Zot Za |0 0| Zas Zoy
7. Zo1 Jog | Loz Zoy 0.2 = 0O 01]0 0] 0 O
Z31 Zzp | Z3z L 0 010 0] O 0
Zy Zap | Zaz Zua Zz1 Z32 |0 0| Zss Zay
| Znn Za2 |0 0| Zyz Zuy |

The following result is well-known and widely used in practice.

Theorem 3.9. Suppose we are given H := C™ @ C™2 @ C™3, where my,mso, and ms are
positive integers. Let (k,i) be the base mo representation of kma+1i. Then we can explicitly

write the partial trace over C™ as

mo—1
Treme (X) = Z X[Jilms,
i=0
where J; := {(k,i) : k € {0,1,...,my — 1}} for eachi € {0,1,...,my — 1}.
Proof. Suppose we have H := C™ @ C™ @ C™3. Then we can write

L, 0] 0
Ly @ (01 @ Iy = Iy @ | Iy [0 | = | 0 0] Ly 0] |,
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and ) )
I, | O
/ 0 0
Iy, @10) @ Iy = Iy, ® 6‘3 ] = 0 | L,
0 0

By block matrix multiplication, we have that
(Iyny @ (0] @ Iy ) X (I ®10) @ Lny) = X[Jo]imss
where J; := {(k,i) : k € {0,1,...,m; — 1}} for each i € {0,1,...,my — 1}. Similarly, for
any i € {0,...,mg — 1}, we have that
Ly @ (0] @ L) X (I @ 1) @ Liny) = X[ Ji]imss
giving the result. [

We use the notation (k,¢) throughout this discussion. We now give an alternative proof

of Theorem 3.9 using Dirac notation.

Proof. Suppose we are given X € L(C™ ® C™ & C™3). We can write X as

mi1—1

X = Z kXU @ X,

k,l=0
where X} is the k, 'th mg - mg x mg - mg block of X. Then, for any i € {0,1,...,my — 1},

we have
(Umy @ (i] ® L;ng) X (I;my @ i) @ Lny)

m1—1
= (Iml ® <Z’ ® [ms) <Z ‘k><” ® Xk,l) (Iml ® ‘Z> ® Im3>
k,1=0
mi—1
k,1=0
mi—1
= Z 1) @ X, )
k,1=0

= Z B @ Xkay, .0
(ki) (Li)eT;
- X[Jl]m37



The Partial Trace and Partitioned Matrix Theory 29

where J; .= {(k,i) : k € {0,1,...,my — 1}} for each i € {0,1,...,my — 1}. Therefore, we

have

mo—1 mo—1
Trem = > (Iny @ (i] © Iy ) X (I, @ i) @ In,) = ZX
=0
[
To verify this result, let us examine the three-qubit state 7 |000) + \/_ |111). This
has the 8 x 8 density matrix
[1/2 0 0 0 0 0 0 1/2]
0 00O0O0O0O0O O
0 00O0O0O0OO0 O
P 0O 00O0O0O0OO0O O
0 000O0O0O0O O
0 000O0O0O0 O
0 00 0O0O0O0O O
[1/2 00000 0 1/2 |

Tracing out the second qubit yields the state described by the following density matrix
1/2 0 1/2

0 1/2 1/2
This is precisely the density matrix of the ensemble {(1/2,]00)),(1/2,]11))}. Notice we
1
—1000) + —=|111) in
7 |000) 7 [111)

can obtain the same ensemble by measuring the middle qubit of

the computational basis.

We now state an immediate corollary of Theorem 3.9.

Corollary 3.10. Suppose we are given the Hilbert space H := C™ @ C™ @ C™3. Then we
can write the adjoint of the partial trace Tr cmy as

mo—1

Trims (Z) = Z Z il

=0
where J; = {i+ kmo : k€ {0,1,...,my —1}} for eachi € {0,1,...,my — 1}.



30 Thesis

Notice that tracing out the first part of a composite system H ® K has the form
Try(-) =32 en({el ® Ix)(-)(le) ® Ix), for any orthonormal basis B of H. The adjoint of
this is simply

Tr;, : Ze¥" — Z ) ® Ix)Z({e] ® Ix)

- Z (le) ® Ie) (I @ Z)({e] @ L)

leye B
> leXel® 2
leyeB

= Iy® 7

Therefore, we have a nice expression for the adjoint, namely Tr},(Z) = Iy ® Z. Similarly,
for the partial trace over IC, we have that Try.(Z) = Z ® Ix. We show a similar way of
expressing the adjoint of the partial trace over an arbitrary tensor factor, but first some

notation is needed.

Definition 3.11 (Block Kronecker Product). For a matriz A and a matrizc B € M™?, we
define the p-block Kronecker product, denoted A @ B, as

[ A®B1y A®Bip, A®Byz -+ A®By, |
A®By; A®Bys A®DBys -+ A®DBy,
ARPB:=| A®Bs1 A®Bss A®Bss -+ A®DBs, |,
_A®Bm,1 A®Bm,2 A®Bm,3 A®Bm,m _

where B; j is the 1,5 'th p x p block of B.

Notice that the Kronecker product is a permutation of the rows and columns of the

block Kronecker product. If we index the blocks of B starting from 0, we can write B as

B = Z |i)(j| ® B; j, where B; ; is the 4, j’th block of B. Then we have

1,7=0

m—1
A®B =Y A®|i)j® B

1,J=0
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By definition of the block Kronecker product, we have that
m—1
A®" B =Y |i)j|® A® By;.
i,j=0
This leads to a characterization of the adjoint of the partial trace.
Theorem 3.12. For H :=C™ @ C"™ @ C™3, we have

Ty (2) = I, @™ Z.
mo—1
Proof. From Corollary 3.10, we know that Tr {m, (Z) = Z Z[Jil;,.. Let Zy; be the k, 'th

ms3
1=0

ms X ms block of Z. Then we have

mo—1

Trem(2) = ) Z[Jl,
=0

mo—1mi—1

= > ) kil © Ziy

i=0 k,1=0

mo—1mi1—1

= > > kU@l © Zu

i=0 k,1=0

mi—1

= > | ® I, ® Ziy
k,[=0

mi1—1
= I, @™ (Z kX1 @ Zk,l)

k,1=0
= [,, Q™ Z.

3.2 The Block Kronecker Product

Generalized Kronecker products were first introduced by Singh [33] and Tracy and Singh
[34]. Koning, Neudecker, and Wansbeek [20] were the first to study the block Kronecker
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product in the way it has been presented above. This section presents generalizations of

some well-known results about the Kronecker product.

Definition 3.13 (Vec Operator). Given A € M™", we define the vec operator, denoted

by vec : M — C™", where

col{(A)
colo(A nt

vec(A) = :( . Z i) @ Ali).
col ,(A) -

That is, the vec operator stacks the columns of A on top of each other in a vector.

Below we list two properties relating the vec operator and the Kronecker product, see

for example [15] or [39].
1. vec (AXB”) = (B ® A)vec(X),
2. Tr (ABCDT) = vec (AT)T (D ® B)vec(C).
We now define commutation matrices.

Definition 3.14 (Commutation Matrices). The commutation matrix K,,, € M™" is the

unique real-valued matrix that satisfies
Ko nvec(A) = vec (AT) |, VA € M™".

Notice that commutation matrices are permutation matrices. Since they are also real-
valued, we have that
Kn,m = Krzr;n = K:n,n = Kn_Lln

Commutation matrices arise in quantum computing. Consider the two quantum states

|)) € C™ and |¢) € C", where
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Then we have

ay )

welg = | 7

‘ and |¢)|¢>T=[a1|¢>‘a2|¢>"aml(@]
m | @)

Therefore, 1)) @ |¢p) = vec (](b) : W}T). We can write

Ko () ©16)) = Knavee (10) - [4)")

— vee| (1o 10)")]

= vee (I} 19)")
= I8} & ).

Thus, commutation matrices swap tensor factors.
The following results generalize the well-known fact that there exists permutation ma-
trices P; and P, such that
A® B =P (B® A)P,.

If A and B are square, then we have P, = P
Theorem 3.15 (|20]). Suppose we have A € M"™" and B € M*P. Then
ARPB=(1,® Kn,,)(B®A)(1, ® Kp,),
where K, , and K, ,, are commutation matrices.
The following corollary is immediate.

Corollary 3.16. Suppose we have a matriz A and another matriz B € M™. Suppose p,

and py are positive integers dividing m. Then
A@" B =Pi(Ag"™ B)P,,

for some permutation matrices Py and Py. Furthermore, if A is square, then we have
P, = PL.
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This does generalize the previously mentioned result because the Kronecker product is

a special case of the block Kronecker product. We see this by writing
A® B=A®™ B, where B € M"™.
A generalization of the vec operator is defined below.

Definition 3.17 (Block Vec Operator). For A € M™P" we define the block vec operator,

2
denoted by vecP : M™P"P — C™P° | gs

VeC(ALl)
VeC(ALQ)

vecP (A) := vee(Arn)
o VeC(AQJ) 7

vec(Asz2)

vec(Amn)
where A; j is the i, 7 th p x p block of A.

Notice the block vec operator lists the vec operator applied to the blocks of A along its
partitioned rows. We can similarly define the block vec operator using Dirac notation as
follows. Given a matrix A € M™P"P we know that

m n

A=Yl © A,

i=1 j=1

where A; ; is the ¢, 7'th p x p block of A. Then we can write

vec? (A) = Y > i) |j) @ vec(A; )

- Y e (gmw@)

m n p—1

) 15} [k) @ Aij |k) -

i=1 j=1 k=0
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We now list some basic properties of the block Kronecker product, most are immediate

consequences of Theorem 3.15.

Properties 3.18 ([20]). Given A, A1, Ay € M", B, By, By € M™?, and X € M™P" we

have the following properties.

1.

2.

9.

10.

vec? (BXAT) = (A @ B)vec? (X), if p|n,

(A1 +A) ® B=A; @ B+ Ay ®P B,

A®P (B + By) = AR By + A ®P By,

(A" B)T = (AT @r BY),

(A1 ®P By)(As @ By) = (A1 As @ B1By),

(A®P B) = P(B®" A)PT, for some permutation matriz P, if p'|n,

det(A ®P B) = det(A)™? - det(B)",

Tr(A®P B) =Tr(A) - Tr (B),

If A has eigenvalue A and B has eigenvalue j then A QP B has eigenvalue A\,

MA®? B)=AMA® B)=AB®A) =B A), if p|n.

As a result of the last property above, we have that for all A € M", B € M,

AT B>0 <— AR®B >0 <= BRA>0 <= B™?A*0,

for all p;|m and pe|n. Another property to note is (A ®” B)* = (A* ® B*), which is

important since we are examining matrices with complex entries.

Recall that the partial trace is the operator for finding reduced density matrices. In

the next chapter we define a “closeness” measure for density matrices called the fidelity.



Chapter 4

Survey of Fidelity

4.1 Fidelity of Quantum States

Recall that a Hermitian matrix is always orthogonally diagonalizable. That is, given any

X € X" we can write it as

X =QDxQ",
where ) is unitary and Dy is the diagonal matrix whose diagonal is A\(X). If X € X7,
then A\(X) > 0, and we can define the square root of X as

where D;{/z is defined as the diagonal matrix of the nonnegative square roots of the diagonal
elements of Dy. Notice that we do indeed have X1/2X1/2 = X

Definition 4.1 (Purification). A purification of a density matriz p € D™ is a pure state
|t) in a larger Hilbert space H @ H' such that

Tr [ )X] = p.

For example, suppose we have the density matrix

p = agléo)ol + an & )| € DT

We can define a purification of p in H @ C? as
|ppure> =V |50> |0> + v 1 |€1> |1> € ]D)H@(CQ,

36
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since Tr 2| pPUre ) pPure| = p.
Now we can define the fidelity.

Definition 4.2 (Fidelity). Suppose we are given two density matrices py, pa over a Hilbert
space H. We define the fidelity, denoted F(p1,p2), as

F(p1,p2) := max |(¢1]ha)],

|¢1>7W2> |

where |11) and |19) are purifications of p1 and py in H ® IC, respectively.

The fidelity is a measure of “closeness” for density matrices. Before we illustrate this,

we need the following definition.

Definition 4.3. Given two matrices A, B € X, we say that they are orthogonal, denoted
ALB,if
AB = BA=0.

Now we state the following well-known result.
Lemma 4.4. Given any two density matrices pi, po € D™, we have
0< F(p1,p2) < 1.
Moreover, we have
F(p1,p2) =0 < p1 Lpy and F(pi,p2) =1 < p1=pa.

Note that F'(p, p) = 1 for every density matrix p, thus fidelity is not a metric.
We have the following result which is similar in spirit to Lemma 3.4.

Lemma 4.5 ([17]). Suppose p € D™ has purification [¢) € H® K and o € D™ has
purification |¢) € H® K. Then

F(p,0) = Sup W IyeUlg),

where U is a unitary matriz in L(IC). Furthermore, if dim(K) > dim(H), then the mawi-

mum 1s attained.
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If the maximum is attained, we call the unitary in the above lemma the fidelity achieving
unitary.
An immediate consequence of the definition of the fidelity is the following lemma.

Lemma 4.6. Given any two density matrices py and py over a Hilbert space H @ K, we

have
F(py, p2) < F(Trc(p1), Trc(p2))-

The following well-known result shows that the fidelity is strongly concave, see for

instance [31].

Theorem 4.7. Suppose we have two ensembles of density matrices {p;, p;} and {q;,0;}.

F (mei,zq@m) > Z\/MF(pi»Ui)-

This naturally leads to the weaker concavity conditions below.

Then we have

Corollary 4.8. Suppose we have two ensembles of density matrices {p;, p;}, {pi,0:}, and

a density matriz o. Then we have

1. F (Zpipiazpi0i> > ZpiF(pivo-i)f and

There is an equivalent way of writing the fidelity, but first we need the following defi-

nition.

Definition 4.9 (Trace Norm). Given a matriz A € M™", we define the trace norm of A,
denoted ||Al|;, as
JAJ, = Tr [(47A)2] .

We have the following equivalent description of the fidelity by Uhlmann [40] using the

trace norm.
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Lemma 4.10 ([40]). Given any two density matrices py, p2 € D™, we have

Flowr) =10 | (%) | = vVl

The above is an alternative definition of the fidelity and is much easier to use in many
cases.

We now state a result by Fuchs and van de Graaf.

Lemma 4.11 ([12]). Given any two density matrices py, ps € D™, we have

1
1= F(p1,p2) < 5llp1 = plle < /1= Flp1, p2)*
The following two properties are well-known.
Theorem 4.12.

1. Fuidelity is multiplicative under Kronecker products, i.e.,

F(X, @ X, Y1 ©Y)) = F(X1,Y1)F(X5,Y2), VX1, X5, Y1, Y, € D™
2. Fidelity 1s invariant under unitary transformations, i.e.,
FUXU*,UYU*) = F(X,Y), VX1, X5, Y1,Y, € D™,
Proof. Assume we are given X, X,Y;,Y, € D®. Then we can write the following.

1/2
L. FXi®X,Y10Y,) = Tr ( 1/2®X1/2) ¥ ©Ys) <X11/2®X21/2)> ]

1/2

- T <X1/2YX1/2®X1/2YX1/2) }
1/2 1/2
- Ty ( 1/2Y1 1/2) ®<X21/2Y2X21/2> ]

1/2 1/2
— Tr <X11/2Y1X11/2> ]Tr {(X;”szg/?) ]

= F<X17}/1)F(X27}/2)
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2. F(UXU*UYU*) = T [(UXUSYAUYUS(UXUY?)! }

((
— T ( UXY2U%)( UYU*)(UXWU*))”Q}
= Tr (

UX1/2YX1/2U*)1/2i|

= T U (xR X
r 1/2}

= Tr [(XV2YX'?)
— F(X,Y).

4.2 Positive Definite Matrix Means

Definition 4.13 (Matrix Means). Given two matrices, X,S € M", we define their arith-

metic mean as ]
AM(X,S) = §(X +5).

Given two positive definite matrices X, S € X}, we define their geometric mean as
GM(X,S) = XV/? (X*1/25X71/2)1/2 X2,
and their harmonic mean as
HM(X,S):=2 (X' +51)"
The following matrix inequalities are well-known in Matrix Theory, see for instance [6].

Lemma 4.14. Given any positive definite matrices X, S € X', we have the following

harmonic-geometric-arithmetic mean inequality

2 (X457 XV (XTVASX YA X2 < (X 4 8).

N | —

We note here that the geometric mean of two density matrices is not always a density
matrix. Although X, S > 0 implies GM (X, S) > 0 by the harmonic-geometric-arithmetic
mean inequality, it may not be the case that the trace is preserved. Consider the example

134 0 a0
e[ 0] s )
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Both X and S are positive semidefinite and have trace 1. Since X and S are diagonal, we

can write the geometric mean as

vipele | V320 /2 0 VB4 0
GM(X’S)_X/S/_[ 0 1/2” 0 \/3/2]_[ 0 \/5/4]’

Therefore Tr (GM (X, S)) = v/3/2 < 1.

Matrix geometric means and related concepts also arise in semidefinite optimization
(the topic of the next chapter). For instance, in interior-point methods for semidefinite
optimization, given X, S € 3%, we look for a T" € Aut (X%, ), T'= T™ such that
T(S) =T'(X). Such a T can be described by a W € X7 | such that T(-) = W(-)W. Le.,
WSW = W='XW~!. The unique solution of this matrix equation is given by W € X7,
such that W? = GM(S™!, X), which leads to the so-called Nesterov-Todd scaling [30].
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Semidefinite Programming

5.1 Semidefinite Programming and Duality

A semidefinite program, referred to as an SDP, is a linear optimization problem over

positive semidefinite matrices. In standard form, it is defined as

(P) inf (C,X)
subject to A(X) = b,
X >0,
where X € Y™ is the variable, C' € ¥" b € C™, and A : ¥* — C™ is a linear operator.
The object being minimized is (C, X') which we call the objective function. The objective
function is real-valued since X and C are Hermitian. The conditions A(X) =band X > 0
are called the constraints.

We say that an SDP is feasible if there exists an X that satisfies the constraints, that
is, 3X = 0 such that A(X) = b; such an X is called a feasible solution. If the SDP is
not feasible, we say that it is infeasible. A strictly feasible solution is a feasible solution
X where X also satisfies X > 0. We say that the SDP is unbounded if there exists
{X) : k € N, X}, feasible} such that (C, X)) — —oco as k — oo. We say that a feasible
solution X is optimal if <C’,X> < (C, X) for all feasible X and that the SDP attains its
optimal value if an optimal solution exists. It may be the case that an SDP is feasible, not

unbounded, and does not attain its optimal value; thus we must examine the infimum of

42
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the objective function in this case.

Given an SDP in standard form, we define its dual, or dual problem, as

(D) sup (b,y)
subject to A*(y) + S =C,
S =0,
where y € C™ and S € X" are the variables and A* is the adjoint of the linear operator A.
The fact that (b, y) is real-valued is implied by the proof of Theorem 5.1, below.

When we examine the dual of an SDP, we call the original problem the primal, or
primal problem, and the pair of problems (P, D) a primal-dual pair. An easy exercise is to
verify that the dual of the dual problem is the primal problem. We similarly define feasible
solutions for the dual problem and note for a feasible solution (7, S) to be a strictly feasible
solution we require that S > 0.

The following duality theorems and corollaries play a critical role in our analysis of

coin-flipping protocols in later chapters. For a good reference of these results see [41, 38|.

Theorem 5.1 (Weak Duality). Suppose (P, D) is a primal-dual pair and we are given X
which is feasible in the primal problem and (ij, S) which is feasible in the dual problem.
Then

(C,X) > (b,y).

Proof. Suppose we are given primal feasible X and dual feasible (7, .S). Then we have

<C7X> - <bag> -

The last equality above holds since (X,C) = (C,X) because X,C € ¥". Note that
<5, )_(> > 0 since X, S € ¥}, which completes the proof. O

The above proof shows that given a primal feasible solution X and a dual feasible
solution (7, S), the difference in objective values is <X .S > This brings us to the following

definition.
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Definition 5.2 (Duality Gap). The duality gap of a primal-dual pair (P, D) is defined as
inf{(X,S) : X is feasible in (P), 3y such that (y,S) is feasible in (D)}.

We say that a primal-dual pair have zero duality gap if the duality gap, as defined
above, is 0. A zero duality gap means that both (P) and (D) have feasible solutions and
the optimal values of (P) and (D) are the same.

Theorem 5.3 (Strong Duality). Suppose (D) has a strictly feasible solution and the ob-
jective value is bounded from above. Then there is zero duality gap and (P) attains its

optimal value.
We have the following two corollaries of the strong duality theorem.

Corollary 5.4. Suppose (D) has a strictly feasible solution and (P) has a feasible solution.

Then there is zero duality gap and (P) attains its optimal value.

Corollary 5.5. Suppose (P) and (D) both have strictly feasible solutions. Then there is
zero duality gap and both (P) and (D) attain their optimal values.

Strong duality says that under certain conditions, we can solve for the optimal value of
an SDP by solving that of its dual, which may be advantageous to analyze instead of the

original problem.

5.2 Applications of Semidefinite Programming in Quan-

tum Computing

We now present some applications of semidefinite programming in quantum computing.

First, we need some definitions.

Definition 5.6 (Hadamard Product). We define the Hadamard product of A, B € M"™"™
as
[(Ao B)i] = [Ai;Bi;].
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Notice that the Hadamard product is only defined for matrices having the same dimen-
sions. Given A, B € 3", we can write (A, B) = (e| Ao Ble), where |e) is the n-dimensional

vector of all ones. From this, we see that
T:Xe¥" > Ao X e X",

is a self-adjoint operator, for any A € »".
We say that a system A(Y) < C € X" is almost feasible if for all € > 0, IE with
|E| = /(E, E) < e such that A(Y) < C + E is feasible.

The following is a well-known result about alternative systems. See for example [38].

Lemma 5.7. There exists D = 0 satisfying A(D) = 0 and (C,D) < 0 if and only if
A*(y) = C is not almost feasible.

Using this lemma, we have an alternative proof of Lemma 2 in [7].

Theorem 5.8 (|7]). Let X"*(R) denote the set of real-valued symmetric matrices and let
X% (R) denote the set of real-valued positive semidefinite matrices. Suppose we are given

the following two systems.

(1) Y AyjoX;=B,Vie{l,. ..k},
j=1

X; e X1 (R), Vje{l,...,m}.

k

(I1) Y (B, Y:) >0,

=1
k
D Yiody; %0,V €{L,...,m},
=1
Y; e *(R), Vi € {1,...,k}.

Suppose Xy = -+ = X,,, = 0 is the only solution to (I) when B = 0. Then exactly one of
(I) or (I1) has a solution.
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Proof. Consider the following primal-dual pair
(Zj> inf EE:<(7rX%>
j=1
subject to ZAW oX;=B,Vie{l,...,k},

j=1

X; e (R), Vje{l,...,m},

and i
(D) sup Z (B,Y;)
1?1
subject to ZA"J oY; XC, Vje{l,...,m},
i=1
Y, € ¥"(R), Vi€ {1,...,k}.
Since X; = --- = X,,, = 01is the only feasible solution to (P) when B = 0, by hypothesis, we

know that there does not exist a feasible solution (X1, ..., X;,,) such that 37" | (C, X;) < 0.
Thus, for any choice of C', we have that the dual is almost feasible. Choosing C' = —1I,,
implies that there exists Y7,...,Y}; such that Zle A;joY; <0, forall je{l,. .. m}
Now, choose C' = 0 in the above primal-dual pair and consider two cases. Case 1, if (1)
is infeasible, then there does not exist Yi,..., Y such that Zle A;ijoY;, =< C, for all
jeA{l,...,m}, and Zle (B,Y;) > 0. Then the objective value of (D) is bounded from
above. This implies that (P) attains its optimal value by Theorem 5.3 which implies the
weaker condition that (P), and therefore (1), is feasible. Le., 3X,...,X,, € ¥ (R) such
that 37", Aijo X; =B, Vi€ {l,...,k}. Case 2, if (I]) is feasible, then 3Y1,..., Y} such
that 3.F | A;;0Y; <O, Vj € {1,...,m}, and 3F_ (B,Y;) > 0. Assuming that (I) is also
feasible, we have that the objective value of the primal is 0 since C' = 0. By weak duality,
we get the following contradiction

m

0=> (C.X;)>) (BY;) >0

j=1 =1

]

We now discuss an application of semidefinite programming in quantum complexity

theory. Quantum complexity theory is the study of finding lower bounds on the complexity
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of quantum algorithms. There are many methods for finding lower bounds including the
weighted adversary method [4] and spectral adversary method [7]. Adversary methods
give lower bounds on the complexity of calculating a function f. For a function f, the
weighted adversary method is posed as an optimization problem having optimal value
WA (f). This implies the complexity of calculating f is Q(WA (f)). Spalek and Szegedy
[35] prove that all of the adversary methods known are equivalent, that is, they all give
the same lower bound. As part of their proof, they show that a specific adversary method,
posed as an optimization problem, is equivalent to a semidefinite program. That is, there
is a correspondence between feasible solutions and they have the same optimal value. They
examine the dual of the SDP and prove a zero duality gap by showing a strictly feasible
solution for the dual. They next show that the dual, being an adversary method itself,
is equivalent to another adversary method. This proves that these four methods give the
same value and, therefore, the same lower bound. The key observation is that by examining
the dual, they have a new approach to analyzing the problem.

The next chapter introduces coin-flipping, cheating strategies, and optimal cheating
probabilities. We examine how the results in this chapter play a role in the analysis of

coin-flipping protocols (the content of Chapter 7).



Chapter 6
Quantum Coin-Flipping

Coin-flipping is the cryptographic task of two mistrustful parties generating a random bit.
If one party is dishonest, and deviates from protocol, he/she could try to cheat by trying
to increase the probability of a desired outcome. A protocol should be able to withstand
such dishonesty by not allowing a party to force a desired outcome with probability 1. This
is different than many cryptographic protocols in the sense that the security we seek in a

protocol is to protect an honest party from the other dishonest party.

6.1 Definitions and Notation

Before we examine coin-flipping, we set up a general framework in which the protocol takes
place, and how the two parties communicate. For this discussion of coin-flipping, we call
the two parties Alice and Bob and the setting is as follows. Alice and Bob have their own
private spaces and they each have access to a message space which they use to alternate
sending messages to each other. One may think of the private spaces as desktop computers
and the message space as email. After they finish communicating they determine the result
of the coin-flip.

We set this up in the following framework. Alice and Bob’s private spaces are the state
spaces A and B, respectively. The message space is the state space M. They initially

share a quantum state prepared as
|¢start> = |0>A |O>M |O>B'

48
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Alice has a set of unitary operations {Us; € LIAR M) : i € {1,...,N}} and Bob has
another set {Up;, € LM ® B) : i € {1,...,N}} of unitary operations. They apply these
unitary operations alternately to the appropriate part of the state, starting with Uy ;.
These are the messages of the protocol. Once all the unitary operations are applied, Alice
and Bob each measure the part of the state in their respective private spaces using a projec-
tive measurement. This determines the resulting coin-flip. The projective measurements

for each party have the form
{0, Iy, apore == 1 — g0 —aq},

where II, corresponds to the outcome z € {0, 1}, and all projectors are mutually orthogo-
nal.

This formulation also includes classical protocols. A classical coin-flipping protocol has
private and message spaces of the form C™, for some m, and all the unitary operations
are commutation or “swap” matrices. (Recall from Section 3.2 that commutation matrices
swap tensor factors.)

To fully describe a coin-flipping protocol, we define the following tuple.

Definition 6.1 (Coin-Flipping Tuple). Given a protocol, we collect all the unitary opera-

tions and projections in a protocol-tuple
Pi=Uan, - Uan, U1, UpnyHag, Ha, Up o, Ig1).

Not any such tuple is a coin-flipping protocol however. The tuple needs to satisfy two
conditions. Firstly, we need Alice and Bob to output the same bit when they follow the
protocol. Let |tgna) be the final state shared by Alice and Bob at the end of the protocol.
We need

(Maz @ Ipm @ IB) [aina) = (14 @ Iy @ Up o) [Vana) , Vo € {0, 1},

to ensure this condition. Secondly, we need the output bit to be randomly generated, that

is, having an equal probability of being a 0 or 1. To ensure this, we require

[(Map ® I @ Ig) [nad) I” = [[(Mag © Ly @ In) [Yna)||* = 1/2.

Note that we do not need the analogous condition for Bob since it is redundant assuming
the first condition.

We collect the two conditions below.
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Conditions 6.2.
1. (HA’Q; X ]M & ]3) |¢ﬁnal> = (].A (=Y IM & HB,m) |¢ﬁnal> , YV € {0, 1},

2. [[(Wap ® Ing @ In) [Ygmad || = |Max © Ing ® In) [Wgma) > = 1/2.

If Bob and Alice trust each other and follow a protocol honestly, they do not need
complicated protocols. Indeed, one party could just let the other flip a coin and share the
result. This is obviously not useful if the two parties do not trust each other. In simple
protocols it could be the case that Bob or Alice can bias the outcome by forcing a desired
outcome with probability higher than 1/2. Before analyzing the security of coin-flipping
protocols, we need to introduce some terminology and discuss the limitations on cheating.

We do not assume any computational limitations on cheating, anything within the laws
of quantum mechanics is allowed. We do however assume for this discussion that if a party,
say Bob, is dishonest then he cannot perform any operation on Alice’s private space A or
change M to another message space. What he can do is prepare any private space B and
apply a possibly different unitary on M ® B when it is his turn to apply a unitary in
the protocol. We also assume that he can apply an extra unitary of his choosing at the
beginning of the protocol, before any communication occurs. A cheating strategy for Bob is
comprised of his private space B and his set of unitary operations he applies instead of the
ones prescribed in the protocol. Notice he does not need to perform any measurements.
Since they must output the same bit, the result of Alice’s measurement is the outcome
of the protocol, which he accepts. Recall from Chapter 2 that this is equivalent to Bob

performing a quantum operation on M.

Definition 6.3 (Cheating Strategy). Assume Alice is honest and Bob is dishonest. Assume

Bob also has a private space B which is unknown to Alice. Given a protocol-tuple
P:={Uar, ..., Uan,Upa,....,Ugn,[Lap, a1, 50,11}
we define a cheating strategy via a cheating-tuple, which is defined as
Pp = {(713,0, [7371, ceey ﬁB,Na HA,D, HA,1}>

where (7373- is a unitary operator acting on M & [3\, for j € {0,1,...,N}. During the
protocol, Bob changes the starting state of M ®B using ﬁgo and then applies ﬁBJ‘ instead
Of UB,j .
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In the case of dishonest Alice and honest Bob, we define a cheating strategy for Alice
analogously.

In the above description, Bob can apply a unitary transformation to the initial state
of the protocol before Alice applies any of her unitary operations. In the next chapter, we
show that this does not improve his optimal cheating probabilities. Since it is physically
possible, we include it in the description and in the analysis in the next chapter.

If one party were to cheat, they have a desired outcome in mind, so ideally they want
to increase the probability of that outcome larger than the honest outcome probability of

1/2. How much one can raise the probability is how we view the security of such protocols.

Definition 6.4 (Maximum Cheating Probability). Suppose P is a protocol-tuple. Let
|Yfinat (PB)) be the final state of the protocol when Bob uses cheating strateqy Pp. We
define the maximum cheating probability for Bob forcing outcome x € {0,1}, denoted

ng, as
Py, = max Pr(Alice’s outcome = x) = max T4z [Vfinar (P -
B B

We analogously define P}, for x € {0,1}, for Alice’s mazximum cheating probability.

Since a protocol is designed to protect an honest party from a dishonest party, a protocol
is only as good as the maximum of the four cheating probabilities. This leads to the

following definition.

Definition 6.5 (Bias). For a protocol-tuple P, we define the bias, denoted ¢, as

* * * * 1
€= max{PAO, PA,1> PB,0> PB,l} T

This is our measure of security of such protocols. We later show how to solve for Py,
P31, Ppo, and Pg; using semidefinite programming and thus determining the bias. The
central focus of studying coin-flipping protocols is to try to find protocols which have a
low bias so that they are secure against dishonest parties.

Naturally, for any coin-flipping protocol, the bias is in the interval [0, %} Ideally, we
want a protocol with 0 bias, but this has been proven impossible by Mayers [23] and Lo
and Chau [22].
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6.2 An Example of a Coin-Flipping Protocol

We illustrate a simple coin-flipping protocol and show it satisfies Conditions 6.2. This
protocol attempts to make a quantum state in each of Alice and Bob’s private spaces in
such a way that if either try to change the content of the last few messages, the other party
can detect cheating.

Suppose we have the five-qubit state space H = A; @ Ay @ M ® By ® By where
A=A ® Ay and B := By ® By. Define Uy and Ug; such that

UAJ(’O>A’O>M):% Y laa)410), and Ui (10),10)4) \/—IO > by

ae{0,1} be{0,1}
Define Uy 5 := I 4, ® SWAP,, where SW AP, € L£(C*) is the unitary operation of swapping
the places of two qubits, i.e., SWAP, (|z1) |22)) = Kaa (|z1) |22)) = |22) |21), for all basis
states x1,z2 € {0,1}.

It is given explicitly as

SWAP, =

o O O
o = O O
o = O
o O O

0
Define Up g := SWAP, ® Ig, and Ug 3 := 14, @ SWAP,.

The first two unitary operations create specific states in A and B. The next three are

—_

used to swap qubits between Alice and Bob.

For this protocol, we use the projectors

Mao:=Hpo:= >  le)c|@|cNc| and TLay:=Tpi:= >  |e)c| @ |eXel,
ce{0,1} ce{0,1}
where ¢ :=1—¢, for c € {0,1}.
To fully illustrate this protocol, let us examine an honest run of the protocol by applying
all the unitary transformations.
1%0) = 10) 410) \, |0) 5 is the starting state. Alice applies Ua; which creates the state

[U1) = (Uax @ Ig)[o)
1

= % > laa)0)]00).

ae{0,1}
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Bob now applies Up; to create the state

[U2) = (La®@Ugpya) )

= 2 > o) o) 60).

a,be{0,1}

Continuing in this fashion the protocol generates the states

|¢3)

[¥4)

|hs)

After all the unitary operations have been applied, |¢5) is the final state of the protocol.

(Uaz @ Ip) [2)

(T4, ® SWAPy @ I, ® I,) | 1/2 > |aa)[0) |bb)
a,be{0,1}

3 Ja0)la) )

a,be{0,1}

(Ia® Ugp) |1bs)

(Ia, ® La, @ SWAP; @ I,) [ 1/2 ) |a0) |a) |bb)
a,be{0,1}

% > " [a0) [b) [ab) , and

a,be{0,1}

(Uaz @ Ip) [t4)

(Ia, ® SWAP; @ I, ® Ip,) [ 1/2 ) |a) [b) |ab)
a,be{0,1}

> Jab)[0) Jab).

a,be{0,1}

23
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We still have to check to see if Conditions 6.2 hold. Applying 14 to |¢5) we get

1
(a0 ® Ly @ Ig) [s) = | D leclee @ Lu®@Is | (5 D laby[0}[ab)
ce{0,1} a,be{0,1}

Y le)(cla)[e) (clo) [0) |ab)

a,b,ce{0,1}

= 2 > Jaa)[0) foa)

ac{0,1}

DN | —

A similar check shows us that
1
(La® I @ po) [¥s) = 5 > laa)[0) |aa) .
ae{0,1}
Therefore, (I14g ® Iy ® Ig) [105) = ([A ® Ipm @Ipo) [1h5). We can similarly show that
(A ® Ipg ® Ig) |t)5) = Z laa) |0} |aa) = (14 ® Iy @ Hp1) [¥5) |
aE{O 1}

so the first condition is satisfied. To check the second condition, we have

2

(Mo ® Ty Is) [s) || = % Y laa)|0)]aa)

ac{0,1}

= {5 3 twaloltaal ] (5 3 w0)10) )

ae{0,1} be{0,1}

{alb){alb)(0]0){alb)(alb)

Q
m
-~
«‘:’M
=
[
—_

D= = ]
: I}

m

~

p

=

—

Similarly, we can show that

1
|02 ® I ® 1) [5)* = 5.
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so the second condition is satisfied.
This is an example of a coin-flipping protocol based on bit-commitment, discussed in
detail in Chapter 8.



Chapter 7

Security Analysis of Quantum

Coin-Flipping Protocols

7.1 Semidefinite Programming Formulation

In this chapter we show how to analyze the security of coin-flipping protocols by formulating
cheating strategies as semidefinite programs. Suppose that Alice is honest and Bob is
dishonest. A cheating strategy for Bob is to create a new private space B and a new set
of unitary operations (/]\BJ’, j €40,1,..., N}, to apply instead of the unitary operations in
the protocol. In our cheating strategy formulation, the variables are the density matrices
pij, j € {0,1,..., N}, where p; is the reduced density matrix Alice has after Bob applies
the unitary U B,j- Bob’s unitary operations preserve the reduced density matrix that is in

Alice’s private space A. Alice’s reduced density matrices therefore satisfy
Trmlp;) = Trm [UagpjUsy), Vied{l,...,N}.

Bob cannot change the part of the starting state in Alice’s space. This is given as the

constraint
Tr pm(po) = [0X0].4-

Suppose Bob is interested in forcing outcome x € {0,1}. Then the probability of Alice
accepting outcome x is given as
<HA,x ® [Ma PN> .

56
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This is the objective function which Bob attempts to maximize. We collect the above in a

semidefinite program given below.

Theorem 7.1 ([19]). For a protocol-tuple P, Bob’s optimal cheating probability for forcing
outcome x € {0,1} is given as the optimal value of the following SDP.

(B) Pg,=sup (Illaz® Im,pN)
Tr mlpo) = [0X0La,
subject to  Tr m(p;) = Trm(Uagpi—1Uiy), Vi €L, ..., N},
p;j = 0,Vje{0,1,...,N}.

This semidefinite program is referred to as Bob’s cheating SDP. Note that the variables
are indeed density matrices as they are positive semidefinite and all are forced to have
trace equal to Tr |0)(0]4 = 1.

What is also interesting about the above formulation is that we can determine an

optimal cheating strategy from an optimal solution of the SDP.

Corollary 7.2 ([19]). For each x € {0,1} and any feasible solution (po,p1,-..,pn) of
the above SDP, Bob has a cheating strateqy that forces outcome x with a probability of

<HA,x ® I./\/lv PN>

Proof. Suppose for = € {0,1} that (pg, p1,...,pn) is a feasible solution for Bob’s cheating
SDP. Let |¢;) € A @ M ® B be a purification of p;, for j € {0,1,..., N}. Note that
Tr 5|0 Xw;| = p;, for j € {0,1,...,N}. For each j € {1,..., N}, we can write

Tr o (TrglsXesl) = Tra(py)

(p
= TrM(UA]pJ 1UA])

= TI"M(UA (Tl"3|¢j 1>< |) UAJ)

= Tr o (Tr g [(Uay @ I )51 |(Us, © 15)]) -

Therefore, by Lemma 3.4, there exists a unitary V; € LM ® B) such that

(Ta@ Vi) (Uay @ Ig) [$j-1) = [¥y) -

Let ﬁB,j be such a V; for each j € {1,...,N}. Let ﬁB,O be a unitary satisfying

UB,O |0>A®M®l§ = W}O) :
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This defines a cheating strategy for Bob. Using this strategy, Alice has the density matrix
p; after applying U B, for j € {0,1,...,N}. Therefore, Alice accepts outcome z with
probability (Il ., ® I, pN)- O

From the above proof, we see that there is no need for the unitary U Bo- That is, we
can choose it arbitrarily.
By solving his cheating SDP for a desired outcome, Bob finds his maximum cheating

probability and he has an optimal cheating strategy achieving this value.
Theorem 7.3 ([19]). The dual of Bob’s cheating SDP is given as the following SDP.

(Dp) inf (Zo, [0X0[)
Zj ® IM = Uz,j_t,_l(ZjJrl & IM>UA,j+17 \V/j S {07 17 s 7N - 1}7

subject to
Zy = la,.

Proof. For each variable in (B), we look at the linear operators acting on it. Consider p;
for j € {0,1,..., N — 1}, it is acted on by Tr o((-) in one constraint, corresponding to a
dual variable Z;, and by Tr 4 [(U A1 (UL +1)] in another constraint, corresponding to
a dual variable Z; ;1. Recall the adjoint of the linear operator Tr s is Tr\(Z) = Z ® I
and the adjoint of T'(p) := UpU* is T*(Z) = U*ZU. Since these variables do not appear in
the objective function, and p; > 0, for i € {0,1,..., N — 1}, we have the dual constraints

Z; @ I = Ui ji1(Zip1 @ In)Unjia, ¥j € {0,1,..., N —1}.

We can write the constraints in this way since A = B if and only if 45 > 0 such that
A = B+ S. Notice py appears in the last constraint acted on by Tr 4, corresponding to
a dual variable Zy, and it appears in the objective function (Il4, ® Inq, pn). This gives
a dual constraint Tr’\,(Zy) = Zny @ Iy = 114, ® Ipq. This is equivalent to Zy > Il4,
from which we may assume any optimal solution satisfies with equality. Since the only
non-homogeneous constraint in the primal is Tr »4(po) = |0)0|, corresponding to the dual
variable Zj, we have the objective function of the dual (Zy, |0X0]). O

Notice that the dual variables are positive semidefinite because I14, = 0, for each
z € {0,1}, and U} ;1 (-)Ua 11 € Aut (oeM),
The next lemma shows that there is zero duality gap.
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Lemma 7.4 ([19]). The primal-dual pair (B, Dg) has zero duality gap and primal attain-

ment.

Proof. We see that we get a feasible solution to the primal if Bob plays honestly. Elimi-
nating Zy and setting Z; = (N — j + 1)1 4, for each j € {0,1,..., N — 1}, gives a strictly
feasible solution to the dual. Therefore, there is zero duality gap and primal attainment

from strong duality. [l

Since the primal SDP attains its optimal value, we know for any protocol there is indeed
an achievable optimal cheating strategy. The zero duality gap implies that we can solve for
the maximum cheating probability by solving the dual SDP. Weak duality implies that the
objective value of any feasible solution of the dual gives an upper bound on the optimal
cheating probability.

We now consider the case of cheating Alice. This case is similar to cheating Bob except
that we let her apply a unitary U an+1 after Bob’s last unitary Up n. Since Alice does
not perform any measurements, applying such a unitary does not give her an advantage.
However, we include it in our analysis since it is physically possible.

Her cheating SDP is given as

(A) Pi,=sup (I @Ipg,on)
Tr p(o0) = |0X0,
subject to  Tr pm(oj) = Trm(Upjo;1Ug;), ¥i€{1,..., N},
o; = 0,Vje{01,. .. N}

The dual of Alice’s cheating SDP is given below.

(Da) inf (Yo, |[0X0])
IM ®}/; = Ug,j—l—l(jf\/l ®}/}+1)UBJ+17 v] € {0717"'7N_ 1}7

subject to
Yy = lp,.

All the results about Bob’s cheating SDP also hold for Alice’s cheating SDP. Namely,
Alice’s cheating SDP and dual have zero duality gap and Alice can extract an optimal

cheating strategy from an optimal solution of her cheating SDP.
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7.2 A Lower Bound on the Bias of any Coin-Flipping

Protocol

Recall that a coin-flipping protocol with 0 bias is impossible [22, 23|. We now present other

lower bounds. The next result is by Ambainis.

Theorem 7.5 (|2]). Any coin-flipping protocol achieving bias € must use Q(logloge)

rounds of communication.

We now examine the best known lower bound for a general coin-flipping protocol by
Kitaev [19].

Theorem 7.6 ([19]). Achieving a bias of ¢ < 1/v/2—1/2 is impossible in any strong coin-
flipping protocol. In other words, at least one party in any strong coin-flipping protocol can
cheat with probability at least 1/+/2 —1/2 =~ 0.2071.

Proof. Assume we are given an arbitrary protocol-tuple and we form Alice and Bob’s
cheating SDP’s where each separately tries to force outcome 0 when the other is honest.
Zero duality gaps imply for any ¢ > 0 there exist feasible solutions (Zy, Z1,...,Zy) for
(Dp) and (Y, ..., Yy) for (D) such that Pp,+e > (Zo, [0X0]) and P+ e > (Y5, [0)0]).
Since (Ia, [0)0]) = 1, we can write the following.

(Ppo+€)(Phg+e€) > (Zo,|0X0[) (Im, [0X0[) (Yo, [0XO)
= (Zo® Im ®Yp,|0X0]).
Define |'¢]> = (IA®UBJ)(UAJ®IB) s (IA®UB,1>(UA,1®]B) |0>, for j € {0, e N}, to be

the state after Bob applies his j’th unitary in an honest run of the protocol. Also, define
U, = (Z; @ M ®@ Y, |Y;)(1,|) for j € {0,..., N}. We next show that ¥; > ¥, for all
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jef{0,1,...,N—1}.

U, (Z @ Iy ® Yy, |1 Xes1)

(Uh js1(Zir @ LU 1y @ Y5, |1 Xe5])

<Zj+1 ® Im @Y, (UA,jJrl ® IB)WJX%”(UZJH ® IB)>

<Zj+1 @ Up ;11(Im @ Yj1)Up i1, (Uajir @ 1)1 X5 (U} 541 @ ]B)>

<Zj+1 ®Ipm @ Yj+1, (IA ® UB,j+1)(UA,j+1 ® ]B)|1/’j><¢j|(Ujl,j+1 ® ]B>(IA ® U§j+1)>
= (Zjjt1 @ Im @Y, |[Uj+1)¥j41])

Uy

A%

v

Also notice that

Uy = (Zn®LIm @Yy, [Un)UnN])

(a0 ® Ly ® Up o, [Un Ko |)

= (4@ I @1po)(Hap @ Ly @ Ip), [N )XYn])
(WUN[(Ta® I @ 1lpo)(ITao ® Im ® I5) [1N)
(U] (a0 ® Im @ I)(ap @ Ly @ Ip) [Yn)

= (a0 ® I @ I) |[¥w) |2

= 1/2,

where the last two equalities follow from Conditions 6.2.

Thus, we have
(Pg,o—i_e)(PZ’[)‘i_E)>‘I]02\1112...2\I[N:1/2.

Taking the limit e — 0 implies Pj, P4, > 1/2. Therefore, max{P},, Pio} > 1/v2. O
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7.3 Solving for the Bias with One SDP

We can find the maximum of the four cheating probabilities by solving the following single
SDP.

(Pnax) inf ¢

IA AN CIA TN

ZJ ®IM = U2]+1(Z]+1 ®[M>UA]+17 \V/] S {0717 .- ‘7N - 1}7

Zn = Iy,
subject to . . ,
Zi@Iu = Uiy (Zy @ I)Uasin, Vi€ {0,1,..., N =1},
Z;V - HA,lu
MY = U, i(Im®Yj)Usj, Vi €{0,1,...,N — 1},

Yy = gy,

IM ®}/;, t UE,j—l—l(IM ®Y+1)UBJ+17 vj € {07 17‘ . '7N - ]'}7
Yy = lg;.

This clearly solves for the maximum of the four cheating probabilities, which is exactly
e 4+ 1/2. In the proof of Kitaev’s lower bound we show that at least one party can cheat
towards 0 with probability 1/ V2. The same result holds for the parties cheating towards
1. We see that we can recreate Kitaev’s proof using an optimal solution of the above SDP.
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Taking the dual of the above SDP yields the following SDP.

(Dmax)  sup  (ILag, pn) + (Ian, py) + Mpo, on-1) + (g1, 0h_y)
Tr pm(po) = A1]0X0|a,
Trwm(ps) = Trm(Uagpi-1Uj,), Vie{l,.... N},
pj = 0,Vje{0,1,...,N—1},

Tra(ph) = A2l0X0|a,
Trm(p;) = TrmUasp;Usy), Vie{l,..., N},
Py = 0, Vs e€{0,1,...,N —1},
subject to Tr pm(o0) = A3l0X0|s,
TI‘M(UJ) = TI"M<UB,J'O'J',1U1*3J), Vi e {1,...,N},
o; = 0,Vvj€{0,1,...,N—1},
Tram(og) = A40XO]5,
TI‘M(O';) = TI"M<UB7J'O';-_1U1*3J), Vj e {1,...,N},
o = 0, Vje€{0,1,...,N —1},
AL, Ao, A3, Ay > 0,

MAX+ A+ =

Note that some of the variables are not positive semidefinite, namely py, ply, on, and o'y.
Since 114,141, 1I50,1I51 = 0, we can assume that py, ply,on, 0y = 0 as well, since we
are maximizing the inner products above.

Although this does not help computationally, it does incorporate all of the optimal
cheating probabilities and cheating strategies of the entire protocol.

We now examine a specific class of coin-flipping protocols based on quantum bit-

commitment which includes protocols that have the best known bias of 1/4.



Chapter 8

Coin-Flipping Based on Quantum

Bit-Commitment

8.1 Quantum Bit-Commitment

Quantum bit-commitment (BC) is a two-party protocol where one party, Alice say, chooses
a bit a € {0,1} at the beginning of the protocol which is to be unveiled to the other party,
say Bob, at the end of the protocol. BC protocols are designed to limit the amount of
information Bob can obtain about the bit a and, simultaneously, to protect from Alice
changing the value of a before unveiling. We say that Alice is committed to the bit a and
refer to a as her commitment. Mayers [23] and Lo and Chau [22] show that quantum
bit-commitment is impossible. This means that there is a positive probability that Alice
can change her commitment or Bob can extract information about her commitment.

To illustrate BC protocols, consider the following example.
Protocol 8.1.

1. Commitment Stage: Alice chooses a € {0,1} and commits to the two-qutrit state
1
W) = —= (laa) +[22)) € C* ® C3
) = 5 (Jaa) + 22)

by sending the second quitrit to Bob. We call |1po) and |¢) Alice’s commitment states.

64
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2. Unwveiling Stage: Once Alice is ready to unveil a to Bob, she sends a and the first

qutrit of |1,). Bob can now measure using the projective measurement

{Haccept = |wa><wa|7 Habort = I(C3®(C3 - |wa><¢a|}
to see if Alice tried to change her commitment.

If Alice tries to change her commitment, she risks Bob detecting her cheating attempt.
On the other hand, Bob may not be able to extract much information about the bit a from
his half of |¢,). The amount Alice and Bob can cheat is known in this case and is later

examined in a simple coin-flipping protocol.

8.2 Coin-Flipping Based on Quantum Bit-Commitment

We now discuss a type of coin-flipping protocol introduced by Nayak and Shor [29]. The
idea is that Alice commits to a random bit a € {0,1} and Bob commits to a random bit
b € {0,1}. Then after both unveil their bits to each other, they output a @ b, which is the
outcome of the protocol.

An m-round BC coin-flipping protocol,! referred to as a BCCF protocol, is of the fol-

lowing form.

Protocol 8.2. Suppose m = 2n—1, i.e., m is odd and n > 2. Suppose Alice starts with the
Hilbert space A .= A1 ®---® A, and Bob starts with the Hilbert space B :== B1®---QB,_1.

e Preparation: Assume we have states |1g) , [t1) € A satisfying 1) L |11), and states
|bo) ,|d1) € B satisfying |¢po) L |¢p1). These states are called the start states or
starting states. Alice creates the state

1
A) = — Y o) ) E AR A=C*® A
\/EaE{O,l}

and Bob creates the state
1

|B) = NG

ST ) e € BowB=C2®B.

be{0,1}

"'We assume m > 3 since 1 and 2-round coin-flipping protocols are not of much interest.
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o Commitment and Unwveiling Stages: Alice first sends Ay to Bob. Then Bob sends B,
to Alice. Then Alice sends Ay to Bob and so on until Alice has all of B and Bob has
all of A.

e Measurement Stage: Alice measures the state she has in Ay ® B using the projective

measurement

{Tag = [bXbl @ |@u)ul, Tax o= > [0)D| @ 6w} ], Laysns — ao — Mas}

be{0,1} be{0,1}

to get ca, which she outputs. Bob measures the state he has in By @ A using the

projective measurement

{po:= ) lafal®@[a)thal, 1= Y [aXal @ [adtal, Ispea—1lpo 151}

ae{0,1} ae{0,1}

to get cg, which he outputs.

In the above protocol, if ¢4 # cp, then an honest party detects cheating. We note
here that we do not lose any generality by assuming the protocol has an odd number of
messages. Suppose we have a 4-round BCCF protocol. This is equivalent to a 5-round
BCCF protocol where we append a trivial message at the end. In other words, Alice sends
some message in the last round which does not depend on her commitment, for instance,
the last message could be |0). We consider BCCF protocols with an even number of rounds
in later chapters, but we assume an odd number of rounds here for the analysis.

This type of protocol is a special case of the general protocol discussed in Chapter 7,
where the first two unitary operations set up the starting states |A) and |B) and the rest of
the unitary operations are commutation or “swap” matrices. (Recall from Section 3.2 that
commutation matrices swap tensor factors.) Including a message space in BCCF protocols
is redundant since instead of using commutation matrices, we imagine the spaces A; and
B; changing hands.

We next prove that this type of protocol satisfies Conditions 6.2 for any choice of
starting states [¢g) , [¢1), satisfying [1g) L |¢1), and |¢o) , |p1), satisfying |pg) L |¢1).

Theorem 8.3. Any BCCF protocol satisfies Conditions 6.2.
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1
Proof. Let |{gna) = 5 Z |a) |@p) |b) |ta) be the final state at the end of an honest run

a,be{0,1}
of the protocol. Then we have

(Iap ® Lages) [Yana) = % > (VX @ ow)dw| @ Lages) la) [és) [b) [tha)
a,bb’e{0,1}
1
=5 > W) Vla) [gw) (duldu) b) [1ha)
ab,b’€{0,1}
1
=3 > la) ¢a) la) [tha) -
ae{0,1}
Similarly, we have
1
(IA0®B ® HB,O) |7vz)ﬁna1> = 5 Zae{o,l} |a> |¢a> |a> W)a> )

1

(I ® Lages) [Yanal) = 5 2aeqony @) [¢a) a) [Ya) , and

1
(Laoen @ Ip) [Ynat) = 5 2aeqoy 1@) [9a) @) [¥a) -

Therefore, Conditions 6.2 are satisfied. n

We later discuss how to find optimal cheating probabilities for this type of protocol
using semidefinite programming. First, we examine known results about the special case
of 3-round BCCF protocols.

8.3 Three-Round BCCF Protocols

For a 3-round protocol, we examine the cheating probabilities for Alice and Bob. Let
[.) € A1 ® Ay be Alice’s start states satisfying [¢g) L |¢1) and let |¢p) € By be Bob’s
start states satisfying |¢o) L |¢1). Recall that Alice sends the first and last messages and
Bob sends the second message.

Bob’s cheating strategy is straightforward. He only sends one message to Alice and

this is his only opportunity to cheat. If he wants to force a desired outcome, what he
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effectively does is determine Alice’s commitment. If he can determine Alice’s commitment
with probability p, then he can force either outcome with probability p. This is because the
outcome of the protocol is the XOR of Alice’s commitment and Bob’s commitment, so Bob
can choose his commitment accordingly. The only information he can obtain about Alice’s
commitment is what he can extract from her first message. His optimal measurement can

determine the bit to which Alice is committing with probability

L -l

where pg := Tr 4,10} (¢o| and py := Tr ,]11 X1 ], see [2]. This is the probability of correctly
guessing i given p;, i € {0, 1}, with equal probability.

Alice’s optimal cheating strategy is different. She is required to send a message in the
first round, at which point she has no information about Bob’s commitment. In the second
round, Bob unveils his commitment to Alice, so at the time of Alice’s last message she
has complete information about Bob’s commitment. Her optimal strategy is to send a
“non-committal” state in the first round and try to determine her commitment in the third

round. Her optimal strategy is to prepare |¢) € A; @ As, where
1

V2

and send A; to Bob in the first round. Then, before sending A, in the third round, she

applies a fidelity achieving unitary operation (see Lemma 4.5) to the state. That is, if she

[¥) (o) + |¥1)),

wants to determine her commitment as @’ € {0, 1}, then she applies the fidelity achieving
unitary U € L(Ay) satisfying

<¢| ‘[.Al QU |¢a’> = F(,O, pa’)7

where p := Tr 4,|¢)X1|. With this strategy, she can successfully cheat with probability

1

1
S O
2 + 2 (vapl)v

see [2, 36, 18]. These cheating strategies are optimal for 3-round BCCF protocols.

We now show that Kitaev’s bound can never be attained in a 3-round BCCF protocol.
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Lemma 8.4. Suppose we have two density matrices p,o € D*. Then

(L lemel) (L), 4

2 4 2
with equality iof and only if p L o or p=o0.

Proof. From Lemmas 4.4 and 4.11, we have that ||p—o||, =2 if p L 0 and ||[p—o||, =0
if p = 0. This proves we have equality above if p = or p L 0. Let ' := F(py, p2). Using

the first inequality of Lemma 4.11, we have

() (57) = (50257 (59

_ iﬂ+ﬂ—F»ﬂ+F}

i@—Fﬂ1+F)

_ }1(2+(F—F2))

> 1/2.

We also see that the last inequality is tight if and only if F' — F? = 0 and that happens if
and only if FF =0 or F' = 1. The result now follows from Lemma 4.4. O

This leads to the following corollary.
Corollary 8.5. ¢ = 1/\/§ — 1/2 is impossible in any 3-round BCCF protocol.

Proof. Suppose there exists a 3-round BCCF protocol with a bias of ¢ = 1/4/2—1/2. Then
this implies P}, = Pg, =1/ V2. We know Bob can cheat with probability
L lpo—pall,

Pho=gt 4

where po = Tr 4,[10)(¢o| and py := Tr 4,[11 1], and Alice can cheat with probability

« 1 +F (po, p1)
PA,O = #

From the above lemma, we have P} (Pf o = 1/2if and only if pg = py or pg L p1. If po L p1,
Bob could distinguish the two states without error and thus cheat with probability 1. If



70 Thesis

po = p1, Alice can perfectly determine her commitment in the last round since there exists
a unitary U € L(Ajy) such that

(I.A1 ® U) Wo> = |¢1> )

by Lemma 3.4. In either case, one party can cheat perfectly, a contradiction. n

Thus, the only way we can have P} ,Pp, = 1/2 is if one probability is 1 and the other
is 1/2. Notice that P5, = Py, in 3-round BCCF protocols, by nature of the cheating
strategies. So we also have P} Py, > 1/2 with equality if and only if one probability is
1 and the other is 1/2. Therefore, a maximum cheating probability of 1/v/2 — 1/2 is also
impossible for 3-round BCCF protocols used for weak coin-flipping.

Using the relationship between fidelity and trace distance, Lemma 4.11, we can show
that any 3-round BCCF protocol has a bias of at least 1/4, see [2|. This is better than the
1/v/2 —1/2 ~ 0.2071 bound given in Corollary 8.5.

The optimal cheating strategies for m-round BCCF protocols, with m > 4, are not
known. We can determine them for each specific protocol using semidefinite programming,

which brings us to the next section.

8.4 Semidefinite Programming Formulation

The formulation of cheating strategies as an SDP for BCCF protocols is similar to the
formulation in the general case. Recall we do not need a message space as we observe it
as A; and B; changing hands. E.g., in the first round, Alice sends A; to Bob, so Bob has
control of By ® A1 ® B; ® --- ® B,,_1;. By what is Bob constrained in this case? Alice
starts with her starting state py := |A)}A|. Let p; be Alice’s density matrix after Bob sends
B; to Alice, for i € {1,...,n — 1}. Bob is constrained by Trz,(p;) = Tr 4,(pi—1), for all
i € {l,...,n — 1}, since Alice replaces A; with B;, but Bob is not allowed to change the
rest of the density matrix. Alice’s final density matrix p,, is Tr 4, (p,—1) since Alice sends
the last message to Bob. Then she measures p, and accepts the outcome z € {0,1} with

probability (I14 ., p,). Putting it all together, we have the following result.
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Theorem 8.6. Bob’s cheating SDP for a BCCF protocol is the following.

(Pg’) Pé,x = sup <HA,£C) pn)

po = [AXA]
Trp (i) = Tra(pica), Vie{l,...,n—1},
. Pn = Tr An (pn—l) y
subject to
J Py € Z:ﬁO@Al@“'@An)
p; € 2-:}0@81®"'®Bi®Ai+1®"'®An7 Vi € {1’ Cn— 1}’
Ao®@B1®-- @By —
pn c 2+0 1 1.

Using adjoint operators and replacing py with |A}A|, we get the following smaller, yet
equivalent, SDP.

(PE) Pp,=sup (T}, (Iag), po-1)
Tr s, (pl) = TrA1|A><A|7
subject to  Trg,(p;)) = Tra(pi-1), Vie {2,...,n—1},
pi € TASBOSBEAnG-SA i e 0y ),

We can examine its dual, which is obtained in the same manner as in the general coin-

flipping case.

(Dp) inf (Zy, Tr 4, [A)XA])

TI'*BZ<ZZ) t Tr;i+1<Zi+1), Vi € {1,...,7?,— 1},
Tr L = Tty (Ig.),
subject to rB"*( 1) = rA"( A, )
7, € 2A0®A2®---®An7
Z; € YAOB®-@Bia@Ain®-0An i {2 n— 1}

We similarly formulate Alice’s cheating SDP as follows.

Theorem 8.7. Alice’s cheating SDP for a BCCF protocol is the following.

(Pj{) Pfx,x = sup <HB,x7 Un>

TrA1(01> - |B><B|7
‘ Tr g, (0ir1) = Trp(o;), Vie{l,...,n—1}
subject to e R ’
. o, € ET@Al®N®AZ®B$®"'®B””, Vie{l,...,n—1},
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Notice Alice sends the first message, which explains the first constraint. From there, she
replaces each of Bob’s messages with one of her own, explaining the rest of the constraints.
The dual of Alice’s cheating SDP is given below.

(D%)  inf (Y, [BYBI)

Try, (V) = Trg(Yin), Vie{l,...,n—1},
Try,(Ya) = Ilpg,
subject to Y, € YBo®Bio-8Bi1
Y, € yhooAo-sAebio-ebiy e (9 n—1},
Y, € ST Bo@AIR @ An—1

By Lemma 7.4, we know that every coin-flipping protocol has an achievable optimal
strategy. This result is therefore true for BCCF protocols as well. We can also check this
directly by the following lemma.

Lemma 8.8. The primal-dual pairs (PE, D) and (P%, D%) both have zero duality gap and

primal attainment.

Proof. By playing honestly, both Alice and Bob can achieve feasible solutions for their
respective primal problems. By setting Z; = (n —i +2)I, Vi € {1,...,n — 1}, for the
corresponding identity matrix I, yields a strictly feasible solution for (D%). Similarly,
setting Y; = (n — 1+ 2)I, Vi € {1,...,n}, for the corresponding identity matrix I, yields
a strictly feasible solution for (D%). The result now holds by strong duality. ]

We have the immediate corollary of Theorem 7.6.

Corollary 8.9. We have Kitaev’s lower bound for BCCF protocols, i.e., for each x € {0, 1},

we have

1
E.

max{ P ., Pp,} >

8.5 An Upper Bound on the Best Possible Bias

The first protocol with bias less than 1 was found by Aharonov et al. [1]. This was
improved by Ambainis 2] and Spekkens and Rudolph [36] by showing ¢ = 1/4 is possible.
We now give an alternative proof that there exists a protocol with e = 1/4.
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To fully specify a BCCF protocol, we need to specify Alice’s message spaces A;, for
i€ {l,...,n}, Bob’s message spaces B;, for i € {1,...,n—1}, and their respective starting
states. We examine a 3-round protocol by Kerenidis and Nayak [18] which has the starting
states

) = %ua@ 1 [22) e CPac?,

for Alice and
) = |b) € C2,
for Bob.
We append an extra qubit |a) onto the starting state |),), for each a € {0, 1}, so that
they satisfy the condition [¢)g) L |¢1). Thus, we have the states now being
1

|¢ha) = ﬁ(!a@ +122)) |a),

where A; = C? and A, = C?> ® C?.
We show that this protocol has a bias of 1/4. Firstly, we show that € = 1/4 is a lower
bound on the bias (similarly done in [18]).

From Section 8.3, we know Bob can successfully cheat with probability

1 1
5 + 1 llpo = pill;
where
1 ! 1 !
po = Tr a[vho)tbo| = 5 0 and  p1 = Tr g, [Y0)(¥n] = 5 1
1 1

Thus, he can cheat with probability

1

el =
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Now that we know that Bob can cheat with probability at least 3/4, we use semidefinite
programming to show that neither party can bias the outcome with probability higher than
3/4. We do this by finding dual solutions to the four dual SDP’s each with objective value
3/4.

The dual of Bob’s cheating SDP in this case is the following.

(D%) Pé,x = inf <TrA1|A><A|7 Z>

rB1< i TI' j(42 (HA,-’U)7

. )
subject to 7 e TA®A

The following lemma helps prove positive semidefiniteness of certain matrices.

Lemma 8.10. Suppose we are given a matric X € X" and there exists a permutation
matriz P such that PXPT is block diagonal with blocks of size 1 x 1 and 2 x 2. Then
X € X% if X has nonnegative diagonal and the 2 x 2 blocks (upon permutation) have

nonnegative determinant.

Proof. Suppose we are given such a matrix X € ", A block diagonal matrix is positive
semidefinite if and only if the blocks are positive semidefinite, this follows from definition.
Since P(-)PT € Aut (X7), we only need to check if the blocks in the diagonal of PX P
are positive semidefinite. Since X has nonnegative diagonal, the 1 x 1 blocks are positive
semidefinite. Arbitrarily choose a 2 x 2 block of PX PT. Suppose this block has eigenvalues
A1 and \o. Since it has nonnegative determinant, we know A\ Ay > 0. Also, since X has
nonnegative diagonal, we know the trace of this block is also nonnegative. Thus, A\;+Xs > 0.

This implies A;, Ao > 0, showing it is positive semidefinite. m

The operation P(-)PT, where P is a permutation matrix, is called a symmetric permu-

tation.
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Consider the following parametrized matrix.

1

—/Ht—1) t

where t > 1. We now prove it is feasible for (D%) and (D}). We can write
TIZZ(HA()) € ./40 QB ® AQ as

Tr 22 (HA,O) - Dlag ([17 ]-7 17 17 1a ]-7 07 07 Oa 07 07 07 Oa 07 07 07 Oa 07 17 17 1a 17 ]-7 1]T)
and Tr’ (II41) € Ao ® B1 ® A; as

TI':k42 (HAJ) = 124 — TI" ZQ(HA@),
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where I,, := Icn. Expanding, we can write Tr (Z(t)) € Ao ® B1 ® A as

S t

where s := —4/t(t — 1). (The s’s align with the t’s in the matrix.) By Lemma 8.10, we
have Tr (Z) — Tr’,(ILa) = 0 and Trz (Z) — Tr’y,(I14;1) = 0 since both have nonzero

diagonal and
— -1
det t et ) =0,
—\/t(t —1) t—1

for t > 1. Thus, Z(t) is feasible in (DY) and in (D}).
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Note we have

Tr 4, |AXA] = 1 :

1 1

so the objective value of this feasible solution is

lim (Tr 4 JAXAL Z()) = Jim (141420 AT 1)

t—o0

1 1.
- Sl
3

Z.
Therefore, Bob can cheat towards either outcome with a probability bounded above by

3/4. We now bound Alice’s cheating probabilities.
The dual of Alice’s cheating SDP is given as the following SDP.

(D) Pi, =inf (Y1, |BXB|)

Try, (V1) = Trg (Y2),
. Trj42(Yé) t HB,xa
subject to Y, € wheb
Y, € S Bo®AL
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Consider the parametrized pair (Y;(¢), Y2) given as

(M(2),Y2) =

for t > 3/2. We now show this is feasible in (D%). We can write Tr % (Y1(t)) € By®.A; @B,

as

Triy, (Mi(1) =

t

DO | W

3
2

DO | W

DO o

N o

Do o

DO W

N | W

[\CRGV]

] w

3
2

3
1
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where s := —/t(t — 3/2), and Tr (Y2) € By ® A ® By as

[\CR V]
DO W

o
o

Try (Y2) ==

DO W
DO W

A~ w

o

By Lemma 8.10, Tr % (Y1(t)) —Tr %, (Y2) = 0, for t > 3/2, since it has nonnegative diagonal
and, noting s = —/t(t — 3/2), we have

(2 Dl el )
s t s t—3/2 s t—3/4

Thus, the first constraint is satisfied. To show the second constraint is satisfied, we need

to show that Tr’, (Y2) = Ilpo. We know
TI'ZQ(YVQ) =YoR13® 1, € 80®A1®A2

and

g0 = [0X0] @ [1)(v6] @ [0)O] + [1)X1] @ [ (| @ [IX1] € By @ A1 @ As,
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where [¢)]) = \%ﬂaa} +122)). Therefore, we can write Tr’ (Yz) —IIp, as

TI‘ j(41 (Yg) — H370

Y2 @ Is @ Ip — [0)0] @ [4h)tbg| @ [0X0] — [1X1] @ [ vy | @ [1X1]
Yy ® I3 @ |0)0[ 4 Y2 ® I3 @ |1)(1]

—[0X0] & [¢o)Xv| © [0X0] = [1X(1] & [¢1}er | @ [1X1]

(Y2 ® 15 — [0X0[ @ [¢o)ep]) @ [0XO0]

+(Y2 @ Is — [IX1] @ [ )4 ]) @ [1)L].

Thus, we have Tr (Y2) — Iy = 0 if and only if

Yo @ I3 — [0X0] @ [¢)(¢| = 0

Since Y3 is diagonal, we can write Y5 ® I3 as

and Yy @ I3 — [11] @ [¢))(¢] = 0.

Y/

Y//

] , where Y/, Y” € M°. We need to

check that Y’ = [y )vp] and Y =[] )¢]|. Notice that

[\ V]
[\CRNGV]
1

DO | o

Y/

I
o

1w
W~ w

e~
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and

— 1 1 —

2 2

0
0
0
|00 Xebo| = 0
0
0
0

1 1

L 9 9

Thus, Y = [« by Lemma 8.10. We can write the other two matrices as

0

DN W
N W

Y//

N W
W~ w
>~ w

W~
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and

N —
N |

[yl =

1

L 2 9

Therefore, Y > [} )¢]|, by Lemma 8.10, showing the second constraint is satisfied.
To find the objective value, note that

BYB| = 5

_ O O =
o O O O
o O O O
_ o O =

The objective value can now be written as

Vi, |B)B|) = lim%<2t—2 it —3/2))

t—o00

— lim [t— t(t—3/2)]

t—o00

3

1
Thus, Alice can not cheat towards 0 with probability higher than 3/4.
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We can similarly prove that

[ i 0

(Yi(1),Y3) =

N o
DO W

|
~
N
~
|
N W
~_
~
o
B~ w

for t > 3/2, is a feasible solution for (D). Since Y/(t) = Y;(¢), it also has an objective
value of 3/4 as t — oo. Therefore, Alice can not cheat towards 1 with probability higher
than 3/4.

We have just proved the following result.

Theorem 8.11. The above protocol has a bias of 1/4.

Recall that Kitaev’s lower bound on any protocol is ¢ > 1/v/2 — 1/2 ~ 0.2071. The
difference between the best known upper bound and best known lower bound for the bias
is 1/4 — (1/3/2 — 1/2) ~ 0.0429, which is quite small, but there is room for improvement.



Chapter 9

Asymmetry in Cheating Probabilities

9.1 An Asymmetric Protocol

In every 3-round BCCF protocol we have that P} , = Pj | and Py, = Pg, since the optimal
cheating strategies do not depend on the desired outcome. However, while solving for the
bias of 4-round protocols, we noticed that sometimes it is the case that P}, # P}, and
P # Pp . We have isolated a family of protocols which we noticed had this asymmetry
in the cheating probabilities.

Consider the following class of 4-round BCCF protocols where all the messages are

qubits.

[Y0) := v/m[00) + V1 —m[11),  [¢n) := [01),
|90) = V¥ 100) + VI —y[11), [¢1) :=[10),

where m,y > 0 satisty m +y < 1.

We argue that Pp, = 1 and Pp, < 1, provided that m +y < 1, and Pg, < 1 if we
further assume m # 0 and y # 0.

This is interesting since the optimal cheating strategies for 3-round BCCF protocols
were independent of the desired outcome and now we claim that there exist protocols where
cheating strategies do depend on the desired outcome.

Note that this BCCF protocol has 4-rounds and our SDP formulations are for an odd
number of rounds. We formulate the cheating SDP’s for 4-round BCCF protocols in the

84
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same manner and are given below.

(Pg) Pp,=sup (I, p2)
TrBl(pl) = Tra,[AXA],
) =

. <p2 Tr Ao (p1)7
subject to
J p € 2ﬁ0®31®¢42’
Py € Zi\o®81®82'
The dual of Bob’s cheating SDP is
(D%) inf <X1aTrA1|A>< |>
Tr Bl (Xl) t Tr :k42 (X2)7
. TI' *32 (X2) i HA,x7
subject to X, € Tt
Xz - ZAO@BI

Assume m +y < 1, m # 0, and y # 0. To show Bob can force outcome 0 with
probability 1, we find optimal solutions for the primal and dual each having objective
value 1. Since the objective value of the primal is a probability, we know it is bounded
above by 1. We find the optimal dual solution to verify the zero duality gap.

Consider (py, p2) defined below. We show it is a feasible solution for (P3).

0

m Vi

1
p1 =

N |
o
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and

P2 =

N | —
o

0

By Lemma 8.10, we see that the above two matrices are positive semidefinite.
We note that

)
1 11—y
TI'_AQ(p1> = 5 = TrBz(IOQ)v
0
1
so the second constraint is satisfied. Also
m vm
1 1-m
TrBl(pl) = 5 0 = TrA1|A><A|7

N 1

where

[AXA] =

| =
(@]

This shows the first constraint is satisfied. Therefore, (p1, p2) is feasible for (Pp). Since
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1
P2 = 511,4,0, the objective value is

1 1 1
<HA,;mp2> = §TI (HA,OHA,O) = §Tl" (HA’()) = §rank (HA’()) =1.

To prove this is an optimal solution for (P3), note that (X1, Xs) = (Iaye4,, Lages,) is a

feasible solution to (D%) giving objective value
(1, Tr 4, |ANA]) = Tr (Tr 4, | ANA[) = 1.

Therefore, both the primal and dual solutions above are optimal by weak duality.

We now find Pj; by finding an explicit formula for the optimal value of (P}). Define
v o= \/(m +1)2 — 4my. Recall that m +y < 1 and m,y # 0. Under these assumptions,
we have that (m + 1)? — 4my > 0. Thus, v is well-defined and positive.

We show that (p], ), below, is a feasible solution to (P3).

N

Bk

°[3
3l

N —

oE
Bk

| 3
3e

DO | —
S|e
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and ~ -
Q@
2 4
2
1
- —«
2
0
Py = a a(l «a ,
m m\2 m
00
00
a1l « 1 «
m\2 m 2 m
1-2
where a = % 1— mEl-y . By Lemma 8.10, the above two matrices are positive
semidefinite if we can show the following four conditions.
m
1. a< —
as o,
2. m< 1,
3. a< L d
. —, an
assg,
4. o > 0.

m
Since m < 1, it suffices to show 0 < o < 5 To do so, we present the following lemma.

Lemma 9.1. For v as defined above, we have
y>m+1—-2y and v>—(m+1-—2y).

Proof. We prove the result by showing v > |m + 1 — 2y|.

yZIm+1-2y vz ((m+1)—2y)°
— (m+1)??—4my > (m+1)>—4dy(m+1)+ 4y?
— 4y > 4y

Thus, v > |m + 1 — 2y| since 0 < y < 1 implies 4y > 4y°. O
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v—(m+1-—2y)
f)/

As a result of the lemma, we have that a = % (

y>=-(m+1-2y) = % > .
Therefore, 0 < a < % which proves that p] and pl, are positive semidefinite.
Note that

m vm
, 1
o ) - - T

Jm 1

where Tr 4, |A)A| is given earlier. Also we have

Tr 4, (p)) = 2 a — Tr s, (ph),
m

N | —
3e

is feasible.

~—

so the first two constraints are satisfied, proving (p}, ph

Before evaluating the objective value, we need the following lemma.

Lemma 9.2. Suppose we are given « as above. Then we have
m
Va(m —2a) = —=—+/y(1 —y).
V2y

Proof. Suppose o = 4&(7 — (m+1—2y)). Then we can write the following.
Y

) > 0. Also,

m

am—2a) = |™ - (mt1-2y) (m—@w—(ml—zy)))

4y 2y

(y—=(m+1-2y)(v+ (m+1-2y))

_mo
V8y
_mo
V8y
m

= \/——27 y(1 —y).

(m+1)> —dmy — ((m + 1) — 2y)?

89
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We have II4; explicitly as

0

thus we can write the objective value below.

<HA,17p2> =

y(1—y)

<%—a>+y(%)+(1—y)<%——)+2\/T (

Thesis

1
= 2—(2m+4ay—2a—2ma—ym+\/§\/y(1— Wa(m —2a>
m

1
= 5 <2m—|—4ay—2a—2mcx—ym+\/_\/ (1—y \/ 1—y )

1
= (2my + a(dyy — 2y — 2my) —

ymy + 2ym — 2y m)

(m+1—2y))(m+1—2y) —2yy+ 4y — 4y°)

= — (dy—ym—7y+2yy+ (m+1)* —dy(m + 1) + 4y* — 2yy + 4y — 4¢°)

2m’y
= %(47—(7—
1
4y
1 2
= B mEy)
3—m-+y

4

To show the solution above is optimal for (P}), consider the parametrized pair

X

0

1

1
5(1—m+7) |
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and

X1 (t)

tm(t — 1)

1

91

tm(t —1)

1
5(1—m+’y)+tm

To see this is feasible for (D), we can write Tr (X1(t)) € Ay ® By ® A, as

t

fl(m7 t)

fl (m, t)

fl(m7 t)

f2(m7 y)
f3(m7 7 t)

fl(mv t)

fQ(m7 y)

f3(m’ s t)

where fi1(m,t) := —\/tm(t — 1), fo(m,y) := %(1 +m+7), and
1

fa(m,y,t) = 5(1 —m + ) + tm. (These functions are only defined to help fit the matrix

on the page.) We can also write Tr’ (X2) € Ay ® By ® A; as

0

1

5(1+m+7)
1
5(1+m+7)

1
S —m+1)

1
S —m+7)
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To prove feasibility of the first constraint, let X (t) := Try (X1(t)) — Tr’y,(X2), ie.,

t —/tm(t — 1)

1 —Vim(E—1)

—/tm(t —1) m(t —1)

—/tm(t —1) m(t —1)

For t > 1, the above matrix is positive semidefinite by Lemma 8.10.
Since By = Ay = C?, we have Tr, (Xa) = Trg (Xz) € Ay ® By ® By. To verify the

second constraint, let X' := Try (X3) —Il4,, ie.,

0

s1—y —Vyly —1)
S1

—Vyly—1) sy —(y—1)

1 1
where s; := =(1+m+~) and s3 := =(1 —m++y). To show that X’ is positive semidefinite,
2 2

we first show it has nonnegative diagonal elements by showing the following.

1
1. sl—y:§(1+m+’y)—y20, and
1
2. 32—(y+1):§(1—m+7)—(y—1)20.

1 1
We see that 5(1—m+7)—(y—1) > 0sincem,y < landy > 0. Also, 5(1+m+7)—y >0
holds by Lemma 9.1. We need to verify that

det (

Il+m+y—y  —2yly—1)
—2yly—1) 1—-m+y—y+1
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The determinant above is nonnegative since (1+m+~y—y)(1—-m+~vy—y+1)—4y(y—1) can
be written as (1+m—y)(2—m—y)+2—m—y)y+(1+m—y)y+(m+1)2+4y(1—m—y),
which is a sum of nonnegative terms. Thus, by Lemma 8.10, we have that X’ > 0, verifying

the second constraint. This solution has objective value

—_

Tim (X (1), Tr 4, | ANA]) = }HEO% {(1 —m) 4 5(1 = m+7) + 2tm — 2y/tm(t — 1)\/5}

= %{(1—m)+%(1—m+7)]—l—m'tliglo[t— L‘(t—l)]
= B-mtn).

This matches the primal objective value so the primal and dual feasible solutions given

above are optimal. Now we prove Pj,; <1 by showing

Py, <1
= v? < (1+m)?
— (14+m)?—4my < (1+m)?
<~ 0 < my.

Since my > 0, we have that Pj,; <1, as desired.

9.1.1 Optimal Cheating Strategy for Forcing Outcome 0

We begin by finding the optimal cheating strategy for Bob forcing outcome 0 with prob-
ability Pg, = 1. Let C be an ancilla space used for finding purifications of the optimal
primal solutions (which are density matrices). We can purify p; as [¢7"") and ps as [¢5")

below.

[y = \/gyoon 0)¢ + \/gmm) 1o+ \/g|111> 1) + HJT—W 011) 2),,
and
1-— 1
[¥5) = @ 000) [0)¢: + /=5 1011) [0)¢- + \fg [110) [1)..
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To find Uy, we append the state |0), to Alice’s beginning state |A) as follows.

4) = /5 1000) 0).. /22 011y 0}, \/>|101 ) 10)c
m 1—m
— <, /5 100) + \/;|11>) ®100) 4,0c + V "o 101) ® [10) 4, 0c
We also have

ey — f|001 ) [0),, \/>|010 Y1) o \/7|111 Y1) e W|011>|2>
- \/g\om ® |00) 5, 5 + (ﬁm@) + \/;\11>) ® [1)g,0c

1—y—m
#2100 [12), 0

Thus, we define the unitary U; : Ay ® C' — By ® C to act on the basis states as follows.

|oo 1),

Yo ) = /7= |00) + ,/l_y m|12)
To find Us, note that
[PTey = f|001 )10} \/>|010 ) 1) \[|111 VL + 1/ - y2 =V 011) [2),
_ \@\om & [10) 4o + \/;ow @ 101) 4o + \/;\m  [11) 4 uc
T 01) © 112) e
and

ure Yy 1-— Y 1
wrr) = JL o000 + 5L o o + /S0y
y I—y 1
_ \[5 100) @ [00) 5, o + \/—2 01) @ [10) 5, 000 + \@ 11) @ [01) 5, 00 -
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Thus, we define the unitary Us : Ay @ C' — By ® C' to act on the basis states as follows.

10) — 00},
|11) — |01),
l—y—m

01
Ty [

- 112) — |10).

Therefore, Bob’s optimal cheating strategy is to create the ancilla space C, performing
U, before sending B; to Alice, and performing U, before sending By to Alice. Doing this,
the optimal solutions of the SDP are Alice’s density matrices from which she measures and

accepts 0 with probability Pg, = 1.

9.1.2 Optimal Cheating Strategy for Forcing Outcome 1

Now we find the optimal cheating strategy for Bob forcing outcome 1 with probability
Pg 1. Again, let C be an ancilla space used for finding purifications of the optimal primal

solutions. We can purify p] and p} as

) - ﬁrooo>\oo>o+\/§ 101) 100}

m 1 o
— — 1 1 - — —1{111) |01
/5 = @010} 01) + /5 = S {111 on),,

,/ o1y 1),

PETe) \/F_yooo )00, \/r_|001 )01),.
1
5 — |010) [10)¢. + ;;|100>|11>C

1 a
— — —|111) |11
5 = o ) 1)

and
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To find V;, we append |00), to the end of |4) and write it as

1A) = \/Eyoom |00>C+\/1_—m\011> yoo>c+\ﬁy1o1> 100)..
= <\/7|00 \[|11>®|0A 100),.. ,/ o1y @ 1) 4, 00} .

We can write [7""¢)

o = (Valon + 21 @0, oo,

m 1 o
+( = —aloo) + E_E‘m)@’%'o%

1 m
35 01) @ [1), [11)¢

Therefore, we define the unitary V; : A1 ® C' — B; ® C to act on the basis states as

follows.
0) |00) — ,/ |O |00) +

]1 100) — [1) |11

@ 1) jo1y,

To find V5, note that

E) = VA 100) @ 04, 0+ ) % 10) & 1), 100)

1 o
~ @01 ®10)4, 101} + 15— = [11) @ [1).4, 01}

+

DN | — l\-”|3

m
5= 2100 @ [1)4, 1)

! \fmo ) ® 10}, [00), \f|oo ) ® (1), [01)
,/5—04\01>®\0> 10),. + \/7110>®10> 1),

1 o
™ 111) @ [1)g, [11)¢

and
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Thus, we define the unitary V5 : Ay ® C' — B, ® C' to act on the basis states as follows.

0) 00) H\[\o )100) + \/71 ) [01)

11)]00) — ]0) |11),
11)]01) — |1 |11

,/ ]0 101) + ,/ |1 |11) — |0) |10) .

Bob’s optimal cheating strategy for forcing outcome 1 is the same as his strategy for

forcing outcome 0 except he applies V] instead of U; and V5 instead of U,. With this
strategy Alice accepts outcome 1 with probability Pz, < 1.



Chapter 10

Computational Results

10.1 The Search for 3 and 4-Round Protocols with Low
Bias

In this chapter, we discuss how we approach finding BCCF protocols with low bias. Recall
that the protocols in [2, 36, 18] achieve a bias of ¢ = 1/4. Also, recall from Section 8.3
that the bias is at least 1/4 in any 3-round BCCF protocol [2]. This implies if we want to
find protocols with a lower bias, we need more than 3 rounds. The first step is to search
for 4-round BCCF protocols with low values for the bias.

We set up our search using the following pseudocode. Since there are an infinite number
of starting states, we test all starting states to within a certain accuracy, which we describe

later.
Pseudocode 10.1.

1. Choose accuracy parameter. Initialize Statespes; and Bias,,, being the best found

starting states and bias, respectively.

2. For all starting states |to), |¢1), |do), and |¢1), within the given accuracy, such that
[tho) L [¢1), and |¢o) L [1):

(a) Solve for P4, Pi,, Ppg, and Py . Set Bias = max{ P} o, P4, P o, P51 }—1/2.
(b) If Bias < Biasmy, then update Statespes; and Biasyy,.

98
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3. end For loop.

We later describe how we define the accuracy parameter and the way we choose the
starting states, but first we discuss an equivalence on BCCF protocols which reduces re-

dundant computation.

Theorem 10.2. Suppose we have a BCCF protocol defined by the starting states |tg), |¢1),
|po), and |¢1). We define a new protocol by defining a set of new starting states, where
we apply an arbitrary unitary of the form Uy, € L(A;) to both of Alice’s starting statest
and correspondingly changing the projection operators llpo and Ilp,. Then the optimal
cheating probabilities of each outcome for each party are the same in both the original and

new protocol.

Proof. Recall the SDP for cheating Bob (corresponding to the original protocol) is as

follows.

(Pg) Pg,z = Sup <TI' :k4n (HA,x>7 pn71>
Trp (p1) = TralAXA]
subject to  Trp,(p;) = Tra(pic1), Vie{2,...,n—1},
pi € 2A0®81®"‘®Bi®Ai+1®'“®An Vi e {1 n— 1}
i 4 , ey .

Let (71,...,7,—1) be a feasible solution of (P%). Define a new protocol by applying a
unitary of the form Uy, € L(A;), for some j € {1,...,n}, to both of Alice’s starting states
and correspondingly changing the projectors Il and IIp;. Note that Alice’s projectors
do not change. Let (P%) be the cheating SDP for Bob corresponding to the new protocol.
We see that if j = 1 or j = n, then (7,...,7,-1) is a feasible solution for (ﬁg) as well.
Suppose j € {2,...,n — 1}. Define

! !
(T4 ey Ty

* *
) = (UAjTlUAja--'7UAjTj71UAjaTja---:Tnfl)'

We show this is a feasible solution for (PZ). Note that Ua; (1)U, € Aut (X4, thus 7/ = 0,
for all j € {1,...,n — 1}. Also, unitary operations of the form Uy, commute with the

partial traces in the SDP’s. This is either because they act on different tensor factors

"When we apply a unitary to a tensor factor, we assume it acts as the identity on the rest of the tensor
factors.
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or because the partial trace is invariant under changes of basis (Lemma 3.2). Thus, for
i€{2,...,j— 1}, we have

Trp, (1)) = Trp (U, 7U4,)
= Uy (Tr Bi(Ti))U:Z]_
= Ua(Tr 4,(7-1)) U7,
= Tr Ai(UAjTi_lU:Z]_)

= Tr A; (Ti,—l)'

For 7 = j, we have

The rest of the constraints can be similarly verified. Since 7 < n — 1, we know that

T) | = Tpn—1, thus,

<TI‘ :k4n<HA,$>7T7/171> = <TI‘ :k4n (HA7$>7TH*1>'

Therefore, there is an objective value preserving bijection between feasible solutions of (Pg)
and the feasible solutions of (ﬁé) This proves that the optimal values of the two SDP’s are
the same. Therefore, Bob’s optimal cheating probabilities are the same in both the original
and new protocol. By a similar argument, we can show Alice’s cheating probabilities are
also preserved. O

We can also apply a unitary of the form Up, € L(B;), for some j € {1,...,n — 1}, to
Bob’s starting states and accordingly change Alice’s projectors to define a new protocol.
By a similar argument, this also preserves the optimal cheating probabilities.

This leads to the following definition.

Definition 10.3 (Equivalent Protocols). Suppose we are given two BCCF protocols defined
by the starting states {|Ya),|ds) : a,b,€ {0,1}} and {|W)),|¢,) : a,b,€ {0,1}}. We



Computational Results 101

say they are equivalent if there exist unitary operations of the form Us = @), U, and
Ug = ®j Us,; such that

[V =Ug b)), forae{0,1}, and |¢y) =Ug|ds), forbe {0,1}.

From Theorem 10.2, we see that equivalent protocols have the same cheating probabil-
ities and thus the same bias. Therefore, we need only test starting states from different

equivalence classes. We achieve this through the following lemma.

Lemma 10.4. Suppose we have a 3 or 4-round BCCF protocol with A, = Ay = C. We

may assume
d

[bo) = > Aild) Ii),
i=1

where \; > 0 satisfy Z?Zl A2 = 1, called the Schmidt coefficients. Suppose we have a

4-round protocol with By = By = C*. Then we may also assume

|po) = ZM ) [2)

where p; > 0 satisfy Z?/:1 pu=1.

Proof. Consider the Schmidt decomposition? for Alice’s starting states below.
W)O Z)‘ |Zv41 |Z-A2 and |7vb1 ZA/ ‘ZAl ‘2«42

where {|ig,)}, {|ia,)}, {|is,)}, and{|i’y,)} are orthonormal sets in their respective spaces.
Using the equivalence above, we can apply the change of basis |i4,) |ia,) vey i) |7) to
both states to find an equivalent protocol. Alice now has the starting states [¢), |¢])
with i) = S2%, A |i) |4). Similarly, we can do this for Bob’s starting states in a 4-round
protocol. O

Note the Schmidt decomposition does not hold true for tripartite states. l.e., for an
arbitrary state |¢) € A; @ Ay ® Aj, we can not always find A; > 0, >, A2 = 1 such

2See, for example, Theorem 2.7 in [31]
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that |¢) = >, Nilia,) [i4,) [ia,), where {|ia,)}, {lia,)}, and {|ia,)} are orthonormal sets.
Therefore, such a lemma does not exist for m-round BCCF protocols where m > 5.

A consequence of our equivalence is that we may assume |¢g) = |0) and |¢;) = |1) for
3-round BCCF protocols. Unfortunately, in 4 rounds we cannot assume much about the
form of [¢1) and |¢1) except, by orthogonality, we can easily write down a basis for the
orthogonal compliment of ). \; |i) |7).

We now describe the accuracy of our search for protocols with low bias. Suppose all
of the messages are qubits, for ease of computation. To choose a starting state [i), we
need only choose one Schmidt coefficient. This is because dim(.A;) = dim(Az) = 2, so one
Schmidt coefficient determines the other. For the first Schmidt coefficient, we loop through
every value between 0 and 0.5 by increments of 107¢. The reason we do not need any value
larger than 0.5 is because then we could have chosen a different change of basis in the
proof of Lemma 10.4, namely |i4,) |ia,) ey |1 @) |1 @i). For every choice of |1)g), we
test different choices for |11). After fixing |t), we define an orthonormal basis for |i)"

as {|m1) s ma) |m3>}, where
|mq) :=|01), |mg) :=1[10), and |ms) := A1 |00) — Ao |11).

We loop to find all the values of 3; and (3, by increments of 1077. For the values that
satisfy 52 + 32 < 1, we define |1;) to be

Y1) := Bi|mu) + B2 [ma) £ /1 — B — B3 [ma) -

We note here that we only test real values for #; and (5 to keep the computation man-
ageable. This is how we enumerate all the possible starting states for Alice. We do the

same for Bob in the case of 4 rounds, but as mentioned above, in 3 rounds we can assume

|#5) = [b).

10.1.1 Computational Platform

Programs were run on Matlab, Version 7, on a Sun V880 with 8 UltraSPARC III CPUs
at 1.2 GHz, and 32 GB of memory, running Solaris 8. Semidefinite programs were solved

using SeDuMi 1.1, a program for solving semidefinite optimization problems in Matlab.
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10.2 Three-Round BCCF Search Results

We test the search for the case of 3-round BCCF protocols where all the messages are

qubits. The best 3-round BCCF protocol where the first message is a qubit achieves a
1
cheating probability of € = 1(1 +1/5) = 0.8090 with the starting states

[to) :=|11) and [th1) := a1 |01) 4 @2 [10)

1
where ap = 5(\/5 —1) &~ 0.6180 and a; = /1 — a3 ~ 0.7862, see Question 2 in [28].
When we set our accuracy parameters to be ¢ := 1 and p := 1, our search finds a

protocol with cheating probability 0.8162 with the starting states
|1hg) = 0.6325]00) + 0.7746 |11) and |¢1) = |01).

When we set our accuracy parameters to be ¢ := 1 and p := 2, our search finds a
protocol with cheating probability 0.8100 with the starting states

o) = [11) and |¢1) = —0.0849]00) + 0.7800 [01) — 0.6200 |10) .

When we set our accuracy parameters to be ¢ := 1 and p := 3, our search finds a

protocol with cheating probability 0.8091 with the starting states
|19) = |11) and |¢;) = —0.0167 |00) + 0.7860 |01) + 0.6180 |10) .

We notice the search algorithm agrees with the known optimal states to within a certain

level of accuracy. We now expand our search to find the optimal 4-round BCCF protocol.

10.3 Four-Round BCCF Search Results

In 4-round BCCF protocols we have to iterate through all possible starting states for Bob
as well as Alice. The number of protocols is the square of the number of 3-round protocols
since we have to test every choice of Alice’s starting states with every choice of Bob’s
starting states. Furthermore, we have the added difficulty that we do not have a nice
expression for the optimal cheating probabilities, thus we must solve for each of the four

probabilities using the SDP formulations.
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If we set the accuracy at ¢ := 1 and p := 1 in the search, we have 3920400 protocols
which means we solve 15681600 SDP’s. Since we are only interested in finding the protocols
which have a low bias, we can weed out certain bad starting states. Although we do not
know the optimal cheating strategies, we do know some cheating strategies, namely the
extensions of the optimal 3-round cheating strategies to 4 rounds. These extensions are
basically the 3-round strategies where Alice and Bob ignore the last message. We check the
(non-optimal) cheating probabilities using these strategies and, if any are larger than the
lowest recorded cheating probability, move on and test the next choice of starting states.
This skips the step of solving the SDP’s which is not of any use in this case.

Setting p := 1 and ¢ := 1, the best protocol has a cheating probability of 0.8128 with
the starting states

o) = 0.6325]00) + 0.7746 |11)
|¢1> - |01>7
|po) = [11), and

[f1) = —0.9798]00) — 0.2000]10) .

Setting p := 1 and ¢ := 2, the best protocol has a cheating probability of 0.8099 with
the starting states

|tho) = 0.7000 |00) + 0.7141 |11},
) = —0.7141]00) + 0.7000 |11)
o) = 0.6164]00) + 0.7874|11), and

|¢1) = 01).
We conjecture that the optimal bias achievable in 4 rounds is no better than what can

be achieved in 3 rounds. This seems to be the case computationally.



Chapter 11

Conclusion and Future Research

We examine coin-flipping protocols based on quantum bit-commitment. For this class
of protocols, we formulate cheating strategies as semidefinite programs and analyze the
cheating strategies therein. We show that we can solve for the cheating probabilities by
solving the corresponding dual SDP’s. Within this class of protocols, we show a family of
4-round protocols with asymmetric cheating probabilities. Also, we show computational
results which suggest that adding more rounds to BCCF protocols may not help in finding
a smaller bias.

Future research includes solving the open problem of finding the optimal bias for strong
coin-flipping. A special case of this problem is to find the optimal bias for BCCF protocols.
Solving this special case could solve the general case if there exists a BCCF protocol with
bias matching Kitaev’s lower bound. If no such protocol exists, this could give insight
for the analysis of the general case. An important step in analyzing BCCF protocols
is understanding how the bias depends on the number of rounds. Also, understanding
how to ‘symmetrize’ a BCCF protocol so that all four cheating probabilities are equal
could characterize optimal protocols. The optimal 3-round BCCF protocol where the first
message is a qubit has this property, as does the optimal 3-round qutrit protocol. We believe
that all four cheating probabilities being equal is a necessary condition for an optimal
strong coin-flipping protocol. Finding continuous methods for changing the four cheating
probabilities is key to characterizing such a property. It is also important to have a better

understanding of the duals of the cheating SDP’s. If possible, having a quantum mechanical

105
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interpretation of the duals could lead to an alternative method of examining coin-flipping
protocols. This has been done for virtually every application of linear programming. A
basic example is Konig’s theorem in combinatorics. Konig’s theorem states that the size of
a maximum matching is equal to the size of a minimum vertex cover in any bipartite graph.
A proof of this involves a linear programming formulation for finding a maximum matching
and examining its dual program. (A linear program is a special case of a semidefinite
program.) An open question is to determine whether a quantum mechanical interpretation

of the duals exists and to see what this reveals about coin-flipping.
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