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Abstract

Root cause analysis (RCA) is essential for diagnosing failures within complex software
systems to ensure system reliability. The highly distributed and interdependent nature of
modern cloud-based systems often complicates RCA efforts, particularly for multi-hop fault
propagation, where symptoms appear far from their true causes. Recent advancements in
Large Language Models (LLMs) present new opportunities to enhance automated RCA.
In particular, LLM-based agents offer autonomous execution and dynamic adaptability
with minimal human intervention. However, their practical value for RCA depends on
the fidelity of reasoning and decision-making. Existing work relies on historical incident
corpora, operates directly on high-volume telemetry beyond current LLM capacity, or
embeds reasoning inside complex multi-agent pipelines—conditions that obscure whether
failures arise from reasoning itself or from peripheral design choices.

In this thesis, we present a focused empirical evaluation that isolates an LLM’s reason-
ing behaviour. We design a controlled experimental framework that foregrounds the LLM
by using a simplified experimental setting. We evaluate six LLMs under two agentic work-
flows (ReAct and Plan-and-Execute) and a non-agentic baseline on two real-world case
studies (GAIA and OpenRCA). In total, we executed 48,000 simulated failure scenarios,
totalling 228 days of execution time. We measure both root-cause accuracy and the qual-
ity of intermediate reasoning traces. We produce a labelled taxonomy of 16 common RCA
reasoning failures and use an LLM-as-a-Judge for annotation. Our results clarify where
current open-source LLMs succeed and fail in multi-hop RCA, quantify sensitivity to input
data modalities, and identify reasoning failures that predict final correctness. Together,
these contributions provide transparent and reproducible empirical results and a failure
taxonomy to guide future work on reasoning-driven system diagnosis.
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Chapter 1

Introduction

Modern software systems are increasingly built on cloud-native, microservice-based archi-
tectures. These systems promise scalability, flexibility, and resilience, but introduce new
challenges in reliability and observability. In such distributed environments, a single failure
can cascade across multiple components, making root cause analysis (RCA)—the task of
identifying the originating fault behind a system failure—both essential and complex.

RCA in cloud-based systems typically involves analyzing telemetry data (e.g., logs,
metrics, traces) [63, 62] to trace failure propagation and isolate the faulty component.
However, the sheer scale, heterogeneity, and volume of telemetry in production environ-
ments can overwhelm automated tools and human operators alike [9]. In response, recent
work has explored data-driven approaches to efficiently process vast amounts of telemetry
data and generate informative clues toward the true root cause for further manual analysis
performed by reliability engineers or software operators [62].

The recent emergence of Large Language Models (LLMs) introduces a promising new
paradigm for automated or human-in-the-loop RCA. Thanks to their general reasoning and
tool-use capabilities, LLMs offer the potential to navigate system knowledge and extract
insights from both structured (e.g., incident reports) and unstructured data (e.g., logs) [71].
This makes them attractive candidates for autonomous RCA agents capable of integrating
system information with observed system behaviour. However, important methodological
and evaluative gaps remain that prevent us from understanding how adept LLMs actually
are for RCA.
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1.1 Motivations

The capabilities of LLMs are often obscured in existing LLM-based RCA ap-
proaches. LLM-based RCA frameworks frequently combine several sequential tasks (e.g.,
anomaly detection and fault analysis) [25, 79] into a single pipeline without intermediate
evaluation. For example, OpenRCA [79] presents an evaluation framework for LLM-based
RCA tasks, but frames each task as a sequence of sub-tasks, including anomaly detection,
failure identification, and fault analysis. This conflates the core RCA ability with unrelated
skills such as anomaly detection, code generation, and error handling.

Others distribute sub-tasks across specialized agents [25, 73, 92, 48, 79]. With the
promise of agentic workflows and multi-agent frameworks, however, comes added com-
plexity: RCA outputs reflect the combined contributions of multiple components (e.g.,
coordinator, analyzer, code-executor) [73, 92, 79]. This entanglement makes it difficult to
assess individual agent contributions, particularly while discerning between the primary
reasoning thread and auxiliary tasks or inter-agent chatter. Some also incorporate static
protocols with incident-specific handlers and data collection mechanisms [9].

While such setups show promise, they entangle reasoning with opaque task bound-
aries, inter-agent dependencies, and system-specific heuristics. This makes it difficult to
attribute performance bottlenecks or errors to the LLM and to isolate and evaluate the
actual reasoning capabilities, particularly in multi-hop failure scenarios that require care-
ful propagation analysis across interacting system entities. Therefore, to assess LLMs as
effective RCA agents, we require evaluation settings where reasoning behaviour can be
meaningfully surfaced and analyzed in isolation. Yet even if reasoning is surfaced, current
evaluation practices provide limited visibility into its quality.

Existing evaluation metrics overlook reasoning quality and propagation cor-
rectness. Most current evaluations of LLM-based RCA approaches report accuracy and
efficiency of the final output, while reasoning evaluation (if any) is often limited to brief,
aggregated human assessments, culminating in a single “usefulness” score [92], “correct-
ness” score [19], or post-hoc “reasoning error” count [58], offering little transparency and
interpretability. Moreover, many rely on metrics capturing lexical or semantic similarity
between predicted and reference root-cause descriptions [1, 73, 96, 58, 19], which can mis-
represent partially incorrect diagnoses and again offer little interpretability. Furthermore,
these approaches also struggle in multi-hop scenarios, where understanding the inferred
propagation path and reasoning steps is crucial.

No prior work systematically evaluates reasoning quality for the RCA task. This lack
of systematic, reproducible, and automated evaluation for reasoning quality constrains
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researchers from conducting large-scale evaluation and comparison across studies. To un-
derstand and improve LLM performance as RCA agents, we need evaluation protocols that
expose not only what was predicted, but how and why it was inferred.

In short, despite the growing use of LLMs for RCA, we lack a clear, empirical
understanding of how well singular models can reason about fault propagation,
which factors most influence their performance, and what kinds of reasoning failures they
exhibit. To address this gap, we conduct a systematic empirical evaluation in a controlled
RCA setting that isolates the LLM’s reasoning behaviour from confounding factors (e.g.,
multiple sequential/overlapping tasks, inter-agent dependencies, system-specific heuristics)
and analyzes both its final RCA outputs and reasoning traces.

To enable such an analysis, we design an RCA environment that deliberately minimizes
external sources of complexity. Unlike prior multi-agent or heavily engineered frameworks,
we design a controlled experimental framework that isolates an LLM’s reasoning by using
simple agent architectures and deterministic, semantically meaningful tools. Specifically,
we focus solely on the post-anomaly-detection RCA task: the model receives pre-identified
anomalous alerts (rather than raw telemetry or historical incident descriptions) and is
provided structured system context via a typed knowledge graph (KG), while avoiding
incident-specific heuristics or open-ended code execution. We also systematically vary the
representation of this graph and alert information to assess robustness against prompt for-
mulation. These design choices—simple agents, deterministic tools, alert-level inputs, and
an explicit KG—reduce confounding factors (e.g., noisy telemetry, multi-agent contribu-
tion, lack of clear task separation) and enable more interpretable reasoning evaluation.

Importantly, we emphasize that a simplified RCA setting does not trivialize the RCA
task: multi-hop failure propagation across distributed services still presents significant
reasoning challenges. Rather, the controlled environment shifts the focus away from data
wrangling or auxiliary analysis tasks toward a focused evaluation of output accuracy, prop-
agation inference, and intermediate reasoning traces in a reproducible and interpretable
way. To assess these traces beyond surface-level output matching, we construct a taxonomy
of reasoning failures and employ a calibrated LLM-as-a-Judge evaluator to systematically
identify these failures at scale.

1.2 Research Questions

We focus our study with the following research questions:
RQ1: How effectively can an LLM agent perform RCA tasks?
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RQ2: How sensitive are final RCA outcomes to alert modalities (logs, metrics, traces)?
RQ3: What reasoning failures appear in agent inference traces?
RQ4: How does the presence of reasoning failures affect the likelihood of generating correct
RCA hypotheses?

1.3 Contributions

The main contributions of this thesis are:

1. An evaluation framework that isolates LLM-based RCA reasoning performance from
confounding factors.

2. A human-rated LLM-as-a-Judge evaluator capable of assessing RCA reasoning qual-
ity automatically and reproducibly.

3. An extensive empirical study (48,000 samples, 228 days of execution time) on the
capabilities of LLMs for RCA under several agentic and one non-agentic workflows.

4. A complete replication package [56] with our implementation, evaluation setup, and
results.

To the best of our knowledge, this study is the first empirical investigation into the isolated
ability of LLM-based RCA agents and their reasoning failures.

1.4 Thesis Structure

The remainder of this thesis is structured as follows.

• Chapter 2 outlines the necessary background on RCA, agentic workflows, and con-
tains our problem definition;

• Chapter 3 describes the methodology used to answer our research questions;

• Chapter 4 lists the experimental setup for executing the methodology;

• Chapter 5 presents results and answers to the research questions;
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• Chapter 6 discusses our main findings, implications, and future work avenues;

• Chapter 7 lists the limitations and threats to validity in conducting our study;

• Chapter 8 outlines the related work in RCA and evaluating LLM outputs;

• Chapter 9 summarizes the thesis and outlines its main conclusions.
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Chapter 2

Background and Definitions

In this chapter, we introduce the background and definitions of this thesis. We first define
the core characteristics of cloud-native systems and the observability artifacts essential for
diagnosing their failures (Section 2.1). We then introduce the RCA task and its inherent
challenges for such systems (Section 2.2). Subsequently, we define KGs as a structured rep-
resentation method (Section 2.3) and introduce LLMs and agentic workflows (Section 2.4).
We conclude this chapter with a formal problem definition (Section 2.5).

2.1 Cloud-based Systems

Cloud-based systems are applications and services deployed on elastic, shared infras-
tructure provided by cloud platforms [43]. They are characterized by on-demand resource
allocation, multi-tenancy, and programmatic management of compute, storage, and net-
work resources. These platforms emphasize scalability, elasticity, and rapid iteration, which
in turn shape how systems are designed, observed, and diagnosed.

Microservices are a common architectural style in cloud systems [15]. Microservice
architectures decompose applications into small, loosely coupled, and independently de-
ployable services, each encapsulating a distinct business capability. For example, Online
Boutique [49], a web-based e-commerce application, is composed of 11 microservices, such
as checkout, payment, and shipping.

In cloud-native systems, system entities are distinct components that can be individ-
ually managed and monitored [22]. Examples include (micro)services (self-contained func-
tional units), (micro)service instances (individual deployments of services), hosts (physical
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or virtual machines), data stores (data storage systems, e.g., databases, caches), coordi-
nation managers (components responsible for distributed process orchestration and state
synchronization), load balancers, and network elements (components that support inter-
service communication, e.g., proxies, service meshes).

Observability is the ability to infer a system’s internal state from its external out-
puts [63, 62]. It typically relies on three core pillars of monitoring data (a.k.a. telemetry
data): logs, metrics, and traces. Logs consist of structured or unstructured records of
discrete time-stamped events within the system. Metrics are structured, numeric mea-
surements collected at regular intervals that reflect system performance over time, such as
resource utilization (CPU, memory, disk). Traces are records that capture the end-to-end
flow of a request through the system’s components, helping identify system call relation-
ships and timing information. Figure 3.2 (under “Telemetry Data”) shows an example
of each modality. Collectively, these form the critical observability artifacts that support
monitoring, post-hoc analysis, and fault diagnosis—a necessary precursor to identifying
the causes of system failures.

2.2 Root Cause Analysis (RCA)

A failure is an observable deviation from expected service behaviour, such as degraded
performance, emitted anomaly events or alerts, or incorrect outputs. A fault is the un-
derlying cause that precipitates a failure [5, 45]. Root cause analysis (RCA) is the
a posteriori process of analyzing telemetry data to identify underlying causes of observed
system failures. Formally, given a set of observable symptoms (e.g., anomalous telemetry
data, alerts, or a user report) and the telemetry collected during the incident, the RCA
task is to identify a (usually small, ranked) set of root-cause locations (e.g., entities) and/or
root-cause fault types whose occurrence explains the observed symptoms.

RCA is not to be confused with debugging techniques, which often involve re-running
applications in a testing environment to reproduce observed anomalies or faults. RCA
techniques instead operate on production-level telemetry data, without re-running produc-
tion workloads [62]. In practice, RCA may operate at different granularities (e.g., system
entity, code block, configuration) and different time horizons (e.g., instantaneous faults,
slow degradations, or intermittent flakiness). The granularity choice affects how precisely
an RCA method can localize a fault.

Despite significant efforts in service maintenance, faults are inevitable due to the sheer
scale of cloud-based systems and their complex dependencies [42]. Failure to promptly
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locate and recover from these faults can result in user dissatisfaction or significant finan-
cial losses [89]. Therefore, RCA is crucial for maintaining cloud-based online services.
However, efficiently and accurately performing RCA in these environments faces several
challenges [62, 71, 89, 17]:
(1) Due to the modularity of service-oriented systems, frequent updates and deployments
result in rapidly evolving systems, thereby changing system behaviour (and entity depen-
dencies) over time.
(2) High dimensionality, cardinality, and volume of telemetry data make exhaustive anal-
ysis expensive. Moreover, telemetry can be noisy [30].
(3) Telemetry data management overhead means practitioners must make explicit trade-
offs (e.g., sampling, aggregation, and retention policies) that directly influence the quality
and fidelity of the available telemetry for RCA. As a result, partial observability (due to
sampling frequency, data retention limits, and instrumentation gaps) means that not all
events are captured, and failures may be invisible to the telemetry pipeline.
(4) Downstream failures can hide or amplify upstream causes, making localization difficult.
A single user request may traverse dozens of loosely coupled services, and a fault in one
service can propagate unpredictably, causing a cascade of failures across the system.

Traditionally, RCA is performed by reliability engineers who must inspect heteroge-
neous telemetry data, apply domain expertise, and iterate on various potential origins
until the true cause is found. However, the aforementioned practical constraints motivate
automated and semi-automated RCA methods that reduce time to resolution and help
engineers prioritize likely causes.

2.3 Knowledge Graphs (KGs)

Knowledge graphs (KGs) are structured representations of a set of entities and their
relationships, typically modelled as directed, labelled graphs. Formally, a KG is a collection
of facts structured as subject-predicate-object triplets (s, p, o), where s and o are entities
(nodes) and p is a directed, labelled relationship (edge) between them [28].

In software systems, KGs can encode architectural structure, network topology, and op-
erational dependencies, thereby revealing underlying connections between system entities
and offering a comprehensive view of system structure and behaviour [89]. For RCA, KGs
can be used to model relationships between different system entities, providing a critical
structural context for localizing faults and understanding propagation paths. The semantic
richness of KGs makes them well-suited for integration with LLMs for relational reasoning
and fault propagation analysis [76].
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Figure 2.1: Straight-shot (direct answer) and ReAct agent workflows.

2.4 Large Language Models (LLMs) and Agentic Work-

flows

Large Language Models (LLMs) are large neural networks trained on extensive tex-
tual corpora to perform natural language processing tasks, such as text comprehension,
reasoning, and generation. Recent models like GPT-5 [46] and Llama 4 [4] exhibit strong
proficiency in generalizing across diverse tasks and domains without task-specific training.
Additionally, reasoning models like DeepSeek-R1 [14] and o3 [47] are LLMs trained with
reinforcement learning specifically to perform reasoning and excel in complex problem-
solving and tasks that benefit from step-by-step thinking.

Agentic workflows are a series of automated steps or sub-tasks where AI agents,
often powered by LLMs, make decisions, take actions, and coordinate tasks to achieve a
specific goal. Workflows help decompose complex tasks, enable intermediate reasoning,
and improve transparency, making agent behaviour easier to interpret and debug [52]. The
simplest form is a straight-shot or direct answering workflow, where the LLM receives all
inputs upfront and outputs its results in a single pass, optionally including its reasoning
traces (e.g., chain-of-thought [74]). In more interactive settings, agents must engage with
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an external environment to access tools, retrieve data, or perform other actions. These
augmented LLMs adopt workflows like ReAct (Reason + Act) [81], which interleaves
reasoning and action through a thought-action-observation loop. Each action is informed
by prior observations from the environment, enabling dynamic decision-making based on
intermediate feedback. Figure 2.1 illustrates both paradigms.

2.5 Problem Definition

We focus on (1) root cause localization, (2) fault type classification, and (3) propagation
path identification based on multi-modal telemetry data. Given a set of failures (i.e., multi-
modal alert events) caused by a single fault, the agent’s objective is to jointly perform the
three specified tasks.

We model a heterogeneous cloud-based software system as a typed knowledge graph
G = (E ,R, TE , TR) which encodes explicit domain knowledge and operational dependencies
within the system, where E is the set of system entities composed of entity types t ∈ TE
(e.g., services, hosts, data stores) and R ⊆ E ×TR ×E is the set of typed edges with types
drawn from the relationships in TR (e.g., control-flow, hosted-on, instance-of ). Each entity
type t ∈ TE is associated with a set of fault classes Ft.

For a given fault s and its associated multi-modal monitoring data (metrics, traces, and
logs), we assume a set of alerts As, each mapped to an element in the knowledge graph,
as determined by an external alert extraction procedure (Section 3.1.1). Specifically, each
alert a ∈ As is associated with a graph element, i.e., either an entity or relationship,
denoted as c(a) ∈ E ∪ R. Given a set of alerts for fault s, the LLM agent is prompted to
produce a ranked list of k fault hypotheses:

Hs[k] = {h(i)
s }ki=1.

Each hypothesis h
(i)
s , is a structured tuple

h(i) = (e(i), f (i), p(i), j(i)),

where e(i) ∈ E is the predicted root-cause entity, f (i) ∈ Ft is the predicted fault type for e(i)

with t being the type of e(i), p(i) is a path in the knowledge graph, and j(i) is the natural
language justification. Each propagation path p(i), defined as

p(i) = [re(i),ξ, rξ,ξ−1, ..., r1,c(a)]

10



must correspond to a valid walk in the graph, where each step rm,n = (em, τm,n, en) cor-
responds to an edge r ∈ R with type τ ∈ TR, and must terminate at an alerted entity
or relationship c(a). The agent provides a ranked list of human-interpretable hypotheses,
each explaining a likely root cause, its fault type, and its propagation path through the
system graph.

11



Chapter 3

Study Methodology

Figure 3.1 summarizes the end-to-end overview of our study methodology. We first ex-
tract modality-specific alerts from raw telemetry data (logs, metrics, and traces)—which
are canonicalized into a unified alert format—and a KG that encodes the entities, control-
and data-flow dependencies, and deployment configurations of the software system (Sec-
tion 3.1). These form the input into the RCA inference setup (Section 3.2), where an
LLM is run under three distinct workflows (Straight-Shot, ReAct, Plan-and-Execute),
producing final root-cause hypotheses (location, fault type, propagation path) and step-
level inference traces. Finally, we evaluate both the final outputs and the inference traces
(Section 3.3). We expand on each stage in the following sections.
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Figure 3.2: The alert extraction and unification process using traces, logs, and metrics.

3.1 Data Preparation

Data preparation consists of alert compilation and KG construction. The former is decom-
posed into two sequential steps: 1) alert extraction and 2) alert unification. Figure 3.2
shows an example of alert compilation for a single fault.

3.1.1 Alert Extraction

We perform multi-modal alert extraction as a data pre-processing step. This step is de-
signed to emulate realistic production settings, where monitor alerts or event triggers
serve as the primary entry point to failure triage and diagnosis [19]. Since most open-
source RCA monitoring datasets consist of large quantities of raw telemetry without clear
natural-language alert labels, we extract and process the alert events suitable for LLM
use. Specifically, we adopt a feature fusion approach [89], where we process multi-modal
monitoring data and extract a unified representation of the fault, which serves as input to
the LLM agent. Our approach follows prior work on fusion-based approaches [88, 86, 77],
applying anomaly detection techniques independently to each modality (metrics, traces,
and logs) to generate alerts.
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Log Alerts

We use a log parsing approach Drain [26] to extract static log templates and dynamic
log parameters from raw log messages, similar to [86, 88, 77]. It utilizes a fixed-depth
parse tree to group similar log messages and extract common patterns. To ensure that
we select valuable logs for failure diagnosis and filter out unnecessary noise, we use a two-
part log alert sampling technique. First, we preserve occurrences of ERROR-level and
low-frequency log templates as candidate alerts, following the approach in [77]. Although
these templates are globally rare, they can manifest as high-volume bursts during a fault
(e.g., retry loops or cascading errors). Second, to ensure that the alerts fit in the LLM
context window, we perform representative sampling for high-volume templates within a
fault window. For each system entity, we retain only the first occurrence of a frequent
template. The extracted log alerts contain a timestamp, system entity, and message.

Trace Alerts

We use the Isolation Forest (IForest) [38] to detect anomalies in traces between services
and service instances. IForest is an unsupervised anomaly detection method that identifies
points that are intrinsically easy to separate from the rest of the data. It constructs an
ensemble of binary trees by repeatedly selecting a random feature and a random split
value, then partitioning the dataset. Each data point follows a path down a tree and
the algorithm records the number of splits (i.e., the path length) required to isolate it.
Intuitively, an anomalous point will be isolated after a few partitions, whereas a typical
point blends with many others and needs more splits to be separated. Because the method
averages path lengths across many randomly built trees, it is robust to noisy features and
scales well. Shorter average path length thus signals that an invocation pair lies in a sparse
or extreme region of the trace feature space and is therefore more likely to be anomalous.

We apply IForest to the response time and status codes of each invocation pair. High
response time indicates potential performance degradation (PD), while abnormal status
codes suggest errors (ERROR). The extracted alerts consist of a timestamp, callee, caller,
operation name, and abnormality type (i.e., PD, 400-ERROR, or 500-ERROR).

Metric Alerts

We opt for the 3-sigma rule [51] to detect anomalous metrics. For a given metric, we
collect the numerical fluctuations over a time period and compute the mean µ and standard
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deviation σ. When the value of a metric exceeds the upper bound of 3-sigma (µ + 3σ), it
is deemed an alert with an up anomaly direction. Similarly, the anomaly direction is down
for an alert if the metric value falls below the lower bound (µ− 3σ). The extracted metric
alerts therefore consist of a timestamp, system entity, metric name, and anomaly direction.

3.1.2 Alert Unification

To obtain a consistent input representation for the LLM, we group alerts according to a
unification strategy. For input robustness, we consider two strategies: (1) time-based uni-
fication, which merges alerts into a single chronological sequence to emphasize temporal
ordering and potential cause-effect relations between events; and (2) element-based unifi-
cation (shown in Figure 3.2), which aggregates alerts by their reporting element (i.e., the
entity or relationship in the KG), making it easier to attribute symptoms to specific system
entities or interactions.

3.1.3 System Knowledge Graph (KG) Construction

Most existing research relies on incident metadata (e.g., title and summary) for fine-tuning
LLMs [1] or directly querying LLMs with in-context examples [96, 19, 58, 9]. However,
failures stemming from faults in dependent components require additional information for
holistic reasoning. Both [19] and [92] show that upstream dependency information can
assist LLMs in better reasoning and improve the quality of recommendations. To this
end, we model a software system as an explicit, typed KG that captures its structural and
operational aspects. KGs’ semantic richness is well-suited for integration with LLMs for
relational reasoning and fault-propagation analysis [76].

Concretely, we represent the system as the typed knowledge graph G = (E ,R, TE , TR)
introduced in Section 2.5. Nodes e ∈ E (with types t ∈ TE) represent system entities consist-
ing of both software (e.g., Service, Service-Instance, Database) and hardware components
(e.g., Host). Typed edges r ∈ R (with types in TR) capture dependencies and interactions
commonly observed in cloud-native architectures, such as control and data flow depen-
dencies, instantiations of software components to capture redundancy and scaling (e.g.,
instance-of ), and deployment relations (e.g., hosted-on). This formalization allows us to
(i) associate each entity type t with its fault class set Ft

1 and (ii) ground alerts a ∈ As to
graph elements via the mapping c(a) ∈ E ∪ R.

1Some entity types in some datasets have an empty Ft. For example, Dataset A contains faults only
for Service-Instance-type entities, while the system is comprised of additional types of entities.
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Figure 3.3: A region of the system KG for MicroSS [11]. Blue, orange, green, and yellow
nodes represent Service, Service Instance, Host, and Cache type entities, respectively.
Only instance-of, has-instance, hosted-on, hosts, control-flow, and data-flow relationships
are shown for simplicity.

To build the KG, we manually parse architectural documentation, deployment mani-
fests, and configuration files, and normalize the results into a typed entity-and-relationship
schema. During normalization, we ensure extracted nodes and edges are assigned types in
TE and TR, respectively. Figure 3.3 provides an example of a region of the KG constructed
for MicroSS. In this case, entity types include Service, Service-Instance, Orchestration-
Manager, Host, Database and Cache. For simplicity, we show a subset of relationships.

We represent the KG according to a KG representation strategy. Similar to the alert
unification strategy, the purpose of this is to increase the robustness of the input prompts
to model-specific biases. We use two strategies: (1) list representation, where nodes and
edges are represented as bullet-form lists, and (2) JSON representation, where nodes and
edges are provided as a JSON object.
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3.2 RCA Inference

We evaluate LLM-based agents responsible for diagnosing multi-hop failures under three
paradigms: reactive reasoning with tool-based feedback (ReAct), plan-then-execute rea-
soning (Plan-and-Execute), and a non-agentic baseline. These paradigms differ primarily
in how the agent organizes decision-making and interacts with an external environment.
In this section, we further describe the (1) agent workflows, (2) available tools, and (3)
input prompts.

3.2.1 Workflows

All workflows involve a single LLM-based agent operating autonomously.

ReAct. The agent follows a classical ReAct (Reasoning + Acting) [81] pattern, inter-
leaving tool-based observations with incremental reasoning. Concretely, the agent imple-
ments a thought-action-observation loop: it reasons, issues a tool call (action), receives
an observation, and uses that observation to inform the next reasoning step. This fine-
grained, reactive workflow closely mirrors real-world RCA, i.e., sequential troubleshooting
decisions and knowledge-intensive analysis of newly acquired information. The interleaved
structure allows the agent to quickly adapt to new information without committing to a
fixed long-horizon plan upfront.

Plan-and-Execute. The Plan-and-Execute workflow follows the Plan-and-Solve [69]
prompting paradigm, where planning and execution are explicitly separated to encourage
more deliberate exploration, clearer intermediate outputs, and reduced redundant reason-
ing loops. The agent first generates a high-level investigative plan from the initial scenario
context, then executes each step sequentially using available tools. Based on the results
of each step, the plan is adjusted accordingly by the LLM. Effective up-front planning
for RCA remains a challenge for LLMs [48], motivating our evaluation of this separation
between planning and executing.

Straight-Shot (Non-agentic Baseline). The non-agentic baseline implements a straight-
shot workflow: the LLM receives all alerts and system knowledge upfront and returns a
diagnosis in a single pass, without intermediate tool use. This straight-shot setup mirrors
direct-answering workflows where the model must reason in one pass, optionally exposing
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Table 3.1: Description of Tools in Agentic Workflows

Category Tool Description

Data
Characteristics

check node existence Check if a named entity exists in the system.
get node attributes Retrieve attributes and alert data of a given entity.
get all instances of entity type Enumerate all instances of a specified entity type.
get edge attributes Inspect properties of edges between two entities.

Graph
Traversal

get node neighborhood Retrieve the r-hop neighborhood of a given entity.
get all simple paths Enumerate all simple paths between two entities.

chain-of-thought [74] or “think” traces. In practice, this approach would require careful
context management to fit the relevant information into the context window.

3.2.2 Agent Tools

We design the tools provided to the LLM agent to be semantically minimalist (i.e., each
tool has narrow, clearly defined semantics) and deterministic. We refrain from allowing
direct access to the KG or code-writing capabilities for exploration or analysis, inspired
by observations from [73, 79]. Although this reduces the action space, it ensures a more
reliable and interpretable evaluation of reasoning behaviour. Specifically, it confines agent
decisions to a well-defined, reproducible set of tool calls, making it possible to attribute
performance outcomes to reasoning quality rather than tool ambiguity, stochasticity, or
code execution artifacts. To this end, the tools serve to expose entity relationships and the
system topology. They are organized into two categories, Data Characteristics and Graph
Traversal, and summarized in Table 3.1.

Data Characteristics Tools allow the agent to validate the presence of specific entities,
inspect their attributes and alerts, list all instances of a given type, and examine attributes
of a given relationship. These tools enable structured inspection of relevant entities and
alert data.

Graph Traversal Tools allow the agent to explore the structural topology of the system.
The agent can retrieve the r-hop neighbourhood of a given entity, or query for all simple
paths between two entities. These operations support inference over causal chains and
fault propagation paths.

Each tool output provides information about the KG formatted according to the KG
representation strategy. For every tool call, we require the LLM to provide a justification for
its invocation. We do this by adding an additional required parameter “reasoning” to each
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tool definition. This provides us with some insight into the reasoning behind the specified
actions, particularly useful for non-reasoning or -thinking LLMs. These justifications are
included in the inference trace and provided as input to the LLM-as-a-Judge for evaluation
(see Section 3.3.2).

3.2.3 Input Prompts

Each agent workflow is guided by an initial prompt that defines the RCA objective (gen-
erating a ranked list of k fault hypotheses), KG schema (entity and relationship types),
and available tools. It also contains the unified alert representation (Section 3.1.2) for a
particular fault scenario. We provide a condensed example of the ReAct workflow in the
Appendix (Figure A.4) to illustrate its general structure. While the core components of
the prompts—task objectives, schema, output requirements, alert data—remain consistent
across workflows, each prompt is tailored to the respective decision-making strategy (e.g.,
incremental reasoning in ReAct, plan specification in Plan-and-Execute). Additionally,
we provide the full KG in text format (according to a KG representation strategy) for the
Straight-Shot approach. Full prompt templates for all workflows are provided in our online
repository [56].

3.3 Evaluation

To assess LLM capabilities, we assess both the final root-cause hypotheses and the inference
traces produced during the RCA inference stage. We define an inference trace to consist
of all reasoning traces (i.e., intermediate LLM outputs, content of think tags), actions
(i.e., tool calls and their justification), observations (i.e., tool outputs), and plan steps (for
Plan-and-Execute case). This forms a linear history of thought (and action) that led to
the final root-cause hypotheses produced by the LLM agent.

3.3.1 Output Quality

To answer RQ1 and RQ2, we assess the alignment of each root-cause hypothesis with
the ground-truth to evaluate the ability of the LLM to correctly identify the root cause.
As such, we measure the root-cause Location Accuracy (LA), Type Accuracy (TA), and
Hypothesis Accuracy (HA), where HA requires both the fault location and type to match
the ground truth. Additionally, we measure Propagation Path Validity (PA), which checks
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whether the predicted propagation path is a valid walk in the KG. For each accuracy
measure, we employ the top-k accuracy (A@k), which checks the presence of the ground
truth in the top-k hypotheses. Formally, let S be the set of system fault scenarios, s ∈ S
denote one fault case, Vs denote the ground-truth value of s, and Hs[k] = {h(i)

s }ki=1 denote
the top-k predicted hypotheses for s. Then,

A@k =
1

|S|
∑
s∈S

{
1, if Vs ∈ Hs[k]

0, otherwise
(3.1)

We report results for k = 1, 3. We additionally measure the Average Accuracy@K
(Avg@K) for k = 3, defined as

Avg@K =
1

K

∑
1≤k≤K

A@k. (3.2)

3.3.2 Reasoning Quality

Evaluating the quality of an LLM’s reasoning requires methods that can capture both the
depth and nuance of its decision process. In our setting, RCA inference traces are long,
unstructured, and interleaved with tool interactions, making them unsuitable for struc-
tured parsing approaches (e.g., first-order logic, causal graphs) and conventional reasoning
metrics (e.g., ROSCOE [20], ReCEval [50] BERTScore [91]). Instead, we adopt a rationale-
based evaluation scheme [44] that combines qualitative analysis with structured LLM-based
judging (i.e., LLM-as-a-Judge [99]). This hybrid approach offers both interpretability and
scalability: qualitative inspection grounds the evaluation in observed reasoning patterns,
while LLM-based judging enables greater systematic coverage. Figure 3.1 summarizes the
procedure consisting of two steps: Reasoning Failure Elicitation (Section 3.3.2) and LLM-
as-a-Judge Evaluation (Section 3.3.2). Nodes labelled with N† denote independent random
samples of size N.

Reasoning Failure Elicitation

We developed a taxonomy of reasoning failures (RFs) through a structured, mixed-methods
elicitation procedure. Starting from a random sample of 30 RCA outputs (drawn from di-
verse agent and input configurations to maximize behavioural coverage), we performed
Open Coding [13] to identify recurrent reasoning issues (e.g., related to evidence handling,
temporal inference, provenance, causal attribution, tool misuse). We subsequently drafted
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Table 3.2: Reasoning Failure Taxonomy

ID Name Description Scope Category

RF-01 Fabricated evidence Asserts existence of alerts, metrics, logs, or traces not
found in the provided evidence.

Per-hypothesis General

RF-02 Metric interpretation
error

Misreads metric semantics (e.g., inverts directionality or
confuses counters and gauges).

Per-hypothesis RCA-specific

RF-03 Confused provenance Attributes causation to the component observing a
symptom rather than its true source.

Per-hypothesis RCA-specific

RF-04 Temporal
misordering

Infers causal direction that violates chronological order
of observed events.

Per-hypothesis General

RF-05 Spurious causal
attribution

Claims causal relationships unsupported by alerts or
knowledge graph structure.

Per-hypothesis General

RF-06 Unjustified instance
specificity

Asserts instance-level fault without discriminating
instance-specific evidence.

Per-hypothesis RCA-specific

RF-07 Arbitrary evidence
selection

Chooses evidence subsets inconsistent with systematic
triage heuristics.

Per-hypothesis RCA-specific

RF-08 Evidential
insufficiency

Relies on weak or non-specific evidence insufficient to
support the diagnostic claim.

Per-hypothesis General

RF-09 Failure to update
belief

Does not revise or retract claims contradicted by later
evidence or tool outputs.

Full trace Procedural

RF-10 Simulation or role
confusion

Treats simulated or assumed tool outputs as factual ev-
idence.

Full trace Procedural

RF-11 Excessive speculation Engages in prolonged speculative or circular reasoning
that obstructs analysis.

Full trace Procedural

RF-12 Repetition or failure
to resume

Repeats planning or reasoning across turns without sub-
stantive progress.

Full trace Procedural

RF-13 Anchoring bias Fixates prematurely on one hypothesis and neglects ex-
ploration of alternatives.

Cross-cutting General

RF-14 Invalid inference
pattern

Applies formal or informal logical fallacies in diagnostic
reasoning.

Cross-cutting General

RF-15 Internal
contradiction

Produces mutually inconsistent statements within the
inference history.

Cross-cutting General

RF-16 Arithmetic or
aggregation error

Performs numeric miscalculations or aggregations affect-
ing interpretation.

Cross-cutting Procedural

definitions and exemplars for each provisional code. These initial codes formed the Pro-
visional Taxonomy used in subsequent rounds. Taxonomy refinement proceeded through
seven iterative rounds. In each round, we sampled a new random batch of 20 RCA out-
puts. Each sample underwent Intermediate Annotation in parallel by an LLM-based judge
and a human annotator according to the working taxonomy. In each round, we collected
novel failure cases, updated failure definitions and examples, and refined the set of evalua-
tion steps provided to the judge. This paired-annotation approach (LLM judge + human)
was used to align interpretations and, in turn, update the taxonomy and input prompt.
Only minor revisions were required in the last round, thereby forming the Refined Taxon-
omy (Table 3.2), and we used this taxonomy, evaluation steps, and prompt for the final
LLM-as-a-Judge Annotation. The full prompt is provided in Section A.4.

We organize the failures into three interpretable buckets. Procedural failures arise in the
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agent’s decision-to-act loop (planning, tool invocation/interpretation, multi-turn control),
causing procedural breakdowns in how the LLM functions as a reasoning agent. RCA-
specific failures are domain-related errors tied to diagnostic knowledge (metric semantics,
provenance, instance discrimination, triage heuristics). General reasoning failures are de-
fects that undermine the credibility of hypotheses or whole traces (unsupported causal
links, temporal ordering errors, anchoring, logical fallacies, internal contradictions).

LLM-as-a-Judge Evaluation

LLM-as-a-Judge merges the scalability of automatic methods with the detailed, context-
sensitive reasoning found in expert judgments [21]. We employ GPT-5 [46], a state-of-
the-art reasoning model, as an independent evaluator to annotate reasoning failure across
RCA traces. To mitigate self-enhancement bias—a phenomenon that LLM evaluators
may prefer responses generated by themselves [99, 83]—the judge model differs from those
under evaluation. Following best practices to ensure reliable and accurate evaluations, it
is guided by prompts that incorporate: (1) the reasoning failure taxonomy with definitions
and exemplars, (2) decomposed evaluation steps, and (3) a fixed output schema requiring
categorical judgments and textual explanations with evidence from the RCA inference
trace. We apply this judge to a stratified subset of 3,073 (of 19,200; 16%) RCA inference
traces (∼100 per dataset-model-workflow combination) to quantify failure prevalence.

To provide a Reliability Check of the judge outputs, the author and a collaborator
independently reviewed a random sample of 30 judge-annotated traces drawn from the
judged set. Each reviewer applied the taxonomy and we report Cohen’s κ = 0.92 (95% CI)
as a reliability metric. These human annotations were used only to assess judge reliability
and were not used to alter final judge labels or for downstream analysis.
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Chapter 4

Experimental Setup

4.1 Experimental Data

We conducted our experiments on two open-source microservice datasets (A, B) with
multi-modal monitoring data (i.e., logs, metrics, and traces), listed in Table 4.1. Dataset
A is derived from the Generic AIOps Atlas (GAIA) dataset [11], which is collected on
the MicroSS microservice application. Dataset B is derived from the Market dataset of
OpenRCA [79], which is collected from an open-source cloud-native application Online
Boutique [49].

MicroSS contains 19 software entities: a frontend service, five services containing core
business logic with two service instances each, a coordination manager (Zookeeper), and
two data stores (MySQL and Redis). These are supported by five host machines, totalling
24 entities. The GAIA dataset encompasses five distinct faults: system stalls, process
crashes, login issues, missing files, and access denials. These are injected into service
instances, of which there are 10. Similarly, the Online Boutique contains 10 services, each
with four instances, and a data store (Redis) with two instances, all distributed across
six hosts. The Market dataset contains 15 fault categories across three fault levels: host,
service, and service instance (e.g., service network latency, host CPU spike), resulting in
56 possible fault locations. These systems have been widely used in many previous RCA
studies [64, 86, 32, 88, 98, 25, 24, 72, 77, 79, 48] and have become important experimental
platforms for researchers to study microservice architectures and performance.

Dataset Balancing. The two datasets differed substantially in the number of injected
faults and data volumes (differences up to 100-fold), which can bias the evaluation. To
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Table 4.1: Experimental Data Details

Dataset System Samples Entities
Fault

Locations
Fault

Categories
Fault

Granularity

A MicroSS 152 24 10 5 Service instance

B Online
Boutique

148 60 56 15
Host, service,
service instance

address this, we downsampled the larger dataset (A) to satisfy two goals: (1) match the
overall number of fault records to B, and (2) reduce extreme class imbalance so no sin-
gle fault class dominates. We first removed records with temporally overlapping faults
(23.7%) and removed records with missing telemetry, yielding 4,343 (26.8%) records. We
then downsampled A to the same order of magnitude as B and applied class-aware un-
dersampling that caps overly frequent classes (A originally contained 16,205 faults, 95.5%
of which were Session Timeout) to improve per-class balance. The final counts are given
in Table 4.1. No additional balancing was required for B, since the dataset was already
balanced by the authors of [79]. The final per–fault-type distributions for A and B are
summarized in Tables A.1 and A.2.

4.2 LLMs

To support the RCA task requiring processing long contexts and action formulation, we
selected a set of open-source instruction-tuned models with at least 128K token context
windows and support for tool calling and structured output from a variety of model families
and parameters, including Llama 3.2 (3B) [2], Qwen 3 (4B and 32B) [80], Llama 3.3 Instruct
(70B) [3], and Command R+ (104B) [12]. We additionally select a distilled DeepSeek-R1
(70B) [14] reasoning model. However, we evaluate Deepseek-R1 only on the Straight-
Shot workflow as it does not support tool calling. The model checkpoints are included in
our online repository [56]. We restrict our selection to open-source models as these are
often readily deployable in-house and reduce privacy and security concerns [73].

24



4.3 Implementation and Settings

We implement all agent workflows using LangGraph1 with a graph recursion limit of 50.
As structured generation (i.e., the process of producing content in standardized formats
like JSON) negatively impacts LLMs’ abilities [65], including for reasoning and domain
comprehension, we allow agents to generate unstructured final answers and apply a post-
hoc LLM call to convert them into a structured format (JSON) for systematic evaluation.

Additionally, following prior work [60, 73], we use pre-defined criteria to mark prob-
lematic actions or states, as LLM tool invocation is prone to error propagation [53]. These
include: (i) empty responses, (ii) invocation of non-existent tools, (iii) tool calls with in-
valid or missing parameters, (iv) trivial or repeated plans in Plan-and-Execute, and (v)
premature termination without providing a final answer. When such conditions are met,
we provide the agent with error messages and suggestions to ensure continued and focused
execution. All experiments were run locally on a Linux machine with Python 3.12, across
ten 48 GB NVIDIA RTX A6000 GPUs and eight 32 GB NVIDIA Tesla V100 GPUs. We
executed 48,000 fault scenarios, totalling 228 days of execution time.

1https://langchain-ai.github.io/langgraph/
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Chapter 5

Results

In this chapter, we present the results for each RQ: RQ1 (Section 5.1), RQ2 (Section 5.2),
RQ3 (Section 5.3), and RQ4 (Section 5.4).

5.1 RQ1: How effectively can an LLM agent perform

RCA tasks?

We report the accuracy of the root-cause locations (LA), types (TA), propagation paths
(PA), and overall hypotheses (HA) in Table 5.1 and Figure 5.1. We include a random-
guessing baseline for each dataset (computed using the number of fault locations and
fault type categories for LA and TA, respectively). Dataset B represents a substantially
harder localization and type-identification problem than A: it contains over five times as
many fault locations (56 vs. 10) and 3 times as many fault categories (15 vs. 5), resulting
in a much lower random-guessing baseline (see Table 4.1). As a result, accuracies are
consistently lower on B, even when relative trends across models and workflows remain
comparable.

Observation 1: No one-size-fits-all—model strengths are task-specific. Ta-
ble 5.1 shows Qwen 3 (32B) consistently attains the highest HA across all workflows and
datasets, with HA@3 up to 0.36 on A (Straight-Shot) and 0.09 on B (ReAct). Qwen 3
(32B) and Llama 3.3 exhibit similar LA and TA performance (2.6±4.9 difference). How-
ever, Qwen 3 (32B) leads on Plan-and-Execute in B, while Llama 3.3 achieves markedly
higher PA across all workflows (evident in Figure 5.1). Surprisingly, Qwen 3 (4B) performs
competitively with Qwen 3 (32B) for Straight-Shot and ReAct, averaging only 1.2±3.5
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Table 5.1: Accuracy Results

Dataset Workflow Model LA@1 LA@3 LA-Avg@3 TA@1 TA@3 TA-Avg@3 PA@1 PA@3 PA-Avg@3 HA@1 HA@3 HA-Avg@3

A

Straight-Shot
(Baseline)

Llama 3.2 0.13 0.31 0.23 0.24 0.64 0.44 0.03 0.39 0.25 0.05 0.10 0.07
Qwen 3 (4B) 0.31 0.49 0.40 0.42 0.60 0.52 0.13 0.24 0.19 0.27 0.34 0.31
Qwen 3 (32B) 0.36 0.52 0.45 0.42 0.51 0.47 0.15 0.29 0.23 0.31 0.36 0.34

Llama 3.3 0.35 0.46 0.41 0.40 0.68 0.54 0.45 0.61 0.54 0.25 0.29 0.28
DeepSeek-R1 0.34 0.49 0.42 0.42 0.65 0.54 0.43 0.67 0.57 0.26 0.33 0.30

Command R+ 0.29 0.46 0.38 0.38 0.64 0.51 0.32 0.44 0.39 0.21 0.27 0.25

ReAct

Llama 3.2 0.11 0.23 0.17 0.17 0.38 0.27 0.15 0.36 0.27 0.04 0.09 0.06
Qwen 3 (4B) 0.33 0.43 0.38 0.40 0.66 0.53 0.01 0.02 0.02 0.27 0.29 0.28
Qwen 3 (32B) 0.35 0.47 0.42 0.41 0.63 0.52 0.11 0.22 0.17 0.29 0.35 0.33

Llama 3.3 0.36 0.48 0.42 0.42 0.73 0.56 0.62 0.73 0.68 0.27 0.31 0.29
Command R+ 0.30 0.44 0.37 0.35 0.50 0.42 0.17 0.23 0.20 0.19 0.26 0.23

Plan-and-
Execute

Llama 3.2 0.02 0.05 0.04 0.03 0.11 0.07 0.04 0.12 0.09 0.01 0.01 0.01
Qwen 3 (4B) 0.04 0.07 0.05 0.06 0.11 0.08 0.01 0.02 0.02 0.03 0.03 0.03
Qwen 3 (32B) 0.29 0.46 0.38 0.38 0.58 0.48 0.11 0.37 0.27 0.24 0.3 0.27

Llama 3.3 0.31 0.46 0.39 0.37 0.60 0.49 0.72 0.78 0.75 0.23 0.29 0.26
Command R+ 0.23 0.36 0.30 0.29 0.52 0.41 0.18 0.27 0.23 0.14 0.20 0.17

Random
Guessing

0.10 0.30 0.20 0.20 0.60 0.40 - - - 0.02 0.06 0.04

B

Straight-Shot
(Baseline)

Llama 3.2 0.03 0.10 0.06 0.06 0.17 0.12 0.01 0.04 0.02 0.0 0.007 0.003
Qwen 3 (4B) 0.07 0.19 0.13 0.07 0.19 0.13 0.14 0.37 0.28 0.015 0.041 0.029
Qwen 3 (32B) 0.07 0.22 0.14 0.08 0.24 0.16 0.18 0.34 0.28 0.019 0.074 0.044

Llama 3.3 0.03 0.16 0.10 0.09 0.24 0.16 0.10 0.45 0.30 0.005 0.020 0.013
DeepSeek-R1 0.03 0.16 0.10 0.06 0.19 0.12 0.19 0.59 0.41 0.007 0.025 0.016

Command R+ 0.03 0.08 0.06 0.07 0.19 0.13 0.28 0.47 0.38 0.005 0.019 0.012

ReAct

Llama 3.2 0.02 0.07 0.05 0.03 0.07 0.05 0.21 0.25 0.23 0.0 0.003 0.002
Qwen 3 (4B) 0.11 0.33 0.23 0.08 0.22 0.15 0.01 0.08 0.05 0.024 0.083 0.059
Qwen 3 (32B) 0.10 0.24 0.17 0.10 0.25 0.18 0.20 0.30 0.26 0.035 0.088 0.062

Llama 3.3 0.04 0.14 0.10 0.05 0.17 0.11 0.54 0.73 0.65 0.003 0.017 0.010
Command R+ 0.06 0.10 0.08 0.06 0.12 0.09 0.26 0.32 0.29 0.008 0.015 0.012

Plan-and-
Execute

Llama 3.2 0.01 0.03 0.02 0.01 0.03 0.02 0.03 0.04 0.03 0.002 0.003 0.003
Qwen 3 (4B) 0.01 0.03 0.02 0.01 0.02 0.01 0.0 0.01 0.01 0.0 0.003 0.002
Qwen 3 (32B) 0.09 0.24 0.17 0.08 0.21 0.15 0.23 0.35 0.30 0.024 0.061 0.042

Llama 3.3 0.02 0.11 0.06 0.05 0.13 0.09 0.54 0.59 0.57 0.002 0.014 0.007
Command R+ 0.03 0.07 0.06 0.07 0.13 0.10 0.22 0.27 0.24 0.008 0.014 0.011

Random
Guessing

0.02 0.05 0.04 0.07 0.20 0.13 - - - 0.001 0.004 0.002

Per metric column: the top value within each dataset–workflow is shown in bold; the top value across workflows (per dataset) is underlined;
values below the random-guessing baseline are shown in color.
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Figure 5.1: Accuracy results aggregated across A and B (lower bound is A@1, upper bound
is A@3, and dotted line is Avg@3).

accuracy points lower (max 8.8), excluding PA for ReAct which does not follow this
trend. Taken together, these results show a task-specific specialization: Qwen 3 (32B)
is the best single-model choice for overall hypothesis synthesis—its 4B counterpart is a
suitable choice for smaller systems or less complex agentic workflows—while Llama 3.3 is
preferable when path reconstruction and grounding in the system context is the objective.
No single model dominates across all RCA subtasks. Model selection should therefore re-
flect the target RCA objective (e.g., ranking hypotheses, path reconstruction) rather than
model size alone.

We note a pronounced gap between partial (LA, TA) and full-hypothesis accuracy (HA)
on B. Relatively high LA and TA but low HA indicate that models often identify plausible
locations or fault types, but fail to align them correctly within the same hypothesis. In B,
the larger hypothesis space amplifies this effect, showing that partial correctness does not
reliably compose into a correct hypothesis.
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Observation 2: Agentic workflows show diminishing or negative returns
on LA, TA, and HA, and increase below random-guessing rates in specific
cases. Across many configurations, Straight-Shot often equals or outperforms ReAct and
Plan-and-Execute for these metrics. For the strongest models (Qwen 3 (32B), Llama 3.3),
differences between their respective ReAct and Plan-and-Execute results are typically
small (within a few percentage points), indicating limited marginal gains from the added
agentic structure. By contrast, smaller models degrade substantially with increased work-
flow complexity, e.g., Llama 3.2 LA@3 falls from 0.31 (Straight-Shot) to 0.23 (ReAct)
and to 0.05 (Plan-and-Execute). Crucially, rates of below random-guessing performance
rise with workflow complexity: TA is below its random baseline for many model/work-
flow pairs, while LA and HA fall below random primarily for smaller models (Llama 3.2,
Qwen 3 (4B)) as workflows become more agentic. Agentic workflows increase the cogni-
tive and procedural demand on the model. When model capacity is insufficient, added
structure does not guide reasoning; rather, it amplifies compounding missteps, producing
systematic errors.

Observation 3: Intentional exploration via agentic workflows improves
PA. For sufficiently capable models, intentional exploration via agentic workflows im-
proves propagation path validity: e.g., Llama 3.3 shows PA@3 increases from 0.61 to 0.73
(Straight-Shot to ReAct) and up to 0.78 (in Plan-and-Execute) on A (Figure 5.1). Agen-
tic workflows can better ground their responses in the system knowledge (i.e., KG) and
trace plausible propagation paths. However, we note that this benefit is conditional on the
model’s ability to reliably plan and execute tool-based exploration.

Observation 4: Execution errors and limited tool coverage severely con-
strain end-to-end utility for small models. Practical gains are curtailed by execu-
tion errors (graph recursion limits, replanning errors) concentrated in small models: Qwen
3 (4B) and Llama 3.2 suffer high failure rates under Plan-and-Execute (87.3% and 77.3%,
respectively). Qwen 3 (4B) also shows poor PA under ReAct and Plan-and-Execute: it
explored the KG with tools in only 23.4% of ReAct samples (19.8% of non-error samples)
and 49.5% of Plan-and-Execute samples (67.8% of non-error samples), versus ∼94.5% tool
coverage on average for other models. Omitted tool calls force the model to guess or hal-
lucinate paths. Llama 3.2 is similarly impacted under Plan-and-Execute (though less so
under ReAct). Execution errors reflect a capacity mismatch—the iterative planning depth
and attention to previous steps required by Plan-and-Execute exceed what these smaller
models can sustain, producing systematic execution breakdowns rather than benign uncer-
tainty. This means end-to-end performance and real-world utility remain severely limited
in agentic workflows.
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Answer to RQ1: We find that the RCA task still proves to be challenging for compet-
itive open-source LLMs, with sub-guessing performance arising as workflow complexity
scales, particularly for smaller models. Although agentic workflows can improve PA,
suggesting better groundedness in the system context, it is highly model-specific whether
LLMs can adequately exploit agentic workflows. We observe that the utility of smaller
models in more complex agent workflows like Plan-and-Execute is critically constrained
by high recursion limit failures, which reflect a capacity mismatch: the multi-step plan-
ning these workflows demand exceeds what smaller models can sustain.

5.2 RQ2: How sensitive are final RCA outcomes to

alert modalities (logs, metrics, traces)?

To answer RQ2, we conduct holdout experiments wherein we withhold each data modality
during the alert unification procedure, thereby separately excluding traces, logs, and met-
rics during RCA inference. Figure 5.2 shows the change in accuracy (∆A-Avg@3) for each
withheld modality aggregated across both datasets. We apply the Wilcoxon signed-rank
test [75] for statistical significance on the per-sample correctness scores.1 We observe that
different modalities affect RCA performance in distinct ways.

Observation 5: Withholding metrics strongly degrades localization. Across
nearly all models and workflows, excluding metrics produces the largest and most consistent
drop in localization (∆LA typically between –0.07 and –0.15). For example, Qwen 3 (4B)
shows ∆LA = −0.155. This indicates metric anomalies are the modality most effectively
leveraged by the LLM reasoners for identifying root-cause locations.

Observation 6: Withholding logs primarily harms fault-type attribution.
Excluding logs produces the largest degradation in TA (∆TA down to –0.13). E.g., Qwen
3 (4B) under Plan-and-Execute has ∆TA = −0.128. This suggests that textual alerts
contain semantic cues that models use to infer error type.

Observation 7: Traces often distract; removing them improves accuracy .
Surprisingly, excluding traces typically increases PA (up to +0.28) and HA (up to +0.06).
Qualitatively, we found that LLMs often focus closely on call relationships from trace
alerts and ignore other possible entity relationships (e.g., deployment). Additionally, trace

1The per-sample score is the mean of A@1, A@2, and A@3. It assigns a value of 1.00, 0.67, 0.33, or 0.00
depending on whether the correct root-cause value was found at rank 1, 2, 3, or not found, respectively.
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Figure 5.2: Change in accuracy (∆A-Avg@3) for withheld alert modalities aggregated
across datasets A and B. Solid bars denote statistically significant differences (p < 0.05)
according to the Wilcoxon signed-rank test, while faded bars indicate changes that are
not statistically significant.

alerts were often noisy and voluminous, making alert triage more difficult and drowning
out important yet infrequent signals. In their absence, we noticed that the analysis and
exploration of the LLM were more focused and better grounded in the system KG.

These effects compound in the overall hypothesis accuracy: trace exclusion produces
the strongest positive shift (∆HA up to +0.07), while log and metric exclusions yield
degradation (∆HA down to –0.10).
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Figure 5.3: Prevalence of reasoning failures (RF) in RCA outputs.

Answer to RQ2: Excluding metrics or logs markedly reduces accuracy, indicating that
these modalities are most effectively leveraged by LLMs—metrics for fault localization
and logs for interpreting fault type. Conversely, excluding traces often improves accu-
racy, suggesting that current models struggle to integrate raw trace alerts and that their
inclusion can distract reasoning. Overall, these results identify which modalities LLMs
can reason with effectively and which require better integration strategies for LLM-based
RCA.

5.3 RQ3: What reasoning failures appear in agent in-

ference traces?

To answer RQ3, we identify common reasoning failures observed in RCA inference traces
(see Table 3.2) and quantify their prevalence, following the procedure described in Sec-
tion 3.3.2. Table 5.2 and Figure 5.3 show the relative proportions of RFs identified by the
LLM-as-a-Judge.

Observation 8: Procedural reasoning failures vary substantially across
models and workflows, indicating model-specific instability under agentic con-

32



Table 5.2: Proportion of Reasoning Failures by Workflow

ID Category Reasoning Failure
Straight-Shot
(Baseline)

ReAct Plan-and-Execute

RF-01 General Fabricated evidence 0.518 0.441 0.451
RF-02 RCA-specific Metric interpretation error 0.311 0.275 0.302
RF-03 RCA-specific Confused provenance 0.135 0.154 0.142
RF-04 General Temporal misordering 0.263 0.226 0.158
RF-05 General Spurious causal attribution 0.839 0.725 0.602
RF-06 RCA-specific Unjustified instance specificity 0.377 0.294 0.243
RF-07 RCA-specific Arbitrary evidence selection 0.279 0.362 0.343
RF-08 General Evidential insufficiency 0.853 0.851 0.698
RF-09 Procedural Failure to update belief 0.001 0.047 0.127
RF-10 Procedural Simulation or role confusion 0.000 0.071 0.056
RF-11 Procedural Excessive speculation 0.003 0.222 0.209
RF-12 Procedural Repetition or failure to resume 0.000 0.253 0.259
RF-13 General Anchoring bias 0.035 0.238 0.180
RF-14 General Invalid inference pattern 0.116 0.214 0.202
RF-15 General Internal contradiction 0.146 0.154 0.279
RF-16 Procedural Arithmetic or aggregation error 0.052 0.009 0.047

trol. Procedural RFs—including failure to update belief (RF-09), simulation/role con-
fusion (RF-10), excessive speculation (RF-11), and repetition/stalling (RF-12)—show the
widest spread of RF prevalence across models and workflows. Numeric/aggregation errors
(RF-16) are rare across all conditions. For agentic workflows, Llama 3.2 and Qwen 3 (4B,
32B) commit procedural errors at a far higher frequency. Prevalence rises from ReAct to
Plan-and-Execute for Llama 3.2, while decreasing for Qwen 3 (4B, 32B), indicating differing
sensitivity to iterative planning. This suggests that agentic workflows can amplify latent
procedural weaknesses in some models while stabilizing reasoning in others, underscoring
the need for model-specific workflow tuning rather than treating planning as universally
beneficial. Prevalence for other (larger) models is comparatively low. We hypothesize that
small models struggle to exploit agentic procedures.

Observation 9: RCA-specific failures are consistent across models, re-
flecting domain-grounding rather than workflow sensitivity. Metric interpreta-
tion errors (RF-02), provenance confusion (RF-03), incorrect instance-specificity (RF-06),
and arbitrary triage (RF-07) show few clear trends across models—Qwen models (4B,
32B) are at the lower end for most prevalence counts—and minimal differences between
ReAct and Plan-and-Execute. The comparatively narrow spread across models suggests
that these failures stem from the inability to perform RCA-specific reasoning, indicating
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insufficient domain specification. We suggest that improving RCA performance will likely
require explicit domain guidance to properly interpret, process, and prioritize the input
alert information, and reasoning patterns (e.g., triaging heuristics, common propagation
mechanisms) that an LLM should follow. Fine-tuning these behaviours could also be ben-
eficial.

Observation 10: General per-hypothesis reasoning failures are widespread,
indicating that hypothesis claims are often weakly supported. This subset (fab-
ricated evidence (RF-01), evidential insufficiency (RF-08), temporal misordering (RF-04),
spurious causality (RF-05)) has the highest average prevalence across RFs, meaning that
single-hypothesis statements are frequently under-justified or logically inconsistent. No-
tably, RF-04 appears more often in Qwen models. The high prevalence suggests that
hypotheses should not be trusted at face value; effective RCA systems must apply evi-
dence sufficiency checks, temporal ordering validators, and KG-consistency filters before
ranking or selecting hypotheses.

Observation 11: General cross-cutting reasoning failures vary by model
family, with “thinking”-oriented models showing lower prevalence under agen-
tic workflows. Llama 3.2 and Command R+ show consistently higher prevalence of
cross-cutting RFs (e.g., anchoring, internal contradiction, invalid inference patterns), par-
ticularly in multi-step traces. In contrast, Qwen models exhibit lower rates of these failures
under both ReAct and Plan-and-Execute. This suggests that global reasoning coherence
may depend more on model training style and inductive biases than workflow structure
alone.

Answer to RQ3: RFs are pervasive across models and workflows and group into
procedural, RCA-specific, and general failure categories. Prevalence varies by model
and workflow (notably elevated procedural RFs in Llama 3.2 and Qwen 3 variants under
agentic control), and general per-hypothesis failures have the highest average prevalence.
RCA-specific reasoning remains insufficient, and general (non-domain-specific) RFs
continue to dominate outputs.
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Figure 5.4: Risk difference (RD, Wilson 95% CI) and relative risk (RR, log scale) for the
top-12 RFs.
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5.4 RQ4: How does the presence of reasoning failures

affect the likelihood of generating correct RCA

hypotheses?

To answer RQ4, we quantify the association between detected RFs (by the LLM-as-a-Judge)
and hypothesis correctness (generated during RCA Inference) using two measures: risk
difference RD = p1 − p0 and relative risk RR = p1/p0, where p1 = P (correct|RF present)
and p0 = P (correct|RF absent). Figure 5.4 summarizes results across correctness types.
By convention, RD < 0 (or RR < 1) indicates an RF associated with reduced correctness,
while RD > 0 (or RR > 1) indicates an association with improved correctness.

Observation 12: The clearest negative predictors of correctness are an-
choring bias (RF-13), repetition or stalled progress (RF-12), arbitrary evi-
dence selection (RF-07), and failure to update belief (RF-09). Across loca-
tion, type, and hypothesis, these RFs correspond to at least a 15% drop in correctness
(RD < −0.15) and make correct predictions at least 45% less likely than when the failure
is absent (RR < 0.55). For path existence, a distinct set—simulation or role confusion
(RF-10), excessive speculation (RF-11), and RF-12—shows the strongest negative associ-
ations (RD < −0.29, RR < 0.32), suggesting cases where reasoning becomes decoupled
from the system knowledge grounding.

Observation 13: Agentic workflows tend to be associated with smaller
absolute risk differences (RDs closer to zero) than the non-agentic Straight-
Shot across metrics. This pattern indicates that correct outcomes are less strongly
associated with the presence of RFs under agentic workflows, consistent with the view that
iterative reasoning and answer formulation may dilute the marginal influence of individual
reasoning failures. Notably, Plan-and-Execute often exhibits significantly higher RD values
(closer to zero) than Straight-Shot. However, agentic traces contain more RFs on average
(ReAct 5.1; Plan-and-Execute 4.8; Straight-Shot 4.6). RF co-occurrence (multiple RFs
in one trace) and early error compounding (an RF that cascades) could contribute to
the observation from RQ1 (agentic workflows do not reliably improve accuracy). Thus,
although per-RF associations are weaker under agentic workflows, compounding effects
can produce net accuracy loss.

Observation 14: The relative association between RFs and correctness
differs substantially between ReAct and Plan-and-Execute. In most cases,
Plan-and-Execute shows higher (less negative) RD and RR values (though not always sta-
tistically significant), but two exceptions stand out. Repetition or failure to resume (RF-
12) is more strongly associated with reduced correctness under Plan-and-Execute than
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under ReAct for location, type, and hypothesis correctness (∆RR ≈ 0.38), suggesting
that the replanning step may correlate with persistence of stalled reasoning rather than
its resolution, even when prior steps and actions are available. A more extreme diver-
gence occurs for RF-10 and RF-11, which appear positively associated with correctness
under ReAct (RR > 1.49) but negatively under Plan-and-Execute (RR < 0.22). These
RFs co-occur frequently with execution errors (e.g., recursion limit or replan errors) in
68.6%/80.6% of Plan-and-Execute versus 7.4%/0.5% of ReAct samples for RF-10/RF-
11, respectively. This pattern reflects the frequent co-occurrence of speculative or fabri-
cated assumptions and role-confused reasoning with workflow errors in Plan-and-Execute.
Regardless of workflow, both RF-10 and RF-11 show strong negative associations with
path recovery (RD < −0.29, RR < 0.32), consistent with loss of grounding in the system
knowledge (KG).

A small subset of RFs—notably confused provenance (RF-03) and evidential insuffi-
ciency (RF-08)—exhibit positive RD (RR > 1), an ostensibly counterintuitive outcome for
failure labels. This arises from our per-sample aggregation scheme: correctness is marked if
any attribute is correct, and per-hypothesis RFs are flagged if they occur in any hypothesis
within the sample. Consequently, an RF appearing in one hypothesis can co-occur with a
different correct hypothesis in the same sample, producing an apparent net positive associ-
ation. Qualitatively, we observed that models often “reach” for additional (second/third)
hypotheses (as required by the task) when such RFs are flagged. This artifact reflects
the forced three-hypothesis task (even if confident in only one or two) rather than model
behaviour.

Answer to RQ4: The presence of reasoning failures—particularly anchoring bias
(RF-13), repetition or stalled progress (RF-12), arbitrary evidence selection (RF-07),
and failure to update belief (RF-09)—is associated with substantially reduced RCA cor-
rectness. Agentic workflows are often associated with smaller negative risk differences,
but do not eliminate them. However, RF co-occurrence and early failure compounding
remain plausible contributors to the accuracy degradations observed in RQ1.
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Chapter 6

Discussion

Based on the results presented in Chapter 5, we identify four key implications for the design
and evaluation of LLM-based RCA agents.

6.1 The “Agentic Tax” and Competency Threshold

The results from RQ1 and RQ3 reveal a counter-intuitive finding: adding agentic complexity
(via ReAct and Plan-and-Execute) does not reliably or uniformly improve performance.
We observe diminishing or negative returns for recovering the root-cause location and type
accuracy (Observation 2). In fact, agentic complexity, in many cases, degrades performance
for smaller models.

We identify a competency threshold: below a certain model size, the cognitive overhead
of managing an agentic workflow (planning, tool selection, memory management) exceeds
the model’s effective capability and is associated with procedural reasoning failures, such as
excessive speculation (RF-11) and repetition or failure to resume (RF-12). Consistent with
this view, RQ1 shows that smaller models not only underperform but frequently fall below
random-guessing baselines in LA, TA, and HA as workflow complexity increases, indicating
that agentic scaffolding can amplify rather than correct latent weaknesses. These findings
suggest that, for RCA, single prompts or lightweight architectures are often sufficient and
more robust than complex agentic loops when using currently available open-source models.

Furthermore, this complexity imposes a severe latency penalty: our experiments show
that ReAct and Plan-and-Execute increased average inference time by 40% and 354%,
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respectively, compared to the Straight-Shot baseline (see Section A.3.2). Consequently, fu-
ture RCA systems that target lower-cost (smaller) models should favour linear or minimally
orchestrated pipelines over dynamic agentic loops to avoid this “agentic tax.”

6.2 Domain-Grounding vs. General Reasoning

In RQ3, we observed that RCA-specific failures are broadly consistent across models,
whereas procedural failures varied. Scaling a model (e.g., from 4B to 32B) or employ-
ing “thinking” models (e.g., Qwen vs. Command R+) reduces procedural instability (the
model is better at following instructions within the agentic confines) but does not necessar-
ily fix domain-interpretation issues (the model still struggles to understand how a specific
alert implies a specific fault).

Thus, general reasoning capacity is necessary but not sufficient for RCA. The consistent
prevalence of RCA-specific failures suggests that general-purpose LLMs lack the inductive
biases required for reliability engineering. Notably, RQ4 shows that arbitrary evidence
selection (RF-07)—ignoring standard triage heuristics—is strongly negatively correlated
with correctness. This indicates that LLMs do not inherently follow systematic software-
reliability procedures and motivates domain-specific interventions, such as fine-tuning on
RCA tasks or explicitly embedding domain-specific heuristics into the workflow. In prac-
tice, the latter can be supported by “expert” tools that either implement concrete triage
heuristics or perform domain-relevant analytic steps (e.g., interpreting metric anomalies
or generating statistical summaries). These mechanisms make the diagnostic procedure
explicit, rather than expecting the model to infer such practices solely from data.

At the same time, we observe persistent general reasoning failures that are indepen-
dent of domain heuristics. In particular, anchoring biases (RF-13) frequently stifle graph
exploration and inhibit multi-hypothesis formation. These behaviours suggest that the
models’ internal search processes are too myopic, even when the relevant evidence is cor-
rectly identified. We hypothesize that mechanisms enforcing self-consistency or promoting
diversity of considerations (e.g., Tree-of-Thought or structured branching) could help mit-
igate this second class of failures by compelling the model to explore alternatives earlier in
the inference process.
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6.3 More Data is Not Always Better

The RQ2 findings indicate that excluding traces often improves accuracy, while excluding
metrics and logs generally degrades it. In distributed systems, traces are voluminous and
frequently reflect tangled or many-to-many direct dependencies (i.e., “spaghetti” architec-
tures [10]). As a result, such trace alerts can distract models and induce overfocus on
call relationships at the expense of other signals (metrics, logs) or other relationship types
(e.g., deployment).

This confusion is quantified in RQ3, where provenance confusion (RF-03) and incorrect
instance-specificity (RF-06) remain prevalent even when all alert modalities are available.
This suggests that simply increasing data availability does not guarantee better grounding;
rather, without clear signal separation, additional telemetry contributes to the overload we
observe even after alert extraction. Such observations challenge näıve Retrieval-Augmented
Generation (RAG) approaches that retrieve and dump all relevant telemetry into the model
context. This suggests that multi-modal data can interact competitively, not just coopera-
tively. For traces, higher-level abstractions of anomalous behaviour (for example, “latency
bottleneck detected in webservice1”) are preferable inputs to an LLM than unaggregated
trace dumps. In short: context selection is more important than context length.

6.4 The Danger of “Right for the Wrong Reasons”

The results from RQ1 and RQ4 reveal a disconnect between HA and PA. A model can
produce correct root-cause hypotheses (high HA) while hallucinating propagation paths
(low PA) or exhibiting severe reasoning failures (e.g., fabricated evidence). This indicates
insufficient grounding in the provided scenario context (alerts, KG).

From RQ1, we also observe a pronounced gap between partial accuracy (LA, TA) and
full-hypothesis accuracy (HA), particularly on B. Relatively high LA and TA coinciding
with low HA reflect non-overlapping correctness: models often identify plausible attributes
(i.e., fault location or type), yet fail to combine the correct attributes within the same
explanation.

In operational settings, correct guesses that are poorly justified (or worse, contain
hallucinated explanations) undermine operator trust. In over 70% of judged samples, we
observed evidential insufficiency (RF-08). The possible consequences range from wasted
operator time to erroneous fixes that introduce regressions. This risk is compounded in
agentic workflows: while individual RF impacts may appear statistically diluted (RQ4),
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agentic workflow traces nonetheless contain a higher frequency of RFs, and early failures
can compound to produce the degraded accuracy reported in RQ1.

Operators must be able to investigate the why, not just the result. Crucially, RQ4 identi-
fies several RFs—anchoring, arbitrary evidence selection, and failure to update beliefs—as
strong negative predictors of correctness. This implies that high-level output metrics hide
underlying fragility and that evaluation should explicitly detect and penalize these rea-
soning patterns for future improvement. Therefore, evaluation metrics for RCA should
penalize “lucky guesses” and include checks on intermediate reasoning traces and prove-
nance, not only final labels, to support safe deployment.

41



Chapter 7

Limitations and Threats to Validity

7.1 Limitations

Our study adopts several controlled simplifications to isolate and evaluate reasoning, which
naturally introduce limitations. First, the alerts provided to the agent are due to a single
known root-cause fault. In practice, concurrent faults can occur, producing overlapping and
interleaved alerts that require alert correlation and attribution to disambiguate causality.
Since our goal is to isolate reasoning in the RCA task, we therefore restrict to single-fault
scenarios. Although we follow practices common in prior work for alert extraction, the
alerts provided to the agent are not gold-labelled and may contain noise. We minimize
this as much as possible to study reasoning in isolation; however, imperfect monitoring
and signal quality remain a realistic concern in real-world production systems. Moreover,
longer inference times and LLM context-window constraints may emerge for larger systems
and higher alert volumes. Optimized alert selection, prioritization, or representation (e.g.,
OBservation Snapshot Key (OBSK) [73]), may help address this in future work.

We manually construct the system KGs from available documentation to ensure cor-
rectness. While this guarantees graph quality for controlled evaluation, it does not reflect
real-world deployment scenarios where such knowledge must be inferred automatically. In
principle, these graphs could be feasibly constructed, likely with more errors than in our
experiments, via retrieval-based or expert-agent pipelines, but we leave such integration
to future work. We further serialize the KGs into natural language using a Graph2Text
strategy [67, 23, 84], prioritizing interpretability and prompting compatibility over recent
optimization-oriented graph encodings [6, 16, 7] which could improve performance.
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7.2 Internal Validity

To isolate and assess the reasoning behaviour of LLM agents, we minimize confounding
factors through explicit natural-language prompting and data representation, and by re-
ducing the action space to deterministic tools with clearly defined semantics. However,
results may still be sensitive to the phrasing of prompts, tool descriptions, or representa-
tions of system information (e.g., alerts, KG), which can subtly influence agent behaviour.
We mitigate some of these effects by incorporating different representation strategies of
system information.

Taxonomy elicitation relies on qualitative coding and human interpretation, which
can introduce subjectivity. Structured definitions, exemplars, and paired intermediate
LLM–human annotation rounds were used to align interpretations, but some coder bias
may remain. The taxonomy is also induced from a limited number of samples (170), which
may not capture rare reasoning failure types; however, we believe it adequately captures
common and impactful failures. Finally, LLM-based judging introduces uncertainty due to
model preferences and inductive biases. We mitigate this by employing a distinct, strong
evaluator model (GPT-5), adhering to best practices for LLM-as-a-Judge systems, and con-
ducting an independent two-reviewer review of a random subset of annotations to increase
confidence in the reliability of our results.

7.3 External Validity

Our evaluation is limited to a small set of open-source benchmarks and LLM models.
While these case studies represent diverse and realistic microservice-based systems and we
consider LLM models from a variety of model families, our findings may not generalize
to other domains, large-scale production environments, or proprietary models. Moreover,
our findings are specific to the agent workflows and input modalities explored in this
work. To mitigate this threat, we make our methodology and evaluation strategy publicly
available [56] to encourage replication and extension studies across different settings to
further assess the generalizability of the findings.

43



Chapter 8

Related Work

We discuss related work in three dimensions: (a) data-driven RCA (Section 8.1), (b) LLM-
based RCA (Section 8.2), and (c) evaluation of LLM reasoning (Section 8.3).

8.1 Data-driven RCA

RCA is essential in postmortem investigations in identifying underlying issues that lead
to system failures. In complex, distributed software systems such as cloud-native envi-
ronments with dense dependency structures, asynchronous communication, high degrees
of concurrency, and the potential for failure propagation with wide-reaching impact, RCA
aims to rapidly localize causative faults to improve system stability and reduce potential
downtime [62].

Modern RCA approaches are automated and data-driven [71], contrasting earlier man-
ual or rule-based methods, and typically rely on telemetry data (metrics, traces, and logs).
Initial approaches primarily relied on a single data modality, including metric-based meth-
ods [8, 36, 41, 54, 29, 27, 34, 66], log-based-methods [40, 31, 57, 95, 94, 64], and trace-based
methods [85, 37, 87].

However, recognizing that a holistic system view is essential, recent advances focus on
multi-modal data integration [86, 32, 88, 22, 98, 82, 97, 72, 24, 90], combining metrics,
traces, and/or logs to enhance diagnostic accuracy and speed by capturing diverse dimen-
sions of system performance and interactions. By correlating information across different
data types, these advanced approaches can capture more complex failure patterns, leading
to substantial improvements in diagnostic performance. Beyond data source, approaches
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are further broadly categorized by technique, such as statistical-based [40, 57, 70, 61],
machine learning (ML)-based [34, 59, 98], deep learning (DL)-based [18, 88], and graph-
based methods [78, 86, 22]. Notably, causal-, dependency-, and knowledge-graphs generally
exemplify graph-based RCA, enabling comprehensive mapping of complex inter-service de-
pendencies and supporting causal inference.

8.2 LLM-based RCA

The promise of LLMs has led to a surge of interest in using them for RCA [1, 73, 96,
58, 9, 19, 92, 25, 48, 79, 55]. Recent work has explored the use of LLMs in both end-to-
end prompting and agent workflows. Early LLM-based approaches to RCA have explored
fine-tuning [1] or in-context learning [96, 19, 58, 9] for domain adaptation, typically using
labelled historical incident reports. These incident reports—generally comprising a title,
description, and root cause of an incident—, while informative, often contain lengthy and
noisy information, such as raw logs, which can obscure the core details of the incident.
Consequently, LLMs are also frequently tasked with summarizing these reports before
proceeding with RCA [9, 96, 19, 58]. While such approaches effectively leverage LLMs’
pattern-matching and information-aggregation abilities, they provide the LLM with a lim-
ited (and often summarized) view of the system, potentially failing to capture the complex-
ities of entity interactions or provide useful diagnostic signals (e.g., multi-modal telemetry
data). Further, limiting LLM input context to static or historical information can hinder
its ability to adapt to the system’s current state and evolving interactions.

Other works explore integrating LLMs as agents into retrieval- or tool-augmented frame-
works [58, 55, 93, 35] or multi-agent systems [73, 92, 25, 48, 79]. These workflows generally
equip an LLM with actions to retrieve additional system or diagnostic information, such
as service dependencies [92], more detailed incident information [58, 73], similar histori-
cal incidents [58], relevant code snippets and execution paths [35], or other LLM expert
agents (e.g., as analytical tools like code [73] or fault probability analyzers [92], or python
executors [79]).

Although many approaches show promise, confounding framework factors often make
it challenging to assess LLMs’ actual ability to reason about RCA tasks. OpenRCA [79]
presents an evaluation framework for LLM-based RCA tasks, but frames each task as a se-
quence of sub-tasks, including anomaly detection, failure identification, and fault analysis.
Additionally, their RCA-agent relies on open-ended code execution and telemetry analysis,
introducing multiple sources of potential failure. This conflates the core RCA ability with
unrelated skills such as anomaly detection, code generation, and error handling. Instead,
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we perform anomaly detection as a pre-processing step. Crucially, the inherent complexity
and entanglement of reasoning with auxiliary tasks in these frameworks complicates the
isolation and reliable assessment of the LLM’s core diagnostic reasoning, which motivates
the need for simplified evaluation settings and more expressive metrics discussed next.

8.3 Evaluation of LLM Reasoning

8.3.1 General Evaluation Strategies for LLM Reasoning

To date, a standardized methodology for assessing the reasoning capabilities of LLMs is
lacking [44]. Nonetheless, some evaluation frameworks have emerged for analyzing the
behaviour of LLMs in reasoning tasks. Rationale-based (where emphasis is placed on the
reasoning generated by the model, as opposed to conclusion-based evaluation) evaluation
options for LLM outputs generally include structured parsing, quantitative metrics, or
qualitative inspection [44].

Since the rationales produced in our framework are generally unstructured (i.e., they
cannot be parsed into formalized representations such as first-order logic or causal graphs),
we cannot use such methods. Furthermore, the inherent complexity of the RCA task—
which requires dynamic tool use, multi-step inquiry, and multi-hypothesis formation—
limits the applicability of current quantitative unsupervised methods. Current quanti-
tative unsupervised reasoning evaluation frameworks (e.g., ROSCOE [20], ReCEval [50]
BERTScore [91]) are built primarily for monotonic chain-of-thought outputs. At the core,
these rely on semantic alignment with the reasoning task and its previous steps. Al-
though our inference traces do contain some such reasoning traces, they are inherently
non-monotonic, with multi-hypothesis formation, graph and alert exploration, and inter-
leaved tool calls. We therefore find that such metrics, which heavily rely on surface-level
lexical overlaps, fail to capture deeper nuances and do not provide sufficient insight into
the exploration, considerations, and rationale of the proposed root-cause hypotheses.

Finally, qualitative inspection is commonly employed for less structured rationales, ei-
ther through human judgments or diagnostic agents. Human judgments, however, are
time-consuming and labour-intensive. The primary gap thus lies in the lack of an auto-
mated, systematic framework for evaluating the quality of the intermediate reasoning steps
and the correctness of the inferred fault propagation path—a critical component of RCA
in distributed systems.
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LLM-as-a-Judge. To address the scalability and reproducibility issues inherent in man-
ual human grading, recent research has leveraged the advanced reasoning capabilities of
LLMs themselves to evaluate the quality of other LLMs’ outputs, a technique known as
LLM-as-a-Judge [99, 68, 39]. This paradigm replaces human evaluators with a highly ca-
pable LLM that is prompted with clear scoring criteria, context, and the output to be
judged [33]. The LLM-as-a-Judge method is particularly well-suited for evaluating com-
plex, unstructured reasoning traces, as it allows for fine-grained, criterion-based assessment
of logical flow and factual correctness (relative to the given context), all while maintaining
the speed and scalability necessary for extensive empirical studies. LLM judges have been
widely adopted across specialized fields such as finance (e.g., quantitative investment and
credit scoring), law (e.g., legal consultation and reasoning benchmarks), medical diagnos-
tics, and education (e.g., automated essay scoring) [21].

8.3.2 Evaluation Approaches in LLM-based RCA

Most current evaluation practices for LLM-based RCA predominantly focus on the accu-
racy of the final predicted root-cause entity or fault classification, often overlooking the
quality of the diagnostic process itself. Methods based on lexical and semantic similarity
are commonly employed to compare a model’s root-cause hypothesis against a reference
description from historical incident reports [1, 73, 96, 58, 19]. While useful, such metrics
can overlook critical reasoning flaws, e.g., identifying the failure type but mislocalizing its
source or inferring an incorrect propagation path. Some works supplement their evalua-
tion with coarse-grained human assessments, such as a “usefulness” score[92], “correctness”
score[19], or count of reasoning errors [58]. However, these subjective, coarse-grained scores
are non-reproducible and scale poorly, making large-scale comparative studies infeasible.
Qiu et al. [55] forgo automated evaluation approaches for this reason, adopting a manual
evaluation approach by grading LLM RCA outputs on binary (yes/no) criteria (i.e., concept
accuracy, no inaccuracies (actuality), relevance, and correct and complete). Further, many
of these approaches are closed-source or do not publish their datasets [73, 58, 9, 96, 19, 48],
limiting further analysis. This deficiency motivates the need for a scalable, automated, and
reproducible methodology capable of assessing diagnostic reasoning quality for the RCA
task.

To the best of our knowledge, no prior work has implemented and validated an LLM-
as-a-Judge setup specifically for the RCA task. Our work pioneers this application by
utilizing the LLM judge to identify reasoning failures within the agent’s diagnostic trace.
This enables a systematic and transparent diagnosis of LLM limitations in complex fault-
propagation scenarios.
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Chapter 9

Conclusion

In this thesis, we present a reasoning-centred evaluation framework for LLM-based RCA
agents that isolates the reasoning process from framework complexity. By simplifying the
RCA setup, our approach enables transparent assessment of LLM reasoning capabilities for
RCA. We find that the simplified setup still poses ample challenge: accuracy is low across
models and workflows, and reasoning failures are widespread. Agentic workflows often
yield diminishing or negative returns, particularly for smaller models. Yet, interactive ex-
ploration remains necessary—providing full system context upfront is infeasible as systems
scale in production environments. This tension suggests that progress will require care-
fully selecting and structuring the context, and improving specific reasoning capabilities of
underlying LLMs rather than agentic structure alone.

Our analysis shows that RCA-specific reasoning by LLMs is frequently inconsistent with
standard diagnostic heuristics and causal propagation mechanisms, while general and pro-
cedural failures (e.g., anchoring, arbitrary evidence selection, stalled reasoning) strongly
predict incorrect outcomes. Addressing these will likely require encouraging early hy-
pothesis diversification (e.g., via tree-of-thought), self-consistency or critique mechanisms,
evidence sufficiency checks, and explicit domain guidance for triage and causal reasoning.
Finally, understanding how reasoning failures co-occur and compound remains an impor-
tant open direction, particularly in multi-step or multi-agent settings where early missteps
cascade.

Overall, our findings highlight the need for transparency and reasoning quality in RCA
agent design. Our reasoning failure taxonomy and rationale-based evaluation scheme offer
reusable components for diagnosing and improving RCA reasoning. More broadly, this
work moves toward RCA agents that are not only automated but also interpretable, in-
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spectable, and better aligned with the practical demands of fault diagnosis in complex
systems.
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Appendix A

Additional Data

In this appendix, we provide supplementary material and additional data to support the
experiments. All code, experimental results, and supporting documents for this thesis can
be found in our online repository [56].

A.1 Dataset Details

To ensure that fault records used in our analysis were temporally sound and supported by
multi-modal telemetry, we applied a sequence of filtering steps to A. Starting from 16,205
injected fault records, we first removed temporally overlapping injections by discarding any
fault whose duration intersected the preceding one or whose inter-fault gap was shorter than
45 seconds, yielding 12,522 (77.3%) non-overlapping faults. We then identified extended

Table A.1: Distribution of Injected Faults for Dataset A

Fault Type Count
Injection
Locations

Fault Granularity

High Memory Usage 40 10 Service instance
Session Timeout 40 2 Service instance
File Missing 36 2 Service instance
Unexpected Process
Termination

20 4 Service instance

Internal Permission
Misconfiguration

16 2 Service instance
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Table A.2: Distribution of Injected Faults for Dataset B

Fault Type Count
Injection
Locations

Fault Granularity

Container CPU Load 13 12 Service, service instance
Container Memory Load 13 11 Service, service instance
Container Packet Corruption 13 12 Service, service instance
Container Packet Retransmission 13 12 Service, service instance
Container Packet Loss 8 7 Service, service instance
Container Network Latency 8 8 Service, service instance
Container Process Termination 7 6 Service, service instance
Container Read I/O Load 17 12 Service, service instance
Container Write I/O Load 5 5 Service, service instance
Node Disk Write I/O 10 3 Host
Node Disk Read I/O 9 6 Host
Node Disk Space Consumption 10 6 Host
Node Memory Consumption 9 5 Host
Node CPU Load 9 4 Host
Node CPU Spike 4 3 Host

telemetry gaps—periods with more than 30 minutes of missing data—and excluded fault
records whose duration overlapped these gaps, resulting in 4,343 (26.8%) fault records.

Because the two datasets differ substantially in size and class composition, we next
balanced A so that its final scale approximated that of B and no single fault class domi-
nated. To alleviate sparsity among minority classes, we minimally augmented rare faults
by introducing time-shifted duplicates placed in non-overlapping synthetic windows. We
then downsampled the majority classes, producing a final A dataset that combines original
minority-class samples, their augmented variants, and a controlled subset of majority-class
faults. This yielded 152 faults in total (0.94% of the original; 3.5% of the filtered set), as
reported in Table 4.1. No additional balancing was required for B, since the dataset was
already balanced by the authors of [79]. The final per–fault-type distributions for A and
B are summarized in Tables A.1 and A.2.

A.2 System Knowledge Graph Entity Specifications

Table A.3 lists the entity specifications used for our benchmark datasets.
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Table A.3: High-level System Entity Types

Category Entity Types Description Examples

Software

Service An aggregation of software that satisfies an end-
use function.

(Micro)service,
API

Database An organized persistent collection of data and
information that allows for its retrieval.

MySQL, key-value
store, file

Cache An organized non-persistent collection of data
and information that allows for its retrieval.

Redis

Coordination
Manager

Manages metadata, state synchronization, and
coordination tasks.

ZooKeeper, Consul

Software
Component
Instance

A specific and identifiable runtime execu-
tion of the Software Component (i.e., service,
database, cache).

Service instance,
database instance,
cache instance

Infrastructure Host A virtual or physical computer, hardware de-
vice, or environment where software compo-
nents or programs are deployed, installed, or
executed.

Virtual machine,
container, server

A.2.1 Reasoning Failure Taxonomy

Figure A.1 provides a visual representation of the reasoning failure taxonomy. Columns
partition failure categories and horizontal swimlanes indicate the scope in which the fail-
ure manifests: per-hypothesis (local errors during evaluation of a single hypothesis), full-
trace (errors that emerge across the agent’s whole reasoning trajectory), and cross-cutting
(systemic biases or errors that pervade multiple stages). Reasoning failure (RF) codes
correspond to those introduced in Table 3.2.

A.3 Results

A.3.1 Accuracy

To complement the results reported in Table 5.1 and the aggregated visualization in Fig-
ure 5.1 of the main text (Section 5.1), Figure A.2 presents per-dataset accuracy plots.
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Per-
Hypothesis

Full
Trace

Cross-
Cutting

Reasoning Failures

General RCA-Specific Procedural

RF-01 Fabricated
evidence

RF-04 Temporal
misordering

RF-05 Spurious
causal attribution

RF-08 Evidential
insu�ciency

RF-02 Metric in-
terpretation error

RF-03 Confused
provenance

RF-06 Unjustified
specificity

RF-07 Arbitrary
selection

RF-09 Failure to
update belief

RF-10 Simulation
or role confusion

RF-11 Excessive
speculation

RF-12 Repetition
or failure to resume

RF-13 Anchoring
bias

RF-14 Invalid in-
ference pattern

RF-15 Internal
contradiction

RF-16 Arithmetic
error
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Figure A.1: Reasoning failures taxonomy. Columns partition failure categories and hori-
zontal swimlanes indicate the scope in which the failure manifests.

A.3.2 LLM Inference Times

To provide context on the operational cost of using different workflows, we analyze the
inference time (i.e., time-to-result) for all evaluated models. Table A.4 details the aver-
age inference time per scenario in minutes across workflows. The percent change (%∆) is
calculated relative to the Straight-Shot baseline. Our experiments show that ReAct and
Plan-and-Execute increased average inference time by 40% and 354%, respectively, com-
pared to the Straight-Shot baseline.

A.3.3 Sensitivity to Input Representation Strategies

This section summarizes the input-representation strategies we evaluated and highlights
the key empirical trends. We examine two orthogonal aspects of input construction: (1) the
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Figure A.2: Accuracy results for datasets (a) A and (b) B (lower bound is A@1, upper
bound is A@3, and dotted line is Avg@3).

alert unification strategy and (2) the KG representation strategy. For (1), we compare time-
based unification, which preserves the chronological sequence of alerts, and element-based
unification, which groups alerts by their corresponding KG element. For (2), we compare
a list-based representation with a JSON -based representation of nodes and edges.

Accuracy differences between strategies are reported as ∆A-Avg@3 in Figure A.3. Sta-
tistical significance is assessed using the Wilcoxon signed-rank test [75]. In both figures,
solid bars denote changes significant at p < 0.05, while faded bars denote non-significant
differences.

Figure A.3a shows that the optimal alert unification strategy varies substantially by
model and workflow, and that significant effects are relatively uncommon. Under ReAct,
Llama 3.2 displays a statistically significant preference for element-based unification (nega-
tive ∆). Conversely, Command R+ favours time-based unification (positive ∆), suggesting
that it benefits more from preserving temporal proximity when inferring causality. Notably,
DeepSeek-R1 exhibits a preference for element-based grouping for PA (∆PA ≈ −0.07), in-
dicating that grouping alerts by system topology aids in reconstructing fault-propagation
paths. Overall, the mixed trends suggest that the efficacy of a unification strategy re-
flects underlying training biases—temporal versus categorical structuring—rather than a
universally optimal format.
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Table A.4: Average LLM Inference Time Per Scenario

Model
Straight-Shot

min
ReAct

min (%∆)
Plan-and-Execute

min (%∆)

Llama 3.2 (3B) 0.76 1.8 (+139.1%) 8.3 (+987.0%)
Qwen 3 (4B) 3.2 4.8 (+49.1%) 6.1 (+88.2%)
Qwen 3 (32B) 5.0 5.0 (+0.9%) 10.8 (+116.3%)
Llama 3.3 6.0 5.7 (–4.9%) 10.7 (+78.3%)
DeepSeek-R1 4.3 N/A N/A
Command R+ 4.6 5.4 (+17.6%) 27.3 (+499.5%)

Time in minutes (min); parentheses show percent change (%∆) relative
to Straight-Shot.

The results in Figure A.3b reveal a strong, statistically significant preference for list-
based KG representations for Llama 3.3, DeepSeek-R1, and Command R+ for inferring
failure-propagation paths. These models exhibit large positive gains for PA (e.g., Com-
mand R+ ∆PA > 0.15), indicating that the concise, token-efficient structure of adjacency
lists is substantially more suitable for traversal-style reasoning than the more verbose JSON
format. However, this advantage in pathfinding does not consistently translate to other
metrics, where results are mixed or negligible. Taken together, the findings suggest that
while list-based KGs substantially aid models in “walking” the graph, they do not consis-
tently improve the model’s ability to recover non-topological attributes of the root-cause
fault.
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Figure A.3: Change in accuracy (∆A-Avg@3) for (a) alert unification and (b) KG repre-
sentation strategies. In both figures, solid bars denote statistically significant differences
(p < 0.05) according to the Wilcoxon signed-rank test, while faded bars indicate changes
that are not statistically significant.

71



A.4 Prompts

Figure A.4 shows the RCA input-prompt template we used for the ReAct workflow. Fig-
ure A.5 contains the full LLM-as-a-Judge prompt template, including the failure taxonomy
and the step-by-step annotation guidelines provided to the judge model.

System Message

You are a helpful and rigorous assistant who is an expert in root cause analysis for complex cloud-based software systems.

## SYSTEM OVERVIEW
Consider a cloud-based software system composed of multiple interconnected components (both software and hardware).
Errors or issues originating in one component may propagate to others due to dependencies, communication links, or
shared resources. These errors often manifest as observable symptoms (e.g., anomalies or alerts) in different system
components.

The system is represented by an explicit, typed, directed knowledge graph, where:
- Nodes represent system components or entities
- Edges indicate relationships between them

## KNOWLEDGE GRAPH

### Entity types
{entity schema}

#### Relationship Types
{relationship schema}

**Note:** The schema defines *abstract* entity/relationship types and therefore only serves as a *guide*. The actual
knowledge graph instantiates these as specific nodes and edges, which you can access exclusively through the provided
tools. You have access to the following tools: {tools by name}.

## OBSERVED SYMPTOMS
You will be provided a set of observed symptoms/alerts detected by an anomaly detector, ordered {alert representation
strategy}. Metric and trace alerts are reported based on the first observed anomalous value, not the full duration of the
abnormal behavior. For example, if a metric remains abnormal for several seconds, only the initial timestamp is included.

## TASK
Use the knowledge graph and the provided observed alerts/symptoms to identify the **three most likely root cause
faults** that could explain the symptoms.

Each fault:
- Must be localized to a single system component (node in the graph) of type {root cause fault entity types}.
- Must be restricted to the fault types listed in the INSTRUCTIONS section below.
- Should include a plausible propagation path through the system that justifies how the fault led to the observed
symptoms. There may be multiple plausible propagation paths. You may select the most likely or explanatory one, but
must justify your choice clearly and refer to relationships in the knowledge graph.
- Must be well-justified using explicit reasoning through the graph.

## INSTRUCTIONS:
You should think step-by-step in order to fulfill the objective. The step-by-step workflow should follow a “Thought/Ac-
tion/Observation” loop that can repeat multiple times if needed. Here is how you should go about it:
1. Thought: reflect internally on the current task, the available information, and what to do next.
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2. Action: if further information is needed, choose one appropriate tool to call. Any and all ”Thoughts” must be
included in the ‘reasoning‘ field in the tool input. Output only the tool call object and do not include any other text.
3. Observation: The tool will return a result, which will be provided to you.
Repeat this loop as needed until you have enough information to answer the original task.
When ready, output your final answer starting with the prefix “Final Answer:”.

Rules: do NOT write “Thought:” or “Action:” separately. All reasoning must go inside the ‘reasoning’ field of the tool
input, only one tool can be called per step.
Your “Final Answer” should consist of ALL THREE likely root cause faults.
For each root cause fault, provide:
- Type: one of: {root cause fault types}
- Description: an explanation of what the fault looks like in the system.
- Location: the *exact* node at which the fault occurs; must be of type: {root cause fault entity types}
- Justification: a step-by-step reasoning based on the alerts and knowledge graph. Reference any relevant alerts.
- Propagation path: a plausible propagation path in the knowledge graph that would make the root cause possible,
formatted as node1 --(edge label1)-->node2 --(edge label2)-->node3, using only nodes and edge labels present in
the knowledge graph.

Your output should follow the field structure in the same order (Type, Description, Location, Justification, Propagation
Path).
Rank faults in order of most likely to least likely.

Human Message

## OBSERVED SYMPTOMS
The following symptoms/alerts were detected by an anomaly detector, ordered by {alert representation strategy}.
{alerts}
Think step by step and ensure your reasoning is traceable through the knowledge graph.

### CLARIFICATIONS:
- Alert Coverage: The alerts represent the *full* set of detected anomalies. Some system components may lack ob-
servability, so absence of alerts does not imply no involvement in fault propagation.
- Alert Extraction:

- Metric alerts: Detected via 3-sigma rule
- Trace alerts: Detected via isolation forest
- Log alerts: Extracted using log templates (i.e., rule-based)

- Log Alerts: Preprocessed to prioritize errors and infrequent logs. Quantity does not always correlate with
importance—some critical issues may occur only once in the logs.
- Trace Alerts:

- PD = Performance Degradation, indicating increased API latency and degraded system performance.
- 400/500 = 400-level and 500-level error codes that occurred during the communication between two entities.

Figure A.4: Input prompt template for ReAct workflow.

System Message

You are a rigorous assistant with excellent critical thinking skills. Your task is to qualitatively analyze the reasoning of
an LLM agent in a root cause analysis task and identify any reasoning failures according to a given taxonomy. Work
through the annotation workflow step by step. Only mark failures you are reasonably confident in.
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Human Message

## REASONING FAILURE TAXONOMY

### RF-01 — Fabricated evidence (hallucinated alerts/metrics/logs/traces)

Scope: per-hypothesis (evidence existence)
Definition: Model asserts the existence of a specific alert/metric/log/trace that cannot be found in the provided
alerts/metrics/logs/traces after up to 3 quick scans.
Example: Claims 2025-09-01 12:05 | METRIC | dbservice1 | disk io | up or “The disk io metric was up for
dbservice”, but no such record (or any reasonably equivalent entry for that alert) exists in the provided alerts.
Signals: Model quotes an alert absent in the alert set; model uses confident language about a concrete alert that
cannot be located.
Annotation rule: Perform up to 3 quick scans (exact or close fuzzy match on component + metric/endpoint + time)
for each piece of evidence mentioned. If no match found, mark RF-01 and paste model claim + NO MATCH FOUND.
Severity: 1-5
- 1 = single fabricated alert/metric/log/trace in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
- 5 = present in all 3+ hypotheses

### RF-02 — Metric-interpretation error (directionality / semantic misread)

Scope: per-hypothesis (evidence interpretation)
Definition: Misunderstands/misinterprets metric semantics (up =⇒ +3σ, down =⇒ −3σ), confuses counters/gauges,
or inverts meaning.
Example: “docker memory rss pct is down, indicating high memory usage.” (direction inverted: down for this metric
means memory measure decreased); “mem usage is down, indicating a memory leak” (misinterpretation: a memory leak
would typically correlate with increased memory usage).
Signals: Interpretation directly contradicts the standard metric meaning or contradicts ±3σ (i.e., up/down) semantics
for the metric.
Annotation rule: If the alert exists but interpretation contradicts metric semantics → label RF-02 and paste the
model claim(s) + alert(s) it referenced.
Severity: 1-5
- 1 = single metric misinterpretation in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
- 5 = present in all 3+ hypotheses

### RF-03 — Confused provenance (symptom-observer blamed as cause)

Scope: per-hypothesis (provenance)
Definition: Model treats the component that observed/logged a symptom as the origin/root cause rather than tracing
upstream/downstream sources.
Example: Webservice log contains “an error occurred in a downstream service”; model concludes “webservice is root
cause” instead of investigating downstream services.
Signals: Log text contains explicit downstream/propagation language; model names observer as cause.
Annotation rule: If evidence indicates an observed downstream symptom and model blames the observer, mark
RF-03.
Severity: 1-5
- 1 = single confused provenance instance in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
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- 5 = present in all 3+ hypotheses

### RF-04 — Temporal misordering (timeline error)

Scope: per-hypothesis (timestamps)
Definition: Model assigns causation to an event occurring after the observed effect or otherwise violates alert
timestamp ordering.
Example: A log says background save (BGSAVE) started at 12:20, but multiple memory/I/O anomalies began at
12:15; model claims BGSAVE causedthe earlier anomalies.
Signals: Claimed cause timestamp is later than the earliest effect timestamp.
Annotation rule: Extract model-cited timestamps and compare to alerts; if the causal claim violates the real timeline,
mark RF-04. If ordering is implied and contradicts alert order, still mark RF-04.
Severity: 1-5
- 1 = single temporal misordering in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
- 5 = present in all 3+ hypotheses

### RF-05 — Spurious causal attribution (weak/unsupported causation OR mechanism depends on
nonexistent KG link)

Scope: per-hypothesis (mechanism/causal chain)
Definition: Model asserts X → Y causation without adequate support, or uses a causal mechanism that depends on
knowledge-graph relationships that do not exist. Plausible speculation consistent with the KG and alerts is acceptable
and should not be penalized. KG relationships that are close-enough without detracting from the point being made OR
aligned more closely with trace alerts should also not be penalized (e.g., webservice1 --(instance of)--> webservice

--(control flow)--> redisservice --(has instance)--> redisservice2 vs webservice1 -(control flow)-->

redisservice2)
Example: Claims node-6 disk writes cause shippingservice-0 latency because node-6 --(hosts)--> shippingservice-0,
but that host relationship is nonexistent in the KG.
Signals: Use of causal language (“caused”, “because of”, “therefore”) plus no plausible KG/alert support, or explicit
citation of nonexistent KG edges (based on the information available).
Annotation rule: Check KG & alerts for the mechanism; if mechanism unsupported or relies on absent KG links,
mark RF-05.
Severity: 1-5
- 1 = single spurious causal attribution in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
- 5 = present in all 3+ hypotheses

### RF-06 — Unjustified instance/granularity specificity

Scope: per-hypothesis (granularity)
Definition: Model asserts an instance-level root-cause location when evidence supports only service-/node-level effect,
unless unique per-instance multi-modal evidence exists.
Example: Service-wide alerts, but model blames loginservice2 instance without unique evidence.
Signals: No unique instance differentiator (multi-modal alerts, unique timestamps, volume, frequency).
Annotation rule: If instance claim lacks per-instance unique evidence, mark RF-06. Only relevant for cases where the
root-cause location can be more than only instance-level.
Severity: 1-5
- 1 = present for 1 hypothesis
- 3 = present for 2 hypotheses
- 5 = present in all 3 hypotheses
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### RF-07 — Arbitrary / non-systematic evidence selection (bad triage)

Scope: per-hypothesis (evidence selection)
Definition: Model focuses on a seemingly arbitrary alert subset inconsistent with simple triage heuristics (i.e.,
first-seen,highest-frequency, highest-volume, multi-modal alerts vs single-modal alerts) without rationale, and selection
plausibly alters diagnostic trajectory/conclusions.
Example: Investigates loginservice2 though loginservice1 has identical metric/trace alerts earlier in time; or investigates
mobservice1 while dbservice2 has more metric alerts.
Signals: Chosen evidence is seemingly arbitrary and does not follow logical selection procedures: earliest/most
frequent/highest volume multi-modal.
Annotation rule: If model’s chosen evidence subset is plausibly arbitrary or contradicts simple triage heuristics and
that choice affected the top hypothesis or multiple hypotheses → mark RF-07 (higher severity). If it did not materially
change outcome → mark with low severity.
Severity: 1-5
- 1 = present for 1 hypothesis
- 3 = present for 2 hypotheses
- 5 = present in all 3 hypotheses

### RF-08 — Evidential insufficiency (supported but weak / non-specific for the claim)

Scope: per-hypothesis (evidence sufficiency)
Definition: Evidence exists but its temporal precision, frequency, mechanism link, discriminability, provenance clarity,
or granularity is insufficient to support the specific claim. This is an inferential-sufficiency error, not a hallucination.
Signals: Checklist failures: temporal precedence; frequency; mechanism; discriminability; provenance clarity;
granularity alignment.
Annotation rule: After prior per-hypothesis checks, apply Sufficiency Checklist; if required items fail for claim type,
mark RF-08 and provide model claim(s) + matched alert(s) + list which checklist items failed.
Severity: 1-5
- 1 = single insufficiency in 1 hypothesis
- 2 = multiple occurrences in 1 hypothesis
- 3 = single occurrence in 2 hypotheses
- 4 = multiple occurrences in 2 hypotheses
- 5 = present in all 3+ hypotheses

### RF-09 — Failure to update belief (non-monotonic updating error)

Scope: full-history
Definition: Model does not revise or retract a previous claim after later evidence or Tool Message contradicts it.
This is specifically a failure to update in light of new evidence (distinct from anchoring, which is a failure to explore
alternatives).
Example: Claims Redis eviction; later Tool Message shows normal Redis; final answer still claims eviction. Speculates
webservice2 is hosted on host4 and therefore failures on host4 affect webservice2; later Tool Message shows webservice
is hosted on host2; final answer still includes basis of webservice2 being hosted on host4.
Signals: Later Tool Messages/alerts contradict earlier claims, and claims persist.
Annotation rule: Extract the original claim and the contradicting evidence; if model fails to revise → mark RF-09.
Severity high if final answer relies on unchanged, contradicted claim.
Severity: 1-5
- 1 = single untrue claim impacts 1 hypothesis
- 2 = multiple impact 1 hypothesis
- 3 = single impacts 2 hypotheses
- 4 = multiple impact 2 hypotheses
- 5 = untrue claim(s) impact all 3 hypotheses

### RF-10 — Simulation / role confusion (pretend tool output used as factual evidence)

Scope: full-history
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Definition: Model explicitly states it cannot call tools and “assumes” or “simulates” tool outputs, then treats
simulated outputs as factual in final conclusions. Consider a Tool Message “real” if there is an explicit tool header like
“==== Tool Message ====” (allowing variable ‘=’ counts).
Example: “I cannot call the tools; I will assume the log shows ERROR: connection refused”; final answer treats the
assumed log as observed.
Signals: Phrases like: “I cannot call”, “I can’t call”, “I’ll assume”, “I will pretend”, “simulate the response”, “assume
the tool returns”, followed by conclusive claims. No Tool Message corresponding to the assumed call.
Annotation rule: Consider all text prior to the final answer and search for signal phrases and Tool Messages. If
simulated outputs are used as factual evidence without a Tool Message, mark RF-10. If simulated exploration was not
used as final evidence or Tool Messages were later present, mark RF-10 but lower severity.
Severity: 1-5
- 1 = simulated output noted, but not used for final claims
- 2 = simulated output used for a secondary claim only
- 3 = simulated output(s) used as evidence for 1 hypothesis
- 4 = simulated output(s) across 2 hypotheses
- 5 = simulated output(s) are the core evidence for 3+ hypotheses

### RF-11 — Excessive speculative / rambling reasoning (ungrounded token waste)

Scope: full-history
Definition: Considerable portion of the chat is spent being confused or speculating about the system architecture,
knowledge graph, meaning semantics of the alerts, available tools, and deciding what steps to take instead of performing
tool calls to confirm/refute KG characteristics or check evidence; especially when tools were available but unused.
Example: KG-schema theorizing while no Tool Messages are present to confirm/refute KG characteristics.
Signals: High density of hedging or rambling language (including “wait”); paragraphs without alert/metric/log/trace
citations; round-about or circular thoughts; none-to-little Tool Message usage.
Annotation rule: Consider all text prior to the final answer and search for hedging or speculative language. If high
and blocked/replaced necessary data checks OR prevented a conclusive unstructured final answer, mark RF-11.
Severity: 3-5
- 3 = heavy speculation/rambling, blocked some important checks
- 4 = very heavy speculation/rambling, significantly blocked analysis and tests
- 5 = entire session dominated by speculation/rambling, no meaningful evidence work, final answer driven by speculation

### RF-12 — Repetition / failure to resume (looping across turns)

Scope: full-history
Definition: Model repeats the same planning, intro text, or deliberation across consecutive replies and fails to resume
earlier progress, typically after truncation.
Example: Consecutive replies (marked by “=== AI Message ===”) begin with similar “First I will check. . . ”
paragraphs and add little new content. Consecutive replies contain similar deliberation about the semantics of a
‘down’/‘up’ metric alert.
Signals: High n-gram overlap across AI messages; or repeated planning text.
Annotation rule: If repetition caused stalled progress or omitted checks, mark RF-12.
Severity: 3-5
- 3 = repetition across multiple turns omitted some checks
- 4 = repetition stalled significant parts of the analysis
- 5 = repetition prevented completion and changed final answer

### RF-13 — Anchoring / premature commitment (insufficient hypothesis exploration)

Scope: cross-cutting (search behaviour)
Definition: Model fixates early on a single hypothesis and fails to enumerate OR to explore other plausible
alternatives/hypotheses (e.g., component or type of fault).
Example: Model immediately focuses on “high memory usage” as the cause and never lists or considers other plausible
causes (e.g., network, disk) despite relevant alerts. Model claims it should explore host relationships for loginservice2,
webservice1, and dbservice2; calls thetool for loginservice2; does not follow through for webservice1 and dbservice2.
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Signals: < 2 reasonable alternatives (w.r.t. component or fault type) listed across chat; no follow-through on planned
exploration withoutgood rationale.
Annotation rule: If the model provides fewer than 2 reasonable alternative hypotheses and goes straight to a definitive
cause, mark RF-13.Only consider RF-13 if there was an opportunity to explore (i.e., through tools, using the reasoning
fields, think tags <think></think>, etc.).
Severity: 3-5
- 3 = some diversity in planned exploration and some follow-through
- 4 = some diversity in planned exploration but no follow-through
- 5 = anchoring dominated the analysis and impacted all hypotheses

### RF-14 — Invalid logical inference patterns (formal fallacies)

Scope: cross-cutting (invalid inference)
Definition: Model applies invalid inference patterns in deriving diagnostic claims. Look for: affirming the consequent,
denying the antecedent, post hoc, composition/division, ecological fallacy, hasty generalization.
Example: Model sees one trace with a 500 for endpoint /login on a single instance and concludes “the whole service is
down” (hasty generalization).
Signals: Clear leap from limited premises to broad/systemic conclusion without intermediate mechanism or checks.
Annotation rule: Identify fallacy, quote the premise(s) and conclusion, mark RF-14.
Severity: 1-5
- 1 = single minor fallacy with negligible impact
- 2 = multiple minor fallacies with negligible impact
- 3 = fallacy(s) used to support 1 hypothesis
- 4 = fallacy(s) used to support 2 hypothesis
- 5 = fallacies pervasive across all 3+ hypotheses

### RF-15 — Internal contradiction (explicit inconsistency)

Scope: cross-cutting
Definition: Model makes mutually incompatible statements in the chat history. This is different from RF-09: RF-15 is
an explicit contradiction rather than a failure to revise.
Example: “No trace 500 errors”, then “multiple 500 trace errors”.
Signals: Pairwise contradictory sentences when compared; contradiction can be related (but not limited) to a metric,
timestamp, evidence existence, component relationships, etc.
Annotation rule: Quote contradictions, mark RF-15.
Severity:
- 1 = single contradiction with negligible impact
- 2 = multiple contradictions with negligible impact
- 3 = contradiction(s) impact 1 hypothesis
- 4 = contradiction(s) impact 2 hypotheses
- 5 = contradiction(s) impact 3+ hypotheses

### RF-16 — Arithmetic / aggregation mistake

Scope: cross-cutting
Definition: Numeric miscalculations or wrong aggregations that change interpretation.
Example: Reports “error rate increased 200%” when correct is 20%.
Signals: Numeric expressions in the text; automatic recomputation disagrees with reported number.
Annotation rule: Recompute numeric or aggregation claims; if inconsistent and materially affects conclusions, mark
RF-16 + include corrected value. (Severity generally low unless numeric error changed final diagnosis.)
Severity: 1-5
- 1 = single small numeric mismatch with negligible impact
- 2 = multiple minor numeric mismatches with negligible impact
- 3 = numeric/aggregation error(s) that impacts 1 hypothesis
- 4 = numeric/aggregation error(s) that impact 2 hypotheses
- 5 = numeric/aggregation error(s) that impact 3+ hypothesis
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## TASK
Your task is to label the given reasoning by an LLM agent below according to the failure taxonomy.

### ANNOTATION GUIDE – practical rules
1. Multilabel: Assign all RFs that apply.
2. RF-00 precedence: If the structured final response (JSON) is None or nan, do NOT mark RF-00. Otherwise, compare
the unstructured final answer with the structured final response; if divergent, mark RF-00 and use the unstructured
final answer as the basis for the rest of the annotation.
3. Tool message rule: If the chat contains a real Tool Message corresponding to the claimed tool call → treat associated
evidence as real. If the model claimed a call but no Tool Message exists and the model used the assumed output as
fact → consider RF-10. Consider a Tool Message “real” if there is an explicit tool header like “==== Tool Message
====” (allowing variable ‘=’ counts).
4. Document evidence: For every RF, paste the triggering model sentence(s) and the matched alert(s) or NO MATCH
FOUND.
5. Severity per RF (1-5): Give severity for each RF assigned.
6. Ground-truth is context only: Do not mark RFs solely because the model disagrees with ground truth; only flag
when model claims/presents evidence incorrectly relative to accessible context.

### ANNOTATION WORKFLOW (step-by-step)

Step 1 — Global gate
1. Compare final structured output response vs final unstructured answer → mark RF-00 if divergent; record severity.

Step 2 — Per-hypothesis loop (for each hypothesis in the final answer, process top-1 first)
2. RF-01: quick-scan up to 3 times for EACH; if no match → RF-01 for that hypothesis → stop per-hypothesis checks
for *this* hypothesis.
3. RF-02: if metric alerts used, verify semantics; if inverted/misread → RF-02.
4. RF-03: examine provenance; if model blames observer despite propagation language → RF-03.
5. RF-04: compare timestamps; if cause occurs after effect → RF-04.
6. RF-05: evaluate causal mechanism vs KG/alerts; if mechanism relies on non-existent KG edges or is otherwise
unsupported/not plausible → RF-05.
7. RF-06: if model claims instance-level root cause location, verify unique per-instance multi-modal evidence; if absent
→ RF-06.
8. RF-07: assess whether chosen evidence selection contradicts simple triage heuristics and whether selection changed
conclusions; if so → RF-07 (severity scaled by impact).
9. RF-08: apply Sufficiency Checklist (Temporal, Frequency, Mechanism, Discriminability, Provenance, Granularity); if
required items fail for claim type → RF-08.

Step 3 — Full-history checks (scan all “AI Message” and “Tool Message” instances prior to the Final
Answer/Response)
10. MANDATORY: perform a full history scan and search for evidence for RF-09–RF-12. Produce a compact “Full
History Summary” of the LLM agent’s behaviour. Provide exact quote(s) (verbatim) to support RF-09-RF-12.
11. RF-09: scan chronological history for later Tool Messages/alerts that contradict earlier claims; if no revision →
RF-09.
12. RF-10: detect simulated tool outputs used as facts without Tool Message → RF-10.
13. RF-11: measure speculative text percentage; if >30% and blocked checks → RF-11.
14. RF-12: detect repeated planning text that stalled progress → RF-12.

Step 4 — Cross-cutting checks (scan the entire chat history)
15. MANDATORY: perform an entire chat history scan and search for evidence for RF-13-RF-16.
16. RF-13: did the agent ever enumerate ≥2 plausible alternatives? If not → RF-13.
17. RF-14: detect formal fallacies anywhere → RF-14.
18. RF-15: find explicit contradictions elsewhere → RF-15.
19. RF-16: recompute numeric claims or aggregations across chat; if mismatches materially affect reasoning → RF-16.

79



Step 5 — Finalize
20. Assign all applicable RFs and record per-RF severity (1-5). For the per-hypothesis RFs, make sure the severity
accurately reflects the number of occurrences across hypotheses.
21. Out of the RFs identified, list the RFs that directly affected/impacted the #1 hypothesis.
22. Output a json object (using (‘‘‘json) and (’’’) as delimiters) with the Failures Identified Output Schema.

### FAILURES IDENTIFIED OUTPUT SCHEMA

‘‘‘json

{

"failures_identified": [

{

"type": "The RF identifier, e.g. ‘RF-01’",

"model_claim": "Model claim or behaviour in the chat history that supports the RF",

"rationale": "A description of the issue and a justification/rationale that the RF applies",

"severity": "Severity of the RF."

},

...

],

"affected_top_hypothesis": "List of RFs that directly affected the #1 hypothesis, e.g., [‘RF-01’,

‘RF-13’]"

}

’’’

Below is the original root cause analysis task and the associated ‘final response’ (the LLM’s structured output), all
enclosed in <begin chat history> and <end chat history>.
The ground-truth root cause for this scenario was: {root cause location} (location) and {root cause type} (type).

Work through the annotation workflow step by step.

<begin chat history>

{chat history}

Final response (structured output):
{final answer}

<end chat history>

Figure A.5: LLM-as-a-Judge prompt template with the reasoning failure taxonomy and
step-by-step annotation workflow.
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