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Abstract

Multi-core platforms are becoming the de-facto compute platforms for safety-critical
systems such as ones used in automotive and avionics systems.

Recent works improve on the timing predictability and performance of safety-critical
systems by designing and implementing predictable cache coherence protocols for these
multicores. Yet, their application is restricted because of a few restrictions in the system
architecture. First, prior works assume a single-level cache hierarchy, where each core has a
private cache and a main memory is shared by all cores. However, in practice, a multi-level
cache hierarchy is used, where each core has a private cache and a shared last-level cache,
enabling the performance improvement by reducing the average memory access latency.
Second, prior works on predictable cache coherence protocols assume that each core can
issue at most one outstanding memory request. With recent interests in adopting out-of-
order cores in safety-critical systems, the restriction on the number of outstanding memory
requests can limit the overall performance of the system.

This thesis aims to address these restrictions and improve the performance of safety-
critical systems by designing and implementing predictable cache coherence protocols for
multicore systems with a multi-level cache hierarchy and multiple outstanding memory
requests. The thesis has three main contribution:

First, this thesis shows that the sharing of an inclusive last-level cache among in a
multicore system can lead to unbounded worst-case latency for memory requests. We
additionally show that when deployed with a 1S-TDM arbitration schedule, the worst-case
latency of memory requests can be bounded; yet, this worst-case latency bound is still
prohibitively large, including a multiplicative factor of the number of cache lines in the
private caches. The large worst-case latency is result of the interaction between the back-
invalidations and write-backs of private cache blocks when multiple cores accessing the
same cache set in the last-level cache. To address this issue, we propose a novel technique
that provides predictable performance for memory requests in a multicore system when
they share a last-level cache partition. Our approach eliminate the multiplicative factor of
the number of cache lines in the private caches in the worst-case latency bound.

Second, we observe that the large worst-case memory request latency under shared
last-level cache questions the applicability of the inclusive last-level cache in safety-critical
multicores. To this end, we propose a novel cache architecture called the ZeroCost LLC
that provides predictable performance for memory requests in a multicore system when
they share a last-level cache partition. The ZeroCost LLC completely eliminates the back-
invalidation in the inclusive last-level cache by performing cache line relocation during

vi



a conflict set access. The ZeroCost LLC enables the use of an inclusive last-level cache
in safety-critical multicores where cores share data without incurring worst-case latency
penalties.

Third, to further improve the performance, we aim at lifting the restrictions in prior
works on coherent data sharing mechanism, where each core has at most one outstanding
memory request. Cores that can issue multiple memory requests, such as out-of-order
cores, can improve the performance of the system by allowing more memory requests to
be issued in parallel. We observe that when multiple outstanding memory requests are
enabled, the mechanism that enforces memory consistency model in the cores can lead to
increased worst-case latency for memory requests. To address this issue, we propose a novel
approach in the cache coherence protocol that provides predictable worst-case latency for
memory requests in a multicore system when multiple outstanding memory requests are
enabled.

Finally, we investigate scaling up the number of cores in a multicore system by incor-
porating a predictable directory-based cache coherence protocol, ditty. Ditty leverages the
observation that the arbitration of coherence messages in the directory is the main source
of unpredictability in the cache coherence protocol, and it deploys a predictable arbitration
mechanism to provide predictable performance for memory requests in a multicore system.
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Chapter 1

Introduction

Safety-critical systems are systems whose failure can result in loss of life, significant prop-
erty damage, or environmental harm. These systems are used in a wide range of applica-
tions, including automotive, aerospace, medical, and defense systems [97]. The develop-
ment of safety-critical systems is challenging due to the need to ensure that the system
operates correctly under all conditions. Constraints in different domains tend to differ for
different domains of applications.

In domains such as avionics and automotive, computing systems must not only ensure
correct results for logical correctness, but, the system must also complete these computa-
tions within strict timing constraints to ensure temporal correctness. Failure to complete
the computations within the timing constraints may result in catastrophic consequences
such as loss of lives. Compute systems that depend on both logical correctness and tempo-
ral correctness are called safety-critical real-time systems, and are the focus of this thesis.

Consider the motion planning application in autonomous driving vehicle [28,31,96] to
realize semi or fully autonomous driving capabilities. One task of this application is to
properly handle the car following situation, where the vehicle performing the task, named
ego vehicle, must follow the vehicle in front of it while maintaining a safe distance. Note
that the first vehicle in front of the ego vehicle drives in the same lane (ego lane) as the
ego vehicle, and we refer to this vehicle as the front ego lane vehicle. The task receives
information on the surrounding vehicles and controls the vehicle to follow the front ego
lane vehicle, while maintaining its longitudinal safety distances on a high way. For the
safety of the human driver, the task must not only decide the control actions to perform
when the front vehicle changes its speed (functional correctness), but it must also perform
these computations within a strict timing constraint to ensure that the vehicle does not



collide with the front vehicles (temporal correctness).

Safety-critical multicore systems. Multi-core computing platforms are increasingly
popular in safety-critical systems to satisfy the demand for high computation capabilities
imposed by the increasing complexity of applications [9,23, 106, 161]. Multi-core computing
platforms consolidate multiple central processing units (CPUs or cores) onto a single com-
ponent, resulting in enhanced performance, and reduced power consumption. Compared
to the federated architecture approach where major functionality is deployed on dedicated
computing nodes, multi-core platforms offer an advantage on the size, weight, and power
(SWaP) of the system; in the meantime, it provides higher performance and reliability
compared to single core systems, which must rely on higher frequency to achieve the same
performance.

According to a recent survey [5], more than 80% of surveyed industrial safety-critical
systems include multi-core components, where commercially available off-the-shelf (COTS)
are typically deployed. The use of COTS is driven by (1) the availability of such platforms,
(2) the vendors’ efforts for verifying their implementation and certifying them for safety-
critical standards, such as ISO 26262, and (3) availability of robust software ecosystems
that facilitate the deployment of the software applications. Embedded multi-processor
system on chip (MPSoC) platforms, such as AMD Versal Adaptive SoCs [9], NVIDIA
AGX Orin [108], and Renesas R-Car H3 [ 16] include multi-core computing units with
other compute accelerators such as programmable logic, Al engines, and graphic processing
unit (GPU). We refer the readers to [23] for a comprehensive surveys of COTS multi-core
computing units in safety-critial systems.

COTS multi-core platforms typically deploy a variety of hardware mechanisms to boost
the performance or programmability of the system in its memory hierarchy. Examples of
such mechanisms include (1) out-of-order execution pipelines, which allow the processor to
execute instructions, including memory instructions, out of their program order to improve
performance, (2) hardware cache coherence mechanisms, which ensure that the data shared
between the cores are consistent, and (3) shared last-level caches, which store frequently
accessed data and instructions to reduce the latency of memory accesses. This thesis
centers around the design of last-level caches, and hardware cache coherence for safety-
critical systems; these componentes serve as the backbone of the memory hierarchy in
multi-core systems, and are crucial for the performance and predictability of the system.
Caches are small on-chip memory units that store frequently accessed data and instructions
to reduce the latency of memory accesses. Industrial safety-critical multi-core systems also
take advantage of the caches to improve the performance of the system.

Timing predictability. Timing analyses are important for safety-critical systems to



ensure that the system operates within the timing constraints by deriving or estimating
the worst-case execution time (WCET). Static timing analysis (STA) is one of the most
common methods to derive the WCET of a task in a safety-critical system. In STA, a task
in an application is first analyzed with control-flow analysis to identify properties in the
task, such as loop iteration and possible execution paths. The analysis then combines the
execution path information with a processor behavior model to estimate the worst-case
execution time [130]. Alternative to STA is the measurement-based approaches such as
measurement-based timing analysis (MBTA), where the measured execution time replaces
the processor-behavior analysis in static methods. The schedulability analysis takes the
WCET estimation from STA or MBTA as an input and generates a schedule for the tasks
of an application, or deems that some or all tasks are not schedulable [36]. One important
aspect of the processor behavior model is its memory system behavior, where the worst-
case latency of a memory request is used in the WCET estimation of a task. Our theme
in the thesis involves bounding the worst-case latency of a memory request, which can be
used in WCET estimation as characterized in [130].

Thesis focus and motivation. Prior approaches in designing high performance memory
systems for safety-critical multi-core systems typically make conservative assumptions, or
constraints the use of the hardware resources to achieve timing predictability, limiting
the performance of the system. This thesis aims at removing some of these limitations
on performance of existing approaches to handle memory accesses in safety-critical multi-
core systems, while preserving strict timing predictability. The improved performance
benefits the safety-critical multicores by enabling the use of more complex applications,
or by improving the quality of service of existing applications. For instance, the higher
performance results in lower average task execution times, thereby increasing schedulable
slack [137,139]. This slack can be reallocated to (1) execute non-critical tasks, (2) schedule
background maintenance tasks, or (3) enhance the system’s quality-of-service for soft real-
time workloads. Also, for systems such as mixed criticality, the slack provided by the
performance benefits can be used for other noncritical tasks [137, 139]. We next examine
two aspects of the memory system that are crucial for the performance of safety-critical
multi-core systems: (1) the shared last-level cache, and (2) the predictable hardware cache
coherence, and discuss the limitations of existing approaches.

1. Last-level cache management in safety-critical multicores. The shared last-level
cache is a typical resource that introduces interference causing unpredictable memory access
latency. For example, the sharing of the last-level cache is limited through hardware and
software approaches, where portions of last-level cache is partitioned and locked down
for a task [16,47,102]. However, these approaches require profiling of the application to
determine the proper cache partitioning, and may not be suitable for applications with



dynamic memory access patterns [7]. This could end up with smaller effective cache sizes,
and may not be able to fully utilize the cache capacity. In addition, such approaches rule
out coherent data sharing with the last-level cache across cores. As the number of cores
are increasing, the abscence of data sharing limits the application that could benefit from
data sharing across cores.

2. Predictable hardware cache coherence. Another aspect of the performance is to in-
vestigate performance enhancement using predictable hardware cache coherence (PHCC).
PHCC allows cached accesses to the shared data, while maintaining the timing predictabil-
ity of the memory accesses. PHCC typically involves two main components to achieve
timing predictability. First, hardware-based access controls, such as predictable arbitra-
tion schemes, are used throughout the memory hierarchy to arbitrate the resources. For
example, a time-division multiplexing (TDM) arbitration scheme is used to allocate slots
for each core to access the main memory controller [63,76]. Second, the cache coherence
protocol is designed to ensure that the memory accesses are consistent with the hardware
modifications. While this line of research has shown promising results, existing works typi-
cally adopt conservative assumptions, leaving performance optimizations on the table. For
instance, most state-of-the-art works assume one outstanding requests with no last-level
cache [57,63,76,78].

To address the limitations on performance of existing approaches to handle memory
accesses in safety-critical multi-core systems, while preserving strict timing predictability,
this thesis raises the following question:

Thesis question: How can the cache hierarchy for safety-critical multicore
systems be designed to optimize performance and scalability, particularly in
hardware cache coherence-based predictable shared data communication, with

timing predictability?

A holistic approach to memory system optimization.

In this thesis, we take the first steps to enable performance optimizations in the memory
system of safety-critical multi-core systems, while preserving strict timing predictability.
Our approach starts by examining the integration of shared inclusive last-level caches
in bus-based multi-core systems (Chapter 3). We provide a worst-case latency bound for
shared inclusive last-level caches, and identify the key contributors to the worst-case latency
is the back-invalidations. Next, we propose a novel last-level cache design, ZeroCost-LLC,
that eliminates the back-invalidation overhead in shared inclusive last-level caches (Chap-
ter 4). We then investigate the use of multiple outstanding memory requests in predictable
cache coherence mechanisms (Chapter 5). Here, we identify the tension between enforc-
ing memory consistency model and providing worst-case latency guarantees for memory
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requests. Finally, we present a scalable predictable cache coherence data sharing mecha-
nism, Ditty, that ensures predictable arbitration between the forward network and private
cache ports (Chapter 6). This thesis provides evidence for the following thesis statement:

Thesis statement: The performance and scalability of cache hierarchy of a
hardware cache coherence-based predictable shared data communication can
be advanced through innovative mechanisms that target interference miti-
gation, enable dynamic consistency, and adapt to future architectural chal-
lenges, while preserving strict timing guarantees.

Thesis contributions. The thesis makes the following contributions:

1. Bounding The Worst-case Latency for Shared Inclusive Last-level Cache
Partitions (Chapter 3). This thesis begins by investigating the integration of
shared last-level caches (LLCs) in bus-based multicore systems. LLC accesses are
subject to interference from other cores, leading to significant worst-case latency
compared to bypassing the cache. Interference arises when multiple cores compete
for the same cache set, triggering evictions and back-invalidations to maintain in-
clusivity. We identify four key contributors to worst-case latency: (1) arbitration
schemes, (2) back-invalidation overhead, (3) write-backs of dirty cache lines, and (4)
mismatch between broadcast memory requests and LLC processing order. Uncon-
strained arbitration schemes can cause unbounded latencies. We demonstrate that
employing 1S-TDM (one-slot time-division multiplexing) bounds latencies, but in-
troduces a dependency on the private cache size. Our first contribution addresses
this with a hardware extension named the set-sequencer; set sequencer enforces that
the request ordering of the same cache set complies with the broadcast order, elimi-
nating the multiplicative factor and improving bounds. Despite being bounded, this
worst-case latency is cubic with respect to the number of cores.

2. Eliminating the Back-invalidation Overhead in Shared Inclusive Last-level
Cache (Chapter 4). Back-invalidation overhead remains a challenge for shared
inclusive LLCs in bus-based systems. Even with work-conserving TDM arbitration,
latency remains quadratic with core count. Compared to the worst-case latency guar-
anteed by state-of-the-art predictable cache coherence mechanisms, this is a signifi-
cant gap. In our second contribution, we close this gap by introducing ZeroCost-LLC,
a novel LLC design that eliminates back-invalidation. Instead of evicting conflicting
cache lines, ZeroCost-LLC relocates them to alternative sets. Additionally, it dynam-
ically schedules dirty cache line write-backs to ensure relocations are always feasible.
Deployed with linear predictable cache coherence, ZeroCost-LLC guarantees a linear
worst-case latency, significantly improving scalability.



3. Enabling Multiple Outstanding Memory Requests for Predictable Cache
Coherence Mechanisms (Chapter 5). Existing predictable cache coherence
mechanisms assume only one outstanding memory request per core, limiting perfor-
mance and hindering compatibility with speculative out-of-order pipelines. Relaxing
this constraint is one step towards higher performance, but this risks unbounded la-
tency, or even worse, memory consistency model violations. Our third contribution
addresses this issue with hardware extensions and protocol modifications that allow
multiple outstanding requests while preserving the sequential consistency and total
store order memory consistency models. Consistency is corrected dynamically only
when potential violations are detected, and the store requests that may violate the
memory consistency model are delayed. Our solution ensures bounded worst-case
latency and achieves significant performance gains over single-request designs.

4. Scalable Predictable Cache Coherence Data Sharing Mechanism (Chap-
ter 6). Directory-based cache coherence mechanisms rely on messages traversing a
network-on-chip, introducing new challenges for guaranteeing worst-case latencies.
Enforcing that the network-on-chip is predictable is not sufficient to guarantee the
worst-case latency of memory requests. In the fourth contribution, we present Ditty,
a scalable data-sharing mechanism that ensures predictability by merging write-back
messages with demand requests and employing predictable arbitration between the
forward network and private cache ports. Ditty achieves scalability and timing guar-
antees while maintaining efficient data sharing.

Thesis Structure. Chapter 2 describes the background on predictable hardware cache
coherence, memory consistency model, and a brief overview of related works. Next, Chap-
ter 3 to Chapter 6 are the main research contribution of the thesis. Chapter 3 presents a
scheme for predictably sharing cache partitions among multiple cores, where we bound the
worst-case latency of memory requests with including a shared inclusive last-level cache.
Our results indicate that the back-invalidation is the key culprit for the large worst-case
latency of memory requests. Chapter 4 leverages this observation in Chapter 3 to propose
an inclusive last-level cache called ZeroCost LLC (ZCLLC). ZCLLC eliminates the back-
invalidation overhead by using a cache line relocation mechanism in the last-level cache, and
provides a mechanism towards integrating shared inclusive last-level cache with predictable
without increasing the asymptotic worst-case latency of memory requests. Chapter 5 in-
vestigates another mechanism for boosting performance - enabling the use of non-blocking
private caches in safety-critical multi-core systems where the cache is capable of processing
multiple outstanding memory requests from the core. Such a mechanism is crucial to lever-
age the memory-level parallelism exposed by out-of-order pipelines. We identify that the



main challenge lies in providing the worst-case latency guarantees for memory requests in
the presence of non-blocking caches, while ensuring that the memory consistency model is
preserved. Finally, Chapter 6 presents a directory-based predictable cache-coherence data
sharing mechanism named ditty. Ditty is a first step towards scalable predictable cache
coherence for safety-critical multi-core systems. We conclude the thesis with Chapter 7
and discuss possible future works based on the research contribution.



Chapter 2

Background

This chapter provides the necessary background on multicore architecture, predictable
hardware cache coherence, memory consistency model, and an overview of related works.
We discuss the related works in detail based on the research contribution in Chapter 3
to 6.

2.1 Overview of multicore architecture

The thesis focuses on multicore platforms for safety-critical embedded systems, where mul-
tiple cores execute instructions in parallel from different threads to improve performance.
We will focus on memory instructions and their interactions in the multicore system. Fig-
ure 2.1(a) shows an example C++ program with two threads running on a multicore
system. Thread 1 (threadl function) first stores the value 1 to memory address pointed
to by the variable pb and then reads the value from the memory address pointed to by
the variable pa. The two memory accesses will be translated to memory instructions by
the compiler as a store instruction followed by a load instruction, referred to as (il) and
(i2), respectively. The concrete memory instructions are dependent on the instruction set
architecture and the compiler, and our discussion is agnostic to a specific instruction set
architecture. Similarly, thread 2 (thread2 function) first stores the value 1 to memory ad-
dress pointed to by the variable pa and then reads the value from the memory address
pointed to by the variable pb, which are translated to memory instructions (i3) and (i4),
respectively. In this example, the two threads share two memory addresses A and B.

These threads are executed on cores in a multicore system, as shown in Figure 2.1(b).
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Figure 2.1: (a) An example multithreaded program running on a multicore system has two
cores executing two threads from the program. (b) In the system architecture, two cores
execute two threads from the program, where each core is equipped private caches; the
private caches are connected to a last-level cache through an interconnect. (¢) An example
in-order pipeline has five stages. (d) An example out-of-order pipeline has an execution
engine that is capable of dynamically scheduling instructions to the functional units.



Each core consists of a hardware pipeline that fetches instructions from the memory hier-
archy, decodes them, and executes them. These pipelines are timing predictable, meaning
that the execution time of an instruction is known a priori. To achieve better performance,
the memory hierarchy consists of multiple levels of caches to exploit the temporal and
spatial locality of memory accesses. This thesis focuses on the architecture where each
core is equipped with a level of private instruction and data caches, and the private caches
are connected to a shared last-level cache through an interconnect. The cache controllers
at the private caches and the last-level cache are responsible for managing the accesses
to the cache and ensuring that the data shared across the cores is coherent. The shared
last-level cache is then connected to the memory hierarchy. The components of interests
in this thesis are highlighted in blue.

Although this thesis focuses on the cache coherence mechanism, it is essential to under-
stand the core pipeline design to understand the design principles of the cache coherence
mechanism.

In-order pipelines. In-order pipelines enforce strict sequential processing of instructions,
trading potential performance gains for simplicity and deterministic behavior. The in-order
pipeline design is one of the popular designs in safety-critical and real-time systems, where
timing predictable is important.

One canonical in-order pipeline follows a linear five-stage structure: instruction fetch,
instruction decode, execute, memory access, and writeback, as shown in Figure 2.1(c).
Instructions progress through these stages sequentially, with no reordering permitted. De-
pendencies between instructions are enforced through pipeline stalls, ensuring that each
instruction completes its execution phase before subsequent dependent instructions pro-
ceed.

Memory operations in in-order pipelines adhere strictly to program order. Load (reads
from memory) and store (writes to memory) instructions access the memory hierarchy se-
quentially. Store operations update the cache hierarchy immediately once sent to the cache
hierarchy. In addition, at any given point in time, the pipeline has at most one outstanding
memory operation. For its simplicity, it limits parallelism, as memory operations cannot
overlap with each other, and subsequent instructions must wait for memory operations to
complete before proceeding.

While the simplicity of in-order pipelines facilitates bounded worst-case execution times
(WCETS), a critical property for real-time systems, this comes at the cost of underutilizing
available hardware resources within the core as well as memory bandwidth [19,53,95].

Out-of-order pipelines. Modern multicores adopt out-of-order pipelines to enable high
performance execution of instructions by dynamically reordering instructions while pre-
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serving the logical correctness of programs. Figure 2.1(d) shows an example out-of-order
pipeline with an execution engine that is capable of dynamically scheduling instructions
to the functional units, using the famous Alpha 21264 processor as an example [79]. We
use the Alpha 21264 processor as an example because it is the hardware that the widely
adopted simulator gemb [21] is based on. The gemb simulator captures important micro-
architecture features of modern processors such as multi-issue, register renaming and spec-
ulative execution, and it supports the performance evaluation of silicon-proven hardware
designs [159]. The pipeline begins by fetching and decoding instructions sequentially in
the instruction fetch and instruction decode stages. Decoded instructions then proceed
to the register rename stage, where architectural registers are mapped to physical reg-
isters to resolve false data dependencies. If computational units (e.g., arithmetic logic
units, floating-point units) or the load-store unit—a dedicated hardware component for
managing memory operations—are unavailable, the pipeline stalls at this stage. The load-
store unit plays a pivotal role in managing memory interactions. Load instructions and
store instructions are buffered into separate load queues and store queues, respectively,
in strict program order. These queues ensure that memory operations adhere to program
semantics despite out-of-order execution. Loads and stores remain queued until their ad-
dresses are resolved and dependencies are satisfied. After renaming, instructions enter
the issue/execute/writeback stage, where they execute out-of-order once their operands
become available. Concurrently, all instructions are tracked in a reorder buffer, a first-
in-first-out structure that guarantees in-order retirement by holding results until earlier
instructions have completed. For memory operations, this involves additional constraints.
For load instructions, they require resolved addresses and permission to access the cache
hierarchy. And for store instructions, they calculate addresses and prepare data but defer
cache updates until retirement to maintain consistency. Instructions await retirement in
the commit stage, where they are finalized in program order. Store instructions are par-
ticularly sensitive to this process: A store is only transmitted to the cache subsystem after
it is committed and all preceding stores in the store queue have retired. This ensures that
memory updates become visible to other components strictly in program order, preserving
the illusion of sequential execution while enabling parallelism.

Cache internals. Modern multicore processors employ multiple levels of caches to lever-
age the temporal and spatial locality of memory accesses. As illustrated in Figure 2.2, a
cache typically consists of two primary components: the tag array and the data array. Both
arrays are commonly implemented using static random-access memory (SRAM), which en-
ables random access to memory locations via contiguous addresses. The data array stores
the cached data, organized into fixed-size blocks known as cache lines. In modern pro-
cessors, each cache line is typically 64 bytes. The tag array, on the other hand, stores
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Figure 2.2: The internals of a 4-way set associative cache.

the address tags corresponding to the cached data, along with metadata such as valid and
dirty bits. In multicore systems, the tag array also includes state bits to maintain cache
coherence across cores, a topic that will be discussed in the next section.

The tag array enables the cache controller to determine whether a requested data block
is present in the cache and to manage its state accordingly. Both the tag and data arrays
are divided into sets, with each set containing multiple cache lines accessed in parallel.
Sets are indexed using a portion of the memory address of the memory request, and the
number of sets in the cache determines the associativity of the cache. A cache with an
associativity of 1 is referred to as a direct-mapped cache, while a cache with associativity
n (where n > 1) is termed an n-way set-associative cache. For example, Figure 2.2 depicts
a 4-way set-associative cache. The four cache line entries in set 1 are not all filled. Tag
entry TD, corresponding to the first data entry D, is valid and dirty, indicating that the
data in D has been modified, and the address of the cached data is 0x1000. Tag entry TE
corresponds to a vacant data entry, as indicated by the zero valid bit in the tag entry.

The cache controller orchestrates the operation of these components, managing memory
requests from the core, coordinating with other caches, and interfacing with the broader
memory hierarchy. On receiving a memory request, the cache controller first checks the
tag array to determine if the requested data is present in the cache. If the requested data
is found, the cache controller retrieves it from the data array and sends it back to the core
for a load operation or updates the data array for a store operation. This process is known
as a cache hit, otherwise, the data is not present in the cache, and this is a cache miss. On
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a cache miss, the cache controller can fetch the requested data from the next level of the
memory hierarchy, which may be another cache or main memory.

Caches can be generally classified based on their write policies and their allocation
policies. The write policy determines how data is written to the cache and the backing
storage (e.g., main memory) and is typically categorized into two types: write-through and
write-back. In a write-through cache, the data is written to both the cache (if present) and
the backing storage simultaneously. In a write-back cache, data is written to the cache
first, and the backing storage is updated only when a dirty cache line is evicted due to set
conflicts caused by a cache miss. The process of updating the backing storage is known
as write-back. The write-back policy is typically used in modern processors due to its
performance advantages, as it reduces the number of writes to the backing storage [72].
The allocation policy determines whether data is fetched into the cache when a cache miss
occurs for a store. The two common allocation policies are write-allocate and no-write-
allocate. In a write-allocate cache, the cache controller fetches the data from the backing
storage into the cache before writing to it, while in a no-write-allocate cache, the data
is written directly to the backing storage without fetching it into the cache. This thesis
focuses on write-back caches with write-allocate policy, as they are more commonly used
in modern processors. Depending on the cache level, the controller may handle requests
from the core, private caches, or the last-level cache.

2.2 Hardware cache coherence

Hardware cache coherence is a data communication mechanism prevalent in multicore
platforms that enables cores to simultaneously cache and access data in their private
caches [105]. Cache coherence protocol is the key component in a hardware cache coherence
mechanism and consists of rules to ensure the single-writer-multiple-reader invariant and
the data-value invariant so that all cores observe the same value of a given datum at the
same (logical) time. Recall the multi-threaded example in Figure 2.1(a) where two threads
share two memory addresses A and B, hardware cache coherence ensures that the data
written to B by (il) of thread 1 are propagated so that thread 2’s (i4) reads the updated
value.

The key component in a hardware cache coherence mechanism is the cache coherence
protocol, which defines a set of rules that maintain two variants. These rules are typically
defined at the cache line granularity, typically 64 bytes in modern processors. A cache
coherence protocol consists of two constructs: (1) coherence states that capture access
permissions (read/write) of data, and (2) state transitions between coherence states that
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Figure 2.3: Hlustration of MSI protocol

are triggered based on the memory activity of cores on the same data. Each core’s cache
controller implements the coherence protocol.

Figure 2.3 shows the Modified-Shared-Invalid (MSI) cache coherence protocol. Coher-
ence protocols deployed in commercial multicore platforms build on top of the MSI cache
coherence protocol [11,33]. The MSI cache coherence protocol consists of three coherence
states: Modified (M), Shared (S), and Invalid (I) [105]. A cache line in M state
means that it has read and write access permissions, and its data contents have been
modified. Only one core can have a cache line in M state at any time instance for data
correctness [105]. A cache line in S state means that it has read access permissions, and its
data contents have not been modified. Cores that have a cache line in S are referred to as
sharers. A cache line in I state means that it is not available in the core’s cache or its data
contents are not up-to-date. State transitions between the coherence states are triggered
on memory activity by cores on the same cache line. Based on the state transitions in MSI
protocol (Figure 6.1a), ¢; changes its coherence state to S on observing c¢y’s read request
(Load), and ¢y moves from I to S state on receiving data for A; thereby allowing both
cores to subsequently read A from their respective private caches.

Concrete implementations of cache coherence protocols typically involve additional
states, named transient states, and transitions to optimize performance. Transient states
enable the deployment of the protocol in a distributed manner on interconnect, such as a
non-atomic snooping bus or a network-on-chip (NoC), where memory requests from mul-
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Figure 2.4: The initial cache state of a dual core system.

tiple cores interleave and the performance improves. For example, in MSI, when a reading
core is waiting for a cache line to change from I to S, a non-atomic snooping bus allows for
another core to request the same cache line in M before the cache line arrives the reading
core. As a result, the final state of the reading core will be I instead of S. Adding transient
states between I and S allows the reading core to account for such changes in the final
coherence state [105].

We illustrate the working of the MSI coherence protocol with the cores executing the
example multithreaded program in Figure 2.1(a). Figure 2.4 shows the initial state of the
cores, their private caches, and the last-level cache. Inititally, both ¢y and ¢; have the
block A in I state, denoted as A:I:- in the L1 cache controller state. Similarly, B is in I
state in both cores. The last-level cache is also empty. The main memory as the backing
store of the cache hierarchy, stores the values of A and B, both being 0. We assume an
in-order pipeline and the cores send their memory requests to the private cache in program
order. Figure 2.5(a) illustrates the start of the execution. Core ¢, starts by executing (il),
which stores 1 to B. This causes ¢y to issue a store request Store B to the private cache.
This request is a cache miss in the private cache; recall that a store request in the MSI
protocol changes the state of the cache line to M. With a protocol with transient state, this
transition cannot complete immediately, and the cache line is in a transient state, denoted
as IMP. This state indicates that the cache line is in the process of transitioning from
I to M. Since the requests misses in the private cache, the private cache controller must
fetch the data from the memory hierarchy, which is the last-level cache, by broadcasting
a GetM request to the last-level cache, which is also a cache miss. The last-level cache
hence fetches the data from the main memory with a fetch request Fetch B. Figure 2.5(b)
shows when the request for ¢y to B is inflight, ¢; executes (i3) concurrently, and stores 1
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Figure 2.5: An execution of the example program with cache coherence.

to A. Similar to ¢y, ¢1’s request for A is a cache miss in the private cache, and the cache
line is in a transient state IMP. And the private cache controller sends a GetM request
to the last-level cache, which misses in the last-level cache and the last-level cache fetches
the data from the main memory with a Fetch request. At the mean time, the data of
B for ¢y’s request is returned from the main memory to the last-level cache. The last-
level cache controller fills its storage with the data for B and also sends the data to the
private cache of ¢g. Upon receiving the data of B, the private cache controller updates
the state of the cache line to M and sends the data to the core, concluding the memory
request for (i1). The transient states that both ¢q and ¢;’s private cache undergo enables
the cache coherence protocol to handle the interleaving memory requests from multiple
cores. ¢;’s request to A completes similarly after the main memory returns the data of A
to the last-level cache, and the last-level cache sends the data to the private cache of ¢; in
Figure 2.5(c). One key role of cache coherence is to ensure that the data shared across the
cores is consistent, and the MSI protocol ensures that the data is consistent by enforcing
the single-writer-multiple-reader invariant and the data-value invariant. Figure 2.5(d)-(f)
exemplify this process. In Figure 2.5(d), ¢y continues by executing (i2), which reads from
A. This request is a cache miss in ¢y’s private cache, and the private cache controller
broadcasts a GetS request over the interconnect. Since ¢; caches A in M state, ¢; must
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send the data to ¢y to ensure that ¢y observes the updated value of A. Meanwhile in ¢y,
A’s state transitions to ISP, indicating that the cache line is transitioning from I to S.
Similarly, ¢; executes (i4) concurrently, which reads from B, whose state transitions to
ISP in the private cache of ¢;. ¢; does not yet send a request to fetch the data yet due to
internal delays. Next, in Figure 2.5(e), ¢; receives the GetS from ¢ and sends the data of
A to c¢g over the interconnect. Note that ¢; also sends a copy of the data to the last-level
cache to ensure that future requests from other cores observe the updated value of A. The
state of ¢;’s A transitions to S in the private cache of ¢;. Upon receiving the data of A, ¢
updates the data in the private cache and sends the data to the core. Hence, ¢y’s (i2) reads
the updated value of A into the register r;, which is 1. Finally, following the same process,
¢o sends the data of B to ¢; in Figure 2.5(f), and ¢; updates the data in the private cache
and sends the data to the core.

2.3 Memory consistency model

While cache coherence determines how different cores observe changes within the same
address, the memory consistency model (MC) defines how different cores observe changes
across different addresses. Memory consistency model arises from the need to provide a
consistent view of memory operations across different cores in a multicore system, when
modern processors adopt aggressive optimizations, such as reordering memory instructions,
that can produce unintuitive results. Specifically, the memory consistency model defines
the order and wvalue in which memory operations are observed by different cores in a
multicore system.

A common way of specifying memory consistency model is through litmus tests [101].
Litmus tests are small programs that consist of a set of memory operations and synchro-
nization primitives; execution results of litmus tests are used to reason about the memory
consistency model. We use the sb litmus test in Figure 2.6 to illustrate the memory con-
sistency model. The sb involves two cores ¢y and ¢; and two memory addresses A and B.
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Initially, the content of A and B is 0. Core ¢( executes a store and a load instruction: (il)
writes 1 to B, and (i2) reads from A and set the value of register r;.; meanwhile in core
c1: (i3) writes 1 to A, and (i4) reads from B and set the value in register ro. The program
order is the order in which instructions are written in the program per core. Hence, (il) is
before (i2) in program order; (i3) is before (i4) in program order. After both cores complete
their execution, there are multiple possible outcomes for the values of r; and ry depending
on how the instructions are interleaved and ordered. For example, one possible outcome
is that r; = 0 and ro = 1. Executing (i1) and (i2), then executing (i3) and (i4) entails
this outcome. This order, in which all cores observe the memory operations, is called the
memory order. For brevity, we denote this memory order as (il,:2,i3,i4),,. In sb, since
(i3) and (i4) are the only instructions that modify A and B, there are only four possible
outcomes for r; and ro, where r; and r can be either 0 or 1. A memory consistency model
specifies what are allowed outcomes, hence the memory order, for the litmus test and what
are not. For brevity, we limit our discussion to the program order among Load and Store
operations; hence there are four types of program order that need be specified by a memory
consistency model: load-to-load, load-to-store, store-to-load, and store-to-store.

Sequential consistency. The most intuitive memory consistency model is the Sequential
Consistency (SC) model [91]. The SC model enforces that the execution is as if the
operations of all the processors were executed in some sequential order, and the operations
of each individual core appear in this sequence in the order specified by its program [91].
This means that the memory order of the instructions must honor the program order of
each core. For example, the aforementioned r; = 0 and 75 = 1 outcome is allowed in the SC
model, because in the memory order that produces this result, (il,42,43,i4),,, the program
order of each core is respected. Similarly, the outcome r; = 1 and r, = 0 is allowed in
the SC model, because in the memory order that produces this result, (i3,i4,i1,42),,, the
program order of each core is respected. Note that multiple memory orders can produce
the same outcome, and as long as there exists one memory order that respects the program
order of each core, the outcome is allowed in the SC model. On the other hand, the outcome
r1 = 0 and ry = 0 is not allowed in the SC model because of the following reasoning. Since
ry = 0, the load instruction (i2) must have read the value 0 from A, which is before (i3)
writes to A. Hence (i2) must happen before (i3) in the memory order. Similarly, 7, = 0
implies that the load instruction (i4) must have read the value 0 from B, which is the value
before (i1) takes place. Hence (i4) must have happened before (il) in the memory order.
Additionally, since (i3) is before (i4) in ¢;’s program order, (i3) must have happened before
(i4) in the memory order. Therefore, combining these constraints, the final memory order
is (12,143, 14,11),,. This memory order, however, violates the program order of ¢q, and hence
the outcome is not allowed in the SC model.
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Prior state-of-the-art predictable hardware cache coherence mechanisms for real-time
systems, such as PMSI [58] and LPMSI [76] do not specify the memory consistency model
they enforce, however, the fact that one core can have at most one outstanding memory
request at a time implies that the memory consistency model is SC. Note that a core having
one outstanding memory request means the private cache controller of the core can only
process one memory request at a time, even if the core has multiple memory instructions
in its pipeline.

Total store order. Another common memory consistency model is the Total Store Order
(TSO) model [127]. TSO relaxes the store-to-load program order; this means that a load
instruction can be executed before a store instruction that precedes it in the program
order. TSO allows the outcome r; = 0 and 79 = 0 in the sb litmus test. The memory
order that produces this outcome is (i3,i4,i1,:2),,. Since TSO does not enforce Store-
to-Load ordering, the load instruction (i2) (rsp. (i4)) can be executed before the store
instruction (il) (rsp. (i3)) that precedes it in the program order. T'SO allows a store buffer
in the core that buffers store instructions and commits them to the memory in the order
specified by the program order. Specifically, when a store is waiting in the store buffer, the
core can execute subsequent load instructions, reducing stalls due to store-to-load ordering.

Tensions between ordering constraints, performance, and hardware design.
Modern processors enforce memory consistency models stronger than what their under-
lying hardware can natively achieve, creating a delicate equilibrium between performance,
hardware complexity, and software usability. For instance, while TSO architecturally only
permits store buffers to hide write latency [127], the underlying hardware can reorder
memory operations more aggressively to improve throughput. As part of the TSO require-
ment, cores must present the illusion of ordered load operations to software. To maintain
this abstraction, hardware employs speculative execution: a stalled load (e.g., due to a
cache miss or dependency) does not block younger loads, which may execute out-of-order
speculatively. While this mitigates pipeline stalls, it risks violating the T'SO if speculative
state becomes visible globally, as in multicore systems where inter-core memory visibility
is non-deterministic [15,119]. These optimizations amplify challenges in scalable coherence
protocols. For example, a speculative load in one core may read stale data from a cache
line invalidated by another core’s write, violating TSO’s guarantee that loads observe the
most recent store. To detect and resolve such violations, hardware mechanisms from both
the core side and the cache side, such as invalidation-based tracking, in-order committing
through reorder buffers, and pipeline squashing, must cooperate [15]. ARM architectures,
with their weaker memory models [12], delegate more ordering enforcement to software via
explicit barriers, reducing hardware overhead but complicating programming. Ultimately,
the design of memory consistency models reflects a trilemma: strict models simplify cor-
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rectness but limit parallelism; relaxed models improve performance but require intricate
hardware /software co-design. As heterogeneous architectures (e.g., CPUs+GPUs, neuro-
morphic chips) proliferate, balancing these trade-offs will demand novel paradigms, such
as programmable consistency protocols or machine learning-guided speculation.

Incorporting high performance processors in safety-critical systems adds one more layer
of complexity to the already complex tensions: on top of the hardware complexity, perfor-
mance, and functional correctness requirements, safety-critical systems must also ensure
that the system is predictable and that the system meets the safety requirements. We
show in this thesis the possibility of reconciling these tensions by designing holistic solu-
tions that address the performance, hardware complexity, and predictability requirements
of safety-critical systems.

2.4 Related Works

2.4.1 Predictable hardware cache coherent data sharing

Predictable hardware cache coherence. Recent studies [78,75] have made significant
progress in developing predictable hardware cache coherence mechanisms for real-time
systems. In [58], the authors propose a predictable hardware cache coherence mechanism
designed for real-time systems, assuming a single-level cache hierarchy and a shared snoop-
ing bus . Their work establishes six critical invariants that guarantee bounded worst-case
latencies for memory accesses in multicore systems. These invariants ensure that: (1) the
shared snooping bus, which arbitrates access from private caches to main memory, employs
a predictable arbitration scheme; (2) main memory processes memory requests strictly in
the order of their arrival; (3) a core responds to requests from other cores in the same
sequence as the requests are broadcast; and (4) a core’s write-back of a dirty cache line is
predictably arbitrated alongside its memory requests.

To enforce these invariants, the authors introduce a set of micro-architectural mod-
ifications to the cache controller and propose a novel cache coherence protocol, termed
PMSI (Predictable Modified-Shared-Invalid). This protocol builds upon the traditional
MSI protocol but incorporates the aforementioned invariants to ensure predictability.

A subsequent study [75] extends the PMSI protocol by incorporating exclusive and
owned states, which are commonly found in cache coherence protocols for general-purpose
processors. These additions aim to improve performance without sacrificing predictability.
The exclusive state allows a core to modify a clean cache line that is not shared with
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other cores, eliminating unnecessary bus transactions. Similarly, the owned state enables
multiple cores to share a dirty cache line without triggering write-backs to main memory;,
thereby reducing memory traffic.

However, PMSI and its extensions impose two key limitations: (1) each core is restricted
to having only one outstanding memory request at a time, and (2) the worst-case latency
of memory requests grows quadratically with the number of cores in the system. While
these protocols demonstrate promising performance for real-time systems, their scalability
and applicability to high-performance multicore systems—particularly those with larger
core counts or greater memory-level parallelism—remain constrained by these drawbacks.

Tackling the quadratic worst-case latency with bus modifications. Later research
works identfy that the limitations of the quadratic worst-case latency growth in PMSI
and its extensions are a result of a shared bus arbitrating two types of messages at the
same time: the request messages from a core to the main memory controller, and the data
response messages from the main memory controller to the core [63,154]. In light of these
observations, authors in [03] propose a split transaction bus architecture, named PISCOT,
where a predictable TDM arbiter arbitrates the requests from the cores to the main mem-
ory controller, and a first-come-first-serve high performance arbiter that arbitrates the data
responses from the main memory controller to the cores. PISCOT also involves a novel
cache coherence protocol that ensures predictable worst-case latencies for memory accesses
in multicore systems. On the other hand, the authors in [154] also propose a split trans-
action bus architecture that separate the concerns of request and response arbitration. To
achieve predictability, the authors incorporate a dedicated data bus that allows parallel
access between the main memory controller and the cores in addition to a shared request
bus that adopts a predictable TDM arbitration scheme. The later work also validates the
proposed architecture using a hardware prototype on an FPGA. In [76], authors propose a
linear predictable cache coherence mechanims and assumes the prescence of cache-to-cache
transfers. In addition, the authors propose a coherence protocol changes where the owner
of a cache line relinquishes the ownership eagerly on another core’s load request. This
optimizations eliminate the queuing of write back latencies from the worst-case latency of
memory requests in PMSI, and hence the worst-case latency is linear with respect to the
number of cores in the system. All these works successfully address the quadratic worst-
case latency growth in PMSI and its extensions by modifying the shared bus architecture,
achieving a worst-case latency that is linear with respect to the number of cores in the
system.

Multiple outstanding requests DUEPCO. A recent work, DUEPCO [103], relaxes the
constraint on the number of outstanding memory requests per core, allowing multiple
outstanding requests from a single core. This is achieved through a two-step arbitration
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mechanism on the shared bus: the request bus employs a work-conserving round-robin
arbitration, while the response bus utilizes a dynamic priority-based arbitration. The
worst-case latency bound is quadratic in the number of cores, under the assumption that
each core has at most one outstanding request for any given cache line. However, cores
can still issue multiple outstanding requests to different cache lines.

Despite its performance advantages over other predictable cache coherence mechanisms,
DUEPCO does not specify the memory consistency model it enforces. Consequently, naively
applying DUEPCO to real-time systems can lead to two potential issues. First, if the
core pipeline does not enforce any memory consistency model, the memory consistency
model provided by the cache coherence mechanism may be insufficient to ensure program
correctness. Second, if the core pipeline implements a memory consistency model, its
interaction with the cache coherence mechanism may result in an enlarged worst-case
latency bound, as guaranteed by DUEPCO. This could lead to an underestimation of the
system’s worst-case execution time.

2.4.2 Memory consistency enforcement mechanism

Out-of-order pipelines for SC and TSO can reorder the execution of load instructions
speculatively. This means that a load instruction that is later in the program order can
be executed before a load instruction that is earlier in the program order. Recall that
load instructions are ready to be sent to the cache in the memory hierarhcy when the
adderss calculation completes, the cache controller hence can receive the load instructions
out-of-order. If store instructions from other cores that are executed between the load
instructions, the store instructions can update the data that the load instructions are
supposed to read, violating the load-to-load ordering memory consistency model. Hence,
multicores supporting load reordering must deploy hardware mechanisms to enforce load-
to-load ordering to ensure that the program’s correctness is not violated.

A prior work studies the enforcement of load-to-load ordering when load instructions
are executed speculatively [15]. In this approach, when a load instruction is executed
speculatively, and when a store instruction from another core updates the address that the
load instruction is supposed to read, the load instruction is marked as to be retry. When
this instruction is later committed, the load instruction is re-executed to ensure that the
data read is correct. A similar approach is adopted in the Alpha 21264 processor [79],
which is the hardware that the widely-adopted simulator gemb is based on. Since the retry
of load instructions is managed by the core pipeline, the cache controller is oblivious to
the retry of load instructions; the decoupling of the core pipeline and the cache controller
facilitates the implementation of the cache controller.
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Another approach to enforce load-to-load ordering involves cooperation between the
core pipeline and the cache controller [I19]. This approach does not use the retry mecha-
nism to enforce load-to-load ordering, when a speculatively executed load instruction sees
a store instruction from another core to the requested address. Instead, the store instruc-
tion is delayed until the load instruction is committed. The cache controller hence must
be capable of stalling the store instruction; this approach must also handle any potential
deadlocks that may arise from the store instruction waiting for the load instruction to be
committed, and any memory requests arriving when the store instruction is stalled.

Finally, in processors adopting relaxed memory orders, such as ARM [12] and RISC-
V [146], the enforcement of load-to-load ordering is managed by the programmer. This is
achieved through the use of explicit memory fences, which are instructions that enforce a
specific ordering of memory operations. However, this approach places the burden of ensur-
ing correct memory ordering on the programmer, which can lead to increased complexity
and potential errors in software design. Additionally, some pipeline implementations such
as the BOOM core [166] implement fences by serialzing the memory operations, which can
lead to performance degradation.

To the best of our knowledge, none of the prior works on predictable hardware cache
coherence mechanisms for real-time systems discuss the load-to-load ordering enforcement.

2.4.3 Last-level cache management in safety-critical multicores

The shared last-level cache in multicore architectures is a well-documented source of inter-
core interference, particularly in safety-critical real-time systems [16,51, 102]. This in-
terference arises when concurrent accesses from multiple cores contend for shared cache
resources, introducing timing unpredictability that is unacceptable in domains requiring
stringent worst-case execution time guarantees. Historically, modeling and statically ana-
lyzing this contention have posed significant challenges [110], primarily due to the dynamic
and state-dependent interactions between cores during cache access. To address this, re-
searchers have focused on isolation mechanisms that eliminate or tightly bound inter-core
interference. Among these, cache partitioning—allocating fixed, non-overlapping portions
of the LLC to individual cores or tasks—has emerged as a widely adopted solution. Cache
partitioning can be implemented via software-based or hardware-assisted approaches, each
with distinct trade-offs in flexibility, overhead, and compatibility.

The most prevalent software-driven technique for cache partitioning is page coloring,
which exploits the virtual-to-physical address translation mechanism in modern operating
systems. Page coloring leverages the property of physically indexed LLCs, where specific
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bits of a physical address (the ”color”) determine the cache set index. By assigning virtual
memory pages with distinct colors to different cores or tasks, the operating system ensures
that their memory regions map to disjoint cache sets, thereby preventing overlap. This
isolation enables hard real-time systems to achieve predictable cache behavior, which can
then be integrated into schedulability analyses. Prior work has combined page coloring with
(1) cache-aware scheduling algorithms that co-optimize task execution order and cache
allocation [01], and (2) partition allocation algorithms that derive color assignments to
minimize WCET while satisfying task constraints [102]. However, page coloring requires
OS support and imposes constraints on virtual memory management, complicating its
adoption in legacy or resource-constrained systems.

In contrast to software-based methods, hardware cache partitioning relies on dedicated
circuitry to enforce spatial or temporal isolation. Modern architectures often provide par-
titioning features such as way-based division (e.g., Intel Cache Allocation Technology [67])
or address-range registers that restrict cacheable memory regions per core. These mecha-
nisms enable finer-grained control over cache allocation, often with lower runtime overhead
compared to software approaches. However, hardware partitioning still necessitates coordi-
nation with higher software layers: the operating system or application must configure par-
tition boundaries, and real-time task models must account for partition sizes during WCET
analysis. For instance, Suhendra et al. [110] propose a framework where task-specific cache
quotas are communicated to hardware via OS-level APIs, while Arm’s DynamlI() Shared
Unit (DSU) [10] demonstrates how hardware-software co-design can enable dynamic parti-
tion reconfiguration. Despite these advancements, hardware partitioning solutions remain
limited by their dependence on specialized hardware support, which may not be available
in all platforms.

While cache partitioning effectively bounds inter-core interference, it introduces trade-
offs in cache utilization efficiency. Partitioning can lead to underutilization of shared cache
resources, as cores may not fully occupy their allocated cache space, particularly in asym-
metric workloads or when tasks have varying cache requirements. This further complicates
the deployment of cache partitioning as it requires careful startegies to balance isolation
and resource utilization [$1,102], especially in safety-critical systems where efficient cache
management is crucial for meeting stringent timing constraints.
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Chapter 3

Predictable sharing of last-level cache
partitions

Last-level cache optimizes the performance of a multicore system by caching and servicing
data that are frequently accessed by the cores. It is a key component in delivering high
performance in general-purpose processors. As mentioned in Section 2.4.3, the shared
nature of the last-level cache complicates the worst-case timing analysis necessary for
safety-critical systems due to the complex inter-core temporal interference [110].

LLC partitioning is a countermeasure to address these difficulties [13,99, 122]. LLC
partitioning allocates a part of the LLC to each core that it can use. This provides temporal
isolation to tasks executing on a core from execution of other tasks on other cores. However,
there are multiple downsides to LLC partitioning: (1) it can significantly affect average-case
performance, (2) it can lead to underutilization of cache capacity, and (3) prevent coherent
data sharing [75]. Downside (1) is a result of each core having a smaller part of the LLC.
(2) happens when a core gets allocated a partition that it does not effectively use. For (3),
conventional LLC partitioning disallows one core to access another core’s partition; thus,
coherent caching of shared data in the LLC is prohibited. With the continued increase in
demand for functionalities, and their consolidation onto a multicore platform, we expect
these downsides to overwhelm the benefits of LLC partitioning, necessitating the sharing
of LLC partitions.

While prior works speculate that the worst-case latency of accessing a shared LLC
partition is difficult to derive [10, 1410], whether it is bounded or not remains unknown. In
this chapter, we take a cautious step towards addressing these downsides and address the
question: what is the worst-case latency of memory accesses from cores that miss in their
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private caches, and access the shared partition?

We show that the caution in prior works is warranted; the worst-case latency of accessing
a shared LLC partition can be unbounded: naively arbitrating cores’ accesses to the shared
LLC partitions results in a scenario where the WCL is unbounded. Nevertheless, we can
correct this unbounded scenario by using a restricted version of time-division multiplexing
(TDM) policy called 1S-TDM that results in a WCL bound. However, the resulting WCL
bound is grossly pessimistic; it is proportional to the minimum of the cache capacity and
LLC partition size of a given core and cube of the number of cores. By analyzing the critical
instance, we intuit a technique to significantly lower the WCL. This technique yields a WCL
that eliminates the dependency on the cache and partition sizes. For a 4-core setup with
a 16-way LLC with 128 cache lines, our approach results in a WCL that is 2048 times
lower. We implement this technique in a hardware structure called the set sequencer. We
show that careful sharing of cache partitions not only allows for a low WCL, but possibly
higher average-case performance. We envision the proposed work to complement existing
efforts on LLC partitioning where certain tasks have their own partitions, but others share
partitions; all of which depends on their performance and real-time requirements. Our
main contributions in this chapter is as follows.

e We identify that naively using TDM to arbitrate accesses to the shared LLC partitions
can result in an unbounded WCL. We establish that a 1S-TDM schedule prohibits
this scenario.

e We develop a WCL analysis for a memory access to a shared LLC partition using
the 1S-TDM arbitration policy.

e We propose a hardware extension called the set sequencer that lowers the WCL when
sharing a LLC partition. We evaluate the set sequencer using simulation.

3.1 Related works

Cache partitioning [16] reserves a portion of the cache to a task or a core either via hardware
or software techniques [156]. The key role of cache partitioning is to improve temporal
isolation to simplify the WCL analysis. However, as the number of cores increase, allocating
distinct partitions to each core or each task can affect average-case performance and cache
under-utilization. Moreover, this prohibits deploying a large number of functionalities on
the multicore as it may result in extremely small partitions to each functionality, which
would adversely affect performance. The proposed work seeks a middle ground where
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Figure 3.1: Overview of system model.

designers can judiciously share partitions with a subset of cores, and isolate others. Prior
works identified that accurately capturing the contention of multiple cores sharing the
LLC is difficult [110], and attempts exist for shared cache for dual-core processor relying
on knowledge of the application [142]. Our work does not rely on application-specific
knowledge and does not constraint the number of cores. Our work also applies when all
cores share the whole LLC which serves as a single partition.

Authors in [70] noticed that interference between tasks exists when multiple tasks or
cores share the LLC. They proposed a time analysable shared LLC where the inter-task
interference is bounded probabilistically. Given their proposed technique, the exact worst-
case interference in the LLC and the exact worst-case latency is not discernible. Compared
to [70], our analysis provides an exact (non-probabilistic) bound of a memory access in the
LLC, and does not rely on MBPTA. Our work assumes that a TDM bus arbitration has
one slot per core in each period, which is common in controlling access to resources in
safety-critical systems [52,75]. We also identified the worst-case scenario for the LLC
evictions, and that in the worst-case the latency can be unbounded if the arbitration has
no constraint. Moreover, our analysis does not rely on certain type of address mapping or
replacement policy.

3.2 System Model

System hierarchy. We assume a system with NV cores and three levels of cache in the
memory hierarchy (Figure 3.1). Each core has a private L1 instruction cache (L1I$) and a
private L1 data cache (L1D$). The private L1 caches of a core are connected to a L2 cache
(L2$). A set-associative last-level cache (LLC) connects to all L2 caches, and interfaces
with a DRAM directly. The accesses from L2 to LLC is controlled by a shared bus. The
bus implements a time-division multiplexing (TDM) arbitration which allocates slots of
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Table 3.1: Symbols.

Symbol | Explanation Symbol Explanation

Ciy Cua Core 1, core under analysis dﬁ;’_, dﬁgl) (x) | Distance between cores

li,1 Cache lines in LLC set SW Slot width

N,n # cores, # cores sharing a partition | set;rc(X) | Cache setin the LLC that X maps to
st Start of the ¢-th slot of core ¢, Mme,,, M Cache capacity of ¢,,,/LLC partition
w # of ways in a partition P Cache partition

width SW to cores. Table 3.1 shows the symbols used. SW is long enough for a data
transfer between the L2$ and the LLC. The L2 cache controller of each core only accesses
the LLC in the core’s allocated slot, and the LLC only responds to the L2 within the core’s
slot. Since the L2 cache is private to each core, a core accessing the bus implies that the
core’s 1.2 cache controller access the bus. An LLC partition isolates a part of the LLC for
a specific core. One task can be mapped to one core.

Similar to prior works [75], we assume each core has at most one outstanding memory

request. Before a core’s request or write-back is placed on the bus, the request is buffered
in a pending request buffer (PRB), and the write-backs are buffered in a pending write-
back buffer (PWB). A predictable arbitration such as round-robin between PRB and PWB
chooses from a request or a write-back to send on the bus at the beginning of the core’s
slot.
Cache inclusion policy. We assume that the LLC is inclusive of L2. This is a common
setup in existing platforms. Suppose that core ¢;’s request to the cache line at address X
is a miss in all its private caches, and the LLC. Then, for the LLC to respond with the
provided data for X, the LLC must ensure: (1) that there is a vacant entry in the set
that cache line X maps to, (2) the cache line from a lower level memory in the memory
hierarchy is fetched, and (3) the response to ¢; is sent in ¢;’s slot. An important property of
inclusive caches is that an eviction of a cache line in the lower-level cache requires eviction
of cache lines for the same address in upper-level caches. For our setup, an eviction in the
LLC forces evictions in both the L1 and L2 private caches that have the data.
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Figure 3.2: ¢, experiences an unbounded latency.

3.3 WCL with shared partitions

3.3.1 An unbounded WCL scenario

We show that an undesired consequence of the inclusive property, and multiple cores mak-
ing accesses to the LLC is a situation where the WCL is unbounded. Using Figure 3.2,
we illustrate this scenario. We assume a TDM arbitration policy with one slot for c,,
and two slots for ¢;. We use s, to denote the starting time of the ¢-th slot of core ¢;.
Unambiguously, s, also refers to the ¢-th slot of ¢;. At sl ,in D, cua’s Tequest to a cache
line X misses in the private caches and the LLC. Cache line X is mapped to a full cache
set setppc(X) in the LLC; thus, the LLC evicts a cache line [; in setyro(X), which is also
privately cached by ¢; denoted by [y : ¢;. Note that a full cache set means that there are
no empty cache lines in the set. In @), ¢; writes back [;, and frees an entry in setprc(X).
Then, in @), ¢; requests a cache line mapped to set;ro(X), and gets the response within its
slot because [ is available. In ¢,,’s next slot st (@), set; o (X) is full again preventing
Cyuq from completing its request. This behavior can potentially repeat indefinitely, which
shows that the interference at the LLC from other cores can cause unbounded WCL for
the core under analysis. Note that allowing the write-back within the same slot as the
request does not mitigate the issue because another core can issue a request between the
write-back and the response, occupying the freed entry.

3.3.2 Omne-slot TDM schedule

The scenario where c,, experiences unbounded latency happens when a core other than
Cua 1s allowed to access the LLC multiple times before ¢,, can access the bus again. An
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effective solution to prevent another core from occupying a free entry in setypc(X) is to
constrain the TDM schedule to allocate only one slot per core in a period (Definition 1).
Note that the crux of the issue is that an entry freed by ¢; due to the eviction of cache
line [; is occupied again by ¢; again before c¢,, can access the LLC. With 1S-TDM, we only
allow one core to perform one access to the bus in a period.

Definition 1. A one-slot TDM schedule (1S-TDM) is a TDM schedule that has ezactly
one slot allocated to each core in every period.

3.3.3 Key observations

Although a 1S-TDM schedule guarantees a WCL bound for ¢,,, we show that the WCL is
proportional to the minimum of the cache capacity of ¢,, and ¢,,’s LLC partition size M,
and cube of the number of cores. This results in a significantly large WCL. We illustrate
this by making observations from two examples.

Consider the example in Figure 3.3 that has four cores, and a two-way set-associative
LLC. The 1S-TDM schedule is {cuq, 2, c3,c4}. In @, cuq requests cache line X, which is
not privately cached by c,,. Hence, its L2 cache controller issues request for X at the
beginning of s’ ~to the LLC. Cache line X maps to a cache set set;;c(X) in the LLC,
and it also experiences a miss in the LLC. Since set;;c(X) has no empty lines, it must
evict one cache line in set;c(X). Suppose that I € set;c(X) is selected for eviction.
Note that [y is privately cached in c¢3 denoted by [y : ¢3. Hence, ¢3 must also evict [; from
its private caches in (), resulting in a free entry in set;rc(X), denoted as [; : —. Clearly,
the cache line to replace depends on the replacement policy. In this work, we assume a
replacement policy that can select any of the cache lines. Even though we select [; in this

s =2 ds =1

— ! s s
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Figure 3.3: ¢,,’s request to cache line X eventually completes.
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example, our observation is agnostic of replacement policy. As a result, the observation
applies to any replacement policy, including least-recently used (LRU).

Next, in @), c4’s L2 cache controller issues a request, and occupies the free entry,
preventing ¢, from obtaining its response in slot st!. As a result, the LLC must evict a
cache line in setypc(X) to make space for ¢,,, and the LLC evicts I in slot sf:j: which is
privately cached by cs. As before, c3 evicts I, in @), but it is occupied by ¢, in ©). Note
that in the period starting at siﬁf, this pattern of interfering c,, from receiving its response
cannot continue. When ¢4 evicts [; in (®), there is no other core that can occupy the free
entry; thus, c,, will get its response in sﬁjf at . This is guaranteed to occur because
whenever any core other than c,, occupies a free entry in set;;c(X), cua gets closer to
being able to occupy a free entry in setyrc(X). For example, in (), both cache lines are
privately cached by ¢4, and any core making a request to setrc(X) resulting in a miss
requires ¢4 to evict it from its private caches as well. Since, c,,’s slot comes after ¢4’s, it
is guaranteed to occupy the free cache line entry due to ¢4’s eviction. We characterize this

closer effect by introducing a notion of distance (Definition 2).

Definition 2. For a 1S-TDM schedule S, the distance between two cores ¢; and c;, dﬁ;, 18
the number of slots between the start of slot of c¢;, and the start of c;’s next slot.

Corollary 1. Given a 15-TDM schedule S with N cores, the distance between any two
cores ¢; and c;, dﬁ;’_, 1< dg; < N.

Given a cache line [, we will use di;l) (x) as a convenience to return the distance between
the core that has privately cached [, and ¢; at . Using Figure 3.3, with a TDM schedule
of {Cuas 2, 3,4}, d? =2 and di* = 1. With Definition 2, the example in Figure 3.3 can
be interpreted in terms of distance: the core that caches [; changes from c3 in slot 1, with
a distance of d?? = 2, to ¢4 in slot 3, with a distance of di* = 1, and finally freed in slot
®. Similarly, the core that caches Iy changes from c3 in slot @D to ¢4 in slot @, and thus
the distance of the core that caches [y decreases from 2 to 1. These examples highlight the
following key observations.

Observation 1. Given a 1S-TDM schedule S, the distance of cache lines in setppc(X)
decrease when c¢,, does not perform write-backs after issuing its request to cache line X
and before receiving its response for X.

The decreasing distance articulates the effect of the core under analysis getting closer
to occupying a freed cache line entry in set; o (X). A direct consequence of observation 1
is that c,,’s request will eventually complete as described in observation 2.

Observation 2. c¢,,’s request will eventually complete.
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Figure 3.4: Distance of core caching [; increases after s

The main intuition behind this observation is that once the lines in set; o(X) are
privately cached by ¢4, a request for X by ¢,, will succeed in the following period (Fig-
ure 3.3). This is because ¢4 must evict the privately cached line due to inclusive property,
which results in a free entry in set;;c(X) that ¢,, can occupy. When n < N cores share
a partition with a 1S-TDM schedule and there are w ways in set;c(X), for ¢,, to occupy
an entry in set;po(X) in the worst-case, the distances of all w cache lines must experience
the largest decrements. Since the maximal distance is n when ¢,, caches a cache line, and
the minimal distance is 1, ¢,, must wait for the distances of all w cache lines to decrease
from n to 1, accounting for w(n — 1) decrements in the worst-case.

Note that we have not considered scenarios where ¢,, performs write-backs before
receiving the response for its request. When a core other than c¢,, requests a cache line
that is privately cached by ¢4, then c¢,, would also need to perform write-backs due to
inclusivity. The effect of write-backs on the distance is summarized in observation 3. After
a write-back by ¢4, cache lines in set;c(X) can be privately cached by a core with a
larger distance compared to before ¢,, performs the write-back.

Observation 3. Given a 1S-TDM, when ¢, performs a write-back after issuing its request to
a cache line X and before receiving the response, the distances of cache lines in set;c(X)
increases.

Figure 3.4 shows a scenario with c,, performing write-backs. There are four cores
with 1S-TDM schedule of {cy,, ¢, c3,cs}. Cache lines [ and Iy are in setypc(X), and are
initially privately cached by cs. In @), ¢y, issues a request to cache line X that misses in
the private caches and LLC. This is followed by ¢, issuing a request to cache line Y such
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that Y € setppo(X) in @), and it also misses in the private caches and LLC. The LLC
selects to evict another line 5, which needs to be evicted by ¢;. In @), c3 issues a request
to cache line A that causes ¢; to evict a cache line [. In @), ¢, writes back [; freeing up an
entry in set;pc(X). In the write-back slot of st ®, ¢;’s request to X cannot be satisfied
because ¢; has to perform an eviction. The free entry is thus occupied by c,. Note that
the core that is caching [; has changed from ¢4 to ¢y and thus the distance of the core
caching [; increased from d* = 1 to d? = 3. In general, write-backs from c,, allow a core
with a larger distance to occupy a free entry in set;;c(X) that would have satisfied ¢,,’s
request. Therefore, the distance does not always decrease as in the case of Observation
1 when ¢,, performs write-backs. We combine these two observations to develop a WCL
analysis of a request. Henceforth, we assume the worst-case replacement policy: the LLC
always replaces line with maximal distance for generality. Replacement policies such as
LRU may tighten the bound but only by a constant factor.

3.3.4 WCL analysis for 1S-TDM schedule

We prove that the distances in set;pc(X) only decrease when c¢,, does not perform a
write-back in Corollary 2 (Observation 1). We bound the latency required for the distance
to decrease. In Lemma 2, we show that the distance increases when c,, writes back cache
lines (Observation 2). Hence, when ¢,, waits for its response, the distances in setppc(X)
show a pattern of decreasing and increasing. Finally, Theorem 2 combines Corollary 2 and
Lemma 2 to express the WCL of ¢,,’s request. We use our key observations to formulate an
analysis to compute the WCL. Consider a multicore configuration with N cores interacting
over the shared bus using a 1S-TDM schedule S, and n cores sharing a partition P in the
LLC (n < N) with ¢,, being one of the n cores. Throughout the analysis, we assume that
Cua’s Tequest for cache line X misses in its private caches and the LLC, and setypc(X) is
full before c,,’s request to cache line X is completed.

Lemma 1. If c,,’s request is not completed at slot SZLT, Cua does not perform any write-

backs, and l, € setpc(X) is evicted in response to c,,’s request in sf:ua, then

Vl - SGtLLc(X) . dc(l)(3t+T) S dzq(}z (Siua)'

Cua Cua

Proof. We prove the lemma by contradiction and assume that 3 € set; ;o (X) : di (s T) >

Cua Cua
! .
ac (st ). Then, before st there must exist two cores ¢; and ¢;, such that ¢; frees the

entry [ and ¢; occupies [ after ¢; frees [. The freeing-then-occupying by ¢; and c¢; increases
the distance of [ to be greater than do'=) (st ), that is, ds < A (st Y < dP

Cua Cua Cua Cua Cua *

Assume
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that ¢; frees [ in s? and ¢; occupies [ in s, o , then s < s¢ . Furthermore, because d < d,
and 1S-TDM is deployed s, must be in the next perlod of sf.. There must be a slot of

such that s? < sp < sg,. Thus, there is a free entry in setyrc(X) in slot d?
4T

Cuas Sh,_,
Because c¢,,’s request is not completed in slot s, it is not completed in slot d? . The
only reason that c,,’s request is not completed in “its slot when there is a free entry is that
Cuq 18 performing a write-back, which contradicts the hypothesis that ¢,, does not perform

any write-backs. O

Corollary 2. Ifc,, does not perform any write-backs, l, € setprc(X) is evicted in response
t+2(n—1)
) then

Cua

to cuq’s request in Sf:m and c.q’s request is not completed in s

dc(lx ( t+2(n—1) ) < dc(lx ( st )

Cua Cua Cua

Proof. Assume that at s!, , cache line [, is evicted, but it is privately cached by ¢; such that
do = d )( st.,.). At alater slot for ¢;, s where [, is written back, ¢ <t +2(n—2)+1 <

Cua Cua

t+2(n—1). This is because there can be at most (n —1) pending write-backs in ¢;'s PWB
including the write-back for [,,. Before c,,’s next slot, another core ¢; must occupy [, so that

Cuq’s Tequest is not completed. Due to 1S-TDM, if ¢; occupies [, dg{ <di < dcl=) ( L)

Applying Lemma 1, sh20"™ <d¥ < il (st o) -

Lemma 2. Given a slot sf:ua where ¢y, performs write-back, then there exists an execution
such that

VI € setppe(X)  dX (s = d(s St )-

Cua Cua Cua

Proof. In szua, let us assume that c,, writes back a cache line as a response to an eviction
caused by another core. Since ¢, is performing a write-back, it cannot issue a request; thus,

its request cannot complete. Hence, for each of the free cache line entry [ in setyo(X) at

t

sk, a core ¢; can make a request to [ after s\ ~which completes within one slot. Then,

dCfQ (sttl) = i, > dcw( ..). For other cache lines I’ € setpro(X) that are privately
cached by other cores that are not evicted due to accesses made by some other cores,

A0 (st 1) = 2D (st ) holds trivially. 0

Cua Cua Cua

Cua

Corollary 2 and Lemma 2 provide the cornerstone to derive the worst-case latency for
Cua 11 Theorem 1 and Theorem 2

Theorem 1 (critical instance). Let m = min(m,,,, M), where m.,, is the cache capacity
of cua. The worst-case memory latency occurs when ¢, issues a request to line X such
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that: (1) before ¢, receives its response, all privately cached lines in ¢, are written back;
(2) after each of these write-backs by c.q, the distances of all cache lines in setppc(X)
increase to n; (3) before each of these write-backs by ¢4, the distances of all cache lines in
setrro(X) decrease from n to 1; and, (4) after the last write-back by cy,, the distances of
all cache lines in setpc(X) decrease from n to 1.

Proof. We prove the critical instance by construction. Suppose ¢,, makes a request to X
that maps to set;rc(X). Before c,, receives its response, multiple write-backs from ¢,
can occur in between as a result of other cores making requests. The maximal number of
such write-backs, and the conditions under which they experience the maximum number
of distance changes determines the critical instance. We have shown that the distances
of lines in setyc(X) only decrease between two write-backs while increases only when a
write-back happens. The critical instance thus maximizes the number of distance changes
between write-backs by means of mazimizing the four parts: (1) The number of write-backs
Cua can perform in the worst-case as a result from other cores’ requests. (2) The number
of distance changes between any two write-backs by c¢,,. (3) The number of distance
changes before the first write-back of ¢,,. (4) The number of distance changes after the
last write-back of ¢,, until it receives its response.

For (1), cores other than ¢,, can force m = min(m,,,, M) write-backs for ¢,,. This
happens when m lines are privately cached by c¢,,, and other cores make accesses that
happen to map to the same sets as those m lines, which forces ¢,, to write them back due
to inclusion. This amounts to the maximal number of lines ¢,, can cache in the partition
P. For (2), distance for a cache line can increase and decrease. Lemma 2 shows that after
a write-back, dﬁfg is n in the worst-case for all | € set;o(X). Note that the distance
cannot exceed n because this is the maximal number of cores that share sety;o(X) in P.

Lemma 1 ensures that df;q(fa) strictly decreases and will not increase because of the absence
of write-backs in between. In the worst-case, all dﬁffﬁ decrease from n down to 1. For (3),
in the worst-case, the distances of all w cache line entries in set;;c(X) are n when ¢y,
issues its request, and each distance decreases from n down 1 before the first write-back in
the worst-case. Note that the distance cannot increase due to Lemma 1 and the absence
of intermediate write-backs. Similar to (3), for (4), after the last write-back, the distances
of all w cache line entries in set; c(X) decrease from n down 1 before ¢,, receives its

response followed with one slot for ¢,, to receive its response.

O

Theorem 2. Let m = min(m,,,, M), where m,,, is the cache capacity of ¢,,. The worst-
case latency in number of slots of the request of the core under analysis c,., WCL, is given
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Figure 3.5: The observed WCL of SS, NSS and P.
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Figure 3.6: The execution time of synthetic workload with fixed total partition size.

by:
' WCL = ((m+1)-A-N+1)-SW, (3.1)

where A=2(n—1)-w-(n—1).
Proof. Corollary 2 manifests dféffz decreases by 1 every 2(n — 1) periods in the worst-case
for I € setpro(X). Between two out of (m — 1) write-backs from c¢,,, all w cache lines’
distances decrease from n to 1, taking A = 2(n — 1) - w(n — 1) periods. Before the first
and after the last write-back, the distances of all w cache lines decrease from n to 1. ¢,
receives its response in one slot. U
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Figure 3.7: An illustration of set sequencer.

3.3.5 Set sequencer: Lowering the WCL

We propose a hardware extension called a set sequencer that significantly lowers the WCL.
Recall that the WCL for a core under analysis ¢,, is proportional to the minimum of either
the cache capacity or ¢,,’s LLC partition size, and cube of the number of cores. This is
clearly a large bound. When using the set sequencer, the WCL bound is independent of
the minimum of the c¢,,’s cache capacity and c,,’s LLC partition size M. We illustrate
the main idea behind set sequencer using Figure 3.7, which contains two structures, a
Queue Lookup Table (QLT) (D) and a Sequencer (SQ) (®). The set sequencer has two
structures: a QLT and a SQ. The set sequencer contains one entry in the QLT for each set
in the partition that has at least one pending LLC request. The entry maps the set to a
queue in SQ. When there are multiple cores requesting a cache line from the same set, set
sequencer stores the order in which the requests arrived at the LLC (broadcast order on
the shared bus). Our key observations and the WCL analysis revealed that the distance
increases whenever ¢, is prevented from occupying a free cache line entry due to another
core intercepting it. By maintaining order using the set sequencer, we can guarantee that
does not happen. Since the set sequencer only tracks outstanding memory requests for
each core, QLT and SQ each contain up to N entries, respectively. Each QLT entry tracks
the set index, the queue index, and each queue entry in SQ tracks the core index.

We present the WCL when using the set sequencer in Theorem 3.

Theorem 3. The WCL of a request of the core under analysis c,, when using the set
sequencer, WC 'Ly, is given by:

WCLy=(2(n—1)-n+1)-N-SW. (3.2)
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Proof. In the worst-case, all other (n — 1) cores issue their request before ¢,, sends its
request to cache line X to the LLC, and it is the last request in the set sequencer for a full
set set;c(X). For each request in the set sequencer, including c¢,,, it takes 2(n — 1) slots
for the core caching cache lines in set;;c(X) to write back a cache line and free an entry as
a core performs (n — 1) write-backs in the worst-case, and the evicted cache line is written-
back last. Note that each such slot accounts for one period, which is N - SW Finally, c,,
requires one slot SW to receive its response, which accounts for another period. O

3.4 Evaluation

Our empirical evaluation is performed with an in-house trace simulator that simulates
the cache subsystem of a four-core system with the memory hierarchy as described in
section 3.2. The L2 cache is a 4-way set-associative cache with 16 sets and the L3 cache is
a 16-way set-associative cache with 32 sets that can be partitioned across the four cores.
The cache line size is 64-byte.

Workload generation. We use synthetic workloads consisting of memory requests to
random addresses within various address ranges. Each synthetic workload assumes the
same address range for all cores. The memory address of each core is randomly generated
such that they fall in the address range. We then apply offsets to the addresses of these
memory requests to exclude data sharing between any two cores. For a certain address
range, a core issues the same memory addresses across different partitioned configurations.

Notation. We use the following syntax to express partitioned configurations. (1) SS(s,w,n):
a partition shared among n cores with s sets and w ways with set sequencer, (2) NSS(s,w,n):
a partition shared among n cores with s sets and w ways and LLC services contending re-
quests with best effort, and (3) P(s,w): a partition with s sets and w ways that is uniquely
occupied by a core. For P(s,w), each core is assigned equally-sized partition.

3.4.1 Worst-case latency

Workload setup. To exercise the worst-case, we enforce a partition size of one set for all
configurations. This forces as many conflicts as possible.

Results. Figure 3.5 confirms that the observed WCL of all configurations are within the
analytical WCLs, which are 5000 cycles for SS, 979250 cycles for NSS, and 450 cycles for P.
Although a distinct partition P yields the lowest WCL, recall that we wish to share parti-
tions for cores whose real-time requirements are met with sharing. However, there might
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be others that need distinct partitions P, which do indeed provide the lowest WCL. This
is essential when the number of required functionalities deployed onto a single multicore
increases. In the case of cores sharing a partition, the bound for SS can be employed. NSS
shows a higher observed WCL compared to SS across all address ranges because distance
can increase as mentioned in Observation 3.

3.4.2 Partition sharing and utilization

We evaluate the impact of partitioning when cores share a partition.

Workload setup. We use a 2-core and a 4-core setup with a fixed cache capacity that is
partitioned. In SS and NSS, all cores share the same partition while in P, the fixed cache
capacity is divided equally between all cores, and the set-associativity is fixed. Figure 3.6a
shows that when the address range is 1024-byte or 2048-byte, the execution time is the
same across SS, NSS and P. This is because the address range is less than or equal to the
partition size.

When the address range exceeds the partition size, SS exhibits improved performance
when compared to both NSS and P. In the 2-core setup with 4096-byte of partition size,
SS achieves an average speedup of 1.34x as is shown in Figure 3.6a. When the capacity
is 8192-byte, SS achieves an average speed up of 2.13x (Figure 3.6b). Such performance
persists in the 4-core setup where SS features an average speedup of 1.10x for 4096-byte
partition size (Figure 3.6¢) and an average speed up of 1.02x for 8192-byte partition size
(Figure 3.6d). The performance benefit when deploying set-sequencer is because the chain
of back-invalidations is avoided, compared to when the set sequencer is not deployed.

3.5 Summary

We present an approach to predictably share LLC partitions. We use a constrained TDM
policy with a set sequencer hardware extension, which results in a predictable and low
WCL. Our empirical evaluation showed that we could reduce the WCL by 2048 times
compared to a naive approach with the set sequencer.
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Chapter 4

Eliminating back-invalidations for
predicatble safety-critical multicores

Chapter 3 shows that the worst-case latency of accessing a shared last-level cache (LLC)
partition can be unbounded, if not prohibitively large. The large worst-acase latency occurs
because the last-level cache must evict a cache line to make space for a new cache line.
Depending on whether the cache line chosen for removal is present in the cores’ private
caches, this cache line removal from the LLC triggers additional invalidations of the cache
line in the cores’ private caches that have the cache line. Recall that we refer to this chain of
invalidations as back-invalidations [167]. These back invalidations are a major contributor
to the worst-case latency (WCL) of a memory request [129, 155]. While the technique
in Chapter 3 addressed the limitation of LLC partitioning by guaranteeing a worst-case
latency bound through the adoption of set sequencer, the worst-case latency is orders of
magnitude larger than that with no LLC'. While allowing cores to share LLC partitions
is a welcomed step towards higher average-case performance, its high WCL questions its
applicability in real-time platforms.

In this chapter, we aim at addressing the following questions: Can we design a shared
inclusive LLC with the following features: (1) all cores can access the full LLC' (no parti-
tioning constraints), (2) the WCL of a core’s request is the same as that without an LLC,
and (3) all cores can benefit the performance gains of LLC hits? Such an LLC architecture
is appealing for real-time multi-core platforms as it offers the performance benefits of using

!Note that back-invalidations happen under certain situations based on the state of the LLC and private
caches. However, the worst-case scenario for a core’s memory request is when it triggers a back-invalidation
in the LLC.
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an LLC, but it does not incur additional latency to the WCL caused by back-invalidations.
In other words, an LLC can be added to a multi-core platform at no cost to the WCL.

We answered the above question in the affirmative and presented a novel LLC archi-
tecture called ZeroCost-LLC (ZCLLC). ZCLLC borrowed the following key insight from
a previous work on eliminating back-invalidations in the cache hierarchy of modern multi-
core platforms to improve performance [27]: eliminating back-invalidations entails finding
a location in the LLC to insert the requested cache line (that causes the back-invalidation)
that is either vacant or has a cache line that is not present in any of the cores’ private
caches. We progressively built towards a solution starting from this insight from ZIV [27]
that eliminated back-invalidations on cores’ memory requests resulting in ZCLLC. A key
contribution of ZCLLC was a mechanism that dynamically scheduled write-back of dirty
cache lines from ZCLLC to main-memory. Such a mechanism ensured that a clean reloca-
tion entry was always available in ZCLLC, and as a result, eliminated back-invalidations on
a cores’ memory requests that miss in ZCLLC. We further explore mechanisms to improve
both the WCL and average-case performance after the elimination of back-invalidations.
Specifically, ZCLLC used a work-conserving TDM arbiter with a fixed slot width as used
in prior works [03,75]. However, there are two downsides to this setup when used with an
LLC. First, the arbiter fails to adapt to the short latency of LL.C hits, hindering the perfor-
mance gains from the LLC. Second, memory controllers are capable of handling multiple
outstanding requests [118]. Since the TDM slot is typically large enough to complete a
request, multiple outstanding requests are not permitted. Hence, the use of a TDM arbiter
limits performance benefits and the possibility of further lowering the WCL. To this end,
we analyze the downsides on performance and predictability with a fixed-slot TDM arbiter
with ZCLLC, and systematically apply optimizations to mitigate these downsides. These
optimizations lead to ZCLLC-OPT (ZCLLC with optimizations) that offers a lower WCL
compared to ZCLLC as well as improved performance over ZCLLC.

The main contributions of this chapter are:

e We analyze the impact of back-invalidations on the WCL and describe the ingredients
necessary to eliminate back-invalidations.

e We describe a novel LLC architecture, ZCLLC, that recognizes the need to combine
Z1V with ROC to eliminate back-invalidations while bounding the WCL, and enforces
a runtime invariant to ensure the existence of clean entries in the LLC to further lower
the cost on the per-request WCL.

o We systematically analyze the impact on the WCL when deploying a work-conserving
TDM arbiter when using ZCLLC, and propose optimizations resulting to an improved
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LLC architecture, ZCLLC-OPT.

e We present a WCL analysis of ZCLLC-OPT and show that ZCLLC-OPT offers lower
WCL for a memory request compared to ZCLLC.

e We evaluate ZCLLC-OPT in a detailed micro-architectural simulator and validate
the worst-case bounds derived from our latency analysis. We also implement the
state-of-the-art LL.C partition sharing techniques and general-purpose configurations,
with which we integrate our proposed optimizations. Our analysis reveals that with
ZCLLC-OPT, the analytical WCL is 87.0%, 93.8%, and 97.1% lower than the state-
of-the-art LLC partition sharing techniques for 2, 4, and 8 cores, respectively. In
addition, our evaluation shows that ZCLLC-OPT offers speedups of 1.89x, 3.36x,
and 6.24x compared to the state-of-the-art LLC partition sharing techniques for 2,
4, and 8 cores setup, respectively.

4.1 System Model

4.1.1 Baseline Memory Hierarchy

Figure 4.1a shows our baseline system with N in-order cores and a two-level inclusive
cache hierarchy. Each core has a private L1 instruction cache (L1I) and a private L1 data
cache (L1D), and a private unified set-associative L2 cache (L2). Each core’s L1 caches
connect to its L2 cache. All caches employ the least-recently-used (LRU) replacement
policy. We further assume that there is at most one outstanding memory request per core.
The cores’ L2 caches communicate with the main memory via two shared buses: one for
commands and one for data. We use a work-conserving time-division multiplexing (TDM)
arbitration [59,060] scheme that allocates one slot for each core to access the main memory.
Under work-conserving TDM arbitration, if a core does not have a pending request to the
shared LLC or main-memory at the start of its TDM slot , then the TDM slot is utilized
by another core with a pending request to the shared LLC or main-memory. Our previous
work [152] assumed that the TDM slot is long enough to complete one data transfer
between the private L2 cache and the main memory. Such a deployment closely resembles
platforms in [75,78, 109, 117] without a shared LLC. Recognizing the performance penalty
of the assumption on TDM slot, in this work, we relax the constraint on TDM slot width, so
that it is large enough to encompass the broadcast, the LLC access, and the corresponding
main memory access. Note that, our approach can be extended to other TDM schedules.
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The main memory controller accepts requests from the command bus and processes
them in the order they are received. When a memory request misses in the L2, L2’s cache
controller issues a request to fetch the data from the main memory. The main memory
sends the requested data on the shared data bus. For brevity, we refer to the core issuing
commands on the bus or receiving responses to be analogous to its L2 cache controller
issuing commands and receiving responses. Caches transfer data in the granularity of
a cache line, which we assume to be 64-byte wide. We use cache line A to represent
the cache line indexed by address A. A predictable cache coherence mechanism such as
the predictable Modified-Shared-Invalid (PMSI) cache coherence mechanism [75] facilitates
coherent shared data communication between cores.

4.1.2 Memory Hierarchy with LLC

In Figure 4.1b, we augment the N-core baseline memory hierarchy with a shared, set-
associative, write-back and write-allocate LLC. The cache hierarchy with the LLC is in-
clusive. This means that if a cache line is privately cached in L1 or L2, then this cache line
is guaranteed to be cached in the LLC. If a cache line is not in the LLC then it is neither
in the L1 nor L2. The LLC selects the LRU cache line (victim cache line) to replace on
a conflict miss. The private L2 caches communicate with the shared LLC via the shared
command and data buses. The LLC handles requests from the command bus in the order
they are received and interacts with the main memory when a request misses in the LLC.
We assume the capacity of the LLC to be greater than or equal to the aggregated capacity
of all private caches [27]. An important component in our LLC is the tag array. Our tag
array holds relocation information in addition to coherence-related states, and it is used
for the same purpose as ZIV’s sparse directory. For ZCLLC, the tag array is set-associative
and mimics the organization of the private caches. This is similar to [132]. We refer the
reader to ZIV’s implementation for further details on the tag array’s design [20,27].

Core memory operations. A core issues one of the following memory operations: Read,
Write, or WriteBack. Read and Write correspond to loads and stores by the core. If a Read
or Write hits in the private caches, the requested data is returned to the core. Otherwise,
the Read or Write is forwarded to the LLC. The core issues WriteBack to relinquish its
private copy of a cache line and writes back the data to the last-level cache. A WriteBack
occurs when the core invalidates a cache line due to limited cache set conflict, or responds
to another core’s request to cache a shared copy.

LLC Read/Write memory operations. We illustrate LLC Read and Write mem-
ory operations under our system model with an example, through which we introduce a
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Figure 4.1: System model of ZCLLC.

well-known issue, back-invalidation, that may impact the WCL of memory requests when
deploying an LLC. When the LLC receives a Read or Write request from a core, it fetches
the requested cache line from the LLC or the main memory, and sends it to the requesting
core’s L2 cache controller. Consider the core under analysis, c,,, issues a request to address
A, denoted as Read(A) or Write(A). We denote the cache set that A maps to in the LLC
as sr(A). Hence, c,,’s request to cache line A maps to a cache set, sp(A), in the LLC.
If A is cached in sp(A), then ¢,,’s request is a hit, and the data of A is returned to cy,.
Otherwise, it is a miss and the LLC must fetch A from the main memory. Before fetching
A, the LLC must ensure a vacant entry in sy (A) for A. If s (A) has no vacant entries, then
the LLC selects a victim line in sy (A), [, and evicts [ to make space for A. However, victim
[ may be privately cached by another core. To ensure the inclusion property of the memory
hierarchy, the LLC coordinates the eviction of [ from all cores that have a private copy
before invalidating the victim line in the LLC. We categorize back-invalidations into the
following two types. (1) Given a back-invalidation from core ¢; to core ¢;, when ¢; # ¢j,
the back-invalidation is called cross back-invalidation. (2) Otherwise when ¢; = ¢;, the
back-invalidation is called self back-invalidation. Definition 3 defines the conditions under
which a back-invalidation happens.

Definition 3. A back-invalidation from core ¢; to core c¢; happens when (1) ¢;’s request to
a cache line A misses in the private caches and the LLC, (2) the cache set corresponding
to ¢;’s requested line in the LLC, sp(A), is full, and (3) the victim selected by LLC for
eviction 1s privately cached in c;’s private cache.

Continuing with the example, the victim line [ may be dirty (the data is modified when
compared to the copy in the main memory); thus, it must be updated in the main memory.
The LLC updates the main memory with the victim before servicing the request for A.
For clean victims, the LLC only marks the entry in the LLC as invalid (no updates to the
memory are generated).
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LLC WriteBack memory operations. A WriteBack request for cache line A is denoted
as WriteBack(A). When the WriteBack is sent to the LLC, the LLC writes back the cache
line received from the core to the LLC, or to the main memory. The WriteBack is the
result of a self back-invalidation or a cross back-invalidation.

Note that the memory hierarchy design assumed in our system model does not fea-
ture eviction and fill buffers and miss-status-handling-registers (MSHRs) that facilitate
memory-level-parallelism for improved average-case performance. This is because our sys-
tem model is based on the models used in state-of-the-art predictable cache coherence
mechanisms, which do not feature such buffers. As a first step towards accommodating
such buffers, we explore the use of write-buffers in Section 4.6 that provide some overlap-
ping of memory requests. We reserve the exploration of integrating these buffers into our
model and using the insights from [111] to explore ZCLLC designs that offer memory-level-
parallelism for future work.

4.2 Background

ZIV [27] presents a technique to eliminate back-invalidations in inclusive caches in general
purpose systems. ZIV assumes that the capacity of the shared LLC is greater than the
aggregated capacity of all private caches as stated in the system model. This assumption
is essential for an LLC to be inclusive because the LLC must have enough capacity to
guarantee that every privately cached line is also cached in the shared LLC. Thus, there
always exist cache line entries in the LLC that are not privately cached by any private
caches or vacant, which we refer to as relocation entries (REs). Note that an eviction of
an RE does not incur any back-invalidation. The key insight in ZIV is that when the LLC
selects a victim that is also privately cached, the LLC relocates the victim to an RE that
is guaranteed to exist; thus, eliminating all back-invalidations. We use a register nextRS
to track the location of an RE, and amend each LLC set with one additional bit, HasRE,
to indicate the existence of at least one RE in that set.

We elaborate ZIV’s operation using the example in Figure 4.2a. A core, ¢,,, requests
for A and ZIV checks the tag array. There is no tag entry with A ((D); thus, the request
is a miss in the LLC. Note that the red markings indicate the state after the handling of
the miss for A. Each entry in the tag array in ZIV tracks the tag, sharers, and a location
tuple of set index and way index that points to the cache line the entry is monitoring in
the data array. For example, cache line B is owned by core ¢4, and its data is stored in
set 0 and way 0 in the data array. By changing the location tuple, ZIV allows a cache
line to be relocated. The LLC queries the data array’s set 0 (s;(A)) and observes that
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Figure 4.2: (a) ZIV operation in LLC to avoid back-invalidations. (b) ZIV operation in
LLC on a hit to a relocated cache line.

there are no vacant entries since cache lines B and D occupy both ways. We assume that
both lines are privately cached as well. ZIV selects B as the victim in sp(A4). @ The
LLC queries the nextRS register for the location of a RE for B’s target location. Suppose
it points to set 2. ZIV uses an additional bit for each set in the data array, HasRE, to
indicate a cache set with an RE. For example, set 0 does not contain an RE; thus, HasRE
is 0. nextRS stores the set index of a cache set with an RE. Once a relocation happens,
nextRS is updated to another cache set with RE in round-robin order, which is set 1. @)
Then, the LLC relocates B to the target location in set 2, and updates the location tuple
of B’s tag array entry to set 2, way 1. Future requests to the LLC that access B use the
set and way indices in the tag array to correctly locate the data array entry. (@ Finally,
the LLC fetches A from the main memory and use the relocation entry to store A. The
state of the LLC after relocating cache line B is shown in Figure 4.2b.

In ZIV, the access to a non-relocated cache line, such as A, follows the conventional
data path, where the tag array and data array are queried in parallel, revealing that
the access hits in the LLC. The access to a relocated cache line, such as B, involves
an extra data array query, as we show in Figure 4.2b. Similar to access to a non-
relocated cache line, the access to cache line B starts by querying the tag array and
data array in parallel (D). The query to the tag array is a hit while the query to
the data array is a miss. Recall from Figure 4.2a that cache line A and cache line B
map to the same set (s;(A)), and cache line B is relocated to set 2; hence, the miss in
the data array. This indicates that cache line B was relocated in the data array. This
means the LLC uses the location tuple from the array query to access the data array at
set 2, way 1 (®). A second query to the data array will successfully retrieve the data (
®). This second data array query lengthens the critical path to access a relocated cache
line compared to non-relocated cache lines. However, ZIV [27] noted this to incur an
additional latency of 3 cycles for extreme configurations such as a system with 768KB
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Figure 4.3: Different approaches of incorporating ZIV in an LLC: (a) employing ZIV by
itself results in unbounded WCL (b) ZIV with ROC (c) Lower WCL with memory update.

aggregated L2 capacity and a 1IMB LLC, where the aggregated L2 capacity is close to the
LLC capacity.This is negligible compared to the WCL, which is dominated by the main
memory access. To avoid the large overhead of combinational logic for determining nextRS,
ZIV [27] employs a bit-masking technique to determine nextRS such that it is practical to
compute nertRS. Specifically, when there are multiple cache sets with REs available, the
nextRS is updated to the cache set according to round-robin. ZIV reported that it took
6% of a IMB LLC storage for supporting cache line relocation. The storage scales linearly
with the LLC capacity. We use the same technique as [27] to enable cache line relocation
and to remove back-invalidations.

4.3 The Impact on WCL when Using a Shared LLC

Augmenting the memory hierarchy with a shared LLC for predictable multicore systems
must be done carefully. This is because such a change in the memory hierarchy requires
WCL analysis techniques to include the latency of accessing the LLC [81,155,164]. In this
section, we show an alternative approach that incorporates a shared LLC with no parti-
tioning constraints that has a lower WCL compared to state-of-the-art LLC partitioning
approaches.

We use the asymptotic worst-case latency (AWCL) bound of a memory request [76] to
present our insights and observations regarding state-of-the-art works on predictable LLC
architectures and build ZCLLC, a novel predictable LLC architecture. AWCL is the WCL
asymptotically in terms of the number of cores and is a succinct formulation to understand
how the WCL of a memory request under a certain mechanism scales with the number of
cores.
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4.3.1 Expository Setup

We begin our exposition with the model in Figure 4.1a that has no LLC. Then, we explore
the effect of adding an LLC into the memory hierarchy resulting in Figure 4.1b.

Setup without LLC as in Figure 4.1a. Simply for illustration, suppose we restrict the
cores in Figure 4.1a to only make accesses to distinct cache lines. This disallows accesses
to shared data. With this setup, every memory request can complete within a slot. This
is because the length of the slot includes the latency for transferring the data between the
private caches and the main memory. Hence, the WCL for a memory request occurs when
a memory request just misses the start of its TDM slot, and must wait for its next slot
to perform the access. As a result, a core must wait for a TDM period in the worst-case
before it successfully issues its request. Thus, the memory request suffers the worst-case
arbitration latency of O(N) slots resulting in an AWCL that is linear in the number of
cores (V). There are several recent works [63,76] that have a similar setup as this one, but
they also allow accesses to shared data with an AWCL of O(N). ZCLLC applies to those
works as well.

Setup with LLC as in Figure 4.1b. When we add an inclusive shared LLC to the
setup, we end up with the system model shown in Figure 4.1b. This addition requires us
to investigate whether the WCL of a memory request has changed. Specifically, adding an
LLC introduces additional memory operations in the form of back-invalidations on LLC
cache misses in order to make space in the cache hierarchy to accommodate the data
returned from the main-memory for these cache misses. As a result, the WCL analysis
must account for interference caused by these back-invalidations.

A recent work [155] showed that adding a shared inclusive LLC and enforcing an or-
dering constraint on which requests occupy vacant cache line entries yields an AWCL of
O(N?3). The O(N?) occurs because there are O(N?) back-invalidations in the worst-case
that cause interference on a request. We denote this ordering constraint as request or-
dering constraint (ROC). ROC prevents a younger request from occupying a vacant entry
in the LLC that was released for an older request. The key intuition behind the cubic
bound with ROC is that in the worst-case, there are O(N?) self back-invalidation and
corss back-invalidation that can be pending as a result of the ROC for a request, and each
back-invalidation requires O(N) slots to complete, which results in O(N?3).

We highlight that by simply adding a shared inclusive LLC, the AWCL that was linear
without the LLC ends up being cubic with the LLC. We find this to be a prohibitive cost
to incur for adding a shared LLC. We acknowledge that there are other approaches that
circumvent this cost. For example, a well practiced approach, LLC cache partitioning [10],

48



offers an O(N) AWCL. However, this comes with caveats that disallow data sharing, and
require kernel and OS changes [1%,29]. More importantly, all the difficulties related to
LLC partitioning such as partition underutilization, and poor scalability to larger number
of cores continue to persist. Our hope in this work is to present an approach where we can
incorporate an inclusive shared LLC without incurring additional overhead to the WCL,
and correspondingly to the AWCL. The significance of this approach is that WCL analyses
do not need to account for interference as a result of adding an LLC. Hence, the original
WCL bounds as computed without the LLC hold.

4.3.2 Observations and Insights

Question 1.  Given that back-invalidations are the main sources of interference when
introducing an LLC, can we eliminate all back-invalidations?

As explained in Section 4.2, the relocation strategy employed in ZIV can eliminate back-
invalidations for multicore systems. However, adopting ZIV for predictable multicore sys-
tems must be carefully examined for its impact on the WCL.

Unbounded WCL when using ZIV by itself. We discovered that employing ZIV by itself
with a TDM arbitration scheme established in prior works [75] results in an unbounded
WCL. The TDM arbitration scheme enforces that one TDM slot is large enough to conduct
one data transfer between the private cache and the main memory. As a result, the LLC
may fulfill a request across multiple TDM slots. Such a TDM arbitration scheme allows
the LLC to interleave and handle requests non-atomically, yielding improved average-case
performance. However, the TDM arbitration scheme only specifies the order in which the
cores access the LLC, and does not specify the order in which the LLC handles the requests.
This separation, if left under-specified, can result in unbounded WCL. In Figure 4.3a,
consider that core ¢; issues a request to A in slot 1 that maps to s;(A), which has one
cache line entry [; in the LLC. The LLC caches three cache lines B, D, and E, where D
is privately cached while B and E are dirty lines, but not privately cached by any core.
Since, [y has valid data D that is privately cached by cs, s;(A) has no vacant entry. Since
sr,(A) has only one cache line, [; is selected as the victim line, and it must be relocated.
Suppose that the target location selected by ZIV is I, which has a dirty entry (denoted by
). Before relocating [y, the LLC must update the memory with contents of l5. Recall that
the length of a slot only permits one access to the main memory; hence, this update to
memory consumes c;’s entire slot 1. At the end of slot 1, [; is vacant. However, in slot 2,
¢y makes a request to C' that also maps to s;(A), and occupies this recently vacated entry
1. In slot 3, c3 writes back D in 3 for its next request. Notice that ¢, usurped the vacant
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entry [; that was freed for ¢;’s request to A. Hence, in ¢;’s next slot 4, ¢; has not completed
its request to A; thus, the LLC attempts to complete the request. However, sy (A) still has
no vacant entries causing the above steps to repeat. This pattern can continue indefinitely
resulting in the WCL being unbounded. We observe that the key reason for the unbounded
scenario is the same for which ROC was proposed as a remedy [155]. Therefore, we combine
the enforcement of ROC with ZIV, and examine its effect on the WCL.

Z1V with ROC. Figure 4.3b shows an illustration where we combine ZIV with ROC. We
denote this configuration as ZIV4+ROC. We observe that a WCL bound exists, and the
AWCL is O(N?). We use the same memory requests in Figure 4.3a that resulted in the
unbounded WCL in Figure 4.3b with ZIV4+ROC. In slot 1, ¢; issues a request for A. The
victim selected is [y. ZIV relocates [; to I to avoid back-invalidation. Since ls is dirty, the
LLC updates the main memory with B. These steps are exactly the same as in Figure 4.3a.
In slot 2, ¢y issues a request to C'. Unlike before, ROC prevents ¢y from occupying [, even
if it is vacant. This is because [; was freed as a result of ¢;’s request for A. In slot 3,
c3 updates the memory with D to make space for its next request. In slot 4, the LLC
fetches A from the main memory, fills /; in the LLC, and sends A to ¢;. Similarly, the LLC
attempts to fulfill ¢;’s request in 5 and relocates [; to lo, updating the dirty cache line D
in the memory. Finally, c; obtains the response and completes its request in 8.

Although ZIV eliminates back-invalidations, ROC can delay a request. This occurs
when the target location is dirty, and must first be updated in the main memory. This
consumes the entire slot as shown in slot 1 in Figure 4.3b. While waiting for the core’s
next slot, other cores can issue requests, and ROC queues them. Thus, in the worst-case
O(N) requests to the same cache set such as the one in 2 in Figure 4.3b could be queued,
and each one may need to update the main memory. This yields O(N?) AWCL following
Theorem 4 and Theorem 5.

Theorem 4 (Critical instance for ZIV-ROC). The worst-case latency of cuq’s memory
request to a cache line that maps to sp(A) happens when (1) ¢,q misses its slot, and has to
issue its request in its request slot, (2) all (N — 1) cores other than c,, issue their requests
to cache lines that map to sp(A) and cy, is the last core issuing its request abiding ROC,
and (8) each of the N requests causes relocation of cache line entries from sp(A) to a target
that s dirty.

Proof. In the worst-case, c¢,, misses its slot. Its next slot is a write-back slot for WriteBack
requests due to predictable arbitration between WriteBack and REQ requests. Hence, c,,
must for another period to issue its request to a line mapped to s;(A) in its next slot.
While waiting, all other (N — 1) cores issue their requests to the cache lines that also map
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to sp(A) before c,, issues its request. Due to ROC, the LLC handles ¢,,’s request after
these (N — 1) requests. Note that this is the maximal number of requests that can be
ordered before c,,’s request because we allow at most one outstanding memory request
per core. When processing these N requests, including c¢,,’s request, no back-invalidation
occurs due to ZIV. However, all requests can cause ZIV to relocate a cache line from sz, (A)
to a target location that is dirty. This requires the LLC to write back the dirty line. This
is the longest latency one request can suffer because otherwise, the LLC can fetch data
from the main memory and fulfill a request within the same slot. m

Theorem 5 (WCL of ZIV-ROC). The WCL of c,q’s memory request is
WCLZIV—ROC’ =2x N x SW+N2 x SW 4+ SW.

Proof. In the worst-case, c,, misses its slot, and has to wait for another two periods before
its request can be issued. This is because of the predictable arbitration between WriteBack
and REQ requests. In total, it takes a latency of 2 x N x SW to broadcast c¢,,’s request.

Theorem 4 shows that in the worst-case, c,,’s request is the last one ordered among N
requests. Each of the N requests requires two slots to finish: (1) the LLC writes back a
dirty cache line, and (2) the LLC fetches the data from main memory and fulfill the request.
The two slots are within two periods, causing a latency of N x SW. As a result, it takes
a latency of N2 x SW for the LLC to finish all N requests. Finally, it takes one slot for
Cua s TEqUEst to complete. Summing up these latencies yields the worst-case latency. [

Insights 1. We derive two insights when using ZIV4+ROC. (1) We have to assume the
target location is dirty in the worst-case. This means the target location must be updated
in the main memory before performing the relocation. (2) The AWCL is O(N?). Therefore,
using ZIV4+ROC to add a shared LLC to the setup without the LLC increases the AWCL
by a factor of O(/N) when compared to the setup with no LLC.

Question 2.  When relocating a victim line in ZIV+ROC, what happens if we select a
target location that is guaranteed to be clean or vacant?

Suppose we devise an approach that guarantees that on a relocation, there always exists
a target location that is clean or vacant. Then, an update to the main memory is not
needed in that slot. Consequently, the request that required the relocation could fetch the
requested cache line in the same slot. Consider the example in Figure 4.3c, which shows
the same requests from Figure 4.3b. The main difference is that [y and [3 are clean with
respect to the main memory, labeled as [, : — : B* and I3 : — : E*. Definition 4 formally
defines such entries.
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Definition 4. A clean relocation entry (CRE) is a cache entry in the LLC that is a vacant
entry or holds a clean cache line that is not privately cached.

A CRE allows relocation of cache lines without triggering an update to the main mem-
ory. ¢;’s request for A can use the CRE [y on relocation. This allows the LLC to use the
latency that was previously used for updating the dirty cache line in the main memory to
instead fetch data from the main memory. Consequently, ¢; can receive its response in the
same slot. Guarantecing a CRE on a relocation results in an AWCL that is O(XV).

Insights 2. Our main insight is that if we ensure the target location on relocation is
always a CRE, then we can complete the request within that slot.

ZCLLC, uses ZIV+ROC and also ensures that a CRE is available on a relocation.
ZCLLC ensures that in the worst-case, the number of CREs is always sufficient for the
LLC to complete requests from cores without incurring updates to the main memory and
back-invalidations. A key technique in maintaining a sufficient number of CREs is that
ZCLLC performs memory update when a core voluntarily relinquishes its copy of cached
data in its private cache resulting in a CRE. We explain these details in section 4.4.

4.4 ZCLLC: Shared LLC at No Cost to WCL

The key novelty in ZCLLC is in being able to incorporate a shared inclusive LLC into
the memory hierarchy without any cost to the WCL. ZCLLC does this by eliminating
back-invalidations, and guarantees that no updates to the main memory are necessary
on a relocation. Hence, ZCLLC ensures that there is always a CRE in the LLC when a
relocation is done. ZCLLC enforces the vacancy invariant on a replacement in the LLC.
Guaranteeing the vacancy invariant requires dynamically deciding whether to update the
main memory or not. The main benefit is that when the vacancy invariant is satisfied,
a request is guaranteed to finish within one slot. We explain how the vacancy invariant
plays a role in ensuring the existence of a CRE in this section. Note that in our design,
WriteBack of a clean cache line is not silent, and must be handled by the LLC. We collect
the symbols used in this chapter in Table 4.1.

4.4.1 ZCLLC: Micro-architectural Extensions

ZCLLC reuses ZIV’s approach to relocate cache lines to a new cache set and to access a
relocated cache line. Hence, ZCLLC has the same storage overhead as ZIV for supporting
cache relocation.
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Table 4.1: Symbols and names used in proofs and analysis.

Symbol | Explanation Symbol | Explanation

SW Slot width T L2 capacity

M LLC capacity N Number of cores

Q Dirty lines cached in LLC but || s;(A) | LLC set cache line A maps to
not cached in any of the private
caches

Counter. ZCLLC introduces a counter in the LLC to track the number of dirty cache
lines that are valid in the LLC, but not cached in any private caches. Let Q denote the
set of addresses of cache lines in the LLC that are not privately cached and dirty. ZCLLC
tracks |Q|.

Tracking CREs. We extend ZIV to support the tracking of CREs. Recall from Section 4.2
that ZIV tracks the cache set that has REs by augmenting each LLC set with a HasRE
bit. ZCLLC reuses this bit to indicate that a cache set has at least one CRE, enabling the
use of ZIV’s hardware to relocate cache lines to CREs. Following ZIV [27]’s approach of
tracking RE with a round-robin fashion, ZCLLC tracks CREs by augmenting each cache
set in the LLC with one bit indicating whether there exists an entry that is clean and not
privately cached. This bit evaluates to 1 when such an entry exists and 0 when there is no
such entry. For a w-way set-associative LLC with n sets, this amounts to an n-bit vector.
Any set with a bit value of one contains a CRE and contains at least one entry that can be
used by ZCLLC for relocation. In ZCLLC, we select the set that contains CREs in a round-
robin order to minimize hardware cost. On every request, only bit positions corresponding
to two sets are updated in the worst-case: (1) the cache set of the original request, and
(2) the cache set of the relocation target. This incurs minimal cost in maintaining the bit
vector.

4.4.2 ZCLLC: Dynamic Memory Update Policy on Replace-
ments

ZCLLC dynamically enables main memory updates on replacements (WriteBack requests)
from cores that relinquish their copy of data from the L2 cache. Note that a main memory
update, or in short, a memory update, specifically means that the LLC synchronizes the
contents of a dirty cache line in the LL.C that is not privately cached by any core to the main
memory, creating a CRE. On receiving a WriteBack, the LLC checks an invariant based
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on the counters to decide whether to update the main memory’s copy of the addressed
cache line that is dirty in the LLC. We call this the vacancy invariant (Definition 5). If
this invariant is not satisfied, the LLC must perform a memory update. This ensures that
when a future request results in a victim line that is privately cached, there is always a
CRE to relocate to without triggering an update to the main memory.

Definition 5 (VINV). The vacancy invariant (VINV) is a predicate given by the following
mequality:

M-|Q > N-T. (4.1)

M is the capacity of the LLC, and T is the capacity of each of the private caches as
shown in Table 4.1. The left hand side of Inequality (4.1) is the number of cache entries in
the LLC that is vacant, whose cache line is clean, or privately cached. These cache lines can
be used or evicted without requiring an update to the main memory (UpdateMemory). The
right hand side of Inequality (4.1) is the total number of entries in the private caches. When
Inequality (4.1) holds, the LLC can always find a target location to relocate to without
having to perform an UpdateMemory. As a result, satisfying this invariant eliminates
back-invalidations on LLC cache misses resulting in a tighter WCL under ZCLLC. Note
that for an application that only performs Read operations, Q is always empty because
there are no dirty cache lines, and VINV is trivially satisfied.

Note that CREs in ZCLLC are cache lines that are either vacant or clean but not cached
in the private caches. While Inequality (4.1) can be expressed as the availability of these
cache lines to eliminate back-invalidations, framing the VINV in terms of M and @ better
guides our design of ZCLLC. Specifically, determining whether ZCLLC satisfies VINV on a
memory access requires ZCLLC to track only Q); M, N and T are system model constants.
Under cache coherence mechanisms, data contents of dirty cache lines evicted from private
caches are written back to the LLC. As a result, tracking @) is already available as part
of the cache coherence mechanism and ZCLLC leverages this to compute VINV. On the
other hand, a ZCLLC design that tracks vacant entries or cache lines that are clean but not
privately cached will require extensions to the cache coherence mechanism and additional
hardware state resulting in hardware overhead.

4.4.3 Implementing ZCLLC in the LLC Controller

The LLC controller implements ZCLLC. We present the key implementation details in Al-
gorithm 1. Table 4.2 describes the routines used in the implementation. ZCLLC receives
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Table 4.2: Description of routines used in ZCLLC operation.

’ Routine ‘ Description
ReceiveRequest() Snoop request from command bus
ExtractRequest(req) Extract information about request req such as request type,

address and issuing core

HasVacantLine(sy,(addr))

Returns true if cache set sy (addr) has a vacant entry; return
false otherwise

HasCleanLine(sy,(addr)))

Returns true if cache set sp(addr) has a clean entry; returns
false otherwise

SelectVictim(sy (addr))

Returns a cache line to evict from LLC cache set sp(addr).
Victim is selected based on LRU state

Relocate(victim, target)

Relocate evicted cache line to new location target in ZIVLLC

SingleCachedCopy (addr)

Returns true if there is a single copy of addr across the private
caches; returns false otherwise

VINVHoldTrue(Q)

Returns true if VINV holds true; returns false otherwise

UpdateMemory (V)

Write-back data contents of cache line V' to main-memory and
mark the cache line location in ZCLLC occupied by V' as invalid

SelectRelocationCRE() | Return a CRE for relocation as described in [27]

FetchData(req, ¢;) Fetch data for req from ¢; from ZCLLC or main-memory

a request from the command bus and extracts information about the request (Lines 2-3).
When the request type is a Read or Write and if the request is a miss, ZCLLC checks
whether the cache set sp(addr) has a vacant or clean cache line (Line 6). If there is
no vacant entry and there is no clean entry in sp(addr), ZCLLC selects a victim line in
the set and relocates the victim to a CRE (Lines 7- 9). After this relocation, ZCLLC
completes request by fetching data from the LLC or from the main-memory (Line 11).
Note that VINV guarantees that there is always a CRE in the LLC to relocate a pri-
vately cached victim without incurring a back-invalidation or memory update. As a result,
Relocate(victim, target) will always return a valid CRE. If the request is a LLC hit or
the request is a LLC miss but sy (addr) has a vacant or clean entry, then no relocation is
necessary, and ZCLLC completes the pending memory request to main-memory.

When the request is a WriteBack, the core’s L2 is relinquishing a copy of the cache
line. As a result, ZCLLC needs to handle WriteBack and update the main-memory when
necessary to create a CRE (Line 18-19). Depending on whether the dirty cache line being
written-back is cached in multiple private caches (line 14), ZCLLC adds the cache line
to @. This addition to ) may violate VINV, and hence, ZCLLC checks whether VINV

95



Algorithm 1: ZCLLC

State : Q9
Initialization: Q = 0.
1 Loop
2 req < ReceiveRequest();
3 (type, addr, c;, data) <+ ExtractRequest(req);
4 if type = Write or type = Read then
5 // The request is a Write or Read;
6 if IsMiss(addr) and not (HasVacantLine(st(addr)) or HasCleanLine(sy(addr))) then
7 victim < SelectVictim(sz (addr));
8 target + SelectRelocationCRE();
9 Relocate(victim, target);

end
FetchData(req, ¢;);

=
= o

else

[
w N

// The request is a WriteBack caused by replacement in L2;
if SingleCachedCopy(addr) then
‘ Q «+ QU {addr};
end
if not VINVHoldTrue(Q) then
UpdateMemory (addr, data);
Q + 9\ {addr};

end

T T~
© ® N o o »

[N
o

21 end
2 EndLoop

holds on Line 17 to decide whether a memory update is necessary to guarantee VINV to
provide enough CREs. If VINV does not hold, there are insufficient CREs and ZCLLC
must perform a memory update (lines 18 - 19) to create CREs. Performing a memory
update requires first choosing a dirty cache line in @ to evict from ZCLLC and updating
the main-memory with data contents of this cache line. In the current implementation,
ZCLLC returns the dirty cache line that is being written-back to ZCLLC (line 2). We
reserve the exploration of strategies in choosing cache lines in () to write-back to memory
to improve average-case performance for future work. Otherwise, there are sufficient CREs
and no memory updates are required.

Note that SingleCachedCopy has different behaviors depending on the predictable cache
coherence mechanism deployed. Under predictable cache coherence mechanisms such as
PMSI and PMESI [75] and variants of PMSI and PMESI described in [70], there can be
only one copy of a dirty cache line across all private caches. As a result, line 14 will always
return true under such predictable cache coherence mechanisms. Under a predictable cache
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Figure 4.4: Illustrative example.

coherence mechanism such as PMOESI [77], there can be multiple copies of a cache line
in the private caches with one copy marked as dirty; this dirty copy has the owned or
O coherence state. As a result, SingleCachedCopy will return false on a dirty cache line
write-back in the owned or O coherence state, and will not update (). In our evaluation, we
use the predictable cache coherence mechanisms described in [76] where SingleCachedCopy
always returns true on a write-back.

4.4.4 Illustrative Example

We use Figure 4.4 to explain ZCLLC’s operation with a focus on ZCLLC’s ability to
enforce VINV. The main takeaway from this illustrative example is to highlight how ZCLLC
ensures sufficient CREs are available to prevent back-invalidations on LLC misses.

Example setup. This example has three cores following the TDM schedule of [¢q, s, ¢3].
Each private cache contains only one cache line. Figure 4.4 shows the content of each
private cache in the Prv$ row. We use an underscore (_) to represent a vacant entry in the
private caches and LLC, and mark clean cache lines in the LLC with a “*’. Vacant cache
lines and the clean cache lines in ZCLLC are CRE targets to prevent back-invalidations on
LLC misses. The LLC has four sets and each set contains one cache line labeled as [y, [5, 3
and [y, respectively (M = 4 and T = 1). All private caches and the LLC start out not
caching any cache lines (Q = )). Without loss of generality, all memory requests generated
by the cores in this example map to set [;.

Slots 1 to 3. Inslot 1, ¢ issues a request to A that completes in the same slot because
the vacant entry [y is available for use. In slot 2, ¢y issues a request to B, which maps to
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[;. Following line 6 to 9 in Algorithm 1, ZCLLC relocates the contents of /; to the vacant
cache line [y; thus, no back-invalidation. Hence, c;’s request completes in slot 2 with B
occupying Iy, and A being relocated to l5. Similarly, c3 issues a request in slot 3 that
relocates [y to Is.

Slots 4 to 9. In 4, ¢; wishes to request cache line D, but c¢;’s private cache is full.
Hence, c; issues a WriteBack to write back A to the LLC. At the start of 4, on receiving
the WriteBack request (Line 1 in Algorithm 1), the LLC checks if VINV holds if A in the
LLC is not written to the main memory (Line 17 in Algorithm 1). Suppose that A is not
written to the main memory, at the end of the slot, A will no longer be privately cached.
The VINV from Inequality (4.1) holds: 4 —1 > 3. Thus, the LLC does not need to write A
back to the main memory. In slot 5, ¢; issues a request to E, requiring a replacement on B;
thus, generating a WriteBack to the LLC. Similarly, the LLC checks whether VINV holds
if B is not written to the main memory. If B is not written to the main memory, at the
end of 5 Q = {A, B}. In this situation, VINV does not hold: 4 — 2 > 3. Hence, the LLC
updates the main memory with B (Lines 18-19 in Algorithm 1). This is essential because
if B is not updated in the main memory, there will be 2 dirty cache lines, A and B in the
LLC leaving l4 as the only CRE. However, there are 2 vacant entries in the private caches
of ¢; and ¢y, allowing them to make 2 requests. With B written back to the main memory,
VINV holds. In slot 6, c3 performs a replacement to make space for its memory request.
Similar to 5, the LLC must write back C'. Now, the LLC ends up with @ = {A} that still
needs to be written back to the main memory, and {B,C} are clean with respect to the
main memory. In slot 7, ¢; issues its request to D that maps to l;. The LLC can safely
evict the current cache line in [; because it is clean (denoted by the ‘*’); main-memory was
updated with data contents of cache line C' at the end of slot 6. Then, the LLC fetches
D from the main memory and sends D to ¢;. ¢1’s request finishes within 7 without any
back-invalidation. Note that although set I, is vacant in slot 7, no relocation to I, happens
as [; has a clean entry that can be evicted without causing back-invalidations. In 8, cy’s
request F/, and the cache line in [y is neither vacant or clean. This causes a relocation of
the cache line in [; (D). ZCLLC relocates D to ly, to vacate l; and fetches E from the
main memory. Note that although ZCLLC could choose [5 since it is clean, it chooses the
vacant entry [4 to maximize LLC utilization. In 9, ¢3’s request to F' maps to [; and the
LLC relocates E to I3, which is a CRE with clean cache line. No back-invalidation occurs.

When handling a WriteBack, the LLC ensures VINV holds if it does not perform a
memory update. If this invariant does not hold, for example, when the LLC does not
update the main memory with B in slot 5, the LLC will end up with only two CREs, [;
and ly, for relocation at the end of slot 6. Two CREs for this example cannot guarantee
back-invalidation-free service for three requests in slots 7, 8 and 9.
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4.4.5 Characterizing ZCLLC’s Write Policy

ZCLLC is, by definition [62], a write-back cache and not a write-through cache, because a
Write to the LLC always updates content in the cache and not the main memory. Further,
the main memory only gets updated when ZCLLC performs a WriteBack. To maintain
VINV, we make ZCLLC behave like a write-through cache. This occurs when a WriteBack
triggers an UpdateMemory to guarantee that a specific number of CREs are always avail-
able as dictated by VINV. For ZCLLC to act like a write-through cache, the LLC state
must be as follows: cache lines in the LLC are either privately cached or not privately
cached, but dirty. If there are enough CREs as specified by VINV, a WriteBack does not
trigger any main memory updates, and ZCLLC acts the same as a write-back LLC. It is
noteworthy that ZCLLC will not be stuck in the LLC state that forces write-through cache
behaviors. This is because Read requests from cores and their corresponding WriteBack
will eventually increase the number of CREs even if VINV holds. In this work, we do not
include a quantitative comparison with write-through caches. This is because prior works
on predictable cache coherence [(3,75,70] assume write-back caches. Extending predictable
cache coherence protocols with write-through caches requires non-trivial coherence proto-
col changes whose correctness needs careful investigation, which is beyond the scope of this
work.

4.4.6 Hardware and timing overheads of ZCLLC

ZCLLC uses the same logic as described in [27] to manage relocation and lookup relocated
entries. As mentioned in [27], this logic results in an additional 6% overhead compared
and a timing overhead of 1-3 cycles compared to a traditional 1MB LLC design. We take
into account the timing overhead, setting the TDM slot-width in our empirical evaluation.

An alternative LLC design that eliminates back-invalidations without incurring any
relocation of cache lines to different sets is one where the number of cache sets in the LLC
is equal to that in the private L2 cache, and the associativity is equal to N x (W + 1)
where W is the number of ways in the private L2 caches. Such a LLC design ensures
that there is one way per set that is either vacant or has a cache line that is not privately
cached by any cores, and hence, eliminates back-invalidations on a core’s request that
misses in the private caches and LLC. However, the hardware and timing overheads for
such an LLC design scales with the associativity of the private L2 caches and number of
cores. On the other hand, ZCLLC is independent of the number of cores in the system and
associativity of the private L2 caches. To put this in perspective, our evaluation in Section
4.7 uses a 8-core multi-core system where the private L2 cache is configured with 4 ways
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and 128 sets and the ZCLLC is configured with 8 ways and 2048 sets. For this system
setup, the alternate LLC design will need to be configured with 40 ways (8 x (4 + 1)) and
128 sets to eliminate back-invalidations. We observe that this alternate LLC design incurs
2.1x and 4.5x hardware and timing overheads compared to ZCLLC configuration; we use
CACTT [14] to measure the hardware and timing overheads based on a 22nm technology.
Hence, ZCLLC is an attractive LLC design that eliminates back-invalidations, and its
implementation is independent of core count and private L2 cache configuration.

4.5 ZCLLC’s Correctness

In this section, we show that ZCLLC maintains the VINV in the LLC in the following
way. First, we show that servicing Read and Write requests does not violate the VINV in
Lemma 3. Next, we show that ZCLLC also maintains VINV when completing WriteBack

requests in Lemma 4. Theorem 6 combines the lemmas and shows that VINV holds in
ZCLLC.

4.5.1 Ensuring Vacancy Invariant in ZCLLC

Lemma 3. Let QQ be the set of cache lines in ZCLLC' that are dirty but not cached in any
of the cores’ private caches. Let Req(A) be a memory request to address A from a core that
accesses ZCLLC where Req € {Read, Write}. Let Q' be the set of cache lines in ZCLLC
after Req(A) is satisfied. Then,

VINVHoldTrue(Q) = VINVHoldTrue(Q'),

Proof. Assume VINVHoldTrue(@Q) is true, that is, Inequality (4.1) holds:
M—-|Ql > N-T (4.2)

Let core ¢ issue request Req. This request can be a miss or a hit in ZCLLC.

Case 1: LLC miss. When Req is a miss, A ¢ Q. ZCLLC must fetch A from main
memory and send A to ¢,. This means that after Req is satisfied, A is present in ¢;’s
private cache and ZCLLC. Hence, Q" = Q; A is not added to  as A is cached in at least
one private cache. As a result, VINVHoldTrue(Q') is satisfied and VINV holds.

Case 2: LLC hit. If Req is a hit in the LL.C, there are three sub-cases.
Sub-case 1: Request is a ZCLLC hit and A is dirty (A € Q): A is brought
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from ZCLLC into the private cache of the requesting core due to inclusivity of the cache
hierarchy. As a result, after Req(A), @ = Q\ {A}. Since |Q’'| < |Q|, the left-hand side of
Inequality 4.2 increases by 1. Thus, VINVHoldTrue(Q’) is satisfied and VINV holds.

Sub-case 2: Request is a ZCLLC hit and A is clean but not cached in any
private caches: In this case, A is not present in () as it is not dirty. As a result, () remains
unchanged before and after Req(A). Hence, ' = @, and as a result, VINVHoldTrue(Q’)
is satisfied and VINV holds.

Sub-case 3: Request is a ZCLLC hit and A is cached in at least one private
cache: This case is similar to the previous sub-case; A is not present in (), and ) remains
unchanged before and after Req(A). Hence, ' = @, and as a result, VINVHoldTrue(Q’)
is satisfied and VINV holds.

]

Key takeaway. Lemma 3 shows that servicing Read and Write requests in ZCLLC' does
not violate the VINV. This means that a Read or Write request from a core that reaches
ZCLLC does not result in back-invalidations.

Lemma 4. Let () be the set of cache lines in ZCLLC that are dirty but not cached in any
of the cores’ private caches. Let Req(A) be a memory request to address A from a core that
accesses ZCLLC where Req € { WriteBack}. Let Q' be the set of cache lines in ZCLLC
after Req(A) is satisfied. Then,

VINVHoldTrue(Q) = VINVHoldTrue(Q'),

Proof. For a WriteBack request to A, Algorithm 1 modifies Q in Lines 4-19. Hence, it
suffices to show that VINV holds after performing lines 4-19. Suppose VINV holds before
the execution of lines 4-19 in Algorithm 1; hence, M — |Q| > N - T. Depending on the
number of copies of A in the private caches, there are two cases:

Case 1: More than one core has A in their private caches: If more than one core
has A in their private caches, then the condition on line 14 is false, and A is not added to
Q. As aresult, Q' = Q after WriteBack(A). Since @’ = Q and VINVHoldTrue(Q) holds,
VINVHoldTrue (Q’) also holds.

Case 2: Only one core has A in its private cache: In this case, the dirty write-back of
A to ZCLLC results in updating Q to include A. As aresult, Q" + QU{A}. ZCLLC checks
whether VINV holds for @’ as shown on line 17 in Algorithm 1. If VINVHoldTrue(Q’) does
not hold, then A is selected for eviction and its data contents are written to memory, which
results in a vacant entry in ZCLLC. Hence, at the end of line 18, there is a CRE entry
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in ZCLLC. A is removed from @', and this results in @' = Q. Thus, VINVHoldTrue(Q’)
holds.

]

Key takeaway. Lemma 4 shows that ZCLLC ensures VINV holds after servicing
WriteBack requests. This means that any subsequent Read and Write requests from cores
that miss in the private caches and LLC will not result in back-invalidations as there is
always a CRE available.

Theorem 6 (invariant). Given @, ZCLLC maintains the VINV.

Proof. (By induction on requests.) Base case. Initially, the LLC is empty, that is Q = 0.
Inequality (4.1) reduces to M > N - T. This is an assumption required to guarantee the
inclusion property for the LLC.

Induction hypothesis. The invariant holds for the first y requests.

Inductive step. We prove that the invariant holds for the (y+ 1)-th request. The (y+1)-
th request is either a WriteBack, a Write, or a Read. Lemma 3 shows that VINV holds
for a Write or a Read. Lemma 4 shows that VINV holds when WriteBack is performed on
a cache line. The two lemmas cover all scenarios of a request processed by the LLC. As a
result, VINV holds for the (y 4 1)-th slot. O

Key takeaway. Theorem 6 combines Lemma 3 and Lemma 4 and shows that ZCLLC
maintains VINV.

Corollary 3. Using ZCLLC, in the worst case, the number of back-invalidations and main

memory updates in the LLC that interfere with the request from the core under analysis is
0.

Proof. As shown in Theorem 6, VINV always holds in the LLC. Hence, WriteBack always
completes in one slot. Read and Write also complete in a single slot without causing a
back-invalidation or a write-back. Therefore, no back-invalidation or write-back causes
interference. O
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Figure 4.5: The examples show optimizations applied to ZCLLC, assuming a TDM schedule
of [c1,¢2,¢3). (a) TDM arbitration used in ZCLLC introduces under utilization of the
LLC. (b) Work-conserving arbitration removes slot level under-utilization. (c¢) Sub-slot
optimization removes under-utilization occurred within a slot. (d) Main memory accesses
are serialized. (e) Split-bus optimization removes under-utilization of the main memory.
(f) Write buffer allows overlapping of UpdateMemory with other requests.

4.6 ZCLLC-OPT: Optimize ZCLLC for performance
and predictability

In ZCLLC (ZCLLC-WC), a work-conserving TDM arbiter arbitrates which core gets to
access the LLC in a given slot. Specifically, this involves arbitrating which core gets access
to the command bus and data bus. The use of a work-conserving TDM arbiter contrasts
with state-of-the-art LLC partitioning techniques [155], where a non-work-conserving TDM
arbiter is used. For completeness of our discussion, we start by detailing the working mech-
anism of the non-work-conserving TDM arbiter if it is used in ZCLLC. Then, we highlight
our observations of the inefficiencies of the mechanisms and propose our optimizations to
overcome them. We also highlight that these optimizations are orthogonal to ZCLLC,
and have also been applied to general purpose multicores. However, their application to
a predictable LLC such as ZCLLC requires careful examination and analysis so that the
WCL of memory requests is guaranteed. To this end, we also incorporate these optimiza-
tions with ZCLLC. We use ZCLLC-OPT to refer to the ZCLLC that incorporates all the
optimizations.
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4.6.1 TDM arbitration in ZCLLC

Prior state-of-the-art LLC partitioning techniques [75, 78, 155] use non-work-conserving
TDM arbitration. Hence, we use non-work-conserving TDM arbitration as an example of
showing the workings of the arbitration mechanism and the limitations of such an arbi-
tration scheme. We refer to this configuration of ZCLLC as ZCLLC-NORMAL. ZCLLC-
NORMAL follows prior works [75,78] and its TDM arbiter grants access to a core following
a TDM schedule. At the start of a slot, the arbiter grants access to both the command bus
and data bus to a core according to the TDM schedule. Until the end of a slot width, the
core can broadcast a command over the command bus, and send or receive data responses
over the data bus. Figure 4.5a shows the timing of ¢,, (¢;) sending a Write request that
misses in the LLC. A request to address A in ¢,, misses and requires it to broadcast the
request over the command bus before t;. At ¢;, the TDM arbiter grants access to the
command bus and c¢,,’s request to A is broadcasted. The broadcast takes a latency of
Lycast to finish, after which, the LLC processes the request. This involves checking the tag
array and data array, as described in Section 4.2 and takes a latency of Lijc to finish.
The LLC tag check shows that this request is a miss and hence it sends a memory read
(MemRead) to the main memory. The MemRead takes Ly, to finish and reaches the
LLC, after which, the LLC sends the read cache line to ¢,, over the data bus, taking a
latency of Lgesp. To accommodate these operations, the slot width (SW) must be larger
than the latencies of the operations combined. We next show that such an arbitration
scheme incurs underutilization of the LLC, and we propose optimizations to overcome
these underutilization.

4.6.2 Observations and solutions

Observations 1. The LLC can be idle during a slot even if the LLC'is capable of processing
new requests.

Figure 4.5a illustrates a scenario that demonstrates our observation. Between ¢; and 5, co
does not have a request to broadcast over the command bus. Meanwhile, c3 has a request
that misses in the L2 and needs to broadcast the request over the command bus. At %,
the arbiter allocates to co a full slot, during which the LLC remains idle since it is only
allowed to handle ¢y’s request in the slot. At t3, the arbiter allocates a slot to ¢3 and the
LLC can now process its request to B.

Solution 1. To mitigate the presence of idle slots, exemplified by instances such as those
in Observation 1, we employ work-conserving arbiters [59,87]. In the event that a slot
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scheduled for allocation would remain idle, the arbiter allocates the slot to the next core
with a pending request according to the TDM schedule. Figure 4.5b shows the adoption of
work-conserving arbiter. In Figure 4.5b, at time t,, if the slot is allocated to ¢;, it would
remain idle. Consequently, the arbiter reallocates the slot to ¢y, which has a pending
request. Using a work-conserving arbiter removes underutilization of the LLC between ¢
and t3. Note that such an arbiter will not alter the WCL because in the worst-case, a core
still waits for a TDM period for its slot to be allocated.

Observations 2. The arbiter provisions a slot width that accommodates main memory
access even if the access to the LLC is a hit, negating the benefits of an LLC.

Continuing the example in Figure 4.5b with the arbiter now being work-conserving, the slot
allocated to c3 from t5 to t3 allows the LLC to conduct a main memory transfer. However,
since the request from cs hits in the LLC, the LLC can transfer the data back to c3 over
the data bus after it finishes checking the tag and data array and there is no need to access
the main memory, leaving part of the slot idle and under-utilized.

Solution 2. To address the under-utilization within a slot, we propose a solution that
dynamically varies the allocated slot width based on the tag check result of the LLC. In
Figure 4.5¢, instead of allocating a slot between ¢, and t3 for c3’s request, the arbiter allo-
cates the slot between 5 and ¢}, reducing the slot width by the latency to access the main
memory. This proposed modification improves the efficiency of the arbiter by dynamically
adapting the slot width to the LLC hits and misses. By doing so, we anticipate a more
effective utilization of resources without compromising the WCL of ZCLLC. Again, such
an arbiter will not alter the WCL. Since in the worst-case, all memory accesses miss in the
LLC, and the arbiter must allocate slots that are large enough to access the main memory.
Note that Li et al. [94] proposed a variable TDM slot-based arbitration mechanism for
DRAM memory controller transactions. On the other hand, our optimization dynamically
varies the TDM slot based on LLC hits or misses.

Observations 3. The LLC allows at most one outstanding main memory access.

Solution 1 and Solution 2 enable cores to efficiently send requests to and receive memory
responses from the LLC. However, main memory accesses sent by the LLC are still serial.
In Figure 4.5d, ¢; and ¢y encounter memory requests to A and B, respectively before t;.
Both requests miss in the L2 caches and the LLC, and hence the LLC must fetch the
corresponding cache line from the main memory. The arbiter schedules c¢;’s slot at t,
and ¢o’s slot at t,. A memory controller allows multiple overlapping memory requests
to improve performance, and hence it may accept new memory requests at t before the
previous request finishes. The worst-case latency of the main memory accepting a new
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request is Liy;. As such, the main memory access corresponding to ¢o’s request could start
after t, if the arbiter is capable of scheduling c¢y’s request earlier.

Solution 3. To address the underutilization of the main memory, we propose to decouple
the arbitration of LLC access, main memory access, and the response bus from the TDM
arbiter. With the decoupling, the TDM arbiter only arbitrates the access the command
bus, where the accesses to the main memory can overlap. Additionally, the arbitration
to access to the response bus follows the oldest-first (OF) order of their corresponding
requests. Such a split-bus architecture decouples the access to the command bus and
response bus, allowing memory requests to overlap. We acknowledge that the idea of a
split-bus architecture has been proposed and adopted in prior works such as [63, 105], the
impact of its use with an inclusive LLC specialized for safety-critical system is not present
in prior works to the best of our knowledge. Figure 4.5e shows that the main memory
access of ¢;’s request and c¢y’s request overlap, reducing the total latency of c¢y’s request
compared to Figure 4.5d.

Observations 4. Deploying a separate arbitration scheme in Solution 3 allows the over-
lap of MemReads. However, MemWrite caused by WriteBack cannot be overlapped. In
Figure 4.5f, ¢; issues a WriteBack request to cache line A when the LLC has no CRE. This
causes the LLC to perform a UpdateMemory to free up a CRE to maintain VINV. The
UpdateMemory completes at t3 and creates a CRE. Another core ¢y issues a request to
cache line B before t5 and misses in the LLC and no CRE is available at ¢, when the LLC
finishes the tag check. Since a CRE is created at t3, co’s request to B must be delayed until
t3. We observe that such a delay is a result of the LLC creating CRE after UpdateMemory,
and can enlarge the WCL.

Solution 4. We introduce a write buffer that buffers cache lines that undergo UpdateMemory.
Recall that such an UpdateMemory is triggered in a WriteBack request (Line 18 in Algo-
rithm 1). This write buffer hides the latency of creating a CRE through UpdateMemory.
In Figure 4.5f, when the LLC performs UpdateMemory to A, the LLC moves the cache
line A to the write buffer, creating a CRE immediately. This allows the MemRead in ¢y’s
request to start at t5 instead of t3. Note that the data fill of cy’s request into ZCLLC
does not wait for the write-back of A to complete. Figure 4.6 shows the implementation
of ZCLLC with write buffer. Entries of write buffer are composed of (1) the address (tag)
of the cache line being written back, (2) the coherence state of the cache line, and (3)
the actual data value of the cache line. We highlight the changes in operation compared
to ZCLLC without write buffer. First, when the LLC performs the tag check, the write
buffer is also checked (D). When the tag of an entry matches the requested cache line, it
is considered an LLC hit. Second, the tag and data of a cache line may migrate between
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the tag and data array, and the write buffer (2). Specifically, when the LLC performs an
UpdateMemory on a cache line A, the tag and data of A are migrated to the write buffer.
When a request hits in the write buffer, the tag, coherence state, and the corresponding
data value are migrated from the write buffer to the tag and data array. Finally, when a
request hits in the write buffer, the data value can be sent from the write buffer to the
response bus (@)). The size of the write buffer can be derived from the rate that an entry
enters the write buffer, the rate that a request is sent to the main memory, and the latency
that the main memory processes the request. Specifically, a request enters the write buffer
every Lycast cycles in the worst-case, and a request is sent to the main memory every Liy;
cycles. The worst-case latency that the main memory processes a memory request is Lyfem .
Hence, the write buffer is occupied by a request by (Linis + Laem) cycles in the worst-case
and the write buffer should buffer all requests that arriving during this latency, which is

’V Linit+Lnmem
Lbcast
faster than it is filled; and it is possible for the write buffer to buffer all incoming requests

without causing an overflow. In our empirical evaluation, we do not observe an overflow
of the write buffer. As a result, the introduction of a write-buffer does not introduce any
performance penalties.

] Note that in our setup, Linit < Lpeast holds, hence the write buffer drains

Write Buff tri
ECommand Buffer EResponse Buffer rite butier entries

I
|Contro|ler| !Tagl @ '| Data|—

() tag check ©
LLC Write Buffer

(a) l Main memory

Tag State Data

Figure 4.6: Write buffer implementation in ZCLLC.

Comparison: ZIV + ROC and ZCLLC with proposed optimizations. As de-
scribed in Section 4.4, the LLC in ZIV + ROC may not find a CRE when processing a
request from the core; hence, dirty cache line replacement can happen and occupy one
slot. Such a difference persists even if all the optimizations are deployed in ZIV + ROC,
resulting in a larger WCL compared to ZCLLC.

4.6.3 Worst-case Latency Analysis for ZCLLC-OPT

Our latency analysis for ZCLLC-OPT focuses on (1) the worst-case latency required to
access the LLC, (2) the worst-case latency required for the data value to be available, and
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(3) the worst-case latency for the data to arrive from the LLC to the L2 cache. We use
L awopt to denote the worst-case latency required for a core to be serviced a slot on the
command bus. A slot on the command bus is large enough to broadcast a Read, Write or a
WriteBack. The analysis closely follows that of ZCLLC’s that assumes a TDM arbitration
scheme whose schedule is deployed with one slot per core; hence, Lahopt = (IV—1) X Licast-
We refer the reader to [27] for the WCL analysis of a memory request under the ZCLLC
design without the aforementioned optimizations.

Theorem 7. For ZCLLC-OPT, the WCL of performing a write-back to the LLC or main-
memory as a consequence of ¢, ’s request in the LLC, WC Ly, 18

WCLwriv = Larsopt + Licast-

Proof. The WC Lwrim is composed of the arbitration latency Lasmopt for c,,’s request to
be issued and the latency to perform the write-back to the LLC or the main-memory. Since
the write-back from LLC to main-memory involves migrating the cache line from the tag
and data array to the write buffer, it completes within one slot, which takes Lycast. O

Theorem 8. For ZCLLC-OPT, the WCL for ¢y, to recewve a data response for its read or
write request from the LLC when the response is ready, is

WCLResp = (N — 1) X LResp + LResp'

Proof. The arbitration of response follows the oldest-first work-conserving order. Hence,
in the worst-case, (N — 1) requests issued over the command bus are sent before the c,,’s
request that induces the response. Hence, (N — 1) requests are issued before the response
for ¢,, is sent. Finally, the response of c¢,, requires Lresp, to be sent over the response
bus. O

Theorem 9. For ZCLLC-OPT, the WCL for the LLC to handle c,,’s read or write request
18
WCLpLe = Lrrc+ Lem.

Proof. In the worst-case, the request misses in the LLC and requires accessing the main
memory to fetch the requested data. The LLC takes Lyyc to handle internal bookkeeping,
such as tag and data array query, and write buffer management. Recall from Observation 4
that we assumed that L, is less than L. according to our setup, hence the request to
the main memory can be immediately accepted by the main memory once it enters the
write buffer, without any blockage. O
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Theorem 10. For ZCLLC-OPT, the WCL of performing a fetch data from the LLC or
main-memory as a consequence of ¢, ’s request, WC Lpppy, 1S

WCLppry = Larsopt + WC Lo+ WCOLgesy.
Proof. This follows Theorem 8 and Theorem 9. [

Table 4.3 contrasts ZCLLC with other approaches to limiting the number of back-
invalidations and the number of memory updates in the worst-case, together with the
resulting AWCL. ZCLLC is the only approach that achieves no back-invalidations and no
memory updates.

Table 4.3: Worst-case latency of various configurations. The worst-case latency accounts
for the latency of both FFLM and WTLM.

Setups. # of back- # of mem. AWCL WCL
invalidations update
ROC [155] (N-1)(N— N-1 O(N?) (2x(N—=1)x N+1))x
1) N x SW
ZIV+ROC [152] 0 N -1 O(N?) 2x N x SW+ N%2x SW +
SW
ZCLLC [152] 0 0 O(N) 2x N x SW+ SW
ZCLLC-OPT 0 0 O(N) 2X N X Lycast + N X Lyesp+
Lytem

4.7 Empirical Evaluation

We integrate our proposed mechanism in the gem5 [21] micro-architectural simulator. We
simulate configurations with 2, 4, and 8 cores for ROC, ZIV+ROC, and ZCLLC. In
addition, we implement a general-purpose cache-coherent data-sharing mechanism with
no guarantees on timing predictability (GP). We also show the impact of the optimization
techniques presented in Section 4.6 on the performance for each of the timing predictability
mechanism. Specifically, we incrementally apply optimizations to each of the predictabil-
ity mechanism, and their general purpose counterpart, GP. The baseline (NORMAL)
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Table 4.4: Observed WCL (Obs.) and Analytical WCL (Analyt.) for different configura-
tions (in cycles).

ZCLLC-OPT  ZCLLC-NORMAL ZIV4+ROC-NORMAL ROC-NORMAL GP

Core Obs. Analyt. Obs. Analyt. Obs. Analyt. Obs. Analyt.  Obs.
2 138 150 612 640 1124 1152 1126 1143 1114
4 176 200 1124 1152 3172 3200 3095 3175 3316
8 249 300 2148 2176 9314 10368 9254 10287 24166

corresponds to configurations with a non-work-conserving TDM arbitration, such as the
one [75,155] used in prior works. By incrementally applying Solution 1 and Solution 2 over
the baseline configuration, we obtain two configurations, WC' and SUBSLOT, respectively.
Finally, with Solution 3 and Solution 4, we obtain the configuration OP7T. The name OPT
follows from the fact that we apply all optimizations in such a configuration. To facilitate
our discussion, we systematically denote a configuration by its mechanism to maintain pre-
dictability and the optimizations applied to it. Specifically, predictability mechanisms is
one of ZCLLC, ZIV4+ROC, ROC, and GP (GP meaning integrating an LLC naively). The
optimizations technique applied to each predictability mechanisms is one of NORMAL,
WC, SUBSLOT, and OPT. For example, ZCLLC with all the optimizations is named
ZCLLC-OPT. We assume that each core is equipped with 4kB L1 private instruction and
data caches, and 16kB private L2 caches. The private caches are backed by a shared 1MB
LLC. The private caches and the shared LLC communicate through a shared bus deploy-
ing TDM arbitration with a slot width of large enough to allow one data transfer between
the L2 and the main memory. For the ZIV4+ROC and ZCLLC configurations, we use a
TDM slot width of 128 cycles and for the configurations that do not feature the relocation
logic (ROC and GP), we set the slot width to 127 cycles; we assume a timing overhead
of 1 cycle due to additional lookup and management for relocated cache entries. Recall
that ZCLLC-OPT uses the split-bus architecture optimization that decouples requests and
responses. Hence, the TDM slot width for ZCLLC-OPT configuration is set to 8 cycles,
which is large enough to broadcast a memory request on the command bus. We assume
that Lycast = 8 cycles, Lipc = 4 cycles [27], Lresp = 9 cycles, and Ly = 4 cycles. In addi-
tion, for OPT configurations, the slot width is max(Lpcast, LLLc, Linit) = Lbeast = 8 cycles
and is large enough to encompass the broadcast, the LLC access, and the corresponding
main memory access. The selection of these values reflects the number of message buffers
that must be passed through between the cache controllers and the buses. We simulate
the main memory with a pipelined main memory model with an access latency (Lyem) of
100 cycles.
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Our evaluation includes synthetic benchmarks to exercise the WCL and the SPLASH-
3 [123] multi-core workloads. Our source code is publicly available at [150].

4.7.1 Worst-case Latency
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Figure 4.7: The observed worst-case latencies are shown for the following configurations:
GP, ROC, ZIV4+ROC, and ZCLLC for 2, 4, and 8 cores when running SPLASH-3 bench-
marks. Optimizations to these configurations are applied incrementally to all configura-
tions in the order of NORMAL (no optimization), WC, SUBSLOT, and OPT. The observed

worst-case latencies are in cycles.

We begin by investigating the WCL properties of different configurations.

Synthetic benchmarks. We develop synthetic benchmarks in an attempt to exercise
the WCLs for different configurations. Our synthetic benchmarks involve the cores ran-
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domly generating memory accesses to locations that map to the same cache set in the
LLC. Table 4.4 shows that for all configurations, the analytical WCLs safely bound the
observed WCLs for all configurations with mechanisms to ensure timing predictability. We
also show the observed WCLs for the GP configuration. The GP-NORMAL configuration
exhibits a WCL of 840, 3566, and 18824 cycles, for 2, 4, and 8 cores, respectively. Note
that the observed WCLs of 2-core, 4-core, and 8-core GP-NORMAL configurations exceed
the analytical WCLs of the 2-core, 4-core, and 8-core ZCLLC-NORMAL configurations,
respectively. The observed WCLs of the 4-core and the 8-core GP-NORMAL exceed the an-
alytical WCLs of ZCLLC-NORMAL, ZIV+ROC-NORMAL, and ROC-NORMAL. Among
the configurations, ZCLLC-NORMAL shows lower analytical WCLs of 640, 1152, and 2176
cycles compared to ROC-NORMAL and ZIV+ROC-NORMAL, and ZCLLC-OPT shows
the lowest analytical WCLs of 150, 200, and 300 cycles. All analytical WCLs are calculated
according to the WCL listed in Table 4.3.

SPLASH-3. We also evaluate the observed WCL with the SPLASH-3 benchmarks.
SPLASH-3 benchmarks contain a wide variety of complex parallel multi-threaded appli-
cations that exercise data sharing and synchronization across cores. We use SPLASH-3
benchmarks to study the impact of these inter-core interactions on performance and WCL
when a system deploys ZCLLC and the optimization techniques in Section 4.6. Our re-
sults again show that the observed WCL of ZCLLC, ZIV+ROC, and ROC are within the
analytical WCL when no optimization technique is deployed (NORMAL configurations).
Our computed analytical WCLs as shown in Table 4.4 show that ZIV+ROC and ROC
have strictly larger analytical WCL compared to ZCLLC. For NORMAL configuration,
Figure 4.7 shows that the observed WCLs of ZIV+ROC and ROC are also larger than
or equal to the observed WCLs of ZCLLC for 2, 4, and 8 core configurations across all
benchmarks. Meanwhile, the observed WCLs of ZCLLC-NORMAL are larger compared to
ZCLLC-OPT. We also observe that, even when GP, ZIV+ROC, or ROC are equipped with
all optimizations presented in Section 4.6, the observed WCLs of these configurations can
be higher compared to the analytical WCL of ZCLLC-OPT. As Figure 4.7c shows, under
8-core configuration, the observed WCLs of all configurations that are not ZCLLC-OPT
exceed the analytical WCL of ZCLLC-OPT for all benchmarks except the water-sp (water
spatial for solving molecular dynamics N-body problem).

4.7.2 Performance

We evaluate the performance impact of ZCLLC and the optimizations in Section 4.6 on
SPLASH-3 workloads.
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Figure 4.8: The speedups are shown for the following configurations: GP, ROC, ZIV+ROC,
and ZCLLC with 2, 4, and 8 cores when running SPLASH-3 benchmarks. Optimiza-
tions to these configurations are applied incrementally to all configurations in the order
of NORMAL (no optimization), WC, SUBSLOT, and OPT. All speedups are against the
GP-NORMAL configuration.

NORMAL configurations. We observe that ZIV4+ROC, and ZCLLC show a perfor-
mance benefit compared to ROC even for its NORMAL configuration, where no optimiza-
tion technique is used. In this paragraph, we refer to a configuration without specifying
their -NORMAL for brevity. Figure 4.8 shows the speedup of ZCLLC, ZIV4+ROC, and
ROC over the general purpose coherence mechanism where no special mechanism guar-
antees timing predictability. For 2, 4, and 8 cores, ZCLLC shows a geometric mean of
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speedup of 1.16x, 1.39%, and 1.66x compared to GP. While the ROC shows a geometric
mean of speedup of 1.00x, 0.97x, and 0.91x compared to GP. Note that a speedup less
than 1 effectively means a slow down. The performance benefit shown in ZCLLC is a
result of the removal of back-invalidations. Moreover, we observe that employing ZCLLC
does not cause performance degradation compared to GP. Thus, ZCLLC preserves the
performance benefits of ZIV4+ROC while not suffering from the enlarged WCL.

Impact of optimizations. When incrementally applying the optimizations in Section 4.6,
we observe an improvement in performance across 2, 4, and 8-core configurations. The in-
creasing geometric means presented in Figure 4.8a, Figure 4.8b, and Figure 4.8c highlight
such observation. The speedup geometric mean is normalized to GP-NORMAL and av-
eraged across the SPLASH-3 benchmarks. For example, for 8-core ZCLLC configuration,
the geometric means of speedups are 1.66x, 2.40x, 2.66x, 5.71x for ZCLLC-NORMAL,
ZCLLC-WC, ZCLLC-SUBSLOT, and ZCLLC-OPT, respectively. The increasing speedups
when applying optimizations incrementally are also presented in GP, ZIV+ROC, and ROC
mechanisms. Notably, for 8-core configurations, with all the optimizations, our results show
that ZCLLC-OPT shows speedups of up to 1.89x%,3.36x, and 6.24x when compared to
the state-of-the-art technique of sharing LLC partitions (ROC-NORMAL) for 2, 4, and
8 cores. These speedups are calculated by dividing the unrounded geometric mean of
speedups of ZCLLC-OPT by ROC-NORMAL. The performance benefit of ZCLLC-OPT
over GP-NORMAL is due to the combination of optimizations, which improves the uti-
lization of the LLC, the command bus, and the data bus. We emphasize that while the
optimizations in NORMAL can be integrated into other predictability mechanisms and
general-purpose configurations, and present performance improvements, its benefits to the
lowered WCL are unique to ZCLLC.

We also evaluate the average memory access latency for different configurations as
shown in Figure 4.9 for 2, 4, and 8 cores. Figure 4.9 shows that when employing all
performance optimizations (-OPT), the average latencies for ZCLLC are 2.3, 2.2, and 2.3
cycles respectively for 2, 4, and 8 cores. In GP configuration with all optimizations, the
average latencies are 2.0, 2.1, and 2.6 cycles for 2, 4, and 8 cores respectively. When no
optimization is deployed (-NORMAL), ZCLLC shows average latencies of 5.9, 10.9, and
20.9 cycles for 2, 4, and 8 cores respectively; and the average latencies are 6.6, 13.9, and
30.2 cycles for GP. The reduction in average memory access latency in OPT is a result of
relaxing the constraint that a TDM slot is large enough to complete one memory request,
and allowing memory requests from different cores to overlap. Notably, all configurations
have higher average memory access latencies than an ideal value of 1 cycle due to cache
misses.

74



GP-NORMAL GP-OPT GP-NORMAL GP-OPT GP-NORMAL GP-OPT

- ZCLLC-NORMAL ZCLLC-OPT — ZCLLC-NORMAL ZCLLC-OPT — ZCLLC-NORMAL ZCLLC-OPT
(%] WSO (%]
5 o R
o o o
s 5 &
= ~ 30 =
10 ® 20 ® 50
- - -
S ° 91 2
I 0 I 0 I 0
O30 s ggIFIg o ar QO30 sggIFIg o> O>0sg3Ig P>
332883872383 °§ 538383837833 °5& °583383£75383°3
cl_p oo X =y Ji1_ o © - S i_p ® o X = I o 9 - ci_p ® o X = 31 o 9 -
cun 0 I o % Q S un 0 m o % QO — cwn 9 m 0o 5 O
3 Z 3 "898 3z 3 "898 3 3 "848y
< n < @ kel 5 < n < @ el 5 ° < n < @ el 5 °
3 3 3
Benchmarks Benchmarks Benchmarks
(a) 2 cores (b) 4 cores (c) 8 cores

Figure 4.9: The average memory access latencies are shown for both GP and ZCLLC.
Configurations equipped with all optimizations (GP-OPT and ZCLLC-OPT) consistently
achieve lower memory access latencies compared to configurations without optimizations

(GP-NORMAL and ZCLLC-NORMAL).

4.7.3 WriteBack-induced Main Memory Accesses

In an inclusive LLC, as the execution proceeds, the LLC will be filled with dirty cache
lines written back by the private caches. As a result, Q in VINV increases, and it is more
likely for the LLC to perform an UpdateMemory (Line 18 in Algorithm 1) to maintain
VINV when processing WriteBack requests from the cores. We use a smaller LLC size of
256kB to ensure that UpdateMemory is stressed when processing WriteBack. Figure 4.10
validates this observation by showing the fraction of WriteBack that is converted into
UpdateMemory. Since ROC and ZIV4+ROC do not incur WriteBack when processing
UpdateMemory, their fractions will always be 0. For 2-core, 4-core, and 8-core setups that
exhibit UpdateMemory, the fractions of WriteBack converted to UpdateMemory can be
as high as 97.8%, 98.2%, and 99.3%, respectively. Figure 4.11 shows the number of main
memory accesses normalized to ZCLLC. For 2-core, 4-core, and 8-core setups, the numbers
of main memory accesses performed by ZCLLC are 0.98x,0.97x, and 1.01x compared to
the number of main memory accesses performed by ZIV+ROC on average. Hence, although
ZCLLC shows a high UpdateMemory fraction, the total number of main memory accesses
does not increase compared to ZIV+ROC.

Relationship to performance. At a high level, the total number of UpdateMemory
affects performance directly since more UpdateMemory leads to more main memory trans-
fer. However, a high fraction of WriteBack transformed into UpdateMemory does not
indicate an increase in the total number of UpdateMemory. Instead, the fraction indicates
the percentage of main memory transfers that are moved from Read and Write requests
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Figure 4.10: The fraction of WriteBack that causes UpdateMemory indicates how many
replacements from L2 actually causes access to the main memory in ZCLLC-OPT; we set
the LLC size to 256kB to ensure the UpdateMemory is stressed when processing WriteBack.

to WriteBack requests, which is not directly related to the performance. Specifically, the
UpdateMemory experienced by ZCLLC for WriteBack would occur in the Read and Write
requests in ZIV+ROC or ROC where a UpdateMemory or BI must be employed to create
a vacant entry.

Relationship to write-policy. In our opinion, ZCLLC is a write-back cache. Although
the UpdateMemory to WriteBack ratio can be high, we would like to point out that the
UpdateMemory to WriteBack ratio identifies the ratio of WriteBacks that end up having
to update the main memory. This does not suggest whether ZCLLC is either a write-back
cache or a write-through cache. Consider the following scenario where we focus on writes
to one cache set A in ZCLLC. Suppose that all entries in set A have had prior Writes to
them; thus, every entry has valid data that has been modified. Any subsequent Writes
to A that miss will require evicting a cache line before completing the request. Since this
cache line is dirty with modified data, the main memory would need to be updated with
this evicted cache line. In this case, the ratio will be 1.0, but this is not an indication of the
LLC being write-through. The update to memory only happens in this scenario because
set A is full. Therefore, we feel that ZCLLC is a write-back cache. ZCLLC could behave
like a write-through cache when the number of CREs is insufficient for guaranteeing VINV,|
and it would perform UpdateMemory to create a CRE under this scenario.
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Figure 4.11: The number of main memory accesses are normalized to ZIV+ROC-OPT; we
set LLC size to 256kB to ensure the UpdateMemory is stressed when processing WriteBack.

4.8 Related Works

We broadly classify the rich body of research on estimating timing interference with LLCs
into two main approaches: (1) methods that use static cache or measurement-based anal-
yses [11,55,56,93,165], and (2) software and hardware techniques that minimize timing
interference when using LLC such as LLC partitioning [10].

Static cache analysis of multi-level caches [11,55,56,93,165] estimates WCET of tasks
by performing must-may and persistence analyses. However, these analyses assume there
is no inter-core interference in the shared cache, which is in practice achieved by cache
partitioning. ZCLLC does not impose any such constraints on the LLC. Further, with
ZCLLC, we provide a per-request WCL that we envision could be used as an input to
static cache analyses approaches. Building this into a WCL analysis framework is reserved
for future work.

Cache partitioning [10] is often used to partition the LLC on predictable real-time
multicore platforms. The main benefit of LLC partitioning is that it removes inter-core
or inter-task timing interference by isolating a portion of the LLC to a core or task. As
a result, LLC partitioning simplifies timing analyses [8] by allowing it to leverage existing
single-core analysis approaches without having to incorporate the effect of accesses made
by other cores. Cache partitioning can be implemented in software through page coloring
mechanisms managed by the operating system [20, 16, 83, 162] or in hardware through
hardware logic managed by the LLC controller [66,83,131]. A recent approach called cache
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bleaching [! 18] reduces address fragmentation and run-time recoloring overhead when page
coloring is used to perform LLC partitioning. Cache bleaching uses programmable logic to
change the addresses of requests from LLC before the requests arrive to the main memory,
such that addresses of the same color map to a contiguous region in the main memory,
allowing efficient recoloring in the OS without costly data migration. ZCLLC is orthogonal
to cache bleaching when page coloring is used to partition the LLC.

Realizing the importance of data sharing between real-time tasks, authors in [29,83] pro-
posed techniques to enable data sharing between real-time tasks using producer/consumer
buffers and wait-free buffers implemented in the LLC and main-memory. However, in order
to eliminate the interference caused by back-invalidations, these works impose constraints
on their caching behavior such as locking the buffers in the LLC (in order to prevent
their eviction and hence, back invalidation) and disallow caching of buffers altogether in
the cache hierarchy. On the other hand, ZCLLC takes a novel approach in eliminating
back-invalidations without imposing any data caching constraints.

Prior works have proposed novel cache designs that combine properties of write-through
and write-back cache designs to improve average-case performance [90,92] and energy ef-
ficiency [30,37, 112]. However, none of these approaches focused on eliminating back-
invalidations in the cache hierarchy. As a result, these prior approaches incur high WCL
despite offering better performance and energy efficiency. On the other hand, ZCLLC com-
bines properties of write-through and write-back cache designs to manage write-backs from
the LLC to main-memory in order to create CREs and eliminate back-invalidations. As a
result, the WCL of a memory request under ZCLLC is lower than proposed approaches.
ZCLLC can be extended with the insights from [92] to further improve average-case per-
formance and with the insights from [30,37,112] to improve energy efficiency.

4.9 Summary

In this chapter, we present ZCLLC-WC (ZCLLC), a shared inclusive LLC that does not
incur additional cost to the WCL of memory requests when added to the memory hierarchy
without an LLC. In addition, we systematically analyze the arbitration used in ZCLLC-
WC, and observe that the fixed slot width, and the coupled arbitration of command bus
and data bus lead to inefficient use of the buses and the LLC. We overcome these ineffi-
ciencies by using dynamically changing slot width and splitting the arbitration between the
command and data bus. We further introduce a write buffer to eliminate the blocking at
the LLC when splitting the bus arbitration. ZCLLC-WC and ZCLLC-OPT can be shared
and does not suffer from the limitations of LLC partitions. With all the optimizations,
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our results show that ZCLLC-OPT shows speedups of up to 6.24x when compared to the
state-of-the-art technique of sharing LLC partitions.
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Chapter 5

Consistency-aware and Predictable
Memory Processing for Safety-critical
Out-of-order Multicores

Apart from the integration of last-level cache introduced in previous chapters, allowing
cores themselves to issue multiple outstanding memory requests is another way to exploit
memory level parallelism (MLP) in the memory hierarchy to achieve high performance.
Tranditional wisdom dictates that only one outstanding memory request per core is allowed
to maintain predictability and deliver worst-case access latency (WCL) bounds on memory
requests. The incarnation of such approaches are (1) predictable in-order pipelines such
as [03,95], (2) predictable cache coherence mechanisms such as [63, 75, 76, 78], and (3)
predictable main memory controllers [119], and interconnects [/, 115]. These approaches,
however, divert from the practices in general-purpose systems to achieve high performance,
where non-blocking caches and out-of-order pipelines are used to exploit MLP.

Recent interests in adopting out-of-order pipelines [18,19] in safety-critical embedded
systems show the possibilities of achieving timing predictabilities for adopting general-
purpose high-performance techniques. However, the lack of support for multicore in these
works limits their applicability to safety-critical embedded systems, where their adoption
in the industry is moving towards multicore systems [5].

In this chapter, we overcome these drawbacks by building multicores that adopt out-of-
order pipelines for cores, a predictable cache coherence mechanism between cores’ caches,
non-blocking caches for higher performance, and timing predictability with a low worst-
case latency (WCL) on memory accesses. By timing predictability, we mean delivering
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a guaranteed upper bound on WCL of memory accesses. To achieve this, we
enable cores to issue multiple outstanding memory requests, allowing them to take full
advantage of various micro-architectural performance techniques. However, two key chal-
lenges must be addressed. (1) We need to ensure that multithreaded programs honour a
memory consistency model, which was not necessary when restricting each core to only
one outstanding request per core as done in state-of-the-art related works. (2) We must
design a technique that guarantees a WCL, and offers a lower WCL when compared to em-
ploying existing techniques to ensure memory consistency. We address these challenges in
predictable processing of multiple outstanding requests (PPP), which enables out-of-order
cores, non-blocking caches, and a hardware cache coherence mechanism while preserving
the TSO consistency model and timing predictability. Our main contributions in this
chapter are as follows.

1. We identify that introducing memory-level parallelism naively leads to memory con-
sistency model violations.

2. We examine approaches used in general-purpose systems to ensure the memory con-
sistency model and show that those approaches result in a large WCL empirically.

3. We propose micro-architecture extensions, collectively called PPP, that ensure both
TSO and timing predictability. The resulting multicores have out-of-order pipelines,
non-blocking caches, and predictable hardware cache coherence. PPP integrates hard-
wares that monitor for potential memory consistency model violations. On detecting
a violation, PPP delays the request until the request does not causes memory consis-
tency model violations.

4. We provide a WCL analysis for PPP.

5. We implement PPP in gemb [21] simulator, and compare PPP against two mechanisms
that enforce TSO: serialization of memory requests, and retry memory requests.

Benefits of PPP. PPP offers three benefits over state-of-the-art safety-critical multicores.

1. Performance. PPP directly addresses the performance limitations in state-of-the-
art safety-critical multicores caused by only allowing single outstanding memory re-
quest per core in the memory hierarchy. PPP enables multiple outstanding memory
requests per core for safety-critical multicores. Our results show that PPP achieves
a speedup of 2.07x, 2.79x, and 3.38x compared to serialization for 2, 4, and 8 cores
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configurations, while maintaining the analytical WCL bound. Moreover, PPP pro-
vides a comparable performance to general-purpose implementations with only a 5%
performance loss.

2. Functional Correctness. PPP enforces sequential consistency and total-store or-
der memory models. This functional correctness requirement is non-negotiable even
in general-purpose multicores; failure in doing so, such as integrating prior works
naively [103], is a hardware bug. This is because failing to honour a consistency
model results in unexpected outputs for multithreaded programs.

3. Low Worst-Case Latency. PPP delivers a lower worst-case latency than its coun-
terparts while offering performance comparable to general-purpose approaches. We
observed the worst-case latency of retry and general-purpose approaches are up to
6.0x and 5.4x of the observed worst-case latency of PPP.

5.1 Background

We introduce necessary background information to understand the challenges of enforcing
memory consistency models in multicore systems in this section.

5.1.1 Predictable hardware cache coherence

Predictable hardware cache coherence is a state-of-the-art data-sharing mechanism for
safety-critical embedded system multicores, allowing cores to privately cache data with a
consistent view of the data across all cores and offering high performance [58, 62,63, 103].
Predictable hardware cache coherence ensures each memory request has a bounded worst-
case latency (WCL) [58,063, 103]. Predictable hardware cache coherence operates at the
granularity of cache lines, typically 32-byte or 64-byte. We refer to the cache line whose
first byte is at address A as: cache line A or simply A. An example of predictable hardware
cache coherence is the MSI-based protocol, PMSI* [105]. PMSI* assigns each cache line a
state: Modified, Shared, or Invalid. A cache line in M state is privately cached by only
one core and this core can read from or write to the cache line. A cache line in S state can
be privately cached by one or more cores. Finally, a cache line is in I state if the core does
not privately cache the cache line.
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Figure 5.1: (a) The example shows results disallowed in SC and TSO. (b) Forwarding value
from (il) to (i2) causes execution result disallowed in SC.

5.1.2 Memory consistency model

A memory consistency model describes the correctness of shared memory accesses for
multithreaded programs. Specifically, the memory consistency model identifies the values
loads return when executing multithreaded programs, and the eventual state of the memory.
Consequently, a memory consistency model defines the expected order of memory accesses
seen by all cores. To help our exposition, we introduce several definitions that formalize
SC and TSO memory consistency models. This formalization will help readers understand
the challenge in enforcing memory consistency models in multicore systems, and allows us
to provide an understanding of correctness behind PPP.

Definitions and Terminology. We focus on memory operations of a multithreaded
program when running on a set of N cores C = {cy,¢o, -+, cn}. Hence, we denote the
set of load and store operations of a multithreaded program as I and S, respectively. To
represent initial values in memory, we augment S with initial stores s§ that populate the
initial state of the memory at the address a. Throughout this chapter, we assume the
initial state in memory to be 0 for all addresses, unless specified otherwise. For a memory
operation o € O, S|, identifies the set of stores to the address targeted by the o. We start

by describing the program order of a program executed by a specific core ¢ in Definition 6.

The main intuition behind this definition is that 3(2) is a total order on the operations

issued by core ¢, allowing us to determine which operation comes before another in the
program.

Definition 6 (Program order per core). The program order of a program to be executed

p(o) .
on core ¢, denoted as —Ll>, 1s defined as:

1. ﬂfi) 1$ a total order, and
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p(c) p(c) .
2. V01,02 € @, (01.007"6 = 0q9.cor€ = C N\ 071 7£ 02) = 01 —> 09 V 09 — 01. 01.cOTe 18

the core issuing oy .

We use 3(—0)—> for a memory operation o € @ to mean the program order of the core

that issued the memory operation. We construct the program order by combining E)(—c)—>

from individual cores, as defined in Definition 7. The program order allows us to discuss
memory operations from any cores.

Definition 7 (Program order). Two operations 01,05 € Q are in program order, i.e.

01 2 0y iff Ic € C, 0 z)(—C)—>02.

Next, we introduce the notion of a memory order in Definition 8 and the closest store in
Definition 9. The memory order identifies the order of memory operations that are visible
to all cores. Notice that program order is a per-core total order, and memory order is a
total order over all operations from all cores; thus, some interleaving of all the memory
operations.

Definition 8 (Memory order). Given memory operations Q, a memory order, —, is a
total order defined on Q.

Consider the example in Figure 5.1(a), which shows a multithreaded program. Recall
that all initial values in memory are 0. Core ¢; executes one store and two load opera-
tions: (il) writes the value 1 to memory address C, (i2) reads from memory address A
into register 1, and (i2) reads from B into ry. Core ¢y executes two stores and a load:
(i4) and (i5) write the value 1 to memory addresses B and A, respectively, and (i6) reads
C into a register r3. Here, (i1)2(i2)2(i3) for ¢; and (i4)2(i5)2(i6) for ¢, illustrate
the program orders. For the memory order, an execution where all operations of ¢; exe-
cute in program order followed by all operations of co, also in program order, results in
(i1) 5 (i2) 2 (i3) = (i4) = (i5) ~+(i6). This memory order returns the value 0 for ry, 75, and
1 for r3. Another execution may execute cy’s operations in program order before c¢;’s re-
sulting in the value 1 for ry, 7o and 0 for r3. The memory order for the second possible
execution is (i4) 2 (i5)>(16) 2 (i1) = (i2) =+ (i3). Both sets of values for the registers are
possible depending on how memory operations are viewed by all cores. We compactly
represent the operations in program order, and memory order using (.), and (.),,. For ex-
ample, (il,42,i3), is the program order of operations for core ¢y, and (4, 15,16, 11,42,i3),,
is the memory order for the second possible execution.

A memory consistency model has a value function that identifies the values returned
when a core performs a load. Therefore, the value function maps each load to the store
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that it obtains its value from. Defining the value function requires defining the closest
store, which identifies the store that wrote the value that a load reads from. We formalize
the closest store to a load operation in Definition 9. This definition takes a total order ¢
and the load [ as inputs, and identifies the store from which the load operation obtains its
value. If such a store does not exist, then the load takes on the initial value. When we use
a total order as a parameter or an argument, we refer to it without the underlined arrow.

Thus, we use t for the total order i), p for &, p(o) for m), and m for .

Definition 9 (Closest store). Given a total order s on memory operations, the closest
store to a load operation | € L is defined as:

5.1
shaddr “otherwise (5-1)

C(t1) = {5,5 ES||AVS €S|, s’ #£s = (s D 5 1),
Here, the closest store operation s to a load [ is the store where s Ny , and there is no
other store s’ to the same address that occurs between s and ! in the total order.

Using the closest store definition, we can define the value functions. However, different
memory consistency models have different value functions based on the constraints imposed
by the particular memory consistency model. In Definition 10, we show that for SC, the
load returns the value from the most recent store in the memory order.

Definition 10 (Value function for SC). Given a program order 2y | and a memory order on
O of the program, — , the value function for the sequential consistency memory consistency
model is defined as:

Vsc<p, m, l) = C’(m, l)

For TSO, as described in Definition 11, a load gets its value from the most recent store
to the same address. However, this store may be in the store buffer of the core that issued
the store; thus, its value would not have been propagated to the memory hierarchy. This
means that other cores would observe the older value, but loads to the same address from
the core that issued the store would return the value written to by the store. Such store
is captured by C(p(l), 1), which is the closest store to [ in the program order of the core
issuing [. Note that TSO enables the store buffer optimization, which is the reason for the
difference between SC and TSO.

Definition 11 (Value function for TSO). Given a program order % , and a memory order
on © of the program, = | its value function is defined as follows:

Clp(0),), 1= Cp0).1)

C(m,l),  otherwise

VTSO(pa m, l) = {
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A multithreaded program can have multiple memory orders. This is because cores see
values in the memory via loads; however, the order in which these loads occur can vary
based on their executions by their respective cores. Even so, two or more memory orders
can have loads return the same values for all load operations. We determine these memory
orders to be equivalent. Definition 12 formalizes this insight as an equivalence relation.
This requirement complies with SC and TSO, and complies with the architecture assumed
in this work.

Definition 12 (Memory order equivalence). Given a memory consistency model k €
{SC, TSO}, a program order s, and the value function, Vi, two memory orders —
and 22 are equivalent iff they return the same values for all loads, and the orders of

stores to the same address are the same. Formally, m, = mo iff

1.Vl e L7 V;ﬂ(pa mlal) = Vk’(p7 m2>l); and

2. Vsl,SQ ES, S1 ﬂ)SQ = 51 2)32.

We now define the meaning of a memory order honouring a particular memory con-
sistency model. Definition 13 shows that a memory order is compliant with SC when
operations in program order also appear in the same program order in the memory order.
We also say the memory order is in SC to denote that it is compliant with SC. There are
four possible program orderings of operations: Load followed by a Load (load-to-load),
Load followed by a Store (load-to-store), Store followed by a Load (store-to-load), and
Store followed by a Store (store-to-store). A memory order is in SC when values returned
by the memory order are the same as an equivalent memory order where all four program
orderings are preserved. Consequently, the interleaving of memory operations in the mem-
ory order preserves the orderings of each individual core’s program, and the values returned
are the same.

Definition 13 (Compliance with SC). Given memory operations Q and a program order

L a memory order = of @ complies with the SC iff

P m/
Im',m =gc m',Voi,00 € 0,01 = 09 => 07 — 09.

Recall that TSO allows store buffer optimization, where a load operation obtains the
value written by a store (to the same address) before the store’s value is written to the
memory hierarchy. Hence, unlike SC, TSO does not require the store-to-load order to be
preserved in the memory order. Therefore, a memory order is TSO when operations in
the memory order are in program order, except for when there is a store operation that is
ordered after a load operation to the same address.
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Definition 14 (Compliance with TSO). Given memory operations @ = SUL and a
program order 2, a memory order = of O complies with TSO iff

/ _ /
dm',m =rso m’,

‘v’01,02€©,01£>02 - 01%02\/<01€S/\02€L).

Notice in both Definitions 13 and 14, loads are always in program order in the memory
order. Thus, load-to-load ordering is always preserved in either of these memory consis-
tency models. Our work allows violating the load-to-load ordering for higher performance,
except when a potential memory consistency model violation (non-consistent values) may
occur.

Example of TSO. Consider the example shown in Figure 5.1(b), where the difference
with the program in Figure 5.1(a) is that (i2) in ¢; loads from C instead of A. Recall that
TSO relaxes the ordering of store-to-load operations, and allows loads to read values from
the store buffer to dependent loads from the same core. Let us assume that an execution of
this example results in a memory order of (i6,42,43, 41,4, i5),, and the value for r is 1 and
0 for ro and r3. This memory order is TSO because all orderings except for store-to-load
are preserved with the following execution. Suppose that core ¢; executes all its operations
in program order, causing the store of C, (il), to be inserted in the store buffer. Since (i2)
loads C, it can read the value 1 from the store buffer. (i3) can then proceed before the
store to C' has propagated to the memory hierarchy. Similarly, core ¢;’s (i4) and (i5) are
entered in the store buffer for core c¢o. Then, (i6) can proceed before A, B get propagated
to the memory hierarchy. Hence, (i3) and (i6) can proceed before the stores in the store
buffers write their values to the memory, causing the loads to return the value 0. This
memory order is TSO, but not SC. It is not SC because (i2) is older (comes before) in the
memory order than (il); thus, (i2) should have read the value 0, but it did not.

Disallowed load reordering in TSO and SC. We wish to allow reordering of loads in
hardware, but only as long as the reorderings comply with the memory consistency model.
When a pair of loads are reordered in a memory order, and such reordering violates the
memory consistency model, we refer to this as a disallowed load reordering. To under-
stand how a violation occurs when such reordering happens, consider again the example
in Figure 5.1(a). We will explain how the value of 1 for r; and 0 for ry will result in
non-compliance with TSO. The central observation is that (i2) and (i3), and (i4) and (i5)
must execute in program order because store-to-store ordering is maintained in TSO. If
(12) returns the value 1, then (i5) must have written 1 to A. Also, since (i4) and (i5) must
execute in program order, (i4) will write 1 to B. Thus, (i3) must return 1, but it does not.
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Figure 5.2: System model for PPP assumes that N out-of-order cores and the LLC are
interconnected with a split-bus.

The contradiction is evident since (i3) executing after (i2) reads B, which should return
the value 1. Note that this violation occurs irrespective of the value taken by r3. One
memory order leading to such a result is (3,6, i4, 15, i1,42),,. Notice how (i2) and (i3) are
reordered, leading to (i3) reading 0 from B. Hence, = 1 and r, = 0 are not allowed in
TSO. This execution result triggers disallowed load reordering of (i2) and (i3) for TSO. A
similar argument can be made for SC.

5.1.3 Key takeaways

All state-of-the-art research on predictable hardware cache coherence for safety-critical
embedded systems allow only one memory request per core. This disallows an architecture
that exploits memory-level parallelism. This work contends that predictable hardware
cache coherence can improve performance by exploiting memory-level parallelism exposed
by out-of-order cores. However, the predictable hardware cache coherence must be aware of
the memory consistency model; both in its implementation and the ensuing WCL analysis.
Further, the selection technique must aim to reduce the WCL. Our work is a first step
towards integrating out-of-order pipelines with predictable hardware cache coherence while
guaranteeing both timing predictability requirements and performance.

5.2 System Model

Our work considers a multicore system with N cores denoted as ¢, ¢, ..., cy as shown in
Figure 5.2(a). This multicore system uses the state-of-the-art cache coherence designed for
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safety-critical systems called PMST* [76]. PMSI* uses a split-transaction bus architecture
as done with prior state-of-the-art efforts [58,63,76,103] to interconnect the multiple cores.

Core pipeline model. Figure 5.2(b) illustrates an out-of-order core pipeline. The ex-
ecution of an instruction begins by fetching and decoding instructions in program order
during the fetch and decode stages. Decoded instructions are then sent to the rename stage,
where register renaming occurs. If hardware resources such as arithmetic logic units, float-
ing point units, or the load-store unit for memory instructions are unavailable, the pipeline
stalls in the rename stage. The load-store unit handles memory instructions through its
load and store queues. Load and store instructions are buffered in the load queue and
store queue in program order, respectively, until they are ready to be sent to the cache.
Renamed instructions enter the issue/execute/writeback stage, where out-of-order execu-
tion occurs once dependencies are met. An instruction entering issue/execute/writeback
stage from rename stage is also added to the reorder buffer, a first-in-first-out queue that
helps committing instructions in program order. For arithmetic instructions, operands
must be ready, while memory instructions require address calculation and, for stores, the
data to be stored. The load-store unit calculates addresses and handles cache requests for
loads, while stores prepare the address and data but delay sending to the cache. After
issue/execute/writeback, instructions wait in the reorder buffer in the commit stage. The
pipeline commits instructions in program order. The core retires a store instruction by
sending it to the cache after the store instruction is committed and all older store in-
structions in the SQ are retired. This means that stores are processed in their program
order.

Memory hierarchy — Caches, LLC, main memory. We assume a memory hierarchy
with L1 instruction and data caches, a shared last-level cache (LLC), and a main memory.
Each core has a private L1 instruction and data cache. Both L1 caches are managed by
an L1 cache controller, and the LLC is managed by an LLC controller. The L1 cache
controller also manages the MSHR to allow non-blocking accesses from the core. We use
L1 cache and private cache interchangeably. The LLC is exclusive to the L1; and the LLC
is banked to exploit memory-level parallelism. We assume that access to main memory

has a bounded WCL [115].

Split-transaction bus architecture. The cores and LLC communicate via a split-
transaction bus, like prior works that deliver high performance [58,63, 103, 105]. The
baseline configuration of the split-transaction bus includes two buses: (1) a request bus
(REQ) allowing cores to send requests to the LLC and to snoop other cores’ requests, and
(2) a response bus (RESP) transfering responses from LLC and cores. The order of requests
seen by all cores is governed by the REQ bus. Therefore, the broadcast order of requests
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on REQ determines the ordering of requests for the entire system. Note that when a core
transfers data over RESP, another core can snoop the transferred data, enabling cache-to-
cache transfers. PPP includes a Broadcast Acknowledgement Bus (BACK) for the cores to
communicate with the arbiter to enforce the memory consistency model.

Arbiter — Oldest-first global arbitration. The access to REQ, RESP and the LLC
follows the oldest-first global arbitration scheme inspired by [103]. In this arbitration
scheme, the arbiter uses a work-conserving round-robin to pick the oldest request from
each core’s MSHR. The access to the LLC and RESP follows the same ordering of requests
as that on the REQ bus: a work-conserving oldest-first global arbitration scheme.

5.3 Key Intuition: Memory Consistency Model Vio-
lation and Correction with PPP

Out-of-order pipelines execute loads out of program order for higher performance. This
is known as speculatively executing loads. Loads delay the execution of later dependent
instructions, causing the pipeline to stall. Instead, if other loads can execute before earlier
loads, then this improves the pipeline’s utilization [15,62, 166]. An important consequence
of enabling speculative load execution is that the pipeline can benefit from using non-
blocking caches [38]. A non-blocking cache allows cores to proceed executing later oper-
ations while earlier operations experience cache misses. However, speculatively executing
load operations can violate the memory consistency model resulting in non-compliance
with the memory consistency model.

Speculative load execution causing memory consistency model violation. We
show that speculatively executing loads can result in a memory consistency model viola-
tion. We revisit the example in Figure 5.1(a), assuming the pipeline in Section 5.2 with
non-blocking caches. Suppose that B and C' are the only cache lines privately cached
by c; and ¢, respectively This means that loads from ¢; to B and from ¢, to C' will be
cache hits. Assume that (il) and (i2) are stalled due to unmet dependencies or resource
constraints. For instance, (il) can stall in issue/execute/writeback stage because the ad-
dress computation for C' may have earlier dependent operations, or stall in the store buffer
waiting to be drained. Similarly, (i2) can stall due to a cache miss. However, by using
a non-blocking cache, if (i3)’s dependencies are met, then (i3) can speculatively execute
before (il) and (i2). Since B is cached by ¢, (i3) is a cache hit and returns the value 0.
We term a load such as (i3) that executes out of program order a speculative load. Then,
¢ executes (il) and (i2) in order, after their dependencies and resource constraints are
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Figure 5.3: (a) Illustration of DLR. (b) PPP postpones violating store. (c) final memory
order is equivalent to SC and T'SO. Memory operations are from Figure 5.1(a).

resolved. For ¢y, let us assume that (i4) and (i5) are stalled due to dependencies in com-
puting the addresses A and B, respectively. Since TSO allows store-to-load to be executed
out of program order, (i6) executes before (i4) and (i5). As C' is cached by ¢z, (i6) is a
cache hit and returns the value 0. Then, ¢, retires (i4) and (i5) in order. The resulting
execution produces (i3,1i6,1i4,1i5,11,i2),,. Note that since (i2) comes after (i5) in memory
order, 1 = 1; and 75 = 0 due to the cache hit on the speculative load (i3). As we explained
earlier in section 4.2, this memory order is not SC nor TSO. This shows that speculatively
executing loads out-of-order can cause memory consistency model violations when using
SC and TSO. Hence, an implementation that promotes speculative execution of loads must
prevent such inconsistent results from occurring, and ensure they are not propagated to
the architectural state.

Identifying disallowed load reordering conditions. We need to identify conditions
under which executing loads out of order violate the memory consistency model. We notice
that there are three necessary conditions, as shown below, which we call the disallowed load
reordering conditions (DLRC). These DLRC guide our design of PPP in the following way.
PPP ensures that DLRC never occur; therefore, preventing any memory consistency model
violations. In subsequent exposition, we assume memory operations @ with its program
order % ; we also assume a memory order — . Additionally, we will focus on two load
operations [, [y € I where they access different addresses: [;.addr # ly.addr.

Definition 15 (DLRC). = wiolates the memory consistency model due to speculative
load execution only if there exists two loads l; and ly, and these three conditions are met:

]. <l1,l2>p A\ <l2,l1>m7
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2. 3s1,89 € S, (la, 51, 2, l1)m A S1.core # ¢ N\ sy.core # ¢,

3. 51 € S|12 N 89 € S|l1?
where core ¢ refers to the core issuing ly and ls.

We refer to conditions in DLRC as DLRC 1, DLRC 2, and DLRC 3. DLRC 1 states two
loads in program order are reordered in the memory order due to speculatively executing
loads. DLRC 2 ensures there are at least two stores from other cores between the reordered
pair of loads in the memory order. DLRC 3 requires that the store older in memory order
writes to the address of the speculative load [, while the second store writes to the address
of the the other load [;. We show the correctness of DLRC in Lemma 5 by contradiction.
Our proof assumes that stores are processed in order; this means that the memory order
of two stores from the same core complies with their program order, as assumed in our
system model.

Lemma 5 (DLRC correctness). A memory order m violates the memory consistency model
due to speculative loads only if there exists two loads that satisfy the DLRC conditions.

Proof. We prove by contradiction. Suppose for all pairs of loads, DLRC do not hold, then
either DLRC 1, DLRC 2, or DLRC 3 fails. If DLRC 1 fails, it means that all loads in
m follow their program order; hence, the memory order is compliant with the consistency
model. Otherwise, it suffices to show that when DLRC 2 or DLRC 3 fails and DLRC
1 holds, we can construct a new memory order equivalent to memory order m that is
compliant with the consistency model. We focus on two reordered loads [y and I (i.e.
(lo,l1)m and (14, 1l2),) where there are no same-core loads between Iy and ly in the memory
order m. Such a pair of loads must exist as follows. DLRC 1 implies that there exists a pair
of reordered loads [,, and 1, such that (l,,l,)., and (l,,,),. If there are no same-core loads
between [, and [, in m, we can pick [; = [, and Iy = [,. Otherwise, there exists another load
Ly such that (L, Ly, ly)m. If (L, 1), we can pick [, and [, where there are less same-core
loads between ([, ;) than between (I, (,); this applies equally when (l,,, [,), where we
can pick [, and [, instead. Repeating this process yields a pair of reordered loads [; and
[ with no same-core loads in between. Next, we use case analysis to examine the memory
operations between [; and [y in m, and show that we can rearrange [; and /5 in the memory
order to get a new memory order m’ that is compliant with the consistency model. The
new memory order m’ preserves the order in m for all memory operations other than [;
and [5.

Case » Intermediary operations to addresses other than that of the loads.
Suppose all operations between [, and [; access addresses that are different than l5’s and
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l1’s, hence failing DLRC 2. These intermediary operations do not affect the value returned
by [, and [;. Hence, I3 and [, obtain their values from stores older than /5 in the memory
order. Therefore, we can simply swap l; and Iy to obtain m’ such that (ly,l3),,/; m and m/
are equivalent.

» Case (ly,s1,l1)m,. Since [y reads the value before s; writes to it, the write performed
by s; does not change the value returned by any of the loads. Note that [; reads from
a different address than s;. Thus, the resulting values the loads return are the same as
the memory order where (l,1l3,51),. The new memory order m’ does not change the
value function for both SC and TSO because the relative ordering of store operations are
unchanged. Hence, m’ =rs0 m and m’' =g¢ m.

» Case (ls, S9,11)m. If the intermediate operation is a store sy that writes to ;’s address,
the exact same reasoning applies. The order m’ =750 m and m’ =g¢ m where (so, 11, ls) -

» Case (I, 9, S1,11)m- Next, another possible memory order is (ls, S9, $1, 11 )m. o loads a
value from an older store than s; for TSO and SC, or the cloest store in program order for
TSO; and the same applies to l;, which loads a value from s, or the cloest store in program
order for T'SO. Hence, [; and [5 still loads the same values in the equivalent memory order
(s9,11,12,51)m. The reason is that such movement does not change the relative order of
stores, and hence the values returned by the loads remain.

» Case (ly, 51, S2,11)m- In this memory order, Iy loads a value from an older store before
s1, while [; loads a value from s,. Note that if this hold for m, it means all DLRC hold.
Intuitively, [, must occur before s; for [, to return the value before the write of s;; similarly,
[y must be after s for [; to return the value of the write by ss. Therefore, there does not
exist an equivalent memory order where [y and [, are in program order while returning the
same values. This memory order is not in SC and TSO.

The ™% , as constructed with the case analysis, preserves all m’ order for operations
other than [, and [, all load values, and still fails DLRC 2 or DLRC 3. In addition, this

™, has one fewer load reordering than - . Note that altering the positions of I; and Iy
does not change the values returned by other loads. Hence, after repeating this process,
we can find an equivalent memory order with no reordered load by repeatedly reducing
the number of reordered loads to zero. This contradicts the initial violation assumption,
proving the lemma by contradiction. O]

Our approach: Correcting DLRC in PPP. We allow load reordering even if the
memory consistency model disallows it, but, when we recognize a potential violation, we
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correct it at runtime. Our core insight is that multiple memory orders conform to the
memory consistency model, and if we are able to produce one of those equivalent and
conforming memory orders, then the result also conforms. Previously, in section 5.1, we
showed that (i3, 46, i4, 15,41, 42),, is not TSO. This memory order reorders loads ((i3) before
(i1) and (i2)), and allows store-to-load reorders with (i6) before (i4) and (i5). While the
latter reordering is allowed under T'SO, the load reordering is not allowed. Suppose that
we are able to detect such a violating memory order before it actually happens, and in
response, we produce a corrected memory order (i3, i6,i1,42,i4,i5),, instead. A key change
in the corrected memory order is that the stores to B and A ((i4) and (i5)) occur after their
loads ((i2) and (i3)). Hence, the loads return values that are not updated by stores (i4)
and (i5). The corrected memory order is equivalent to (i6,1,42,43,i4,15),, where loads
are in program order, and only the store-to-load reordering is permitted; thus, complying
with TSO.

PPP’s key technique is in providing corrected memory orders when potential memory
consistency model violations are identified. We present the main high-level steps that PPP
uses to correct potential memory consistency model violations that arise by speculatively
executing loads.

Step 1: At runtime, PPP speculatively detects if a possible memory consistency model vi-
olation may occur due to load reordering. This detection is based on the DLRC
conditions. When the detection confirms a possible memory consistency model vi-
olation, there exists a store, called the wviolating store, that changes the value being
returned by a speculative load.

Step 2: PPP checks if there are any loads prior to the speculative load in program order that
have not yet returned their values. If this check returns true, then PPP delays the
violating store until all loads older than and including the speculative load are visible
to all cores.

We revisit the memory order (i3,i6,i4,5,i1,i2),, that violates TSO and show it in
Figure 5.3. We mark the violating store as the store to B (i4) and the speculative load
as the load to B (i3). (i3) is the speculative load because it appears before both (il) and
(i2) in the memory order. When (i4) is visible to all cores, each core executes step 1,
and detects if an memory consistency model violation may occur. Since (i4) writes to the
same address B and (i3) is a speculative load, it is possible to have a memory consistency
model violation. Then, in step 2, the core with the speculative load discovers if there are
loads in program order before the speculative load that have not returned their values. For
this example, (i2) has not returned its value. Thus, the violating store, (i4), is delayed
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Figure 5.4: The working of PPP. (a) A concrete execution of the program in Figure 5.1(a).
(b) MSHR is extended with the delay store table index field (DST ID). (¢) The delay
store table in the arbiter split-transaction bus arbiter. (d) The operation of PPP when
an invalidating store broadcasts on REQ. (e) The operation of PPP when the invalidating
store is no longer blocked.

until both (i2) and (i3) are visible to all cores. A simple way to visualize the effect of
PPP’s delaying technique is shown in Figure 5.3, where (i4) and (i5) move in the memory
order after (i2). This is the corrected memory order made visible to all cores with PPP at
runtime.

5.4 PPP: Hardware Approach to Correct Potential
Memory Consistency Model Violations with DLR

We present details of the hardware for PPP to correct potential memory consistency model
violations due to speculatively executing loads. A key novelty of our technique is that PPP
maintains predictability when correcting potential memory consistency model violations,
unlike all prior efforts. PPP introduces two key hardware innovations: (1) a broadcast
acknowledgement bus (BACK) to detect a violating store, and (2) an orchestrator of opera-
tions over REQ, RESP, and BACK to delay the violating store until all speculative loads are
completed. We describe the hardware that enables us to detect and delay violating stores,
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and then with a concrete example, we show how the hardware is used to correct potential
memory consistency model violations. Finally, we introduce a technique that ensures the
values returned to loads are correct during the delay of the violating store.

5.4.1 Hardware implementation of DLR correction

The DLR conditions in Section 5.3 determine when load reordering violates the memory
consistency model. However, implementing these conditions directly in hardware is imprac-
tical, as they require prior knowledge of the memory order, necessitating visibility of all
memory operations across cores beforehand. By then, stores would have already updated
memory, and loads would have returned inconsistent values, rendering the identification
of violations moot. Thus, we propose a runtime approach to detect potential memory
consistency violations without the complete memory order.

Detecting DLR violations. We detect potential memory consistency model violations
due to load reordering with only one wviolating store, outlined in HW-DLR.

Definition 16 (HW-DLR). Given two load memory operations ly, ly from core ¢1, and
a store operation s from another core, the hardware disallowed load reordering violation
conditions (HW-DLR) are as follows. (1) (l1,l2), and ly is inserted into memory order,
but Iy is not. (2) (la, $)m and (3) s € §|s,.

HW-DLR 1 indicates [, executes speculatively before [;. HW-DLR 2 states that store
s executes after [, and is visible to all cores. HW-DLR 3 means that s writes to the same
address as [o. These conditions are stronger than DLR conditions because it only uses one
store to identify a potential memory consistency model violation. Hence, HW-DLR could
identify a possible memory consistency model violation when there is none. Nonetheless,
this technique is essential for a practical hardware implementation. The soundness of PPP
follows in the following lemma and theorem.

Lemma 6. PPP ensures that three conditions DLRC will not hold simultaneously in a
memory order.

Proof. Proof by contradiction. Suppose all DLRC hold in a memory order, this means
that there is a pair of load {; and l; and two stores sq, s» such that DLRC 1, DLRC 2, and
DLRC 3 hold. However, for DLRC 1 and DLRC 3 to hold, both HW-DLR 1 and HW-DLR
2 must hold for Iy, I, and s3. As such, the PPP mechanism engages and prevents sy from
being broadcasted until [; is broadcasted, preventing DLRC 2 and DLRC 3 from holding,
contradicting that DLRC hold. n
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Theorem 11 (soundness of PPP). When PPP is deployed, it ensures no memory order
violation.

Proof. Lemma 6 shows that DLRC do not hold with PPP. With contraposition of Lemma 5,
PPP ensures no memory order violation. O]

5.4.2 Hardware implementation to delay violating stores

PPP requires three hardware components to support delaying violating stores, and return-
ing correct values to loads dependent on such stores. A violating store begins as a cache
miss, prompting the cache controller to broadcast a request to fetch the accessed line on
REQ. All cores see the REQ broadcast, and all except the issuing core check for any specu-
lative loads reading from the same address. If such a load exists, then the cache controller
identifies if there are other unbroadcasted loads that are older in program order than the
speculative load. When older loads exist, the store is a violating store, and all cores and the
arbiter coordinate to delay the violating store. PPP needs hardware support to implement
this ability to delay stores and to enforce the memory consistency model.

Delay store table (DST) and REQ bus. PPP implements an N entry delay store table
(DST) in the arbiter that records information about stores identified as violating stores.
One entry corresponds to delaying one violating store. An entry records an identifier
(ID), the address targeted by the violating store, and a Count of the number of cores
that identified a violating store to be delayed. There are N entries because each core can
delay at most one store at the same time. This is because the core must wait until the
violating store completes before proceeding to the next memory operation. Figure 5.4(c)
shows an example of the DST. The DST shows a violating store to address B with one core
identifying it as a violating store. When the arbiter grants access to a core to broadcast a
store on REQ, the arbiter checks the DST for a vacant entry. The ID of the DST entry is
broadcast together with the store.

MSHR modifications. Non-blocking caches use MSHR to buffer memory requests that
miss in the core’s private cache. The MSHR records the type, address (addr), the broadcast
status of the operation, and instruction (instr) as shown in Figure 5.4(b). The type and
address indicate the memory operation type (load or store) and the targeted address. The
instr field denotes the instructions that bind to the memory operation. The broadcast field
is true when the request is placed on REQ. This means all cores have seen this request.
PPP extends the MSHR with a field to represent DST ID. The DST ID field is a list of
identifiers from the arbiter’s DST of the violating stores in the DST. Figure 5.4(b) shows
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an example of an MSHR with three memory operations. Only the load to A has its DST
ID marked with a 1, and its broadcast to false. This 1 corresponds to the ID 1 in the DST
in Figure 5.4(c) for the store to B signifying that the store to B may cause the speculative
load to A to return an inconsistent value for the memory consistency model. We annotate
this load as an unblocking load. An unblocking load un-blocks a delayed violating store so
that the store can proceed!.

The HW-DLR check logic component implements the detection of a possible memory
consistency model violation (HW-DLR conditions) and updating the DST ID entry in the
MSHR. Our implementation does the following. When the check logic observes a store on
REQ, it initiates the check for HW-DLR. The first step checks the MSHR for loads that
have the same address as the store broadcasted on REQ (HW-DLR 2 and 3). This is the
load to B for (i3). Since this load is in the MSHR, and it has been broadcasted, HW-DLR
2 is satisfied as the store broadcasted after the load. Then, the check logic searches loads
older than the load to B in program order that have not been broadcasted. This identifies
speculative loads older than the load of B (HW-DLR 1), which we call the unblocking load.
When there are multiple speculative loads, the hardware selects the youngest of these loads
and marks it as an unblocking load. The load to A is a speculative load as it has not been
broadcasted. The address matching process, done in parallel, is feasible due to the MSHR'’s
small size; similar techniques are also used in silicon-proven processors [110] for efficient
store-to-load forwarding within a single clock cycle.

New Coherence Messages. PPP introduces four new messages to coordinate the de-
laying of violating stores, as shown in Figure 5.5. The use of these messages follows while
detailing required hardware structures.

Broadcast Acknowledgement Bus (BACK). PPP extends the interconnect with a BACK
bus that private cache controllers use to communicate with the arbiter that a violating store
should be delayed. Cores use the VStoreAck message to inform the arbiter that the most
recent store is a violating store.

Cache controller modifications. Figure 5.5 lists the new coherence messages used in
PPP. When a core observes a violating store, it sends VStoreAck over the BACK bus to the
arbiter, indicating that the store broadcast on REQ is a violating store; hence, a DST entry
should be allocated.

Recall that the load to A is the unblocking load. When an unblocking load is ready

LA non-blocking cache, on the other hand, describe the property of the cache where it does not block
the core from issuing other memory operations. Hence, an unblocking load and a non-blocking cache are
not the same and are at different levels of abstraction.
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Message Type|Channel Explanation
Store (A, s) REQ |Store request has address A and free delay table entry s
UBLoad (s, A)] REQ Unblocking load to address A with delay table entry s

VStoreAck BACK Acknowledging that the store broadcast
on REQ is a violating store
LoadOV REQ The Load request that the LLC should

return the data value before the violating store

Figure 5.5: PPP extends coherence messages to manage the delaying of violating store and
to ensure correct value forwarding.

to be broadcasted on REQ, the cache controller sends an UBLoad message with the address
and the DST ID on REQ instead of a regular load request. UBLoad notifies the arbiter to
decrement the count field in the DST entry of the violating store. When the count field
reaches zero, the violating store is no longer blocked and the arbiter allows the store to
proceed. Note that this means that the arbiter now grants the access of the BANK and
RESP to the store.

When a violating store is delayed, other cores can still issue loads to access the cache
line written by the violating store. Note that since the violating store is delayed, and not
yet visible to all cores (not in the memory order), these loads should appear to complete
prior to the violating store. Hence, the loads must return the value of the cache line before
the violating store writes to it. Since the violating store is a private cache miss, the value
before the violating store is in the main memory or is cached in the LLC; the value written
by the violating store is in the store buffer of the core that issues the store. When TSO is
deployed, younger loads can return the value before the violating store with store-to-load
forwarding. PPP ensures that such loads receive the old value by introducing a new request
message named LoadOV (load old value). When a load is issued on REQ, and the cache line
is accessed by a delayed violating store, instead of broadcasting an ordinary load on REQ,
the arbiter intercepts the load request and broadcasts a LoadOV request instead.

5.4.3 Concrete execution

We re-examine the high-level example presented in Figure 5.3. Initially, B is cached in
c1, and C' is cached in cy. Other cache lines are not privately cached by any cores. Since
¢ and ¢y executes loads speculatively, (i3) and (i6) are sent to the cache out of program
order. Both loads hit in the cache. This concludes the execution during 1. Next, ¢; sends
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(i1) and (i2) to the cache, while ¢y sends (i4) to the cache. PPP requires that younger
stores must be sent after all older stores are visible to all cores, ¢, hence stalls on (i5) until
(i4) broadcasts. Commercial processors implementing TSO also sends younger stores after
all older stores are visible to all cores [12]. (il), (i2), and (i4) miss in the cache.

Next, during 2, the arbiter grants access to ¢ and broadcasts (i4) on REQ. When ¢
receives (i4) on REQ, it observes that (i3) is a speculative load hit; in addition, (i3) is not
yet broadcasted on REQ. This leads ¢; to send a VStoreAck on BACK, indicating that (i4) is
a violating store. Recognizing this fact, the arbiter allocates a DST entry with ID 1 for (i4).
Additionally, ¢;’s MSHR entry corresponding to (i2) records that the DST entry ID of the
invalidating store is 1; this marks (i2) as an unblocking load. This indicates that when (i2)
broadcasts, a UBLoad is sent instead of an ordinary load. This is shown in Figure 5.4(d).
At the end of 2, since (i4) is broadcasted, ¢ can now issue (i5) to the cache, which misses.

During 3, the arbiter grants access to ¢; due to round-robin arbitration; c¢;’s (il) is
¢1’s oldest request, and ¢; broadcasts (i1) on REQ. Although C'is cached in ¢y, and (i6) is
a speculative load, there is no older load in ¢ that is not broadcasted; hence, (il) is not
a violating store and can proceed. If the retry mechanism was used, (i6) must be retried
because C' is invalidated by (il).

Next at 4, the round-robin arbiter on REQ should grant access to co. However, since (i4)
is a violating store, ¢1’s younger memory operations are delayed, until (i2), the unblocking
load, broadcasts. Hence, PPP’s arbiter grants access to REQ again to ¢, whose oldest
unbroadcast request is now (i2). When (i2) broadcasts on REQ the arbiter recognizes that
it is an unblocking load for delay slot 1 because its delay slots field is not empty. Hence
the arbiter reduces the count field for DST entry from 1 to 0. Since now the count field
for delay slot 1 becomes 0, the arbiter clears the delay slot and allows (i3) to proceed in
5. Without PPP, the arbiter grants access to ¢ and allows (i5) to proceed before (i2),
causing r; to load 1, exhibiting DLR.

5.5 Worst-case Latency Analysis

Our worst-case latency analysis computes the latency from when a request becomes the
oldest among the inflight requests to when this oldest request receives its response from
the memory hierarchy. As such, the worst-case latency of multiple requests can be upper-
bounded by the sum of the worst-case latency of individual requests [103].

Our analysis divides the worst-case latency of a request into three parts, which naturally
follows the life cycle of a request. Figure 5.6 shows the life cycle of a request that begins
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Figure 5.6: Timeline of a request.

with a miss in the private cache and needs to retrieve the data from the LLC. Before this
request can be broadcasted over REQ, it suffers L,., in the worst case. This is because the
round-robin arbitration controls the access to REQ. Next, before the request can access the
LLC, and before the request can access RESP, it can be delayed. This is because requests
from other cores can be broadcast on REQ before the request under analysis. These older
requests access BANK and RESP before the request under analysis. The total latency the
request must wait to access the LLC and RESP in the worst-case is bounded by the worst-
case resource latency Lyq;. Accessing the LLC takes t,,.,, in the worst case while accessing
RESP takes ¢, in the worst case. This means that ¢,,., bounds the worst-case latency of
accessing the LLC and fetching data from the main memory. The total latency of accessing
the resources in the worst case is Lgce = treqg + tmem + tresp-

We identify the critical instance where the request under analysis, r,,, suffers the worst-
case latency. We start with the worst-case request latency, which is the worst-case latency
it takes for r,, to be broadcasted on the bus.

Lemma 7. In the worst case, r., experiences the worst-case request latency when it is
ready to be broadcasted on REQ and it is the last among all N cores to broadcast requests.
The worst-case request latency is Lyeg = (N — 1)t,eq.

Proof. In the worst-case, when r,, from c,, is ready to be broadcast on REQ, it is the last
in the round-robin order to broadcast; hence it must wait until its turn. Also note that
there are (IV — 1) cores in the worst-case that must broadcast their requests before ¢,, can
broadcast 7,,, where each such broadcast costs t,¢,. O

A request r delays r.,’s access to the LLC or RESP if after r,, broadcasts on REQ,
Twe Must wait for r’s access to any of the resources to complete (REQ, the LLC, or RESP)
before r,, can access the resource.

Lemma 8. A request r delays r.,’s access to the LLC or RESP if and only if: r is in the
MSHR of a core other than ¢y, and any of the following conditions is true: (1) r broadcasts
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before 1., on REQ, and, (2) r is a load request that is older than a speculative load to cache
line A.

Proof. We first prove the if part: If a request completes when r,, broadcasts, since this
request will not access the LLC or RESP; hence if a request delays r,,, it must be inflight
when r,, broadcasts on REQ, that is, in the MSHR. Because the arbiter maintains the
broadcast order of requests, any requests that broadcast before r,, must access the LLC
or RESP before r,,, hence a request satisfying (1) would be processed before r,,. Finally,
PPP ensures that when r,, invalidates A and there is a speculative load that hits on A,
Twa Must complete after all prior requests of the speculative load, hence (2). The only if
part follows from the implementation of the arbiter. Condition (1) follows when r,, is not
in the delay slot, the arbiter prioritizes the access to the LLC and RESP for requests that
are broadcast before r,,. When r,, is in the delay slot, it must wait until all unblocking
load to broadcast on REQ, which incurs condition (2). O

The worst-case resource latency captures the latency that r,, must wait before accessing
LLC and RESP.

Lemma 9. The worst-case resource latency Lyq; due to waiting for accessing the LLC
and RESP is Luygit = (N — 1) X M X (tmem + tresp) + (M — 1) X (N — 1) X tyeq-

Proof. We can count the number of requests that delay r,, using Lemma 8. In the worst
case, the requests that satisfy condition (1) in Lemma 8 is (N — 1) x M. Note that M
is the maximal number of outstanding requests. This is because each of the other N — 1
cores can broadcast at most M inflight requests when r,, broadcasts its request on REQ.
These requests can delay 7, by at most (¢,,em + tresp)- In the worst case, the requests that
satisfy condition (2) are (M — 1)(N — 1). This is because all requests from all other N — 1
cores can have at most (M — 1) requests (excluding the speculative load) that must finish
before r,,. Note that in the worst case, all these requests are not broadcast. Hence, these
requests can delay 7, by at most ¢,.,. O

Theorem 12. The worst-case latency of a request under analysis 1y, 18 WCL = Lyeq +
Liait + Lace, where Loce = treq + tresp + tmem 15 the latency for REQ, RESP, and the LLC
to process the request.

Theorem 12 follows Lemma 7 and Lemma 9.
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Figure 5.7: Observed worst-case latencies of Serial, DUEPCO, GP, and PPP for 2, 4, and
8 cores are shown in (a), (b), and (c) respectively. Performance of 2, 4, and 8 cores
configurations are shown in (d), (e), and (f) respectively. Baseline configuration is GP.
The GMean indicates geometric mean.
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5.6 Empirical Evaluation

We evaluate our proposed approach using the gem5 [21] micro-architectural simulator. We
simulate configurations with various number of cores. Each core implements an out-of-order
pipeline with an issue width of 8 operating at 2Ghz, and all L1 caches are non-blocking.

We implement five configurations: (1) the Serial configuration that serializes all memory
requests, (2) GP that reflects the general-purpose approach of handling memory requests for
high performance, where retry mechanism ensures consistency and a first-come-first-serve
arbiter arbitrates the memory requests on the split-bus, (3) the prior work on predictable
cache coherence that supports multiple outstanding requests, DUEPCO, where no special
mechanism ensures memory consistency, (4) DP-Retry that deploys the retry mechanism
in DUEPCO to ensure memory consistency model, and (5) our proposed approach, PPP.
Since each core in Serial has only one request, the L1 functions as a blocking cache. Note
that this design reflects the handling of memory requests in state-of-the-art out-of-order
pipelines [18]. We assume that each core is equipped with 16kB L1 private instruction and
data caches. The private caches are backed by a shared 2MB LLC. The private caches
and the shared LLC communicate through split buses as presented in the system model.
We assume that ¢,., = 20 cycles, t,¢5, = 10 cycles, and ¢,,c, = 500 cycles. The choose of
treq and t,.5, accomodate the latency needed by the cores to complete atomic instructions
to prevent deadlock in gem5.

5.6.1 Verification of correctness

We exercise our implementation with manually crafted litmus test [101] memory access
traces and do not observe T'SO or SC violation in our implementation. We further observe
that DUEPCO violates SC and TSO, when exercised with the mp and iriw litmus tests [101];
hence we do not include DUEPCO for further evaluation on performance and predictability.

5.6.2 Worst-case latency

Synthetic benchmarks. Our synthetic benchmarks attempt to stress the different con-
figurations. In all configurations except for Serial, we use an MSHR of size 8 (M = 8),
for efficient creation of the worst-case scenario. Serial has an MSHR of size 1 (M = 1) to
reflect the blocking nature of the cache. The benchmark synth 1 exercises the WCL of the
system by generating memory accesses to the same cache lines. Note that synth 1 does
not exercise the retry mechanism. synth 2 exercises the memory consistency enforcement
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mechanism by timing the requests such that store requests write to cache lines read by
speculative loads, causing the retry mechanism to be invoked in both DP-Retry and GP.
This triggers both the retry mechanism in DP-Retry and the delay mechanism in PPP.

The results are shown in Figure 5.8(a), where dashed lines and numbers above indicate
the WCL of PPP. We observe in synth 1 that all predictable configurations, including
DP-Retry have a WCL that is within the analytical WCL bound. Specifically for PPP,
the observed WCL are 2080, 5720, and 18720 cycles for 2, 4, and 8 cores configurations,
respectively. In synth 2, PPP has a WCL of 3120, 3640, 7163 cycles for 2, 4, and 8 cores,
respectively, which are lower than the corresponding analytical WCL bound of PPP of
4860, 13500, and 30780 cycles. We observe that both DP-Retry and GP have a WCL that
is higher than the analytical WCL bound of PPP. For example, for 8 core configuration,
DP-Retry and GP has a WCL of 43160 cycles and 39000 cycles respectively, higher than
PPP’s WCL. In addition, we observe that the total execution time of synth 2 of DP-Retry
and GP is higher than PPP; this is an indication that PPP has a better performance than
DP-Retry and GP when the retry mechanism is exercised. Serial shows the lowest WCLs of
4240, 8480, and 16960 cycles compared to PPP and Retry. Despite its low WCL, we will
present in following sections Serial’s subpar performance compared to GP and PPP.

Splash-3. We also evaluate the observed WCL with the SPLASH-3 [123] benchmarks.
SPLASH-3 consists of a wide variety of complex parallel multi-threaded applications that
exercise data sharing and synchronization across cores. We use SPLASH-3 to study the
impact of these inter-core interactions on performance and WCL when a system deploys

PPP. Figure 5.7(a)-(c) show the results for 2, 4, and 8 cores configurations. Our results
show that the observed WCLs of PPP are within the analytical WCL.

5.6.3 Performance

We evaluate the performance of PPP using SPLASH-3 [123]. Figure 5.7(d)-(f) show the
results when running SPLASH-3 benchmarks on 2, 4, and 8 cores configurations. In Fig-
ure 5.7(d)-(f), we report the speedup metric, which is the ratio of the execution time of
the baseline configuration, GP, to the execution time of the configuration under evalua-
tion. When compared to the GP mechanism, Serial exhibits slowdown of 2.17x, 2.94x,
and 3.45x, for 2, 4, and 8 cores respectively. Hence, enforcing TSO by serializing memory
requests incurs a significant performance penalty. On the other hand, PPP has similar
performance as GP, where the speedup of PPP over GP is 0.95x, 0.95x, and 0.98x for
2, 4, and 8 cores respectively. Thus, PPP offers similar performance to a general-purpose
scheme to ensure memory consistency while guaranteeing predictability. This is a positive
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result of this work. We also notice that DP-Retry has a marginally better performance
than PPP. It exhibits a speedup of 0.99x for 2, 4, and 8 cores when compared to GP,
such performance comes at the cost of a higher WCL as shown in the previous section.
This performance gap is a result of the first-come-first-serve (FCFS) arbiter deployed in
DP-Retry. To validate this, we integrate PPP with the FCFS arbiter (denoted FCFS-PPP),
and evaluate the performance. Figure 5.8(b) shows that in an 8-core configuration when
PPP is integrated with the FCFS arbiter, PPP achieves a speedup of 0.99x over GP. We
plan to investigate the impact of integrating PPP with the FCFS arbiter in future work.

Finally, we evaluate PPP’s performance with SPLASH-3 benchmarks when no inter-
core interference is present, by running the benchmarks using a single thread for 2, 4,
and 8 cores configurations. Figure 5.8(c) shows that PPP has less than 1% performance
difference for 2, 4, and 8 cores configurations, respectively, when compared to GP. The close
performance between PPP and other mechanisms such as DP-Retry and GP is because in
PPP, the delay mechanism is not triggered when there is no inter-core interference. Note
that Serial has a slowdown of up to 1.4x compared to GP due to its blocking nature when
handling memory requests.

5.6.4 Discussion

This work reveals that PPP guarantees the worst-case latency and maintains SC and TSO
while foregoing marginal performance. Unlike DUEPCO, which supports multiple outstand-
ing requests for safety-critical systems but risks producing logically incorrect results for
memory accesses, PPP ensures both timing predictability and logical correctness. Further-
more, PPP delivers performance comparable to GP and DP-Retry in typical execution sce-
narios, such as those illustrated in Figure 5.7(d)-(f). PPP offers a distinct advantage over
others by possessing a worst-case latency bound that is known and lower than the observed
worst-case latencies of GP and DP-Retry. We envision PPP’s WCL bound could be incorpo-
rated into static analyses [18,99, 117] to provide safe worst-case execution time estimates.
Further, PPP’s performance benefit improves the quality of service of applications, and it
encourages the deployment of performance demanding applications in safety-critical sys-
tems. Also, for systems such as mixed criticality, the slack provided by the performance
benefits can be used for other noncritical tasks [137,139]. As core count increases, PPP’s
analytical WCL bounds exceed those of Serial due to increased contention for shared re-
sources. This is an inherent consequence of the parallelism exploited by PPP and does not
represent a limitation of the approach; rather, PPP’s WCL remains a safe upper bound.
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5.7 Summary

We present PPP, a set of micro-architectural augmentations to enable the use of non-
blocking caches, and cache coherence for out-of-order pipelines in safety-critical embedded
systems. PPP allows multiple outstanding requests, exposed by both the out-of-order
pipeline and the non-blocking caches, for significant performance gains over state-of-the-
art techniques that serialize memory accesses by 2.07x, 2.79x, and 3.38x for 2, 4, and 8
cores. To the best of our knowledge, this is the first work to provide WCL guarantees for
memory accesses in safety-critical embedded systems that allow for multiple outstanding
requests, while enforcing the memory consistency model.
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Chapter 6

Directory-based coherence protocol
for predictable cache coherence

Previous chapters, as well as all existing state-of-the-art approaches allowing predictable
cache coherent data sharing, focus on the design and implementation of memory hierarchy
for safety-critical embedded multicore systems, where cores interconnect through a shared
snooping bus. These are apt solutions for multicores with a low core count such as the NXP
T2080 that are equipped with cache coherence [113]. However, it is well understood that a
shared snooping bus makes scaling to a large number of cores impractical [39]. Nonetheless,
addressing this drawback is imperative to meet today’s rising need for additional function-
alities, further consolidation of existing functionalities, delivering higher performance, and
reducing cost, size, weight, area and power [5, 70] Consider the Kalray MPPA 3 [13] that
has an 80-core architecture, where clusters are connected through NoCs and L2 caches are
partitioned across clusters. State-of-the-art approaches cannot be directly applied to such
multicore architectures. Therefore, developing a solution that enables predictable cache
coherence for larger core counts is paramount for future systems.

In this chapter, we present Ditty: a directory-based cache coherence approach for safety-
critical systems that scales to a larger number of cores, guarantees a WCL, and delivers high
performance via caching. It is well-known that directory-based cache coherence promote
scalability [24]; however, to the best of our knowledge, there is no prior effort in developing
a predictable directory-based cache coherence mechanism. With Ditty, we take the first
step in doing so. In designing Ditty, we encountered and addressed several important
challenges in comparison to efforts that use bus-based interconnects. First, analyses in prior
works [63,75,76] do not explicitly handle the effect of back-invalidations (a replacement
in the LLC requiring evictions of copies that are privately cached) on the WCL when
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including an inclusive LLC. Ditty addresses this challenge by explicitly accounting for this
in its analysis. Second, naively interconnecting cores using a predictable interconnect such
as HopliteRT [145] and employing a general purpose cache coherence protocol [105] may
result in a prohibitively large WCL. For this, Ditty methodically identifies scenarios that
indeed result in a large WCL, and proposes coherence protocol and micro-architectural
additions to lower the WCL.

To summarize, our main contributions in this chapter are as follows.

e We propose a predictable directory-based cache coherence approach for safety-critical
systems called Ditty. Ditty employs HopliteRT [115] as its predictable interconnect;
however, any predictable interconnect would suffice. Ditty includes carefully consid-
ered micro-architectural additions to the L2 cache controller and the directory. In
addition, Ditty extends the Modified-Shared-Invalid (MSI) cache coherence protocol
to complement the micro-architectural additions.

e We present a timing analysis for Ditty that computes the WCL a memory request
can experience. In this analysis, we identify the critical instance, which centers on
the eviction of cache lines in the LLC.

e We implement a hardware prototype of Ditty, and deploy it on an FPGA.

6.1 Background and related works

6.1.1 Hardware cache coherence mechanisms

A hardware cache coherence protocol (CCP) dictates the operations on data performed by
agents (cores and shared memory) in the memory hierarchy. Cache coherence protocols
ensure that all cores observe the same value at a given (logical) time [105]. Figure 6.1a
shows the MSI cache coherence protocol [105]. In MSI, each cache line is in one of the
following cache states: Modified (M) state, the Shared (S) state or the Invalid (I) state.
A cache line in M state means that the contents have been modified by the core and it
has read and write access permissions on that cache line. Only one core can be in the M
state. S state denotes that a core has read access permission, and the data contents are
unchanged. Multiple cores (called sharers) can have a cache line in S to allow read-only
access. A cache line in | state means that it is not available in the core’s private cache or
its data contents are not up-to-date. M, S, and | states are also called stable states.
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Figure 6.1: (a) MSI cache coherence protocol. (b) The detailed transitions between M and
l.

Practical implementations of a CCP use transient states to improve performance [105].
These transient states identify that a cache line is transitioning between two stable states.
Transient states are essential for overlapping the execution of memory requests. As an
example, Figure 6.1b shows the transient states of the transitions between M and | at the
core. A core caching a cache line in M needs to invalidate it due to limited set-associativity
to serve new requests, causing replacement on the cache line. This core transitions from M
into a transient state MI, meaning that the cache line is transitioning from M to |. Once the
core receives an acknowledgement of the replacement being done (PutAck), it transitions
into I. MI allows other cores to access this cache line, and for the core performing the
replacement to respond.

Drag away from bus-based approaches. Prior works employ snooping bus-based
coherent data sharing, while such an approach enjoys reduced complexity, it suffers from
several disadvantages: (1) The bus-based approach has limited scalability [29] as the num-
ber of cores increases within a single chip. (2) The bus-based approach must be co-designed
carefully with the LLC to manage the adverse impact of back-invalidations, which in the
worst-case, can be unbounded [155]. (3) Bus-based approach often deploys global wires,
which suffer from low utilization [35]. Moreover, one bus master is granted at a time,
hence the overall utilization of the bus is limited. These disadvantages is resolved when
migrating towards directory-based data sharing mechanism. Moreover, the use of on-chip
interconnect has the benefits during the design cycle since the electrical parameters are
known at the earlier stage of the design, enabling aggressive circuit techniques to be used
to boost performance or enhance power dissipation [35].
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6.1.2 Related works

Directory-based coherence mechanisms are pervasive in general purpose multicore plat-
forms [33, 138]. However, there are no prior efforts in developing a predictable directory-
based cache coherence mechanism that can be used in safety-critical systems. Ditty, to our
knowledge, is the first to do so.

Most of the recent research activity focused on cache coherence mechanisms for snoop-
ing bus-based multicores for safety-critical systems [63, 75,76, 104]. PMSI [75] utilized a
shared command and data bus for communication where an LLC was not present resulting
in a WCL that was quadratic in terms of the number of cores. PMST* [76] proposed coher-
ence protocol changes that lowers the WCL to linear. PISCOT [63] separated the request
bus and response bus, where the request bus deploys a time-division multiplexing arbitra-
tion and the response bus features a first-come-first-serve arbiter to boost performance.
PISCOT’s WCL is linear to the number of cores. Authors in [104] enables predictable
coherent data sharing with LLC through the use of a separate invalidation bus and the
use of a write-back buffer at the LLC. Authors in [(4] deploys COTS coherence protocols
on a shared bus deploying predictable arbitration scheme such as TDM, where a direct
cache-to-cache interconnect is used to ensure transmission of data within a single TDM
slot, achieving a linear WCL. Ditty does not use a shared snooping bus. Instead, it uses a
directory-based coherence protocol with a predictable interconnect for transmitting both
the command and data, and includes an inclusive LLC.

6.2 System model

Memory hierarchy. Our system model has N cores, a 3-level inclusive cache hierarchy;,
and a directory connected to a main memory as shown in Figure 6.2. Caches transfer
data at 16-byte cache line granularity. L1 and L2 caches are private to the cores and the
LLC is shared among all cores. All caches use least-recently-used replacement policy. A
directory tracks cache lines privately cached in L2 caches, maintaining coherent memory
accesses across all cores by being the ordering point. Existing multicore platforms such as
ARM DynamlIQ DSU and AMD Opteron platforms [33, [ 11] use a similar setup. We use
MSI to manage coherence between the cores [75]. Table 6.1 shows the messages used for
communication by the L2 and the directory. Our analysis focuses on characterizing the
WCL when the core issues a request that misses in the L1 and must access L2 to obtain
the latency, that is, the worst-case miss latency of L1.
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Figure 6.2: Ditty system model.

Interconnect. We require a predictable interconnect to have the following properties:
(1) point-to-point communication among connected end-points with three networks, and
(2) a worst-case communication latency (WCCL) when sending messages or data between
two end-points. General purpose multicores |15, 138] satisfy (1) by using three networks for
different types of messages: request, forward, and response. This delivers high performance
and ensures correctness [105]. For (2), the WCCL is essential for safety-critical systems and
recent efforts include [128, 115]. Note that, for transmission of point-to-point messages in
(1), Ditty supports interconnects with point-to-point ordering properties [15,105] and those
without by using acknowledgement messages, making the protocol applicable to point-to-
point ordered and unordered interconnect. For our evaluation, we use HopliteRT [145],
but Ditty works with any interconnect with the two properties.

FIFOs. Both L2 and the directory use FIFOs to buffer incoming and outgoing messages
as shown in Figure 6.2. At the input of the L2 cache controller, there are three FIFOs:
cache demand request (CDRF), forward request (FRF), and response (CRF). There are
three FIFOs as the input of the directory as well: write-back request (WRF), directory
demand request (DDRF), and response (DRF). The CDRF for L2 caches is of size 1. All
other FIFOs for L2 caches and the directory are of size .

» Core and L2 cache operations. A core requests data from the memory using a Load
and writes data to the memory using a . These requests access the L1 cache first. If
these requests hit in the L1 cache then the data is returned to the core for a Load, and
written to the L1 cache for a . If these requests miss in the L1 cache then L2 receives the
Load and requests on the core’s behalf. As in prior works |15, , 169], cache coherence
operates between the L2 and the LLC. Hence, we focus our discussion on the interaction
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Table 6.1: Coherence messages in L2 and LLC

Message Description FIFO

Read Get a shared copy of a cache line DDRF
Write Get an exclusive copy of a cache line DDRF
PutS Write back a shared copy of a cache line WRF

PutM Write back an exclusive copy of a cache line WRF
FwdGetS  Forward a shared copy of a cache line to another core FRF
FwdGetM Forward an exclusive copy of a cache line to another core FRF

Inv Invalidate a shared copy of a cache line FRF
PutAck Acknowledgement of a write-back request CRF
InvAck Acknowledgement of an Inv CRF, DRF
FwdAck  Acknowledgement of FwdGetS/FwdGetM CRF, DRF
Data Data response CRF, DRF

between the L2s, directory, and the LLC. If Load or hits in the L2 cache, the requested
data is returned to the core via the L1 (following inclusivity). Otherwise, the L2 cache
controller issues demand requests, a Read for a Load or a Write for a , to the directory. Read
requests the data to be read by the core, and Write requests the data that the core plans
to modify. Before sending a Read or a Write, the L2 cache may not have a vacant entry for
the requested data and must evict a wictim cache line. For this, the L2 cache controller
issues a PutS (clean copy of data) or a PutM (dirty copy of data) to relinquish its private
copy of the victim cache line. We refer to PutS or PutM requests as write-back requests.
Henceforth, we say that a core issues a request or receives a response to mean that the
core’s L2 cache controller issues a request or receives a response. Table 6.1 shows the usage
of FIFOs for each of the coherence messages.

» Directory operations. Upon receiving a demand request from the L2 cache controller,
the directory orchestrates the necessary communication and sends the requested cache line
to the L2 while maintaining coherence of the data between all cores. The directory tracks
the owner and a list of sharers of each privately cached cache line. Since L2 is inclusive,
only the lines in L2 are tracked. Incoming demand requests and write-back requests are
buffered in DDRF and WRF at the directory. The directory prioritizes write-back requests
over demand requests. On receiving a PutS (write-back of a clean cache line) request for
a cache line A from a core ¢,,, the directory removes c,, from the sharer list of A so that
the directory does not have to invalidate the copy in ¢,, when a later request modifies
A. For a PutM (write-back of a modified cache line), the directory marks that A is no
longer exclusively cached by ¢,,. The PutM carries data modified (dirty) by c,,; hence, the
directory updates the LLC with the most up-to-date data.
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6.3 Directory-based cache coherence mechanism

We exhaustively analyzed the MSI protocol and discovered that the design must be done
carefully to garner a low WCL. We concentrate our discussion on two key design choices.

Figure 6.3: (a) Ditty L2 cache contains controller (Ctrl) and storage and has an interface
with predictable arbitration. (b) Directory (Dir) interface eliminates PutAck. (c¢) PutAck
introduces long latency. (d) Ditty protocol eliminates PutAck.

6.3.1 L2 cache controller design

In MSI [105], the L2 cache controller arbitrates requests between the forward, demand,
and response networks in the following manner: response has highest priority followed by
forward and finally demand. This priority order ensures that causal order of messages
is preserved. We refer the reader to [105] for more details. Note that this prioritization
exists in silicon-proven L2 designs [15]. However, this specific priority order results in a
prohibitively large WCL. This occurs when cores request cache lines privately cached by a
specific core, ¢,,. This causes the directory to generate and send forward messages (asks
Cua to send data to requesting cores) to ¢,,’s L2, which get queued in ¢,,’s FRF. Due to
forward messages having higher priority, c,,’s demand request cannot be processed until
all forward messages are processed. In the worst-case, a core’s demand request is processed
by L2 after all cache lines receive two forward requests because of this prioritization. This
happens when all cache lines in L2 are in modified state, where the first forward request
requests the data be forwarded via a FwdGetS, and the second forward request asks ¢, to
inavlidate its copy via a Inv. Consider an 8kB L2 cache with 512 cache lines, where the
processing of each forward request takes 14 cycles. Hence, a core’s request is delayed 14336
cycles in the worst-case before being processed by the L2.

Solution 1. The culprit causing the large WCL is the priority order of messages between
the three networks. We observe that we can preserve the same properties necessary by the
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prioritization [105], but significantly lower the WCL by using a work-conserving round-
robin (WCRR) between the demand and forward networks, while the response network
remains the highest priority as illustrated in Figure 6.3a. With WCRR, a demand request
waits for 14 cycles in the worst-case before it can be processed, and this delay is agnostic
of the L2 size.

6.3.2 Coherence protocol: enabling predictable data sharing

MSI implementations require the directory to acknowledge a write-back request with a
PutAck message [105]. This is necessary for correctness [30, 105]. Waiting for a PutAck
results in a large WCL latency. We explain this with the example in Figure 6.3¢ with the
contents of the DDRF on the right. Suppose core ¢,, initially caches A exclusively in M
state. c,, issues a on B that requires it to evict A as a victim. This causes the PutM on
A to be sent to the LLC to revoke its ownership at 1. This transitions c,,’s copy of A
to a transient state MI. MI indicates that requests for c,,’s copy of A perceive the cache
line in M, but after receiving the PutAck, it will be invalid. In parallel, ¢y issues a Write
demand request to A at 2, and the directory forwards this to c,, with a FwdGetM. At 3,
c3 issues a Write request to another cache line C, that arrives later than c,’s request. The
directory processes these requests in arrival order due to the FIFOs. Hence, the directory
issues FwdGetM to c,,, where ¢,, sends Data of A as response at 7. Since ¢, is still waiting
for a PutAck, but it received the FwdGetM request, the cache line state transitions from MI
to transient state Il. This indicates that any further requests to c¢,, for A will cause ¢,
to respond with the copy not being valid. Note that by receiving the FwdGetM, ¢,, knows
that another core is writing to A; hence, it no longer has a valid copy of A. c¢,, also sends
a FwdAck to the directory at 7. The transition from M to | is highlighted in Figure 6.3d.
Observe that when the directory receives c,,’s PutM request, the requests by ¢ and c3
have arrived at the directory before it; thus, delaying c,,’s PutM as shown in the DRF at
6. Hence, the directory must complete cy’s request for A, and c3’s request for C' before
processing the PutM from c¢,, with a response of PutAck at 10. This allows c,, to issue
its next request to B. In the worst-case, all other cores, like ¢y and c3, issue requests that
arrive at the directory before ¢,,’s PutM, forcing the WCL to assume (N — 1) requests to
be completed before completing c¢,,’s write-back request. This leads to a large WCL.

Solution 2. Notice that a write-back request is always a result of a demand request.
Hence, the demand request must wait for the write-back request to complete before the L2
can perform the demand request. The PutAck signifies the end of the write-back request.
Based on this observation, we remove the need to wait for a PutAck on a write-back request
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by combining the demand with the write-back request, and sending them together to the
directory. This combination also prevents forward requests from intervening the process
of the write-back and demand request. This freedom of interference from forward requests
lowers the WCL. Ditty augments the coherence protocol and micro-architecture to imple-
ment this combining of requests. Figure 6.3d highlights coherence protocol changes for M
to | transition, in which a replacement on M directly transitions the line into | without
waiting for PutAck.

In the absence of PutAck, a naive implementation that performs all requests in FIFO
order may first encounter a demand request to a cache line A cached by a core in modified
state. The directory then sends a forward request to the core, asking it to forward the
data to both the core and the directory. However, the core may have written back A,
and its PutM request is queued after the demand request. The demand request is stalled
forever since the directory cannot process the PutM request first. To prevent this situation,
Ditty makes micro-architectural modifications as shown in Figure 6.3b. Specifically, Ditty
uses two FIFOs, directory demand request FIFO (DDRF) and write-back request FIFO
(WRF), to buffer demand and write-back requests, respectively. Additionally, the directory
controller prioritizes the processing of write-back requests over demand requests.

6.4 WCL analysis for memory requests

We analyze the WCL a request experiences after the request misses in L1 and accesses
the L2. Figure 6.4 illustrates the path the request takes in the hardware to experience
the WCL. We start with a miss in the L1 resulting in a demand request being sent to
the CDRF at the L2 (1). L2 sends this demand request over the request network to the
directory (2). This request gets buffered in the DDRF and WRF of the directory (3).
When the directory processes this request, it may invalidate copies of the cache line from
cores by using the forward and response networks, and fetching the data from the main
memory (4). Finally, the directory sends the data to the L2 (5).

We begin by presenting the WCL at the directory (4 in Figure 6.4), WC'Lp;, using
Lemmas 10 and 11.

Lemma 10. The WCL a memory request experiences at the directory, WC Lp;,, is a de-
mand request that is a miss in the directory and causes an eviction of a cache line from

the LLC.

Proof. Note that only write-back and demand requests arrive at the directory. Write-back
requests access the directory and LLC’s data array. Demand requests that miss in the
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Figure 6.4: A memory request of ¢,, undergoes the WCL.

directory, however, require additional latency to access the data from the main memory and
send it through the interconnect to the requesting L2 in addition to having to write-back
a cache line. Thus, demand requests that miss in the directory experience the WCL. [

Lemma 11. The per-request WCL at the directory is:
WC Loy, = max (maX(LNmsg + Limsg + (2N = 2) L1, Linem),
Lmem + maX(lesg + Ldata + (2N - 2)LL27 Lmem)) + LDira

where Limsg s the WCL to transfer a non-data message over the predictable interconnect,
Lnmsg @s the WCCL to transfer N messages, Lmem 15 the WCL to transfer a cache line
between the main memory and directory, Lya 1S the WCL to transfer a cache line between
the LLC and L2, L5 is the WCL of L2 processing one incoming message, and Lp;, denotes
the WCL counterpart for the directory to access the same internal structures.

Proof. Lemma 10 states that the worst-case scenario occurs when c¢,,’s request is a miss

in the directory and causes an eviction in the LLC. The cache line selected for eviction,
the victim, can be in one of three states: invalid (not cached in any private cache), shared
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or modified. We omit the case for an invalid victim as its eviction does not incur any
interconnect traffic.

Case 1. Victim is shared. A victim line that is shared, in the worst-case, may be
privately cached by all N cores. Thus, writing back the victim requires invalidating all NV
copies due to inclusive cache hierarchy. The directory sends Inv messages to N cores and
receives acknowledgments incurring a latency of Lymsg. When an Inv arrives at a core’s
L2, it may be last in its FRF. At worst, this Inv message is queued after (N — 2) forward
requests in FRF as the Inv message occupies one entry in the FRF and each core makes
at most one outstanding request. With Solution 1, WCRR ensures the Inv is processed
after (N — 1) demand requests and (N — 2) forward requests. Notice that a demand
request can hit in the L2, whose completion allows a new demand request to appear in
the next arbitration cycle. The demand requests, forward requests, and Inv itself each take
Ly, incurring a latency of (2N — 2)Li,. Finally, it takes Limsg to send back invalidation
acknowledgement. When evicting the victim, the directory requests the main memory to
fetch the data in parallel, incurring a latency of Lyem. This overlapping is possible because
the invalidation only occupies the bandwidth of the interconnect and not the bandwidth
of the main memory. Hence, the WCL is max(Lnmsg + Limsg + (2N — 2) Li2, Linem)-

Case 2. Victim is modified. When the victim is modified by a core, the directory
sends a FwdGetM to the core caching the data, causing a latency of Limsg. Similar to the
invalidation case, a FwdGetM is processed after (N — 1) demand requests and after (N — 2)
forward requests in the worst-case, causing a total latency of (2N — 2)L;,. The core then
sends the data back to the directory, causing Lgat,. Finally, the directory needs to write-
back the data to free an entry in the LLC, causing a latency of Lnem. The directory
fetches the data in parallel, causing a latency of Ly.m. Hence, the worst-case latency is
maX(lesg + Ldata + (2N - 2)[4_2, Lmem) + Lmem- ]

Lemma 12 shows the critical instance of a memory request the core under analysis, ¢,
experiences.

Lemma 12. ¢,,’s request experiences the WCL when (1) the request is processed after a
forward request in the L2 cache; (2) the request triggers a replacement of a dirty cache line,
incurring a write-back request in the L2; (3) the combined demand request and write-back
request undergoes WCCL to reach the directory; (4) the request arrives at the DDRF of the
directory and is the last of N demand requests in the DDRF and N write-back requests in
the WRF; (5) before the request is processed by the LLC, the directory processes (2N — 1)
write-back requests; (6) all N demand requests experience WC Lpy,, and, (7) the response
undergoes the WCCL to reach the L2.
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Proof. We employ Figure 6.4 to guide the proof. (1) A demand request arriving at the L2
in CDRF is assured to be the only request since each core can only have one outstanding
memory request. Thus, in the worst-case, this request is processed after one forward request
due to the WCRR arbitration (1). (2) When L2 processes this request, the request happens
to be a miss. This requires a victim line in L2 to be replaced. However, consider this victim
line to be modified. Then, a write-back request (PutM) is necessary to vacate this entry.
Thus, the L2 cache controller combines the demand and write-back request, and sends it
to the directory. (3) This combined request takes WCCL to arrive at the directory (2).
(4) At the directory, write-back requests have higher priority than demand requests; hence,
in the worst-case, the PutM of the combined request interferes with its demand request.
Further, the directory processes incoming requests from DDRF and WRF one at a time.
In the worst-case, the demand request is last in the DDRF. Since each core has at most one
outstanding request, all prior (N — 1) demand requests in DDRF have their corresponding
write-back requests. Thus, in the worst-case, there are N write-back requests when the
combined request arrives at the directory. (5) Before the directory processes the combined
request, (N —1) cores can finish their requests (taking W C'Lp;, each) that arrived earlier in
the DDRF, and they can issue new combined requests. Although the new demand requests
are queued later in DDRF, their write-back requests interfere with demand request because
the directory prioritizes the write-back requests. At worst, the interference is caused by
2N — 1 write-back requests. (4), (5) and (6) corresponds to 3 and 4 in Figure 6.4.
(7) Finally, the directory sends back the data response incurring WCCL on the response
network (5). O

Theorem 13 sums the WCL of a memory request.
Theorem 13. The WCL of c¢,,’s memory request is
WCL =2L15 + Lyata + WC Linter + WC Lpiy + Laatas

where WC Linter = (2N — 1)Lpyy + (N — 1)WC Lpy, is the interference caused by demand
requests and write-back requests at the DDRF and WRE.

6.5 Evaluation

We evaluate Ditty in hardware on a setup with 2, 4, 6, 8, and 10 cores respectively, with
cache line size of 16-byte on the Amazon F1 FPGA using Xilinx Vitis 2022.1. We assume
a 2-way set-associative L2 cache with a capacity of 512 B, and a 4-way set-associative
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Figure 6.5: Observed WCL in cycles.

inclusive LLC with 32 kB capacity. These capacities ensures 10 cores fit within the FPGA.
The cores execute the memory request traces generated by the host machine using the PIN
instrumentation tool [98]. Our hardware implementation operates at 100 MHz, and reveals
that L, = 14 cycles, Lpi, = 30 cycles, and Lnem = 200 cycles. The left part of Table 6.2
shows the interconnect latency components corresponding to each of the configurations.

6.5.1 Synthetic workloads

The synthetic workloads stress our implementation of Ditty by accessing cache lines in the
same set in the LLC. We also compare against a general purpose coherent data sharing
mechanism (GPDir). Table 6.2 shows the observed WCL (OWCL) are below the analytical
WCL (AWCL) for all configurations.

6.5.2 SPLASH-3 benchmarks

We also evaluate Ditty and GPDir with SPLASH-3 benchmarks. Figure 6.5 shows the OWCL
bound for Ditty and GPDir. We observe that as the number of cores increases, the WCL
exhibited by Ditty is within the AWCL bound. Although our experiments show that GPDir
has similar OWCL, its WCL is not guaranteed as it is for Ditty. Our evaluation indicates
that Ditty exhibits less than 0.001% performance difference compared to GPDir. Although
we are able to execute radiosity and raytrace, due to the large input size, we are unable
to finish the execution.

6.5.3 Resource Utilization

Table 6.2 shows the resource utilization of Ditty and GPDir private caches. Across all
configurations, we observe that each Ditty private L2 cache consumes more flip-flops (FF's)
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and lookup tables (LUTs) compared to GPDir private L2 cache. This is because Ditty
combines demand request and its corresponding write-back request, and hence, the vacant
entry is readily available for tracking the demand request. Ditty’s LLC consumes 3114 FF's,
19723 LUTs, 224 BRAMs and 8 URAMs. While the GPDir consumes 2749 FFs, 20902
LUTs, 224 BRAMs and 8 URAMSs. Hence, Ditty consumes more FFs compared to a GPDir.
This is because Ditty employs DDRF and WRF to store demand requests and write-back
requests, while GPDir only has one FIFO for both demand requests and write-back requests.

6.6 Summary

We present Ditty, a predictable cache coherent data sharing mechanism. To achieve pre-
dictability, Ditty employs predictable arbitration between demand requests and forward
requests at the L2, and proposes to add WRF at the directory. Ditty also eliminates
PutAck in the coherence protocol to achieve lower WCL bound. Our empirical evaluation
shows that Ditty imposes negligible impact on performance compared to general purpose
directory-based coherent data sharing mechanism.
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Table 6.2: Interconnect latencies (Intc. Lat.), observed worst-case latency (OWL), ana-
lytical worst-case latency (AWL), and resource utilization of Ditty and GPDir. Resource
utilization is reported in the number of flip-flops (FFs), lookup tables (LUTs), and block
RAMs (BR).

Intc. Lat. WCLs (cycles) Resource utilization
(cycles) Ditty  GPDir Ditty GPDir
N Ling Lnme OWL AWL OWL  FFs LUTs BR FFs LUTs BR

2 15 23 434 578 434 610419516 20 7138 20908 20
4 35 59 892 1598 89212208 39032 40 14276 41816 40
6 63 111 1383 2964 1383 1831258548 60 21414 62724 60
8 99 179 1845 5044 1845 24416 78064 80 28552 83632 80
10 143 263 2346 7796 2346 30520 97580 100 35690 104540 100
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Chapter 7

Conclusion and Future Works

This thesis examines the design and implementation of predictable cache coherence mech-
anisms for safety-critical systems. The performance and scalability of cache hierarchy of a
hardware cache coherence-based predictable shared data communication can be advanced
through innovative mechanisms that target interference mitigation, enable dynamic con-
sistency, and adapt to future architectural challenges, while preserving strict timing guar-
antees.

The key contributions of this thesis include:

1. Identifying that the back-invalidation effect on the WCL is not explicitly handled in
prior works [63,75,76] when adopting an inclusive LLC. And we present an analysis
that explicitly accounts for this effect, showing that the WCL can be bounded for the
1S-TDM arbitration schedule. We also present set sequencer, a hardware structure
that lowers the WCL when sharing an LLC partition, cubic in the number of cores.

2. Proposing a novel last-level cache architecture, ZCLLC. ZCLLC completely elimi-
nates back-invalidations from the last-level cache, and thus achieve a WCL that is
linear in the number of cores.

3. Proposing a predictable cache coherence approach for safety-critical systems called
PPP. PPP allows for multiple outstanding requests per core while also guaranteeing
a WCL and ensuring consistency model correctness. PPP acheives this by employing
micro-architectural extensions to the shared bus, as well as a novel cache coherence
protocol.
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4. Proposing a predictable directory-based cache coherence approach for safety-critical
systems called Ditty. Ditty employs HopliteRT [115] as its predictable interconnect;
however, any predictable interconnect would suffice. Ditty includes carefully consid-
ered micro-architectural additions to the L2 cache controller and the directory. In
addition, Ditty extends the MSI cache coherence protocol to complement the micro-
architectural additions.

The research contirubtions in this thesis present the following future extensions.

1. Predictable and High Performance Coherence Protocol for Heterogeneous
Safety-critical Architectures: The slowdown of Moore’s law [39] and the increas-
ing demand for high-performance computing have led to the development of hetero-
geneous multicore architectures, where domain-specific hardware components such
as GPUs [108], FPGAs [157], and accelerators are integrated with general-purpose
cores [168]. While the research contributions in this thesis focus on predictable cache
coherence for homogeneous multicore architectures, one of the future works is to
extend the proposed cache coherence protocols to heterogeneous multicore architec-
tures.

2. Formal Verification for Predictable Cache Coherence Protocols: Currently,
all the proposed cache coherence protocols are verified using simulation-based tech-
niques and are manually verified. Coherence protocols are complex and are typically
verified via theorem provers [134] or model checkers [6]. For safety-critical systems,
the cache coherence protocol must not only satisfy the functional correctness as re-
quired in general-purpose systems but also guarantee the predictability of the system
in the form of a bounded worst-case latency. While tools are available for modeling
and verifying real-time systems [19], their application to cache coherence protocols
is not studied in the literature. One of the future works is to formally verify the

proposed cache coherence protocols using formal verification tools such as Lean [38],
or TLA+ [163].
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