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Abstract

Autonomous driving system (ADS), leveraging recent advancements in various learning
algorithms, has demonstrated significant potential to enhance traffic safety. However, in
the dynamic service environments, one of the crucial challenges in ADS safety evaluation
is managing performance uncertainties inherent in these black-box learning algorithms.
Among all ADS functional modules, decision-making module is responsible for interpreting
sensory results and determining vehicle maneuvers. Thus, developing an uncertainty-aware
decision-making module becomes critical for ensuring ADS driving safety.

Building an uncertainty-aware decision-making module necessitates a comprehensive
approach to identify the origins of learning algorithm uncertainties within ADS and un-
derstand the potential vehicle-level hazards they may cause. Through the associated risk
assessment, these identified uncertainties can then guide ADS safety design priority and
pinpoint uncertainty quantification requirements. Eventually, the quantified uncertainties
and their propagation effects in ADS need to be integrated into the decision-making module
to deliver more dependable decisions. However, existing ADS safety research lacks a pro-
cedure to connect qualitative uncertainty understanding to quantitative decision-making
support evidence. In this thesis, a systematic approach is presented to first qualitatively
identify, then quantify, and finally incorporate uncertainties into ADS decision-making
process to enhance driving safety.

This thesis presents three main components for constructing a dependable, uncertainty-
aware decision-making module. The first part introduces a sequential ADS safety analysis
using a combination of Hazard and Operability Study (HAZOP) and System-Theoretic
Process Analysis (STPA) to understand the causal relationships and effects of learning al-
gorithm uncertainties within a complex autonomous vehicle system. This analysis aids in
generating combinatorial test cases for simulation verification. A detailed real-world case
study is presented to demonstrate the effectiveness of the proposed safety analysis method.
The second part formulates an uncertainty quantification problem based on the previous
analysis results, utilizing High Definition (HD) maps and Polynomial Chaos Expansion
(PCE) for statistical analysis. The focus is on pedestrian position uncertainty from the
perception module, with simulation and real-world testing results showing promising ac-
curacy of PCE in dynamic environmental conditions. The third part investigates system
propagation effect of quantified uncertainty using a Dynamic Bayesian Network (DBN)
and integrates the uncertainties into decision-making process through an Influence Di-
agram (ID) model. By updating the utility functions in the ID, the proposed DBNID
method enhances safety performance when encountering unexpected pedestrian behaviors
in simulations and changing weather conditions with real-world testing datasets.
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Chapter 1

Introduction

Autonomous driving systems (ADS) are at the forefront of technological innovation. They

0 er numerous bene ts like reducing human errors, congestion, emission, and enhancing
accessibility. However, ensuring the safe operation of autonomous driving is always the rst
stride towards fully realizing these bene ts. While ADS can navigate complex environments
with the help of di erent learning algorithms, it must contend with various conditions,
ranging from uctuating weather conditions to unpredictable road user behaviours. Failure
to adequately address these learning algorithm uncertainties could jeopardize the safety
of ADS, undermining public trust and impeding widespread adoption. Among all ADS
functional modules, decision making governs ego vehicle maneuvers, interacts with other
tra ¢ participants, and is responsible for the driving safety. Thus, uncertainty-aware
decision making has gained signi cant research interest in the autonomous driving eld.
The objective of this thesis is to present a systematic approach to rstly identify, then
quantify, and nally account for learning algorithm uncertainties into ADS decision-making
process to enhance driving safety. In this chapter, motivations to develop uncertainty-aware
decision-making algorithms are presented in Section 1.1, followed by the objectives of the
proposed approach in Section 1.2. Furthermore, Section 1.3 presents the outline of the core
chapters in this thesis.

1.1 Motivations

In the last two decades, there has been a growing research interest towards improving the
safety performance of ADS technologies to facilitate their widespread commercialization.



Through collaborative e orts involving universities, automobile manufacturers, and gov-
ernments, several stand-alone advanced driver assistance systems (ADAS) functionalities
[8] have been released to the market [9]. Moreover, safety standards like 1ISO26262 and
1ISO21448 have served as references for the design and evaluation of ADS safety measures
[7, 10]. Nevertheless, a systematic procedure for identifying vehicle-level hazards arising
from both noisy observations (i.e. aleatoric uncertainties) and model de ciencies (i.e. epis-
temic uncertainties) [11] across di erent functional module levels remains lacking. This
challenge stems from the black-box nature of the learning algorithms and the intricate
function interactions within ADS [12]. Addressing this issue is crucial as it not only limits

a comprehensive understanding of ADS safety performance, sometimes misguiding itera-
tive safety enhancements, but also undermines customer con dence and acceptance of ADS
technologies [13].

After understanding the qualitative hazard-uncertainty relationships in ADS, it be-
comes imperative to quantify the identi ed uncertainties originating from the ADS learn-
ing algorithms, employing appropriate criticality measures. Although learning algorithms
demonstrate pro ciency in processing vast amounts of data and learning complex patterns,
they often lack transparency in their result generation processes [14]. This opacity poses
challenges in tracing how uncertainties propagate through the system and assessing their
impact on safety-critical decisions, hindering e orts to mitigate potential risks e ectively
[15]. Moreover, ADS operates within highly dynamic environments where factors such as
weather conditions and tra ¢ participants' behaviors continuously uctuate. These uncer-
tainties manifest diversely, including sensor noises, environmental variability, and temporal
shifts in training datasets, presenting substantial hurdles to precise risk assessment and de-
cision making [11, 16]. Furthermore, ADS must make split-second decisions in dynamic
environments and this real-time requirement imposes another constraint on many exist-
ing uncertainty quanti cation methods [17, 18]. Hence, developing an online and general
uncertainty quanti cation method capable of addressing various forms of identi ed uncer-
tainties from ADS learning algorithms and their system propagation impact emerges as a
pivotal next stride.

The quanti ed uncertainties need to be integrated into the decision-making process
to enable the generation of uncertainty-aware high-level driving maneuvers for vehicle
path planning module and low-level motion control module. Similar to uncertainty quan-
ti cation, real-time processing is also a valid constraint for designing uncertainty-aware
decision-making mechanisms that yield safety-critical responses e ciently. Furthermore,
from a safety analysis perspective, ensuring the transparency and interpretability of a
decision-making process is essential for instilling public con dence, especially in instances
where black-box learning algorithms are prevalent in ADS [19]. Uncertainty interpreta-
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tion will be particularly challenging to achieve when some end-to-end or learning-based
planning approaches are employed. Moreover, given the diverse forms and dynamic na-
ture of quanti ed uncertainties, decision-making algorithms should adaptively incorporate
them and remain capable of dynamic updates based on evolving conditions to ensure
safety across diverse environments. Therefore, formulating an online uncertainty-aware
decision-making method that can accommodate varying uncertainties represents another
crucial step towards e ectively translating the knowledge of identi ed ADS uncertainties
and safety hazards to tangible safety performance enhancements.

1.2 Objectives

This thesis endeavors to enhance the safety and interpretability of ADS by integrating
the impact of uncertainties encountered by ADS learning algorithms into decision-making
processes, thereby yielding safer and more transparent high-level driving behavior decisions.
To realize this goal, the thesis delineates three sequential objectives (see Figure 1.1):

I. Uncertainty Identi cation and Vehicle-level Hazard Analysis

This objective rst necessitates identifying the vehicle-level hazards associated with each
functional module in ADS. Subsequently, the traceability between ADS vehicle hazards and
learning algorithm uncertainties is analyzed, providing a foundation for later uncertainty
quanti cation work. Furthermore, leveraging the identi ed hazard-uncertainty traceability,
speci c edge case test scenarios are generated to facilitate the examination of the proposed
uncertainty-aware decision-making algorithm in simulation. Detailed exploration of hazard
analysis, identi cation of ADS hazard-uncertainty relationships, and edge case generation
are presented in Chapter 3.

[1. Quanti cation of Identi ed Uncertainties

This objective entails the development of a comprehensive uncertainty quanti cation frame-
work capable of addressing various types of identi ed uncertainties or learning algorithms
in real time. Drawing insights from the ndings of the rst objective, speci ¢ uncertainties
are quanti ed in this thesis as illustrative examples. Detailed discussions on formulating
a real-time, general uncertainty quanti cation method to accommodate diverse identi ed
ADS uncertainties are presented in Chapter 4.

[1l. Uncertainty Incorporation within Decision-making Module

This objective rst involves addressing the system propagation impact of the quanti ed
uncertainties and necessitates the proposed decision-making algorithm to be online, adap-

3



Figure 1.1: Overview of work ow among three research objectives to achieve ADS un-
certainty identi cation, quanti cation, and incorporation for safer and more interpretable
decision-making performance. One uncertainty and its system propagation trace is high-
lighted in red in objective 1.

tive to varying uncertainties and self-updating. Detailed exploration of this real-time,
uncertainty-aware decision-making algorithm is provided in Chapter 5.

1.3 Outline

The remainder of this thesis is organized as below:

In Chapter 2, Section 2.1 rstly reviews existing ADS safety standards, focusing on how
these standards identify potential uncertainties and conduct qualitative safety analyses for
ADAS functions. The research gap mentioned in the rst objective is then addressed.
Section 2.2 discusses various uncertainty quanti cation methods, particularly in ADS per-
ception and prediction, highlighting their limitations and connection to the second research
objective. Section 2.3 reviews current uncertainty-aware decision-making techniques, out-
lining their characteristics and relevance to the third research objective.

Chapter 3 details the process of safety hazard analysis using Hazard and Operability
Study (HAZOP) and Systems Theoretic Process Analysis (STPA), along with an edge
case generation method. Section 3.1 provides an overview of these safety analysis tools,
while Section 3.2 presents the proposed sequential safety analysis method. The chapter
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applies these techniques to the WATonoBus project, identifying vehicle-level safety hazards,
linking learning algorithm uncertainties to potential malfunctions (Section??), assessing
their risks (Section 3.4), and generating edge cases for testing (Section 3.5).

Chapter 4 focuses on quantifying Object Position Uncertainty (OPU) within the per-
ception module using Polynomial Chaos Expansion (PCE). Section 4.1 introduces the
principles of PCE, while Section 4.2 formulates the OPU quanti cation problem. Section
4.3 details the methodology for quantifying OPU, and Section 4.4 presents simulation and
experimental results, comparing the PCE-based approach with a baseline model. Section
4.5 discusses the e ectiveness and reliability of the proposed method.

Chapter 5 explores the system propagation e ects of quanti ed uncertainty and im-
plements an uncertainty-aware decision-making method using Dynamic Bayesian Network
and In uence Diagram (DBNID). Section 5.1 provides an overview of Bayesian networks
and in uence diagrams. Sections 5.2 and 5.3 detail the DBNID methodology, focusing on
how perception uncertainty a ects pedestrian trajectory prediction and threat assessment.
Section 5.4 presents comparative results with a baseline model, followed by a discussion in
Section 5.5.

Finally, in Chapter 6, the important ndings and related future research directions are
summarized.



Chapter 2

Literature Review

In this chapter, a comprehensive review of existing safety analyses conducted on ADS and
ADAS functions is undertaken, along with their employed Safety Of The Intended Func-
tionality (SOTIF) techniques in Section 2.1. This review aims to elucidate the current

e orts invested by both academia and industry in enhancing ADS safety. Additionally, the
assumptions and limitations inherent in these analyses are scrutinized, particularly under-
scoring the need for safety enhancement by leveraging insights into uncertainties present
in ADS learning algorithms and their impacts on the decision-making process. Section 2.2
then focuses on current uncertainty quanti cation methods, especially those tailored for
data-driven algorithms utilized in ADS applications. Section 2.3 reviews the mainstream
decision-making techniques and how uncertainties have been incorporated in the decision-
making module. By reviewing existing practices, this section seeks to identify prevailing
approaches and highlight areas for improvement in e ectively incorporating uncertainties
into decision-making processes. Finally, a synthesis of the literature review ndings is
presented, outlining how existing studies identify, quantify, and incorporate uncertainties
in ADS safety designs. Through this summary, this chapter concludes by pinpointing the
research gap that this thesis endeavors to address and solve.

2.1 Qualitative ADS Safety Analysis

Ensuring the safe operation of vehicles is a top priority in the automotive industry, par-
ticularly when commercial vehicles increasingly integrate ADAS and autonomous driving
functionalities. As these technologies become more prevalent, maintaining safety standards
is essential to prevent accidents and uphold public trust in these systems. Established
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frameworks like ISO 26262 [7] o er guidelines for developing functional safety measures
within automotive systems, encompassing both ADS and ADAS functions. Additionally,
qualitative safety analyses related to SOTIF [10] focus on the learning algorithms of ADS
to enhance safe decision-making processes. Once the uncertainties are identi ed, corre-
sponding simulation test cases are usually generated in the rst place to examine the ADS
designs against the evaluation criteria. The following subsections will delve into the exist-
ing safety standards, review the qualitative ADS safety analyses, highlight the advantages
and limitations of these analyses, and introduce the commonly used simulation test case
generating mechanism in ADS safety veri cation eld.

2.1.1 ADS Autonomy Levels and Safety Standards

The Society of Automotive Engineers (SAE) has de ned six levels of vehicle autonomy,
known as the SAE autonomy levels, which categorize the degree of automation in vehi-
cles. These levels range from Level 0, where the human driver controls all aspects of
driving, to Level 5, where the vehicle is fully autonomous and capable of operating with-
out any human intervention [3]. At Level 1, the vehicle features driver assistance systems
that can control either steering or acceleration/deceleration, but not both simultaneously.
Level 2 introduces partial automation, where the vehicle can control both steering and
acceleration/deceleration simultaneously under certain conditions, but the human driver
must remain engaged and always monitor the tra c. At Level 3, conditional automation is
achieved, allowing the vehicle to perform all driving tasks under speci ¢ conditions or envi-
ronments, but the human driver must be ready to intervene when prompted by the system.
Level 4 represents high automation, where the vehicle can operate autonomously in pre-
de ned environments or scenarios without human intervention, although human takeover
may still be required in certain situations. Finally, Level 5 signi es full automation, where
the vehicle is capable of autonomous operation in all driving conditions without any human
input or supervision. As vehicles transition from lower to higher SAE autonomy levels,
the importance of handling uncertainties in learning algorithms and making safe decisions
becomes increasingly critical [20]. At higher autonomy levels, where vehicles operate with
greater automation and reduced human intervention, learning algorithms play a signi -
cant role in decision-making processes. However, these algorithms introduce uncertainties
due to factors such as data variability, model complexity, and dynamic operating environ-
ments. It is essential to e ectively manage and mitigate these uncertainties to ensure the
safe operation of ADS. Therefore, the existing vehicle safety standards for ADS and ADAS
functions are reviewed.

To ensure robust safety performance, the vehicle's electrical system must meet the
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functional safety standards outlined in ISO 26262 and mitigate hardware risks [7]. 1SO
26262 utilizes Automotive Safety Integrity Level (ASIL) classi cations to quantify the level

of risk reduction necessary to mitigate speci c hazards, ranging from the lowest ASIL-A

to the highest ASIL-D. However, traditional safety standards may not fully address the
unique challenges presented by machine learning algorithms within ADS systems [21]. In
response, the concept of SOTIF has emerged as a complementary approach to the tradi-
tional functional safety standards. SOTIF focuses on ensuring the safety of autonomous
systems under all foreseeable conditions, including scenarios where the system operates
as intended but generates unexpected or unsafe outcomes. Consequently, ISO 21448 was
developed to mitigate risks stemming from performance limitations or insu cient situa-
tional awareness of learning-based algorithms [10, 22, 23]. Subsequently, a complementary
standard, UL 4600, was drafted to address the safety of autonomous vehicles on public
roads, with a focus on both urban and highway use cases [24].

Besides the safety standards governing ADS, there are speci ¢ standards and testing
procedures tailored for various ADAS functions. For instance, ISO standards such as
17361, 15622, and 20035 are formulated for Lane Departure Warning (LDW), Adaptive
Cruising Control (ACC), and Cooperative Adaptive Cruising Control (CACC) for Level
1 or Level 2 functions [25, 26, 27]. Moreover, for more advanced Level 4 autonomy func-
tions like Low-speed Automated Driving (LSAD) and Automated Valet Parking (AVP),
corresponding safety standards such as ISO 22737 and 23374 have been developed [28, 29].
Additionally, recently released standards like ISO 19237 and 22078 cater to object sensing
and detection functions, such as Pedestrian/Bicyclist Detection and Collision Mitigation
(PDCM/BDCM) [30, 31]. These ADAS safety standards delineate that functions with
lower autonomy levels typically operate within a broader service environment and impose
lesser demands on learning algorithms. In contrast, higher-level autonomy systems require
the ability to address more intricate perception tasks, thus currently constrained within a
narrower operational domain.

2.1.2 ADS Safety Analysis and Related Tools

Given the recognized challenges in evaluating the safety of autonomous driving, includ-
ing intricate requirements, non-deterministic algorithms, and fail-operational systems [32],
coupled with the release of ISO 21448, numerous studies have been conducted to investi-
gate the SOTIF issues in autonomous vehicles. Tchoya et al. [33] delved into the primary
uncertainties encountered in the development process of ADAS functions. They identi ed
ve key categories of uncertainty, including the inherent uncertainty of trained models,
sensor measurements a ected by noise in the surrounding environment, uncertainties in
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sensor fusion interpretation, decision-making challenges in con icting scenarios, and un-
certainties arising from unexpected tra c actors' intentions. Additionally, studies outlined

in [34] expanded on these ndings by incorporating additional sources of uncertainty, such
as temporal changes in the static tra ¢ environment and uncertainties associated with
low-level vehicle components.

In addition to primary uncertainties, a signi cant contributor to the inadequacy of
SOTIF in ADAS is the provision of inaccurate inputs by learning-based algorithms for
decision-making. These algorithms are predominantly utilized in the perception mod-
ule for tasks such as object detection, tracking, and semantic segmentation [35]. Con-
sequently, many SOTIF-focused investigations aim to qualitatively identify the potential
causes behind the uncertain performance of the perception module. M. Klas and L. Sem-
bach provided an overview in [36, 37], elucidating how uncertainties a ect the outcomes
of perception algorithms. These uncertainties are broadly categorized into three classes:
model t, data quality, and scope compliance. Model t pertains to the inherent statisti-
cal uncertainties within trained machine learning models, while data quality refers to the
noise present in training and testing data due to suboptimal data collection conditions.
Scope compliance denotes issues arising when trained models are applied outside the Op-
erational Design Domain (ODD). Additionally, their studies involved the development of a
conceptual probabilistic model to approximate uncertainties related to situation awareness,
stemming from data quality and scope compliance concerns.

In [38], Oliver Willers et al. delved deeper into the safety implications of deep learn-
ing models on a technical level, building upon the previously identi ed concerns. They
highlighted uncertainties associated with deep learning models in safe-critical scenarios
such as shifting data distributions in real-world tra ¢ environments and the absence of
threat assessment mechanisms to evaluate the results of deep learning algorithms. Drawing
from 1SO 21448 guidelines, qualitative mitigation methods were then outlined, including
the justi cation of data acquisition strategies, the provision of reliable con dence informa-
tion, and the utilization of gray-box algorithms. However, these mitigation strategies were
presented as future research directions in the study, lacking quantitative explanations.

Alex and Yarin [11] delved deeper into the uncertainties inherent in vision tasks for au-
tonomous vehicles. They delineated two primary types of uncertainties: aleatoric and epis-
temic uncertainties. Aleatoric uncertainty pertains to environmental observation noises,
while epistemic uncertainty involves uncertainties within the Neural Network (NN) model,
which can potentially be mitigated with su cient data coverage. The study also intro-
duced a Bayesian-based deep learning model designed to address uncertainties in vision
tasks, particularly focusing on epistemic uncertainties. However, the investigation did
not extend to aleatoric uncertainties stemming from dataset noises in the model or the
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dynamics of ODD.

Apart from the existing safety analyses on identifying the uncertainties behind ADS
learning algorithms, there are also various well-established hazard identi cation techniques,
which can aid the qualitative safety analysis along with the guidelines of SOTIF. These
techniques include Fault Tree Analysis (FTA), Event Tree Analysis (ETA), Hazard and
Operability Study (HAZOP), and System-Theoretic Process Analysis (STPA) [39, 40, 41].
FTA and ETA primarily concentrate on analyzing system failures and their consequences,
providing valuable insights into potential failure modes and their probabilities. In contrast,
HAZOP delves into process deviations and associated risks, meticulously examining the
variations from intended operations and their potential hazards. STPA takes a holistic
approach by considering system interactions and control failures, aiming to uncover un-
derlying vulnerabilities and systemic safety implications. Despite the extensive analyses
provided by these methodologies, ongoing research still endeavors to bridge the identi-
ed hazards to the ODD of ADS and formulating e ective edge case scenarios, aiming to
enhance safety assurance in autonomous driving.

2.1.3 Simulation Test Case Generation for ADS Safety Veri ca-
tion

There are various methods available for assessing the SOTIF capabilities of ADS, namely
scenario-based approach, formal veri cation, function-based approach, real-world testing,
shadow mode testing, and tra c-simulation-based approach. Among all these methods,
the scenario-based approach is very promising in the current state of art [42] and has been
employed in large-scale research projects [43, 44]. Therefore, how to generate test cases
e ectively and comprehensively in simulation obtains heavy research interests.

Overall, simulation test cases can be generated through either a knowledge-based ap-
proach or data-driven approach. Speci cally, knowledge-based approach uses abstract
information or expert knowledge to directly create functional, logical, and concrete scenar-
ios for a test case database. Based on the knowledge of ADS function scope and service
environment, [45] rstly proposed a fundamental ontology for ADS test case construc-
tion, creating a concrete basis for other later studies. Following that, more ADS-related
ontologies are proposed for highway test case generation [46, 47] and other complex sce-
narios [48]. On the other hand, a data-driven scenario generation approach can directly
determine concrete test scenarios without the help from any prede ned logical scenarios or
expert knowledge heuristics. Given the strength of processing high-dimensional databases
from machine learning algorithms, the data-driven approach can sometimes detect novel-
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ties in existing data and sometime even generate new concrete test scenarios [42]. One
data-driven scenario generation approach is to evaluate the uniqueness among scenarios
through compressing the reproducing the time signals using an auto-encoder to identify the
concrete ones [49]. In [50], generative neural networks are employed to model maneuver
trajectories from the historical data and generate new trajectories in the test cases. Simi-
larly, recurrent neural networks and Bayesian networks are used to model vehicle driving
data and to generate new test scenarios in [51, 52].

The previously introduced two test case generation approaches feature on the e ective-
ness of new, concrete scenario generation, but lack of the focus on low-cost or automated
test case scenario generation, which is a practical requirement from industry perspective.
[53] highlights the endeavor to reduce the cost of scenario collection by using microscopic
tra c simulation. By leveraging public data and simulation techniques, many urban tra c
scenarios are generated, covering various driving situations including collision accidents.
Meanwhile, [54] uses combinatorial interaction testing combined with trajectory planning
to automatically generate test scenarios for ADS. This approach focuses on generating ef-
cient test sets with variable coverage in a virtual simulation environment. [55] presents a
method for generating test scenarios that demonstrate critical transitions in autonomous
system performance modes. By running the autonomous system through full missions in
a simulated environment and measuring performance based on high-level mission criteria,
this approach can automatically search for challenging scenarios. Lastly, [56] proposes
GeoScenario as a Domain-Speci ¢ Language (DSL) for scenario representation, aiming to
substantiate test cases in simulation for ADS evaluation.

2.1.4 Remarks

The complexity of learning algorithms used in ADS poses challenges in accessing its safety
performance, especially in dynamic service environments. To assert the safety and ro-
bustness of ADS, researchers and engineers need to have a comprehensive understanding
about what are the possible learning algorithm uncertainties and where they stem from.
Hence, it is essential to systematically identify the potential ADS hazards and link them
with the causal learning algorithm uncertainties and then e ectively generate test cases to
cover these identi ed hazards. However, challenges still exist in systematically identifying
the causal relationships between learning algorithm uncertainties and ADS hazards, and
use that as a reference to generate corresponding testing scenarios, which is our rst re-
search objective: systematically identifying learning algorithm uncertainties and e ectively
generate edge cases based on a comprehensive vehicle-level hazard analysis.
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2.2 Learning Algorithm Uncertainties and Quanti -
cation Technigques

Learning algorithms are undeniably strong performers in the realm of data science, espe-
cially in the applications demanding precise prediction of complex, non-linear, patterns
across high-dimensional datasets. Nevertheless, the e cacy of deep learning algorithms
to reason with their output uncertainties or to address detection failures remains ques-
tionable. The necessity to characterize uncertainty in learning algorithms arises from the
frequent discrepancies between the distributions of training and testing data. As the service
environment changes, new test data may deviate from the training data distribution, lead-
ing to potentially out-of-distribution scenarios that compromise the reliability of learning
algorithm predictions [57, 58, 59]. Moreover, this mismatch can exacerbate the discrep-
ancy between actual predictive performance and measured prediction con dence, resulting
in a silent failure. This bottleneck impedes the widespread adoption of safety-critical
application L4 autonomous driving systems who heavily depend on di erent learning algo-
rithms [8, 60]. Consequently, the following sub-sections will explain fundamental concepts
of uncertainties encountered in learning algorithms and review contemporary state-of-art
techniques for quantifying uncertainty, highlighting their bene ts and limitations.

2.2.1 Learning Algorithm Uncertainty Fundamentals

Uncertainty in learning algorithms re ects the con dence level of their inference results.
One widely used measure of uncertainty is softmax probability, which stems from the soft-
max function applied to the output of a neural network's nal layer [61]. In classi cation
tasks, the softmax function converts the raw output scores into probabilities that sum
up to 1. These probabilities represent the model's con dence or certainty in assigning
each input to one of the possible classes. A higher softmax con dence indicates greater
certainty in the prediction made by the model, while lower con dence values suggest un-
certainty or ambiguity. However, using softmax probability as con dence scores can lead
to deterministic overcon dence issues, particularly in out-of-domain contexts. In specic,
[62] empirically showed that applying softmax activation to a single point estimate can
yield in ated and unrealistic probabilities, resulting in overcon dence. Conversely, passing

a distribution of estimates through the softmax function produces more reasonable, lower
con dence scores. This realization has motivated the research into representing learning
algorithm uncertainty based on a predictive distribution rather than a single prediction.
Consequently, various uncertainty measurement approaches such as temperature scaling,
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Monte Carlo (MC) dropout, and deep ensembles [62, 63, 64] have emerged, aiming to
address these issues. These methodologies will be thoroughly examined in the upcoming
sub-section.

In addition to softmax probability, quanti able uncertainty can be decomposed into two
constituent components: epistemic (model) uncertainty and aleatoric (data) uncertainty
[11, 64]. Speci cally, through learning algorithms like Bayesian Neural Networks (BNN),
a predictive distribution provides a set of di erent predictions from which total predictive
uncertainty can be estimated. The total predictive uncertainty can then be split into epis-
temic and aleatoric uncertainties. Epistemic uncertainty, inherent to the model, arises from
limitations in training data [65]. For example, underrepresented minority groups in a facial
recognition dataset can contribute to epistemic uncertainty. This uncertainty diminishes
with an increase in the volume of training data, indicating the model's growing familiarity
with diverse data. Aleatoric uncertainty, on the other hand, stems from the inherent ran-
domness in the data and cannot be explained away [65]. For instance, aleatoric uncertainty
includes noisy telemetry data or low-resolution images. Furthermore, aleatoric uncertainty
can be categorized as either homoscedastic or heteroscedastic, based on either the data
inherent randomness is treated as constant or a function of input explanatory variables
[11, 66]. It is usually not su cient to assume constant (homoscedastic) aleatoric risk since
this assumption rarely re ects the reality. It may overlook valuable information about
the relationships between targets and noisy inputs. In contrast, variable (heteroscedastic)
aleatoric risk can be calculated through averaging a sample set of predictive variances and
can be more informative in model parameter learning. Information theory like Shannon
entropy is also used to aid describing total uncertainty. Mutual information then enables
the breakdown of the total uncertainty into its epistemic and aleatoric components. By
incorporating information-theoretic aleatoric uncertainty, the robustness of the overall un-
certainty estimation can be enhanced [67, 68, 69]. Furthermore, this predictive entropy is
available to both Bayesian and non-Bayesian neural networks.

2.2.2 Learning Algorithm Uncertainty Quanti cation Techniques

For a long time, prediction probabilities from softmax functions were presumed to re-
ect the con dence of model predictions. However, this assumption no longer holds true
for today's neural network models and learning algorithms because they often have large
architectures with millions of learning parameters [63]. To address this, various calibra-
tion methods have been proposed as post-processing steps to adjust the output prediction
probabilities of the model. Among them, temperature scaling is a simple yet e ective
technique [58, 63]. Essentially, temperature scaling uses a scalar paramelerfo rescale
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logit scores before applying softmax function. By adjusting’, the recalibrated probabil-
ities are distributed more evenly, rather than being heavily skewed towards either 1 or 0.
Furthermore, an optimal T can be determined through minimizing the negative log like-
lihood for a held-out validation dataset. However, despite its e ectiveness in quantifying
total predictive uncertainty, temperature scaling lacks robustness in capturing epistemic
uncertainty, particularly when facing data drift scenarios [63].

Another widely utilized method for assessing uncertainty involves deriving predictive
distributions through BNN or Bayesian techniques. Monte Carlo (MC) dropout o ers
a scalable way to model predictive distributions by intermittently deactivating neurons
within a neural network, thereby regularizing its performance [62]. Each dropout con gu-
ration generates a distinct sample from the parametric predictive distribution, and aggre-
gating multiple forward passes with varied dropout con gurations produces an overarching
predictive distribution. This technique garnered substantial attention upon its introduc-
tion. In comparison to conventional non-maximum suppression methods, MC dropout is
adopted in [17] to enhance the reliability of uncertainty quanti cation in object detection
algorithms. In addition, MC dropout has been implemented to quantify both epistemic
and aleatoric uncertainty in semantic segmentation tasks across diverse domains such as
autonomous driving [70, 71, 72, 73], medical image interpretation [74, 75, 76, 77, 78, 79] and
ight delay prediction [80]. Since there is no need to change original model training pro-
cess, MC dropout has been implemented to various learning algorithms in the previously
mentioned studies, including Xception [18], DeepLab v3+ [S81], SegNet [382], Convolution
Neural Network (CNN), Mixture Density Network (MDN) [83], and so on. However, MC
dropout exhibits limitations when tested with out-of-domain data and struggles to e ec-
tively quantify uncertainty in deep BNNs [384, 85, 86].

Deep ensemble is another powerful method for quantifying uncertainty in learning al-
gorithms. At its core, ensemble methods leverage a collection of models, each with its
own strengths, to collectively compensate for individual weaknesses. The process typically
involves two key steps: training diverse models and integrating their predictions. The two
basic ensembling techniques are boosting [87] and random forest [88]. Boosting involves
iteratively training models with subpar performance, enabling subsequent weak learners to
learn from the errors of previous iterations, thereby boosting overall performance. On the
other hand, random forests entail training multiple decision tree models without pruning,
often on bootstrapped data samples or by selecting random subsets of features. In their
work [89], Gregory Kahn et al. calculated collision prediction uncertainties by assessing
the variances of bootstrapped neural network models. These uncertainties are iteratively
aggregated until accurate collision probabilities are achieved, facilitating pro cient naviga-
tion for robots within their environment. Similarly, in [90], Bjorn Lutjens et al. employed
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an ensemble of long short-term memory models trained and tested using MC dropout
and bootstrapping to estimate collision probabilities. Beyond employing bootstrap and
dropout techniques in neural network models, the mean and variance of prediction results
are utilized to gauge uncertainties in collision predictions, enabling cautious behavior in
novel scenarios. In another application [91], real-time uncertainty quanti cation combines
LiDAR-based (e.g., PointPillars [92]) and camera-based (e.g., SMOKE [93]) object detec-
tion algorithms within a deep ensemble framework. This approach evaluates the spatial
uncertainty of detected objects to assess the e ectiveness of single-frame perception re-
sults. Deep ensembles have demonstrated superior performance compared to MC dropout
in uncertainty quanti cation across numerous classi cation and regression tasks [94] and
out-of-distribution datasets [59]. However, they tend to demand more resources and time
and may not perform optimally on smaller problems [60].

In addition to the aforementioned methods, several other approaches for uncertainty
quanti cation have been proposed, each with its unique strengths. Mario Berk et al. in
[95] address the reliance on ground truth information by examining sensor perception reli-
ability through exploiting redundancies in sensors. Their study integrates object detection
accuracy and object occurrence in the test environment into the likelihood function used
in Bayesian inference, demonstrating the potential to address inherent model uncertain-
ties, measurement noise, and changes in ODD. Similarly, Xiupeng Shi et al. [96] utilizes
unsupervised machine learning techniques to evaluate the risk of surrounding tra ¢ based
on four di erent sensor con gurations. They employ speci c feature learning techniques
to identify critical parameters from both ego and other vehicles' motion parameters, and
Bayesian optimization is employed to automatically tune hyperparameters in the learning
algorithms. To accommodate various perception learning algorithms and adapt to data
drifts, [97] proposes a probabilistic approach for evaluating perception systems, consid-
ering spatial and temporal aspects of perception uncertainty as well as the operational
domain of the perception module. The perception uncertainty model is parameterized
from both spatial and temporal perspectives in the o ine evaluation process. In pursuit
of the improved real-time uncertainty quanti cation performance, [98] suggests that quan-
ti cation can be achieved not only through con dence estimation but also through model
monitoring based on past experiences of success or failure cases [99, ], or inconsistencies
during inference arising from model performance degradation [101, ]

2.2.3 Remarks

Understanding and e ectively quantifying uncertainty in learning algorithms is paramount
for reliable decision-making in various applications. The fundamentals of learning algo-
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rithm uncertainty reveal the limitations of traditional approaches like softmax probability
and advocate for predictive distribution-based methods to capture both epistemic and
aleatoric uncertainties. Techniques such as temperature scaling, Monte Carlo dropout,
and deep ensembles o er promising avenues for addressing these challenges. While each
method has its strengths and weaknesses, their collective contributions advance the eld's
understanding of uncertainty quanti cation. Additionally, emerging approaches, such as
exploiting sensor redundancies, unsupervised machine learning, and probabilistic evalua-
tion frameworks, further enrich the toolbox for robust uncertainty estimation. However, a
gap remains in uncertainty quanti cation methods that meet our second research objective:
being real-time operational while also comprehensive enough to address various types of
uncertainties arising from di erent learning algorithms.

2.3 Decision-making Module with Uncertainty Sys-
tem Propagation

The Decision-Making (DM) module is a critical component of ADS, responsible for inter-
preting sensor data and making real-time decisions to navigate through surrounding tra c
safely and e ciently. The performance and reliability of this module are paramount,
directly impacting the vehicle's ability to handle complex driving scenarios and ensure
passenger safety. However, as highlighted in Section 2.2, it is challenging to quantify un-
certainties inherent in learning algorithms. These uncertainties can propagate through the
system and in uence the e ectiveness of the DM module [103]. They may lead to incorrect
decisions, potentially compromising ADS safety and operational performance. Understand-
ing and mitigating the e ects of such uncertainties is essential for enhancing the robustness
and reliability of ADS decision-making processes. In the following sub-sections, we will re-
view studies on uncertainty system propagation in ADS, focusing primarily on uncertainty
propagation from perception and prediction modules, as they are upstream functional
modules with the most substantial impact on downstream modules. We will then present
commonly employed ADS decision-making methods, followed by recent advancements in
uncertainty-aware decision-making works.

2.3.1 Uncertainty Propagation Studies in ADS

Perception module uncertainties can originate from both the external environment and
the internal system. Speci cally, environmental factors such as sensor resolution variation,
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internal sensor noise, and measurement uctuations can signi cantly impact the percep-
tion module [104]. Additionally, perception learning algorithms are susceptible to both
aleatoric and epistemic uncertainties [11]. Even worse, these uncertainties can propagate
through the system, a ecting the performance of other ADS modules. To address percep-
tion uncertainty propagation challenges, deep learning techniques are commonly employed.
[105] incorporates state uncertainty from the perception module into trajectory predictions
for ADS using a Conditional Variational Autoencoder (CVAE) framework. This approach
explicitly models the multimodality of actors' future behaviors and employs a statistical
distance-based loss function to better align predicted uncertainties with real-world data.
Evaluation results demonstrate that this method e ectively propagates perceptual uncer-
tainties, resulting in more accurate and reliable trajectory forecasts. In another study, [62]
suggests leveraging Bayesian Deep Learning (BDL) within ADS functional modules, partic-
ularly in the perception, prediction, and decision-making layers, to quantify and propagate
uncertainties throughout the system. Although BDL shows promise in enhancing safety
by addressing observation and model uncertainties, the study notes several limitations.
These include a lack of formal explanation and quantitative evaluation metrics for the pro-
posed BDL design, as well as the absence of experimental validation using simulations or
real-world data. Other than deep learning techniques, statistical techniques are also inves-
tigated in this eld. [106] proposes a framework for evaluating uncertainty propagation in
perception architectures by modeling the ADS environment and its interactions as random
variables. This method uses Probability Density Functions (PDFs) derived from empirical
data to simulate variations in the state of the surrounding environment. By identifying
inputs that generate high uncertainties, the approach highlights system limitations. How-
ever, challenges include ensuring comprehensive parameter scopes, de ning connections
and weights between components, calculating sensor data uncertainty, and managing the
extensive computational requirements of testing all input permutations. Further contribu-
tions come from [107] and [108], which utilize a Bayesian network approach to monitor,
quantify, and propagate perception uncertainty for rear-end collision avoidance and system
diagnosis purposes. These studies underscore the potential of Bayesian models in enhanc-
ing ADS safety through collision risk assessment and fault management, yet also indicate
the need for further empirical validation and re nement in real-world applications.

Similar to the perception module, the prediction module uncertainty mainly includes
aleatoric and epistemic uncertainties [103]. While learning-based prediction algorithms
are powerful in handling high-dimensional data, they can perform poorly when the scene
di ers signi cantly from the training datasets. Therefore, understanding how prediction
uncertainty propagates is crucial for monitoring potential performance degradation and
ensuring safer decision-making. Speci cally, this challenge is addressed by various proba-
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bilistic modeling techniques. [109] introduces a Bayesian framework for maneuver-based
trajectory prediction and criticality assessment in autonomous driving. This approach uses
Bayesian inference to determine the probability of various driving maneuvers, including a
unique class for irrational behaviors. By accounting for the uncertainties of all vehicles'
current and future maneuvers, this probabilistic trajectory prediction model enhances the
information passed to the decision-making module, signi cantly improving ADS safety.
Further, [15] uses non-linear motion models to derive closed-form expressions for the prob-
ability distributions of both state estimation and prediction uncertainties. The derived
uncertainties and how their propagation e ect will then be used to assess threat levels in
ADS. However, it only considers the ego vehicle's data and assumes no interaction among
tra c participants. In addition, closed-form expressions are used in [110] to address un-
certainty propagation in nonlinear stochastic dynamical systems. This method focuses on
the moments of probability distributions over a planning horizon, contributing to better
estimation, planning, control, and safety analysis in stochastic systems.

2.3.2 Uncertainty-aware Decision-making Techniques in ADS

In this sub-section, we rst review the existing mainstream decision-making techniques.
Subsequently, to incorporate the quanti ed uncertainties from other functional modules,

this section then presents the current uncertainty propagation handling techniques used in
decision-making module.

The decision-making module of an autonomous vehicle generally comprises three sub-
modules: route planning, behavioral decision-making, and motion planning [111]. At the
top level, the route planning module develops an overall route based on global map infor-
mation. The behavioral decision-making module then continuously generates appropriate
driving maneuvers by interpreting the perception results of the tra ¢ environment. These
maneuvers ensure that the ego vehicle complies with local tra c rules and reaches its des-
tination. Finally, the motion planning module constructs a local path to navigate through
the tra ¢ environment according to the high-level driving maneuvers.

The existing decision-making approaches can be divided into two categories, namely
rule-based and learning-based methods. The rst decision-making approach is to model
the ego vehicle maneuvers as the states in a nite state machine (FSM) [110, , , ].
The state transitions are governed by various logic conditions according to both perception
module inputs and local tra c rules [115]. These transitions are prede ned based on expert
knowledge and have strong interpretability and transparency in ADS maneuver reasoning.
Build upon on rule-based decision-making methods, more advanced probabilistic planning
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like Markov Decision Process (MDP) and Partially Observable Markov Decision Process
(POMDP) are employed to approximate the behaviors of other tra ¢ participants [116]
or unobserved tra c participants' intents [117]. Nevertheless, these prede ned transitions
need to be well-designed to accommodate the dynamic external environment and trac
conditions, which is usually infeasible and becomes a fundamental limit for enhancing
the performance of rule-based decision-making methods. In contrast, the learning-based
methods are data-driven and rely on interactions with the environment. Recently, studies
have been done using both Reinforcement Learning (RL) [118, ] and deep learning [120,
, ]. In addition, other leaning-based techniques like Gaussian Process Regression
(GPR) are utilized to consider other tra c participants' intentions [123]. However, due
to the lack of transparency in these learning-based decision-making methods, the safety
of ADS may be compromised when ADS encounters out-of-distribution tra c patterns or
unseen tra c scenarios.

The decision-making module typically interprets the outputs of both perception and
prediction modules to generate driving maneuver commands. As a result, it is a ected by
the uncertainties propagated from these modules. The remaining section reviews various
techniques used in the decision-making module to handle such uncertainties. Deep learning
technigques are commonly employed to address this issue. For instance, one study proposes
a perception uncertainty adaptive planner using RL with a distributed value function,
demonstrating that the planner can maintain adequate safety performance even with poor
perception quality [124]. Additionally, a deep ensemble technique has been used to estimate
the results of the motion prediction model and integrate them into an uncertainty-aware
potential eld for safer decision making [125]. Similar research has been conducted to cap-
ture epistemic uncertainty for another prediction model in [126]. Furthermore, a Bayesian
deep learning method has been proposed to evaluate the in uence of perception module
uncertainties on other functional modules in ADS [127]. This method considers percep-
tion, prediction, and decision-making modules, estimating the reliability of each module as
a Gaussian probabilistic distribution through MC dropout. Consequently, perception mod-
ule uncertainties can be statistically propagated through each modeled functional module.
Evaluation metrics are designed to assess the accuracy of the propagated uncertainties.
However, these metrics are only presented qualitatively, without results from related sim-
ulations or real-world experiments.

In addition to deep learning techniques, Bayesian inference methods have been em-
ployed to investigate the in uence of uncertain driving maneuver predictions on the crit-
icality assessment module [109]. Bayesian inference is used to estimate the probabilities
of various driving maneuvers of other vehicles, resulting in di erent vehicle trajectory
predictions. Eight driving maneuvers are mathematically modeled for other vehicles to
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improve trajectory predictions. Both sensor measurement noises and the uncertainties
of the Bayesian inference algorithm are modeled using Gaussian distributions. The joint
probability distributions of each vehicle's future trajectory are then examined to assess the
criticality of potential vehicle collisions. Similarly, another study uses Bayesian inference
to analyze the impact of uncertainty propagation on the ego vehicle's collision avoidance
function [15]. This function comprises four components: vehicle motion analysis, global-
local frame transformation, collision probability calculation, and criticality measurement
implementation. Mathematical models are formulated for various vehicle motions, such as
constant velocity, constant turn rate, and acceleration scenarios, to analyze other vehicles'
motions within the prediction horizon. Due to discrepancies between actual and modeled
vehicle motions, uncertainty propagation can occur during the transitions between vehicle
motion analysis and global-local frame transformation stages. Based on Bayesian inference,
the uncertainties in the vehicle motion model are expressed as variances in the probabil-
ity distributions. The e ect of uncertainty propagation is then approximated through the
transformation matrices between the vehicle frame and the global frame.

In one study [128], POMDP and deep RL are integrated with Monte Carlo Tree Search
(MCTS) to determine the ego vehicle's lane change maneuvers. The generated lane change
maneuvers provide feedback to improve the accuracy of the proposed deep POMDP al-
gorithm. Vehicle dynamics measurement errors, modeled with Gaussian distributions,
represent the uncertainties in the decision-making module. Compared to two baseline
methods|MCTS-only planning and the Intelligent Driver Model (IDM) presented in an-
other study [129]|the proposed MCTS + deep POMDP method performs better in high-
way driving and highway exit scenarios. In addition to highway scenarios, POMDP is
applied to intersection decision-making to handle uncertainties arising from perception
sensor occlusions. Another study [130] proposes a POMDP algorithm to decide the opti-
mal longitudinal acceleration policy at intersections, considering uncertainties such as the
unknown intentions of other drivers, their future longitudinal positions, their probabilistic
interactions with the ego vehicle, and sensor noises. Various intersection geometries are
tested in a simulated environment. The Adaptive Belief Tree (ABT) algorithm [131] is used
as the POMDP solver to achieve real-time operation. Similarly, another approach inte-
grates POMDP and utility fusion to handle unobservable objects at pedestrian crosswalks
and intersections [132]. In this case, the uncertainties are due to sensor measurement errors
of other tra c actors' positions and velocities. Online POMDP solver is used to perform
the computation, achieving real-time performance at a millisecond scale. However, the
testing scenarios need to be signi cantly simpli ed to ensure the real-time performance of
these POMDP algorithms.

Network reliability is used in [133] to develop a Reliability Graph with General Gates
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(RGGG) for mathematically modelling the system reliability. Speci cally, this paper
demonstrates two RGGG examples, namely acyclic structure and bridge structure, and
their strengths on evaluating system reliability for decision making. Similarly, in uence
diagram is also studied to assess decision making due to the simple interpretability. The
structure of a decision-making in uence diagram contains several chance nodes, decision
nodes and a utility node. [134] proposes an approach using in uence diagrams to handle the
uncertainties of object detection in lane change decision-making process. Speci cally, the
unscented transform of object detection results is used to approximate the Gaussian distri-
butions of situation parameters like Normalized Lateral Position (NLP) and Deceleration
to Safety Time (DST). These situation parameters are then used in the proposed adaptive
likelihood functions in the in uence diagrams to evaluate each lane status and provide safe
lane changing decisions. [135] extends the in uence diagram design from [134] to consider
the uncertainties from object occlusions in perception module. The in uence diagram is
constructed for decision making using maximum expected likelihood method. Moreover,
probability distributions are assigned for both vehicle detections and lane detections. These
probabilities form the chance nodes to represent lane occupancy probabilities and will be
considered in the expected utility calculation. In addition, this paper introduces entropy
representation to quantify the uncertainties of the lane changing decisions. Simulation and
eld test results are presented in this work. [110] implements in uence diagrams to perform
a Bayesian probabilistic threat assessment on the tra ¢ conditions between current lane
and adjacent lanes. The threat assessment on di erent lanes is obtained by using threat
measures like Time to Collision (TTC), Minimal Safety Margin (MSM), and Time to Brake
(TTB). According to the threat assessment results, an FSM is designed to make high-level
ego vehicle maneuver decisions. The uncertainties considered in the paper are the prob-
abilities of missing vehicle detections and false positive detections in perception module.
To resolve these uncertainties, a time window is added to lter out the detection noises.
Tests have been performed in both simulation and real-world environments and the fo-
cused tra c scenario is highway normal driving. Apart from single level in uence diagram
methodologies, Dimia Iberraken et al in [136] presented a Two-Sequential Level Decision
Network (TSLDN) to handle uncertainty system propagation. In this paper, TSLDN em-
ploys two lane changing safety criteria, namely Extended Time-to-Collision (ETTC) and
Predicted Inter-Distance Pro le (PIDP). The objective of developing TSLDN is to perform
both driving situation assessment and decision-making during highway lane changing at
the same time. The proposed in uence diagram contains a two-level network: Maneuver
Decision Level (MDL) and Safety Veri cation Decision Level (SVDL). MDL is responsible
for selecting the most appropriate lane change maneuver, considering the current situation
assessment using ETTC and sensor measurement uncertainties. Based on PIDP, SVDL
will then perform a safety checking on the driving maneuvers generated from MDL. As
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the chosen maneuvers are instantaneously taken, if a false alarm is triggered by the wrong
information from the perception module, the MDL will immediately abort the previous
decision and compute another one. Furthermore, SVDL veri es the coherence of driving
maneuvers and minimizes the risks of abrupt maneuver changes.

2.3.3 Remarks

The decision-making module of ADS plays a pivotal role in interpreting sensor data and
making real-time decisions to ensure safe navigation through tra c. However, uncertainties
inherent in learning algorithms pose signi cant challenges to the reliability and robustness
of the DM. These uncertainties, stemming from perception and prediction modules, can
propagate throughout the system, potentially leading to incorrect decisions and compro-
mising ADS safety. To address these challenges, various techniques have been explored.
Deep learning methods o er promising avenues for modeling and propagating uncertainties.
However, these approaches often lack formal explanations and require rigorous validation to
ensure their e ectiveness in real-world scenarios. Additionally, Bayesian inference methods
and statistical techniques have been employed to handle uncertainties in both perception
and prediction modules. These methods aim to enhance trajectory predictions and assess
threat levels, contributing to safer decision-making processes in ADS.

In terms of decision-making approaches, a dichotomy exists between rule-based meth-
ods and learning-based methods. Rule-based methods provide interpretability but may
struggle to adapt to dynamic environments. On the other hand, learning-based meth-
ods o er data-driven approaches but may lack transparency and robustness in unforeseen
scenarios. While these methods o er valuable insights, challenges remain in achieving
real-time performance and empirical validation. Furthermore, network reliability and in-
uence diagrams have been utilized to model system reliability and handle uncertainties
in decision-making processes. As an extension to Bayesian network, in uence network can
both model the uncertainties transitions in a system and provide a clear graphical inter-
pretation. However, the proposed in uence networks in the existing studies all perform
decision making on low-level driving maneuvers like lane changing instead of the overall
vehicle driving mode or the driving authority selection. Hence, in uence diagram will be
employed in this work to analyze the uncertainty propagation in di erent functional mod-
ules so that the proper vehicle driving mode can be decided for the autonomous vehicles
to enhance their safety performance.
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Chapter 3

Qualitative ADS Safety Analysis

Safety assurance stands as a paramount concern in the deployment of high-level autonomy
ADS [13] due to its heavy reliance on complex learning algorithms for decision-making
processes. While considerable e orts have been dedicated to drafting associated safety
standards and conducting related safety analyses, addressing the uncertainties inherent in
these intricate learning algorithms from a vehicle system perspective remains a formidable
task. Bridging the gap between these uncertainties' root causes and vehicle-level hazards,
and e ectively devising test scenarios to encompass these identi ed uncertainties, continues
to pose challenges and has garnered signi cant interest in ADS safety research. In this work,
we propose a sequential ADS safety analysis with stacked HAZOP and STPA to understand
the causal relationships and e ects of learning algorithms' uncertainties on vehicle-level
hazards. Additionally, we introduce a combinatorial test case generation method tailored to
explore the identi ed uncertainties across a heterogeneous parameter search space. Section
3.1 provides an overview of HAZOP and STPA fundamentals, laying the groundwork for
subsequent sections. We then present the stacked HAZOP and STPA framework for ADS
safety analysis in Section 3.2, followed by an explanation on the combinatorial test case
generation method. Section?? presents a case study illustrating the sequential safety
analysis on a real-world ADS platform, WATonoBus, following by the risk assessment and
vehicle-level safety goal de nitions in Section 3.4. Section 3.5 delves into the WATonoBus
test case generation process.
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3.1 HAZOP and STPA Fundamentals

The Hazard and Operability Study (HAZOP) is a systematic method widely employed
across industries to identify hazards in complex systems and mitigate risks e ectively.
Figure 3.1 illustrates the typical procedure for conducting a HAZOP [1]. Initially, a mul-
tidisciplinary team is assembled, and the scope and objectives of the study are outlined.
Nodes, which represent speci c components within the system under analysis such as equip-
ment, control systems, or procedural steps, are then identi ed for examination during the
analysis. The team utilizes HAZOP guidewords, including "No or not," "Part of," "More
than intended,"” "Less than intended," "Late function performance," and "Incorrect perfor-
mance," to systematically stimulate brainstorming and explore potential deviations from
ideal operating conditions.

During HAZOP sessions, these guidewords are applied to each selected node to uncover
possible functional deviations. If a deviation is identi ed, its impact on system safety per-
formance or other relevant aspects is evaluated, along with an assessment of its likelihood
and severity. The ndings, including detailed descriptions of deviations, assessed con-
sequences, and recommended mitigation measures, are then documented. Based on the
severity and likelihood of deviations, a risk assessment is conducted to prioritize follow-up
actions and allocate resources e ciently.

The unique advantage of HAZOP lies in its thoroughness on breaking down a system
into its constituent parts and examining each systematically. By considering all possible
deviations from normal operating condition with the aid from HAZOP guidewords, it can
uncover both common hazards and rare or unforeseen hazardous scenarios. This advan-
tage enables the design team to develop corresponding safety protocols. Furthermore, it
can guide the design modi cations aimed at reducing the likelihood of future accidents.
Additionally, the collaborative nature of HAZOP promotes e ective risk assessment and
knowledge sharing among experts from diverse backgrounds.

System-Theoretic Process Analysis (STPA) is a model-based safety analysis technique
tailored for complex systems. Figure 3.2 illustrates the steps for performing a STPA [2].
The initial step in STPA involves delineating the system boundaries, encompassing the
identi cation of system components, functional module interfaces, system functionalities,
and environmental interactions. Subsequently, a meticulous analysis is conducted to un-
earth potential hazards associated with the system, culminating in the identi cation of
hazardous scenarios. STPA then scrutinizes the speci ¢ control actions within the system,
termed Unsafe Control Actions (UCAs), that could cause the aforementioned hazardous
scenarios.
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Figure 3.1: Flow Diagram of HAZOP Process [1]

Any UCAs deemed insu cient to forestall hazardous scenarios are agged, and perti-
nent safety constraints are documented for iterative design enhancements. Each scenario
undergoes assessment for potential harm, leading to the identi cation of loss scenarios
if the assessed harm surpasses acceptable thresholds. Leveraging the identi ed hazards,
UCAs, and loss scenarios, STPA facilitates the generation of safety requirements aimed
at mitigating or preventing hazards via design modi cations or the incorporation of risk
control measures. Ultimately, STPA concludes with the veri cation and validation of the
e cacy of implemented risk control actions or design modi cations.

Unlike HAZOP, STPA not only scrutinizes component failures but also examines the
interactions or dependencies among di erent system elements. Speci cally, it focuses on
the underlying control structures and feedback loops within the interested system. Thus,
STPA is better at uncovering systemic vulnerabilities that might not be apparent through
conventional analysis techniques. Furthermore, STPA o ers a clear traceability path from
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Figure 3.2: Flow Diagram of STPA Process [?]

identi ed hazards back to speci c design features, enhancing its comprehensiveness and
utility in safety analysis for complex systems. Eventually, STPA enables the designers to
deliver more resilient systems to withstand unexpected disturbances in complex service
environments.

3.2 Sequential ADS Safety Analysis with Stacked HA-
ZOP and STPA

The proposed sequential ADS safety analysis initially incorporates stacked HAZOP and
STPA methodologies to conduct a qualitative hazard analysis focused on di erent opera-
tional conditions. Subsequently, it generates test cases based on hazard priorities deter-
mined through risk assessments using the Automotive Safety Integrity Level (ASIL) table.
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The overall schematic of this safety analysis work ow is illustrated in Figure 3.3.

In the proposed ADS safety analysis, HAZOP and STPA are integrated in a stacked
manner. The initial phase of this sequential safety analysis adheres to the preparatory
requirements of STPA. This involves delineating the scope of analysis for the ADS sys-
tem, outlining assumptions, crafting a system block diagram, and specifying all pertinent
ADS functions (F = fFy;::;; F,g), their operational contexts (OC = fOCy; ::;; OC,g), and
output control actions to other modules CA = fCAy;::;; CAcg). In this instance, there
are a total of n ADS functions, m applicable operational conditions, anck control actions.
Subsequently, a system control structure is established alongside the system block diagram,
listed ADS functions, F, and de ned control actions,CA. To pinpoint the UCAs of the
ADS system, it is imperative to initially comprehend the potential hazards the system could
encounter. Leveraging HAZOP's pro ciency in identifying and evaluating potential pro-
cess deviations, each relevant ADS function is scrutinized through HAZOP within de ned
operational parameters to uncover malfunctions and potential hazardous scenarios. Conse-
guently, under speci ¢ operational conditions) primary hazards PH = fPHy;::;;PH|g)
are identi ed stemming from these hazardous scenarios, capable of precipitating a vehicle
crash or trac conict. Conversely, those scenarios not resulting in a vehicle crash are
categorized as secondary hazardSKl).

At this juncture, the primary hazards uncovered through HAZOP are deemed incom-
plete as they solely assess each ADS function in isolation under various operational con-
ditions to generate malfunctions. This approach overlooks the potential cascading e ects
across functions within the ADS system, potentially neglecting other hazardous condi-
tions arising from interactions between multiple functions. In contrast, STPA oers a
comprehensive perspective by analyzing system-wide component interactions and control
mechanisms. Therefore, the malfunction cases identied by HAZOP serve as the basis
for identifying UCAs in the third phase of STPA, primarily examining if the deviation of
one function can trigger deviations in others within the presumed control structure. By
scrutinizing UCAs in the ADS system, additional primary hazards can be unearthed, aug-
menting the list of hazards,PH asPH = fPHy;:::;; PH;:::; PH. ng with newly identi ed
ones through the UCA identi cation process. Subsequently, chains of UCAs among mul-
tiple functions leading to aPH are de ned as loss scenariod.§) in the fourth step of
STPA. Ultimately, this process yieldsq loss scenarios in STPA step 4. Importantly, it's
crucial to note that the initial | primary hazards identi ed are not exclusive to all HAZOP
cases. As depicted in Figure 3.3, the identi ed loss scenarios may also trigger the same
primary hazards inPHg; :::;; PH,.

The operational conditions of the studied ADS require thorough investigation to ensure
a comprehensive coverage of all potential service environments for each function. In this
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Figure 3.3: Overall Schematic Diagram of Sequential ADS Safety Analysis and Test Case
Generation

study, we adhered to the SOTIF scenario derivation guideline to delineate operation condi-
tions for the sequential safety analysis. Speci cally, these derived conditions concentrate on
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Table 3.1: High-level ODD Taxonomy Categories [6]

Top-level Category Immediate Subcategory
Roadway Types

Roadway Surface

Roadway Edges

Roadway Geometry

Speed Limit

Tra ¢ Conditions

Signage

Objects Roadway Users

Non-Roadway User/Obstacles/Objects
Vehicles

Tra ¢ Density Information

Remote Fleet Management System
Infrastructure Sensors and Communications
Weather

Weather-Induced Roadway Conditions
Particulate Matter

lllumination

Geofencing

Tra ¢ Management Zones

Zones School/Construction Zones
Regions/States

Interference Zones

Physical Infrastructure

Operational Constraints

Connectivity

Environmental Conditions

scenarios external to the ADS. [6] established a high-level taxonomy for the Operational
Design Domain (ODD), identifying 6 overarching categories and 22 immediate subcate-
gories, as illustrated in Table 3.1. [137] further elaborated on this taxonomy, expanding
it into a comprehensive list of 200 variables classi ed into 41 detailed subcategories. In
accordance with ISO 21448 standards, scenario variables can be classi ed utilizing Table
3.1. For example, within the "Physical Infrastructure { Roadway Type" category, sam-
ple scenario variables might include "Two-way, divided, unprotected road" or "One-way
tra cway."

To organize the variables in Table 3.1 into scenario construction, [137] categorized each
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scenario variable as either permanent-regional, permanent-local, a compounding event or
condition, or a potential threat:

" Permanent-regional { Permanent-regional variables do not change over time or
over signi cant spatial portions of the trip.

Permanent-local { Permanent-local variables persist over time but are localized
spatially. Permanent-local variables may only be encountered by an ADS for portions
of a trip.

Compounding event or condition - Compounding event or condition variables
are temporary events or conditions that may occur within the scenery de ned by
permanent-regional or permanent-local variables.

Threats { Threats variables are temporary events or conditions that relate to speci c
roadway threats to which ADS may need to response.

After the operation conditions have been constructed, the risk of the identi ed primary
hazards is assessed in each operation condition. ASIL, which is a risk classi cation scheme
used in automotive industry to assess and mitigate safety risks, is employed to perform
the risk assessment to the identi ed primary hazards. The ASIL assessment rst identi es
vehicle operational scenarios as previously presented. Then, for each identi ed vehicle-level
hazard, the ISO 26262 risk assessment framework is applied. This involves assessing the
probability of exposure to the operational scenario, identifying potential crash scenarios,
evaluating the severity of harm to individuals involved in the crash, and considering the
controllability of the situation and the vehicle in the potential crash scenario. Based on
these factors, ASIL table in ISO 26262 (See Table 3.2) is utilized to correlate the risk of
each hazardous condition with an appropriate ASIL level (A, B, C, or D). The ASIL levels
are de ned based on the severity of hazard consequence, the probability of exposure to
the hazard, the feasibility of mitigating the risk through system design or other measures.
Higher ASIL levels correspond to more severe consequences and require more stringent
safety measures to mitigate the associated risks. In the table, S is severity, E is exposure, C
is controllability, and QM is quality management. Finally, the worst-case ASIL is assigned
to the hazard, ensuring that safety e orts are appropriately prioritized, and resources
allocated e ectively to manage risks in alignment with industry standards and regulatory
requirements.

After conducting risk assessments on the primary hazards identied in all HAZOP
cases and STPA loss scenarios, higher priority is given to cases with greater risk. For
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Table 3.2: ASIL Assessment Table [7]

Severity Class Probability Class (Exposure) Controllability Class
Cl| Cc2 C3
El QM | QM QM
s1 E2 QM | QM QM
E3 QM | QM A
E4 QM | A B
El QM | QM QM
52 E2 QM | QM A
E3 QM | A B
E4 A B C
El QM | QM A
3 E2 QM | A B
E3 A B C
E4 B C D

instance, as illustrated in Figure 3.3, the HAZOP case with function F, has been as-
signed the highest priority, indicating that the initial focus of test case generation e orts
should be put on this case. Although the test case generation process employs the work-
ing principle of combinatorial testing [138], it undergoes several modi cations. Beginning
with the atomic scenario represented by the root HAZOP casp, the test case genera-
tion process rst identi es the scenario variables based on its operational conditior3C.
The scenario variables like compounding event variables, condition variables, and threat
variables are then categorized into discrete or continuous con guration parameters. For
instance, discrete con guration parameters may encompass the number of object vehicles,
their starting and ending waypoints, requiring discrete values. Conversely, continuous con-
guration parameters may include maximum vehicle speed, acceleration of actor vehicles,
or their starting times, typically falling within a numeric range. Furthermore, continuous
con guration parameters are generated based on modeled contributions, utilizing domain
knowledge to determine their values. Assuming there arg discrete con guration param-
eters andn, continuous con guration parameters, they can be mathematically represented
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by the following equation:
P = fPy; 5 Poys Pag+1 25 Prg+nc0 (3.2)
For each parameterP;, if there are m; possible valuesy:
Vi = fVigVi2 i Vim, O (3.2)
Then combinatorial testing will generate all combinations @) like:

C=P1 Py 2l Prgene = (Va5 Vi 55 Vmn); (Vias Vi 15 255 Vn2) 5 2235 (Vism 5 Vism 52535 Vi e )
(3.3)

where represents the Cartesian product between parametePs and P;. Nonetheless, one
of the drawbacks of combinatorial testing, as shown in Equation (3.3), is the signi cant
increase in generated combinations ag+ n. and m; increase. To address this issue, unreal-
istic value combinations are initially de ned based on domain knowledge about the HAZOP
casep and its OC before combining all con guration parameters. This Itering process
considers both range constraints,rc, and exclusion constraints, gc . Range constraints,

rc, limit parameter values to speci c ranges, with examples such a8§min < Vi < Vi max-
On the other hand, exclusion constraints, gc, specify combinations of parameters that
are not permitted together, such as\( 6 vi.1) _ (v; 6 v;1) . The resulting valid value
combinations can then be written as:

Gaid = Cif( re ™ EC) (3.4)

If a primary hazard is triggered in the generated test case, it will be classied as a
failure scenario and documented accordingly. Moreover, given the in nite search space of
continuous con guration parameters, simply randomly generating numerous test cases may
not su ce. Therefore, a coverage-driven test near the nominal level of these continuous
parameters is conducted to establish operational boundaries for the relevant ADS. One
commonly employed technique in this regard is the 3-sigma rule, a statistical principle
delineating the distribution of data within a speci ed number of standard deviations from
the mean in a normal distribution. By subjecting the studied ADS to test cases generated
within 3 sigma ranges of their nominal values, it can be deemed statistically safe at a 99.7%
con dence level for handling the given HAZOP case or STPA loss scenario. Conversely,
failure to meet this criterion results in documenting the test scenario as a "cannot handle
scenario," necessitating further testing and the formation operational boundaries for the
ADS.
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3.3 WATonoBus Vehicle-level Safety Hazard and STPA
Analysis

The proposed sequential ADS safety analysis method is then implemented to a real-world
ADS platform, WATonoBus, a low-speed autonomous shuttle service operating on Ring
Road in the University of Waterloo campus (See Figure 3.4). Following the 4 STPA
steps shown in Figure 3.3, this section rst outlines the WATonoBus project's system
de nition, including scope, assumptions, system block diagram, and component details.
It then constructs the control structure within the ADS system. Afterwards, HAZOP is
performed to identify hazardous scenarios and primary hazards due to di erent functional
module malfunctions. Following this, STPA then pinpoints unsafe control actions and
associated primary hazards. Together with the de ned operation conditions and ASIL risk
assessment of each hazard, these STPA ndings inform the generation of precise test cases
for safety veri cation and design enhancement.

Figure 3.4: WATonoBus Shuttle and Its Operation Path on Ring Road

3.3.1 STPA-1 WATonoBus System De nition

WATonoBus, led by Mechatronics Vehicle Systems Labs (MVSL) at the University of
Waterloo, is an autonomous shuttle project with an in-house hardware and software stack.
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Its aim is to address challenges in urban autonomous vehicle deployment. This section will
de ne the scope and assumptions as well as describe each subsystem of the WATonoBus
project. The focus of this study will be on the holistic system level of the proposed
autonomous driving design rather than the technical development and implementation of
each functional module.

System Analysis Scope
The scope of this project mainly includes the following aspects, namely service scope,
service environment, and available sensing modalities.

Service scopethe WATonoBus project aims to provide students with another trans-
portation option within the campus in the form of autonomous minibus. With the suc-
cessful launching and running of this project on campus, the autonomous minibus service
will also accumulate its commercial value for being deployed in public communities. For
now, the service scope of WATonoBus project includes:

" Service location: University of Waterloo campus ring road.
" Service vehicle: Mini shuttle bus.
~ Service target: University students and sta .

" Service: On-campus transportation, pullover and merging at bus stops.

Service environment the WATonoBus is designed to operate in diverse environmental
and tra c conditions. Its autonomous functionalities must be robust in the face of the
following variables:

" Weather conditions: Sunny, rainy, snowy, foggy.
" Tra c participants: Vehicles, motorcycles, pedestrians, cyclists, geese.

" Road types: Single driveway, all-way stop intersection, potential constructions, bus
stop area, pedestrian crossing area, speed bumps.

Available sensing modalities this project aims to optimize service tasks while mini-
mizing costs, particularly in sensor selection. Currently, the project utilizes the following
sensors:
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" 3 front and 1 rear camera sensors.

" 1 side camera for merging.

1 front LIDAR sensor and 2 blind spot LIDAR sensors.
" 1 GPS sensor.

" 1 front and 1 rear radar sensors.

Interested error. in this work, the interested error will be mainly focused on the SOTIF
errors of the designed algorithms. The related perception sensors' malfunctions will also be
considered from hardware perspective. However, other hardware components like vehicle
actuators or wiring are not within the scope of this report and are assumed to work properly
all the time.

Analysis Assumptions

This section enlists several key assumptions regarding the operation of the WATonoBus
project. Each assumption is addressed with the explanation to justify its validity in this
project.

Prior knowledgeof High-Definition (HD) map for localization use: It is assumed that
accurate mapping data of the university campus ring road and associated tra c elements
are available beforehand and can serve as a localization reference during operations. Such
mapping data is commonly utilized not only in various autonomous driving tasks but
also in routine driving scenarios, particularly for route planning. Consequently, detailed
mapping data of the campus ring road has been gathered and incorporated into this project.
Furthermore, static tra c features and signage, such as driveway lanes and intersection
stop signs, will also be accessible through the HD map in the current project phase.

Predominant driving scenarios are normal driving, intersedion passng, and bus stop
pullover and mergng: Considering the straightforward yet delimited nature of the campus
road infrastructure within the designated service area, the operational scenarios for the ego
vehicle are restricted to the aforementioned cases. Throughout its operation, the ego vehicle
must adeptly navigate various tra ¢ situations within these three scenarios and execute
appropriate maneuvers. The service scope does not necessitate more intricate driving
actions such as responding to tra c lights or executing lane changes while overtaking
other vehicles.
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The project operates at autonomy level 2: In the vehicle, a human operator will be
present to assume control if necessary. It is assumed that this operator is fully capable
of executing emergency safety protocols during testing and restoring the vehicle to a safe
state. Given the de ned scope of accessible sensors and considerations for public safety,
the project aims to achieve a Level 2 automation vehicle in this phase. The pursuit of
higher levels of automation will be considered in subsequent project phases.

System Block Diagram

The high-level WATonoBus system block diagram is illustrated in Figure 3.5, including
5 major functional modules, namely calibrated sensors, localization, perception and pre-
diction, decision-making and planning, and control modules. These components will be
described in the following paragraphs in detail.

Figure 3.5: Overall Schematic Diagram of WATonoBus

Calibrated sersors on WATonoBus capture raw sensor measurements for localization
and perception modules. This includes 3 front and 1 rear cameras for visual data capture,
supplemented by 1 side camera for monitoring rear left tra ¢ for merging purposes. A
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front LIDAR sensor aids in depth perception. Two side LIDAR sensors prevent blind spot
collisions. Front and rear radar sensors assist in object tracking and prediction.

Localization module on WATonoBus handles ego vehicle positioning with respect to
the global frame and captures static tra c features like tra ¢ signs or pedestrian crossing
lanes. It employs dual techniques for redundancy: Applanix GPS sensor fusion algorithms
for precise localization during normal driving, and a data-driven visual odometry method
using LIDAR point cloud measurements for basic localization while using safety fallback
strategies. The inputs and outputs of this functional module are outlined below:

" Inputs: GPS data, LIiDAR data

" Outputs: Ego vehicle location/orientation, nearby tra ¢ features' locations

Perception and Prediction module provides scene awareness through information ob-
tained from various sensors. Particularly, combining 2D camera and 3D LIDAR detections
with radar measurements, several learning-based algorithms have been developed to both
identify the 3D locations of the surrounding dynamic objects and classify the detected
objects associated with certain con dence level. The potential dynamic objects include
pedestrians, vehicles, buses and so on. Object tracking and motion prediction will then be
performed for the perceived objects. These results are then used to create a time series
of drivable spaces for predictive decision-making process. The inputs and outputs of this
functional module are listed as below:

" Inputs: LIDAR data, camera data, radar data, ego vehicle location/orientation

" Outputs: Dynamic objects 3D locations, estimated dynamic objects' orientations,
future location, and velocities

Decisionrmaking and planning module manages tactical planning based on the sur-
rounding environment. It employs a Finite State Machine (FSM) to determine the current
driving state (normal driving, intersection passage, or bus stop pull-over/merging). For
pull-over and merging, speci c routes are planned to ensure safety. In addition, the ob-
stacles, which may have the con ict with the ego vehicle, will be Itered from all detected
dynamic objects in this module so that the potential tra ¢ hazards can be identi ed before
planning the ego vehicle trajectory and corresponding motion. In normal driving, short-
term ego path and velocity pro le are iteratively planned based on drivable spaces. The
inputs and outputs of this functional module are listed as below:
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" Inputs: Estimated dynamic objects' future location and velocities, dynamic objects
3D locations, ego vehicle location, nearby tra c features' locations, Safety speed and
steering angle constraints.

" Outputs: High-level behavior decisions, ego vehicle trajectory and speed pro les

Control module employs both longitudinal and lateral Model Predictive Control (MPC).
These controllers are nely tuned to track the planned path and velocity pro le, providing
desired inputs for the vehicle's mechanical actuators.

" Inputs: Initial velocity, ego vehicle trajectory and speed pro les, safety distance
threshold to obstacles

" Outputs: Steering angle adjustment, gas pedal adjustment

3.3.2 STPA-2 System Control Structure of WATonoBus

In STPA, the autonomous driving system is analyzed as a composition of controllers re-
sponsible for maintaining vehicle safety in hazardous conditions. STPA aims to pinpoint
inadequate control actions and their root causes, thereby o ering insights for system en-
hancements. Given the innate complexity of the autonomous driving system, it integrates
multiple sub-controllers that administer discrete or continuous control actions. Drawing
from the system block diagram depicted in Fig. 3.5, this section will meticulously delin-
eate these sub-controllers and their associated control actions. Although human operator
is normally included in STPA, we assume the operator is able to take over WATonoBus
all the time and will not generate or be a ected by any unsafe control actions. Therefore,
human operator is not included in the following STPA.

The initial sub-controller comprises the decision-making module, responsible for gen-
erating discrete, high-level vehicle motion commands. These directives guide the motion
planning and control modules in orchestrating detailed adjustments to the vehicle dynam-
ics. The decision-making module executes speci ¢ control actions, which are shown in
Table 3.3.

The second sub-controller integrates both the motion planning and vehicle control func-
tional modules, tasked with executing precise, low-level adjustments to the vehicle dynam-
ics to adhere to the desired trajectory. This controller bridges what the autonomous
driving system perceives and analyzes with the physical actuators, enabling the ego vehi-
cle to engage with the external environment. Speci ¢ control requests and actions of this
sub-controller are tabulated in Table 3.4.
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Table 3.3: Control Actions of Decision-making Module in WATonoBus

Functional Module (FM) Context for Control Request Control Actions
(CA)

FM1CA1: Stop
FM1CAZ2: Decelerate
FM1CA3: Go
FM1CA4: Pull over
FM1CA5: Merge

FM1: Decision Making and General vehicle motion request at certain tra c
Planning Module scenarios

Table 3.4: Control Actions of Motion Planning and Vehicle Control Modules in
WATonoBus

‘ Functional Module (FM) Context for Control Request ‘ Control Actions (CA)

FM2CAL1: None

FM2CA2: Lateral adjustment toward
trajectory with steering angle modi cation

Lateral position adjustment request based
on the planned trajectories.

FM2: Control Module
FM2CA3: None

FM2CA4: Longitudinal adjustment
forward gas/brake pedal modi cation

Longitudinal position adjustment request
based on the planned trajectories

The third sub-controller, situated within the decision-making subsystem, is the safety
monitor functional module. Its primary responsibility is to determine appropriate safety
strategies based on inputs from monitoring the vehicle's status. These selected safety
strategies are subsequently transmitted to the control subsystem to ensure the ego vehicle
always remains in a safe state. Notably, these safety strategies consist of discrete control
actions that either adjust or restrict the ego vehicle's operational mode. Specic control
requests and actions of this sub-controller are listed in Table 3.5.

Table 3.5: Control Actions of Safety Monitor Module in WATonoBus

‘ Functional Module (FM) Context for Control Request ‘ Control Actions (CA)
FM3: Safety Strategy ) FMSCAl: Normal autonomous
Selection in Decision Making Safety state request based on vehicle driving

status monitoring results .
9 FM3CA2: Limited autonomous

driving functionalities
FM3CAS3: Manual control

Module

The nal sub-controller is the control mode arbiter functional module, responsible for
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determining the necessary operational mode and transmitting the corresponding vehicle
control inputs to the vehicle components. Consequently, the speci ¢ control actions of this
sub-controller are shown in Table 3.6.

Table 3.6: Control Actions of Control Mode Arbiter Module in WATonoBus

‘ Functional Module (FM) ‘ Context for Control Request ‘ Control Actions (CA)
EM4: Control mode arbiter | Vehicle operatic_)nal mode_con rm_ation FM4CAL: Engage autonomous
in control module request before implementing vehicle driving mode

control FM4CA2: Engage manual

control mode

Furthermore, alongside the sub-controllers outlined in the WATonoBus software stack, a
complementary control structure diagram has been devised from the hardware standpoint,
as depicted in Figure 3.6. Within this diagram, the use of AND and OR gates with block
diagrams delineates the control action work ow from individual sensor components to the
safety monitor function module, and ultimately to the control mode arbiter module for
WATonoBus.

Referring to Figure 3.6, the hardware sensors initially perceive the surrounding en-
vironment, after which their raw measurements undergo examination against prede ned
thresholds or criteria. Following the assessment of each sensor, the collective status of
WATonoBus sensors is synthesized through the utilization of AND and OR gates. This
aggregated sensor status then triggers a sequence of determinations regarding the ego ve-
hicle's driving mode, safety state, and Human Machine Interface (HMI) LED indication.
Subsequently, predicated upon these determinations, the schematic disparities between
manual and autonomous operation are delineated within the gure, spanning from the
vehicle Controller Area Network (CAN) to the Microcontroller Unit (MCU), and the con-
trol mode arbiter module. A detailed explication of each primary component depicted in
Figure 3.6 is presented in the subsequent paragraphs.

Sersor status examination: In this study, the hardware sensor suite comprises Applanix
GPS, Inertial Measurement Unit (IMU), Distance Measurement Indicator (DMI), Global
Navigation Satellite System (GNSS), GNSS Azimuth Measurement System (GAMS), Li-
DAR, and camera sensors (refer to Figures 3.7 and 3.8). For the localization sensors,
the raw measurements, namely the accuracy of position, IMU, GAMS, DMI, and GNSS
working status, undergo an initial examination against prede ned continuous or discrete
thresholds to determine their acceptability. If the initial checks reveal inaccuracies, two
additional temporal criteria are employed to assess whether these inaccuracies persist over
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Figure 3.6: Sensor Hardware Monitor and Control Mode Arbiter Work ow of WATonoBus
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Figure 3.7: Sensor Components and Their Checking Criteria (Part 1)

time, with the temporal thresholds set at> 1s and > 3s. Based on the temporal evalua-
tions, sensor status is categorized as sensor noise, potentially inaccurate sensor measure-
ment, or inaccurate sensor measurement. Additionally, Applanix's general status is veri ed
through checks on time signal synchronization and physical parameter setup against spe-
ci c criteria to ensure synchronized localization sensor signals with proper physical model
parameterization. Likewise, diagnostic messages from front and blind spot LIDAR sensors
are scrutinized to assess their operational status. For camera sensors, apart from examining
camera status, sampling rates are evaluated against prede ned thresholds. Subsequently,
temporal criteria are similarly applied to LIDAR and camera sensor checks.
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Figure 3.8: Sensor Components and Their Checking Criteria (Part 2)

Sersor status aggregation and egovehicle status determination: After each sensor sta-
tus is determined, these sensor status information will then be used to determine the overall
sensor suite status by categorizing the status to hardware working normally, primary or
secondary hardware loss, potential hardware loss or experiencing hardware measurement
noise (See Figure 3.9). If all sensor are working normally, then the overall sensor suite
status will be hardware working normally. However, if one of the sensor status is show-
ing inaccurate or poor performance, primary hardware loss will then dominate the overall
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Figure 3.9: Ego Vehicle Status Determination Work ow

sensor suite status, except for DMI or GAMS poor performance. Given DMI and GAMS
are secondary information in localization process, their poor performance status will only
trigger secondary hardware loss. Similarly, hardware measurement noise is triggered by
at least one sensor noise status and other sensors are working normally. Apart previously
mentioned hardware status, human interference is also included for manual control situa-
tion. Afterwards, according to the status priority, a series of determiantions are done from
considering whether human operator is taking over control or not to whether sensor suite is
experiencing sensor noises or not. Accordingly, the ego vehicle driving mode, safety state,
and HMI LED status are decided. Possible ego vehicle driving modes and safety states
are tabulated in Table 3.6 and 3.5 before. In terms of HMI LED light, three colors, red,
yellow, and green are chosen to show manual, degraded autonomous and fully autonomous
driving modes, respectively.

Control mode arbiter logic and driving mode comparison: If ego vehicle is in manual
driving mode, the vehicle control messages will be directly obtained from driver's wheel
steering and pedal pressing angles and sent through vehicle CAN to MCU. On the other
hand, the autonomous driving mode will generate autonomous control messages from the
ADS software stack and send them through vehicle CAN as motion planning messages. For
manual driving mode, actuator interface is also examined for indicating whether human
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Figure 3.10: Actuator Interface Message Generation Logic of WATonoBus

operator is driving the ego vehicle or not. The actuator interface examination logic is
demonstrated in Figure 3.10. Once human interference is conrmed through actuator
interface examination, this message will be sent to control mode arbiter module to override
autonomous control mode and through vehicle CAN to the previous ego vehicle status
determination logic.

3.3.3 HAZOP Analysis of WATonoBus
The Hazard and Operability Study (HAZOP) is performed to identify the potential hazards

associated with the operation of the designed ADS. The following paragraphs will demon-
strate the system functions, hazard derivations, and summarize the found vehicle-level
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hazards.

With the assumptions and scope de ned in the Section 3.3.1, the major functions of
WATonoBus are listed in Table 3.7:

Table 3.7: ADS Functions of WATonoBus

Autonomous Driving Subsystem Functions

Calibrated Sensors Sense surrounding environment.

Localize ego vehicle.
Perception Localize existing tra c objects.

Predict dynamic tra c objects' trajectories.

Instruct ego vehicle motion.
Decision Making & Motion Planning Identify potential tra c obstacles.

Arrange vehicle dynamics adjustments.

Execute low-level vehicle control.
Control

Implement required vehicle control mode.

. . Assess autonomous vehicle performance.
Safety Monitor & Control Model Arbiter

Provide safety measures.

According to the detailed description of each WATonoBus functional module, mal-
functions and related hazardous conditions are identi ed using HAZOP guidewords. The
employed HAZOP guidewords include: \No or not", \Part of", \More than intended",
\Less than intended", \Later function performance”, \Incorrect performance”. Overall, 35
malfunctions are identi ed from the 11 functions listed in Table 3.7. Among the analysis
of these 35 malfunctions, there are 13 hazardous conditions generated from this HAZOP
analysis and they are tabulated in Table 3.8. Please refer to Appendix A for the detailed
HAZOP study results.

Of these 11 hazardous conditions, a deeper analysis is conducted to ascertain that there
are no causal relationships among the primary hazardous conditions. Consequently, haz-
ardous conditions H2-4 and H7-9 are eliminated from consideration as they can indirectly
trigger H1 or H6. Thus, the primary vehicle-level hazardous conditions, which can directly
lead to a vehicle collision, are outlined in the Table 3.9. The rest of hazardous conditions
are then categorized as secondary hazardous conditions in Table 3.10.
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Table 3.8: HAZOP Study Results

Hazardous Condition

Description

H1

Unable to adjust vehicle
control autonomously

The ego vehicle is not capable of properly perceiving ¢
analyzing its surrounding environment due to the mal-
functions of system hardware or software. No referenc
can be interpreted to output to adjust the ego vehicle's
motion in autonomous driving mode correspondingly.

e

1]

H2

Unable to detect nearby
tra c objects

The ego vehicle's perception module cannot proper
detect other tra c participants like pedestrians or ve-

hicles due to the malfunctions of system hardware @
software.

=

H3

Unable to estimate distance
to dynamic objects

The ego vehicle's localization module is not capab
of correctly localizing the ego vehicle and making th
calculation of relative distances between other trac
participants with ego vehicle impossible.

D

H4

Unable to understand dy-
namic objects' intention

The ego vehicle's prediction module cannot properl
predict other tra c participants' intent due to the mal-
functions of system hardware or software.

<

H5

Unable to proceed safety
fallback strategy

The ego vehicle's control mode arbiter is not capa
ble of modifying the vehicle control mode between au
tonomous driving and manual control and making the
implementation of fallback strategy impossible.

H6

Incorrectly adjust vehicle
control autonomously

The ego vehicle is not capable of accurately follow
ing the current tra c rules due to the poor-quality

results generated from system hardware or software.
Coarse reference information will in uence the vehiz

cle dynamics adjustment in autonomous driving modé
consequently.

D

1372

H7

Omit certain nearby tra c
objects

The ego vehicle's perception module cannot con
pletely identify all nearby tra c objects due to the
malfunctions of system hardware or software.
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174
1
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=
1

The ego vehicle's localization module is not capable of
Hs Incorrect estimation on dis-| accurately localizing the ego vehicle, resulting in the
tance to dynamic objects | coarse estimation on relative distances between other
tra ¢ participants and the ego vehicles.
: The ego vehicle's prediction module is not capable of
Incorrect understanding of L - e
H9 : ) s . accurately estimating other tra c participants' intents
dynamic objects' intention
due to the poor performance from system software.
The ego vehicle is not capable of accurately executin
Incorrectly implement | corresponding safety strategy and maintain the ego ve
H10| safety strategies hicle within the safe state due to the poor performanc
of the Reliability and Safety subsystem.
One or more functional modules in the designed at
Slow reaction to surround-| tonomous driving system cannot e ciently process the
H11| ing environment algorithms and result in long latent time to the envi-
ronment changes.
Table 3.9: Primary Hazards Table
ID Hazardous Conditions
PH1 Unable to adjust vehicle control autonomously
PH2 Unable to proceed safety fallback strategy
PH3 Incorrectly adjust vehicle control autonomously
PH4 Incorrectly implement safety strategies
PH5 Slow reaction to surrounding environment

3.3.4 STPA-3 Identi cation of UCAs of WATonoBus

In this section, combining with the primary vehicle-level hazards in Table 3.9, a set of
guidewords are employed to identify the Unsafe Control Actions (UCAS) so that other
vehicle-level hazardous conditions can then be determined. The primary vehicle-level haz-
ardous conditions triggered by the UCAs will be rst selected from those listed in Section
3.3.2. The guidewords are listed as below:
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Table 3.10: Secondary Hazards Table

ID Hazardous Conditions

SH1 Unable to detect the nearby tra c objects

SH2 Unable to estimate the distance to dynamic objects
SH3 Unable to understand the dynamic objects' intention
SH4 Omit certain nearby tra c objects

SH5 Incorrect estimation on the distance to dynamic objects
SH6 Incorrect understanding of the dynamic objects’ intention

" Control actions provided:

{ But not needed.

{ Needed but intensity is incorrect.
{ Needed but delivered incorrectly.
{ Needed but start early or late.

" No control action provided but needed.

The generated UCAs for each sub-controller can be found in Appendix B in details.
Table 3.11 exempli es the analysis of the vehicle control module. For instance, the bold
PH3 implies that when there's a lateral adjustment request but no longitudinal request, the
module provides control commands in both directions, resulting in incorrect adjustment of
vehicle control.

The Causal Factors (CF) for each UCA are then identi ed by analyzing each subsystem
and the interactions between di erent subsystems. According to CFs and UCAs, safety
measures can then be executed correspondingly to control or mitigate UCAs in ADS. The
guidewords employed in this study are demonstrated in the block diagram Figure 3.11 [3].
Given the di erent natures of the sub-controllers, some guidewords will be applicable. The
detail explanations of the guidewords in the Figure 3.11 have been tabulated in Table 3.12.
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Table 3.11: Vehicle Control Functional Modules' UCAs

Context for Control Request

Guide-words for Assessing Control Actions

Longitudinal Lateral position Provided Provided but Provided but Provided Not
position adjustment but not more than less than but too provided
adjustment requests needed intended intended late but needed
requests
FM2CA3 FM2CA1l PH3 N/A N/A N/A N/A
FM2CA3 FM2CA2 PH3 PH3 PH3 PH3, PH1
PH5
FM2CA4 FM2CAl PH3 PH3 PH3 PH3, PH1
PH5
FM2CA4 FM2CA2 N/A PH3 PH3 PH3, PH1
PH5

Figure 3.11: Causal Factors Considered in STPA [3]
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Table 3.12: Causal Factor for Implemented Sub-controllers

Explanation

(1) Incorrect process model
- Continuous control actions: Incorrect model of controlled process or plant
- Discrete control actions: Incorrect decision-making control action selection strateg

(2) Incorrect external control input

- Poor performance of input functional module
- Corrupted signal

- Incorrect input signal frequency

- Wrong input signal format

(3) Missing external control input
- Input functional module breakdown
- Ine cient controller algorithm

(4) Communication Error
- Failure of message generator or receiver
- Incorrect signal priority setting

Jy

(5) Sensor inadequate operation

- Internal sensor hardware failure

- Performance degradation over time

- Poor performance due to extreme temperature

(6) Missing sensor measurement
- Sensor inputs blocked externally by moisture or dirt
- Loss of power supply or disconnection

(7) Inaccurate sensor measurement

- External environmental variabilities: weather, light, tra ¢ participants' character-
istics, etc.

- Sensing limitation: distance, view angle, light sensitivity, scan rate, etc.

- Ego vehicle instability: vibration or shock impact

(8) Sensor measurement delay
- Incorrect sampling rate and report frequency
- Low computation processing capability
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Figure 3.12: STPA Traceability Diagram Example of PH3

3.3.5 STPA-4 Identi cation of Loss Scenarios

Ultimately, an overall STPA traceability block diagram is constructed, integrating the
identi ed loss scenarios. In this STPA analysis, all primary hazards ultimately lead to a
vehicle crash. Hence, the STPA traceability diagram positions "vehicle crash" at the top,
succeeded by primary hazardous conditions, unsafe control actions, and their respective
causal factors, alongside explanatory details. The directional arrows signify the causal rela-
tionships, delineating the STPA loss scenarios within the diagram. Leveraging this STPA
traceability diagram, safety strategies can be devised to preempt hazardous conditions.
Moreover, the traceability established between hazardous conditions and their causal fac-
tors can aid in pinpointing defects within designed functional modules after the occurrence
of hazardous conditions. The comprehensive STPA traceability block diagram is depicted
in Figure 3.13.

An excerpt from the STPA traceability diagram, focusing on one branch under PH3, is
illustrated in Fig. 3.12 as a representative example. Here, the primary hazard arises from
erroneously delivered control actions attributed to incorrect model processes, external con-
trol inputs, or imprecise sensor measurements. Each of these causal factors is elaborated
upon with detailed explanations regarding their root causes, often exhibiting interdepen-
dencies that can propagate from one factor to another. For instance, in this scenario, the
limitations of the sensor suite's sensing capabilities can directly impact the performance
of dynamic feature identi cation. This diagram serves as a foundation for generating test
cases and formulating safety strategies aimed at averting the corresponding hazardous
conditions.
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Figure 3.13: Overall STPA Traceability Diagram of WATonoBus
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3.4 WATonoBus Risk Assessment and Vehicle-level
Safety Goals

To mitigate unreasonable risks as outlined in ISO 26262, an Automotive Safety Integrity
Level (ASIL) will be designated to each identi ed vehicle-level primary hazardous con-
dition, following a thorough analysis of its exposure, severity, and controllability. The
operation conditions for WATonoBus are initially delineated based on the provided service
scope and environment, in accordance with the speci cations detailed in Table 3.1. The
hazardous conditions will then be integrated with the potential operation conditions. The
same hazardous condition may obtain di erent ASILs under di erent operation scenarios.
Finally, the vehicle-level safety goals of WATonoBus are listed as the fundamental reference
for later edge case generation and simulation testing process.

3.4.1 WATonoBus Operation Conditions

Based on the project scope described in Section 3.3.1, the operation scenarios should consist
of the possible tra c situations that WATonoBus will encounter in the real-world, Ring
Road testing. The considered scenarios variables are tabulated in Table 3.13. Based on
the variables de ned in Table 3.13, the ego vehicle operation conditions are enumerated
through combining the permanent-reginal, permanent-local, condition and threat variables.
Eventually, 135 combinations of operation conditions are developed and can be found in
Appendix C. One example operation condition is demonstrated as below:

" Operation Condition 1: Ego vehicle drives on the local, two-way, divided, unprotected
roadway with single lane on one direction. The roadway is paved with concrete and is
level. The roadway has no restriction to pedestrians and cyclists and the speed limit
is less than 30km/h. The ego vehicle is now at a T-shaped/four-way intersection
with no restriction. Pedestrians exist in the intersection. The weather is sunny,
and daylight is enough. However, one disabled or crashed vehicle present at the
intersection.

3.4.2 ASIL Assessment for WATonoBus Primary Hazards

After the operation scenarios have been identied, the ASIL is then assigned to each
primary hazardous condition in each operation scenario. Based on Table 3.2, the ASIL
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Table 3.13: Variables Covered in WATonoBus Operation Conditions

Top-Level
Category

Permanent-Regional Variable

States

Physical Infrastructure

Roadway Type

Local, Two-way, Divided, Unprotected

Lane Type

Single lane

Roadway Surface

Paved concrete

Roadway Grade

Level

Non-vehicle User Permission on Roadway

- Unrestricted to pedestrian
- Unrestricted to cyclist

Objects Presence of Pedestrian - Unrestricted crosswalks or Unrestricted
Crosswalk/Intersections intersections
Operational Speed Limit Low Speed (V < 30km/h)
Constraint
Top-Level Permanent-Local Variable States
Category

Physical Infrastructure

Intersection

- T-intersection
- Four-way intersection

Roadway Geometry

Straight or Curved

Top-Level
Category

Condition Variable

States

Physical Infrastructure

Roadway Condition

Bumps on road

Lane Edge

Cones existence

Objects

Roadway Users

Standard vehicles in roadway

Non-standard Vehicles

Large vehicles (i.e. bus, truck)

Pedestrians and cyclists

- In roadway
- In intersection
- In crosswalk
- Wait to cross roadway
- Move along or adjacent to roadway

Environment Condition

Weather

Sunny or Medium rain/snow/fog

Weather-induced Surface Condition

Wet, Snow, or Slush

Light Conditions

Daylight or Dark with lighting condition

Top-Level Threat Variable States
Category
Operational Altered Tra c Flow Disabled vehicle or Nearby crash scene

Constraints

Objects

Roadway Users

- Other vehicle travels on opposite roadway
- Other vehicle disobeys stop sign at intersection
- Other vehicle fails to yield right-of-way
- Large objects in road
- Pedestrians or cyclists improperly cross
roadway
- Pedestrians running towards roadway
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Table 3.14: WATonoBus Primary Hazards ASIL Assessment

Primary Hazardous Condition ASIL

PH1 | Unable to adjust vehicle control autonomously B

PH2 | Unable to proceed safety fallback strategy

PH3 | Incorrectly adjust vehicle control autonomously

PH4 | Incorrectly implement safety strategies

WO|®@ O

PH5 | Slow reaction to surrounding environment

assignment evaluates the aspects of severity, exposure, and controllability in one inter-
ested operation condition with one primary hazardous condition. Vehicle crashes will be
considered as the ultimate hazard. The ASIL assessment rationales are based on similar
studies presented in [137] and [3]. Referring to the ASIL assessment tables in Appendix
D, the WATonoBus primary hazards ASIL assessment results are tabulated in Table 3.14.
Appendix E lists the detailed ASIL assessment and rationales, considering the primary
hazards under each operation scenario.

3.4.3 WATonoBus Vehicle-level Safety Goals

Vehicle-level safety goals represent the pinnacle safety imperatives for ADS, encapsulat-
ing the overarching safety requirements essential for ensuring operational integrity and

safeguarding against potential hazards. Each safety goal is aligned with a designated
ASIL, mirroring the ASIL assessment of the primary hazards. These safety objectives

serve as the guiding principles that underpin the design, development, and deployment
of WATonoBus, outlining the fundamental benchmarks necessary to achieve and maintain

safety performance during operation. Table 3.15 below illustrates WATonoBus vehicle-level

safety goals.

Table 3.15: WATonoBus Vehicle-level Safety Goals

Safety Goals ASIL
SG1 | Capable of correctly adjust vehicle control autonomously B
SG2 | Capable of correctly proceed safety fallback strategies D
SG3 | Ensure on-time reaction to the changes of surrounding environment B
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3.5 WATonoBus Edge Case Generation

Based on the de ned safety goals, identi ed loss scenarios, and HAZOP cases discussed in
the previous sections, this thesis proceeds to generate e ective test cases for WATonoBus
simulation testing. These test cases will help determine the operational boundaries of
WATonoBus to ensure it maintains the de ned safety goals during operation. In this
work, the generated test cases primarily examine the decision-making and motion planning
modules and will be used in Chapter 5 to evaluate the proposed uncertainty-aware decision-
making mechanism. The test cases focus on interactions with pedestrians while performing
lane-following maneuvers. Considering the operational conditions summarized in Section
3.4.1 and shown in Appendix C, the focused operation conditions in this work will be 94
or 95.

" Operation Condition 94/95: Ego vehicle drives on a straight roadway with single lane
on one direction. The roadway is paved with concrete and is level. The roadway has
no restriction to pedestrians and cyclists and the speed limit is less than 30km/h.
Pedestrians exist near the roadway. The weather is sunny, and daylight is enough
to obtain su cient visibility for perception algorithm. However, pedestrians exhibit
running behavior towards roadway (i.e.,0C94), or pedestrians exhibit normal be-
haviors without threat variables like walking on sidewalks, crossing, or crossing then
returning (i.e., OC95).

These two relevant operating conditions are expanded to 9 atomic scenarios, as shown
in Table 3.16, considering interactions between a lane-following ADS and both single and
multiple pedestrians. Each atomic scenario is thoroughly analyzed and broken down into
several con guration parameters, following the work ow illustrated in Figure 3.3. The
resulting con guration parameters are listed below as an example. The range and number
of these parameters are exible and case dependent.

" Discrete parameters DP):

{ DP; - Number of actor pedestriansf 1; 2; 3; 4; 5¢.

DP, - Pedestrians spawn sidef left; right g to the driving lane.

DP; - Pedestrians speedf 1:5; 2:7; 3:5g m=s.

DP, - Pedestrians starting point distance to ego vehicld:25; 453 m away.

ltn T e W e W e Y

DPs5 - Pedestrians turning angle during crossingt 45, 90g degrees
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{ DPs - Ego vehicle speedf 20, 30g km=h

~ Continuous parameters CP):

{ CP; - True object position uncertainty in simulation: normal distribution with
0 mean and standard deviation of 1.5; 2; 2:5g m.

Table 3.16: Generated Test Cases for WATonoBus Operation Conditions 94 and 95

Scenario Description Parameters Generated
Case Num

DP]_ = 1, DP2, DP3 =

Running pedestrian f2:7;3:5gm=s, DP4, DPg, 48
CP;

Walking on sidewalk in parallel to| DP; = 1, DP,, DP; = 24

ego and then crossing 1:5m=s, DP4, DPg, CP;
DPl = 1, DP3 =

Returning pedestrian f1.5;2.7gm=s, DP4, DPs, 42
DPg, CP;

Single pedestrian crosses the roadDP;,; = 1, DP3; = 2:7m=s, 12

behaving unexpectedly. DP,, DPg, CP;

Running to cross, then walking inf DP;, = 1, DP3; =

parallel on sidewalk, and suddenly f2:7;3:5gm=s, DP,4, DPsg, 12

running to cross CPkP,

Running to cross, waiting, and sud{ DP; = 1, DP3 = 2:7m=s, 6

denly crossing the road DP, =25m, DPg, CP;

One of them 1 behaving unexpect, D2 = 5. DPs = 1:5m=s 6

g PeCt bp, = 25m, DP, CP,
edly.
walk 1 paralle o 200 and then aroes P2 = 4 DPs = | o,
P g % £1:5,2:7gm=s, DPs, CP;
the road.
. . . . DP]_ = 3, DP3 =
1 running pedestrian with multiple £2:7: 3:5gm=s, DP, = 25m, o4

normal crossing pedestrians.

DPg, CP;
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Unless speci ed, the considered discrete parameters in Table 3.16 contain all values
listed previously.

The generated test cases are initially evaluated using the current FSM decision-making
module employed in WATonoBus' daily operations. The operational boundaries are deter-
mined through the 3-sigma rule introduced in Section 3.2. Speci cally, to identify these
boundaries, edge test cases must be found among the generated test cases, particularly
when continuous con guration parameters are involved. In this study, an test case is iden-
tied as edge case if it results in a collision between ego vehicle or their safety bu ers.
Figure 3.14 showcases the validation results for three pedestrian collision avoidance cases
generated from atomic scenario 2.

The top row illustrates the s-distance in the Frenet frame between the pedestrian and
the ego vehicle under test, with a blue dashed line indicating a rule violation in test scenario
3. The middle and bottom rows display the ego vehicle's velocity pro le and overall TTC
metrics, respectively. The black line (test scenario 1) represents a typical scenario where
the ego vehicle meets expected performance standards. The red and blue dashed lines
depict scenarios with intersecting spatial-temporal trajectories (TTC close to 0) between
the ego vehicle and the actor, each with distinct outcomes. In scenario 2, the ego vehicle
stops before a collision due to the actor's inability to react, mitigating the severity. In
contrast, scenario 3 is a failure case where the ego vehicle does not slowdown in time,
resulting in a collision.

Our method e ectively addresses these situations by identifying long-tail cases. Addi-
tionally, the bottom plot in Figure 3.14 suggests that the WATonoBus' e ective braking
TTC when encountering a sudden object is about one second. If the system detects an ob-
ject within this timeframe, it likely leads to a failure, with the vehicle failing to decelerate
in time and colliding with the actor, thus de ning the ODD boundary.

After determining the operational boundaries and lItering out e ective test cases based
on these boundaries, the remaining test case numbers for each atomic scenario are listed
in Table 3.16. These remaining test cases will be used to evaluate the performance of the
proposed uncertainty-aware decision-making mechanism in Chapter 5.
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Figure 3.14: Example of Determining the Operation Boundary for WATonoBus FSM
Decision-Making Module in Atomic Scenario 2
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Chapter 4

Learning Algorithm Uncertainty
Quanti cation

Drawing on the uncertainty-hazard relationships established in the preceding chapter, this
section delves into the quanti cation of Object Position Uncertainty (OPU) originating
from object detection algorithms. The decision to focus on OPU in the perception mod-
ule stems from its signi cant impact on downstream modules. Nonetheless, the proposed
methodology holds universal applicability across various types of uncertainty identi ed
from the previous chapter. We employ Polynomial Chaos Expansion (PCE) for uncer-
tainty quanti cation. Speci cally, OPU is quanti ed based on the detected pedestrian
position and the detection errors of reference objects. OPU represents the uncertainty or
bias associated with the detected pedestrian's position. This uncertainty can be interpreted
as a radius, representing the range within which the true pedestrian position is likely to
lie, centered around the detected location. By quantifying OPU, we aim to capture the
error margins in pedestrian position detection and improve the robustness of autonomous
systems in uncertain environments. Section 4.1 elucidating the background and principles
of PCE to set the stage for later analysis. Subsequently, Section 4.2 provides a compre-
hensive problem statement regarding OPU quanti cation, establishing the groundwork for
the subsequent application of PCE. Theoretical speci cs on implementing OPU quanti -
cation using PCE are outlined in Section 4.3, while Section 4.4 showcases simulation and
real-world experiment results, and performance comparison with a baseline model. This is
followed by a thorough discussion in Section 4.5, providing insights into the e ectiveness
and reliability of the proposed approach.
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4.1 Polynomial Chaos Expansion (PCE) Fundamen-
tals

Polynomial Chaos Expansion (PCE) stands as a powerful metamodeling tool for quan-
tifying uncertainty arising in complex systems. It provides a functional approximation
of a computational model through its spectral representation on a suitably built basis of
polynomial functions. These polynomial basis functions are chosen to ensure that the
expansion coe cients, namely polynomial chaos coe cients, can be e ciently computed
using statistical moments of the random variables involved. By limiting the expansion to a
nite order, PCE can adeptly approximate joint, high-dimensional probability distributions
with a nite number of terms, presenting a more e cient approach to uncertainty quan-

ti cation compared to Monte Carlo methods, particularly bene cial for high-dimensional
problems [139]. Another key advantage of PCE is its ability to handle non-Gaussian and
non-linear uncertainties encountered in practical applications. This strength enables PCE
to accommodate arbitrary probability distributions and complex system behaviors, mak-
ing it well-suited for modeling uncertainties in dynamical systems, stochastic process, and
high-dimensional parameters spaces [140]. Compared to the uncertainty quanti cation
techniques reviewed in Section 2.2.2, PCE emerges as a promising choice for our second
research objective given its e ciency and adaptability to various types of learning algo-
rithms and uncertainties. Consequently, PCE is selected for exploration in this thesis and
its technical fundamentals will be introduced in the subsequent sub-sections.

4.1.1 PCE De nition and Polynomial Basis

Polynomial Chaos Expansion (PCE) was rst introduced by Norbert Wiener in 1938 [141].
It is used for representing random processes using orthogonal polynomials, initially being
applied to model Gaussian noise and generalized to model non-Gaussian distributions in
1990s [142]. Given arandom vectot 2 R that follows a joint Probability Density Function
(PDF) fx, a modelM that maps X to Y like Y = M (X), and with variance of Y across
the valid domain of X, Dy :

Z

E Y2 = M 2(x)fx (x)dx < 1 (4.1)
Dx
Then the polynomial chaos expansion d¥l (X) is de ned as:

X
Y=MX)= ¢ (X) (4.2)
2N
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where (X) are multivariate polynomial basis functions orthogonal under the distribution
fx . The max number of variables in  (X) is equal to the dimension ofX. Orthogonality
of the polynomial basis functions is crucial in PCE because it ensures an e cient, accurate,
and independent representation of the uncertainty in a system. It simpli es the compu-
tation of coe cients, minimizes approximation errors, and aligns the basis functions with
the properties of the modeled distribution. 2 N is used to index each polynomial basis
function (X), and ¢ 2 R are the polynomial chaos coe cients corresponding to each
(X). Practically, the summation in Equation (4.2) needs to be truncated to a nite
number of terms and it can be rewritten as:

X
Y = M(X) ¢ (X) (4.3)
2A

whereA N is a set of selected indices of polynomial basis function (X). The mean and
variance of a modeled distribution using PCE can be calculated by the following equations
=G
P
var(f)= ¢

i=1

(4.4)

wherec, is the PCE coe cient associated with the zeroth-order term.c, are the PCE coef-
cients for the higher-order terms andP is the total number of polynomial basis function
terms.

The polynomial basis functions (X) are de ned based on orthonormal polynomial
de nition. A univariate orthonormal polynomial 8)(xi) with respect to another polyno-
mial S)(xi) of the i™ input, x;, can be de ned as below:

Z
. . def . .
Dea): Poa) = D) §Oa)x (xi)dx = pg (4.5)
Dx

wherex; identi es the i!" input variable, p and g are the corresponding polynomial degrees,
fx,(xi) is the i input distribution and | is the Kronecker symbol. Based on Equation
(4.5), the multivariate polynomial basis function (x) can be treated as the product of
their univariate counterparts in Equation (4.6) and the orthogonality can be demonstrated
as Equation (4.7)

Y
= O (4.6)

i=1

h (x); X)i= 4.7)
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where is the Kronecker symbol for high-dimensional case and represents the consid-
ered max polynomial degree. For example, if the mod® depends on two variablex;
and x», the univariate, rst degree polynomial basis functions will be 1(x;) and 2(x,).
Then the multivariate polynomial basis function based on the previously two univariate
polynomial basis function will be }(x1) 2%(x).

Based on the de nition of polynomial basis functions, intensive studies have been per-
formed to determine the orthonormal polynomials to di erent distribution. A few common
univariate orthonormal polynomials and their distributions are tabulated in the Table 4.1
below as reference [143k is the polynomial degree in this tablea and b are the param-
eters from the corresponding distributions. If the input random variable distribution is
unknown, their polynomial basis functions can be numerically determined based on the
available dataset of input random variables.

4.1.2 PCE Polynomial Coe cient Calculation Methods

After identifying the polynomial basis function for the desired distributions in Equation
(4.3), the next step is to calculate the polynomial chaos coe cients¢ . The two prin-
cipal coe cient calculation strategies are projection and regression. Projection methods
compute the coe cients based on the orthogonality of basis functions through numerical
integration. Another more commonly used method, regression, formulates Equation (4.2)
as a set of linear equations and solves it by linear regression approaches. This sub-section
will illustrate two coe cient calculation methods: ordinary least-square regression, and
sparse regression, which are employed in this thesis. For the details of all PCE coe cients
calculation methods, readers can refer to [144].

Table 4.1: Common Families of Univariate Orthonormal Polynomials

Distribution Domain  Orthogonal Polynomial Family Polynomial qusis Function
Uniform [ 11] LegendrePy(x) Pu(X)= 341
Gaussian (1 ;1) Hermite He, (X) Hekg%()=p k!
Gamma Q1) Laguerre L2(x) LE(X); Learh)

Beta [ 11] JacobiJF(x) IEN)= e b o)
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Ordinary Least-square Regression

To implement a least-square minimization problem, the in nite series in Equation (4.2)
can be rewritten as the sum of Equation (4.3) and a residual [145]:

5’(1
Y =M(X)= G (X)+"p cT(X)+"p (4.8)
j=0
| !
p= N'P (4.9)
p

whereN is the number of input variables whose total degree is less than or equalg all
polynomials,"p is the truncation residual,c = fc;:::;c 19" is the polynomial coe cient

vector, ( X)=f o(X);:; p 1(X)g' is the orthonormal polynomial vector for inputX .
Then the least-square minimization problem can be formulated as:
h [
é=argminE ¢’ ( X) M(X)? (4.10)

The least-square minimization problem in Equation (4.10) can be approached by ordinary
least-square (OLS) solution, which considers a given sample = x®;:::x™ T with

n samples and the corresponding respons¥s = y®;:::y™M T the OLS solution to
Equation (4.10) can be written as below:

é= ATA 'ATY (4.11)

Ai = (x);wherei =1;:5n; j =0;:5P 1 (4.12)
where A; is the regression matrix and contains the values of all basis polynomials given
sample X. Compared to projection method, the strength of least-square minimization
problem is that an arbitrary number of sample points can be used to determine the poly-
nomial coe cients if they are non-trivial and N P. The theoretical proof of least-square
minimization problem convergence can be found in [146].

Least Angle Regression (LAR) for Sparse PCE
When constructing high-dimensional PCE to quantify uncertainty, sparsity arises from the

orthogonal structure of the selected polynomial basis functions and the limited contribution
of many polynomial terms to the representation of uncertainty. To handle the sparsity
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in high dimension while e ectively calculating PCE coe cients, a regularization term,
kyk,, can be added to the least-square minimization problem in Equation (4.10) and the
optimization problem is changed to:

h i
¢=argmnE ¢’ ( X) M(X)° + kck, (4.13)
C2RIA]
X
kek, = ic ] (4.14)
2A

whereA NM is a set of selected indices of polynomial basis function (X). The reg-
ularization term forces the optimization towards low-rank solutions and therefore handles
the sparsity issue with high-dimensional PCE. There are several existing algorithms that
solve Equation (4.13) [147, , , ]. The employed algorithm in this thesis, least
angle regression (LAR) algorithm [149], will be introduced next.

LAR is a regression algorithm used for dimensionality reduction, particularly in high-
dimensional datasets where the number of regressors is much larger than that of observa-
tions. Considering Equation (4.13), it means that the number of terms in each polynomial
basis function is much larger than the number of polynomial chaos coe cienty, . The key
idea behind LAR is to gradually add regressors from candidate set to active set while si-
multaneously shrinking their coe cients towards the least-square estimates. At each step,
LAR identi es the regressor most correlated with the response variable and moves in the
direction of this regressor until another regressor becomes equally correlated. This process
continues until all regressors are included in the model. The optimal number of regressors
in the model may be determined using a suitable criterion. The LAR algorithm is shown
in Algorithm 1.

When handling with high-dimensional PCE, LAR iteration can be ine cient usually
due to error calculations. An early stop criterion can be applied to speed-up the algorithm.
The early stop criterion is based on the observation that most error estimate changing
tendency is relatively smooth with respect to the increasing iteration number. Hence, an
e ective LAR early stop criterion is to stop adding regressors after the error estimate is
above its minimum for at least 10% of the maximum number of allowed iterations.

4.1.3 Bootstrap PCE (bPCE) and Polynomial Chaos Kriging
(PCK)

Other PCE-related techniques are also investigated and compared to make the nal selec-
tion on the uncertainty quanti cation method. Two other techniques, namely bootstrap
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Algorithm 1: LAR algorithm used in PCE coe cient calculation
Initialize: Initialize polynomial chaos coe cient: ¢ = 0, candidate regressor set:
, active set: ;, residual: rg = Y.
1 Step 1: lteration

11 Step 1-1: Find the most correlated regressor | to the current residual.

12 Step 1-2: Move all coe cients in the current active set towards their least-square
values until their predictors are equally correlated with the residual as another
predictor in the candidate set, which will also be the most correlated with the
residual in the next iteration.

1-3 Step 1-3: Calculate and store the error estimate for the current iteration.

1-4 Step 1-4: Update active coe cients,c

15 Step 1-5: Move | from candidate set to active set.

16 Step 1-6: Repeat step 1-1 to 1-5 until the active set size is equal to (N  1).

2 Step 2: Regressor Selection

2-1 Step 2-1. The remaining regressor with the lowest error estimates will be selected

as the best sparse candidate basis.

PCE (bPCE) [151] and Polynomial Chaos Kriging (PCK) [152] are studied and imple-
mented within simulation environment along with PCE to understand their strengths and
weaknesses at the initial stage, facilitating us to choose the most suitable technique to be
implemented in OPU quanti cation task.

Speci cally, bPCE integrates bootstrap resampling idea with PCE to generateg repli-
cations for initialization dataset X based on sampling with substitution principle, like
X®: X (8) | These replicated datasets will be used to initializag PCE models and
eventually will generateng predictions on a pointx. bPCE o ers the capability to calculate
the variance of predictions or other interested statistical results.

Universal Kriging is a stochastic algorithm that assumes the mod&d = M (X) is a
Gaussian process indexed b}. The equation of universal Kriging model,M X (X), is
formulated as below [153]:

Y MEX)= TEXX)+ 2Z(X:;w) (4.15)

where Tf (X)is the mean value model response that follows the assumed Gaussian process,
2 is the Gaussian process variance, argl(X ; w) is a zero mean, unit variance Gaussian
process. Together with Equation (4.3), the PCK equation is written as below:

X
Y = MPCK(X) = c  (X)+ 2Z(X:w) (4.16)
2A
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where the rst half of Equation (4.16) is the sum of orthonormal polynomials, approximat-
ing the global trend of Y, and the second half is the Kriging model that interpolates the
local variance ofY as a function of neighboring data withinX .

4.1.4 Error Estimation and PCE Evaluation

After the surrogate models like PCE, bPCE and PCK are constructed, their prediction
accuracies need to be evaluated across the same validation dataset. The prediction error,
", can be calculated based on the equation below:
h [
E M(X) MPCE(X)?

Var[Y]

(4.17)

where M P€E (X)) is the constructed PCE model. More speci cally, normalized empirical
error ("emp) and Leave-One-Out (LOO) cross-validation error'{Loo ) can then be used to
evaluate PCE predictions in this case [154]. Using PCE model as an example, normalized
empirical error is calculated by replacing the sample mean of validation set response by
the PCE model responses shown as below:

M (X(i)) M PCE(X(i)) 2
“emp = —— 5 (4.18)

M (x(i)) Ni a M PCE(X(i))
i=1 i=1

Nevertheless, Equation (4.18) tends to over-t the PCE prediction accuracy because it
Is monotonically decreasing with respect to the polynomial degrge To overcome this
limitation, LOO error is implemented by using cross-validation. The equation can be

written as:
R M(X(i)) MPCEni(X(i)) 2

“Loo = = m 5 (4.19)
M (X(i)) N; M P CEni (X(i))
i=1 i=1
whereN PCE models (M P€E™) are built on a reduced dataset x4);j =1;:::N;j 6 i
excluding point x@;y®

Other than comparing di erent surrogate models' accuracies across one dataset, to
determine the accuracy of individual regression model, Mean Absolute Error (MAE) and
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Root Mean Square Error (RMSE) are the two commonly employed evaluation criteria with
the following equations:

X , .
MAE =Ni iM(x®y M PCE(x)yj (4.20)

i=1

X

o<

(M (x)  MPCE(x(D))? (4.21)

i=1

1
RMSE ="' —
N

M PCE in Equation (4.18-4.21) can be replaced b °P€E and MPCK to check the
accuracies of other surrogate models.

4.2 Problem Statement of Quantifying Object Posi-
tion Uncertainty (OPU)

This section aims to employ the PCE method introduced earlier to quantify the identi-
ed OPU discussed in Chapter 3. While various uncertainties and their links to potential
vehicle-level hazards were delineated in the previous chapter, precise object positioning
is pivotal for several downstream functional modules, including object tracking, trajec-
tory prediction, collision avoidance, path planning, and intersection handling. Moreover,
pedestrian detection poses challenges due to factors such as the variability in pedestrian
appearance, susceptibility to occlusion, dynamic behavior, and movement against com-

plex backgrounds [155, ]. Additionally, whether in urban or highway settings, ADS
commonly relies on HD map data to enhance reliability across perception [157, ], local-
ization [159, ], and decision-making tasks [161, ]. Speci cally, the static landmarks

provided by HD maps, such as tra c signs, building outlines, lane boundaries, and light
poles, can signi cantly augment perception, especially in adverse weather and lighting
conditions [163]. Therefore, this thesis will speci cally investigate pedestrian position un-
certainty using the PCE uncertainty quanti cation method, leveraging HD map data to
enhance parameter updating and address out-of-distribution scenarios in real-time opera-
tions. While PCE is utilized here to quantify OPU, the proposed methodology is versatile
enough to be applied to other identi ed uncertainties from Chapter 3.

In this study, the distance ranges are represented by the longitudinal and lateral dis-
tances §;Yy) in ego vehicle's frame. For the eld of view of perception module, its detection
range can be divided into di erent zones considering di erent distance-based safety fallback
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reactions (See Figure 4.1). There are two types of objects in this uncertainty quanti cation
work, namely static reference objects and pedestrians. Their true positions can be repre-
sented as x"® ;y"f and xPed;yPed  |n addition, their perceived positions are &' ; gref

and gred:gped - Similarly, the OPU, which can be expressed as the true and estimated
position errors, can be expressed as,(g,) and (&;&). Based on that, the L2 norm OPU
can also be calculated. Assuming the position uncertainties arising from pedestrian and
reference object detections are similar, the newly detected reference object positions can
be used to compared with their true positions from HD map over time to evaluate PCE
uncertainty quanti cation performance and re-calibrate the PCE model during real-time
operation. The detected pedestrian positions over a period,; fg\], can be expressed as:

n o
. _ d.gped . ... d. yped
RPedpped = gpedghed s RPN gPe (4.22)
The newly collected reference object position errors are:
n 0
: _ f.aref ... aref . aref
el = hieh i €, 8, (4.23)

Eventually, the OPU quanti cation work requires a function that can map both the given
perceived pedestrian positions and the detection errors on reference objects over time and
within certain distance ranges to explicit OPU like Equation (4.24) or L2 norm OPU if
needed like Equation (4.25):

eged;ésed = f k‘ped;yPEd;e;e‘c ;é;ef (4.24)
éped = f %ped;yped;éref (4_25)

Based on the data from on-vehicle operation recordings, Figure 4.2 is drafted to help
better visualize how PCE can solve the aforementioned problem. Eventually, a trained PCE
model will formulate a joint distribution about the distributions of perceived objects’ lon-
gitudinal and lateral positions and the corresponding object position error. Occasionally,
the model will update itself with the newly collected estimation errors based on checking
with reference object positions in HD map.

4.3 OPU Quanti cation with PCE

4.3.1 Initialization Stage

In this section, based on the previous problem statement about OPU quanti cation, the
PCE theoretical implementation details will be presented. Firstly, the distributions of two
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Figure 4.1: Schematic Diagram of OPU Quanti cation

input variables ®Ped:¢Ped agre assumed to be both Gaussian distributions based on the
observation of the collected data. Furthermore, pedestrians also exhibit similar behavior
logic when a vehicle is approaching, resulting in Gaussian-like distributions (see Figure 4.3)
for their longitudinal and lateral distances with respect to the ego vehicle [4, , I

Therefore, based on Table 4.1, the polynomial basis function will be Hermite polyno-
mial, and its univariate equation is shown as below:

o= pHi)  (ege
k - - | k!2k =

= (4.26)

wherek is polynomial degreeHy(x) is Hermite polynomial. Furthermore, there are two
input variables, #P¢¢ and %, in this case. Therefore, based on Equation (4.6), the multi-
variate polynomial basis function is formulated as below:

HI@P)  H 9P H@POH, @)

(pped-pedy —  capedy  apedy —
R A L e T ST L TP T

(4.27)
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Figure 4.2: Visualization of OPU Quanti cation with PCE

Figure 4.3: Statistics of Pedestrian Occurrence from Vehicle Perspective [4]

wherei and | are polynomial degrees for the two polynomial basis functions. According
to Equation (4.3), the PCE model for OPU considering multiple variables can then be
written as:
'3@”9 Kat
éped =M PCE (k\ped;yped) — Ci;j i (k\ped;yped) (4.28)
i=0 j=0
where M PCE represents the PCE model considering the two input variables ,ng and
Kz are the max polynomial degrees for the two polynomial basis functions and j, G;;
is the polynomial chaos coe cient for its associated polynomial basis functions;; .
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However, in cases where the Gaussian assumption does not hold, such as in our study,

the output variable (&%) in the collected data exhibits diverse distribution patterns across

di erent zones (See Figure 4.4). To address this issue, Box-Cox transformation can be
used to transform the collected data to a normal distribution. Box-Cox transformation is

a statistical technique used to stabilize variance and make data more closely approximate
a normal distribution [166]. The working principle of Box-Cox transformation involves
applying a power transformation to the data, which is controlled by a parameter, typically
denoted as . The transformation is de ned by the following equation:

log(u)if =0

()—
u =

(4.29)

whereu is the original data andu( ) is the transformed data. The transformation is gov-
erned by a parameter . If0 < < 1, the transformation is useful for addressing positively
skewed data, where most data points are concentrated towards lower values. Conversely,
if > 1, the transformation increases data variability, making it less homoscedastic. This
is bene cial when the original data is tightly clustered around the mean with limited vari-
ability. For negative skew, < 0 helps alleviating the skewness. In case of= 0, a natural
logarithm is applied to the data to stabilize its variance, particularly when the data shows
exponential growth or decay. Finally, if = 1, it means the data is already normally
distributed, rendering the Box-Cox transformation unnecessary.

To determine the optimal , the log-likelihood function (If ) for Box-Cox transforma-
tion is rstly de ned as below:

X0 X0 )
If =( 1) (og(w)) n=2log( (U’ u))=n) (4.30)
. _

i=1

where n is the number of available sample points and ) is the mean of transformed
sample points. Then the optimal that maximizes Equation (4.30) can be determined by
solving Equation (4.31). Nelder-Mead simplex algorithm is employed as the optimization
techniques in this study [167].
|
X X 5
—argmax(lif )=argmax ( 1) (log(w)) n=2log( (u'’ u))°=n)
i=1 i=1
(4.312)
After M PCE is formulated in Equation (4.27), the next step will be determining the poly-
nomial chaos coe cients,c; , with proper expansion order K ong, Kiat) by tting the PCE
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Figure 4.4: OPU Distributions in Di erent Zones from Real-world Data

model to an initialization dataset. The split ratio between initialization and validation
datasets is set at 80% and 20% in this study. Afterwards, the PCE model needs to be
validated to ensure that it can accurately capture the behavior of the system under uncer-
tainty. The initialization and validation process for the PCE model is shown in Algorithm

2. Note that for line 1-5 in Algorithm 2, LARS is from Algorithm 1, it can be replaced by
other polynomial chaos coe cient calculation method like OLS in Section 4.1.2.

4.3.2 Testing Stage

After initializing and validating the PCE model in the preceding section, it becomes deploy-
able for real-time operations, facilitating the prediction of OPU. Moreover, as the volume
of newly acquired samples from reference objects continues to grow, they serve to update
the initialized PCE model, enabling dynamic adaptation to external environmental changes
such as variations in weather or light conditions. This online model updating work ow is
designed in this research and is shown as two parts as Algorithms 3 and 4. Speci cally,
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Algorithm 2:  PCE model initialization and validation algorithm
Input : Number of detection zonesrfl), detection zones £ = fz;;::}; znQ),
initialization datasets (D™ = DI ;::; DM ), validation datasets
(Dv@ = Dy ;DY@ ), max polynomial basis function degrees of
input variables (Kong and K ).
Output : A list of PCE models M P€E = MPCE;:::;MPCE ), a list of lambda

parameters ¢ =f ,;:; 2, 0), a list of normalized empirical error
(Eemp = f”emp;zl; :::; "emp;zm g), a IiSt Of Leave-one-out (LOO)
cross-validation error E oo = f"L00:z,; 3% "Loo:z 1 0)-

Initialize: Initialize PCE model list: M P€E = fg, lambda parameter list:

P = fg, normalized empirical error list: Esp = fg, Leave-one-out
(LOO) cross-validation list: E oo = fg.

11 for i=1 to mdo

12 | Find initialization dataset D" and validation datasetD}® based on detection

zonez;.

13 Obtain Xinit ;yinit ;einit from Diz?it , Xval;yval : evaI from D\z/ial-

14 Transform & into normal distribution: et )it - gl )val- = poxcoxe™ ;e'd)

15 Calculate polynomial chaos coe cientsc for M} “E:

C: MzPlCE = LARS (Xinit ;yinit ;einit : Klong; Klat)

16 SaveM ! “E in PCE model listM PE, and , in P .

17 MPCE validation: & = M CE (gval;pval)

1-8 Determine validation error "¢y, and " oo with € and e’ as explained in

Section 4.1.4.
1-9 Save"emp and " oo t0 Eemp and E oo -
1-10 end for

Algorithm 3 shows the necessary settings and initialization of this work ow. Algorithm

4 shows the main body of the algorithm. During online operations, at each time step,
every object identi ed by the perception algorithm undergoes categorization into distinct
detection zones and classi cation as either a pedestrian or reference object. For pedestrian
objects, their positional uncertainty is quanti ed via the relevant PCE model tailored to

their respective detection zone, with the quanti ed uncertainty ndings being stored for
subsequent accuracy assessments. In the case of reference objects like stop signs or light
poles recorded in the HD map, their position detection errorg'®" , can be computed and
supplemented into the new initialization dataset,D™t"®W  to facilitate the next update

of the PCE model. Upon exceeding a prede ned threshold in the sample count of the

75



Algorithm 3: PCE model testing algorithm (Part 1)
Input  : Number of detected oRjectstioy;), detected object information
(O =101;:500,0= FR;915C10 5 Ry i 9oy s Gy @ ), NUMbET
of detection zonesfy), detection zones £ = fzj; ::;; z» ), original PCE

model list (M PCEld =\ PCEold: .o\ PCERld ) “new initialization
sample number threshold fnew:init ), Original initialization datasets
(DMt = Dint;::; DI ), original validation datasets

(Dv& = Dva', D"aI ), max polynomial basis function degrees of

input varlables (K long @nd K ), percentage increment ( p),
discretized percentages for selecting optim&©P and PNP
( °PND = {0, p;2 p;::;19), pre-de ned weights forP©P and PNP
(WODND = (0D yND ),

Output : Updated PCE model list (M PCEnew =\ PCEnew ...\ PCEnew )
temporary initialization datasets for newly collected samples

(Dinittemp = phittemp ... pinittemp ) temporary validation datasets
for newly collected samples§Vaemp = pyalemp . ..:- pyaltemp ),
enriched initialization datasets O™ = DJtnew ;. DJIENeW ),

original initialization data percentages for each detection zone
(POP = P2P;u;PRP ), new initialization data percentages for each

Z7 !

detection zone PND = PJP;u; PNP ), number of detected
pedestrians at each time stepr(ped) O,PU predlctlog of detected
; : d — ed. .... d
pedestrians at each time stepéfe? =  &° ie )
Initialize: M PCEinew = N\ PCE; new MPCE new — \q PCEjpld —
M PCEld - -ooo P1CE ‘old
D|n|t new - D|n|t new s Dizrr]ri]t;new - Dinit;0|d - Diznlit;old s Dizr:ri]t;0|d ’

pPoP = PZCID,:%"POD = f0:5; ::1; 0:5g,
PND = PN PP = f0:5;:::;0:50, Npeg = 0, €P¢ = fg, number
of newly collected initialization samples:

N nitnew = pinitnew ... pinitnew = £ ; :::; 0g, thresholds of newly
collected initialization sample number in each detection zone:

N init;thres  — nlnltthers nlnltthers

Note : Part 2 of PCE model testlng algorithm is continued at Algorithm 4

new initialization dataset for a speci ¢ detection zoneD‘Zri“t?neW , the optimal percentages
of incorporation from the new and old initialization datasets are determined, leading to
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Algorithm 4: PCE model testing algorithm (Part 2)

11 for i =1 to ngy, do

1-2
1-3

1-4
1-5
1-6
1-7
1-8
1-9

1-10

1-11
1-12
1-13
1-14
1-15
1-16
1-17
1-18

Obtain detected object information,d; = f&;;9:; Cig.
Determine the detection zonegz; (j 2 f 1;::; mg), where the detected object
locates based o,y
Predict OPU of the detected object:e'= M “5° (&;; §;).
if Ci == reference objectthen
Saveeﬁ‘ to Dinit;temp in Dinit;temp
N
r]init;new - ninJit;new +1
Z; Zj
if ]ninit;new Jninit;thres then
[ZIJDOD - pND .ZJM PCEnew 1 —
z g Ny _ .
OptIODN D ( OD;ND ;WOD,ND : D|er1|t,temp : Dlzrjm,new : D\Z/jal,temp : D\Z/jal,old; Klong; Klat)
Add the newly collected initialization samples to original initialization
dataset: Dinit;old = Dinit;old [ Dinit;temp
- Ty % % '
Dlznlt;new - Dlzmt;old
] ]

end if

end if

if C; == pedestrian then
Savee as & to aped
Nped = Nped t 1

end if

end for

the update of the PCE model for that detection zoneM P “E. This iterative process is
conducted for each detected object within the respective time step until all objects have
been scrutinized.

Algorithm 3 and 4 delineate the comprehensive procedure for testing the PCE model

concerning the newly detected objects from the perception algorithm. To accommodate the
changing environment and the data drift challenges for the learning algorithms, continuous
updating of the initialized PCE model is imperative during online operations, leveraging
the in ux of fresh samples obtained from the detection of reference objects. This model
updating process is facilitated through the functioroptiODND () in lines 1-9 in Algorithm

4. Specically, P°P and PNP | are determined based on two pivotal criteria: RMSE of
validation samples,RMSEva , and average prediction error of each subset of validation
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samples, AP E4wa . These criteria are computed utilizing the following equations:
Vv
u 1 r)(val

RMSE gua _t - gal  aal 2 (4.32)
aval i=1

1 1 %ub néX‘ ;sub

APEgwa = e g (4.33)

Nsub Neval ;sub i=1 =1

whereé*@ is the validation errors, nswa represents the number of validation sample$sy,
represents the number of subsets divided within the validation dataset, anghva .qy, IS

the sample number in each subset. Eventually, the optim@°® and PNP can be solved
through Equation (4.34) below:

POP:PNP = argmin WP RMSEga + WNP AP Egua (4.34)

p oD ;pND

wherew®P and wNP are the pre-de ned weight assigned tlRM SE4va and AP Egva While
performing the optimization. The detailedoptiODND () algorithm is shown in Algorithm
5.

While RMSE provides an indication of the overall accuracy across the entire validation
dataset, APE o ers insights into periodic accuracy for speci ¢ subsets of validation data,
revealing localized improvements post model updates (See Figure 4.5). The heat map with
the RMSE result plot suggests that the optimal values foP°® and PNP appear to range
from [20%, 50%] to [50%, 80%]. Upon examination of the APE in the middle plot, the

Figure 4.5: Visualization of OptimalP°P and PNP Calculation Process
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Algorithm 5:  Optimal P°P and PNP calculation algorithm (optiODND )

Input : Discretized percentages for selecting optim&©® and PNP
( °PND = {f0; p;2 p;::19), pre-de ned weights forP©P and PNP
(WOPND = oD - wND ) "temporary initialization dataset for z

(Dy'emP ), enriched initialization dataset forz; (D3""*" ), temporary
validation dataset for z (D‘Z’ja'?temp), original validation dataset for z
(D), max polynomial basis function degrees of input variables
(K long s KIat)-
Output : Optimal data percentage for original initialization dataset atz, (PZCJ.’D),
optimal data percentage for temporary initialization dataset atz
(P,/®), updated PCE model atz; (M]°Ene")
Initialize:  Temporary P°°: P> = 0:5, temporary PNP: PED, = 0:5, minimum
error summation of RMSE and APE:sy,, = inf.
11 n = length( ©PNP)
1-2 D\Z/jal - D\Z/jal;old [ D\Z/jal;temp1 obtain R @ ;9val from D\Z/jal_
13 for k=1to n do

1-4 for |=1ton do

15 PSP = OPND fig

16 PND = ODND f|g

1.7 Dlzrjnt - PtgrElez?lt;neW [ Ptlglrlrj]lez?lt;temp , obtain Xlnlt ;ylnlt ;elnlt from Dlzrjut .
1-8 Ci, MZITCE = LARS (Xinit ;yinit ; et ; KIong; K Iat)

1-9 MPCE validation: & = MPCE (rval;pval)

1-10 Calculate RMSEswa and AP Eava based on Equation (4.32), (4.33).
1-11 s= WP RMSEgua + WNP AP Egva

1-12 if s<smn then

1-13 M;CE;new - MZITCE

1-14 PZCJ_)D = Pomp

115 P° = Pgmp

1-16 Smin = S

1-17 end if

1-18 end for

119 end for

optimal POP and PNP are determined to beP°® = 20% and PNP = 60%. Furthermore,
the APE di erence between no model update and updating with optimaP°® and PNP
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is clearly illustrated in the right plot, highlighting the e cacy of PCE model updates in
response to changing external conditions. In this scenario, transitioning from nominal,
sunny weather to snowy conditions, PCE model updates enable the capture of weather
changes, subsequently reducing prediction errors.

4.4 Simulation and Real-world Experimental Results

The proposed PCE uncertainty quanti cation technique is implemented using both simu-
lation and real-world data to assess its performance. Section 4.4.1 details the simulation
setup and Section 4.4.2 provides the results of PCE uncertainty quanti cation with and
without model updates across various testing scenarios. Subsequently, Section 4.4.3 out-
lines the real-world experiment setup involving WATonoBus, and Section 4.4.4 evaluates
the performance of PCE, and compares it with a Kalman Iter baseline.

4.4.1 Simulation Setup

The PCE model simulation is conducted using MATLAB and its Driving Scenario Designer
(DSD). In the simulation scenarios, vehicles and their position uncertainty are examined
due to their ease of spawning and richer attributes in DSD compared to pedestrian actors.
However, during real-world testing, the focus of the PCE model shifts to pedestrians, as
initially proposed. In each scenario, reference objects marked in the HD map are repre-
sented as vehicles, as DSD does not support the spawning of objects such as tra ¢ signs
or light poles. Figure 4.6 illustrates a typical scenario scene, comprising a top view of the
scenario and both cuboid and 3D ego-centric views. Notably, the ego vehicle is depicted
in blue, the moving vehicle in red represents the object whose OPU needs quanti cation,
and the yellow vehicles represent the known reference objects, standing in for light poles
or stop signs in the real-world environment in this instance.

In total, the evaluation of PCE performance in a simulated environment comprises 9
initialization scenarios and 9 testing scenarios, designed using DSD. These scenarios vary in
complexity and encompass diverse driving conditions to comprehensively assess the e cacy
of the PCE model. For a comprehensive overview, detailed descriptions, model update
requirement, and simulation durations of both the initialization and testing scenarios are
presented in Tables 4.2 and 4.3, respectively, providing insights into the scope and extent
of the simulations conducted.
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Figure 4.6: Example of a Simulation Scenario Scene

Table 4.2: Simulated Initialization Scenarios for PCE

Description Length [s]

There are 32 static vehicles positioned approximately 3.5 to 4m lat
erally from both sides of the ego vehicle, with their locations known. 65
No moving vehicle to detect.

There are 32 static vehicles positioned approximately 3m laterally
from both sides of the ego vehicle, with their locations known. N
moving vehicle to detect.

65

O

D

There is 1 moving vehicle that stops in front of the ego vehicle lang
leaving enough distance for ego vehicle to detect. No reference vehicle 22
in this scenario.

There are 32 static vehicles positioned approximately 4.5 to 5m lat
erally from both sides of the ego vehicle, with their locations known. 65
No moving vehicle to detect.
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There are 16 static vehicles positioned approximately 8m laterall

away from the left side of the ego vehicle, with their locations known.

No moving vehicle to detect.

<

65

All static vehicles are placed side by side for 3 rows on a straight road.

No moving vehicle to detect.

o

22

Like scenario 6, however, instead of driving straight, ego vehicle pe
forms lane change in this scenario. No moving vehicle to detect.

-

26

All static vehicles are placed on a curved road and ego vehicle
driving along this road. No moving vehicle to detect.

is

26

Ego vehicle is driving straight and there is a moving vehicle keef
performing double lane change in front of ego vehicle. No referen
vehicle in this scenario.

DS
ce 127

Table 4.3: Simulated Testing Scenarios for PCE

Model

Description Update

Length [s]

e Not
required

Ego vehicle is approaching to one stopping actor vehic
in front. No reference vehicle in this scenario.

12.5

There is one actor vehicle stopped in the right lane @
the ego vehicle, positioned approximately 3.5 to 4.5 mg¢
ters laterally away, as the ego vehicle approaches. N
reference vehicle in this scenario.

f
-  Not
Norequired

12.5

f

D-

There are 5 actor vehicles stopped in the right lane ¢
the ego vehicle, positioned approximately 3.5 to 4.5 mg
ters laterally away, as the ego vehicle approaches. N
reference vehicle in this scenario.

Not
Norequired

45

I
e

There are 7 actor vehicles stopped at di erent lateral ang
longitudinal distances to the ego vehicle, as the ego v
hicle approaches. No reference vehicle in this scenario

~ Not
required

35
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One actor vehicle drives on the right lane relative to the
ego vehicle, initially traveling faster than the ego vehis Not

cle before coming to a stop in front of it. No reference required
vehicle in this scenario.

40

One actor vehicle always drives in front of the ego veh Not

SN : : 40
cle. No reference vehicle in this scenario. required

The actor vehicle initially drives in the left lane relative
to the ego vehicle and later changes lanes to drive |n
7 | front of the ego vehicle. Unlike the straight roads use
in scenarios 1-6, scenario 7 is designed on a curved ro
No reference vehicle in this scenario.

Not

d equired 88
ad 9

The actor vehicle initially drives in the right lane relative
to the ego vehicle and later changes lanes to drive |n
front of the ego vehicle. After a while, the actor vehicle  Not
changes back to the right lane. This scenatrio is designedrequired
on a curved road and reference vehicles are spawned in

this scenario.

76

There is one actor vehicle drives together with ego vehi-
cle. They both perform lane changes on a curved road
during simulation. Reference vehicles are spawned |in
this scenario.

Required 493

To prevent over tting issue associated with initializing a single PCE model across all
zones, distinct zones are established in this study, tailored to the corresponding initializa-
tion of PCE models. In our simulation setup, these object detection zones are delineated
based on varying longitudinal distances while maintaining a consistent lateral distance
span. Drawing upon existing data on stopping distances and velocities [168], as well as the
criteria for maximum acceptable deceleration during confrontational driving [169], both
y: and y, are de ned as 15m and 30m respectively. The lateral distances and x, are
set at 10m. Furthermore, considering the service environment and scope of WATonoBus
in Section ??, we have established an emergency stop zone directly in front of the ego
vehicle, spanning a longitudinal distance oyy = 10m. The determination of this zone is
based on several factors, including the vehicle's maximum deceleration capability, the typ-
ical reaction time required for the braking system to engage, and the speed limits within
the operational environment. The 10-meter distance is calculated to allow the ego vehicle
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Figure 4.7: Detection Zone Representation for PCE Initialization and Testing in Simulation

su cient time and space to decelerate safely and come to a full stop when an obstacle is
detected in close proximity. This distance can be adjusted depending on variables such
as road conditions, vehicle speed, and weather factors, which may in uence braking per-
formance. Unlike objects detected within the standard detection zones, those identi ed
within the emergency stop zone are in immediate proximity to the ego vehicle and typically
require an urgent response. This specialized zone is critical for ensuring prompt hazard
mitigation, thereby enhancing overall safety. These parameters delineate the two detection
zones utilized for initializing the PCE models in our simulation, as illustrated in Figure
4.7.

The true OPU in simulation is then formulated before collecting the initialization data
for PCE. The magnitude of OPU in simulation is assumed to constitute 2 parts: model esti-
mation uncertainty (e.st) and environment noisesé.,,). Therefore, the OPU in simulation
(eotar ) IS represented as below:

€otal = €Cest T €env = F4y4 + a3y3 + {aZZyz + aly + a}l + €env (4-35)

Cest
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where y represents the longitudinal distance to ego vehicless is modeled with a 4th
degree mono increasing polynomial equation with coe cientag to a;, € is de ned with

a Gaussian noise asgpy N (0; 2) with mean 0 and variance 2, and e 0. The
simulation OPU de nition stems from our observation of the escalating impact of object
position detection error with increasing distance between the ego vehicle and the object.
This understanding underscores the signi cance of accurately quantifying the uncertainty
associated with object positions, especially as they become more distant from the ego
vehicle. Figure 4.8 below provides a visual representation of the resultant OPU in the
PCE simulation, illuminating the relationship between distance and detection error.

4.4.2 Simulation Results

After con guring initialization and testing scenarios, constructing detection zones, and
de ning the true OPU in simulation, the surrogate models for both zones are initially
established utilizing the UQLab toolbox [170]. Subsequently, they undergo initialization
and validation processes based on the normalized empirical err8gq(,) and LOO cross-

validation error (" 00 ), as outlined in Section 4.1.4. The validation performance of PCE,

Figure 4.8: Visualization of OPU in PCE Simulation
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